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SURVEILLANCE IMPACT REPORT OVERVIEW 

The Seattle City Council passed Ordinance 125376, alsƻ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ά{ǳǊǾŜƛƭƭŀƴŎŜ hǊŘƛƴŀƴŎŜέΣ ƻƴ 
September 1, 2017. This Ordinance has implications for the acquisition of new technologies by the City, 
and technologies that are already in use that may fall under the new, broader definition of surveillance.  

{a/ мпΦмуΦлнлΦ.Φм ŎƘŀǊƎŜǎ ǘƘŜ /ƛǘȅΩǎ 9ȄŜŎǳǘƛǾŜ ǿƛǘƘ Řeveloping a process to identify surveillance 

technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and implemented 

a process through which a privacy and surveillance review is completed prior to the acquisition of new 

technologies. This requirement, and the criteria used in the review process, are documented in Seattle IT 

Policy PR-02Σ ǘƘŜ ά{ǳǊǾŜƛƭƭŀƴŎŜ tƻƭƛŎȅέΦ  

HOW THIS DOCUMENT IS COMPLETED 

As Seattle IT and department staff complete the document, they should keep the following in mind. 

¶ Responses to questions should be in the text or check boxes only; all other information (questions, 

descriptions, etc.) should NOT be edited by the department staff completing this document.  

¶ All content in this report will be available externally to the public. With this in mind, avoid using 

acronyms, slang, or other terms which may not be well-known to external audiences. Additionally, 

responses should be written using principally non-technical language to ensure they are accessible 

to audiences unfamiliar with the topic. 

http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf


 

 

PRIVACY IMPACT ASSESSMENT  

PURPOSE 

A tǊƛǾŀŎȅ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘ όάtL!έύ is a method for collecting and documenting detailed information 
collected in order to conduct an in-depth privacy review of a program or project. A PIA asks questions 
about the collection, use, sharing, security and access controls for data that is gathered using a technology 
or program. It also requests information about policies, training and documentation that govern use of the 
technology. The PIA responses are used to determine privacy risks associated with a project and 
mitigations that may reduce some or all of those risks. In the interests of transparency about data 
collection and management, the City of Seattle has committed to publishing all PIAs on an outward facing 
website for public access.  

WHEN IS A PRIVACY IMPACT ASSESSMENT REQUIRED? 

A PIA may be required in two circumstances. 

1) When a project, technology, or other review has been flagged as having a high privacy risk.  

2) When a technology is required to complete the Surveillance Impact Report process. This is one 

deliverable that comprises the report. 

1.0 ABSTRACT  

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the 
project/technology. 

 

1.2 Explain the reason the project/technology is being created or updated and why the PIA is 
required.  

 

¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎ Ǉƭŀȅ ŀ ƳŀƧƻǊ ǊƻƭŜ ƛƴ {ŜŀǘǘƭŜΩǎ LƴǘŜƭƭƛƎŜƴǘ ¢ǊŀƴǎǇƻǊǘŀǘƛƻƴ {ȅǎǘŜƳ ŀƴŘ ¢ǊŀŦŦƛŎ LƴŎƛŘŜƴǘ 
Management programs. The Seattle Department of Transportation (SDOT) has cameras installed 
throughout the city to monitor congestion, incidents, closures, and other traffic issues. The ability to 
see the roads provide {5h¢Ωǎ engineers with the necessary information to detect and quickly 
respond to traffic issues which leads to decreased travel delay, improved public health and safety, 
local economic vitality, energy savings, public safety resources, and citizen satisfaction with 
government services. 

Traffic Cameras meet two inclusion criteria from the PR-02 Surveillance Policy: 

1. There is a possibility that personally identifiable information will be shared with non-City 

entities that will use the data for a purpose other than providing the City with a contractually 

agreed-upon service. 

2. The technology collects data that is personally identifiable even if obscured, de-identified, or 

anonymized after collection. 



 

 

2.0 PROJECT / TECHNOLOGY OVERVIEW 

Provide an overview of the project or technology. The overview gives the context and background 
necessary to understand the purpose, mission and justification for the project / technology proposed 

2.1 Describe the benefits of the project/technology. 

 

SDOT operates an extensive network of 210 Traffic Cameras across Seattle to help our Transportation 
Operations Center (TOC) detect and quickly respond to congestion, incidents, and other problems on 
the roads. The ability to observe traffic conditions across the City in real-time is a primary component 
ƻŦ {5h¢Ωǎ ¢ǊŀŦŦƛŎ LƴŎƛŘŜƴǘ aŀƴŀƎŜƳŜƴǘ ό¢Laύ ǇǊƻƎǊŀƳΦ TIM consists of a planned and coordinated 
multi-disciplinary process to detect, respond to, and clear traffic incidents so that traffic flow may be 
restored as safely and quickly as possible. Effective TIM reduces the duration and impacts of traffic 
incidents and improves the safety of motorists, crash victims and emergency responders. 

The live streaming video from each of these cameras is also accessible to the public on our Traveler 
Information Map, and used by other city departments to understand current traffic conditions. The 
majority of workers surveyed in Seattle and Los Angeles indicated that they used the Internet to 
obtain traffic information for their commute trip (FHWA, 2005). 

(Federal Highway Administration (FHWA), United States Department of Transportation (USDOT), 
2005). 

https://web6.seattle.gov/Travelers/
https://web6.seattle.gov/Travelers/


 

 

2.2 Provide any data or research demonstrating anticipated benefits. 

 

Traffic Incident Management (TIM) consists of a planned and coordinated multi-disciplinary process 
to detect, respond to, and clear traffic incidents so that traffic flow may be restored as safely and 
quickly as possible. Effective TIM reduces the duration and impacts of traffic incidents and improves 
the safety of motorists, crash victims and emergency responders. This coordinated process involves a 
number of public and private sector partners, including 

¶ Transportation 
¶ Law Enforcement 
¶ Fire and Rescue 
¶ Emergency Medical Services 
¶ Public Safety Communications 
¶ Emergency Management 
¶ Towing and Recovery 
¶ Hazardous Materials Contractors 
¶ Traffic Information Media 

 
The TIM Program of the Federal Highway Administration (FHWA) is part of a larger all-hazards 
program called Emergency Transportation Operations (ETO). 

According to FHWA Report HOP-10-050 titled Best Practices in Traffic Incident Management, 
άDetection and verification are the first steps in the TIM process. Detection is the determination that 
an incident of some type has occurred. Incidents may be detected in person by motorists or response 
personnel or automatically using electronic loop detectors and associated incident detection 
algorithms. Verification is the determination of the precise location and nature of the incident. 
Accurate and detailed information about the incident can help to ensure that the most appropriate 
personnel and resources are dispatched to the scene. Verification can be accomplished in the field 
utilizing on-site response personnel or remotely using CCTV (Traffic Cameras). Effective incident 
detection and verification can improve access to the scene for incident responders; support 
appropriate personnel and equipment dispatch to the scene, improve responder safety by alerting 
them to potentially dangerous conditions at the scene (i.e., fire or hazardous materials), reduce 
secondary incidents, and save lives by ensuring that vehicle crashes are detected on low-traffic 
ǊƻŀŘǿŀȅǎέ ό/ŀǊǎƻƴΣ нлмлύΦ 

TIM Best Practices 

FHWA.pdf
 

https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#transp
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#le
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#fireresc
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#ems
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#pscomm
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#em
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#towrecov
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#hazmat
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#tinfom


 

 

2.3 Describe the technology involved. 

 

2.4 5ŜǎŎǊƛōŜ Ƙƻǿ ǘƘŜ ǇǊƻƧŜŎǘ ƻǊ ǳǎŜ ƻŦ ǘŜŎƘƴƻƭƻƎȅ ǊŜƭŀǘŜǎ ǘƻ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ Ƴƛǎǎƛƻƴ. 

 

A Traffic Camera is a dedicated video camera which observes vehicular traffic on the road. In Seattle, 
these are installed along most major arterials, and are typically mounted on traffic poles at signalized 
intersections. The cameras communicate using SDO¢Ωǎ ŦƛōŜǊ-optic ITS network, and each typically 
receives power from the nearest traffic signal cabinet. The Transit Operations Center (TOC) receives 
the live video in real time and distributes information if there is a traffic collision or some other 
disruptive incident or road safety issue. The cameras are remotely controllable (full pan, tilt, and 
zoom) allowing operators to accurately maneuver cameras to best understand traffic conditions in 
the area. The video produced from newer models of cameras is in HD, enabling the observation of 
traffic from even great distances. The cameras are powered and providing video 24x7 unless there is 
a technical issue at a specific site. 

SDOT has linked their camera network to the Internet using the Traveler Information Map, thus 
allowing commuters to view current live traffic conditions. The website shows both streaming video 
and still imagery which refreshes at a set interval of 1 minute, helping travelers determine whether 
an alternate route should be taken. These traffic images are combined with congestion information, 
travel times, bridge opening notifications, and other alerts to provide a full picture of traffic 
conditions in Seattle. 

Traffic Cameras are different from red light running camera (which are put in specific places to 
enforce rules of the road), as Traffic Cameras are strictly used for traffic observation. 

{5h¢Ωǎ Ƴƛǎǎƛƻƴ ƛǎ to deliver a high-quality transportation system for Seattle. Traffic Cameras play a 
vital role in reducing delay and congestion by giving engineers the opportunity to observe current 
traffic conditions throughout the city. This information allows the team to send messages to the 
public on roadside signs, Twitter, and the Traveler Information map so they can make more informed 
trip decisions. During traffic incidents, this situational awareness additionally allows engineers to 
modify traffic signal timing to better move vehicles along identified detour routes.  

¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎ ŀƭǎƻ ƎƛǾŜ {5h¢Ωǎ ¢h/ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ƛŘŜƴǘƛŦȅ ǎǘŀƭƭŜŘ ǾŜƘƛŎƭŜǎ ŀƴŘ ŘƛǎǇŀǘŎƘ ŘŜŘƛŎŀǘŜŘ 
trucks that are equipped with tools to help get the vehicle moving again, or to help maneuver it out 
of the way to allow other traffic to continue unimpeded. According to the National Traffic Incident 
aŀƴŀƎŜƳŜƴǘ /ƻŀƭƛǘƛƻƴΣ ά¢ǊŀŦŦƛc incidents account for about one-quarter of all congestion on U.S. 
roadways. For every minute that travel lane is blocked during a peak travel period, four minutes of 
travel delay results after the incident is cleared. Reduced incident-related travel delay is a key benefit 
of TIM programs.έ 



 

 

2.5 Who will be involved with the deployment and use of the project / technology? 

 

  

Traffic cameras are installed by either qualified SDOT personnel, or authorized electrical contractors 
associated with a project. Installation locations are identified by determining where there are gaps in 
observational coverage along corridors specified in the Intelligent Transportation System (ITS) 
Strategic Plan 2010-2020. This plan provides a 10-year approach for implementing ITS in Seattle. ITS 
employs electronics and communications technologies on the street, and automated traffic systems, 
to enhance mobility for all modes by increasing the efficiency and safety of the transportation 
infrastructure. This includes implementing traffic cameras citywide to improve the response to 
outages and incidents. 

The ITS Key Arterial Network is not fully instrumented to provide the desired ITS systems and 
services. The devices deployed will depend upon the state of equipment already in place, and the 
specific needs of each corridor and subarea. Deployment will include a mixture of technologies 
including communications and traffic cameras. Highest priority is assigned to locations which would 
experience impacts from major construction projects such as the SR 520 Bridge Replacement Project 
and the Alaskan Way Viaduct Replacement Project. 

¢ƘŜ ǇǊƛƳŀǊȅ ǳǎŜǊǎ ƻŦ {5h¢Ωǎ ¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎ ŀǊŜ ǳǎŜǊǎ ƛƴ ǘƘŜ ¢h/Φ The TOC houses the central 
processing and communications systems for the ITS program, and is where operators monitor and 
manage traffic signals, traffic cameras, Dynamic Message Signs, and other ITS devices. The TOC 
systems also provide video images to City agencies and others that use them in emergency and 
incident management, as well as the Traveler Information website. The TOC staff responds to traffic 
ƛƴŎƛŘŜƴǘǎ ǘƘǊƻǳƎƘƻǳǘ {ŜŀǘǘƭŜ ŀƴŘ ƛǎ ǇŀǊǘ ƻŦ ǘƘŜ /ƛǘȅΩǎ ŜƳŜǊƎŜƴŎȅ ǊŜǎǇƻƴǎŜ ǇƭŀƴǎΦ ¢ƘŜ ¢h/ ƛǎ ƻǇŜƴ т 
days a week from 6AM-10PM and responds overnight as needed in an on-call capacity. 

ITSStrategicPlan201

02020.pdf
 



 

 

3.0 USE GOVERNANCE  

Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City 
entities are bound by restrictions specified in the Surveillance Ordinance and Privacy Principles and must 
provide written procedures for how the entity will comply with any restrictions identified. 
 

3.1 Describe the processes that are required prior to each use, or access to/ of the project / 
technology, such as a notification, or check-in, check-out of equipment. 

 

3.2 List the legal standards or conditions, if any, that must be met before the project / 
technology is used.  
For example, the purposes of a criminal investigation are supported by reasonable suspicion. 

 

  

Access to the camera control software (Cameleon) is managed by the TOC Technical Team who grant 
system privileges to individual users based on their operational needs. User authorization is 
password protected, and once a successful log-in occurs, the list of accessible cameras appears.   

SDOT currently supports users of the software in the following departments or functional areas: 

1. SDOT Transportation Operations Center 

2. SDOT Street Maintenance Dispatch 

3. SDOT Traffic Signal Shop 

4. Seattle Emergency Operations Center 

5. {ŜŀǘǘƭŜ aŀȅƻǊΩǎ hŦŦƛŎŜ 

6. Seattle Fire Alarm Center 

7. Seattle Police Operations Center 

Camera control privileges are hierarchical, and the TOC operation maintains the highest priority. This 
means that if two users are attempting to maneuver the same camera simultaneously, the user with 
the highest priority maintains control. Video from each Traffic Camera is available live at any time to 
anyone in the public on the SDOT Traveler Information Map. 

Traffic cameras are not subject to any legal standards. 

https://web6.seattle.gov/travelers


 

 

3.3 Describe the policies and training required of all personnel operating the project / 
technology, and who has access to ensure compliance with use and management policies. 

 

 

оΦо /ƻƴǘƛƴǳŜŘΧ 

SDOT has developed policies governing the use of Traffic Cameras by all personnel as stated below: 

Prior to taking control of any SDOT CCTV camera, users MUST:  
1) Notify the Transportation Operations Center (TOC) staff member at (206) 684-5117 (between 

the hours of 6:00 am ς 10:00 pm daily) or 684-5122 at all other times.  
       AND      

2) Must comply with the RULES OF USE listed below. 
 

USER PRIORITY: 
SDOT traffic cameras are available to the public via both live feeds to the website 
(http://web6.seattle.gov/travelers/) and static images updated every minute.  They are typically 
ǇƻƛƴǘŜŘ ƛƴ ŀ ŘƛǊŜŎǘƛƻƴΣ ŎŀƭƭŜŘ ǘƘŜ άƘƻƳŜ ǇǊŜǎŜǘέΦ  9ŀŎƘ ŎŀƳŜǊŀ ǿƛƭƭ ǊŜǘǳrn to its home preset every 
five minutes of inactivity, unless it is locked by a user.  Locking a camera will allow the user to 
maintain the camera view until it is unlocked and returned to its home preset, or a higher priority 
user takes control.   
 
The SDOT TOC has the highest priority and can lock out other users (listed below) from taking control 
of the camera.  When the CCTV camera is locked by the SDOT TOC, no other user has the ability to 
move it. If lower level users have a need of any SDOT CCTV camera, that user must contact the SDOT 
TOC (as listed above) and the CCTV may be released for their use (depending on the current use 
versus the requested use).  NOTE: Control will be returned to the TOC at such time that an incident of 
a higher priority as determined by the SDOT TOC presents itself.  The TOC will attempt to notify the 
lower level user. 
 

RULES OF USE 
Closed Circuit Television (CCTV) cameras implemented by SDOT are for the purposes of traffic 
management, incident management and response, and public information. CCTV cameras and 
ƛƳŀƎŜǎ ŀǊŜ ǳǎŜŘ ƛƴ ŀ ƳŀƴƴŜǊ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ǇǳōƭƛŎΩǎ ŜȄǇŜŎǘŀǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅΣ ǿƘƛƭŜ ǎŜǊǾƛƴƎ ǘƘŜƛǊ 
function as a traffic management and traveler information tool. 
 
In order to implement these policies, SDOT has created the following rules: 

¶ //¢±ǎ ǎƘŀƭƭ ōŜ ǳǎŜŘ ǘƻ ƳƻƴƛǘƻǊ ŎƻƴŘƛǘƛƻƴǎ ƻƴ {5h¢πƻǿƴŜŘ ǊƻŀŘǿŀȅǎΣ ŀƴŘ ǎƘŀƭƭ ƴƻǘ ōŜ ǳǎŜŘ ǘƻ 
monitor conditions on the sidewalk or on private property. 

¶ Operator shall not use the CCTV cameras to zoom in close enough to discern any 
information that would enable the operators to identify a member of the public, including, 
without limitation, license plate numbers, unless doing so is absolutely necessary to allow the 
operator to perform a vital component of their jobs. 

¶ Should it be nŜŎŜǎǎŀǊȅ ǘƻ ǾƛŜǿ ǇŜǊǎƻƴŀƭƭȅπƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ǘƘŜ ƻǇŜǊŀǘƻǊ ǎƘŀƭƭ 
terminate any dissemination of the CCTV feed to the general public prior to viewing such 
ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ǎƘŀƭƭ ƴƻǘ ǊŜǎǳƳŜ ŘƛǎǎŜƳƛƴŀǘƛƻƴ ǳƴǘƛƭ ǇŜǊǎƻƴŀƭƭȅπƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ƴo 
longer visible. 

http://web6.seattle.gov/travelers/


 

 

 

4.0 DATA COLLECTION AND USE 

Provide information about the policies and practices around the collection and use of the data collected.  

4.1 Provide details about what information is being collected from sources other than an 
individual, including other IT systems, systems of record, commercial data aggregators, publicly 
available data and/or other city departments. 

 

4.2 What measures are in place to minimize inadvertent or improper collection of data? 

 

 

 

 

¶ Video images will not be recorded, except for compelling traffic operational needs. If they are 
recorded, any such recordings will be destroyed immediately after use. Recordings shall not be 
stored or disseminated. 

¶ Subject to these limitations, SDOT may disseminate images or video streams over its web page 

According to a 2016 study published by the FHWA titled Transportation Management Center Video 
Recording and Archiving Best General Practices, the procedure outlined in policy #2 is as 
ǊŜŎƻƳƳŜƴŘŜŘΦ άCƻǊ ǎŜƴǎƛǘƛǾŜ ǎƛǘǳŀǘƛƻƴǎΣ ƘŀǾŜ ǘƘŜ ŎŀǇŀōƛƭƛǘȅ ǘƻ Ŏǳǘ ŦŜŜŘǎ ǘƻ ǘƘŜ ǇǳōƭƛŎκƳŜŘƛŀ ǿƘƛƭŜ 
preserving them to transportation agencies and emergency responders. If not possible, have a 
camera use policy which includes not zoominƎ ƛƴǘƻ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ ŘŜǘŀƛƭǎέ όCI²!Σ нлмсύΦ 

SDOT Camera 

Control Protocol.pdf  

No other data is collected as part of our Traffic Camera program. 

Video is not archived except in specific scenarios when it has been requested by qualified City 
personnel who have been tasked with completing an assignment where the observation of traffic 
would aid in a successful outcome. Examples of this include: the monitoring the effects of a change in 
traffic signal timing, observing the traffic impacts of a special event to better prepare for similar 
occurrences in the future, or observing traffic after a channelization change has been made to 
confirm that vehicles are able to make safe movements. In those instances, all video is destroyed 
within 10 days of collection. All users are trained not to intentionally position cameras in a manner 
where license plates or people can be individually discerned, and to only use the cameras as a tool to 
observe traffic conditions along a street.  



 

 

4.3 How and when will the project / technology be deployed or used? By whom? Who will 
determine when the project / technology is deployed and used? 

 

4.4 How often will the technology be in operation?  

 

4.5 What is the permanence of the installation? Is it installed permanently, or temporarily? 

 

  

Traffic cameras are installed by either qualified SDOT personnel, or authorized electrical contractors 
associated with a project. Installation locations are identified by determining where there are gaps in 
observational coverage along corridors specified in the Intelligent Transportation System (ITS) 
Strategic Plan 2010-2020. This plan provides a 10-year approach for implementing ITS in Seattle. ITS 
employs electronics and communications technologies on the street, and automated traffic systems, 
to enhance mobility for all modes by increasing the efficiency and safety of the transportation 
infrastructure. This includes implementing traffic cameras citywide to improve the response to 
outages and incidents. 

The ITS Key Arterial Network is not fully instrumented to provide the desired ITS systems and 
services. The devices deployed will depend upon the state of equipment already in place, and the 
specific needs of each corridor and subarea. Deployment will include a mixture of technologies 
including communications and traffic cameras. Highest priority is assigned to locations which would 
experience impacts from major construction projects such as the SR 520 Bridge Replacement Project 
and the Alaskan Way Viaduct Replacement Project. 

¢ƘŜ ǇǊƛƳŀǊȅ ǳǎŜǊǎ ƻŦ {5h¢Ωǎ ¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎ ŀǊŜ ǳǎŜǊǎ ƛƴ ǘƘŜ ¢ǊŀƴǎǇƻǊǘŀtion Operations Center 
(TOC). The TOC houses the central processing and communications systems for the ITS program, and 
is where operators monitor and manage traffic signals, traffic cameras, Dynamic Message Signs, and 
other ITS devices. The TOC systems also provide video images to City agencies and others that use 
them in emergency and incident management, as well as the Traveler Information website. The TOC 
ǎǘŀŦŦ ǊŜǎǇƻƴŘǎ ǘƻ ǘǊŀŦŦƛŎ ƛƴŎƛŘŜƴǘǎ ǘƘǊƻǳƎƘƻǳǘ {ŜŀǘǘƭŜ ŀƴŘ ƛǎ ǇŀǊǘ ƻŦ ǘƘŜ /ƛǘȅΩǎ ŜƳŜǊƎŜƴŎȅ ǊŜǎǇƻƴǎŜ 
plans. The TOC is open 7 days a week from 6AM-10PM and responds overnight as needed in an on-
call capacity. 

ITSStrategicPlan201

02020.pdf
 

Traffic cameras are powered and providing streaming video 24 hours a day and 365 days a year. 

Traffic cameras are installed permanently. 



 

 

4.6 Is a physical object collecting data or images visible to the public? What are the markings to 
indicate that it is in use? What signage is used to determine department ownership and contact 
information? 

 

 

  

¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎ ŀǊŜ ŎƭŜŀǊƭȅ ǾƛǎƛōƭŜ ǘƻ ǘƘŜ ǇǳōƭƛŎ ŀǎ ǘƘŜȅΩǊŜ ƛƴǎǘŀƭƭŜŘ on traffic signal poles or mast 
ŀǊƳǎΦ ¢ƘŜǊŜ ƛǎ ƴƻǘƘƛƴƎ ǘƘŀǘ ǿƻǳƭŘ ƛƴŘƛŎŀǘŜ ŀ ŎŀƳŜǊŀ ƛǎ ƛƴ ǳǎŜ ǳƴƭŜǎǎ ƛǘΩǎ ƳŀƴŜǳǾŜǊŜŘ όǇŀƴ ƻǊ ǘƛƭǘύ 
while being observed. There is no signage indicating department ownership and contact information 
in the field. But the footaƎŜ ŦǊƻƳ ŜŀŎƘ ŎŀƳŜǊŀ ƛǎ ŀǾŀƛƭŀōƭŜ ŀƴȅǘƛƳŜ ǘƻ ǘƘŜ ǇǳōƭƛŎ ƻƴ {5h¢Ωǎ Traveler 
Information Map. A user has the option to select any Traffic Camera from the map. Once selected, 
the user is presented with a still image from the location which is updated every minute. The user 
ǘƘŜƴ Ƙŀǎ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ǎŜƭŜŎǘ ά±ƛŘŜƻέ ŦǊƻƳ ǘƘŜ ŎŀƳŜǊŀ ŀƴŘ ǿŀǘŎƘ ŀ ƭƛǾŜ-stream which will run until 
the window is closed. This is a screen capture of that interface:  

 

https://web6.seattle.gov/Travelers/
https://web6.seattle.gov/Travelers/


 

 

4.7 How will data that is collected be accessed and by whom?  

 

4.8 If operated or used by another entity on behalf of the City, provide details about access, and 
applicable protocols. Please link memorandums of agreement, contracts, etc. that are 
applicable.  

 

  

SDOT currently supports real-time camera control users in the following departments or functional 
areas: 

1. SDOT Transportation Operations Center 

2. SDOT Street Maintenance Dispatch 

3. SDOT Traffic Signal Shop 

4. Seattle Emergency Operations Center 

5. {ŜŀǘǘƭŜ aŀȅƻǊΩǎ hŦŦƛŎŜ 

6. Seattle Fire Alarm Center 

7. Seattle Police Operations Center 

Per the SDOT Camera Control Policy, the SDOT Transportation Operations Center (TOC) has the 
highest priority and can lock out other users (listed above) from taking control of the camera.  When 
the traffic camera is locked by the SDOT TOC, no other user has the ability to move it. If lower level 
users have a need of any SDOT CCTV camera, that user must contact the SDOT TOC and the CCTV 
may be released for their use (depending on the current use versus the requested use).  NOTE: 
Control will be returned to the TOC at such time that an incident of a higher priority as determined 
by the SDOT TOC presents itself.  The TOC will attempt to notify the lower level user. 

Closed Circuit Television (CCTV) cameras implemented by SDOT are for the purposes of traffic 
management, incident management and response, and public information. CCTV cameras and 
ƛƳŀƎŜǎ ŀǊŜ ǳǎŜŘ ƛƴ ŀ ƳŀƴƴŜǊ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ǇǳōƭƛŎΩs expectation of privacy, while serving their 
function as a traffic management and traveler information tool. 

Traffic Camera video recordings used for engineering studies (destroyed after 10 days) may be 
accessed by employees performing these roles: 

1. Transportation Center Operators 

2. Traffic Signal Timing Engineers 

3. Traffic Signal Design Engineers 

Traffic Cameras are not operated by another entity on behalf of the City, but SDOT does support 
users in other departments as listed in 4.7. The public has unlimited access to streaming video from 
any Traffic Camera by visiting the Traveler Information Map. 

https://web6.seattle.gov/Travelers/


 

 

4.9 What are acceptable reasons for access to the equipment and/or  data collected?  

 

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption, 
access control mechanisms, etc.) and to provide an audit trail (viewer logging, modification 
logging, etc.)? 

 

Traffic cameras may be remotely controlled or otherwise accessed for these reasons: 

¶ To perform general monitoring of traffic conditions in Seattle 

¶ To discern the extent of traffic impacts in the City after an unplanned incident has occurred 

¶ To understand the impact of planned events (construction, concerts, stadium events) on ǘƘŜ /ƛǘȅΩǎ 

traffic 

¶ To perform remote maintenance and troubleshooting 

/ŀƳŜǊŀǎ Ŏŀƴ ƻƴƭȅ ōŜ ǊŜǇƻǎƛǘƛƻƴŜŘ ōȅ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎ ƻŦ {5h¢Ωǎ /ŀƳŜƭŜƻƴ L¢{ ŎƻƴǘǊƻƭ ǎƻŦǘǿŀǊŜ 
application. User access is managed by the TOC Technical Team, and the software must be installed 
and remain updated on each client computer to function. Users are granted access to certain devices 
and control privileges based on the needs of their specific role. To select and move a camera, the 
software must be installed on a client computer, and that client computer must be identified in the 
Cameleon server. A user must log into the system using the correct user and password combination. 
Users are members of groups in Cameleon, and groups are assigned priority and access privileges 
within the software. Every user has the opportunity ǘƻ ŎƻƴǘǊƻƭ ŀƴȅ ŎŀƳŜǊŀ ƛƴ {5h¢Ωǎ ŎǳǊǊŜƴǘ 
configuration, but prioritization has been assigned to determine who will be granted control if two or 
more users are trying to reposition the same camera simultaneously. This is how that privilege 
hierarchy is structured from highest priority to lowest: 

1. SDOT TOC Technology Team (System Administrators) 

2. SDOT Transportation Operations Center 

3. SDOT Street Maintenance Dispatch 

4. Seattle Police Operations Center 

5. Seattle Fire Alarm Center 

6. Seattle Emergency Operations Center 

7. SDOT Traffic Signal Shop 

8. {ŜŀǘǘƭŜ aŀȅƻǊΩǎ hŦŦƛŎŜ 

Each successful log in is stored in the Cameleon archive server database.  Each camera can also be 
accessed directly through a built-in web interface, which is also protected by a user and password 
combination only know to the TOC Technical Team. This method of access is strictly used to initially 
configure the cameras, perform firmware upgrades, or perform other troubleshooting measures. 



 

 

5.0 DATA STORAGE, RETENTION AND DELETION  

5.1 How will data be securely stored? 

 

5.2 How will the owner allow for departmental and other entities, to audit for compliance with 
legal deletion requirements? 

 

5.3 What measures will be used to destroy improperly collected data?  

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with 

data retention requirements?  

 

Video recordings used for engineering studies are stored on a shared network drive accessible only 
by City personnel. Additionally, the files are kept in a folder which has specific security permissions to 
only allow the intended viewer access to the footage. 

Per SDOTΩǎ ¦ǎŜ tƻƭƛŎȅ ƻǳǘƭƛƴŜŘ ƛƴ ǎŜŎǘƛƻƴ 3.3 of this document, all recordings will be destroyed 
immediately after use. Recordings shall not be stored or disseminated. 

According to the attached SDOT Records Retention Schedule, traffic camera video recordings are not 
subject to any legal deletion requirements. For informational purposes, all other SDOT data retention 
requirements are provided in the document below. 

SDOT Records 

Retention Schedule.pdf 

All archived files are permanently deleted within 10 days, and all camera operators are trained on 
the ǳǎŀƎŜ ǇƻƭƛŎȅ ǿƘƛŎƘ ǎǘŀǘŜǎΣ ά!ǳǘƘƻǊƛȊŜŘ //¢± ǳǎŜǊǎ ǎƘŀƭƭ ƴƻǘ ǳǎŜ ǘƘŜ //¢± ŎŀƳŜǊŀǎ ǘƻ ȊƻƻƳ ƛƴ 
close enough to discern any information that would enable identification of a member of the public, 
including, without limitation, license plate numbers, unless doing so is necessary to allow the 
operators to perform a Ǿƛǘŀƭ ŎƻƳǇƻƴŜƴǘ ƻŦ ǘƘŜƛǊ ƧƻōǎΦέ The SDOT usage policy is attached in section 
3.3 of this document. 

There are no legal deletion requirements, but the TOC Technical Team is responsible for deleting any 
video file 10 days after tƘŜ ŦƛƭŜΩǎ ƭŀǎǘ ά5ŀǘŜ ƳƻŘƛŦƛŜŘέ ǾŀƭǳŜ Ƙŀǎ ōŜŜƴ ǊŜŀŎƘŜŘΦ 



 

 

6.0 Data Sharing and Accuracy  

6.1 Which entity or entities inside and external to the City will be data sharing partners? 

 

6.2 Why is data sharing necessary? 

 

6.3 Are there any restrictions on non-City data use?  
Yes ἦ No Ἠ 

сΦоΦм LŦ ȅƻǳ ŀƴǎǿŜǊŜŘ ¸ŜǎΣ ǇǊƻǾƛŘŜ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ǇǊƻŎŜŘǳǊŜǎ ŀƴŘ ǇƻƭƛŎƛŜǎ ŦƻǊ ŜƴǎǳǊƛƴƎ 

compliance with these restrictions. 

 

6.4 How does the project/technology review and approve information sharing agreements, 
memorandums of understanding, new uses of the information, new access to the system by 
organizations within City of Seattle and outside agencies?  
Please describe the process for reviewing and updating data sharing agreements. 

 

  

Traffic Camera video recordings used for engineering studies (destroyed after 10 days) may be 
accessed by employees performing these roles: 

¶ SDOT Transportation Center Operators 

¶ SDOT Traffic Signal Timing Engineers 

¶ SDOT Traffic Signal Design Engineers 

Live Traffic Cameras can be viewed and controlled by users in the following groups: 

¶ TOC Operators 

¶ SDOT Radio Dispatchers 

¶ Seattle Police Department 

¶ Seattle Fire Department 

¶ Emergency Operations Center 

¶ SDOT Signal Electricians 

¶ Executive Protection Unit 

Video is not archived except in specific scenarios when it has been requested by qualified City 
personnel who have been tasked with completing an assignment where the observation of traffic 
movement would aid in a successful outcome. Examples of this include monitoring the effects of a 
change in traffic signal timing, observing the traffic impacts of a special event to better prepare for 
similar occurrences in the future, or observing traffic after a channelization change has been made to 
confirm that vehicles are able to make safe movements. 

N/A 

No data sharing agreements exist, other than the usage policies stated in Section 3.3. 



 

 

6.5 Explain how the project/technology checks the accuracy of the information collected. If 

accuracy is not checked, please explain why. 

 

6.6 Describe any procedures that allow individuals to access their information and correct 
inaccurate or erroneous information. 

 

7.0 LEGAL OBLIGATIONS, RISKS AND COMPLIANCE 

7.1 What specific legal authorities and/or agreements permit and define the collection of 
information by the project/technology? 

 

  

Temporary archived video used for engineering studies is the only data collected as part of the 
Traffic Camera program, and SDOT is not aware of any software tools that are part of the standard 
City PC build which could permanently alter that footage. 

No such procedures exist. 

No legal agreements exist defining the collection of information by Traffic Cameras. 



 

 

7.2 Describe what privacy training is provided to users either generally or specifically relevant 

to the project/technology. 
For example, police department responses may include references to the Seattle Police Manual. 

 

 
  

SDOT has developed policies governing the use of Traffic Cameras by all personnel as stated below: 
1. CCTVs (Traffic Cameras) shall be used to monitor conditions within publicly-owned right-of-way or 

other publicly-owned property and shall not be used to monitor conditions on private property. 

SDOT will establish camera control and viewing protocols for use by all authorized users. The SDOT 

Traffic Operations Center will retain the capability to temporarily or permanently remove control 

capability from users if it is determined that they are not in compliance with the established CCTV 

protocols, guidance and policy.  

2. Authorized CCTV users shall not use the CCTV cameras to zoom in close enough to discern any 

information that would enable identification of a member of the public, including, without limitation, 

license plate numbers, unless doing so is necessary to allow the operators to perform a vital 

component of their jobs.  Should necessary use of the CCTV result in the ability to view personally-

identifiable information, or images that may be unsuitable for dissemination to the public, the 

authorized user shall terminate any dissemination of the CCTV feed to the general public prior to 

viewing such information and shall not resume dissemination until personally-identifiable or 

unsuitable images or information are no longer visible. 

3. Video images shall not be recorded, except only for compelling SDOT traffic operations and traffic 

planning needs. Documented approval for such recording must be received from the SDOT Traffic 

Operations Manager, or their assigned proxy.  If images are recorded, any such recordings will be 

used within ten business days of recording and destroyed immediately after use.  In no case shall 

recordings be stored beyond this period. Access to recordings by SDOT-authorized persons shall be 

strictly managed to these requirements.    

4. Subject to these limitations, SDOT may disseminate video images or live video streams over its web 

page. 

SDOT Camera 

Control Protocol.pdf  



 

 

7.3 Given the specific data elements collected, describe the privacy risks identified and for each 

risk, explain how it was mitigated. Specific risks may be inherent in the sources or methods of 

collection, or the quality or quantity of information included. 
Please work with the Privacy Team to identify the specific risks and mitigations applicable to this project / 

technology. 

 

7.4 Is there any aspect of the project/technology that might cause concern by giving the 

appearance to the public of privacy intrusion or misuse of personal information?  
Examples might include a push of information out to individuals that is unexpected and appears to be 

intrusive, or an engagement with a third party to use information derived from the data collected, that is 

not explained in the initial notification. 

 

8.0 MONITORING AND ENFORCEMENT 

8.1 Describe how the project/technology maintains a record of any disclosures outside of the 

department. 

 

  

The risks associated with {5h¢Ωǎ ǘǊŀŦŦƛŎ ŎŀƳŜǊŀǎ ŀǊŜ ǊŜƭŀǘŜŘ ǘƻ capturing still images or video of an 
identifiable individual and or license plates. This risk is mitigated through ǘǊŀƛƴƛƴƎ ƻƴ {5h¢Ωǎ use policy 
requiring the following of camera operators: 

άAuthorized CCTV users shall not use the CCTV cameras to zoom in close enough to discern any 
information that would enable identification of a member of the public, including, without limitation, 
license plate numbers, unless doing so is necessary to allow the operators to perform a vital 
ŎƻƳǇƻƴŜƴǘ ƻŦ ǘƘŜƛǊ ƧƻōǎΦέ 

 

The aspect of the technology that might cause concern by giving the appearance to the public of 
privacy intrusion is that Traffic Cameras are inherently devices intended to grant users remote 
monitoring opportunities. Individuals might assume that the cameras are used to conduct surveillance 
other than traffic observation. 

Public information requests are funneled to the appropriate staff member and tracked by SDOT 
administrative staff. As traffic camera footage is only recorded under rare circumstances for a 
specific purpose, and as it is only retained for ten days, SDOT does not release CCTV footage in 
response to a public disclosure request. 



 

 

8.2 What auditing measures are in place to safeguard the information, and policies that pertain 

to them, as well as who has access to the audit data? Explain whether the project/technology 

conducts self-audits, third party audits or reviews. 

 

  

SDOT conducts several self-auditing procedures to best ensure that the information produced by 
Traffic Cameras is safeguarded: 

1. Cameras are set to typically point in a particular direction (called the home preset) that 

would best aid commuters who might access the video from the Internet to make trip 

planning decisions. Twice a day, TOC Operators review each camera to confirm that none 

have drifted from that position due to wind or vibration. If that has occurred, the TOC 

Operator will reposition the camera and again save the home preset. 

2. On the same day each week, a member of the TOC Technical Team reviews the archived 

video recording files to determine if any new ones have been added, and to note the date for 

which they were last modified. That staff member will then delete the file once the 10 day 

threshold has been met. 



 

 

FINANCIAL INFORMATION 

PURPOSE 

This section provides a description of the fiscal impact of the surveillance technology, as required by the 
Surveillance Ordinance. 

1.0 FISCAL IMPACT 

Provide a description of the fiscal impact of the project/technology by answering the questions below.  

1.1 Current or potential sources of funding: initial acquisition costs 
Current Ἠ Potential ἦ 

Date of Initial 
Acquisition 

Date of Go 
Live 

Direct Initial 
Acquisition 
Cost 

Professional 
Services for 
Acquisition 

Other 
Acquisition 
Costs 

Initial 
Acquisition 
Funding 
Source 

2000 2000 Approximately 
$40k per site 
including labor 
and materials 

N/A N/A Combination 
of a federal 
grant (SR-99 
ITS) and the 
general fund 

Notes:

 

1.2 Current or potential sources of funding: on-going operating costs, including maintenance, 
licensing, personnel, legal/compliance use auditing, data retention and security costs. 
Current ἦ Potential ἦ 

Annual Maintenance 
and Licensing  

Legal/compliance, 
audit, data 
retention and 
other security 
costs 

Department 
Overhead 

IT Overhead Annual Funding 
Source 

$130,000 is allocated 
for annual Traffic 
Camera Maintenance 

N/A N/A N/A General fund 

Notes:

 

None. 

None. 



 

 

1.3 Cost savings potential through use of the technology 

 

1.4 Current or potential sources of funding including subsidies or free products offered by 
vendors or governmental entities 

 

 

  

The National Traffic Incident Management Coalition published a white paper titled, The Benefits of 
Traffic Incident Management ǿƘƛŎƘ ǎǘŀǘŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎΣ ά¢ǊŀŦŦƛŎ LƴŎƛŘŜƴǘ aŀƴŀƎŜƳŜƴǘ ό¢Laύ 
programs address issues that are of concern to the national public: congestion and travel delay, 
public health and safety, economic health, energy savings, public safety resources, responder safety, 
and citizen satisfaction with government services. By reducing travel delay, fuel consumption, 
emissions, and secondary incidents, TIM programs boost the national and regional economy. 
According to Texas ¢ǊŀƴǎǇƻǊǘŀǘƛƻƴ LƴǎǘƛǘǳǘŜΩǎ ό¢¢LΩǎύ Urban Mobility Report 2005, travel time value 
for each person-hour of travel was $13.45 in 2004; for trucks the value was $71.05. In 2004, trucks 
idled due to traffic delay (incident-related and other) cost the U.S. trucking industry 243 million 
hours, and cost $7.8 billion. The costs of travel delay drive up freight costs, which are passed on to 
consumers through product and commodity price increases.έ 

TIM Benefits 

NTIMC.pdf  

The Washington State Department of Transportation has also conducted research around the 
ŜŎƻƴƻƳƛŎ ōŜƴŜŦƛǘǎ ƻŦ ƛƳǇƭŜƳŜƴǘƛƴƎ ŀ ǎǳŎŎŜǎǎŦǳƭ ¢La ǇǊƻƎǊŀƳΦ CǊƻƳ ǘƘŜƛǊ ǿŜōǎƛǘŜΥ άBlocking 
incidents, idling cars and late deliveries have a cost. WSDOT estimates that the efforts of its incident 
response teams saves the economy of Washington State more than $65 million per year in lost time 
and fuel.έ 

άLƴŎƛŘŜƴǘ wŜǎǇƻƴǎŜ tǊƻƎǊŀƳΦέ Washington State Department of Transportation, 17 Jan. 2018, 
http://www.wsdot.wa.gov/operations/incidentresponse/default.htm 

SDOT regularly applies for federal grant opportunities around the implementation of ITS.  

http://www.wsdot.wa.gov/operations/incidentresponse/default.htm


 

 

EXPERTISE AND REFERENCES  

PURPOSE 

The following information is provided to ensure that Council has a group of experts to reference while 
ǊŜǾƛŜǿƛƴƎ ǘƘŜ ŎƻƳǇƭŜǘŜŘ {ǳǊǾŜƛƭƭŀƴŎŜ LƳǇŀŎǘ wŜǇƻǊǘ όά{LwέύΦ !ƴȅ ƛƴŘƛǾƛŘǳŀƭǎ ƻǊ ŀƎŜƴŎƛŜǎ ǊŜŦŜǊŜƴŎŜŘ Ƴǳǎǘ 
be made aware ahead of publication that their information has been included. All materials must be 
available for Council to access or review, without requiring additional purchase or contract. 

1.0 OTHER GOVERNMENT REFERENCES 

Please list any other government bodies that have implemented this technology and can speak to the 
implementation of this technology. 

Agency, Municipality, etc. Primary Contact Description of Current Use 

City of Bellevue, WA 

 

Chris Long, City Traffic Engineer 
425-452-6013 
CLong@bellevuewa.gov 

Bellevue Transportation 
Department leverages traffic 
cameras similar to SDOT 

Washington State Department 
of Transportation 

 

Morgan Balogh, WSDOT Traffic 
Engineer 
206-410-0001 
BALOGHM@wsdot.wa.gov 

The Washington State 
Department of Transportation 
leverages traffic cameras similar 
to SDOT 

 

 

 

 

 

 

 

 

 

 

2.0 ACADEMICS, CONSULTANTS, AND OTHER EXPERTS 

Please list any experts in the technology under consideration, or in the technical completion of the service 
or function the technology is responsible for.   

mailto:CLong@bellevuewa.gov
mailto:BALOGHM@wsdot.wa.gov


 

 

Agency, Municipality, etc. Primary Contact Description of Current Use 

University of Washington 

 

Mark Hallenbeck, Director of the 
Washington State Transportation 
Center (TRAC) 

206-543-6261 

tracmark@uw.edu 

aǳŎƘ ƻŦ aŀǊƪΩǎ ǊŜǎŜŀǊŎƘ 
involves the collection, use, 
summarization, and reporting of 
data that describe 
transportation system use and 
performance, and then using 
that information to work with 
the public and decision makers 
as they make major 
transportation and land use 
investment decisions. 

University of Washington 

 

Yinhai Wang, Professor and 
Director of PacTrans and STAR 
Lab 

206-616-2696 

yinhai@uw.edu 

 

Dr. Yinhai Wang is a professor in 
transportation engineering and 
the founding director of the 
Smart Transportation 
Applications and Research 
Laboratory (STAR Lab) at the 
University of Washington (UW). 
He also serves as director for 
Pacific Northwest 
Transportation Consortium 
(PacTrans), USDOT University 
Transportation Center for 
Federal Region 10 and visiting 
chair for the Traffic Information 
and Control Department at 
Harbin Institute of Technology. 

 

  

mailto:tracmark@uw.edu
mailto:yinhai@uw.edu


 

 

3.0 WHITE PAPERS OR OTHER DOCUMENTS 

Please list any authoritative publication, report or guide that is relevant to the use of this technology or 
this type of technology.  

Title Publication Link 

Best Practices in Traffic Incident 
Management 

 

FHWA-HOP-10-050. September 
2010. Sponsoring Agency: 
Emergency Transportation 
Operations, Office of 
Transportation Operations, 
Federal Highway 
Administration, 1200 New 
Jersey Avenue, SE Washington, 
DC 20590 

 

Transportation Management 
Center Video Recording and 
Archiving Best General Practices 

 

FHWA-HOP-16-033. March 
2016. Sponsoring Agency: U.S. 
Department of Transportation 
Federal Highway Administration 
1200 New Jersey Avenue, SE 
Washington, DC 20590 

 

Benefits of Traffic Incident 
Management 

National Traffic Incident 
Management Coalition. About. 

TIM Benefits 

NTIMC.pdf  

 

 

  

TIM Best Practices 

FHWA.pdf  

FHWA CCTV 

Recording Best Practices.pdf 

http://ntimc.transportation.org/pages/default.aspx


 

 

RACIAL EQUITY TOOLKIT AND ENGAGEMENT FOR PUBLIC 
COMMENT WORKSHEET 

PURPOSE 

Departments submitting a SIR are required to complete an adapted version of the Racial Equity Toolkit 
όάw9¢έύΦ   

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way 
that is sensitive to the historic exclusion of vulnerable and historically underrepresented 
communities. Particularly, to inform the public engagement efforts Departments will complete as 
part of the Surveillance Impact Report. 

2. To highlight and mitigate any impacts on racial equity from the adoption and the use of the 
technology. 

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.   
4. To fulfill the public engagement requirements of the Surveillance Impact Report. 

ADAPTION OF THE RET FOR SURVEILLANCE IMPACT REPORTS 

The RET was adapted for the specific use by the Seattle Information ¢ŜŎƘƴƻƭƻƎȅ 5ŜǇŀǊǘƳŜƴǘǎΩ όά{ŜŀǘǘƭŜ 
L¢έύ tǊƛǾŀŎȅ ¢ŜŀƳΣ ǘƘŜ hŦŦƛŎŜ ƻŦ /ƛǾƛƭ wƛƎƘǘǎ όάh/wέύΣ ŀƴŘ /ƘŀƴƎŜ ¢ŜŀƳ ƳŜƳōŜǊǎ ŦǊƻƳ {ŜŀǘǘƭŜ L¢Σ {ŜŀǘǘƭŜ 
City Light, Seattle Fire Department, Seattle Police Department, and Seattle Department of Transportation. 

RACIAL EQUITY TOOLKIT OVERVIEW 

RACIAL EQUITY TOOLKIT: TO ASSESS POLICIES, INITIATIVES, PROGRAMS, AND BUDGET ISSUES 
The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the 
community. To do this requires ending individual racism, institutional racism and structural racism. The 
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation 
and evaluation of policies, initiatives, programs, and budget issues to address the impacts on racial equity.  

WHEN DO I USE THIS TOOLKIT? 

Early. Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.  

HOW DO I USE THIS TOOLKIT? 

With inclusion. The analysis should be completed by people with different racial perspectives.  

Step by step. The Racial Equity Analysis is made up of six steps from beginning to completion:  

Please refer to the following resources available on the Office of Civil RightsΩ ǿŜōǎƛǘŜ here: Creating 
effective community outcomes; Identifying stakeholders & listening to communities of color; Data 
resources 

https://www.seattle.gov/rsji


 

 

1.0 SET OUTCOMES 

1.1. Seattle City council has defined the following inclusion criteria in the surveillance 
ordinance, and they serve as important touchstones for the risks departments are being asked 
to resolve and/or mitigate. Which of the following inclusion criteria apply to this technology? 
ἦ The technology disparately impacts disadvantaged groups.  

Ἠ There is a high likelihood that personally identifiable information will be shared with non-City entities 
that will use the data for a purpose other than providing the City with a contractually agreed-upon service.  

Ἠ The technology collects data that is personally identifiable even if obscured, de-identified, or 
anonymized after collection.  

ἦ The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or 
association, racial equity, or social justice. 

1.2 What are the potential impacts on civil liberties through the implementation of this 
technology? 

 

1.3 What does your department define as the most important racially equitable community 
outcomes related to the implementation of this technology?  

 

1.4 What racial equity opportunity area(s) will be affected by the application of the technology? 
Ἠ Education 

Ἠ Community Development 

Ἠ Health  

Ἠ Environment 

ἦ Criminal Justice 

Ἠ Jobs 

Ἠ Housing 

ἦ Other 
 

1.5 Are there impacts on: 
ἦ Contracting Equity 

Ἠ Workforce Equity 

ἦ Other, please describe below: 

ἦ Immigrant and Refugee Access to Services 

ἦ Inclusive Outreach and Public Engagement 
 

 

The aspect of the technology that might cause concern is that people may assume that the cameras 
are used to conduct personal surveillance, and not just for traffic observation. 

That all areas of Seattle are equally served by Traffic Cameras and their role in the /ƛǘȅΩǎ ¢ǊŀŦŦƛŎ 
Incident Management program. This includes: 

1. Better traffic progression for travelers throughout Seattle 
2. Positive environmental impact by decreasing emissions 
3. Real time opportunities to make more informed trip decisions by accessing travel times from our 
roadside signs and the Traveler Information Web Map 

No additional impacts. 



 

 

2.0 INVOLVE STAKEHOLDERS, ANALYZE DATA 

2.1 Departmental conclusions about potential neighborhood impacts of the technology. Are the impacts 

on geographic areas? Ἠ Yes ἦ No  

Check all neighborhoods that apply (see map of neighborhood boundaries in Appendix A: Glossary, under 
ά{ŜŀǘǘƭŜ bŜƛƎƘōƻǊƘƻƻŘǎέ):  

ἦ All Seattle neighborhoods 

Ἠ Ballard 

Ἠ North 

Ἠ Northeast 

Ἠ Central 

Ἠ Lake Union 

Ἠ Southwest 

Ἠ Southeast 

ἦ Delridge 

Ἠ Greater Duwamish 

Ἠ East District 

ἦ King County (outside Seattle) 
 

ἦ Outside King County. Please describe: 

 

 
2.2 What are the racial demographics of those living in the area or impacted by the issue? (see 
Stakeholder and Data Resources here.) 

 

STOP: Department should complete RET questions 2.3 ς 6 and 
Appendices B-I AFTER completing their public comment and 

engagement requirements. 

N/A 

CǊƻƳ {ŜŀǘǘƭŜΩǎ hŦŦƛŎŜ ƻŦ tƭŀƴƴƛƴƎ ϧ /ƻƳƳǳƴƛǘȅ 5ŜǾŜƭƻǇƳŜƴǘΣ Race & Ethnicity Quick Statistics:

 

 

https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf
http://www.seattle.gov/opcd/population-and-demographics/about-seattle#raceethnicity
http://www.seattle.gov/opcd/population-and-demographics/about-seattle#raceethnicity


 

 

2.3 Have you completed the following steps to engage the public? If you have not completed these steps, 
pause here until public outreach and engagement has been completed. (See h/wΩǎ RET worksheet here for 
more information about engaging the public at this point in the process to ensure their concerns and 
expertise are part of analysis.) 

Ἠ Create a public outreach plan. Residents, community leaders, and the public were informed of the 
public meeting and feedback options via: 

 Ἠ Email 

  δMailings 

  δFliers 

 Ἠ Phone calls 

 Ἠ Social media 

ἦ Other 
 

Ἠ The following community leaders were identified and invited to the public meeting(s): 

 Ἠ American Civil Liberties Union (ACLU) 

Ἠ CARE 

Ἠ Northwest Immigrant Rights 

Ἠ OneAmerica 

Ἠ JACL 

  δFor Seattle Police Department only, Community Police Commissions  

Ἠ Other: 

 
 

Ἠ Engagement for Public Comment #1 

 Date of meeting:  

 Location of meeting:  
 Summary of discussion: 

 
 

Ἠ Engagement for Public Comment #2 

Date of meeting:  

 Location of meeting:  
 Summary of discussion: 

 
 

Ἠ Engagement for Public Comment #3 (if applicable) 

 Date of meeting:  

[Please describe] 

10/25/18 

American Legion Hall, West Seattle 

See Appendix B for an overview of comments received, and demographics on attendees. See 
Appendix E for the transcript of all comments received for this technology. 

 

11/5/18 

Greenlake Branch Library 

See Appendix B for an overview of comments received, and demographics on attendees. See 
Appendix E for the transcript of all comments received for this technology. 

 

Focus Groups: 11/8 & 11/20 
 

https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf


 

 

 Location of meeting:  
 Summary of discussion: 

 
 

Ἠ Collect public feedback via mail and email 

 Number of feedback submissions received:  

 Summary of feedback:  

 Open comment period:  
 

 δ Community Technology Advisory Board (CTAB) Presentation 

 Date of presentation:  
 Summary of comments: 

  
 

  

Byrd Barr Place; CID 
 

See Appendix B for an overview of comments received, and demographics on attendees. See 
Appendix E for the transcript of all comments received for this technology. 

 

2 

See Appendix B for an overview of comments received, and 
demographics on attendees. See Appendix E for the transcript 
of all comments received for this technology. 

 10/8/18 ς 11/5/18 

N/A 

N/A 



 

 

2.4 What does data and conversations with stakeholders tell you about existing racial inequities 
ǘƘŀǘ ƛƴŦƭǳŜƴŎŜ ǇŜƻǇƭŜΩǎ ƭƛǾŜǎ ŀƴŘ ǎƘƻǳƭŘ ōŜ ǘŀƪŜƴ ƛƴǘƻ ŎƻƴǎƛŘŜǊŀǘƛƻƴ ǿƘŜƴ 
applying/implementing/using the technology?  
({ŜŜ h/wΩǎ w9¢ ǿƻǊƪǎƘŜŜǘ here for more information; King County Opportunity Maps are a good resource 
for information based on geography, race, and income.) 

 

2.5 What are the root causes or factors creating these racial inequities?  
Mitigation strategies will be addressed in 4.1 and 5.3. Examples: bias in process; lack of access or barriers; 
lack of racially inclusive engagement. 

 

3.0 DETERMINE BENEFIT AND/OR BURDEN 

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on 
communities of color and other marginalized communities. Given what you have learned from data and 
ŦǊƻƳ ǎǘŀƪŜƘƻƭŘŜǊ ƛƴǾƻƭǾŜƳŜƴǘΧ 

3.1 How will the technology, or use of the technology increase or decrease racial equity?  
What are potential unintended consequences? What benefits may result? Are the impacts aligned with 
ȅƻǳǊ ŘŜǇŀǊǘƳŜƴǘΩǎ ŎƻƳƳǳƴƛǘȅ outcomes that were defined in 1.0? 

 

3.2 What benefits to the impacted community/demographic may result?  

 

In terms of technology installation, SDOT installs LPR and Traffic Cameras based on street 
transportation volumes and related technical criteria (e.g., based on gaps in travel time coverage 
along corridors specified in the SDOT ITS Strategic Plan). As this technology has been in place for a 
number of years, SDOT attended the DON-led focus groups, but community members in attendance 
did not raise traffic management technology as an issue for them. To the extent that LPR and Traffic 
Cameras provide people of color with additional traffic incident and congestion information, they 
benefit with this added data for improved transportation decisions. That said, outside of information 
on our dynamic message signs (fed by LPR data), much of the travelers information is internet or 
mobile based, so people without mobile phone or internet access may not be able to access SDOT 
Travelers Information data.  

SDO¢ ŘƻŜǎƴΩǘ ǎŀǾŜ Řŀǘŀ ƻǊ ǾƛŘŜƻ ǎƻ Ƙŀǎ ƴƻ ǿŀȅ ǘƻ ŘƛǊŜŎǘ ƻǘƘŜǊ ŀƎŜƴŎȅ ŜƴŦƻǊŎŜƳŜƴǘ ǘƘŀǘ ƳƛƎƘǘ ōŜ 
seen as focusing on communities of color. 

 

¢ƘŜ ǊŜǎǇƻƴǎŜ ƘŜǊŜ ŦƻŎǳǎŜǎ ƻƴ ǇŜƻǇƭŜΩǎ ŀŎŎŜǎǎ ǘƻ ƳƻōƛƭŜ ǘŜŎƘƴƻƭƻƎȅ ƻǊ LƴǘŜǊƴŜǘ ŀǎ ŀ ǿŀȅ ǘƻ ŀŎŎŜǎǎ 
SDOT transportation data. Based on research of others, possible reasons for not having a 
smartphone or credit card access are the financial barriers and people's lack of comfort with mobile 
ǘŜŎƘƴƻƭƻƎȅΦ ¢Ƙŀǘ ǎŀƛŘΣ {5h¢Ωǎ ǘǊŀŦŦƛŎ ŎŀƳŜǊŀǎ ŀƴŘ ǘǊŀǾŜƭ ǾƻƭǳƳŜǎ ŦǊƻƳ [tw ŎŀƳŜǊŀǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ 
data on large-scale traffic signs on key corridors for all to see, as well as these data are regularly used 
by news media for traffic reports.  

To the extent that LPR and Traffic Cameras provide people of color with additional traffic incident 
and congestion information, they benefit with this added data for improved transportation decisions. 
To the extent that minority-owned businesses are in the downtown or other areas with TOC 
technology, they and their customers may benefit from this improved traveler information.  

 

Improved traffic flow, particularly in the Center City, as well as personal benefits people may 
experience including getting to their destination with less hassle, stress and on time.  

https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf
https://www.seattle.gov/Documents/Departments/SDOT/TechnologyProgram/ITSStrategicPlan20102020.pdf


 

 

3.3 What are potential unintended consequences (both negative and positive potential 
impact)?  

 

3.4 !ǊŜ ǘƘŜ ƛƳǇŀŎǘǎ ŀƭƛƎƴŜŘ ǿƛǘƘ ȅƻǳǊ ŘŜǇŀǊǘƳŜƴǘΩǎ ŎƻƳƳǳƴƛǘȅ ƻǳǘŎƻƳŜǎ ǘƘŀǘ ǿŜǊŜ ŘŜŦƛƴŜŘ ƛƴ 
Step 1.0? 

 

4.0 ADVANCE OPPORTUNITY OR MINIMIZE HARM 

Provide a mitigation plan for the impacts described in step 3. 

4.1 How will you address the impacts (including unintended consequences) on racial equity?  
What strategies address immediate impacts? What strategies address root causes of inequity listed in 2.5? 
How will you partner with stakeholders for long-term positive change? If impacts are not aligned with 
desired community outcomes for surveillance technology (see 1a), how will you re-align your work? 

Program Strategies: 

 

Policy Strategies: 

 

Partnership Strategies: 

 

5.0 EVALUATE, RAISE RACIAL AWARENESS, BE ACCOUNTABLE 

The following information must be provided to the CTO, via the Privacy Office, on an annual basis for the 
purposes of an annual report to the City Council on the equitable use of surveillance technology. For 
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for 
Public Safety.  

To the extent that people are not able to access SDOT Travelers Information or are not aware of the 
SDOT information, they may find more difficulties with their commutes or they may avoid the 
downtown area if they are worried about the cameras. To the extent that the TC and LPR data lead 
to transportation infrastructure and investment in certain areas or for certain modes (autos) have 
the sense of perpetuating inequities or privilege for white communities.  

N/A 

SDOT will continue to improve our Transportation Operations Center performance and build out 
public awareness about traveler information.  

SDOT will continue to enforce personnel policies for the Transportation Operations Center to ensure 
that privacy principles are maintained.  

SDOT will work with our partners (WSDOT, Seattle Police, Fire and emergency services) as well as 
media and others that access our LPR and Traffic Cameras to make sure that privacy principles are 
maintained.  



 

 

The following information does not need to be completed in the SIR submitted to Council, unless this is a 
retroactive review. 

5.1 Which neighborhoods were impacted/targeted by the technology over the past year and 
how many people in each neighborhood were impacted? 
Ἠ All Seattle neighborhoods 

ἦ  Ballard 

ἦ North 

ἦ NE 

ἦ Central 

ἦ Lake Union 

ἦ Southwest 

ἦ Southeast 

ἦ Greater Duwamish 

ἦ East District 

ἦ King County (outside Seattle) 

ἦ Outside King County. Please describe: 

 

5.2 Demographic information of people impacted/targeted by the technology over the past 
year. 
Tƻ ǘƘŜ ōŜǎǘ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ŀōƛƭƛǘȅΣ ǇǊƻǾƛŘŜ ŘŜƳƻƎǊŀǇƘƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǇŜǊǎƻƴǎ ǎǳǊǾŜƛƭƭŜŘ ōȅ ǘƘƛǎ 
technology. If any of the neighborhoods above were included, compare the surveilled demographics to the 
neighborhood averages and City averages.  

 

  

N/A 

The technology is deployed across the City measuring and providing travel times along most major 
travel corridors (determined by traffic volumes). Please see Section 2.2 regarding specific 
demographic information. 



 

 

5.3 Which of the mitigation strategies that you identified in Step 4 were implemented in the 
past year?  
Specifically, what adjustments to laws and policies should be made to remedy any disproportionate 
impacts so as to achieve a more equitable outcome in the future. 

Type of Strategy 
(program, policy, 
partnership) 

Description of Strategy Percent complete of 
implementation 

Describe successes and 
challenges with 
strategy 
implementation 

Program Continue to improve 
performance and 
public awareness about 
traveler information 

Approximately 11% of 
the Prioritized ITS 
Projects have been 
funded 

We perpetually look for 
opportunities to 
leverage technology to 
better move all people 
(regardless of mode) 
around the City 

Policy Ensure that privacy 
principles are 
maintained by SDOT 
staff 

100% We make mindful 
hiring decisions and 
conduct background 
checks as required, 
provide structured 
training that includes 
our privacy principles 
and provide staff 
supervision to ensure 
those principles are 
adhered to 

Partnership Ensure privacy 
principles are 
maintained by strategic 
partners 

100% Make partners aware 
ƻŦ ǘƘŜ /ƛǘȅΩǎ ǇǊƛǾŀŎȅ 
principles and create 
agreements regarding 
their adherence 

 

5.4 How have you involved stakeholders since the implementation/application of the 
technology began? 
Ἠ Public Meeting(s) 

ἦ CTAB Presentation 

Ἠ Postings to Privacy webpage seattle.gov/privacy 

Ἠ Other external communications 

 δ Stakeholders have not been involved since the implementation/application 

5.5 What is unresolved? What resources/partnerships do you still need to make changes? 

 
N/A 



 

 

6.0 REPORT BACK 

wŜǎǇƻƴǎŜǎ ǘƻ {ǘŜǇ р ǿƛƭƭ ōŜ ŎƻƳǇƛƭŜŘ ŀƴŘ ŀƴŀƭȅȊŜŘ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ /¢hΩǎ !ƴƴǳŀƭ wŜǇƻǊǘ ƻƴ 9ǉǳƛǘŀōƭŜ ¦ǎŜ ƻŦ 
Surveillance Technology. 

Departments will be responsible for sharing their own evaluations with department leadership, Change 
Team Leads, and community leaders identified in the public outreach plan (Step 2c). 

  



 

 

PRIVACY AND CIVIL LIBERTIES ASSESSMENT 

PURPOSE 

This section shall be completed after public engagement has concluded and the department has 
completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is completed 
ōȅ ǘƘŜ /ƻƳƳǳƴƛǘȅ {ǳǊǾŜƛƭƭŀƴŎŜ ²ƻǊƪƛƴƎ DǊƻǳǇ όά²ƻǊƪƛƴƎ DǊƻǳǇέύΣ ǇŜǊ ǘƘŜ {ǳǊǾŜƛƭƭŀƴŎŜ hǊŘƛƴŀƴŎŜ ǿƘƛŎƘ 
states that the Working Group shall: 

ά[p]rovide to the Executive and the City Council a privacy and civil liberties impact assessment for 
each SIR that must be included with any departmental request for surveillance technology acquisition 
or in-use approval. The impact assessment shall include a description of the potential impact of the 
surveillance technology on civil rights and liberties and potential disparate impacts on communities 
of color and other marginalized communities. The CTO shall share with the Working Group a copy of 
the SIR that shall also be posted during the period of public engagement. At the conclusion of the 
public engagement period, the CTO shall share the final proposed SIR with the Working Group at 
least six weeks prior to submittal of the SIR to Council for approval. The Working Group shall provide 
its impact assessment in writing to the Executive and the City Council for inclusion in the SIR within 
six weeks of receiving the final proposed SIR. If the Working Group does not provide the impact 
assessment before such time, the Working Group must ask for a two-week extension of time to City 
Council in writing.   If the Working Group fails to submit an impact statement within eight weeks of 
receiving the SIR, the department and City Council may proceed with ordinance approval without the 
ƛƳǇŀŎǘ ǎǘŀǘŜƳŜƴǘΦέ 

 

WORKING GROUP PRIVACY AND CIVIL LIBERTIES ASSESSMENT 

 

  

¢ƘŜ ²ƻǊƪƛƴƎ DǊƻǳǇΩǎ Privacy and Civil Liberties Impact Assessment for this technology is included in 
the Ordinance submission package, on top of this SIR. 

¢ƘŜ {ǳǊǾŜƛƭƭŀƴŎŜ !ŘǾƛǎƻǊȅ ²ƻǊƪƛƴƎ DǊƻǳǇΩǎ tǊƛǾŀŎȅ ŀƴŘ /ƛǾƛƭ [ƛōŜǊǘƛŜǎ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘ όt/[L!ύ ŦƻǊ 
Closed Circuit Television (CCTV) is below. 

tƭŜŀǎŜ ƴƻǘŜΣ ǘƘŜ ²ƻǊƪƛƴƎ DǊƻǳǇΩǎ PCLIA for CCTV was part of larger report which included reviews of 
additional retroactive surveillance technologies not applicable to this Council submission. As such, 
ǘƘŜ ²ƻǊƪƛƴƎ DǊƻǳǇΩǎ ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ǘƘŜǎŜ ŀŘŘƛǘƛƻƴŀƭ ǘŜŎhnologies has been removed from this 
report, and will be made available in the appropriate SIRs, to be submitted to Council at a later date. 



 

 

From: Seattle Community Surveillance Working Group (CSWG) 
To: Seattle City Council 

Date: April 23, 2019 

Re: Privacy and Civil Liberties Impact Assessment for Emergency Scene Cameras, Hazardous 
Materials Cameras, CCTVs 

Executive Summary and Background 

On February 27th, CSWG received the Surveillance Impact Reports, or SIRs, for the above-mentioned 
technologies included in Group 1 of the Seattle Surveillance Ordinance technology review process. This 
document is /{²DΩǎ tǊƛǾŀŎȅ ŀƴŘ /ƛǾƛƭ [ƛōŜǊǘƛŜǎ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘ ŦƻǊ ǘƘƻǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǎ ǎŜǘ ŦƻǊǘƘ ƛƴ 
SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs submitted to the City Councils. 

Our assessment of these surveillance technologies focuses on three key issues: 

(1) The use of these systems and the data collected by them for purposes other than those intended; 
(2) Over-collection and over-retention of data; 
(3) Sharing of that data with third parties (such as federal law enforcement agencies). 

 

While the stated purposes of the cameras may be relatively innocuous, it is important to remember 
that images taken by such cameras, for example at emergency scenes, can compromise the privacy of 
individuals at vulnerable moments, and can be misused to target and profile communities based on 
their religious, ethnic, or associational makeup. In addition, with the widespread and inexpensive 
availability of facial recognition (or face surveillance) technology, which can be applied after the fact to 
any image showing a face, it is even more important that protections limiting the use of these tools to 
their intended purpose be enacted. 

For all of these systems, the Council should adopt, via ordinance, clear and enforceable rules that 
ensure, at a minimum, the following: 

1. The purposes of camera use should be clearly defined, and its operation and data collected 
should be explicitly restricted to those purposes only. 

2. Data retention should be limited to the time needed to effectuate the purpose defined. 

3. Data sharing with third parties should be limited to those held to the same restrictions. 

4. Clear policies should govern operation, and all operators of the cameras should be trained in 
those policies. 

We recommend creating these rules in a single, blanket ordinance that will govern not only these, but 
other, similar camera technologies operated by or at the behest of the City, and would be happy to 
work with the City to create such an ordinance. 

/ƭƻǎŜŘ /ƛǊŎǳƛǘ ¢ŜƭŜǾƛǎƛƻƴ ά¢ǊŀŦŦƛŎ /ŀƳŜǊŀǎέ (CCTVs)(SDOT) 

As with ESCs and Hazmat Cameras, concern around these traffic cameras relates to limiting their use to 
specific purposes, ensuring protections against invasion of privacy and general data collection, and 
limiting data sharing with third parties. It is important for these limits to be set forth in clear, 
ŜƴŦƻǊŎŜŀōƭŜ ǇƻƭƛŎƛŜǎΦ ¢ƘŜ ǳǇŘŀǘŜŘ WŀƴǳŀǊȅ нлмф {Lw ǎǘŀǘŜǎ ǘƘŀǘ {5h¢ άƘŀǎ ŘŜǾŜƭƻǇŜŘέ ǇƻƭƛŎƛŜǎ ƻƴ ǳǎŜ ƻŦ 
the cameras, but it is not clear where all of these policies are set forth and whether they are currently in 
effect (see Section 3.3).  We have reviewed the Camera Control Protocol document that sets forth 
existing policies. 



 

 

CƻǊ //¢±ǎΣ ǘƘŜ /ƻǳƴŎƛƭΩǎ ŀǇǇǊƻǾŀƭ ƻŦ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ ǎƘƻǳƭŘ ŜƴǎǳǊŜ ǳǎŜ ƛǎ ƭƛƳƛǘŜŘ ǘƻ ǘǊŀŦŦƛŎ ƻǇŜǊŀǘƛƻƴǎΣ 
that no data is collected except for clearly specified exceptions (and that data must be deleted 
immediately upon completion of those purposes), and that data sharing with third parties is prohibited. 
aƻǊŜ ǎǇŜŎƛŦƛŎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ŦƻǊ ǘƘŜ /ƻǳƴŎƛƭΩǎ ŀǇǇǊƻǾŀƭ ƻŦ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ ŀǊŜ ōŜƭƻǿΦ 

The existing policy: 

¶ Does not set forth clear use, collection, and retention rules. 
o RŜŎƻƳƳŜƴŘŀǘƛƻƴΥ {5h¢Ωǎ ŀŘƻǇǘŜŘ ǇƻƭƛŎȅ ǎƘƻǳƭŘ ƳŀƪŜ ŎƭŜŀǊ ǘƘŀǘ ƴƻ Řŀǘŀ Ƴŀȅ ōŜ 

recorded or retained except for specifically defined purposes. Currently, the SDOT 
Camera Control Protocol ǎǘŀǘŜǎ ǘƘŀǘ ǊŜŎƻǊŘƛƴƎ ƛǎ ŀƭƭƻǿŜŘ ŦƻǊ άŎƻƳǇŜƭƭƛƴƎ {5h¢ ǘǊŀŦŦƛŎ 
ƻǇŜǊŀǘƛƻƴǎ ŀƴŘ ǘǊŀŦŦƛŎ ǇƭŀƴƴƛƴƎ ƴŜŜŘǎέτbut that term is undefined. The retention of 
Řŀǘŀ ŦƻǊ άŜƴƎƛƴŜŜǊƛƴƎ ǎǘǳŘƛŜǎέ Ƴǳǎǘ ŀƭǎƻ ōŜ ŎƭŜŀǊƭȅ ŘŜŦƛƴŜŘΦ bƻ ǇŜǊǎƻƴŀƭƭȅ-identifiable 
information should ever be recorded. For any data recording that is allowed, it must be 
deleted within 10 days (which is stated in the SIR and protocol) and not shared with third 
parties. The policy should also make clear that traffic camera data (beyond what is made 
available to the general public) may not be used for law enforcement purposes, and that 
no associated surveillance technologies such as facial recognition or license plate readers 
may be incorporated into the cameras. 

¶ Does not ensure all operators of the cameras are trained in the foregoing policies. 
o Recommendation:  This requirement should be part of any new policy. 

¶ Does not state include technical controls. 
o Recommendation: Technical controls ensure logging how cameras are moved from their 

preset locations, when camera streams to the public are stopped or restarted, and 
whether there are access controls determining who, when, where, and why users can 
access the camera management software. Without these technical controls, it would be 
difficult to detect if users are abusing their access to cameras (e.g., by cutting camera 
feeds to the public, moving a camera to zoom and view into the window of a home). 
These technical controls (logging when cameras are moved, stopped, or restarted; and 
mandating access controls foǊ ŎŀƳŜǊŀǎύ ǎƘƻǳƭŘ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ {5h¢Ωǎ ŀŘƻǇǘŜŘ policy. 



 

 

PCLIA APPENDIX 1: APRIL 5, 2019 EMAIL FROM MEGAN ERB, SEATTLE IT 
(INCLUDING ATTACHMENTS) 

From: Erb, Megan <Megan.Erb@seattle.gov> 
Sent: Friday, April 05, 2019 3:45 PM 
To: Shankar Narayan <snarayan@aclu-wa.org>; Negin Dahya <ndahya@uw.edu>; mmerriweather@urbanleague.org; m- 
fouladi@cair.com; asha@syouthclub.org; joseph.r.woolley@gmail.com; Stolz, Rich <rich@weareoneamerica.org> 
Cc: Day, Seferiana <Seferiana.Day2@seattle.gov>; Loter, Jim <Jim.Loter@seattle.gov>; Armbruster, Ginger 
<Ginger.Armbruster@seattle.gov>; Stringer, Omari <Omari.Stringer@seattle.gov> 
Subject: Surveillance Advisory Working Group updates re: recent SIR questions and requests 

Hello Working Group members, 

We wanted to provide you with several updates regarding your recent SIR questions and requests for information: 

1. The linked and/or embedded documents in the SDOT LPR and CCTV SIRs have been updated and are available 
on the Working Group SharePoint page and the publicly accessible Seattle.gov website 

a. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20- 
%20CCTV%20Traffic%20Cameras%20-%20For%20Working%20Group%20Review.pdf 

b. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20- 
%20License%20Plate%20Readers%20-%20For%20Working%20Group%20Review.pdf 

2. Regarding policies from SFD on Emergency Scene Cameras and HazMat Cameras, please see the attached 
documentation related to their implemented policies in response to your questions posed. Additionally: 

a. The Seattle Fire Department policies on image recording devices in general (Section 3004-6) and 
digital cameras specifically (5001-13) are attached. These policies are currently in our Policies and 
Operating Guidelines (POG) and are being enforced. 

b. As for the 2/28/18  letter from Chief Scoggins, that was actually just a draft dispatch that I wrote on 
his behalf. The specifics of that dispatch were never actually adopted into the POG. We felt that the 
broad language contained in sections 3004-6 and 5001-13 already addressed the issue with regard to 
all image recording devices and that the additional specifics were not necessary. 

 

3. Regarding policies from SDOT and their CCTV cameras, some are located in the Camera Control Protocol that 
was embedded in the SIR (that has been updated to be accessible). 
 

Additionally, we would like to remind you that Seattle IT has created an externally accessible SharePoint Online page 

where you can access the Surveillance Impact Reports and related materials that are currently ready for your review. 

Please let me know which email address is used for your Microsoft account, so that we can set up appropriate site 

permissions relative to that email address. 

Thank you and have a great weekend, 

Megan 

Megan Erb 

Communications Manager 

SEATTLE INFORMATION TECHNOLOGY 

megan.erb@seattle.gov 

o: (206)233-8736 

m:(206)375-3895 

TECHNOLOGY SOLUTIONS FOR THE CITY AND PUBLIC WE SERVE
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APPENDIX A: GLOSSARY 

Accountable: (Taken from the Racial Equity Toolkit.) Responsive to the needs and concerns of those 
most impacted by the issues you are working on, particularly to communities of color and those 
historically underrepresented in the civic process. 

Community Outcomes: (Taken from the Racial Equity Toolkit.) The specific result you are seeking to 
achieve that advances racial equity. 

Contracting Equity: (Taken from the Racial Equity Toolkit.) Efforts to achieve equitable racial outcomes 
in the way the City spends resources, including goods and services, consultants and contracting. 

DON: ά5ŜǇŀǊǘƳŜƴǘ ƻŦ bŜƛƎƘōƻǊƘƻƻŘǎ.έ  

Immigrant and Refugee Access to Services: (Taken from the Racial Equity Toolkit.) Government services 
and resources are easily available and understandable to all Seattle residents, including non-native 
English speakers. Full and active participation of immigrant and refugee ŎƻƳƳǳƴƛǘƛŜǎ ŜȄƛǎǘǎ ƛƴ {ŜŀǘǘƭŜΩǎ 
civic, economic and cultural life. 

Inclusive Outreach and Public Engagement: (Taken from the Racial Equity Toolkit.) Processes inclusive 
of people of diverse races, cultures, gender identities, sexual orientations and socio-economic status. 
Access to information, resources and civic processes so community members can effectively engage in 
the design and delivery of public services. 

Individual Racism: (Taken from the Racial Equity Toolkit.) Pre-judgment, bias, stereotypes about an 
individual or group based on race. The impacts of racism on individuals including white people 
internalizing privilege, and people of color internalizing oppression. 

Institutional Racism: (Taken from the Racial Equity Toolkit.) Organizational programs, policies or 
procedures that work to the benefit of white people and to the detriment of people of color, usually 
unintentionally or inadvertently. 

OCRΥ άhŦŦƛŎŜ ƻŦ !Ǌǘǎ ŀƴŘ /ǳƭǘǳǊŜ.έ 

Opportunity Areas: (Taken from the Racial Equity Toolkit.) One of seven issue areas the City of Seattle is 
working on in partnership with the community to eliminate racial disparities and create racial equity. 
They include: Education, Health, Community Development, Criminal Justice, Jobs, Housing, and the 
Environment. 

Racial Equity: (Taken from the Racial Equity Toolkit.) When social, economic and political opportunities 
ŀǊŜ ƴƻǘ ǇǊŜŘƛŎǘŜŘ ōŀǎŜŘ ǳǇƻƴ ŀ ǇŜǊǎƻƴΩǎ ǊŀŎŜΦ 



 

 

Racial Inequity: (Taken from the Racial Equity Toolkit.) 
²ƘŜƴ ŀ ǇŜǊǎƻƴΩǎ ǊŀŎŜ Ŏŀƴ ǇǊŜŘƛŎǘ ǘƘŜƛǊ ǎƻŎƛŀƭΣ ŜŎƻƴƻƳƛŎ, and 
political opportunities and outcomes. 

RETΥ άwŀŎƛŀƭ 9ǉǳƛǘȅ ¢ƻƻƭƪƛǘέ 

Seattle Neighborhoods: (Taken from the Racial Equity 
Toolkit Neighborhood.) Boundaries defined for the purpose 
of understanding geographic areas in Seattle. 

Stakeholders: (Taken from the Racial Equity Toolkit.) Those 
impacted by proposed policy, program, or budget issue who 
have potential concerns or issue expertise. Examples might 
include: specific racial/ethnic groups, other institutions like 
Seattle Housing Authority, schools, community-based 
organizations, Change Teams, City employees, unions, etc. 

Structural Racism: (Taken from the Racial Equity Toolkit.) 
The interplay of policies, practices and programs of multiple 
institutions which leads to adverse outcomes and conditions 
for communities of color compared to white communities 
that occurs within the context of racialized historical and 
cultural conditions. 

Surveillance Ordinance: Seattle City Council passed 
Ordinance 125376, alsƻ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ά{ǳǊǾŜƛƭƭŀƴŎŜ 
Ordinance.έ 

SIR: άSurveillance Impact Reportέ, a document which captures the fulfillment of the Council-defined 
Surveillance technology review process, as required by Ordinance 125376.  

Workforce Equity: (Taken from the Racial Equity Toolkit.) Ensure the City's workforce diversity reflects 
the diversity of Seattle. 

 

  

http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=


 

 

APPENDIX B: PUBLIC COMMENT DEMOGRAPHICS AND 
ANALYSIS 

OVERVIEW OF PUBLIC COMMENT ANALYSIS 

Analysis of public comments was completed using a combination of thematic analysis and qualitative 
coding. Comments were gathered from many sources, from public engagement meetings, an online 
survey form, letters, emails, and focus group discussions. All comments may be reviewed in the 
Surveillance Impact Report, Appendix E.  

After assigning a theme and code for the content, City staff conducted an analysis using R. A high-level 
summary of the results of this analysis are shown below. A detailed description of the methodology is 
available in the Surveillance Impact Report, Appendix H.  

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes 
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of 
responses to this question is in the top right. The percentage of responses to that question, following 
the identified theme is shown in dark blue. The dark gray shows the percent of comments for this 
technology that did not answer that specific question. The light gray shows the percent of responses to 
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and 
Oversight, etc.).  

A word cloud of each qualitative sub-code identified appears at the bottom of each question to provide 
more context of the question response themes. If an appropriate quote could be identified to capture 
the overall tone of the majority of comments it was included.  



 

 

COMMENTS SPECIFICALLY ADDRESSING CCTV TRAFFIC CAMERAS 

 

 



 

 

 

 

 



 

 



 

 

General Surveillance Comment Themes 

Many comments were submitted as part of the public comment period that were not specific to a 

technology, but to either the concept of surveillance in general, or to technologies which are not on the 

Master List. 

 

  



 

 

DEMOGRAPHICS FOR GROUP ONE COMMENTS 

The number of reported demographics does not correspond to the number of comments received for 

the following reasons. 

1. The demographic information includes all responses, regardless of which technology was 

commented on to protect the privacy of those who provided a response. 

2. Some individuals offered more than one comment. 

3. Some individuals did not provide any demographic information. 

 

  



 

 

APPENDIX C: PUBLIC MEETING NOTICE(S) 

 



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

  



 

 

APPENDIX D: MEETING SIGN-IN SHEET(S)  

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 
































































































































































