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SURVEILLANCE IMPAREPORT OVERVIEW

The Seattle City Council passed Ordinaite376al® NBFSNNBR (2 a (GKS a{ dzZNBSA
Septembe 1, 2017 This Ordinanchas implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definition of surveillance.

{a/ mMnodmydaHnd. dm OK I N&Edpingiafprdceds to idénffasurgellddic@dzi A O3S 46 A (
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and implemented

a process through which a privacy and surveillance review is completed prior to the acquisition of new
technologies. This requirement, and the criteria used in the review process, are documeedtile |T

Policy P25 G KS da{ dzNBSAftlFyOS t2fA0e¢d

HOW HIS @CUMENTS ©OMPLETED
As Seattle IT and department staff complete the document, gie®uldkeep the following in mind.

1 Responses to questions should be in the text or check boxesatindgher information (questions,
descriptions, etc.) shoulNOTbe edited by the department staff completing this document.

1 All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or other terms which may not be ¥kethwn to external audiences. Additionall
responses should be written using principally ftenhnical language to ensure they are accessible
to audiences unfamiliar with the topic.


http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf

PRIVACY IMPACT ASSIAENT

PURPOSE

At NRA @I O& L YLJI Ol islamettddifer vofeyting abdidbcunedting detailed information
collected in order to conduct an-tepth privacy review of a program or proje&.PlAasks questions

about the collection, use, sharing, security and access controls for data that iseghtisng a technology

or program. It also requests information about policies, training and documentation that govern use of the
technology. The PIA responses are used to determine privacy risks associated with a project and
mitigations that may reduce sosror all of those risks. In the interests of transparency about data

collection and management, the City of Seattle has committed to publishing all PIAs on an outward facing
website for public access.

WHEN IS A PRIVACYPMCT ASESSNH HEQUIRED?

A PlAmay be required in two circumstances.

1) When aproject, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is one
deliverable that comprises theeport.

1.0ABSTRACT

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

¢CNFFFAO /FYSNIra LIXFe@ F YFE22NI NRES Ay {Srai
Management progams. The Seattle Department of Transportation (Sf@d¢ameras installed
throughout the city to monitor congestion, incidents, closures, and other traffic issues. The abili
see the roads providg 5 h emQiéeers with the necessary informationdetect and quickly
respond totraffic issues which leads to decreased travel delay, improved public health and safe
local economiwitality, energy savings, public safety resources, and citizen satisfaction with
government services.

1.2 Explain the reasm the project/technology is being created or updated and why tRe¢Ais
required.

TrafficCameras meet two inclusion criteria from the-8RSurveillance Policy:

1. There is gossibilitythat personally identifiable information will be shared with RGity
entities that will use the data for a purpose other than providing the City with a contracty
agreedupon service.

2. The technology collects dathat is personally identifiable evehabscured, dedentified, or
anonymized after collection.




2.0PROJECT / TECHNOLOGERVIEW

Provide an overview of the project or technology. The ovengesgs the context and background
necessary to understand the purpose, mission and justificatioth®project / technology proposed

2.1 Describe the benefits of the projetechnology.

SDOToperates an extensive network at10 Traffic CamerascrossSeattleto help ourTransportation
Operations Center (TO@gtect and quickly respond to congestion, incidents, and other problems
the roads.The ability to observe traffic conditions across the City intiegé is a primary component
2T {5h¢Qa ¢NI FTFAO Ly OA RBWchnsistdof/apEd ¥R Ydordidated a
multi-disciplinary process to detect, respond to, and clear traffic incidents so that traffic flow ma
restored as safely and quickly as possible. Effective TIM reduces the duration and impacts of tn
incidents and improves the &y of motorists, crash victims and emergency responders

Thelive streaming video from each of these camerasssaccessible to the public on oliraveler
Information Map and used by other city departments to understand current traffic conditidhs.
majority of workers surveyed in Seattle ahds Angeles indicated that they used the Intertzet
obtain traffic information for their commutérip (FHWA, 2005).

(Federal Higway Administration (FHWA), Unit&dates Department of Transportation (USDOT),
2005)



https://web6.seattle.gov/Travelers/
https://web6.seattle.gov/Travelers/

2.2 Provide any data or research demonstrating anticipated benefits

Traffic Incident Management (M) consists of a planned and coordinated muglisciplinary procss

to detect, respond to, and clear traffic incidents so that traffic flow may be restored as safely an
quickly as possible. Effective TIM reduces the duration and impacts of traffic incidents and impi
the safety of motorists, crash victims and emargg respondersThis coordinated process involves
number of public and pviate sector partners, including

Transportation
Law Enforcement

Fire and Rescue

Emergency Medical Services
Public Safety Communications
Emergency Management
Towing and Recovery
Hazardous Materials Contractors
Traffic InformatiofMedia

= =& -4 -8 8 8 2 _9a 9

The TIM Program of the Federal Highway Administration (FHWA) is part of a lalgeraatls
program called Emergency Transportation Operations (ETO).

According to FHWA Report HQB050 titledBest Practices in Traffic Incidévianagement
oDetection and verification are the first steps in the TIM process. Detection is the determination
an incident of some type has occurred. Incidents may be detected in person by motorists or reg
personnel or automatically using elechic loop detectors and associated incident detection
algorithms. Verification is the determination of the precise location and nature of the incident.
Accurate and detailed information about the incident can help to ensure that the most appropria
personrel and resources are dispatched to the scene. Verification can be accomplished in the f
utilizing onsite response personnel or remotely usi@@ TV (Traffic CameraBjffective incident
detection and verification can improve access to the scene fadent responders; support
appropriate personnel and equipment dispatch to the scene, improve responder safety by alert
them to potentially dangerous conditions at the scene (i.e., fire or hazardous materials), reduce
secondary incidents, and save li®sensuring that vehicle crashes artected on lowtraffic
NRIRgLFH&&AE 6/ NBR2YS HAMAOD D

[_POF |
.-": 4

TIM Best Practices
FHWA.pdf



https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#transp
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#le
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#fireresc
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#ems
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#pscomm
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#em
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#towrecov
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#hazmat
https://ops.fhwa.dot.gov/eto_tim_pse/about/tim.htm#tinfom

2.3 Describe the technology involved

A Traffic Camera is a dedicated video camera which observes vehicular traffic on the road. In §
these are installed along most major arterials, amdtypicallymounted on traffic poles agignalized
intersections The cameras communicate using $DO& -optik BF'S Médwork, and each typically

receives power from the nearest traffic signal cabinet. The Transit Operations Center (TOC) re
the live video in real time and distributes information if there is a traffic collision or some other

disruptive incident or road safety issue. The cameras are remotely controllable (full pan, tilt, ang
zoom) allowing operators to accurately maneuver cameras to best understand traffic conditions
the area. The video produced from newer models of camerasH®irenabling the observation of
traffic from even great distances. The cameras are powered and providing video 24x7 unless tf
a technical issue at a specific site.

SDOT has linked their camera network to the Internet using the Traveler InformasipntMis
allowing commuters to view current live traffic conditions. The website shows both streaming vi
and still imagery which refreshes at a set interval of 1 minute, helping travelers determine whet
an alternate routeshould be taken. These traéfimages are combined with congestion information
travel times, bridge opening notifications, and other alerts to provide a full picture of traffic
conditions in Seattle.

Traffic Cameras are different from red light running camera (which are put irfisgalaices to
enforce rules of the road), as Traffic Cameras are strictly used for traffic observation.

245 S3AO0ONRO6S K2g GKS LINRP2SO0 2N dzaS 2F .0SOKyz2f 213

{5h¢Qa YodaigeAahijgualdy transportation sytem for Seattle Traffic Cameras play a
vital role in reducing delay and congestion by giving engineers the opportunity to observe curre
traffic conditions throughout the city. This information allows the team to send messages to the
public on roadsidsigns, Twitter, and the Traveler Information map so they can make more infor
trip decisions. During traffic incidents, this situational awareness additionally allows engineers t
modify traffic signal timing to better move vehicles along identified detoutes.

¢NF FFAO /FYSNra +Ffaz2z 3IAGBS {5h¢Qa ¢h/ GKS |
trucks that are equipped with tools to help get the vehicle moving again, or to help maneuver it
of the way to allow other traffic to comue unimpeded. According to the National Traffic Incident
al yI3sySyid |/ zinidenislagguit fodabavfofgtarer of all congestion on U.S.
roadways. For every minute thétavel lane is blocked during a peak travel period, four minutes o
travel delay results after the incident is cleared. Reduced inciddated travel delay is a key benef
of TIM programg.




2.5Who will be involved with the deployment and use of the project / technology

Traffic cameras are installed by either quetif SDOT personnel, or authorized electrical contracto
associated with a project. Installation locations are identified by determining where there are g4
observational coverage along corridors specified in the Intelligent Transportation System (ITS)
Strategic Plan 201R020. This plan provides a-¥@ar approach for implementing ITS in Seattle. IT|
employs electronics and communications technologies on the street, and automated traffic systd
to enhance mobility for all modes by increasing thecgfiicy and safety of the transportation
infrastructure. This includemiplementing traffic cameras citywide tmprove the response to
outages and incidents.

The ITS Key Arterial Network is not fully instrumented to provide the desired ITS systems and

senices. The devices deployed will depend upon the state of equipment already in place, and t
specific needs of each corridor and subarea. Deployment will include a mixture of technologies
including communications and traffic cameras. Highest prioritysgaed to locations which would

experience impacts from major construction projects such as the SR 520 Bridge Replacement

and the Alaskan Way Viaduct Replacement Project.

¢KS LINAYI NB dzASNB 2F {5h¢ QaThe DC HbFes Be central S NI
processing and communications systefmsthe ITS program, and is where operators monitor and
managetraffic signals, traffic cameraBynamic Message Sigmasd other ITS devices. Thed
systems also provide video images to City agerariesothers that us¢hem in emergency and
incident management, as well as the Travefdormationwebsite.The TOC staff responds to traffic
AYOARSYy(Ga GKNRdAZAK2dzi {SIFdGtS FyR A& LI NI 2
days a week from 6 AMOPM and responds overnight as needed in arcalhcapacity.

[ FOF |
A=

ITSStrategicPlan201
02020.pdf




3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Pleasenant€ity
entities are bound by restrictions specified in the Sulaece Ordinance and Privacy Principles and must
provide written procedures for how the entity will comply with any restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such aa notification, or checkin, checkout of equipment.

Access to the camera control softwa@ameleon)s managed by the TOC Technical Tedra grant
system privileges to individual usdrased on their operational needdser authorization is
passwordprotected, and once a successfuldogoccurs, the list of accessible cameras appears.

SDOT currently supports users of the software in the following departments or functional areas

SDOT Transportation Operations Center

SDOT Street Maintenance Dispatch

SDOT Traffic Signal Shop

Seattle Emergency Operations Center
{SFrGGtS al@2NRa hFTFAOS
Seattle Fire Alarm Center

Seattle Police Operations Center

NogakowbdPE

Camera control privileges are hierarchical, and the TOC operation maintains the highest priority
means tha if two users are attempting to maneuver the same camera simultaneously, the user

the highest priority maintains control. Video from each Traffic Camera is available live at any tin
anyone in the public on the SDQ@faveler Information Map

3.2 List the legal standards or conditions, if any, that must be met before the project /

technology is used.
For examplethe purposes of a criminal investigation are supported by reasormldpicion.

Traffic cameras are not subject to any legal standards.



https://web6.seattle.gov/travelers

3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

SDOT has developed policies governing the use of Traffic Cameras by all personnel as stated

Prior to taking control of any SDOT CCTV camera, users MUST:
1) Notify the Transportation Operations Center (TOC) staff member at (2065584 (between
the hours of 6:00 ang 10:00 pmdaily) or 6845122 at all other times.
AND
2) Must comply with the RULES OF USE listed below.

USER PRIORITY:

SDOT traffic cameras aagailable to the publigia both live feeds to the website
(http://web6.seattle.gov/travelers) and static images updated every minute. They are typically
LRAYGSR AY | RANBOGAZ2YZ OF f f Sitoiiskh@ne prisat every Ll
five minutes of inactivity, unless it is locked by a user. Locking a camera will allow the user to
maintain the camera view until it is unlocked and returned to its home preset, or a higher priorit]
user takes control.

The OT TOC has the highest priority and can lock out other users (listed below) from taking g
of the camera. When the CCTV camera is locked by the SDOT TOC, no other user has the ab
move it. If lower level users have a need of any SDOT CCEvacémat user must contact the SDO]
TOC (as listed above) and the CCTV may be released for their use (depending on the current U
versus the requested use). NOTE: Control will be returned to the TOC at such time that an inc
a higher priority asletermined by the SDOT TOC presents itself. The TOC will attempt to notify
lower level user.

RULES OF USE

Closed Circuit Television (CCTV) cameras implemented by SDOT are for the purposes of traffi
management, incident management and response, aumdlip information. CCTV cameras and
AYF3S& INB dzaSR Ay | YIFYyySNI O2yaraidsSyda gAd
function as a traffic management and traveler information tool.

In order to implement these policies, SDOT tiEsated the following rules:

1 //¢+xa akKlff 0SS dzaSR (2 Y2yAU2N) O2yRAGAZ2Y
monitor conditions on the sidewalk or on private property.

91 Operator shall not use the CCTV cameras to zoom in close enough to disgern an
information that would enable the operators to identify a member of the public, including,
without limitation, license plate numbers, unless doing so is absolutely necessary to allow t
operator to perform a vital component of their jobs.

f ShoulditbeOSaal NBE (2 @GASg LISNE2YlIff@nmARSY (AT
terminate any dissemination of the CCTV feed to the general public prior to viewing such
AYF2NXYIEGA2YE YR akKlfft y23 NBadzyrS RAaadSY
longer visible.

odo /2y GAYydzSRX


http://web6.seattle.gov/travelers/

1 Video images will not be recorded, except for compelling traffic operational needs. If they a
recorded, any such recordings will be destroyed immediately after use. Recordings shall ng
stored or disseminated.

1 Subject to these limitations, SDOT may disseminate images or video streams over its web

According to a 2016 study published by the FHWA titled Transportation Management Center V
Recording and Archiving Best General Practices, the procedure alitiipslicy #2 is as

NBEO2YYSYRSR® GaC2NJ) aSyaArdA@dS ardda aAzyas KI
preserving them to transportation agencies and emergency responders. If not possible, have a
camera use policy which includes not zooBin A y i 2 LISNER2Y Il f f & ARSYy A

SDOT Camera
Control Protocol.pdf

4.0 DATA COLLECTI®ND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems, systems of recordpmmercial data aggregators, publicly
available data and/or other city departments.

No other data is collected as part of our Traffic Camera program.

4.2 \What measures are in place to minimize inadvertent or improper collection of data?

Video is notarchived except in specific scenarios when it has been requested by qualified City
personnel who have been tasked with completing an assignment where the observation of traff
would aid in a successful outcome. Examples of this include: the monitorirgdftuts of a change in
traffic signal timing, observing the traffic impacts of a special event to better prepare for similar
occurrences in the future, or observing traffic after a channelization change has been made to
confirm that vehicles are able toake safe movements. In those instances, all video is destroyed
within 10 days of collectiorAll users are trained not to intentionally position cameras in a manne
where license plates or people can be individually discerned, and to only use the casarato
observe traffic conditions along a street.




4.3 How and when will the project / technology be deployed or used® whom? Who will
determine whenthe project / technology is deployed and used?

Traffic cameras are installed by eithmralified SDOT personnel, or authorized electrical contractg
associated with a project. Installation locations are identified by determining where there are g4
observational coverage along corridors specified in the Intelligent Transportation S{$t&m
Strategic Plan 201R020. This plan provides a-¥@ar approach for implementing ITS in Seattle. T
employs electronics and communications technologies on the street, and automated traffic systé
to enhance mobility for all modes by increasing #fficiency and safety of the transportation
infrastructure. This includes implementing traffic cameras citywide to improve the response to
outages and incidents.

The ITS Key Arterial Network is not fully instrumented to provide the desired ITS systems an
services. The devices deployed will depend upon the state of equipment already in place, and
specific needs of each corridor and subarea. Deployment will include a mixture of technologies
including communications and traffic cameras. Highest priggigssigned to locations which would
experience impacts from major construction projects such as the SR 520 Bridge Replacement
and the Alaskan Way Viaduct Replacement Project.

¢CKS LINAYINEB dzZASNB 2F {5h¢Qa ¢ Ndn®gemtdns/Ceén¥rS NI
(TOC). The TOC houses the central processing and communications systems for the ITS progi
is where operators monitor and manage traffic signals, traffic cameras, Dynamic Message Sign
other ITS devices. The TOC systemss ptovide video images to City agencies and others that us
them in emergency and incident management, as well as the Traveler Information website. Th¢
a0 FF NBaLRyRa (2 GNIFTFFAO AyOARSyida GKNRdAA
plans. The TOC is open 7 days a week from-60RM and responds overnight as needed in an on
call capacity.

[ FoF |
A=

ITSStrategicPlan201
02020.pdf

4.4 How often will the technology be in operation?

Traffic cameras are paved and providing streaming video 24 hours a day and 365 days a year,

4.5 What is the permanence of the installatiori it installed permanentlyor temporarily?

Traffic cameras are installed permanently.




4.6 Is a physical objedollecting data or imagesisible to the publicAWhat are the markings to
indicate that it is in use®hat sighageis used to determine department ownershignd contact
information?

¢CNF FFAO / FYSNIra FNB Of SI NI & ondraffic signél Solesia? mastk S
FNY&ad ¢KSNB A& y20KAy3 (GKFG ¢2dZ R AYRAOIFGS
while being observed. There is no sighage indicating department ownership and contact inform
in the field. Butthe footd S ¥ NBY SIF OK OF YSN}Y A& | @I ATrdveief §
Information Map A user has the option to select any Traffic Camera from the map. Once select
the user is presented with a gtilmage from the location which is updated every minute. The user
GKSYy KIFa GKS 2LJA2y (G2 &St SO -steeamiwRiGhavdl rui U@ Y
the window is closed. This is a screen capture of that interface:

& C | ® https:;//webb.seattle.gov/Travelers/

Seattle.gov

Department of Transportation coran Sparrman, interim Director Welcome Guest!

sjonuo) depy |

Washington
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4.7 How willdata that is collected be accessed and by whom?

SDOT currently supporteaktime camera control users in the following departments or functiona
areas:
1. SDOT Transportation Operations Center
SDOT Street Maintenance Dispatch
SDOT Traffic Signal Shop
Seattle Emergency Operations Center
{SFHGGtS ale&2NRa h¥FFAOS
Seattle Fire Alarm Center
7. Seattle Police Operations Center

ook wnN

Per the SDOT Camera Control Potiog,SDOTransportation Operations Center (TO@}¥ the
highest priority and can lock out other us€listedabové from taking control of the camera. Wher
the traffic camera is locked by the SDOT TOC, no other user has the ability to move it. If lower
users have a need of any SDOT CCTV camera, that user must contact the SDOT TOC and thg
may Le released for their use (depending on the current use versus the requested use). NOTE
Control will be returned to the TOC at such time that an incident of a higher priority as determir
by the SDOT TOC presents itself. The TOC will attempt to matifgwer level user.

Closed Circuit Television (CCTV) cameras implemented by SDOT are for the purposes of traffi
management, incident management and response, and public information. CCTV cameras ang
AYF3Sa I NB dzaSR Ay | YlseypéchdioDd pfidasyawhife geivingthei
function as a traffic management and traveler information tool.

Traffic Camera video recordings used for engineering studies (destroyed after 10 days) may be
accessed by employees performing these roles:
1. Transmrtation Center Operators
2. Traffic Signal Timing Engineers
3. Traffic Signal Design Engineers

4.8 If operated or used by another entity on behalf of the City, provide details about access, and
applicable protocols. Please link memorandums of agreement, coatsaetc. that are
applicable.

Traffic Cameras are not operated by another entity on behalf of the RitySDOT does support
users in other departments as listed in 4The public has unlimited access to streaming video frof
any Traffic Camery visiting theTraveler Information Map



https://web6.seattle.gov/Travelers/

4.9 What are acceptable reasons for access to the equipment/andata collected?

Traffic cameras may be remotely controlled or otherwise accessed dsetleasons:

9 To perform general monitoring of traffic conditions in Seattle

1 To discern the extent of traffic impacts in the City after an unplanned incident has occurred

1 To understand the impact of planned events (construction, concerts, stadium everiisKa® /
traffic

1 To perform remote maintenance and troubleshooting

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) and to provide an audit trail (viewer loggmayification
logging, etc.)?

/' YSNIra OFy 2yfé 0S NBLRaAOGA2YSR o0& | dziK2N
application. User access is managed by the TOC Technical Team, and the software must be in
and remain updated on each cliecdomputer to function. Users are granted access to certain dev
and control privileges based on the needs of their specific faselect and move a camera, the
software must be installed on a client computer, and that client computer must be id=htiifithe
Cameleon server. A user must log into the system using the correct user and password combir]
Users are members of groups in Cameleon, and groupassigned priority and access privileges
within the software Every user has the opportunity2 O2 y i NPt | y& O YSNI
configuration, bt prioritization has been assigned to determine who tdlgrantedcontrol if two or
more users are trying to reposition the same camera simultaneotibig.is how that privilge
hierarchy is struired from highest priority to lowest:

1. SDOT TOTechnology Team (System Administrators)
SDOT Transportation Operations Center
SDOT Street Maintenance Dispatch
Seattle Police Operations Center
Seattle Fire Alarm Center
Seattle Emergency Operatio@&nter
SDOT Traffic Signal Shop
8. {SIGGES ale@2NnRa h¥FFAOS

Nookwh

Each successful log in is stored in the Cameleon archive server database. Each camera can 4
accessed directly throughhauilt-in web interface, which is also protected by a user and password
combination only know to the TOC Technical Team. This method of access isisigdtiyinitially

configure the cameras, perform firmware upgrades, or perform other troubleshooting measures




5.0 DATA STORAGETERNTION AND DELETION

5.1 How will data be scurely stored®

Video recordings used for engineering studies are stored on a shared network drive accessible]
by City personnel. Additionally, the files are kept in a folder which has specific security permiss
only allow the intendediiewer access to the footage.

PerSDOTa | aS t 2t A O& 3.2azbif dbofirBeRt, lafegbrdiags willibk degtroyed
immediately after use. Recordings shall notsbared or disseminated.

5.2 How will the owner allow for departmental and otherrgities, to audit for compliance with
legal deletion requirements?

According to theattached SDOT Records Retentithedule, taffic camera video recordings are ng
subject to any legal deletion requirementor informational purposes, all other SD@afa retention
requirements are provided in the document below.

e

SDOT Records
Retention Schedule.p

5.3 What measures will be used to destroy improperly collected data?

All archived files are permanently deleted within 10 days, and all camera operators are trained
thedza I 3S LRt AO8 GgKAOK adGldSasz a! dziK2NRT SR /
close enough to discerany information that would enable idgification of a member of the public,
including, without limitation, license plate numbers, unless doing so is hecessary to allow the
operators to perform @A G £ O 2 Y LJ2 vy SThISD@TFusaigekpSlikyNs a®aghedsirdséctio
3.3 of this document.

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

There are no legal deletion requirements, but the TOC Technical Team is responsible for delet
video file 10 days aftektS FAf SQa I ad a5F0S Y2RATASRE @




6.0 Data Sharing and Accuracy

6.1 Which entity or entities inside and external to the City will be data sharpagtners?
Traffic Camera video recordings used for engineering stifdestroyed after 10 days) may be
accessed by employees performing these roles:

1 SDOTrransportation Center Operators
1 SDOTraffic Signal Timing Engineers
1 SDOTraffic Signal Design Engineers
Live Traffic Cameras can be viewed and controlled by users folkbwing groups:

TOC Operators

SDOT Radio Dispatchers

Seattle Police Department

Seattle Fire Department

Emergency Operations Center

SDOT Signal Electricians

Executive Protection Unit

= =4 -4 —a —a A -9

6.2 Why is data sharing necessary?

Video is not archivedxcept in specific scenarios when it has been requested by qualified City
personnel who have been tasked with completing an assignment where the observation of traff
movement would aid in a successful outcome. Examples of this include monitoring tbts effe
change in traffic signal timing, observing the traffic impacts of a special event to better prepare
similar occurrences in the future, or observing traffic after a channelization change has been m
confirm that vehicles are able to makafe movements.

6.3 Are there any restrictions on ne@ity data use?

Yesy No'H
cdodm LF @2dz yasSNBR ,Sax LINRBJBARS I+ O2Le
compliance with these restrictions.

N/A

6.4 How does theoroject/technology review and approve information sharing agreements,
memorandums of understanding, new uses of the information, new access to the system by
organizations within City of Seattle and outside agencies?

Please describe the process for reviegvand updating data sharing agreements.

No data sharina aoreements exist. other than the usaae policies stated in Section 3.3

27

a



6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is nothecked, please explain why

Temporary archived video used for engineering studies is the only data collected as part of the
Traffic Camera program, and SDOT is not aware of any software tools that are part of the stan
City PC build which couptrmanently alter that footage.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

No such procedures exist.

7.0 LEGAL OBLIGAT®)NRISKAND COMPLMNCE

7.1 What specific legl authorities and/or agreements permit and define the collection of
information by the project/technology?

No legal agreements exist defining the collection of information by Traffic Cameras.




7.2 Describe what privacy training is provided to useither generally or specifically relevant
to the project/technology.
Forexample, polica&lepartment responses may include references to the Seattle Police Manual.

SDOT hadeveloped policies governing the use of Traffic Cameras by all persorstatexs below:

1.CCTVs (Traffic Cameras) shall be usedaitor conditions within publichkpwned rightof-way or
other publiclyowned property and shall not be used to monitor conditions on private property.
SDOT will establish camera control and viewirajqmols for use by all authorized users. The SDO|
Traffic Operations Center will retain the capability to temporarily or permanently remove contro
capability from users if it is determined that they are not in compliance with the established CC
protocols, guidance and policy.

2.Authorized CCTV users shall not use the CCTV cameras to zoom in close enough to discern a
information that would enable identification of a member of the public, including, without limitati
license plate numbers, unless doisg is necessary to allow the operators to perform a vital
component of their jobs. Should necessary use of the CCTV result in the ability to view person
identifiable information, or images that may be unsuitable for dissemination to the public, the
authorized user shall terminate any dissemination of the CCTV feed to the general public prior
viewing such information and shall not resume dissemination until perseickghtifiable or
unsuitable images or information are no longer visible.

3.Video imags shall not be recorded, except only for compelling SDOT traffic operations and traf
planning needs. Documented approval for such recording must be received from the SDOT Tr3
Operations Manager, or their assigned proxy. If images are recordeduahyrecordings will be
used within ten business days of recording and destroyed immediately after use. In no case sk
recordings be stored beyond this period. Access to recordings by-&drized persons shall be
strictly managed to these requiremen

4.Subject to these limitations, SDOT may disseminate video images or live video streams over it
page.

[ ror |

SDOT Camera
Control Protocol.pdf




7.3 Given the specific data elements collected, describe the privasiysridentified and for each
risk, explain how it was mitigated. Specific risks may be inherent in the sources or methods of
collection, or the quality or quantity of information included

Please work withite Privacy Team to identify the specific risks amitigationsapplicable to this project /
technology.

The risks associated with5 h ¢ Qa G NJ FFTA O CdptMrifghstillamadgedlds vidddsof dn G
identifiable individuahnd or license plates. This risk is mitigated throlgNJ A Yy A Yy Jusepglicy
requiring the following of camera operators:

OGAuthorized CCTV users shall not use the CCTV cameras to zoom in close enough to discern al
information that would enable idatification of a member of the public, including, without limitation,
license plate numbers, unless doing so is hecessary to allow the operators to penaah a
O2YLRYSyld 2F GKSANI 2204 d¢

7.4 1s there any aspect of the project/technology that might aiconcern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

Examples might include a push of information out to individuals that is unexpected and appears to be
intrusive, or an engagement with a third party aise information derived from the data collected, that is
not explained in the initial notificatian

The aspect of the technology that might cause concern by giving the appearance to the public o
privacy intrusion is that Traffic Cameras areerently devices intended to grant users remote
monitoring opportunities. Individuals might assume that the cameras are used to conduct surveil
other than traffic observation.

8.0 MONITORING ANINEORCEMENT

8.1 Describe how the project/technology aintains a record of any disclosures outside of the
department.

Public information requests are funneled to the appropriate staff member and tracked by SDOT
administrative staffAs traffic camera footage is only recordedder rare cicumstances for a
specific purpose, and as it is only retained for ten d&3)Tdoes not releas€CTV footage in
response to a public disclosure request.




8.2 What auditing measures are in place safeguard the information, and policies that pertain
to them, as well as who has access to the audit data? Explain whether the project/technology
conducts seHlaudits, third party audits or reviews.

SDOT conducts several saliditing procedures to bégnsure that the information produced by
Traffic Cameras is safeguarded:

1. Cameras are set to typically point in a particular direction (called the home preset) that
would best aid commuters who might access the video from the Internet to make trip
planningdecisions. Twice a day, TOC Operators review each camera to confirm that no
have drifted from that position due to wind or vibration. If that has occurred, the TOC
Operator will reposition the camera and again save the home preset.

2. On the same day eaahkeek, a member of th& OC Technical Team reviews the archived
video recording files to determine if any new orfes/e been added, and to note the date f
which they were last modified. That staff member will then delete the file once the 10 dg
thresholdhas been met.




FINANCIAL INFORMANO

PURPOSE

This section providesdescription of the fiscal impact of the surveillance technolag/required by the
Surveillancérdinance

1.0FISCAL IMPACT
Provide a description of the fiscal impact of the project/technology by answering the questions below.

1.1 Current or potential sources of fundingnitial acquisition costs
CurrentH Potentialf

Date of Initial | Date of Go Direct Initial Professional | Other Initial
Acquisition Live Acquisition Services for | Acquisition Acquisition
Cost Acquisition Costs Funding
Source
2000 2000 Approximately | N/A N/A Combination
$40k per site of a federal
including labor grant (SFO9
and materials ITS) and the
general fund
Notes
None.

1.2 Current or potential sources of funding:regoing operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.
Currentf] Potentialf

Annual Maintenance | Legal/compliance, | Department IT Overhead | Annual Funding
and Licensing audit, data Overhead Source
retention and
other security
costs
$130000is allocated | N/A N/A N/A General fund
for annual Traffic
Camera Maintenance

Notes:

None.




1.3 Cost savings potentighrough use of the technology

The National Traffic IncideManagement Coalitiopublished a white paper titledihe Benefits of
Traffic Incident Managememt KA OK aidl 4Sa GKS F2fft26Ay3Is a¢
programs address issues that are of concern to the national public: congestion and travel delay
public health and daty, economic health, energy savings, public safety resources, responder sd
and citizen satisfaction with government servicBg.reducing travel delay, fuel consumption,
emissions, and secondary incident$M programs boost the national amegional economy.
According to Texas NI y & LJ2 NIi I G A 2 Yrbaniabilith Repait S005kravel time Lale 0
for each persorhour of travel wa$13.45 in 2004, for trucks the value wgs1.05. In 2004, trucks
idled due to traffic delay (incidentlatedand other)cost the U.S. trucking industry 243 million
hours, and cost $7.8 billion. The costdrafel delay drive up freight costs, whiahe passed on to
consumers througiproduct and commodity price increases.

| poF |
TIM Benefits
NTIMC.pdf

The Washington State Department of Transportation has also conducted research around the
SO2y2YAO o0SySTAGAa 2F AYLX SYSyGAy3 BlockiagpOOS a
incidents,idling cars and late deliveries have a cost. WSDOT estimates that the efforts of its ing
response teams saves the economy of Washington State more than $65 million per year in los]
and fuelé

GLYOARSY (U wS aWwaghifigiod StateNeahMent bfdFgansportationl7 Jan. 2018,
http://www.wsdot.wa.gov/operations/incidentresponse/default.htm

1.4 Current or potential sources of funding including subsidiesfi@e products offered by
vendors or governmental entities

SDOT regularly applies for federal grant opportunities around the implementation of ITS.



http://www.wsdot.wa.gov/operations/incidentresponse/default.htm

EXPERTISE AND REFEREN

PURPOSE

The following information is provided to ensure that Council hgeoap of experts to reference while

NEOASGAY 3

GKS O02YLX SGSR
be made aware ahead of publication that their information has been included. All materials must be

{ dINDSAtE I yOS
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available for Coucil to access or review, without requiring additional purchase or contract.

1.00THER GOVERNMENTHHENCES

w S L2 NJ

Please list any other government bodies that have implemented this technology and can speak to the
implementation of this technology.

Agency, Municipality, etc.

Primary Contact

Description of Current Use

City of Bellevue, WA

Chris Long, City Traffic Engine
4254526013
CLong@bellevuewa.gov

Bellevue Transportation
Department leverages traffic
cameras similar to SDOT

Washington State Department
of Transportation

Morgan Balogh, WSDOT Traffi
Engineer

206-4100001
BALOGHM@wsdot.wa.gov

TheWashingtonState
Department of Transportation
leverages traffic camerasmilar
to SDOT

2.0ACADEMICS, CONSULTANAND OTHERBERTS

Please list any experts in the technology under consideration, or in the technical completion of the service
or function the technology is responsible for.


mailto:CLong@bellevuewa.gov
mailto:BALOGHM@wsdot.wa.gov

Agency, Municipality, etc.

Primary Contact

Description of Current Use

University ofWashington

Mark Hallenbeck, Director of the
Washington State Transportatior
Center (TRAC)

2065436261

tracmark@uw.edu

adzOK 2F al NJ] Qa
involves the collection, use,
summarization, and reporting ©
data that describe
transportation system use and
performance, and then using
that information to work with
the public and decision makerg
as they make major
transportation and land use
investment decisions.

University of Washington

Yinhai WangRrofessor and
Direcor of PacTrans and STAR
Lab

206-616-2696

inhai@uw.edu

Dr. Yinhai Wang is a professor
transportation engineering and
the founding director of the
Smart Transportation
Applications and Research
Laboratory (STARab) at the
University of Washington (UW)
He also serves as director for
Pacific Northwest
Transportation Consortium
(PacTrans), USDOT University
Transportation Center for
Federal Region 10 and visiting
chair for the Traffic Information
and Control Depament at
Harbin Institute of Technology.



mailto:tracmark@uw.edu
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3.0WHITE PAPERS OR CHHHBCUMENTS

Please list any authostive publication, report or guide that is relevant to the use of this technology or
this type of technology.

Title Publication Link
BestPractices in Traffic Inciden FHWAHOR10-050. September Por |
Management 2010. Sponsoring Agency: ;o
Emergency Transportation TIM Best Practices
Operations, Office of FHWA. pdf
Transportation Operations,
Federal Highway
Administration, 1200 New
Jersey Avenue, SE Washingto
DC 20590
Transportation Management | FHWAHOR16-033. March =
Center Video Recording and | 2016. Sponsoring Agenay:S. o
Archiving Best General Practic{ Department of Transportation FHWA CCTV

Federal Highwajdministration | Recording Best Practi
1200 New Jersey Avenue, SE
Washington, DC 20590

Benefits of Traffic Incident National Traffic Incident L3

Management Management CoalitionAbout >
TIM Benefits
NTIMC.pdf



http://ntimc.transportation.org/pages/default.aspx

RACIAL EQUITY TOALANDENGAGEMENT FORBLIC
COMMENWORKSHEET

PURPOSE

Departments submitting &IRare required to complete an adapted version of the Racial Equity Toolkit
Oaw9¢evd

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historicaligtrapresented
communities. Particularly, to inform the public engagement efforts Departments will complete as
part of the Surveillance Impact Report

2. To highlight and mitigate arignpacts on racial equitirom the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagementgeirements of the Surveillancenpact Report

ADAPTIONDF THE REOR SURVEILLANCEAKP REPORTS

The RET was adapted for the sifieaise by the Seattllnformation¢t SOKy 2f 23& 5S LI NI YSyda
LEE0 tNAGEFEOE ¢SFHYZ GKS hFFAOS 2F [/ AGAt wAIKGA o6dah/
City Light, Seattle Fire Department, Seattle Police Department, and Seattle idepadf Transpdiation.

RACIAL EQUITY TOOLKVERVIEW

RACIALEQUITYTOOLKITTIO ASSESBOLICIESNITIATIVEFROGRAMS, ANBUDGETSSUES

The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To dathis requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, and budgmgies to address the impacts on racial equity.

WHEN DO | USE THIS TOOLKIT?

Early.Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.
HOW DO | USE THIS TOOLKIT?

With inclusion.The analysis should be completed by people with different racial perspectives.

Step by stepThe Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources available on@ffice of Civil Righ® ¢ S leeiXQéading

effective community outcomeddentifying stakeholders & listening to communities of cplata
resources


https://www.seattle.gov/rsji

1.0 ETOUTCOMES

1.1. Seattle City council has defined the followingclusion criteriain the surveillance

ordinance andthey serve as important touchstones for the risks departments are being asked
to resolve and/or mitigate.Which of the following inclusion criteria apply to this technology?

A The technology disparaigimpacts disadvantaged groups.

'H There is a high likelihood that personally identifiable information will be shared withQitgrentities
that will use the data for a purpose other than providing the City with a contractually agneeul service.

'H The technology collects data thatgersonally identifiable even if obscured,-akentified, or
anonymized after collection.

A The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2 What are the ptential impacts on civil liberties through the implementation of this
technology?

The aspect of the technology that might cause condgthat peoplemay assume that the cameras
are used to condugbersonalsurveillance and not just for taffic obseration.

1.3 What does your department define as the most important racially equitable community
outcomesrelated to the implementation of this technology?

That all areas of Seattle are equally served by Traffic Cameras and their rolé ihthie®@ Q& ¢ N
Incident Management program. This includes:

1. Better traffic progression for travelers throughout Seattle

2. Positive environmental impact by decreasing emissions

3. Real time opportunities to make more informed trip decisions by accetisingl times from our
roadside signs and the Traveler Information Web Map

1.4 What racial equity opportunity area(s) will be affected by the application of the technology?

'H Education i Criminal Justice
'H Community Development 'H Jobs

'H Health 'H Housing

'H Environment i Other

1.5 Are there impacts on:

A Contracting Equity

'H Workforce Equity

i Other, please describe below:

Immigrant and Refugee Access to Services
Inclusive Outreach and Public Engagemen

i & i 5]

No additional impacts.




2.0 INVOLVESTAKEHOLDERSNALYZIPATA

2.1 Departmental conclusions about potential neighborhood impacts of the technolodye the impacts
on geographic areas?H Yes ; No

Check all neighorhoods that applysee ma of neighborhood boundaries in Appendix A: Glossarger
G{SFHGGEfS bBPAIKO2NK22RAa¢E

A All Seattle neighborhoods

'H Ballard 'H Southeast

'H North N Delridge

'H Northeast 'H Greater Duwamish

'H Central 'H East District

'H Lake Union i King County (outside Seattle)

'H Southwest
A Outside King County. Please describe:

N/A

2.2 What are the racial demographics of those living in the area or impacted by the iR¢see
Stakeholder and Data Resour¢ese.)

CNEY {SIi{iftSQa hTTAOS 27T tRack§&KiifiE Quick FtaBisYics dzy

Race and Ethnicity

Dther Two or More Races Persons of Color: 34%
5% Hispanic / Latine Ethnicity
(any racel: 7%
Asian

M White

B Black or African American
. Black or‘ B Asian

African American

8% . Other

[ Two or More Races

Sources: 2010 Census, U.5. Census Bureau

STOPDepartment should complet&kETquestions2.3¢ 6 and
Appendices H AFTER completing their publcmmment and
engagement requirements.


https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf
http://www.seattle.gov/opcd/population-and-demographics/about-seattle#raceethnicity
http://www.seattle.gov/opcd/population-and-demographics/about-seattle#raceethnicity

2.3 Have you completed the following steps to engage the publitfou have not completed these steps,
pause here until public outreach and engagement has been compl@&esh / WRE#& worksheéterefor

more information about engaging the public at this point in the process to ensuretmeerns and
expertise are part of analysjs.

'H Create a public outreach pta Residents, community leaders, and the public were informed of the
public meeting and feedback options via:

'H Email

5 Mailings

3 Fliers

'H Phone calls

'H Sociamedia

A Other

'H The following community leaders were identified and invited to the public meeting(s):
'H American Civil Liberties UnionCAUY
'H CARE
'H Northwest Immigrant Rights
'H OneAmerica
'H JACL

3 For Seattle PolicBepartmentonly, Community Police Commissions
'H Other.

[Please describe]

'H Engagemenfor PublicComment#1
10/25/18

Date of meetin

American Legion Hall, West Seattl¢

Location of meeting-
Summary of discussion:

SeeAppendix B for an overview of comments received, and demographics on attendees,
Appendix E for the transcript of all comments received for this technology.

'H Engagement foPublicComment#2
11/5/18

Date of meetin

Greenlake Branch Library

Location ofmeeting:
Summary of discussion:

See Appendix B for an overview of comments received, and demographics on attendeeg
Appendix E for the transcript of all comments received for this technology.

'H Engagement foPublicComment#3 (ifapplicable
Focus Groups: 11/8 & 11/20

Date ofmeeting


https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf

Byrd Barr Place; CID

Location of neeting:
Summary of gbcussion

See Appendix B for an overview of comments received, and demographics on attendeeg
Appendix E for the transcript of all comments received for this technology.

Collect public feedback via mail and email

2

Number of feedback submissions recei\

See Appendix B for an overview of commenetseived, and
demographics on attendees. See Appendix E for the transcri
of all comments received for this technology.

Summary of feedbac

10/8/18 ¢ 11/5/18

Open comment perio

Community Technology Advisory Board (CTAB) Presentation

N/A

Date ofpresentation
Summary otomments:

N/A




2.4 What does data and conversations with stakeholders tell you about existing racial inequities
GKFG AyFtdzSyOS LIS2L)X SQa ftA0®Sa FyR akKz2dZ R o6S
applying/implementing/using the technology?

(SS h/ wQa wérgfor maeNdfoantat®riing County Opportunity Maps are a good resource

for information based on geography, race, and inegm

In terms of technology installation, SDOT installs LPR and Traffic Cameras based on street
transportation volumes and related technical criteria (e.g., based on gaps in travel time coverag
along corridors specified in the SDOB Strategic PIxnAs this technology has been in place for a
number of years, SDOT attended the D@dIfocus groups, but community members in attendand
did not raisetraffic management technology as an issue for them. To the extent that LPR and T
Cameras provide people of color with additional traffic incident and congestion information, the
benefit with this added data for improved transportatidecisions. Tét said, outside of information
on our dynamic message signs (fed by LPR data), much of the travelers information is internet
mobile based, so people without mobile phone or internet access may not be able to access Sl
Travelers Information data.

2.5What are the root causes or factors creating these racial inequities?
Mitigation strategies will be addressed4tl and 5.3Examples: bias in process; lack of access or barriers;
lack of racially inclusive engagement.

¢tKS NBaLRyaS KSNB F¥20dzaSa 2y LIS2L)X SQa | 00S
SDOT transportation datBased on research of others, possible reasons for not having a
smartphone or credit card access are the financial barriers and pedatk of comfort with mobile
G§SOKy2f238d ¢KIG aFART {5h¢Qa GNIFFAO Ol YS
data on largescale traffic signs on key corridors for all to see, as well as these data are regularly
by news media for tridic reports.

3.0 DETERMINBENEFIT AND/OBURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communiti&ven what you have learned from data and
FNRY &l 1S8SK2t RSNJ Ay@d2t @dSYSy X

3.1 How will the technology, or use of the technology increase or decrease racial equity?
What are potential unintended consequences? What benefits may result? Are the impacts aligned with
& 2 dzZNJ RS LJ NJIi Y Soyittiofés théx varerdédifidd ind?

To the extent that LPR and Traffic Cameras provide people of color with additional traffic incide
and congestion information, they benefit with this added data for improved transportation decis
To the extent thaminority-owned businesses are in the downtown or other areas with TOC
technology, they and their customers may benefit from this improved traveler information.

3.2 What benefits to the impacted community/demographic may result?

Improved traffic fbw, particularly in the Center City, as well as personal benefits people may
experience including getting to their destination with less hassle, stress and on time.



https://www.seattle.gov/Documents/Departments/RSJI/Racial%20Equity%20Toolkit_FINAL_August2012_with%20new%20cncl%20districts(0).pdf
https://www.seattle.gov/Documents/Departments/SDOT/TechnologyProgram/ITSStrategicPlan20102020.pdf

3.3 What are potential unintended consequences (both negative and positive potential
impact)?
To the extent that people are not able to access SDOT Travelers Information or are not aware
SDOT information, they may find more difficulties with their commutes or they may avoid the
downtown area if they are worried about the cameras. To the mixteat the TC and LPR data lead
to transportation infrastructure and investment in certain areas or for certain modes (autos) hay
the sense of perpetuating inequities or privilege for white communities.

34! N3 (GKS AYLI OGa fA3IYSR gAGK @2dz2NJ RSLI NI YSy
Stepl.0?
N/A

4.0 ADVANCE PRORTUNITY ORIMIMIZEHARM

Provide a mitigation plan for the impactiescribed in step 3.

4.1 How will you address the impacts (includinunintended consequences) on racial equity

What strategies address immediate impacts? What strategies address root causes of inequity ligied in 2
How will you partner with stakeholders for lotgrm positive change? If impacts are not aligned with
desired community outcomes for surveillance technology (see 1a), how will yaligreyour work?

Program Strategies:

SDOT will continue to improve our Transportation Operations Center performance and build oy
public awareness about traveler information.

Policy Strategies:

SDOT will continue to enforce personnel policies for the Transportation Operations Centsute e
that privacy principles are maintained.

PartnershipStrategies:

SDOT will work with our partners (WSDOT, Seattle Police, Fire and emergency services) as wg
media and others that access our LPR and Traffic Cameras to make sure that pinaglep are
maintained.

5.0 BEVALUATHRAISERACIALAWARENESSEACCOUNTABLE

The following information must be provided to the CTO, viaRheacy Officeon an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.



The folowing information does not need to l@mpletedin the SIR submitted to Council, unless this is a
retroactive review.

5.1 Which neighborhoods were impacted/targeted by the technology over the past year and
how many people in each neighborhood were impacte
'H All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

East District

King County (outside Seattle)

Outside King County. Please describe:

51 51 51 50 51 501 50 51 50 51 5

N/A

5.2 Demographic information of people impacted/targeted by the technology over the past

year.

T2 (GKS o0Sad 2F (KS RSLINIYSyGdQa lFoAftAder LINRBZARS R
technology If any of the neighborhoods above were inclddeompare the surveilled demographics to the
neighborhood averages and City averages.

The technology is deployed across the City measuring and providing travel times along most n
travel corridors (determined by traffic volumes). Please Seetion 2.2 regarding specific
demographic information.




5.3 Which of the mitigation strategies that you identified in Step 4 were implemented in the
past year?

Specifically, whaadjustments to laws and policies should be made to remedy any dispropaté
impacts so as to achieve a more equitable outcome in the future

Type of Strategy Description of Strategy| Percent complete of | Describe successes ar
(program, policy, implementation challenges with
partnership) strategy

implementation

Program Contirue to improve Approximately 11% of | We perpetually look fol
performance and the Prioritized ITS opportunities to
public awareness aboy Projects have been leverage technology to
traveler information funded better move all people

(regardless of mode)
aroundthe City

Policy Ensure that privacy 100% We make mindful
principles are hiring decisions and
maintained by SDOT conduct background
staff checks as required,

provide structured
training that includes
our privacy principles
and provide staff
supervision to ensure
those principles are

adhered to
Partnership Ensure privacy 100% Make partners aware
principles are 2F GKS [ Al
maintained by strategid principles and create
partners agreements regarding

their adherence

5.4 How have yournvolved stakeholders since the implementation/application of the
technology began?

'H Public Meeting(s)

A CTAB Presentation

H Postings to Privacy webpage seattle.gov/privacy

H Other external communications

d Stakeholders have not been involved sitice implementation/application

5.5 What is unresolved®hat resources/partnerships do you still need to make changes?
N/A




6.0REPORBACK

wSallyaSa (2 {GSLIp oAfft 68 O2YLAESR FyR FylfealsSR
Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadership, Change
Team Leads, and community leaders identified in the public outreach plan (Step 2c).



PRIVACY AND CIVIBERTIES ASSESSMENT
PURPQGE

This section shall be completed after public engagement has concluded and the department has

completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is completed
08 GKS /2YYdzyAGe { dzNBSADNBAAIE ¢ 2 NIPSNIT(G ONP {ddzNID SR t2ENY
states that the Working Groughal:

dpJrovide to the Executive and the City Council a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for baneei technology acquisition

or inruse approval. The impact assessment shall include a description of the potential impact of the
surveillance technology on civil rights and liberties and potential disparate impacts on communities
of color and other margialized communities. The CTO shall share with the Working Group a copy of
the SIR that shall also be posted during the period of public engagement. At the conclusion of the
public engagement period, the CTO shall share the final proposed SIR with theg/@ndip at

least six weeks prior to submittal of the SIR to Council for approval. The Working Group shall provide
its impact assessment in writing to the Executive and the City Council for inclusion in the SIR within
six weeks of receiving the final prageal SIR. If the Working Group does not provide the impact
assessment before such time, the Working Group must ask for-avé@k extension of time to City
Council in writing. If the Working Group fails to submit an impact statement within eight weeks of
receiving the SIR, the department and City Council may proceed with ordinance approval without the
AYLI OG adl dSYSyd dé

WORKING GROUP PRIYAKND CIVIL LIBERF IESSSESSMENT

¢ KS 2 2 NJ A RrigacyuNECoALUDerties Impact Assessrfmrthis techndogyis included in
the Ordinance submission package top ofthis SIR.

¢CKS {dzZNBSAttlIyOS ! ROA&a2NE 22NJAy3 DNERdJzZIQA
Closed Circuit Televisig@CTVis below.

tfSrasS y2i0Sz (RG4S QALY Way Fart & MBelziej@dich included reviews of
additional retroactive surveillance technologiest applicable to this Council submission. As such,
0KS 22N]JAy3 DNRdAzLIQ& | & & BrdlagiésShdsibeeh emdvad Kdnatts |
report, and will be made available in the appropriate SIRs, to be submitted to Council at a later




Fom: Seattle Community Surveillance Working Group (CSWG)
To: Seattle CityCouncil

Date: April 23,2019

Re:  Privacy and Civil Liberties Impact AssessmeriEfoergency-SceteamerasHazardous
Materials Camera,CTVs

Executive Summary and Background

On February 2%, CSWG received the Surveillance Impact Reports, or SIRs, for thenadaiened
technologies included in Group 1 of the Seattle Surveillance Ordinance technology review process. This
documentid { 2 DQa t NA@I Oe |yR /A@BGAf [AO0SNIASaAE LYLI Oi
SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs submitted to the City Councils.

Our assessment of these surveillance technologies focust#yem key issues:

(1) The use of these systems and the data collected by them for purposes other thanntersked;
(2) Overcollection and overetention ofdata;
(3) Sharing of that data with third parties (such as federal law enforceagancies).

While the sated purposes of the cameras may be relatively innocuous, it is important to remember

that images taken by such cameras, for example at emergency scenes, can compromise the privacy of
individuals at vulnerable moments, and can be misused to target andepooimmunities based on

their religious, ethnic, or associational makeup. In addition, with the widespread and inexpensive
availability of facial recognition (or face surveillance) technology, which can be applied after the fact to
any image showing a facit is even more important that protections limiting the use of these tools to
their intended purpose be enacted.

For all of these systems, the Council should adopt, via ordinance, clear and enforceable rules that
ensure, at a minimum, the following:

1. The purposes of camera use should be clearly defined, and its operation and data collected
should be explicitly restricted to those purposesy.

2. Data retention should be limited to the time needed to effectuate the purpmefened.
3. Data sharing with thd parties should be limited to those held to the samstrictions.

4. Clear policies should govern operation, and all operators of the cameras should be trained in
those policies.
We recommend creating these rules in a single, blanket ordinance that wétgoot only these, but
other, similar camera technologies operated by or at the behest of the&itywould be happy to
work with the City to create such an ordinance.

J£2a8R / ANDIAG ¢StEOWVHSEON) G¢ NI FFAO /I YSNI &¢

As with ESCs and Hazn@dmeras, concern around these traffic cameras relates to limiting their use to
specific purposes, ensuring protections against invasion of privacy and general data collection, and
limiting data sharing with third parties. It is important for these limdse set forth in clear,
SYFT2NOSIofS LRt{AOASAD ¢KS dzLJRFGSR WIydzZ NE HAam®p
the cameras, but it is not clear where all of these policies are set forth and whether they are currently in
effect (see Sectio.3). We have reviewed the Camera Control Protocol document that sets forth
existing policies.

{L
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that no data is collected except for clearly spedifexceptions (and that data must be deleted

immediately upon completion of those purposes), and that data sharing with third parties is prohibited.
a2NB aLISOAFTAO NBO2YYSYyRIGAZ2YEa F2N) G4KS /2dzyOAf Qa I

The existing policy:

1 Does not set forth clear use, collection, and retentioles.
0o RSO2YYSYRI{iA2YY {5h¢Qa | R2LIGSR L32fAOe &aK?2d
recorded or retained except for specifically defined purposes. Currently, the SDOT
Camera Control Protocal (i I 1t Sa GKFd NBO2NRAYy3 Aa |tff26SR
2LISNF GA2ya | yR GtNautthat fedn isluidefiied ATyeJeteftibrdOR & €
RFEGIE F2NJ aSyYyaAySSNAyYy3a addzRAS & é-idenufibie | f a2
information should evebe recorded. For any data recording that is allowed, it must be
deleted within 10 days (which is stated in the SIR and protocol) and not shared with third
parties. The policy should also make clear that traffic camera data (beyond what is made
availableto the general public) may not be used for law enforcement purposes, and that
no associated surveillance technologies such as facial recognition or license plate readers
may be incorporated into theameras.
1 Does not ensure all operators of the cameras &mined in the foregoingolicies.
0o Recommendation: This requirement should be part of anypudioy.
9 Does not state include technicabntrols.
0 Recommendation: Technical controls ensure logging how cameras are moved from their
preset locations, whecamera streams to the public are stopped or restarted, and
whether there are access controls determining who, when, where, and why users can
access the camera management software. Without these technical controls, it would be
difficult to detect if userare abusing their access to cameras (e.g., by cutting camera
feeds to the public, moving a camera to zoom and view into the window of a home).
These technical controls (logging when cameras are moved, stopped, or restarted; and
mandating access controlsNd O YSNJ a0 &aK2dzf R 0 Spolikcy. Of dzZRSR A

(@]
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PCLIAAPPENDIX 1: APRI2819 EMAIL FROM MEBG ERB, SEATTLE IT
(INCLUDING ATTACHMEN

From:Erb, Megan Megan.Erb@seattle.gov

Sent;Friday, April 05, 2019 3:45 PM

To: Shankar Narayansgarayan@achwa.org>; Negin Dahyardahya@uw.eduw; mmerriweather@urbanleague.org-
fouladi@cair.comasha@syouthclub.orgoseph.r.woolley@gmail.constolz, Richrch@weareoneamerica.org
Cc:Day, SeferianaSeferiana.Day2@seattle.gevloter, Jim Jim.Loter@seattle.goy Armbruster, Ginger
<Ginger.Armbruter@seattle.gow; Stringer, Omari@mari.Stringer@seattle.gov

Subject:Surveillance Advisory Working Group updates re: recent SIR questions and requests

Hello Working Group members,
We wanted to proide you with several updates regarding your recent SIR questions and requests for information:

1. The linked and/or embedded documents in the SDOT LPR and CCTV SIRs have been updated and are available
on the WorkingGroupSharePoinpageandthe publiclyaccessiblé&eattle.gowebsite
a. http://www.seattle.gov/Documents/Departments/TecB01812-10%20DRAFT%20SIR%20
%20CCTV%20Traffic%20Cameras%20For%20Working%20Group%20Bevpdf

b. http://www.seattle.gov/Documents/Departments/Tech/20182-10%20DRAFT%20SIR%20
%20License%20Plate%20Readers%20For%20Working%20Group%20Review.pdf

2. Regardingpoliciesfrom SFDon EmergencysceneCamerasand HazMatCameraspleaseseethe attached
documentationrelatedto their implementedpoliciesin responseo your questionsposed.Additionally:

a. The Seattle Fire Department policies on image recording deviggnieral (Section 3008) and
digital cameras specifically (50QB) are attached. These policies are currently in our Policies and
Operating Guidelines (POG) and are beimigrced.

b. As for the 2/28/18 letter from Chief Scoggins, that was actually jusafa dispatch that | wrote on
his behalf. The specifics of that dispatch were never actually adopted into the POG. We felt that the
broad language contained in sections 3é®4nd 500113 already addressed the issue with regard to
all image recording dewas and that the additional specifics were netcessary.

3. Regardingoliciesfrom SDOT&ndtheir CCT\¢amerassomearelocatedin the CameraControlProtocolthat
was embedded in the SIR (that has been updated t@acbessible).

Additionally, we would like to remind you that Seattle IT has created an externally accessible SharePoint Online page
whereyou canaccesshe SurveillancémpactReportsand related materialsthat are currently readyfor your review.

Please let meknow which email address is used for your Microsoft account, so that we can set up appropriate site
permissions relative to that emadddress.

Thank you and have a great weekend,

Megan

Megan Erb
Communications Manager

SEATTLE INFORMATION TECHNOLOGY

megan.erb@seattle.gov
0: (206)2338736
m:(206)3753895

TECHNOLOGY SOLUTIONS FOR THE CITY AND PUBLIE WE SERV
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APPENDIA: GLOSSARY

Accountable:(Taken from the Racial Equity ToolkRgsponsive to the needs and concerns of those
most impacted by the issues you are working jarticularly to communities of color and those
historically underrepresented in the civic process.

CommunityOutcomes:(Taken from the Racial Equity ToolKlthe specific result you are seeking to
achieve that advances racial equity.

Contracting Equity(Taken from the Racial Equity Toolkifjorts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON:45SLI NI YSYyild 2% bSAIKo2NK22RaA

Immigrant and Refugee Access to Seedq Taken from the Racial Equity Toolk@dvernment services

and resources are easily available and understandable to all Seattle residents, includimaginen

English speakers. Full and active participation of immigrant and refQge&” Ydzy A G A Sa SEA&G& A
civic, economic and cultural life.

Inclusive Outreach and Public Engagemegfitaken from the Racial Equity ToolkRrpcesses inclusive

of people of diverse races, cultures, gender identities, sexual orientations andesmeiomic status.

Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism:(Taken from the Racial Equity ToolkRrejudgment, bias, stereotypes abban
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional Racism:(Taken from the Racial Equity Toolkidfganizational programolicies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

OCRF GhTFAOS 2% ! Nlia FyR [/ dzZ (dzNB

Opportunity Areas:(Taken from the Racial Equity Toolkid)e of sevelissue areas the City of Seattle is
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Houkihg
Environment.

RacialEguity: (Taken from the Racial Equity ToolkW/hen social, economic and political opportunities
FNE y20 LINBRAOGSR o0F&aSR dzZRyYy | LISNE2YyQa NI OSo



Raciallnequity: (Taken from the Racial Equity Toolkit.)
2 KSy | LISNER2YyQa NI OS Ol,¢éndL
political opportunities and outcomes.

REY awl OAlf OljdAade ¢22¢ 1A

Seattle Neighborhoods(Taken from the Racial Equity
Toolkit Neighborhood Boundaries defined for the purpose
of understanding geographic aressSeattle.

Stakeholders{Taken from the Racial Equity ToolKithose
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, Bools, communitybased
organizations, Change Teams, City employees, unions, el

StructuralRacism:(Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multip
institutions which leads to adverse outcomes and ctiads
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance Ordinanceseattle City Council passed
Ordinancel25376al2 NBFSNNBR G2 | &
Ordinances

Il Area Shared by Two Districts

© Neighborhood Service Centers

G§KS a{ dNBSAtElyOS

SIR ¢6Surveillance Impact Repérta document which captures the fulfillment of the Couwaefined
Survéllance technology review process, as requireddglinancel25376
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APPENDIX B: PUBLGMMENT DEMOGRAPHI&ISD
ANALYSIS

OVERVIEWF PUBLIC COMMENNYALYSIS

Analysis of public comments was completed using a combination of thematic analysis and qualitative
coding. Comments were gathered from many sources, from public engagement meetings, an online
survey form, letters, emails, and focus group discussionsoilinents may be reviewed in the
Surveillance Impact Report, Appendix E.

After assigning a theme and code for the content, City staff conducted an analysis using Rex@ehigh
summary of the results of this analysis are shown below. A detailed description of the methodology is
available in the Surveillance Impact Report, Apfig H.

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of
responses to this question is in the tophigThe percentage of responses to that question, following

the identified theme is shown in dark blue. The dark gray shows the percent of comments for this
technology that did not answer that specific question. The light gray shows the percent of response
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and
Oversight, etc.).

A word cloud of each qualitative swdode identified appears at the bottom of each question to provide
more context of the question respse themes. If an appropriate quote could be identified to capture
the overall tone of the majority of comments it was included.



COMMENTS SPECIFIGAADDRESSINEETV TRAFFIC CAMERAS

Question 1
Do you have concerns about this specific technology or how it is used? 6
M concern [ Did not respond to question Reponses to this question

Other concern

General: Nondescript concern or a concern that is not applicable to the specific technology.

Unconcerned: Expressed a lack of concern around technology use or interest in expansion of
use.

Policy, enforcement, and oversight: related to department and city policy, oversight,
accountability, transparency, audit and policy enforcement.

Government Overreach and Civil Liberties: Government unnecessarily or oversurveilling in a
way that could impact individual rights and civil liberties.

33%

Data management: Concerns expressed on any part of the data lifecycle, including third party 33%
use storage and retention.

Public safety: All applications of public safety from traffic and transit, to emergency response,
and law enforcement

IIIIII
3

33%

“Lack of a strong audit trail/inability to detect anomalous use/mis-use/abuse of the technology.”

Common Themes
inadequate audit statistics transit reporting statistics
inadequate poncvtracking rights unconcerned under.utilized misuse inadequate rights infringement
audit misuse transit safety policy tracking
Question 2
What value do you think this technology brings to our city? 5
W ves M Nl No Reponses to this question

Public safety: All applications of public safety from traffic and transit, to emergency response,
and law enforcement.

Efficiency and City finance: increase City capacity and results in cost savings, revenue - 20% _
generation, innovation, or better service.

Valuable: The public sees great value for City use of the technology, including to reduce bias
through technological subjectivity.

None or not sure: Uncertain of the technology's value or does not believe any value comes 27%
from this technology's use.

“Traffic is a nightmare in/around Seattle. Traffic cameras help me make decisions regarding my commute or travel - as a
commuter who takes the bus, traffic cameras and the SDOT Twitter feed allow me to change my bus riding times or bus route
depending on traffic.”

Common Themes

esponse investigative rqqponce emerge facilitate traffic.flow



Question 3
What worries you about how this is used?

W worry Other worry

Policy, enforcement, and oversight: related to department and city policy, oversight,
accountability, transparency, audit and policy enforcement.

Data management: Concerns expressed on any part of the data lifecycle,
use storage and retention.

including third party

[l Did not respond to question

5

Reponses to this question

27%

“Lack of an audit trail, risk for abuse, and silencing citizens”

Common Themes

management data

data storage tax dollars
e audit lack

Question 4

What recommendations would you give policy makers at the City about this technology?

[ | Policy recommendation Other recomendation I Did not respond

Increase policy, enforcement, and oversight: recommendations related to department and
city policy, oversight, accountability, transparency, audit and policy enforcement.

Increase public safety resources: Invest in tools and resources for public safety, including
additional officers or additional technology deployment.

Weigh alternatives: Use a cost benefit analysis to determine if City budget should be used for
these technologies, or for other priorities.

Improve data management: Recommendation to improve approach to data lifecycle
management, including third party use storage and retention.

None: The respondent has no recommendations for policymakers.

“Keep them. Expand them if necessary. Always be transparen

unconcerned policy

data management policy enforcement

5

Reponses
B - e
B oo~ e
B -~ e

t about how the cameras are used. Never hide intentional or

actual usage.”

Common Themes

v address P

adeoff ;| blic ove

ghtco

Question 5

Can you imagine another way to solve the problem this technology solves?

M ves

No

7 Null

None: The respondent has no alternative soluitons to recommend.

Public safety: All applications of public safety from traffic and transit, to emergency response,
and law enforcement

Common Themes

response investigative

add camera

4

Reponses to this question

“Design our roads to discourage speeding, which would redu
work, and would make conditions more wi

ce crashes, which would reduce backups, which is proven to
elcoming for walking biking and transit.”

investigative tool city planning emergency response



Question 6
Do you have any other comments? 1 3

Reponses to this question
M comment Other comment [ Did not respond to question P q

Public safety: All applications of public safety from traffic and transit, to emergency response, 53.33%
and law enforcement.

Unconcerned: Expressed a lack of concern around technology use or interest in expansion of 50.00%
use.

Policy, enforcement, and oversight: related to department and city policy, oversight, 60.00%
accountability, transparency, audit and policy enforcement.

Government Overreach and Civil Liberties: Government unnecessarily or oversurveilling in a 66.67%

way that could impact individual rights and civil liberties.

Alternative technology: Recommends either another technology, such drones or RFID, etc. 80.00%

Data management: Concerns expressed on any part of the data lifecycle, including third party
use storage and retention.

80.00%

“l appreciate the honesty and openness SDOT gave regarding this technology at one of the community engagement
meetings.”

Common Themes

transparency accountability emergency response education community



General Surveillance Comment Themes

Many comments werasubmitted as part of the public comment period that were not specific to a

technology, but to either the concept of surveillance in general, or to technologies which are not on the

Master List.

Themes

increase police
law enforcement
parking enforcement

crime prevention
transit safety public safety

Color legend
3

Top themes

public safety

crime prevention

transit safety

law enforcement

increase police

parking
enforcement

facilitate
traffic.flow

redlight cameras

add cameras

investigative tool

public oversight

increase
deployment

Safety of the public, including first response, and in some cases traffic safety.

Tool or process to aid in the prevention of crime by police.
Safety on or around public transit, roadways, or relating to traffic overall,
including bicycle and pedestrian.

Enforce the laws, whether related to City policy, traffic law, or public safety law
enforcement.

Policy recommendation or alternative solution that requires more police
officers.

Enforcement of laws specifically related to parking infractions.

Improve the ability for cars, buses and bicycle to navigate through the City.

Subject of comment was a camera technology exempt from SIR process by
Ordinance and not under review.

Desire for additional cameras, to include police, traffic, red-light or other.

Value or other comment of police to use technology as a tool for solving open
or active crimes.

Desire for public oversight of technology, may include voting, audits, or other
transparency methods.

Increase the use and deployment of surveillance technology.



DEMOGRAPHICS FOR GRONE COMMENTS

The number of reportedemographics does not correspond to the number of comments received for
the following reasons.

1. The demographic information includes all responses, regardless of which technology was
commented on to protect the privacy of those who provided a response.

2. Sone individuals offered more than one comment.

3. Some individuals did not provide any demographic information.

Method Submitted By Gender Neighborhoods
Focus Group 1 )
Focus Group 2 5 Prefer Not to Identify
Meeting 1 15 22%
Meeting 2 7 Male
47%
Meeting 3 10
Meeting 4 14
Meeting 5 5 Female ’
30%
Survey Monkey 64 ’ N'st
Grand Total 129
Age : :
agnolia / Queen Annlaakv"on‘
36% 34% ?
18-44 45-64 65+ Prefer not to identify
Dov‘wn C le
Enthnicity

53%

9% 10% - Delid Sl‘st
ge
o, 4% o

American Asian or Black or White Multiple Another  Prefer not

Indian or Asian African races race toidentify  King County (outside Seattle)
Alaska American  American Outside of King County 1
Native

Prefer not to identify 10



APPENDIX C: PUBLIEBTING NOTICE(S)

Notice of Public Meetings

Surveillance Technology Public Comment

This is the first round of public comment on previously acquired surveillance technologies. For
more information on these technologies or Surveillance Ordinance visit seattle.gov/privacy.

Meeting 1 Meeting 2 Meeting 3 Meeting 4 Meeting 5
DEptS.' Police Dept. Tran_sptsrtatmn, Police Dept. Police Dept. Tran_spu:srtatmn,
Presenting Fire Dept, Fire Dept.
Date & October 22, October 25, October 29, October 30, November 5,
Time 2018 2018 2018 2018 2018
5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 4:30-5:30 p.m.
. American Bertha Knight Green Lake Green Lake
Columbia City . Landes Room . .
. Branch Library Legion Hall: 3% Floor City Branch Library | Branch Library
Location 4771 Rainier West Seattle Hall - 600 4th 7364 East Green | 7364 East Green
Ave S, Seattle, 3618 SW Alaska Ave. Seatile Lake Dr. N, Lake Dr. N,
WA 98118 5t. Seattle, WA W ‘; 92104 ! Seattle, WA Seattle, WA
98126 98115 98115

(5th Ave door)

Technologies discussed at the meetings include:

Fire Dept. (Meetings 2 & 5)
Emergency Scene Cameras &
Hazmat Cameras

Police Dept. (Meetings 1, 3, & 4)
Parking Enforcement Systems &
Automated License Plate Readers

Transportation (Meetings 2 & 5)
Traffic Cameras &
License Plate Readers

Here's how you can provide comments:

The open comment period for these technologies is October 8 - November 5, 2018. There are
three ways to comment:

3. Send mail to Attn: Surveillance &

Privacy Program, Seattle IT, PO Box
547089, Seattle, WA 98124,

2. Submit comment online at
seattle.gov/privacy.

1. Attend the meeting. See the
table above for locations and
times.

Comments submitted will be included in the final Surveillance Impact Report submitted to City
Council and available to the public. To comment after this period has closed, contact City Council
staff at seattle.gov/Council.

Please note, this meeting will:

Ask for a sign-in record of
attendees.

Be video recorded. Collect public comments.

For meeting accommodations: Please let us know two weeks in
advance of the meeting date if language translation, or other
services are needed by emailing Surveillance@seattle.gov.

City of Seattle



Aviso de audiencias publicas

Comentarios del publico sobre tecnologias de vigilancia

Esta es la primera ronda de audiencias plblicas sohre tecnologias de vigilancia adquiridas previamente. Para obtener mas
informacian sobre estas tecnologias o sobre |a Sunveillance Qrdinance (Ordenanza sobre Vigilanda), visite

Departamentos
acargo

Fecha y hora

Lugar

Audiencia 1

Depto. de Policia

22 de octubre de
2018
5:00a6:30 p. m.

Columbia City
Branch Library
4721 Rainier Ave
5, Seattle, Wa
95118

seattle.gov/privacy.
Audiencia 2 Audiencia 3
Depto. de
Transporte y de Depto. de Policia

Bomberos

25 de octubre de
2018
5:00a6:30 p. m.

American Legion
Hall: West Seattle
3618 5W Alaska 5t
Seattle, WA SB125

29 de octubre de
2018
5:00a6:30 p. m.

Bertha Knight
Landes Room
1st Fleor City Hall -
600 4th Ave,
Seattle, Wa SE104
(5th Ave door)

En las audiencias se hablara de las siguientes tecnologias:

Transporte (audiencias 2 v 5)

Cdmaras de transito y

lectares de placas de automaoviles

Depto. de Bomberos (audiencias 2y 5)

Cdmaras para escenas de emergencia y

camaras para Hazmat (Dazardaus.
materials, materiales peligrosos)

Como puede enviar sus comentarios:
El periodo abierto para recibir comentarios sobre estas tecnologias es desde el 8 de octubre hasta el 5 de noviembre de
2018, Existen tres formas de aportar comentarios:

1. asista ala audiencia. Consulte Ia
tabla anterior para conocer los
horarios y los lugares.

2. Deje sus camentarios en linea en

seattle.gov/privacy.

Audiencia 4

Depto. de Policia

30 de octubre de
2018
5:00a6:30 p.m.

Green Lake
Branch Library
7364 East Green
Lake Dr. M, Seattle,
WA 98115

Audiencia 5

Depto. de |

Transporte y de

Bomberos

5 de noviembre de

2018

4:30 3530 p. m.

Green Lake
Branch Library

7364 East Green
Lake Dr. N, Seattle,

WA 9B115

Depto. de Policia (audiendas 1, 3 v 4]

Sistemas de control de areas de
estacionamiento y lectores automaticos
de placas de automaviles

3. Envie comentarios por correo postal a la

siguiente direccion: Syrvelllance & Privacy
Program, eattle IT, PO Box 94709, Seattle,

WA GB124.

Los comentaries enviados se incluirdn en la version final del Surveillance Impack Report. (Informe del efecto de la vigilandia)
que se presentara ante el Consejo de la Ciudad y estard disponible al piblico en general. Para aportar comentarios luego de
este periodo, comuniguese con el personal del Consejo de la Ciudad desde la pagina web seattle.gov/Council.

Tenga en cuenta que esta audiencia tendra las siguientes caracteristicas:

Se grabara en video.

Se llevara un registro de asistencia.

Adaptaciones para las audiencias: 5i necesita servicios de
traduccidn u otros servicios, envienos un correo electrénico a
Surveillance@seattle.gov dos semanas antes de la audiencia.

Se recolectaran comentarios del
publico.

City of Seattle



Ogaysiiska Kulanada Dadwaynaha
Fikradaha Dadwayanaha ee ku aadan Qalabka

Muraaqgabaynta Casriga ah

Kani waa wareegi koowaad ee lagu aruurinaayo fikradaha dadwaynuhu kagabaan galabka
muraagabaynta casriga ah noociisii hore. Wixii macluumaad dheeraad ah oo kusaabsan galabkaan
ama Surveillance Ordinance (Qaabka Muraagabaynta) booqo seattle.gov/privacy.

Kulanka 1

Waaxaha. N
Soojeedinta Waaxda Booliiska.
Tariikhda iyo | Oktoobar 22, 2018

wagtiga 5-6:30 p.m.
Laanta Maktabada

ee Magaalada
Goobta Columbia

4721 Rainier Ave 5,
Seattle, WA SB11E

Kulanka 2
Gaadiidka, Waaxda
Dab Damiska.

Oktoobar 25, 2018
5-6:30 p.m.

American Legion
Hall: West Seattle
361E 5W Alaska 5t
Seattle, WA SB126

Kulanka 3
Waaxda Booliiska.

Oktoobar 29, 2018
5-6:30 p.m.

Bertha Knight
Landes Room
1% Floor City Hall -
600 4th Ave,
Seattle, WA SB104
(5th Ave door)

Kulanka 4 Kulanka 5
. Gaadiidka, Waaxda

Waaxda Booliiska. Diab Damiska.
Oktoobar 30, 2018 | Mefeembar 5, 2018

5-6:30 p.m. 4:30-5:30 p.m.
Laanta Maktabada @ Laanta Maktabada

Green Lake Green Lake

73264 East Green 7364 East Green

Lake Dr. N, Seattle, | Lake Dr. N, Seattle,

WA 95115 WA 95115

Tignoolojiyadaha looga dooday kulanada waxaa kamid ah:

Waaxda Dab damiska. (Kulanada | Waaxda Booliiska. (Kulanada 1, 3, ivo 4)
2 iyo 5)

Kaamirooyinka Dhacdooyinka
Degdega ah iyo kaamiroyinka

Hamzat
Halkaan kabaro sida aad fikrado kudhiiban karto:
Mudada ay furantahay fikrad kadhiibashada qalabkaan casriga ah waa Oktoobar 8 -
Mofeembar 5, 2018. Waxaa jira saddex gaab oo fikir lagu dhiiban karo:

Gaadiidka (kulanada 2 iyo 5)

Midaamyada Xakamaynta Baakinka iyo
Qalabka akhriva Agoonsiga Shativada

Kaamirooyinka taraafikada iyo
Qalabka akhriva Agoonsiga Shativada

3. Boosto udir: Surveillance & Privacy
Program, Seattle [T, PO Box 34709,
Seattle, WA 98124,

2. Fikirkaaga kudir si
oonleen ah
seattle.gov/privacy.

1. Inaad kulanka kagaybgasho. Fiiri
shaxda kore oo ay kugoran yihiin
goobaha iyo xiliyada
lagabanaayo kulanada.

Fikrado kasta oo lasoo gudbiyo waxaa lagu darayaa War bixinta ugu danbaysa Surveillance Impact Report

(Saamaraynta Qalabka Muraagabada) ee loogudbiyo Dawlada hoose dadwaynuhuna ay akhri sankaraan.

Si aad fikirkaaga udhiibato kadib marka mudadaan dhammaato, laxiriir Shagaalaha Dawlada Hoose oo

ciwaankoodu yahay seattle.gov/Council.

Fadlan ogsoonow, kulankaan waa:

Dalbo Diiwanka Galitaanka dadka Aruuri Fikradaha Dadwaynaha.

Kagaybgalaaya ay saxiixayaan.

Laduubayaa si mugaal ahaan ah.

Wixi laxiriira adeegyada kulanada intay socdaan labixinaayo: Fadlan
noosoosheeg labo asbuuc kahor taariikhda kulanku dhacayo haddii
adeegyada turjumida luugada, ama adeegyo kale loobazhdo adoo email
noogusoo diraaya Surveillance@seattle.gov.

City of Seattle
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Théng Bao Vé Cac Cudc Hop Coéng Ching
Y Kién Cda Coéng Ching Vé Cong Nghé Giam Sat

By |a vong thu thap v kign cda cdng ching d3u tién vé cac cdng nghé gidam sat 43 dwoc ing dung trwede day. BE oo
thém théng tin v& cac céng nghé nay hodc Surveillance Ordinance (S8c LEnh Gidam 54t), hdy truy cip
seattle.gov/privacy.

Cudc hop 1 Cudc hop 2 Cudc hop 3 Cudc hop 4 Cudc hop 5
Cac 50 To 5& Giao Thang 5 Giao Thing
chirc Cudc 5& CAnh 54t Vin Tai, S& Ciru 5& Canh 54t 5& Canh Sat VEn Tai, S& Ciru
Hop Hoa Haa
Mgay 22 thang 10 | Mgay 25 thaéng 10 | Ngay 29 thang 10 | Mgay 30 théng 10 | Mgay 5thang 11
. e nam 2018 nam 2018 nam 2018 nam 2018 nam 2018
MNgay & Gio’ . . . . . . . L. s o
5gid-6gio 30 5gid- 6 gia 30 5gio-6gio 30 5gio - 6 gicr 30 4 gic 30 -5 gid
phit chigu phit chigu phit chigu phut chidu 30 phit chigu
e American Legion Bertha Knight Green Lake Green Lake
Columbia City Landes Room . .
. Hall: West A Branch Library Branch Library
o e Branch Library 1% Floor City Hall
Bbia diém . Seattle 7364 East Green | 7364 East Green
4721 Rainier Ave - 600 4th Ave,
S Seattle WA 3618 5W Alaska eattle WA Lake Dr. M, Lake Dr. M,
’ 98113' 5t. Seattle, WA 93164 Seattle, WA Seattle, WA
98126 (Sth Ave door) 98115 98115
Cac cing nghé duorc thao ludn tai cic cudc hop bao gom:
Giao thing van tai (Cudc hop 2 & 5) S& Ciru Hoa (Cudc hop 2 &.5) S& Canh Sat (Cudchop 1,38 4)
Cac May Quay Giao Théng & May Quay Trrdng Hop Khdn C8p | HE Théng Thuc Thi Vigc Diu Xe & Cac
Cac Thigt Bj Boc Bign 58 Xe & May Quay Hazmat Thi&t Bi Doc Bién 58 Xe T Bong

Day la cach quy vi co thé dwa ra y kién cia minh:
Théi gian 13y ¥ ki€n cho cdc cdng nghé trén 1a Ngay 8 thang 10 — Ngay 5 thang 11 ndm 2018. C5 ba céch
dura ra v kign:

1. Tham du cudc hop. Xembang 2. Nop v ki€n truc tuyén tai 3. G thu d&n Attn: Surveillance &
bén trén d& hiét thei gian va dia seattle.gov/privacy. Privacy Program, Seattle IT, PO Box
diém. 94709, Seattle, WA 98124,

Cac y ki€n duwoc ndp 58 dwoc dua vao ban Surveillance Impact Report (Béo Cao Tac Béng Giam 5at) cudi cing ndp
cho Héi B8ng Thanh Phé va cd sdn danh cho céng ching. BE dua ra v kign sau khi giai doan thu thap v kiEn d3 kt
thic, hdy lign hé v&inhan vién cla Hoi ©8ng Thanh Pha tai seattle.gov/Council.

Vui long luru y, cudc hop nay sé:
Puore ghi hinh. Yéu cdu lwu tén trong danh sach  Thu thdp cic ¥ kifn cha cng ching.
dang ky tham duwr.

P& dap irng cdc yéu cau digu chinh: Vui long théng bdo cho ching tdi biét hai

tudn trord'c ngay din ra cudc hop néu guy vi can dich vu thing dich ngdn ngil i f
hodc cac dich vu khéc, bing cach giti email d&n Surveillance@seattle.gov. Clt 'f G Seatt le



Paunawa sa Mga Pampublikong Pagpupulong

Komento ng Publiko sa Teknolohiya sa Pagmamanman

Ite ang unang round para 53 pREKOMENRS ne publika tunzkol 53 mea. dating nakunang teknglohiva 53 paEmamanman. Para 53
higit. pang imearmasyan tunekel 53 mea teknQlehivang ke.o 53 Surveillance Ordinance (Qrdinansa sa PaEMAamanmanl.
humisita 53 seattle.gov/privacy.

Pagpupulong1 | Pegpupulens2 | Pagpupulong3 | Paspupulongd | Paspupulong S

Mgza Repartamento Departamenta
DeRariaments ne " | Deparamentonz | DeRAaTamentsng ne
Pulisya Pulisya Pulisya
na Maglalahad Bumpere Bumbers
Mobyembrs. s,
p at Oktubre 22, 2018 Oktubre 25, 2018 | Okiubre 25, 2018 | Okiubre 30, 2018 2018
beten ot Qaz 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 4:30-5:30 p.m.
Bertha Knight
Columbia City American Legion Landes Room Ereenlli_.::c:rl:mnch Ereenlli::c:wﬂranm
Lokasyon Bram:!1 !Jhrary Hall: West Seattle | 1* Floor City Hall - 7354 East Green 7364 Fast Graen
4721 Rainier Ave 5, | 3618 5W Alaska 5t £00 4th Ave, Lake Dr. N. Seattle. | Lake Dr. N. Seattle
Seattle, WA 98118 | Seattle, WA 98126 | Seattle, WA 98104 WA BR115 WA BE115
[5th Ave door)
Kabi 58 teknolobi talakavin 52 I ang:
Transportasyon (Pzepupulong 2 at 5) Departamenta ng Bumbero Departamentg ng Pulisya (Pagpupulong
(PzERUpUlong 2 at 5) 1,3 atd)
Mga Camera 53, Traniko at Mgz Camera 53 Pinangyarinan ng Mgz Sistema 53 Pagpapatupad ng
License Plate Readers (Mga Tagabasang | Emergency at Iylga Camera ng Tamazng PaEpaparada at Mea Automated
Lizensyadeng Plaka) Hazmat License Plate Reader (Mga Awtomatikong
Taeabasa ne Lizensvadang Plakal

Narite ang mga paraan kung paange ka makapaghibigay ng mea kemente:
ANg paNaNRN Ne Bitkas 02 RAEkekRMRNLR Para 53 MER tekNRIRNNGENE Be.ay mua Qktubre 8 - Nobyembre, 5, 2018. May
tatlang Raraan Yeane makaragkamenta:

1. Dumale.sa puleng. Tingnan ang 2. Wagsumits ne komantg,online 53 3. Mazpadala ne liham 53 Attn:
talahanayan sa.itags para sa mEa seattle.gov/privacy. Surveillance & Privacy Program, Seattle IT,
lokdsyon at gras. PO Box 24705, Seattle, WA 98124,

15353003, 38 3NUMANE isiNUMItENE kemente 53 hiling Surveiliance Impact Report (Llat 53 Epskto ng Pazmamanman) 02
isusumite 53.Kenseho ne Lungsod at isasapublike, Upang makaraghieay. nz komente nagkalipas ne panaheng e, makinas:
YENAYAN.52 Mea kawani ne Kpnseho ng Lungsod sa seattle.gov/Council.

Mangyaring tandaan ang puleng na itg ay:

Ire-record sg video. Hihingi ng tala ng pag-signinngmga  Mangongolekta ng mga kemente ng
dadalo. publiko:

Para 53 Mga pangangrilangan sa nageupylens: Mangyaring inaalam sa.amin
kung%@mngm%ﬁ%@ng%ﬂ@mngm .

dalawang lingge bage ang petsa ne PAERURYIONE 53 PAMAMAEIAN NE City of Seattle
pagpapadala ng email 53 Surveillance@seattle.gov. |
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APPENDIX D: MEETIS&NIN SHEET(S)

Neighborhood Race/Ethnicity Age Gender

O Ballard O Lake Union | E.White O Under 18 ]S\Female

[ Central [J North [ Black or African []18-44 0 Male
American

[1 Delridge O Northeast | [0 American Indian or | [145-64 O Transgender
Alaska Native

O East District [ Southeast | [J Asian ‘Q 65 + O Prefer not

to identify

[ Greater O Southwest | (1 Native Hawaiian or | [ Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | [ Hispanic or Latino

]ﬂPrefer not to identify [ Prefer not to

A identify

VR
G
Neighborhood Race/Ethnicity Age Gender

[ Ballard O Lake Union | 0 White O Under 18 | [ Female

O Central O North O Black or African 0 18-44 ﬂMaIe
American

[ Delridge O Northeast | [J American Indian or ‘%45—64 [ Transgender
Alaska Native

[ East District [ Southeast 65+ O prefer not

[ Greater O Southwest

Duwamish
lﬁi King County (outside Seattle)

[ Prefer not to identify

G

“% Asian

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify




Neighborhood Race/Ethnicity Age Gender

O Ballard [ Lake Union BT White O Under 18 | O Female

O Central [ North [ Black or African [ 18-44 El’l\)lale
American

y

(1 Delridge O Northeast | I American Indian or | L145-64 I Transgender
Alaska Native

O East District [ Southeast | [J Asian 65+ O Prefer not

’ to identify

O Greater [Z(Southwest (I Native Hawaiian or | (I Prefer not

Duwamish other Pacific Islander | to identify

O King County (outside Seattle) | I Hispanic or Latino

(1 Prefer not to identify [ Prefer not to
identify

\
\
i
Neighborhood Race/Ethnicity Age Gender

O Ballard [ Lake Union | O White O Under 18 | O Female

O Central [ North O Black or African [ 18-44 O male
American

[ Delridge O Northeast | [ American Indian or Ff45—64 1 Transgender
Alaska Native

[ East District [ Southeast | [J Asian des + [ Prefer not

[ Greater
Duwamish

)ﬁ Southwest

[ King County (outside Seattle)

[ Prefer not to identify

G

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

O Prefer not to
identify

[ Prefer not
to identify

to identify




Neighborhood Race/Ethnicity Age Gender
[ Ballard O Lake Union | White OO Under 18 XK Female
[ Central [ North [ Black or African [J18-44 0 Male
American
[ Delridge O Northeast | [0 American Indian or @45-64 O Transgender

Alaska Native

[ East District [ Southeast | [J Asian 65+ I Prefer not
to identify

O Greater BSouthwest | [0 Native Hawaiian or | [ Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | [J Hispanic or Latino

O Prefer not to identify [0 Prefer not to
identify

\
N\
Gl ..
Neighborhood Race/Ethnicity Age Gender

[ Ballard [ Lake Union lﬁWhite O Under 18 | O Female

O Central O North O Black or African [ 18-44 & Male
American

[ Delridge Kl Northeast | 1 American Indian or $ 45-64 [ Transgender
Alaska Native

[ East District [ Southeast | [J Asian 65+ O Prefer not

O Greater [ Southwest

Duwamish

[ King County (outside Seattle)

[ Prefer not to identify

G

O Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify




Neighborhood Race/Ethnicity Age Gender
O Ballard [ Lake Union I_V_(White [0 Under 18 | [ Female
Central I North [ Black or African 8(18-44 IQ/MaIe
American
[ Delridge O Northeast | O American Indian or | (1 45-64 [ Transgender
Alaska Native
[J East District [ Southeast | [ Asian 065+ O Prefer not

[ Greater
Duwamish

O King County (outside Seattle)

[ Southwest

O Prefer not to identify

G

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify




Neighborhood Race/Ethnicity Age Gender

g Ballard [ Lake Union | [XI White O uUnder 18 | O Female

O Central [ North O Black or African [118-44 K Male
American

[ Delridge [ Northeast | [ American Indian or ﬂ 45-64 [ Transgender
Alaska Native

[ East District [ Southeast | [ Asian 65+ O Prefer not

to identify

[ Greater [ Southwest | OJ Native Hawaiian or | LI Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | [J Hispanic or Latino

[ Prefer not to identify 1 Prefer not to
identify

IR
Gl
Neighborhood Race/Ethnicity Age Gender

O Ballard [ Lake Union \?Lyvhite O Under 18 | O Female

KLCentral J North [ Black or African [118-44 I?,Male
American

[ Delridge O Northeast | I American Indian or | 1 45-64 [ Transgender

[ East District [ Southeast

[ Greater [ Southwest

Duwamish

[ King County (outside Seattle)

[ prefer not to identify

G

Alaska Native

O Asian

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

ﬂGS +

[ Prefer not
to identify

O Prefer not
to identify




















































































































































































































































