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Request for Proposal
RFP# SCL-464
Integrated Learning and Talent Management System (LTMS)

Closing Date & Time:  Wednesday, December 4, 2013, 3:00PM  (Pacific)

Solicitation Schedule
	Events 
	 Dates

	RFP Issued
	11/07/13

	Pre-Proposal Conference
	11/13/13 
@1:00PM

	Deadline for Questions
	11/19/13

	Final Posting of Answers to Questions 
	11/22/13

	Sealed Proposals Due to the City
	12/04/13
@3:00 PM

	Announce Most Competitive Proposers
	12/20/13

	Software Demonstrations and Interviews
	*2/17/14 to 2/28/14

	Announcement of Apparent Successful Proposer
	*3/04/14

	Contract Award
	*4/18/14



	

	*Estimate

The City reserves the right to modify this schedule at the City’s discretion.  Notification of changes in the response due date would be posted on the City website or as otherwise stated herein.
All times and dates are Pacific.
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PROPOSALS MUST BE RECEIVED ON OR BEFORE THE DUE DATE AND TIME AT THE LOCATION STATED IN SECTION 7:











1. INTRODUCTION AND PURPOSE.
1.1  Purpose:
The City of Seattle City Light Department  (hereafter referred to as SCL, “City Light”, or “the City”) is seeking to procure an externally hosted software system to provide learning management and other human resource related services (hereinafter referred to as “talent management”.)  This integrated learning and talent management software system (LTMS) will be used to manage the enrollment and completion of training for City Light’s workforce of 1800 employees and will be a vehicle for delivering on-line training and tracking results.  It will also be used to track and manage employee recruitment and onboarding, succession planning, performance appraisals, skills-gap analysis, employee development planning, and an on-line library of educational and support materials.  
The goal of the Learning and Talent Management System is to provide City Light and, eventually, all City of Seattle departments a current generation platform for integrated learning management and employee support functions.  Approximately 10,000 employees work for the City of Seattle.  The City currently has a centralized Human Resources Information System (HRIS) which tracks employees by position, classification, and other basic human resources information; the new LTMS must interface appropriately with the core HRIS.  
The purpose of this RFP is to solicit proposals for the most appropriate Learning and Talent Management System from a qualified Vendor at a firm, fixed price per employee, including externally hosting the system and providing all necessary implementation services.  (For the purposes of this RFP, a “Vendor” is a company that can provide goods and/or services to the City of Seattle; a “Proposer” is a Vendor who has submitted a response to this RFP; and a “Contractor” is a Vendor with whom the City has contracted for goods and/or services.)  
The City prefers to acquire an existing system that is commercially available without major customizations, in use by other similar agencies in other jurisdictions of a similar size and complexity, and proven to operate effectively over time.
The City likewise prefers to contract with a Vendor who has demonstrated long-term viability as a company and a long-term commitment to customers through regular product enhancements and on-going support.
The City is seeking a Vendor that provides a proven, effective, and carefully structured approach to configure and implement the chosen system.  In this context, implementation refers to all efforts required to provide a complete and functioning system loaded with City Light data, and to prepare City Light to use it effectively. This includes implementation planning, detailed design, interfaces, software integration, software configuration, testing, training, data loading, end user and technical documentation, project management, implementation change management, and post-implementation warranty support as described in the Statement of Work (Section 5).
Although the City is requesting proposals for complete systems, including software, and services that include any and all third-party components, the City at its sole discretion may choose not to acquire all optional system components.  The City may also exercise the option to procure third-party components directly, in addition to or in lieu of any identified in specific proposals.
City Light expects to fully implement the selected LTMS by or before August 31st, 2014.  There is currently no specific plan or schedule for other City departments to use the LTMS.
The City intends to award to the highest ranked Vendor that will assume financial and legal responsibility for the contract. Proposals that include multiple vendors must clearly identify one Vendor as the “prime contractor” and all others as subcontractors.
The City reserves the right to reject any or all Vendors whose software and implementation proposals do not adequately meet the City’s stated Minimum Qualifications or Mandatory Requirements (Sections 2 and 3, respectively) or the price of which exceeds the amount that City Light determines it is able to afford for this procurement.
1.2  Background:
Seattle City Light is the 10th largest public utility in the U.S. and recently ranked #1 in business customer satisfaction among midsize utilities in the west by J.D. Power and Associates.  City Light performs electrical power generation, transmission, and distribution to residential, commercial, and industrial customers in the Seattle area.  Its workforce consists of 1,800 employees across multiple locations in Washington state.     

As a national leader in energy efficiency and environmental stewardship, City Light needs a centralized repository for learning and training records. Currently, the information is housed in several electronic and paper based systems, impacting City Light’s ability to respond to internal and external customer requests for information, directly align learning with business needs, and prepare employee training and career development plans. City Light’s performance management system is also paper-based, resulting in inconsistent processes, delayed feedback, and manual administration of paper evaluations; there is currently no automated linkage between performance management and training.

As a result of Strategic Plan funding, Seattle City Light would like to purchase a web-based learning and talent management system by March 31, 2014. The system should provide for the management and automation of training records, delivery of online courses, employee registration, customized course catalog, and notifications. The system should additionally allow for the creation of individual learning and development plans, support on-line performance management, assist with employee on-boarding, and include a robust succession planning component to bridge the institutional knowledge gap between seasoned, retirement eligible employees and newer employees with limited knowledge base. 

These component functions of talent management and learning management should be fully integrated across the product platform.  In addition, the system should include easy access to reliable data and user-friendly, value-added report generation (standard and customizable) to support business planning and strategy development.        

The Learning and Talent Management System will be acquired and maintained through a multi-year contract between the City of Seattle and the selected Vendor, with  an initial period of five years and an option to extend. The LTMS must integrate with City Light’s current systems to convert and import training history and demographic data. The implementation of a learning management system will allow City Light to perform a multitude of functions with less manual administration in one location , having a direct impact on achieving key business goals over the long term. 
1.3 Objectives
Seattle City Light expects to achieve the following objectives, using a strategically planned, phased approach:

· Purchase the licenses to use a Learning and Talent Management System that provides necessary stability, availability, and reliability while best meeting the City of Seattle’s and Seattle City Light’s functional requirements. 
· Obtain a solution provided as Software as a Service (SaaS), or hosted arrangement (off-site on a Vendor’s secure server,) which complies with the City’s security and backup procedures.
· Partner with a customer service-oriented and solution-focused Vendor who will be accessible, pro-active, and attentive to the City’s needs throughout the duration of the contract.
· Provide a smooth, successful utility-wide roll-out and launch using a phased approach, with guidance and assistance from the selected Vendor.
1. Initially implement the LTMS for City Light, but with the ability to scale to include other City departments for up to 10,000 users total.
1. Provide a user-friendly, customized portal for employees of all levels to access the system as authorized for a variety of purposes and utilize with ease.
1.4 Scope

Software Scope
The functional capabilities of the software acquired must include:
· Learning Management: Training event management (scheduling, tracking); Student registration and administration; Training record management (certifications, continuing education, compliance training, Tuition reimbursement).     
· Content Management: Course authoring (template driven); Collaborative content development; Workflow integration.
· Talent Management: Applicant tracking; Full-cycle recruitment; On-boarding; Compensation management; Succession Planning (Career Ladder identification; Institutional knowledge transfer).  
· Performance Management: Online appraisals; Skills-gap analysis; Individual development plans linked to performance review; Competency-based learning to fill knowledge gaps.
· Web-based Training: Online library of  professional development topics.     

Services Scope
As part of the contract scope, the City requires system implementation and integration services to configure the selected software for City Light.  Both software and services must be included in the winning proposal. Multiple Vendors may be included in the proposal for execution of the various proposal components, but proposals that include multiple Vendors must clearly identify one Vendor as the “prime contractor” and all others as subcontractors.  The prime contractor will retain ultimate responsibility for the entire contract and its successful execution.  SCL will partner with the chosen Vendor during implementation, both to assist with the transition, and to ensure sufficient knowledge transfer for SCL to be fully capable of assuming its role for on-going management of system content.
The Statement of Work (Section 5.0 of this RFP) provides more details on the City’s preferred implementation phasing approach and expectations regarding project approach and deliverables.
1.5 Current System Overview
There is no current automated system that this new system will replace.  The functions to be automated by a new Learning and Talent Management System are currently performed manually.
1.6 Computing Standards
The Vendor-hosted system must be available and fully functional on standard City of Seattle desktop, laptop, and tablet computers running Windows 7.
1.7  Interfaces

Proposers should evaluate the following list of minimally required interfaces. Proposer’s cost proposal must include developing and implementing all of the following interfaces.  
Required Interfaces
	Vendor /
Application Name
	Direction 
(relative to LTMS)
	Interface Description 

	CoS HR Systems (Oracle PeopleSoft for HRIS and ADP EV5 for Payroll)
	Inbound
	· Changes to employee positions/roles
· New employees
· Terminations
· Retirements

	
	Outbound
	· N/A

	MS Outlook 2010
	Inbound
	· Calendar schedules

	
	Outbound
	· Inspection appointments
· Intake appointments
· Review appointments



	1.8  Data Migration

For purposes of determining level of effort for data conversion, Proposers should assume City Light wishes at a minimum to migrate the data indicated in the following table.
Data Migration
	Source System
	Data Category
	Data Elements 

	CoS HR Systems (Oracle PeopleSoft for HRIS and ADP EV5 for Payroll)
	Employee
	· Name
· Number
· Classification
· Position
· Department

	
	Employee Training History
	· Course
· Start date
· Completion date
· Completion status
· Certification





2. MINIMUM QUALIFICATIONS 
The following are minimum qualifications the Vendor must meet in order for their proposal submittal to be eligible for evaluation. The City requires a Minimum Qualifications Response Document (Section 9.4) as part of each proposal response, to clearly show compliance to these minimum qualifications.  The RFP Coordinator may choose to determine minimum qualifications by reading that single document alone, so the submittal should be sufficiently detailed to clearly show how you meet the minimum qualifications without looking at any other material. Those that are not clearly responsive to these minimum qualifications shall be rejected by the City without further consideration:
Proposer must meet the following minimum requirements to be considered responsive. Failure to meet these minimum requirements will cause the Proposer to be rejected from further evaluation.

Software
· Software Vendor has been in the business of providing human resources software for a minimum of 5 years.
· A single, fully integrated software product provides learning management and talent management functions.
· Major version of software (e.g. 5.XX) being proposed has been in production for a minimum of 1 year.
· Major version of software (e.g. 5.XX) being proposed must be operating as software as a service (SaaS) to provide a full range of integrated talent management/learning management functions in at least 2 North  American jurisdictions with 10,000 employees or more.

Project Manager
· Proposed project manager has managed at least 3 software implementation projects of similar scope and complexity within the last ten years
· Proposed project manager has managed at least one implementation project that involved the proposed software major version (e.g. 5.XX) within the last five years.


3. MANDATORY FUNCTIONAL AND TECHNICAL REQUIREMENTS
The following are mandatory functional and technical requirements the Vendor must meet for the proposal to remain eligible for consideration. Each Vendor must clearly show that their product or service meets these mandatory technical requirements, or their proposal will be rejected as non-responsive. The City requires a Mandatory Functional and Technical Requirements document (Section 9.5) as part of the proposal response, to clearly show compliance with these mandatory requirements. The RFP Coordinator may choose to determine compliance with mandatory requirements by reading that single document alone, so the submittal should be sufficiently detailed to clearly show how you meet the mandatory requirements without looking at any other material. Those that are not clearly responsive to these mandatory requirements shall be rejected by the City without further consideration:
The following Mandatory requirements can be found embedded in the Functional and Technical Requirements shown in Section 9 of this RFP document.




	Requirement Description
	Location of requirement

	System administration/configuration can be performed by HR staff; routine administration and configuration activities do not require IT staff support.
	G-1

	System includes embedded security so that certain users are granted special privileges and others are not.

	G-3

	System supports administrators changing security privileges as employee's roles change.

	G-4

	System enables administrators to create, configure and copy workflows, templates and form design including approval process management.

	G-6

	Supports tailoring of workflows by audience (different approval workflows for different organizations – multiple, single, indirect, etc.)

	G-7

	System is modular, allowing deployment of only required functionality (turning on or off features and modules.)

	G-10

	System provides ability to support different business rules for each department or organization.

	G-11

	System provides ability to set up portals that are unique to a specific business unit in the organization.

	G-12

	System supports audit trails and e-signatures.

	G-13

	System enables integration of 3rd party content libraries, either housed in the LTMS or integrated with the provider's servers.

	LC-1

	System supports uploading standards-based e-learning content (SCORM 1.2, SCORM 2004, AICC).

	LC-2

	System supports administrators easily uploading e-learning content developed with common, standards-based authoring tools (e.g. Captivate, Camtasia, Articulate, Lectora, Toolbook).

	LC-3

	System provides ability for HR administrators to create multiple plan forms (templates) and assign the appropriate plans to different organizations, locations, etc., without IT staff support.

	PM-9

	System provides ability to maintain the competency library and job hierarchy in one place to feed the performance management, learning management, organizational planning, succession management, career management, compensation, and workforce planning processes.

	CM-51

	System provides security controls around whether candidates or their managers can see if they are being considered for a position or program.

	STM-12

	Career management and development capabilities are integrated with other performance and talent management processes and are all part of one application.

	CA-1

	Vendor has comprehensive security model, including network, data, and application security; data center security; application and system support; upgrades and maintenance; and personnel access rights.

	S-1

	Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities as articulated by the "OWASP Top-10" (www.owasp.org), and has been found to be free of significant security defects.

	S-2

	System supports 128-bit encryption and SSL.

	S-7

	System masks the presentation of sensitive data as determined by the City based on user security.

	S-11

	System supports security log-on requiring a user ID and password to prevent unauthorized access to the system and its data files.

	S-12

	System can support intruder lockout after a certain number of attempts.

	S-16

	System supports passwords expiring after a specified number of days.

	S-17

	System utilizes password encryption for secured log on.

	S-18

	All stored passwords are encrypted and may not be viewed by humans.

	S-19



4. MINIMUM LICENSING AND BUSINESS TAX REQUIREMENTS
Any resultant contracts require proper business licensing as listed below.  The Vendor must meet all licensing requirements immediately after contract award, or the City will retain the right to reject the Vendor. 
Companies must license, report and pay revenue taxes for the Washington State business License (UBI#) and Seattle Business License, if they are required to hold such a license by the laws of those jurisdictions.  The Vendor should carefully consider those costs prior to submitting their offer, as the City will not separately pay or reimburse those costs to the Vendor.  

Mandatory Seattle Business Licensing and associated taxes.
1.	If you have a “physical nexus” in the city, you must obtain a Seattle Business license and pay all taxes due before the Contract can be signed.  
2.	A “physical nexus” means that you have physical presence, such as: a building/facility located in Seattle, you make sales trips into Seattle, your own company drives into Seattle for product deliveries, and/or you conduct service work in Seattle (repair, installation, service, maintenance work, on-site consulting, etc). 
3.	We provide a Vendor Questionnaire Form in our submittal package items later in this RFP, and it will ask you to specify if you have “physical nexus”.
4.	All costs for any licenses, permits and Seattle Business License taxes owed shall be borne by the Vendor and not charged separately to the City.  
5.	The apparent successful Vendor must immediately obtain the license and ensure all City taxes are current, unless exempted by City Code due to reasons such as no physical nexus. Failure to do so will result in rejection of the bid/proposal.  
6.	Self-Filing You can pay your license and taxes on-line using a credit card  https://dea.seattle.gov/self/ 
7.	For Questions and Assistance, call the Revenue and Consumer Affairs (RCA) office which issues business licenses and enforces licensing requirements.  The general e-mail is rca@seattle.gov.  The main phone is 206-684-8484.
8.	The licensing website is http://www.seattle.gov/rca/taxes/taxmain.htm.  
9.	The City of Seattle website allows you to apply and pay on-line with a Credit Card if you choose.
10.	If a business has extraordinary balances due on their account that would cause undue hardship to the business, the business can contact our office to request additional assistance. A cover-sheet providing further explanation, along with the application and instructions for a Seattle Business License is provided below for your convenience.  
11.	Please note that those holding a City of Seattle Business license may be required to report and pay revenue taxes to the City.  Such costs should be carefully considered by the Vendor prior to submitting your offer.  When allowed by City ordinance, the City will have the right to retain amounts due at the conclusion of a contract by withholding from final invoice payments.




 

Mandatory State Business Licensing and associated taxes.
Before the contract is signed, you must provide the State of Washington business license (a State “Unified Business Identifier” known as UBI #) and a Contractor License if required.  If the State of Washington has exempted your business from State licensing (for example, some foreign companies are exempt and in some cases, the State waives licensing because the company does not have a physical presence in the State), then submit proof of that exemption to the City.  All costs for any licenses, permits and associated tax payments due to the State as a result of licensing shall be borne by the Vendor and not charged separately to the City.  Instructions and applications are at http://bls.dor.wa.gov/file.aspx    

5. Statement of Work (SOW)
The vendor will be responsible for the analysis, design, testing, implementation, training, and support of a completed, operational, integrated LTMS according to the functional descriptions prescribed within this specification.  Delivery of the work described in this Specification will include, but not be limited to, the following Basic Services:

	Objective 1:  Provide Project Management and Coordination

	Deliverable 1.1
	Baseline Detailed Project Work Plan

	Purpose
	To establish a mutually agreed-upon project baseline before significant work occurs and to identify the specific tasks and resource levels necessary to timely deliver the elements in the Work Statement.

	Content
	A hierarchical work breakdown structure, including task dependencies, schedules, deliverables, and the Contractor and SCL resource assignments broken down to a sufficient level of detail to allow effective project control. The project work plan shall also include a detailed analysis of key project performance indicators.

	Deliverable 1.2
	Project Status Reports

	Purpose
	To provide clear ongoing communications to stakeholders concerning the status of the project.

	Content
	A biweekly report containing sufficiently detailed information to enable SCL to determine the status of the project and any variance from the detailed project plan, schedule, or budget.  The status report will include, at a minimum:
· Technical status of the project including Deliverable status, configuration status, and forecasted Deliverable status for the next reporting period
· Resource status for the project including staff utilization 
· Schedule status for the project including task status, milestones completed, phases completed, schedule trends, and schedule summary
· Comparison of actual percent complete versus scheduled for the work breakdown structure
· Issues, risks, and resource constraints which are effecting or could affect progress including the proposed or actual resolution
· Proposed changes to the project work plan, reasons for the changes, and approval/disapproval determination for any proposed changes
· Updated detailed project work plan with approved changes highlighted 



	Objective 2:  Assist with Business Process Design, Address Gaps, and Configure Software

	Deliverable 2.1
	System Configuration Plan

	Purpose
	To document how the system is to be configured and the business process decisions behind the configuration. To identify gaps where the software cannot be configured to meet desired business processes and identify resolutions for those gaps, as well as to clearly communicate the system configuration.

	Content
	A document that effectively describes the entire system configuration, including decisions made and the logic behind those decisions.  The document will identify specific business activities that cannot be automated with the Licensed Software, describe alternative solutions, identify related cost, schedule, and design impacts, recommend solutions and document decisions.

	Deliverable 2.2
	System Security Plan

	Purpose
	To document any changes required in the application or hosting environment to meet the City’s security requirements.

	Content
	A document that fully describes the compliance of the application and its environment with the City’s stated security requirements.  The document will identify any changes which will be made to complete compliance and any gaps which will require additional technical or procedural responses in order to mitigate them.

	Deliverable 2.3
	Configured Software Ready for Test

	Purpose
	To deliver a functioning set of the Licensed Software to SCL configured for test in accord with the System Configuration Plan and System Security Plan.  To certify that all test and production Computer System environments are functioning as necessary to support the implementation effort.

	Content
	The configured Licensed Software, installed on Vendor’s Computer System, including all workflows necessary to support SCL business operations.  Certification that the Licensed Software works as intended, meets security requirements, and is ready for user testing.

	Deliverable 2.4
	Application Architecture Documentation

	Purpose
	To concisely document the Licensed Software’s architecture and interfaces in a manner understandable to all project participants.

	Content
	A document that details:
1. The major modules of the software and the interfaces between them
2. For each software module, the major data inputs, functions to be performed, and major data outputs
3. All external interfaces, including a description of the information sent and received, and the method and timing of the interface
4. Data structure definitions
5. A security plan for user access rights and a template to guide the City’s development of a comprehensive security plan for use of the software




	Objective 3:  Migrate and Load Data.

	Deliverable 3.1
	Data Conversion Plan

	Purpose
	To define the approach and schedule for loading SCL data to the new Licensed Software and for populating data fields that must be completed prior to Productive Use.

	Content
	A document that:
1. Identifies the data to be converted, including a map that cites specific data sources and destinations for each field 
2. Defines necessary conversion algorithms
3. Defines roles and responsibilities associated with data conversion and field population
4. Identifies all data elements in the Licensed Software that must be populated prior to Productive Use, including those with no source data in SCL’s legacy systems 
5. Provides a plan for ensuring that the Licensed Software is appropriately populated with all necessary data prior to Productive Use
6. Provides a plan for testing the converted and populated data in the Licensed Software for accuracy and consistency

	Deliverable 3.2
	Migrated Data

	Purpose
	To convert existing data and migrate it to the new Licensed Software in accord with the Data Conversion Plan.

	Content
	Data converted and loaded onto the test system, verified, and migrated to the production system and certified as ready for use.



	Objective 4:  Develop Interfaces.

	Deliverable 4.1
	Interface Specifications

	Purpose
	To document the specifications for system interfaces defined in the RFP.

	Content
	A document that defines the specifications for necessary interfaces at a sufficient level of detail to support development of interfaces.

	Deliverable 4.2
	Tested Interfaces

	Purpose
	To deliver the real-time or near-real-time functionality that effectively connects the Licensed Software to the required interface programs.

	Content
	Software code and/or configuration parameters to make the interfaces specified in the Interface Specifications operational.  Certification that the interfaces are working in accord with the associated specifications.







	Objective 5:  Perform Testing.

	Deliverable 5.1
	Test Plan and Scripts

	Purpose
	To define the approach for testing of the Licensed Software.

	Content
	A document that:
1. Defines the overall testing process, including unit, system, acceptance, field, and performance testing
2. Includes all necessary test scripts – these will be developed by the Contractor and will adhere to SCL quality assurance standards
3. Defines a mechanism for tracking test performance and completion
4. Defines procedures for managing the test environment, including change control
5. Defines procedures for assigning severity to problems encountered
6. Defines entrance and exit criteria for each round of testing

	Deliverable 5.2
	Tested Software

	Purpose
	To ensure the software as configured is ready for business use.  SCL will conduct user acceptance testing.

	Content
	Software certified as ready for use/user-acceptance testing.

	Deliverable 5.3
	Volume/Stress Testing Report

	Purpose
	To conduct volume/stress testing and document the results of performance testing.

	Content
	Completed volume/stress testing and a document that:
1. Describes the overall volume/stress testing process
2. Documents the volume/stress testing results and provides recommendations for improving system performance
3. Documents improvements made to tune the system for optimal performance



	Objective 6:  Conduct Training.

	Deliverable 6.1
	Training Plan

	Purpose
	To define the approach and schedule for end-user and technical systems operation/configuration training.

	Content
	A document that:
1. Outlines the necessary classes and curriculum for each class
2. Provides a content outline to guide development of classroom materials
3. Identifies SCL attendees and instructors
4. Provides a training schedule
5. Provides a mechanism for tracking completion of training

	Deliverable 6.2
	Training Materials

	Purpose
	To provide SCL with materials for each training session.

	Content
	Content and materials for each class, tailored to SCL’s configuration.

	Deliverable 6.3
	Training

	Purpose
	To train SCL “trainers” on system use and train technical staff on system administration and configuration of the Licensed Software.

	Content
	The delivery of user and technical systems operation training in accord with the Training Plan.



	Objective 7:  Provide Go-Live Support and Stabilization Services

	Deliverable 7.1
	Go-Live and Stabilization Plan

	Purpose
	To define the steps necessary for a successful Go-Live and subsequent stabilization of the Licensed Software.

	Content
	A detailed task plan, including a readiness checklist and resource assignments, to support moving the Licensed Software into Productive Use.  

	Deliverable 7.2
	Business User Manual

	Purpose
	To guide SCL business staff with the use and ongoing configuration of the Licensed Software.

	Content
	Online documentation that supports SCL-specific business use of the software and provides guidance to end users in correct execution of user-performed application maintenance and configuration activities.  Includes site-specific customizations and usage considerations.

	Deliverable 7.3
	Configured Licensed Software in Productive Use

	Purpose
	To provide SCL with functioning Licensed Software configured to meet SCL’s business needs, loaded with SCL’s data per the Conversion Plan, and interfaced with other SCL systems per the Interface Plan.

	Content
	Implemented Licensed Software hosted by the Vendor in Productive Use.

	Deliverable 7.4
	Stabilization Services

	Purpose
	To provide SCL with support services for a defined period of time subsequent to Go-Live, including the identification and resolution of malfunctions and operational issues.

	Content
	Stabilization services, commencing at Go-Live and terminating at Services Final Acceptance.



	Objective 8:  Provide Ongoing Operation, Maintenance, and Support Services

	Deliverable 8.1
	System Operations 

	Purpose
	To operate the hosted software consistent with service levels specified in the Vendor contract.

	Content
	Software available and functioning for SCL use, meeting performance metrics.  

	Deliverable 8.2
	Problem Response

	Purpose
	To correct functional or performance problems that interfere with the City’s full use of the system.

	Content
	Real time support services including telephone and email contact information, response parameters, and escalation procedures.
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6.1	Contract Term :
Any contract awarded shall be for an initial term of five (5) years with one (1) 2-year extension allowed to include, not only the delivery and maintenance of the system, but also possible future enhancements/upgrades to the system. Such extensions shall be automatic, and shall go into effect without written confirmation, unless either party provides advance notice of the intention to not renew.  Such notice shall be given at least 45 days prior to the otherwise automatic renewal date. 
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6.2.1	Pricing shall be fixed and firm throughout the original contract.  At that time, the Vendor may submit a written request for a price increase.  The written request is to be at least 45-days in advance.  

6.2.2	Thereafter, written request for price increases shall only be considered upon the contract anniversary date (at least 45-days prior to the contract anniversary date). 

6.2.3	Such requests shall consider the following:  The price request must:
· Be no greater than the total of changes to the U.S. Dept. of Labor  CPI Index for Seattle/Tacoma/Bremerton or other pricing index appropriate to the particular product herein
· Not produce a higher profit margin than that on the original contract 
· Clearly identify the items impacted by the increase
· Be accompanied by documentation acceptable to the Buyer sufficient to warrant the increase
· Remain firm for a minimum of 365 days

6.2.4 The request shall be considered by the Buyer and may be accepted or rejected.  Failure to submit a price request at least 45-days prior to the contract anniversary date shall result in a continuation of all existing pricing on the contract until the next contract anniversary date.  The decision to accept any price increase will be at the sole discretion of the Buyer.  

6.2.5	The Buyer may exempt these requirements for extraordinary conditions that could not have been known by either party at the time of bid or for other circumstances beyond the control of both parties, in the opinion of the Buyer.
[bookmark: _Toc176921101][bookmark: _Toc176923114][bookmark: _Toc176941864][bookmark: _Toc176942631][bookmark: _Toc177173568][bookmark: _Toc177287951][bookmark: _Toc177545389][bookmark: _Toc177886974][bookmark: _Toc177980847][bookmark: _Toc178056028][bookmark: _Toc178123808][bookmark: _Toc178125346][bookmark: _Toc178137906][bookmark: _Toc178138000][bookmark: _Toc178387594][bookmark: _Toc168365482][bookmark: _Toc168370697][bookmark: _Toc168371632][bookmark: _Toc168372039][bookmark: _Toc168374143][bookmark: _Toc168393579][bookmark: _Toc168451234][bookmark: _Toc168452905][bookmark: _Toc168458100][bookmark: _Toc168707963][bookmark: _Toc168708876][bookmark: _Toc168711047][bookmark: _Toc168733188][bookmark: _Toc168796747][bookmark: _Toc168820039][bookmark: _Toc168901527][bookmark: _Toc168902671][bookmark: _Toc176592175][bookmark: _Toc176651764][bookmark: _Toc176750988][bookmark: _Toc176751210][bookmark: _Toc176752182][bookmark: _Toc176752404][bookmark: _Toc176756442]6.3	Request for Price Decreases:
Requests that reduce pricing charged to the City may be delivered to the City Purchasing Buyer at any time during the contract period.  Such price reductions should use the same pricing structure as the original. The City may likewise initiate a request to the vendor for price reductions, subject to mutual agreement of the vendor.  	
6.4	Cost Reductions:
[bookmark: _Toc176921102][bookmark: _Toc176923115][bookmark: _Toc176941865][bookmark: _Toc176942632][bookmark: _Toc177173569][bookmark: _Toc177287952][bookmark: _Toc177545390][bookmark: _Toc177886975][bookmark: _Toc177980848][bookmark: _Toc178056029][bookmark: _Toc178123809][bookmark: _Toc178125347][bookmark: _Toc178137907][bookmark: _Toc178138001][bookmark: _Toc178387595]Any cost reductions to the Vendor shall be reflected in a reduction of the contract price effective immediately.  Seattle will not be bound by prices contained in an invoice that are higher than those in the contract.  Unless the higher price has been accepted by the City and the contract amended, the invoice may be rejected and returned to the Vendor for corrections.
6.5	Factory Authorized Reseller:
For proposers who are reseller of product bid, he or she must be authorized and must be qualified and equipped to offer in-house service, maintenance, technical training assistance, and warranty services, including available of spare parts and replacement units. 
[bookmark: _Toc168365483][bookmark: _Toc168370698][bookmark: _Toc168371633][bookmark: _Toc168372040][bookmark: _Toc168374144][bookmark: _Toc168393580][bookmark: _Toc168451235][bookmark: _Toc168452906][bookmark: _Toc168458101][bookmark: _Toc168707964][bookmark: _Toc168708877][bookmark: _Toc168711048][bookmark: _Toc168733189][bookmark: _Toc168796748][bookmark: _Toc168820040][bookmark: _Toc168901528][bookmark: _Toc168902672][bookmark: _Toc176592176][bookmark: _Toc176651765][bookmark: _Toc176750989][bookmark: _Toc176751211][bookmark: _Toc176752183][bookmark: _Toc176752405][bookmark: _Toc176756443][bookmark: _Toc176921103][bookmark: _Toc176923116][bookmark: _Toc176941866][bookmark: _Toc176942633][bookmark: _Toc177173570][bookmark: _Toc177287953][bookmark: _Toc177545391][bookmark: _Toc177886976][bookmark: _Toc177980849][bookmark: _Toc178056030][bookmark: _Toc178123810][bookmark: _Toc178125348][bookmark: _Toc178137908][bookmark: _Toc178138002][bookmark: _Toc178387596]6.6   Travel and Reimbursement:
If this contract has specified travel that is intended for reimbursement by the City and has been pre-approved by the City for such reimbursement, the travel reimbursement rates in the City contract shall apply.
[bookmark: _Toc168365484][bookmark: _Toc168370699][bookmark: _Toc168371634][bookmark: _Toc168372041][bookmark: _Toc168374145][bookmark: _Toc168393581][bookmark: _Toc168451236][bookmark: _Toc168452907][bookmark: _Toc168458102][bookmark: _Toc168707965][bookmark: _Toc168708878][bookmark: _Toc168711049][bookmark: _Toc168733190][bookmark: _Toc168796749][bookmark: _Toc168820041][bookmark: _Toc168901529][bookmark: _Toc168902673][bookmark: _Toc176592177][bookmark: _Toc176651766][bookmark: _Toc176750990][bookmark: _Toc176751212][bookmark: _Toc176752184][bookmark: _Toc176752406][bookmark: _Toc176756444][bookmark: _Toc176921104][bookmark: _Toc176923117][bookmark: _Toc176941867][bookmark: _Toc176942634][bookmark: _Toc177173571][bookmark: _Toc177287954][bookmark: _Toc177545392][bookmark: _Toc177886977][bookmark: _Toc177980850][bookmark: _Toc178056031][bookmark: _Toc178123811][bookmark: _Toc178125349][bookmark: _Toc178137909][bookmark: _Toc178138003][bookmark: _Toc178387597]6.7   Permits:
All necessary permits required to perform work are to be supplied by the Contractor at no additional cost to the City.
[bookmark: _Toc176921105][bookmark: _Toc176923118][bookmark: _Toc176941868][bookmark: _Toc176942635][bookmark: _Toc177173572][bookmark: _Toc177287955][bookmark: _Toc177545393][bookmark: _Toc177886978][bookmark: _Toc177980851][bookmark: _Toc178056032][bookmark: _Toc178123812][bookmark: _Toc178125350][bookmark: _Toc178137910][bookmark: _Toc178138004][bookmark: _Toc178387598]6.8	Trial Period and Right to Award to Next Low Bidder:
A ninety (90) day trial period shall apply to contract(s) awarded as a result of this solicitation.  During the trial period, the vendor(s) must perform in accordance with all terms and conditions of the contract.  Failure to perform during this trial period may result in the immediate cancellation of the contract.  In the event of dispute or discrepancy as to the acceptability of product or service, the City’s decision shall prevail.  The City agrees to pay only for authorized orders received up to the date of termination.  If the contract is terminated within the trial period, the City reserves the option to award the contract to the next low responsive bidder by mutual agreement with such bidder.  Any new award will be for the remainder of the contract and will also be subject to this trial period.  
6.9 Independent Contractor and City Space Requirements:
The Vendor is working as an independent contractor.  Although the City provides responsible contract and project management, such as managing deliverables, schedules, tasks and contract compliance, this is distinguished from a traditional employer-employee function.  This contract prohibits vendor workers from supervising City employees, and prohibits vendor workers from supervision by a City employee.  Prohibited supervision tasks include conducting a City of Seattle Employee Performance Evaluation, preparing and/or approving a City of Seattle timesheet, administering employee discipline, and similar supervisory actions.
The City does not allow vendors to work in City offices unless essential to the work.  Specific tasks required for this contract must be performed by the worker on-site because they require work on City equipment, databases, software, or cannot otherwise be done off-site.  Because the specific tasks require the Consultant to work on-site, the offer and fees that the Vendor charges shall be considerate of the City requirements and provision of such space.  Such work spaces are provided by the City exclusively for the project and shall not be used for any other consultant purpose.  The work space may include a City computer, appropriate software and/or telephone as determined appropriate by the City Project Manager, and shall allow the worker use of office equipment such as printers and copy machines.  The Vendor worker is independent and is not a City employee.  The Vendor will not work on-site at City offices for more than 36 consecutive months without written authorization from the Department of Executive Administration.  The Vendor shall notify the City Project Manager and the City Purchasing Buyer if any worker is within 90 days of consecutive 36-month placement in a City office.   If the vendor does not use all workstations for the entire period, there shall not be an adjustment back to the Vendor, because the City reserves such spaces in event the project requires them. 



7. [bookmark: _Toc521141110][bookmark: _Toc524484953][bookmark: _Toc524754140][bookmark: _Toc526492385][bookmark: _Toc528557440][bookmark: _Toc529153500][bookmark: _Toc30899400]  INSTRUCTIONS TO PROPOSERS
7.1      Proposal Procedures and Process.
This chapter details City procedures for directing the RFP process.  The City reserves the right in its sole discretion to reject the proposal of any Proposer that fails to comply with any procedure in this chapter.
[bookmark: _Toc521141112][bookmark: _Ref524406138][bookmark: _Toc524484955][bookmark: _Toc524754142][bookmark: _Toc526492387][bookmark: _Toc528557442][bookmark: _Toc529153502][bookmark: _Toc30899402]7.2     Communications with the City.
All Vendor communications concerning this acquisition shall be directed to the RFP Coordinator.  The RFP Coordinator is:
Michael Mears
Phone: #206-684-4570
E-Mail: michael.mears@seattle.gov


Unless authorized by the RFP Coordinator, no other City official or City employee is empowered to speak for the City with respect to this acquisition.  Any Proposer seeking to obtain information, clarification, or interpretations from any other City official or City employee other than the RFP Coordinator is advised that such material is used at the Proposer’s own risk.  The City will not be bound by any such information, clarification, or interpretation.  
Following the Proposal submittal deadline, Proposers shall not contact the City RFP Coordinator or any other City employee except to respond to a request by the City RFP Coordinator.
[bookmark: _Toc521141113][bookmark: _Toc524484956][bookmark: _Toc524754143][bookmark: _Ref525440530][bookmark: _Ref525440556][bookmark: _Toc526492388][bookmark: _Toc528557443][bookmark: _Toc529153503][bookmark: _Toc30899403]Contact by a vendor regarding this acquisition with a City employee other than the RFP Coordinator or an individual specifically approved by the RFP Coordinator in writing, may be grounds for rejection of the vendor’s proposal.
7.3      Pre-Proposal Conference. 
The City shall conduct an optional pre-proposal conference on the time and date provided in page 1 at Seattle City Light office located at 700 5th Avenue, 34th Floor, Room 3425, Seattle, Washington.  Though the City will attempt to answer all questions raised during the pre-proposal conference, the City encourages Vendors to submit questions Vendors would like addressed at the pre-proposal conference to the RFP Coordinator, preferably no later than three (3) days in advance of the pre-proposal conference.  This will allow the City to research and prepare helpful answers, and better enable the City to have appropriate City representatives in attendance.

Those unable to attend in person may participate via telephone.  For firms who plan to attend via telephone, please first contact the RFP Coordinator by November 13, 2013 advising him who will be in attendance.  He will then give out the telephone number to access the teleconference bridge.  The Conference Chairperson is Michael Mears.   

Proposers are not required to attend in order to be eligible to submit a proposal.  The purpose of the meeting is to answer questions potential Proposers may have regarding the solicitation document and to discuss and clarify any issues.  This is an opportunity for Proposers to raise concerns regarding specifications, terms, conditions, and any requirements of this solicitation.  Failure to raise concerns over any issues at this opportunity will be a consideration in any protest filed regarding such items that were known as of this pre-proposal conference.
7.4 [bookmark: _Toc521141117][bookmark: _Toc524484959][bookmark: _Toc524754146][bookmark: _Toc526492391][bookmark: _Toc528557446][bookmark: _Toc529153506][bookmark: _Toc30899404]     Questions.
Questions shall be submitted electronically to the RFP Coordinator at michael.mears@seattle.gov no later than the due and time given on the first page of this RFP in order to allow sufficient time for the City Buyer to consider the question before the bids or proposals are due.  The City prefers such questions to be through e-mail directed to the City Buyer e-mail address. Failure to request clarification of any inadequacy, omission, or conflict will not relieve the vendor of any responsibilities under this solicitation or any subsequent contract.  It is the responsibility of the interested Vendor to assure that they received responses to Questions if any are issued..
7.5 [bookmark: _Toc521141118][bookmark: _Toc524484960][bookmark: _Toc524754147][bookmark: _Toc526492392][bookmark: _Toc528557447][bookmark: _Toc529153507][bookmark: _Toc30899405]     Changes to the RFP/Addenda.
A change may be made by the City if, in the sole judgment of the City, the change will not compromise the City’s objectives in this acquisition.  A change to this RFP will be made by formal written addendum issued by the City’s RFP Coordinator Addenda issued by the City shall become part of this RFP and included as part of the Contract. It is the responsibility of the interested Vendor to assure that they have received Addenda if any are issued.
7.6      Bid Blog
The City Purchasing website offers a place to register for a Blog related to the solicitation.  The Blog will provide you automatic announcements and updates when new materials, addenda, or information is posted regarding the solicitation you are interested in.  http://www.seattle.gov/purchasing/default.htm
7.7 [bookmark: _Toc524484961][bookmark: _Toc524754148][bookmark: _Ref525440624][bookmark: _Ref525440637][bookmark: _Toc526492393][bookmark: _Toc528557448][bookmark: _Toc529153508][bookmark: _Toc30899406]     Receiving Addenda and/or Question and Answers 
The City will make efforts to provide courtesy notices, reminders, addendums and similar announcements directly to interested vendors. The City makes this available on the City website and offers an associated bid blog:   http://www.seattle.gov/purchasing/

Notwithstanding efforts by the City to provide such notice to known vendors, it remains the obligation and responsibility of the Vendor to learn of any addendums, responses, or notices issued by the City.  Such efforts by the City to provide notice or to make it available on the website do not relieve the Vendor from the sole obligation for learning of such material.  

Note that some third-party services decide to independently post City of Seattle bids on their websites as well.  The City does not, however, guarantee that such services have accurately provided bidders with all the information published by the City, particularly Addendums or changes to bid date/time.

All Bids and Proposals sent to the City shall be considered compliant to all Addendums, with or without specific confirmation from the Bidder/Proposer that the Addendum was received and incorporated.  However, the Buyer can reject the Proposal if it doesn’t reasonably appear to have incorporated the Addendum.  The Buyer could decide that the Proposer did incorporate the Addendum information, or could determine that the Proposer failed to incorporate the Addendum changes and that the changes were material so that the Buyer must reject the Offer, or the Buyer may determine that the Proposer failed to incorporate the Addendum changes but that the changes were not material and therefore the Proposal may continue to be accepted by the Buyer.

7.8      Proposal Submittal Instructions
a) Proposals must be received into the City Purchasing Offices no later than the date and time given on page 1 or as otherwise amended..
b) Fax, e-mail and CD copies will not be accepted as an alternative to the hard copy requirement. If a CD, fax or e-mail version is delivered to the City, the hard copy will take priority and be the official document for purposes of proposal review.

c) The City requires one original printed version and 15 hard copies of the proposal delivered to the City.  The City requires one complete soft copy of the RFP response on a CD or thumb drive.

d) Proposals should be prepared on standard 8 ½” by 11” paper printed double-sided.  Copies should be bound with tabs identifying and separating each major section. Foldouts are permissible, but should be kept to a minimum.  Manuals, reference material, and promotional materials must be bound separately.   

e) RFP responses should be tabbed and then stapled, with no binder or plastic cover or combed edging unless necessary to provide proper organization of large volume responses.  The City prefers to limit use of binders and plastic covers, but acknowledges that responses of sufficient size may require a binder for proper organization of the materials.  If using a binder, us a recycled or non-PVC product.


f) The City will consider supplemental brochures and materials. Proposers are invited to attach any brochures or materials that will assist the City in evaluation.

7.9      Proposal Delivery Instructions
a) The RFP response may be hand-delivered or must otherwise be received by the RFP Coordinator at the address provided, by the submittal deadline.  Please note that delivery errors will result without careful attention to the proper address. 

b) Responses should be in a sealed box or envelope clearly marked and addressed with the RFP Coordinator, RFP title and number.  If RFP’s are not clearly marked, the Vendor has all risks of the RFP being misplaced and not properly delivered.  The RFP Coordinator is not responsible for identifying responses submitted that are not properly marked. 

PROPOSAL DELIVERY ADDRESS

	Physical Address (courier)
	Mailing Address (For U.S. Postal Service mail)

	City Purchasing and Contracting Services Div.
Seattle Municipal Tower
700 Fifth Ave Ste 4112
Seattle, WA 98104-5042
Attention: Michael Mears
Re: RFP #SCL-464
	City Purchasing and Contracting Services Div.
Seattle Municipal Tower
P.O. Box 94687
Seattle, WA 98124-4687
Attention: Michael Mears
Re: RFP #SCL-464



Late Submittals:
The submitter has full responsibility to ensure the response arrives at City Purchasing within the deadline. A submittal after the time fixed for receipt will not be accepted unless the lateness is waived by the City as immaterial based upon a specific fact-based review.  Responses arriving after the deadline may be returned unopened to the Vendor, or the City may accept the package and make a determination as to lateness.

7.10 No Reading of Prices.
The City of Seattle does not conduct a bid opening for RFP responses. The City requests that companies refrain from requesting proposal information concerning other respondents until an intention to award is announced, as a measure to best protect the solicitation process, particularly in the event of a cancellation or re-solicitation.  With this preference stated, the City shall continue to properly fulfill all public disclosure requests for such information, as required by State Law.
7.11 Offer and Proposal Form.
Proposer shall provide the response in the format required herein and on any forms provided by the City herein.  Provide unit prices if appropriate and requested by the City, and attach pages if needed.  In the case of difference between the unit pricing and the extended price, the City shall use the unit pricing.  The City may correct the extended price accordingly.  Proposer shall quote prices with freight prepaid and allowed.  Proposer shall quote prices FOB Destination.   All prices shall be in US Dollars.  
7.12 No Best and Final Offer.
The City reserves the right to make an award without further discussion of the responses submitted; i.e. there will be no best and final offer procedure associated with selecting the Apparently Successful Vendor.  Therefore, Vendor’s Response should be submitted on the most favorable terms that Vendor can offer.

7.13 Contract Terms and Conditions.  
The contract that has been adopted for City technology projects is attached and embedded on the last page of this RFP Solicitation. Proposers are responsible to review all specifications, requirements, Terms and Conditions, insurance requirements, and other requirements herein. To be responsive, Vendors must be prepared to enter into a Contract substantially the same as the attached Contract.  The Vendor’s failure to execute a Contract substantially the same as the attached Contract may result in disqualification for future solicitations for this same or similar products/services. 

Submittal of a proposal is agreement to this condition.  Vendors are to price and submit proposals to reflect all the specifications, requirements, in this RFP and terms and conditions substantially the same as those included in this RFP.

Any specific areas of dispute with the attached Contract must be identified in Vendor’s Response and may, at the sole discretion of the City, be grounds for disqualification from further consideration in award of a contract.

Under no circumstances shall a Vendor submit its own standard contract terms and conditions as a response to this solicitation. Instead, Vendor must review and identify the language in the City’s attached Contract Terms and Conditions (Attachment #2) that Vendor finds problematic, state the issue, and propose the language or contract modifications Vendor is requesting.  Vendor should keep in mind, when requesting such modifications, that the City is not obligated to accept the requested areas of dispute.

The City will not sign a licensing or maintenance agreement supplied by the Vendor. If the vendor requires the City to consider otherwise, the Vendor is also to supply this as a requested exception to the Contract and it will be considered in the same manner as other exceptions.  

The City may consider and may choose to accept some, none, or all contract modifications that the Vendor has submitted with the Vendor’s proposal.  

Nothing herein prohibits the City, at its sole option, from introducing or modifying contract terms and conditions and negotiating with the highest ranked apparent successful Proposer to align the proposal to City needs, within the objectives of the RFP.   The City has significant and  critical time frames which frame this initiative, therefore, should such negotiations with the highest ranked, apparent successful Proposer fail to reach agreement in a timely manner as deemed by the City, the City, at its sole discretion, retains the option to terminate negotiations and continue to  the next-highest ranked proposal.
7.14 Prohibition on Advance Payments.
No request for early payment, down payment or partial payment will be honored except for products or services already received.  Maintenance subscriptions may be paid in advance provided that should the City terminate early, the amount paid shall be reimbursed to the City on a prorated basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory compliance.
7.15 Prime Contractor
The City intends to award to the highest ranked Vendor that will assume financial and legal responsibility for the contract.  Proposals that include multiple vendors must clearly identify one Vendor as the “prime contractor” and all others as subcontractors.
 
7.16 [bookmark: _Toc524484966][bookmark: _Toc524754153][bookmark: _Toc526492398][bookmark: _Toc528557453][bookmark: _Toc529153513][bookmark: _Toc30899411]Seattle Business Tax Revenue Consideration.
	SMC 20.60.106 (H) authorizes that in determining the lowest and best bid, the City shall consider the tax revenues derived by the City from its business and occupation, utility, sales and use taxes from the proposed purchase.   The City of Seattle’s Business and Occupation Tax rate varies according to business classification.  Typically, the rate for services such as consulting and professional services is .00415% and for retail or wholesale sales and associated services, the rate is .00215%.  Only vendors that have a City of Seattle Business License and have an annual gross taxable Seattle income of $100,000 or greater are required to pay Business and Occupation Tax.  The City will apply SMC 20.60.106(H) and calculate as necessary to determine the lowest bid price proposal.
7.17 Taxes.
	The City is exempt from Federal Excise Tax (Certificate of Registry #9173 0099K exempts 	the City). Washington state and local sales tax will be an added line item although not 	considered in cost evaluations.
7.18 Equal Benefits.
Seattle Municipal Code Chapter 20.45 (SMC 20.45) requires consideration of whether bidders provide health and benefits that are the same or equivalent to the domestic partners of employees as to spouses of employees, and of their dependents and family members.  The bid package includes a “Vendor Questionnaire” which is the mandatory form on which you make a designation about the status of such benefits. If your company does not comply with Equal Benefits and does not intend to do so, you must still supply the information on the Vendor Questionnaire. Instructions are provided at the back of the Questionnaire.
7.19 Women and Minority Opportunities. 
The City intends to provide the maximum practicable opportunity for successful participation of minority and women owned firms, given that such businesses are underrepresented.  The City requires all Bidders agree to SMC Chapter 20.42, and will require bids with meaningful subcontracting opportunities to also supply a plan for including minority and women owned firms.  

7.20 Insurance Requirements.
[bookmark: _Toc524484967][bookmark: _Toc524754154][bookmark: _Toc526492399][bookmark: _Toc528557454][bookmark: _Toc529153514][bookmark: _Toc30899412] Insurance requirements presented in the Contract shall prevail.  Formal proof of insurance is required to be submitted to the City before execution of the Contract, the City will remind the apparent successful proposer in the Intent to Award letter.  The apparent successful proposer must promptly provide such proof of insurance to the City in reply to the Intent to Award Letter.  Contracts will not be executed until all required proof of insurance has been received and approved by the City.
Vendors are encouraged to immediately contact their Broker to begin preparation of the required insurance documents, in the event that the Vendor is selected as a finalist.  Proposers may elect to provide the requested insurance documents within their Proposal..
7.21 [bookmark: _Toc524484968][bookmark: _Toc524754155][bookmark: _Toc526492400][bookmark: _Toc528557455][bookmark: _Toc529153515][bookmark: _Toc30899413]Effective Dates of Offer.
Offer prices and costs in Proposer submittal must remain valid until City completes award.  Should any Proposer object to this condition, the Proposer must provide objection through a question and/or complaint to the RFP Coordinator prior to the proposal due date.
7.22 [bookmark: _Toc521141126][bookmark: _Toc524484973][bookmark: _Toc524754160][bookmark: _Toc526492402][bookmark: _Toc528557457][bookmark: _Toc529153517][bookmark: _Toc30899415]Proprietary Materials.
[bookmark: _Toc521141127][bookmark: _Toc524484974][bookmark: _Toc524754161][bookmark: _Toc526492403][bookmark: _Toc528557458][bookmark: _Toc529153518][bookmark: _Toc30899416]Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all materials received or created by the City of Seattle are public records.  These records include but are not limited to bid or proposal submittals, agreement documents, contract work product, or other bid material.  Some records or portions of records are legally exempt from disclosure and can be redacted or withheld. The Public Records Act (RCW 42.56 and RCW 19.10)8 describes those exemptions. Proposers must familiarize themselves with the Washington State Public Records Act (PRA) and the City of Seattle’s process for managing records.

The City will try to redact anything that seems obvious in the City opinion for redaction.   For example, the City will black out (redact) Social Security Numbers, federal tax identifiers, and financial account numbers before records are made viewable by the public.  However, this does not replace your own obligations to identify any materials you wish to have redacted or protected, and that you think are so under the Public Records Act (PRA).

Protecting your Materials from Disclosure (Protected, Confidential, or Proprietary) 
You must determine and declare any materials you want exempted (redacted), and that you also believe are eligible for redaction.  This includes but is not limited to your bid submissions, contract materials and work products   

Proposal Submittals
If you wish to assert exemptions in the materials in your bid/proposal, you must identify your exemption request in the Vendor Questionnaire in the Non-Disclosure Request Section.

Contract Work Products.  
If you wish to assert exemptions for your contract work products you must notify the City Project Manager at the time such records are generated.

Please note the City cannot accept a generic marking of materials, such as marking everything with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  You may not exempt an entire page unless each sentence is entitled to exemption; instead, identify paragraphs or sentences that meet the RCW exemption criteria you are relying upon.  

City’s Response to a Public Records Act Requests

The City will prepare two versions of your materials:

Full Redaction: A public copy that redacts (blacks out) both the exemptions (such as social security numbers) identified by the City and also materials or text you identified as exempt. The fully redacted version is made public upon contract execution and will be supplied with no notification to you.

Limited Redaction:  A copy that redacts (blacks out) only the exemptions (such as social security numbers) identified by the City.  This does not redact (black out)  exemptions you identified. The Limited Redaction will be released only after you are provided “third party notice” that allows you the legal right under RCW 42.56.540 to bring a legal action to enjoin the release of any records you believe are not subject to disclosure.

If any requestor seeks the Limited Redacted or original versions, the City will provide you “third party notice”, giving ten business days to obtain a temporary restraining order while you pursue a court injunction.  A judge will determine the status of your exemptions and the Public Records Act. 

Requesting Disclosure of Public Records
The City asks proposers and their companies to refrain from requesting public disclosure of proposal records until an intention to award is announced.  This shelters the solicitation process, particularly during evaluation and selection or if a cancellation occurs with re-solicitation.  With this preference stated, the City will continue to respond to all requests for disclosure of public records as required by State Law.  If you do wish to make a request for records, please address your request in writing to:  Zuzka Lehocka-Howell at Zuzka.Lehocka-Howell@seattle.gov.
7.23 Cost of Preparing Proposals.
The City will not be liable for any costs incurred by the Proposer in the preparation and presentation of proposals submitted in response to this RFP including, but not limited to, costs incurred in connection with the Proposer’s participation in demonstrations and the pre-proposal conference.
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Proposers are advised that the City’s ability to evaluate proposals is dependent in part on the Proposer’s ability and willingness to submit proposals which are well ordered, detailed, comprehensive, and readable.  Clarity of language and adequate, accessible documentation is essential.
7.25 Proposer Responsibility.
 It is the Proposer responsibility to examine all specifications and conditions thoroughly, and comply fully with specifications and all attached terms and conditions.  Proposers must comply with all Federal, State, and City laws, ordinances and rules, and meet any and all registration requirements where required for Vendors as set forth in the Washington Revised Statutes.  
7.26 Changes in Proposals.
Prior to the Proposal submittal closing date and time established for this RFP, a Proposer may make changes to its Proposal provided the change is initialed and dated by the Proposer.  No change to a Proposal shall be made after the Proposal closing date and time. 
7.27 Proposer Responsibility to Provide Full Response.
It is the Proposer’s responsibility to provide a full and complete written response, which does not require interpretation or clarification by the RFP Coordinator.  The Proposer is to provide all requested materials, forms and information. The Proposer is responsible to ensure the materials submitted will properly and accurately reflects the Proposer specifications and offering.  During scoring and evaluation (prior to interviews if any), the City will rely upon the submitted materials and shall not accept materials from the Proposer after the RFP deadline; however this does not limit the right of the City to consider additional information (such as references that are not provided by the Proposer but are known to the City, or past experience by the City in assessing responsibility), or to seek clarifications as needed by the City. 
7.28 Errors in Proposals.
Proposers are responsible for errors and omissions in their proposals.  No such error or omission shall diminish the Proposer’s obligations to the City.
7.29 Withdrawal of Proposal.
A submittal may be withdrawn by written request of the submitter, prior to the quotation closing date and time.  After the closing date and time, the submittal may be withdrawn only with permission by the City.
7.30 [bookmark: _Toc521141131][bookmark: _Toc524484978][bookmark: _Toc524754165][bookmark: _Toc526492407][bookmark: _Toc528557462][bookmark: _Toc529153522][bookmark: _Toc30899420]Rejection of Proposals, Right to Cancel.
The City reserves the right to reject any or all proposals at any time with no penalty.  The City also has the right to waive immaterial defects and minor irregularities in any submitted proposal.
7.31 [bookmark: _Toc521141132][bookmark: _Toc524484979][bookmark: _Toc524754166][bookmark: _Toc526492408][bookmark: _Toc528557463][bookmark: _Toc529153523][bookmark: _Toc30899421]Incorporation of RFP and Proposal in Contract.
This RFP and the Proposer’s response, including all promises, warranties, commitments, and representations made in the successful proposal, shall be binding and incorporated by reference in the City’s contract with the Proposer.
7.32 Non-Endorsement and Publicity
In selecting a Vendor to supply to the City, the City is not endorsing the Vendors products and services or suggesting that they are the best or only solution to the City’s needs.  Vendor agrees to make no references to the City or the Department making the purchase, in any literature, promotional materials, brochures, news releases, sales presentation or the like, regardless of method of distribution, without prior review and express written consent of the City RFP Coordinator.
The City may use Vendor’s name and logo in promotion of the Contract and other publicity matters relating to the Contract, without royalty.  Any such use of Vendor’s logo shall inure to the benefit of Vendor.
7.33 Proposal Disposition
All material submitted in response to this RFP shall become the property of the City upon delivery to the RFP Coordinator.
7.34 Ethics Code.  
The Seattle Ethics Code was revised June  2009 for City employees and elected officials. The Code covers certain vendors, contractors and consultants. Please familiarize yourself with the new code at:  http://inweb/ethics/handouts.htm

No Gifts and Gratuities.  Vendors shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work, or meals) to any City employee, volunteer or official, if it is intended or may appear to a reasonable person to be intended to obtain or give special consideration to the Vendor.  An example is giving a City employee sporting event tickets to a City employee that was on the evaluation team of a bid you plan to submit. The definition of what a “benefit” would be is very broad and could include not only awarding a contract but also the administration of the contract or the evaluation of contract performance.  The rule works both ways, as it also prohibits City employees from soliciting items of value from vendors.  Promotional items worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the items as routine and standard promotions for the business.
Involvement of Current and Former City Employees
If a Vendor has any current or former City employees, official or volunteer, working or assisting on solicitation of City business or on completion of an awarded contract, you must provide written notice to City Purchasing of the current or former City official, employee or volunteer’s name.  The Vendor Questionnaire within your bid documents prompts you to answer that question.  You must continue to update that information to City Purchasing during the full course of the contract.  The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.

Contract Workers with more than 1,000 Hours
The Ethics Code has been amended to apply to vendor company workers that perform more than 1,000 cumulative hours on any City contract during any 12-month period.  Any such vendor company employee covered by the Ethics Code must abide by the City Ethics Code. The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.
No Conflict of Interest.  
Vendor (including officer, director, trustee, partner or employee) must not have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluating Vendor performance. The City shall make sole determination as to compliance.  
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Note:  Before submitting your proposal, make sure you are already registered in the City Vendor Registration System. Women and minority owned firms are asked to self-identify.  If you do not have computer access, call 206-684-0444 for assistance.  Register at:   http://www2.seattle.gov/VendorRegistration/
	
General Instructions:  

a) Number all pages sequentially.  The format should follow closely that requested in this RFP

b) All pricing is to be in United States dollars.

c) If the City has designated page limits for certain sections of the response, any pages that exceed the page limit will be excised from the document for purposes of evaluation.

d) The City will consider supplemental brochures and materials. Proposers are invited to attach any brochures or materials that will assist the City in evaluation

Preferred Paper and Binding:

The City requests a particular submittal format, to reduce paper, encourage our recycled product expectations, and reduce package bulk.  Bulk from binders and large packages are unwanted. Vinyl plastic products are unwanted. The City also has an environmentally-preferable purchasing commitment, and seeks a package format to support the green expectations and initiatives of the City. 

a)	City seeks and prefers submittals on 100% PCF paper, consistent with City policy and City environmental practices.  Such paper is available from Keeney’s Office Supply at 425-285-0541 or Complete Office Solutions at 206-650-9195. 

b)	Please do not use any plastic or vinyl binders or folders.  The City prefers simple, stapled paper copies. If a 
binder or folder is essential due to the size of your submission, they are to be fully 100% recycled stock.  
Such binders are available from Keeney’s Office Supply at 425-285-0541 or Complete Office Solutions at 
206-650-9195.


Proposal Format
Submit proposal with the following format and attachments as follows: 

1. Cover Letter.

2. Legal Name Verification:  Submit a certificate, copy of web-page, or other documentation from the Secretary of State in which you incorporated that shows your legal name as a company.  Many companies use a “Doing Business As” name, or a nickname in their daily business.  However, the City requires the legal name of your company, as it is legally registered.  When preparing all forms below, be sure to use the proper company legal name. Your company’s legal name can be verified through the State Corporation Commission in the state in which you were established, which is often located within the Secretary of State’s Office for each state.  http://www.coordinatedlegal.com/SecretaryOfState.html 

3. Vendor Questionnaire:  The Vendor Questionnaire includes the Equal Benefits Compliance Declaration and the City Non-Disclosure Request that will allow you to identify any items that you intend to mark as confidential.  This form is mandatory.  

[bookmark: _MON_1445319832]        

4. Minimum Qualifications -:  The determination that you have achieved all the minimum qualifications may be made from this page alone; the RFP Coordinator is not obligated to check references or search other materials to make this decision.  This form is mandatory.

[bookmark: _MON_1445145541]       

5. Mandatory Functional and Technical Requirements – The determination that you have achieved the mandatory technical requirement may be made from this document alone and therefore the RFP Coordinator is not obligated to check other materials to make this decision.    This form is mandatory.

[bookmark: _MON_1445324042]       

6. Reseller Certification:  If you are not the manufacturer of the proposed software, attach proof of your reseller certification.

7. Management Response:  This response is mandatory.

[bookmark: _MON_1445145563]       

8. Functional and Technical Requirements:  These responses are mandatory.


[bookmark: _MON_1445145768]       	     	

9. Pricing Proposal:  This response is mandatory.

      





10. City’s Contract Terms & Conditions.

Acceptance of Contract Terms & Conditions: Provide a one-page statement that confirms acceptance of the City Contract (including Terms & Conditions), and represents complete review as needed by the Vendor.  If the Vendor has a legal office that must review contract prior to signature, the Vendor must clearly confirm that such review is complete.

If Vendor desires exceptions to the City Contract, attach the City Contract that shows the alternative contract language (print out a version with your suggested new language clearly displayed in a track changes mode). You must provide the alternative language, and not simply list an exception you wish to discuss. You may attach a narrative of why each change is to the benefit of the City and any financial impact.  Also attach any licensing or maintenance agreement supplements. 

As stated earlier in the RFP instructions, the City will not allow a Best and Final Offer. The City will review the proposed language, and will thereupon either accept or reject the language.  The City will then issue a contract for signature reflecting City decisions.  Any exceptions or licensing and maintenance agreements that are unacceptable to the City may be grounds for rejection of the proposal.


Submittal Checklist:  Each complete proposal submittal to the City must contain the following:

	Cover Letter
	
	|_|

	Legal Name
	
	|_|

	Vendor Questionnaire
	Mandatory
	|_|

	Minimum Qualifications 
	Mandatory
	|_|

	Mandatory Functional & Technical Requirements 
	Mandatory
	|_|

	Management Response
	Mandatory
	|_| Attachments:  These attachments are to be provided in the Management Proposal. If any attachments are not included or are incomplete, the City may reject your proposal or may require the Vendor to submit the missing information within a specified deadline.
For Software Vendor:
Organization Chart
For System Integrator (which may be the Software Vendor):
Project Schedule in MS Project
Sample Status Report
Project Organization Chart


	Functional Requirements
	Mandatory
	|_|

	Technical Requirements
	Mandatory
	|_|

	Pricing Proposal
	Mandatory
	|_|

	Reseller Certification
	
	|_|

	Proposed Maintenance Support Agreement
	Mandatory
	|_|

	City Contract Acceptance & Exceptions
	
	|_|
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EVALUATION PROCESS 

The evaluation shall be conducted in a multi-tiered approach.  Proposals must pass through each round to proceed forward to the next round.  Those found to be outside the competitive range in the opinion of the evaluation team will not continue forward to the next evaluation tier.  Only the proposers advancing to round 4 will be offered the opportunity to conduct a product demonstration.

Vendors will be evaluated based on the following categories: 

	Rounds 1 and 2
	

	Minimum Qualifications 
	Pass/Fail

	Mandatory Functional and Technical Requirements
	Pass/Fail

	Round 3
	Maximum points

	      *Pricing Proposal
	100

	      *Management Proposal
	100

	      *Technical Response/Requirements
	100

	*Functional Requirements
	150

	
	

	Round 3 Total
	450

	Round 4
	Maximum points

	*Product Demonstrations
  (Functional 300 points, Technical 100 points)
	400

	*Management Interview
	100

	*References 
	50

	
	

	Round 4 Total
	550

	Grand Total (Rounds 3 and 4)
	1,000


NOTE: A proposer must score a minimum of 30% of the maximum available points in those categories marked with an apteryx before proceeding to the next Round and consideration for award.


Round 1:  Minimum Qualifications and Responsiveness.  City Purchasing shall first review submittals for initial decisions on responsiveness and responsibility.  Those found responsive and responsible based on this initial pass/fail review shall proceed to Round 2.  

Round 2:  Mandatory Functional and Technical Requirements –The City will then review submittals for initial decisions on responsiveness to the specific mandatory functional and technical requirements as listed in Section 3. Those found responsive based on this initial pass/fail review shall proceed to the Round 3. 

Round 3:  Proposal Evaluation
The City will evaluate proposals that successfully pass through the previous Rounds.   The City will evaluate vendors based on Pricing, Management, Functional and Technical Responses to the RFP.  The Pricing Proposal will be scored based on a possible 100 points.  The Management Proposal will be scored based on 100 possible points, the technical response and requirements will be scored based on 100 possible points, and the ability to meet functional requirements can receive a maximum of 150 points. Those proposals that cluster within a competitive range in the opinion of the evaluation team shall continue to Round 4.  

Round 4 -  Product Demonstrations, Management Interviews, and References. 
After the selection of finalists, Seattle at its sole option, may require that Vendors who remain active and competitive provide a product demonstration and management interview in Seattle.  For those finalists, references will also be contacted and scored. The City will score the demonstrations with a possible 400 points. the management interview with a possible 100 points, and the references with a possible 50 points.
Should only a single Vendor remain active and eligible to provide a Demonstration and Interview, the City shall retain the option to proceed with a Demonstration and Interview or may waive this Round in full.   If the Demonstration and Interview score is not within the competitive range, the City may eliminate any Vendor and discontinue scoring that Vendor for purposes of award.
All Vendors will submit the list of names and company affiliations with the Buyer before the Demonstration.  Vendors invited to a Demonstration and Interview must bring the assigned Project Manager that has been named by the Vendor in the Proposal, and may bring other key personnel named in the Proposal. The Vendor shall not, in any event, bring an individual who does not work for the Vendor or for the Vendor as a subcontractor on this project without specific advance authorization by the City Buyer.
In addition to the product demonstrations and management interviews,  references will be evaluated and scored. Those companies receiving a failed reference may be disqualified from consideration.  The City may use any former client, whether or not they have been submitted by the company as references, and the City may chose to serve as a reference if the City has had former work or current work performed by the company. Although the City anticipates completing reference checks at this point in the process, the evaluation committee may contact the client references of the companies or other sources in addition to those specifically provided by the Company, at any time to assist the City in understanding the service.
At the City’s option, City staff may travel to the location of the highest ranked Vendor for an on-site visit and/or to visit identified user site(s) to evaluate real-world use of one or more of the finalist Vendor’s respective solution(s), performance and customer service. The City may elect to visit all top ranked candidates for a site visit, or only those as needed to obtain additional understanding of the Vendor proposal.  Such site visits will be used as a reference, on a pass/fail basis. Transportation costs for City staff shall be at the City cost; the City will not reimburse the Vendor for any Vendor costs associated with such visits.
Repeat of Evaluation Rounds: If no Vendor is selected at the conclusion of all the rounds, the City may return to any round of the process to repeat the evaluation of those proposals that were active in that round of the process.  In such event, the City shall then sequentially proceed through all remaining rounds as if conducting a new evaluation process. The City reserves the right to terminate the process if it decides no proposals meet its requirements.
Points of Clarification:  Throughout the evaluation process, the City reserves the right to seek clarifications from any Vendor.  

Award Criteria in the Event of a Tie:  In the event that two or more Vendors receive the same Total Score, the contract will be awarded to that Vendor whose response indicates the ability to provide the best overall service and benefit to the City.  

Round 5:  Identify Apparent Successful Vendor
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Round 6: Negotiations.
The City will initiate contract negotiations with the apparent successful Vendor.  The apparent successful Vendor will work with the City’s project staff to develop a Statement of Work (SOW), and a project plan to the level of detail that will reduce uncertainty to a minimal level.  The SOW and the project plan will become part of the contractual term for performance by the Vendor. The Contract will be executed upon the Vendor’s satisfactory completion of negotiations.  If negotiations cannot be completed to mutual satisfaction within 15 calendar days or in an otherwise reasonable time frame in the opinion of the City, then the City retains the sole option to terminate negotiation.  In such an event, the City reserves the right to name another apparent successful Vendor and restart with the new Vendor or to terminate the RFP process.
The City may repeat any or all evaluation rounds if no vendor is selected at the conclusion of the evaluation. The City reserves the right to terminate the process if it decides no proposals meet its requirements.


10 AWARD AND CONTRACT EXECUTION INSTRUCTIONS
The City RFP Coordinator intends to provide written notice of the intention to award in a timely manner and to all Vendors responding to the Solicitation.  Please note, however, that there are time limits on protests to bid results, and Vendors have final responsibility to learn of results in sufficient time for such protests to be filed in a timely manner.   

Protests and Complaints.
The City has rules to govern the rights and obligations of interested parties that desire to submit a complaint or protest to this RFP process.  Please see the City website at http://www.seattle.gov/purchasing/pan.htm  for these rules.  Interested parties have the obligation to be aware of and understand these rules, and to seek clarification as necessary from the City.

[bookmark: _Toc79482493][bookmark: _Toc85261728]No Debriefs to Proposers.
The City issues results and award decisions to all proposers, and does not otherwise provide debriefs of the evaluation of their respective proposals.

Instructions to the Apparently Successful Vendor.
The Apparently Successful Vendor will receive an Intention to Award Letter from the RFP Coordinator after award decisions are made by the City.  The Letter will include instructions for final submittals that are due prior to execution of the contract or Purchase Order.  

If the Vendor requested exceptions per the instructions (Section 6), the City will review and select those the City is willing to accept.  There will be no discussion on exceptions.  

After the City reviews Exceptions, the City may identify proposal elements that require further discussion in order to align the proposal and contract fully with City business needs before finalizing the agreement.  If so, the City will initiate the discussion and the Vendor is to be prepared to respond quickly in City discussions.  The City has provided no more than 15 calendar days to finalize such discussions. If mutual agreement requires more than 15 calendar days, the City may terminate negotiations, reject the Proposer and may disqualify the Proposer from future submittals for these same products/services, and continue to the next highest ranked Proposal, at the sole discretion of the City.  The City will send a final agreement package to the Vendor for signature.

Once the City has finalized and issued the contract for signature, the Vendor must execute the contract and provide all requested documents within ten (10) business days.  This includes attaining a Seattle Business License, payment of associated taxes due, and providing proof of insurance.  If the Vendor fails to execute the contract with all documents within the ten (10) day time frame, the City may cancel the award and proceed to the next ranked Vendor, or cancel or reissue this solicitation.  

Cancellation of an award for failure to execute the Contract as attached may result in Proposer disqualification for future solicitations for this same or similar product/service.

Checklist of Final Submittals Prior to Award.
The Vendor should anticipate that the Letter will require at least the following.  The Vendor are encouraged to prepare these documents as soon as possible, to eliminate risks of late compliance.
· Ensure Seattle Business License is current and all taxes due have been paid.
· Ensure the company has a current State of Washington Business License.
· Supply Evidence of Insurance to the City Insurance Broker if applicable
· Special Licenses (if any)
· Proof of certified reseller status (if applicable)
· Supply a Taxpayer Identification Number and W-9 Form 

Taxpayer Identification Number and W-9.
Unless the apparently successful Vendor has already submitted a fully executed Taxpayer Identification Number and Certification Request Form (W-9) to the City, the apparently successful Vendor must execute and submit this form prior to the contract execution date. 

 



Attachments
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Attachment #1  Insurance Requirements



Attachment #2 Contract Terms and Conditions
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_____________________________________________________________________________________________ 


Gregory J. Nickels, Mayor


Department of Executive Administration


Kenneth J. Nakatsu, Director




Seattle Business License Requirements

Thank you for your interest in becoming a vendor to the City of Seattle. In accordance with Seattle Municipal Code 5.55.030, businesses located within the City are required to obtain and maintain a current business license.  Businesses located outside the City that make sales into the City or deliver service within the City, which meet the definition of “engaging in business,” also need to obtain and maintain a current business license. Further information is available on the City’s web site at www.seattle.gov/rca

SMC 5.30.030 B3

q. Accepting or executing a contract with the City, irrespective of whether the goods or services are delivered within or without the City, or whether the person's office or place of business is within or without the City

SMC 5.45.060  Doing business with the City

A. The tax levied in this section shall not be levied when:


1. The aggregate value of all City contracts with the person during the calendar year is Five Thousand Dollars ($5,000) or less, or 


2. The person's only source of revenue consists of contracts with the City for neighborhood planning purposes, sister city associations, or Arts Commission grants, and is less than the taxable threshold amount provided in SMC Section  5.55.040 D.


B. All persons subject to this section, other than those exempted by subsection (a business license as prescribed by SMC Section  5.55.030.A) above, are required to obtain and maintain 

D. …. The Director may withhold payment due a City contractor pending satisfactory resolution of unpaid taxes and fees due the City under this title.


If the above applies to your business, please complete the Application for Business License found on the back of this information sheet and return it with the license fee made payable to “City of Seattle” for each year engaged in business in Seattle.

Please contact our information line at (206) 684-8484 if you have any questions regarding Seattle business licensing and business tax or Georgianne Browning at (206) 684-8408 or Cherie MacLeod at (206) 684-8402.









_____________________________________________________________________________________________


Revenue and Consumer Affairs, 700 5th Avenue Suite 4250, PO Box 34214  Seattle, WA 98124-4214

Tel: (206) 684-8484, Fax: (206) 684-5170, http://www.cityofseattle.net/rca/   email: rca.bizlictx@seattle.gov

An equal opportunity, affirmative action employer. Accommodations for people with disabilities provided upon request.
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INFORMATION and INSTRUCTIONS FOR BUSINESS LICENSE APPLICANTS

Business License Required - Based on chapter 5.55 (formerly 5.44) of the Seattle Municipal Code, it is unlawful to engage in business in Seattle
without first obtaining a city business license. The license is valid only for the legal owner listed on the license. If your place of business, business office,
work space, or work location will be located within the City of Seattle; i.e., between 145th in the North end and approximately Roxbury Street in the South
end, you will need a City of Seattle business license. If your place of business is not located within the city limits, but you or sales agents will be physically
coming into the City to conduct business or to call on clients, you will need a Seattle business license.

The cost for a Seattle business license is $90.00 for the calendar year (January - December) or if opening after June 30, the license fee is $45.00. Effective
January 1, 2005, if a business has $20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar
year and $22.50 for the half year fee. The business license expires on December 31 of the year purchased. The license must be renewed annually. Non-
payment of a renewal does not close the business license account. Written notice of closing or sale of the business, including the effective date is required to
close the account. Final tax returns will be sent.

Requirement to File Tax Returns - All businesses are required to file business license tax returns (commonly referred to as the B & 0 tax) with the
City of Seattle. Per Seattle Municipal Code 5.55.040 D. Businesses with less than $50,000 annual taxable revenue for the calendar year (January through
December) may file annual reports if the revenue declaration on the application and/or renewal form is accepted by the Director. The annual return must list
the actual revenue figures, but the business may declare no tax due on the appropriate line of the form. Taxable revenue is gross revenue less allowable
deductions as defined in SMC 5.45.100. Businesses with $50,000 or greater annual taxable revenue are subject to tax on the entire amount. Quarterly, or
Annual returns as authorized, must be filed regardless of whether or not tax is owed. The Director may assign certain accounts to Monthly reporting. Returns
not received on or before the due date will be subject to late charges pursuant to SMC 5.55.110.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance. Call the Department of
Planning and Development at (206) 684-8850 if you have questions.

INSTRUCTIONS FOR THE LICENSE APPLICATION - This information follows the same order as the application.

If you have obtained a State of Washington Unified Business Identifier Number (UBI), a Federal Employer Identification Number (FEIN), a Contractor
Number, a City of Seattle Vendor Identification Number, or currently have an Internet address, please enter these in the spaces provided. None of these
items are required on the application if they are not available or not applicable. The S.I.C. code (Standard Industrial Classification code) and/or the
N.A.L.C.S. code (North American Industry Classification System) will be entered by office personnel at the time of processing.

TYPE OF BUSINESS - Check the box for the correct "nature" of the legal entity as registered with the State of Washington.
If your business is registered as a non-profit organization, please check the appropriate box on the application.

LEGAL NAME - Based on the entity please provide the full legal name as noted below:
Sole Proprietor - list last name, then the first name and middle initial;
Corporation - list the corporate name as filed with the State of Washington (not the shareholder's names);
Partnership - list the partners' last names only;
LLC - (Limited Liability Company), list the name as filed with the State (not the owner's names).

TRADE NAME - Commonly referred to as the dba (doing business as) for a business when the business name is different than the legal name.

STARTING DATE - The date the legal owner commenced business activity in the City of Seattle. Note: tax forms for all periods (from the starting or
opening date of the business as listed on the application) are required to be filed, even if no tax due, or no revenue generated.

PHYSICAL BUSINESS LOCATION AND MAILING ADDRESSES - Tax forms, licenses and license renewal notices will be sent to the mailing
addresses listed on the application if different than the physical location address. All Seattle locations must list a street address even though a PO. Box or
mail drop is used for mailing purposes. Please provide a current phone number for the business and if applicable, a cell phone number and/or fax number.

OTHER BUSINESS LOCATIONS IN SEATTLE - List the street address of all other locations in the City of Seattle; a $10.00 license fee is required
for each additional location. The renewal fee is $10.00 per calendar year. If you would like the branch location(s) to be sent a separate tax reporting form for
each quarterly tax period, check the appropriate box. All businesses that are granted "Annual” tax reporting status must report as one combined entity when
there is more than one location due to the $50,000 taxable revenue threshold.

NATURE OF BUSINESS - Be very specific, just indicating "service" or "retail" alone is not acceptable. List the type of service you provide and/or the
products sold. If you do not include enough specific information in this section, the application may be delayed until more details are provided. If you indicate
utility services, charging of admission or conducting any gambling activity, you will be required to complete additional registration paper work and tax liability
for utility tax, admission tax and/or gambling tax will be assigned to your business license account.

OWNERS, PARTNERS, OFFICERS - List full/true legal name, residential address, telephone and date of birth for all owners, partners, and officers.





Page 2 - Instructions for completing the City of Seattle business license application.

TAX REPORTING STATUS - Licensees are required to file Quarterly tax returns if taxable revenue for the entire entity is expected to exceed $50,000.
Only those businesses that estimate annual taxable revenue of less than $50,000 and are granted Annual tax reporting by the Department may file annually.
Total taxable revenue is determined by the licensee (legal entity), not for each location. If a business or licensee exceeds the $50,000 threshold for an
annual period, the Department will change the reporting status to quarterly for the following year. The Director may assign some businesses to a Monthly
reporting frequency. Tax forms are due on the last day of the month following each reporting period and must be filed even if no tax is due. All tax forms filed
after the due date are subject to late fees.

IF YOU PURCHASED THIS BUSINESS - Indicate former owner's forwarding address and phone number if known. Indicate the former owner's
customer number with the City of Seattle. Successors may be liable for back taxes on the business. If this is a new legal entity for you, provide your original
customer number.

SIGNATURE REQUIRED - Please sign the application. Also print the name and title of the signer. Provide the date the application was signed.

FEES DUE - Depending on the date of opening iin Seattle, the fee will be $90.00 or $45.00 for one location. Effective January 1, 2005, if a business has
$20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar year and $22.50 for the half year.
Indicate how many branch locations are being licensed and multiply that number times $10.00. Enter the total amount due for additional locations (if any)
and then total due for the application. Make your check payable to the City of Seattle. Include any past license fees if open date is prior to the current year.

REGULATORY LICENSES OR ADDITIONAL ENDORSEMENTS - If you are just starting your business and are not certain what business
activities you will be conducting, you may apply for additional endorsements at a later date. It is the owner's responsibility to apply for and maintain all
required licenses. Failure to be properly licensed may result in substantial penalties. If you will be performing as an adult entertainer or managing an adult
entertainment premise you must appear in person at the Revenue and Consumer Affairs Office, Suite 4250, of the Seattle Municipal Tower Building at 700
5th Avenue, Seattle, for a photo identification and a criminal background check.

Note: If you need a for-hire drivers license, please contact King County Licensing at (206) 296-2710. Taxicab association offices and taxicab owners should
apply for licenses at the Consumer Affairs Unit: 805 S. Dearborn Street, Seattle, WA 98134. Phone: (206) 386-1298. A criminal background check is
required.

You should contact Revenue and Consumer Affairs regarding additional licensing requirements if you will be doing any of the following:

operating a Trade Show; operating a utility, telephone network, pager services, or cable television franchise;
owning/operating a taxicab or taxicab association; charging admission for any event;

installing and/or maintaining burglar alarm systems; operating any type of gambling activity;

operating an all ages dance; operating a public parking garage;

operating a horse-drawn carriage; operating a tattoo shop;

operating as a panoram device location; owning/operating tow trucks;

operating as a residential seller (door to door); selling any type of used goods;

functioning as a weighmaster and/or weigher; operating a mobile home park;

operating an adult entertainment premise; or operating a public bathhouse;

owning/operating amusement devices; monitoring alarm systems.

Request for Additional Information

Note: The Seattle Municipal Code is located on the internet: http://clerk.ci.seattle.wa.us/-public/

If you would like to receive additional information from the Seattle Municipal Code concerning the following, you may return this section to the
address at the top of the instruction sheet. Please provide the name and address where the information should be mailed:

Please mail information on the following License Endorsements that are required in addition to the City Business License:

(] Adult Entertainment Premise (SMC 6.270) Exp. Dec 31 (] Public Garage/Parking Lots (SMC 6.48) Exp. Mar 31

(] AdultEntertainer (SMC 6.270) Exp. Dec 31 [J Residential Seller........ (SMC 6.260) Exp. May 31
(] Adult Entertainer Manager ... (SMC 6.270) Exp. Dec 31 [] Tatoo Shop (SMC 6.102) Exp. Feb 28
]  Amusement Devices___ . (SMC 6.270) Exp. Nov 30 [ Taxicabs (SMC 6.310) Exp. Aug 31
(] BurglarAlarmDealer. ... . (SMC 6.08) Exp. Dec 31 ] Taxicab Association.................... (SMC 6.310) Exp. Dec 31
(1 AlAgesDance . ... ... (SMC 6.294) Exp. Sept 30 ] Tow Trucks (SMC 6.214) Exp. Aug 31
(] Horse-drawn Carriages _ .. (SMC 6.315) Exp. Mar 31 (] Used Goods (SMC 6.288) Exp. Mar 31
[J Mobile Home Park ... (SMC 22.904) Exp. Jul 31 ] Weighmaster (SMC 7.04.565) Exp. Apr 30
(] Panoram Location/Device . .. (SMC 5.42) Exp. Dec 31 [J Trade Show License........... (SMC 6.20) Daily

] Public Bathhouse (SMC 6.36) Exp. Dec 31 (] Alarm System Monitoring (SMC 6.10) Exp. Dec. 31

Please mail the appropriate section of the SMC covering the City of Seattle business taxes for:

(] Gambling Tax (SMC 5.52) [] Business License Tax (SMC 5.45)
(] Admission Tax (SMC 5.40) [] Definitions (SMC 5.30)
(] Occupation Utility Tax (SMC 5.48) (] Administrative Provisions (SMC 5.55)
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APPLICATION FOR BUSINESS LICENSE Annual Fee $90.00

The license is for the calendar year, January through December. For a business that opens July 1 or thereafter, the half-year fee is $45.00*
The half-year fee does NOT apply to any years prior to 1998. The Seattle business license expires December 31.
*If worldwide annual gross income and/or value of products is estimated as $20,000 or less, the license fee
is $45.00 ($22.50 for half-year fee).

PLEASE PRINT OR TYPE - COMPLETE BOTH SIDES OF THE APPLICATION

Your business will be assigned a City of Seattle CUSTOMER NUMBER. Refer to the Customer Number in any future correspondence relating to your license.
Let us know if you previously had a Seattle business license. The account will be deemed a reinstatement ONLY if it has been closed for at least 12 months.

Please provide the information in the first section if it is available. The ID numbers are not required to obtain a City of Seattle business license.

State of Washington UBI # FEIN

State of Washington Contractor # City of Seattle Vendor ID # (if applicable)

Internet Address (if applicable) S.1.C. Code o (office use only)
Have you previously had a Seattle Business License? [J YES [J NO NAICS.Code (office use only)

PLEASE COMPLETE ALL SECTIONS BELOW and the REVERSE SIDE OF THIS FORM PROVIDING the BUSINESS INFORMATION

TYPE OF BUSINESS (Check ONE) [ Sole Proprigtor [] Corporation [ Partnership LILLC [ Other

Is the business a non-profit organization? [] Yes [INo (Non-profit organizations are required to be licensed and file tax returns as all other businesses.)

LEGAL NAME OF BUSINESS ENTITY

(If a sole proprietorship, please list your legal name, last name first, and include any middle initial.)

TRADE NAME or dba (doing business as)

WHAT IS THE STARTING DATE OF BUSINESS IN SEATTLE? Month Day Year

If the business was operating in Seattle before the current year, prior years' license fees, taxes, penalties and interest may be due.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance.
The location of your business should be indicated below. You must list a physical address (a post office box or mail drop is not considered a physical address).

PHYSICAL BUSINESS LOCATION:

ADDRESS CITY STATE ZIP
IS THIS LOCATION BEING ADDED AS A BRANCH ONLY TO AN EXISTING LICENSE? LJYES L[INO

Mailing address for LICENSE & RENEWAL

[ ] SAME AS ABOVE ADDRESS CITY STATE ZIP

Mailing address for TAX FORMS

[] SAME AS ABOVE ADDRESS CITYy STATE ZIP
BUSINESS PHONE: - CELLULAR PHONE - FAX -
LIST OTHER BUSINESS LOCATIONS IN SEATTLE - Each BRANCH LICENSE FEE is $10.00 per year (attach a separate sheet, if needed).
TRADE NAME ADDRESS SEATTLE ZIP CODE TELEPHONE "Separate" tax reporting status?
[JYes [ No
[JYes [ No

PLEASE COMPLETE THE BACK SIDE OF THE APPLICATION - ALL INFORMATION AND A SIGNATURE IS REQUIRED TO PROCESS
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NATURE OF BUSINESS: Check all that apply and provide detail below. THIS INFORMATION should be as detailed as possible.
[ Manufacturing-Extracting L Printing & Publishing L] Tour Operator L] Wholesale L] Retail [ Service L] Transportation LI Other

L] Utility Services (telephone services, pager services, cable television franchise) [ Charging Admission for Events/Shows ] Gambling Activity
DOES YOUR BUSINESS OWN OR OPERATE PRICE SCANNING EQUIPMENT? LIYES [INO
DESCRIBE IN DETAIL THE PRINCIPAL PRODUCT(s) OR SERVICE(s) RENDERED:

NOTE: Additional licenses or endorsements may be required depending on the business activity - please see instruction sheet under regulatory licenses.

NAME(S) OF SOLE PROPRIETOR, PARTNERS, CORPORATE OFFICERS, AND RESIDENT AGENTS: List true name(s), residence address,
telephone number and date of birth of the sole proprietor or all partners or corporate officers/directors and their titles (attach a separate sheet, if needed).

NAME AND TITLE RESIDENCE ADDRESS CITY, STATE, ZIP TELEPHONE  DATE OF BIRTH

TAX REPORTING STATUS - Seattle BUSINESS LICENSE TAX FORMS must be filed by every business, EVEN IF NO TAX IS DUE.
Based on the taxable revenue for your business as described below, please check one of the following reporting frequencies:

[0 QUARTERLY - Estimated taxable revenue will exceed $50,000 per year for entire entity - main location and branches (tax is due every quarter).
[J ANNUAL - Estimated taxable revenue will be less than $50,000 per year for entire entity (no tax due if revenue is less than $50,000).
A Business granted ANNUAL reporting status by Revenue and Consumer Affairs must file a combined tax return if there is more than one location.

Tax forms are mailed to the last known address - failure to receive the form does not preclude the requirements to file timely.

L1 YES My annual worldwide gross income and/or value of products will be $20,000 or less.
Should my gross income and/or value of products be greater than $20,000, | understand
| will be responsible for additional license fees.

IF YOU PURCHASED THIS BUSINESS, DID YOU TAKE OVER L] THE ENTIRE BUSINESS [J ONLY A PORTION

FORMER OWNER'S NAME CURRENT ADDRESS CITY, STATE, ZIP TELEPHONE CUSTOMER NUMBER

A SIGNATURE IS REQUIRED IN ORDER TO PROCESS THE APPLICATION

As applicant, | , certify or declare under penalty of perjury under the laws of the State of Washington
that the foregoing is true and correct. All information given is subject to verification with State of Washington, Department of Revenue.

SIGNATURE DATE
PLEASE PRINT your NAME TITLE
FEES DUE - MAKE CHECK PAYABLE TO CITY OF SEATTLE FOR OFFICE IU_StFION'-; ,
niuals ate

Business License Fee if OPEN date is January 1 - June 30 $90.00

If $20,000 or less in worldwide annual gross income $ 45.00 Processed by
Business License Fee if OPEN date is July 1 or laterin year ~ $ 45.00

If $20,000 or less in worldwide annual gross income $22.50 Tax Forms Mailed
Additional Seattle Locations X $10.00 = $ Enforcement

TOTALDUE ..., $ License # Issued
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Page 2 of 5

Vendor’s Name: ______________________________________________________________




City of Seattle Vendor Questionnaire


INSTRUCTIONS:  This is a mandatory form.  Submit this form with your bid or proposal. Provide information to the extent information available.  If response is incomplete or requires further description, the Buyer may request additional information within a specified deadline, or may determine the missing information is immaterial to award.   

		Vendor Information



		Vendor’s Legal Name 

		     



		“Doing Business Name” (dba) if applicable

		     



		Mailing Address 

		     



		Contact Person and Title 

		     



		Contact Person’s Phone Number

		     



		Contact Person’s Fax Number

		     



		Contact Person’s E-Mail Address

		     



		Dun & Bradstreet number (if available)

		     



		Identify the City and State of your company headquarters

		     





		Vendor Registration with City of Seattle



		Did your firm register on to the City’s Registration System at http://www2.ci.seattle.wa.us/vendorregistration/default.asp ?  

For assistance, call 206-684-0444.

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     





		Most companies must hold a Seattle Business License (if you have a facility/office in Seattle, conduct sales visits to Seattle, deliver products in your own trucks, or perform on-site consulting, repairs, installation, etc).  If you fall within that category, will you immediately seek a Business License upon award? 

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     








		Ownership

		.



		Is your firm a subsidiary, parent, holding company, or affiliate of another firm?

		     



		What year was your firm, under the present ownership configuration, founded?

		     



		How many years has your firm been in continuous operation without interruption?

		     



		What year did your firm begin providing, on a continuous basis, the types of services or products that are required from this solicitation?

		     





		Financial Resources and Responsibility

		Specify yes or no.  

If yes, explain.



		Within the previous five years has your firm been the debtor of a bankruptcy?

		     



		Is your firm in the process of or in negotiations toward being sold?

		     



		Within the previous five years has your firm been debarred from contracting with any local, state, or federal governmental agency?

		     



		Within the previous five years has your firm been determined to be a non-responsible bidder or proposer for any government contract?

		     



		Within the previous five years has a governmental or private entity terminated your firm’s contract prior to contract completion?

		     



		Within the previous five years has your firm used any subcontractor to perform work on a government contract when that subcontractor had been debarred by a governmental agency?

		     





		Affirmative Contracting – SMC 20.42

		Specify yes or no.  



		Within the previous five years has your firm been found to have violated any local, state, or federal anti-discrimination laws or regulations?

		      If yes, explain.



		Does Vendor anticipate hiring a subcontractor or new employees to perform the work required under this contract? If yes, attach the mandatory Inclusion Plan:

		Yes       No
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		Disputes

		Specify yes or no.  

If yes, explain.



		Within the previous five years has your firm been the defendant in court on a matter related to any of  the following issues:


· Payment to subcontractors?


· Work performance on a contract?

		     



		Does your firm have outstanding judgments pending against it?

		     



		Within the previous five years, was your firm assessed liquidated damages on a contract?

		     



		Has your firm received notice of and/or in litigation about patent infringement for the product and/or service that your firm is offering to the City?

		     





		Compliance

		Specify yes or no. 

 If yes, explain.



		Within the previous five years, has your firm or any of its owners, partners, or officers, been assessed penalties or found to have violated any laws, rules, or regulations enforced or administered by a government entity?  This does not include owners of stock in your firm if your firm is a publicly traded corporation.  

		     



		If a license is required to perform the services sought by this solicitation, within the previous five years has your firm had a license suspended by a licensing agency or been found to have violated licensing laws?

		     



		If Hazardous Materials are an element of the contract, has the Vendor had any violations of improper disposal of such materials or any violation of associated laws, rules or regulations in the previous five years? 

		     





		Involvement by Current and Former City Employees

		Specify yes or no. 





		Are any of your company officers or employees a current or former City of Seattle employee or volunteer?  If yes, identify the employee name.  Advise the employee of their duty to comply with City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16. 

		     





		Will any of your vendor employees work more than 1,000 hours (per rolling 12 months) within a City contract, combining the hours for work under this contract and any other?  If so, specify the worker name.  Advise the worker of their duty to comply with the City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16

		     



		Does Vendor (including officer, director, employee, trustee, or partner) have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluation of the Vendor performance?  

		





		Emergency Contact Information


Certain contract products or services may be valuable during a 24-hour emergency. If you have alternative contact information for emergency response during non-business hours, please provide below.  



		Contact Name

		     



		Emergency Phone Number

		     



		Back-up Emergency Phone Number

		     



		If your company has locations outside Seattle that can be called upon in an emergency for these products or services, please list:

		





		Business History

		Specify yes or no. 


 



		In the last five years, has your firm held other contracts with public agencies to provide similar products or services in a size and scope similar to that required by the City of Seattle?

		     



		Provide and/or attach a sampling of contracts you have held in the past five years, sufficient for the City to understand the depth and breadth of your experience, with a particular emphasis on contracts with public agencies.   The City may use this to assess your capability and experience at this particular type of product provision or service work.  Specify the name/contact that can serve as a reference for each.

· If you have many such contracts, you can provide a brief summary. 

· If you are a subsidiary of a national firm, summarize the contracts that represent your local office.   


 

		





		By submittal of this form, the Vendor hereby certifies:



		Vendor is not debarred, suspended, proposed for debarment, or declared ineligible for award of contracts by any Federal agency.



		During the most recent three years, Vendor has not  been convicted of or had a civil judgment rendering against the firm for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Federal, state or local government, or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, or receiving stolen property, and my firm is not presently indicted for, or otherwise criminally or civilly charged by a Government entity with, commission of any of these offenses.



		Vendor has not paid, nor will pay, Federal appropriated funds (including profit or fee received under a covered Federal transaction), to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress on his or her behalf in connection with this solicitation, the Offeror shall notify the City of Seattle and complete and submit, with its offer, OMB standard form LLL, Disclosure of Lobbying Activities.



		Vendor has not had a governmental or private entity contract terminated prior to contract completion or debarred from bidding, within the last five years.



		Within the previous five years, vendor has not used any subcontractor to perform work on a government contract when that subcontractor had been debarred by a governmental agency.



		Vendor’s Offer is valid until the date the City awards a Vendor Contract or rejects all offers;



		Vendor has not, directly or indirectly, entered into any agreement, participated in any collusion, or otherwise taken any action in restraint of competitive pricing in the preparation and submission of its Offer;



		Vendor shall provide immediate written notice to the City of Seattle if, at any time prior to contract award, the Offeror learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances.



		Submittal of this Vendor Questionnaire with your proposal provides authority and certification for your entire submittal.  





City Non Disclosure Request 


If you believe any statements or items you submit to the City as part of this bid/response  are exempt from disclosure, you must identify and list them below.  You must very clearly and specifically identify each statement or item, and the RCW exemption that applies.  If awarded a City contract, the same exemption status will carry forward to the contract records.  


The City will not exempt materials from disclosure simply because you mark them with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  You may not identify the entire page, unless the entire page is within the exemption scope. Only records properly listed on this Form will be protected and withheld for notice.  All other records will be considered fully disclosable upon request. 


 FORMCHECKBOX 
    I do not request any information be withheld.


 FORMCHECKBOX 
    I request the following specific information be withheld.  I understand that all other information will be considered public information.  For each statement or item you intend to withhold, you must fill out every box below.  You should not require an entire page withheld; only request the specific portion subject to the exemption. 

		Document Page: 

Specify the page number on which the material is located within your submittal package  (page number)

		Statement:


Repeat the text you request to be held as confidential, or attach a redacted version. 

		RCW Exemption:  

Specify the RCW exemption  including the subheading



		

		

		



		

		

		



		

		

		





For this request to be valid, you must specify the RCW provision or other State or Federal law that designates the documents as exempt from disclosure.  For example, potential RCW exemptions include the following:


1.  RCW 42.56.230.3 – Personal information -  taxpayer 


2. RCW 42.56.230.4 – Personal information – Credit card numbers and related


3. RCW 42.56.240 -  Investigative, law enforcement and crime victims


4. RCW 42.56.250 – Employment and licensing – specify the applicable subheading


5. RCW 42.56.260 - Real estate appraisals


6. RCW 42.56.270 (Items 1 through 17) – specify which subheading.


7. RCW 42.56.270 (items 1 through 17) – specify applicable subheading


8. RCW 42.56.420 - Security


Equal Benefits Compliance Declaration


Please declare one (1) option from the list below that describes the Contractor’s intent to comply with Seattle Municipal Code Chapter 20.45 should you win the contract. 

Equal Benefits applies to any contractor location in the United States where substantive contract work is being performed (work directly related in a substantial way to the contract scope and deliverables). 


 FORMCHECKBOX 

Option A The Contractor makes, or intends to make before contract execution, all benefits available on an equal basis to its employees with spouses and its employees with domestic partners, and to the spouses and the domestic partners of employees, in every location within the United States where substantial work on contract will be performed.  


 FORMCHECKBOX 

Option B The Contractor does not make benefits available to either the spouses or the domestic partners of its employees.


 FORMCHECKBOX 

Option C The Contractor has no employees.


 FORMCHECKBOX 

Option D Collective Bargaining Delay.  Benefits are available on an equal basis to non-union workers, but union workers are subject to a collective bargaining agreement that does not provide equal benefits.


 FORMCHECKBOX 

Option E Open Enrollment Delay. The first open enrollment period for implementing Equal Benefits is not available until after contract execution

 FORMCHECKBOX 

Option F Cash Equivalent Payment. The Contractor intends to provide a cash equivalent payment to eligible employees in lieu of making benefits available.


 FORMCHECKBOX 

No United States Presence The Contractor does not perform substantial work for the contract in any United State location.

 FORMCHECKBOX 

Non-Compliant The Contractor does not comply and does not intend to comply, and refuses all options provided above.


Equal Benefits Instructions

Seattle Municipal Code Chapter 20.45 (SMC 20.45) requires companies executing a City contract to provide health and benefits that are the same or equivalent to domestic partners of employees as to spouses of employees, and of their dependents and family members.  

1. Carefully fill out the Equal Benefits Declaration. It is essential to your standing in the evaluation process, so it is important to understand and complete the declaration properly. 


2. The Buyer or Coordinator for the solicitation can answer many questions.or the general office at 206-684-0444.  Call before you submit your bid to ensure you’ve filled out the form correctly.  


3. "Domestic Partner" is any person who is party to a same-sex marriage that is legally recognized in the place of jurisdiction of the marriage, or as a Domestic Partner with the employer or with a government registry established by state or local law. If the employer does not have a registration system and does not intend to implement one, the City of Seattle has a registration system as an option: http://www.seattle.gov/leg/clerk/dpr.htm

The City will review your responses and make a final determination.  If the information you supply is conflicting or not clearly supported by the documentation that the City receives, the City may reject your entire submittal (bid or proposal) or may seek clarification to ensure the City properly classifies your compliance.  


Companies that select “Non Compliant” will be rejected, unless there is no competitor that is compliant, responsive and responsible.  The City may also find a Bidder “Non Compliant” upon inspection of their program. Be prepared with documentation to support your declaration. All contracts awarded by the City may be audited for equal benefits compliance. Non-compliance may result in the rejection of a bid or proposal, or termination of the contract.

_1445319698.doc

[image: image1.png]







City of Seattle



Inclusion Plan






			Solicitation Number & Title:


			       





			Your Company Name:


			     








Bidders must complete and submit this form with their RFP response. Carefully read the attached instructions.


For questions, call Miguel Beltran, 206-684-4525 Miguel.Beltran@seattle.gov


The RFP instructions for this project identify how many points this Inclusion Plan is given during RFP evaluation.  


Aspirational WMBE Goals.


Propose WMBE utilization goals in the spaces below. These goals represent WMBE utilization the Bidder intends to achieve during contract performance.  The goals should represent a realistic and achievable commitment. WMBE Bidders  may indicate your self-performance as well as work you intend to subcontract to other WMBE firms. See page 4 for instructions. These goals do not need to match, and are not expected to match WMBE Guarantees.


			Project Goals


			





			Specify the percentage participation by woman owned firms.  


			%





			Specify the percentage participation by minority owned firms.


			%





			TOTAL


			%








Strategies.



Describe strategies you intend to use to achieve the aspirational WMBE utilization for this contract.  This may include such strategies as negotiated award to a WMBE firm in lieu of competitive subcontract bids, using WMBE as a tiebreaker per RCW 35.22.650, strategies for self-performance and subcontracting, providing mobilization payments, and offering rapid invoice payments. 


Past Performance



As evidence of your good faith intentions to achieve the WMBE aspirational goals you provide on page 1, describe your past performance on contracts with similar work.  The City may review your past performance on previous City contracts.  Your response should concentrate on achievement when your effort was voluntary (i.e. goals were not mandatory such as a federally-funded DBE requirement), or where you exceeded the regulatory minimum requirement.  


WMBE Guarantees.


This section gives the option to guarantee utilization of certain WMBE firms as evidence of good faith efforts.  If you choose to list WMBE firms, you guarantee to the City and WMBE firm they will be used.  Describe the Guarantee you are giving (a percentage of total contract value, or a scope of work guaranteed to the firm or similar). Please see instructions on page 5.


			WMBE Business Name


			Describe Guarantee





			     


			     





			     


			     





			     


			     





			     


			     





			     


			     








			     


			     





			


			     








Diverse Employment.


If you have a mission or program uniquely committed to hiring workers with employment barriers, veterans, disabled, the chronically unemployed or low income individuals, or woman and minority (if they are underutilized in your profession such as. construction trades), please describe.  The City expects a substantive and highly integrated program, instead of a standard EEO or Affirmative Action policy 


Describe how this mission or commitment would translate directly into placement of such workers to perform the scope of work for this City contract opportunity.



 Inclusion Plan Instructions


WMBE firms include any self-identified or state-certified firm that is at least 51% woman or minority owned (per SMC 20.42). The following may assist bidders:  https://wald1.seattle.gov/dea/registration/ and http://www.omwbe.wa.gov/certification/certification_directory.shtml).   A WMBE does not need to be self-identified and registered within the City’s Yellow Pages at time of bid, but must do so before contract execution. 


1. When the City places the Inclusion Plan into the solicitation requirements, the “Bidder” must complete and submit this WMBE Inclusion Plan as part of the RFP response.  If the form is not completed and submitted as part of the response, the bid will be considered non-responsive.


2. The RFP provides the evaluation scoring matrix, which includes how many points this Inclusion Plan will be given in RFP evaluation.  Notes below provide you the context of how points will be considered. The Plan will be evaluated by the City based upon the strength of the good faith efforts to utilize WMBE-owned firms


3. A Prime (i.e. the Bidder, Vendor, the company submitting the proposal) who self-identifies (or is state certified) as a WMBE firm, must complete this form. even if it intends to self-perform.  


4. If you are a WMBE Prime and chose to self-perform elements that are eligible for subcontracting (i.e. work that is discretionary, which a prime may chose to self-perform or subcontract) , you may include your self-performance as part of your aspirational goal, and may name your self-performance for such discretionary work within your Guaranteed WMBE utilization. 



5. All work identified in the Plan to be performed by a WMBE firm must be a commercially useful function for the contract scope.



6. The City may discuss the Plan with the apparent successful bidder before incorporating into the contract; the Plan may be amended by mutual consent.



7. For phased work, (for example, an IT project), provide responses as thorough as possible given the scope known.  If future phases require, the City will review the Plan for mutually-agreed upon updates.


Aspirational WMBE Goals (Page 1)



8. These goals are a serious commitment the Prime (i.e. Bidder or Proposer)  can reasonably and realistically achieve given good faith efforts.  



9. These aspirational goals, good faith efforts, progress reports, and collaboration with the City are material to the contract. 


10. The Bidder is to provide an Aspirational Goal that is achievable.  Failure to achieve the goal itself is not a material breach, but substantial variance below the Aspirational goal volunteered by the Bidder  may measure failed good faith efforts, to establish a reasonable goal and/or build an appropriate effort to achieve the aspirational goal.


11. The Aspirational Goal percentage applies to the entire contract cost.  If change to the contract requires a modification to the percentage, then the City and Prime will discuss whether a greater or lesser goal is appropriate and modify the Plan.



12. The bidder should enter a total WMBE goal on page 1 where indicated.  The City seeks a separate percentage WBE and MBE goal. If the bidder does not provide such goals separately and only gives a total, then the City may seek the two separate percentages after bid opening and rely upon the total for scoring. If the Bidder provides a WBE and MBE goal, but does not total the percentage, the City shall total those percentages to become the total. 


WMBE Guarantee (Page 2)



13. The Prime has the option to list WMBE firms with whom the Prime commits to contract. This does not need, and is not expected, to equal your aspirational goal on page 1.  You may have WMBE firms you can commit at time of bid, but may have other opportunities you are not yet prepared to guarantee. 



14. A WMBE Guarantee should be secured with the WMBE firm in advance of listing on the form.  The City does not require a signed contract in place with the WMBE.


15. Changes to named WMBE Guarantees:   



a.         A named firm includes any WMBE named in the Inclusion Plan with whom the Bidder would Contract if awarded the Contract.  



b.         Any such WMBE that the Prime wishes to substitute during the course of the project must have City Buyer consent through a change order and a demonstrated “good cause.”  “Good cause” shall include the following:



1. Failure of the WMBE to execute a written contract after a reasonable period of time.



2. Bankruptcy of the WMBE.



3. Failure of the WMBE to provide the required bond.



4. The WMBE is unable to perform the work because they are debarred, not properly licensed, or in some other way is ineligible to work.



5. Failure of the WMBE to comply with a requirement of law applicable to subcontracting.



6. The death or disability of the WMBE (if the WMBE is an individual)



7. Dissolution of the WMBE (if the WMBE is a corporation or partnership).



8. If there is a series of failures by the WMBE to perform in accordance with previous contracts.



9. Failure or refusal of the WMBE to perform the work.



c.         If the Prime is making a change to a named WMBE Subcontractor, then the Prime shall use good faith efforts to recruit another WMBE to do the Work. 



Diverse Employment (Page 3)



a. Corporate EEO policies and affirmative action policies are not indicative of a unique employment mission.



b. A response is not required, if you have no such program within your company and/or you do not have a unique mission as part of your business purpose.



			2/21/13 Purchasing


			Page 1








			2/12/13 Purchasing 


			Page 2
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Minimum Qualifications.doc
City of Seattle RFP #SCL-4644

Title: Integrated Learning and Talent Management System RFP



		Item #

		Minimum Qualification

		Complies

		Does Not  Comply

		If you comply, describe how you meet the minimum qualification.



		SO1



		Software Vendor has been in the business of providing human resources software for a minimum of 5 years.




		

		

		



		SO2

		A single, fully integrated software product provides learning management and talent management functions.




		

		

		



		SO3

		Major version of software (e.g. 5.XX) being proposed has been in production for a minimum of 1 year.




		

		

		



		SO4

		Major version of software (e.g. 5.XX) being proposed must be operating as software as a service (SaaS) to provide a full range of integrated talent management/learning management functions in at least 2 North  American jurisdictions with 10,000 employees or more.



		

		

		



		PM1

		Proposed project manager has managed at least 3 software implementation projects of similar scope and complexity within the last ten years.

		

		

		



		PM2

		Proposed project manager has managed at least one implementation project that involved the proposed software major version (e.g. 5.XX) within the last five years.

		

		

		





MINIMUM QUALIFICATIONS

Please check the applicable box to signify compliance or non-compliance to each minimum qualification.  If you do comply, describe exactly how you achieve each minimum qualification.  The determination that you have achieved all the minimum qualifications is made from this document or a document with the same information.
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Mandatory Functional and Technical Requirements.doc
City of Seattle RFP#SCL-464

Title: Integrated Learning and Talent Management System RFP

MANDATORY FUNTIONAL & TECHNICAL REQUIREMENTS


Please check the applicable box to signify compliance or non-compliance to each mandatory technical requirement.  If you do comply, describe exactly how you achieve each requirement.  The determination that you have achieved all the mandatory technical requirements will be made from this document or a document with the same information.




		Item #

		Mandatory Functional Requirements

		Complies

		Does Not  Comply

		If you comply, describe how you meet the functional & technical requirement.



		G-1

		System administration/configuration can be performed by HR staff; routine administration and configuration activities do not require IT staff support.

		

		

		



		G-3

		System includes embedded security so that certain users are granted special privileges and others are not.

		

		

		



		G-4

		System supports administrators changing security privileges as employee's roles change.

		

		

		



		G-6

		System enables administrators to create, configure and copy workflows, templates and form design including approval process management.

		

		

		



		G-7

		Supports tailoring of workflows by audience (different approval workflows for different organizations – multiple, single, indirect, etc.)

		

		

		



		G-10

		System is modular, allowing deployment of only required functionality (turning on or off features and modules.)

		

		

		



		G-11

		System provides ability to support different business rules for each department or organization.

		

		

		



		G-12

		System provides ability to set up portals that are unique to a specific business unit in the organization.

		

		

		



		G-13

		System supports audit trails and e-signatures.

		

		

		



		LC-1

		System enables integration of 3rd party content libraries, either housed in the LTMS or integrated with the provider's servers.

		

		

		



		LC-2

		System supports uploading standards-based e-learning content (SCORM 1.2, SCORM 2004, AICC).

		

		

		



		LC-3

		System supports administrators easily uploading e-learning content developed with common, standards-based authoring tools (e.g. Captivate, Camtasia, Articulate, Lectora, Toolbook).

		

		

		



		PM-9

		System provides ability for HR administrators to create multiple plan forms (templates) and assign the appropriate plans to different organizations, locations, etc., without IT staff support.

		

		

		



		CM-51

		System provides ability to maintain the competency library and job hierarchy in one place to feed the performance management, learning management, organizational planning, succession management, career management, compensation, and workforce planning processes.

		

		

		



		STM-12

		System provides security controls around whether candidates or their managers can see if they are being considered for a position or program.

		

		

		



		CA-1

		Career management and development capabilities are integrated with other performance and talent management processes and are all part of one application.

		

		

		



		Item #

		Mandatory Technical Requirements

		Complies

		Does Not  Comply

		If you comply, describe how you meet the functional & technical requirement.



		S-1

		Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities as articulated by the "OWASP Top-10" (www.owasp.org), and has been found to be free of significant security defects.

		

		

		



		S-2

		Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities, and has been found to be free of significant security defects.




		

		

		



		S-7

		System supports 128-bit encryption and SSL.




		

		

		



		S-11

		System masks the presentation of sensitive data as determined by the City based on user security.




		

		

		



		S-12

		System supports security log-on requireing a user ID and password to prevent unauthorized access to the system and its data files.




		

		

		



		S-16

		System can support intruder lockout after a certain number of attempts.




		

		

		



		S-17

		System supports passwords expiring after a specified number of days.




		

		

		



		S-18

		System utilizes password encryption for secured log on.




		

		

		



		S-19

		All stored passwords are encrypted and may not be viewed by humans.
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Management Response.docx
City of Seattle Management REsponse

LEARNING and Talent MANAGEMENT SYSTEM RFP #SCL-464

Page 18 of 18

Proposer’s Name: ______________________________________________________________





City of Seattle RFP# SCL-464

Title:  Learning and Talent Management System RFP

Management Response



I.  Software Vendor Information

A. Company Experience 

		Number of years the company has been engaged in developing and implementing software for learning and talent management and related functions for utilities and local jurisdictions of the size of the City of Seattle or larger.

		      years



		Please provide a brief company history and overview relative to the development and implementation of software for learning and talent management and related functions.  (Maximum length 500 words.)

		





		

B. Company Organization

		Please attach an organization chart which clearly illustrates the company’s major lines of business and the relationships between them.

		(1) Attached   |_|  





		How many employees does the company have associated with its human resources-related software products in the locations listed?

		United States                        # employees



Pacific Northwest

WA, OR, ID, AK:                  # employees



Outside the  US:                     # employees





		How many employees associated with these types of products/systems does the company have in each of the following categories?



		Customer Support:                   # employees



SasS Operations Support:        # employees



Installation & Training:            # employees



Product Development:              # employees



Sales, Marketing:                      # employees



		Average annual staff turnover rate.

		     % annual turnover



		Location (city and state) of office that will serve as the primary contact during implementation.

		

     



		Does the company have any user group support organizations?

		Yes |_|              No|_|     



Title of Organization:

Frequency of meetings:



		Identify costs associated with membership in your user support organization, including any registration fees for local or national meetings or conferences.

		      annual membership 



      national/international meeting registration fee

      local/regional meeting registration fee



		Identify the closest user group meeting location that your company has for the Seattle area.

		     







C. Financial Information

		What was the Company’s annual gross revenue during the last three fiscal years?

		FY 2010         



FY 2011          



FY 2012           



		What was the percentage of gross revenues invested in research and development for human resources software?

		       %  



		What was the average annual company sales volume for human resources software and services for the previous three (3) fiscal years?

		 $     



		What percentage of gross revenues does the sales volume for human resources software and services represent?

		     %







D. Customer List

List organizations with 10,000 or more employees which have deployed the learning and talent management software you are proposing for the City of Seattle.  Clients may be contacted and used as references, along with other sources that may be provided to the City in your response or that are otherwise known to the City.



		Client

		Product/Modules/

Version/Release

		Implementation

Date

		Contact Name, Title

		Contact Email

		Contact Phone



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







E. Terminations 

If any, list any contracts that have been terminated before the project completion in the last five years with your firm. (If you are national company, list those terminations for the office that will serve the City of Seattle).  Indicate whether contract was terminated for Default (defined as a notice to Proposer to stop performance due to Proposer’s non-performance or poor performance) and whether the issue was (a) not litigated; or (b) litigated and such litigation determined the Proposer to be in default.  If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied in a narrative attached to this response.  The City will evaluate the information and may also at its sole discretion, reject the Proposer’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Proposer.  These may be contacted as a resource to the City for assessing references and responsibility.

Have you had any early Contract Terminations?   Yes |_|              No|_|     

If yes, are termination descriptions attached? 	  Yes |_|              No|_|     



F. Product Ownership History

Describe whether any component within the product offering has been previously owned by another company. For example, if your company purchased a performance review system from another company and then integrated it with your software application, you must divulge the performance review software’s ownership history. 

		









G. Software Version Upgrades

Provide a brief history of software version upgrades released by the Proposer over the past two (2) years.  

		Upgrade version/release number

		Release date

		Major feature changes

		Associated licensing costs to clients



		

		

		

		



		

		

		

		



		

		

		

		







Provide information on planned system software upgrade releases by the Proposer.  

		Upgrade version/release number

		Planned release date

		Major feature changes

		Associated licensing costs to clients



		

		

		

		



		

		

		

		







H. Future Functional Enhancements to Base Software

Explain the methodology used for prioritizing and implementing future functional enhancements to the proposed software.  (Maximum 500 words.)

		







I. Prime Contractor 

If your proposal includes software and/or services from a third party, the Proposer must act as prime contractor for procurement of all proposed products and services.  Prime contractor shall be the sole point of contact for contractual issues including payment of any and all charges resulting from the purchase of the proposed hardware, software, and/or services.  Prime contractor must take responsibility for demonstration, delivery, installation, and acceptance testing of all items proposed.  Prime contractor must also provide maintenance, warranty and ensure third-party warranties are extended to City.



1.  Will Proposer utilize subcontractors?:   Yes |_|              No|_|     



2.  If yes, attach a clear description of how you as Prime Contractor will direct work of all subcontractors to ensure the quality and timeliness of work performed by the Company and all subcontractors. (Maximum 500 words.)     

		









If you responded yes and are utilizing subcontractors (or third party Proposers) for this engagement, then also complete the following chart. Replicate this chart for each subcontractor proposed.  Also complete an Inclusion Form, RFP Section 8.

		Third Party Proposer Name:

		Number of previous partnerships with this Proposer

		Clients for Previous Partnerships with this Proposer

		Description of Installed and Configured Service



		Project Management Services

		     

		     

		     



		Application Software Installation

		     

		     

		     



		Other Software Installation

		     

		     

		     



		Functional/Business  Analysis

		     

		     

		     



		Data Conversion Development

		     

		     

		     



		External System Interfaces Development

		     

		     

		     



		Testing

		     

		     

		     



		Training

		     

		     

		     



		Deployment

		     

		     

		     



		Other:

		     

		     

		     



		Other:

		     

		     

		     








II. Subcontractor



If a third party company will subcontract to the Software Vendor (Prime Contractor) to provide system integration services or other services for this engagement, then the third party (Subcontractor) must separately answer all questions in this section (Section II.)  If no subcontractors will be used in this project, ignore Section II and continue with Section III.



A. Subcontractor Company Identity 

		Vendor’s Legal Name 

		     



		“Doing Business As” name if applicable

		     



		Mailing Address 

		     



		Contact Person and Title 

		     



		Contact Person’s Phone Number

		     



		Contact Person’s Fax Number

		     



		Contact Person’s E-Mail Address

		     



		Washington State UBI Number

		     









B. Company Experience 

		Number of years the company has been engaged in implementing software for learning management and related functions for local jurisdictions of the size of the City of Seattle or larger.

		      years



		(2) Please provide a brief company history and overview relative to the implementation of the specific software products for learning management and related functions which are being proposed for the City of Seattle. (Maximum length 500 words.)

		





		

C. Company Organization

		Please attach an organization chart that identifies the major lines of business of your company and the relationships between them.

		Attached   |_|  





		How many employees does the company have associated with implementing human resources-related software products?

		United States                        # employees



Pacific Northwest

WA, OR, ID, AK:                  # employees



Outside the  US:                     # employees





		How many employees associated with these types of services does the company have in each of the following categories?



		Technical Support                 # employees

(Includes analysis, design, configuration, implementation)



Training:                                   # employees



Testing                                   # employees



Change Management             # employees



		Total staffing associated with implementing human resources-related software products for the past 4 years:

		2009         2010         2011         2012

                                         





		Average annual staff turnover rate:

		     % annual turnover



		Location (city and state) of office that will serve as the primary contact during implementation

		

     







D. Financial Information

		What was the Company’s annual gross revenue during the last three fiscal years?

		FY 2010          



FY 2011           



FY 2012           



		What percentage of gross revenues is represented by the performance of services similar to those in this RFP?

		%







E. Terminations 

If any, list any contracts that have been terminated before the project completion in the last five years with your firm (if you are national company, list those terminations for the office that will serve the City of Seattle).  Indicate whether contract was terminated for Default (defined as a notice to Proposer to stop performance due to Proposer’s non-performance or poor performance) and whether the issue was (a) not litigated; or (b) litigated and such litigation determined the Proposer to be in default.  If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied in a narrative attached to this response 	.  The City will evaluate the information and may also at its sole discretion, reject the Proposer’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Proposer.  These may be contacted as a resource to the City for assessing references and responsibility.

Have you had any early Contract Terminations?   Yes |_|              No|_|     

If yes, are termination descriptions attached? 	  Yes |_|              No|_|     








III. System Integrator



All System Integrators, whether a third party Subcontractor or the Software Vendor, must answer these questions:



A. Current Commitments

List at least ten of the highest dollar contracts currently held by your firm. If you hold fewer than ten, list all that are held.  



		Client

		Description

		Dollar value

		Share of current income derived from this contract

		Expected contract end date



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		









		How will these or other current commitments affect the ability to support this City scope of work?  Explain any staffing and schedule overlaps, particularly, but not limited to key staff availability and schedules.

		



		How will you ensure that such commitments or potential overlaps will not affect the City of Seattle schedule and project delivery?  (Maximum 250 words.)

		










B. Previous Experience & References

List all contracts with similar scope and magnitude held within the previous five years.  (Add more tables if necessary.)  Clients may be contacted and used as references, along with other sources that may be provided to the City in your response or that are otherwise known to the City. 



		
Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		







		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		







		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		












		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		







		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		










IV. Project Proposal



All Proposers must answer the following questions regarding project approach, methodology, schedule, and resources consistent with the Statement of Work (Section 5.0 of this RFP):



A. Project Schedule

Attach your proposed detailed project schedule for all project activities, identifying your and Seattle City Light’s project team resources for each task.	     Attached   |_|  



B. Major Work Products

Consistent with the Project Schedule identify major project deliverables, delivery dates, and review periods. Add additional lines as needed.



		Deliverable Work Product

		Delivery Date

		City Review Period



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		









C. Implementation Approach

Referencing the objectives and deliverables as defined in the Statement of Work (Section 5.0 of this RFP,) please describe your approach to implementation: major tasks, sequencing, phasing, and quality assurance.  (Maximum 500 words.)

		







Statement of Work Objective 1: Provide project management and coordination

Discuss your proposed project approach, describing how you intend to plan and manage a project of this size, scope, and complexity, including communications, status reporting, quality assurance, and change management. (Maximum 500 words.)

		







 

Include a sample status report. Attached   |_|  



Statement of Work Objective 2: Assist with business process design, address gaps, and configure software

Explain your approach to validating requirements and identifying process improvement opportunities based on the capabilities of the selected software and then configuring the software to implement those processes. Include your approach to configuration and associated documentation. (Maximum 500 words.)

		







Statement of Work Objective 3: Migrate and load data.

Explain your approach for converting historical data to the new software.  (Maximum 500 words.)

		







Statement of Work Objective 4: Develop interfaces 

Explain your approach to implementing the interfaces with external systems as documented in this RFP. (Maximum 500 words.)

		







Statement of Work Objective 5: Perform testing 

Describe your approach to testing; include a sample test plan from a previous project as an example. (Maximum 500 words.)

		







Statement of Work Objective 6: Conduct training 

Describe your approach for providing training to the City of Seattle, including end user training, system administrator training, and technical training for City staff assisting with configuration, data conversion, and other project tasks.  Include sample course syllabus and sample training materials.  Identify any additional training resources, such as computer-based training, which will be available to the City on an on-going basis for refresher training or the training of new hires. (Maximum 500 words.)

		







Statement of Work Objective 7: Provide go-live support and stabilization services

Describe your support during cut-over and a post go-live stabilization period, including the technical and business support documentation which will be provided.  (Maximum 500 words.)

		







Statement of Work Objective 8: Provide ongoing operation, maintenance, and support services

Describe your approach to addressing client problems or issues when providing a hosted solution.  (Maximum 500 words.)  Provide a copy of your standard Service Level Agreement, including performance metrics. Attached   |_|  

		







D. Project Organization

Provide a diagram that illustrates the Proposer’s project organization.  Include the names of key project staff and any subcontractors, their roles, and responsibilities.  Identify all internal and external communication paths, including within the Proposer’s project staff and between the Proposer and City project staff.  Include the Project Manager’s reporting relationships within the Proposer’s organization.    Attached   |_|  

Describe the type and level of authority vested in the Project Manager in regards to coordinating the Proposer resources in support of this project, including the percent of time the Project Manager will be on site. (Maximum 250 words.)



		









E. Project Team Matrix

Complete the matrix with the number of years of experience for each proposed team member/key staff in each subject area. Add additional lines as needed.



		Team Member Name:

		Project Role

		Years of Experience in that Role

		Years of Experience servicing Public Sector Clients

		Primary Work Location (City and State)



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     









F. Key Staff Experience

Complete the following table for each proposed key project team member. Begin with the tables provided for Project Manager, Technical Lead, and Functional Lead.  (You may change these role titles if appropriate.)  Add additional tables as needed.  Do not attach resumes.




		Name

		



		Project Role:  Project Manager

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		












		Name

		



		Project Role:  Technical Lead

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		












		Name

		



		Project Role:  Functional or Business Lead

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		













		Name

		



		Project Role:  

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		










Key Staff Assignment Priority

In responding to this RFP, Proposer warrants that any key staff members identified by the Proposer 

and accepted by the City shall be dedicated to this City project as that person’s primary assignment for the duration of such person’s employment by the Proposer and that any change in assigned key staff is subject to prior City approval in writing.



V. System Operation and Support



All Proposers must answer the following questions regarding the provision of hosted (Software as a Service) system support specific to the software solution being proposed:



		Location of data center (city or county and state)

		



		Location of back-up data center

		



		System outages 2012:

· Number

· Average duration

· Longest duration

· Mean time between outages

		



		System outages 2013:

· Number

· Average duration

· Longest duration

· Mean time between outages

		



		Customer service desk days and hours of availability

		



		Percent of calls answered 2013

· Under 1 minute

· 1-2 minutes

· More than 2 minutes

		



		Percent of calls answered 2013

· Caller receives a busy signal

		











Use the following definitions for problem severity levels:



		Problem Severity Level

		Description



		Severity Level 1

		Mission critical City business process(s) unable to function - The System is not functioning and there is no workaround that is acceptable to the City, thereby preventing a department or workgroup from performing a mission critical business function(s).



		Severity Level 2

		Significant impact to Mission critical City business process(s) – A major problem impedes the ability to perform mission critical business function(s) due to major functionality not working. A temporary work-around that is acceptable to the City is available. 



		Severity Level 3

		Not able to accomplish all functions - Minor function(s) not working causing non-critical work to back up.



		Severity Level 4

		Inconvenience – The System is causing a minor disruption in the way tasks are performed, but does not stop workflow.  Able to accomplish all functions, but not as efficiently as normal.  May include cosmetic issues - especially in constituent facing applications. 







Please provide the following information for 2013:

		%  of Severity Level 1 problems resolved within 8 hours of problem report

		



		% of Severity Level 2 problems resolved within 24 hours of problem report

		



		% of Severity Level 3 problems resolved within 5 working days of problem report

		



		% of Severity Level 4 problems resolved within 20 working days of problem report

		



		Describe your problem escalation process.

		



		A copy of your standard Service Level Agreement, including performance metrics.

		Attached   |_|  
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LTMS Functional Requirements.xlsx
Instructions

		Instructions



		Respondent must complete all of the worksheets in this workbook.  For each of the requirements, please place an "X" in the appropriate column.  Blank responses will be consider as "Not Provided".  In the description field, describe how the requirement is met.  If there is not enough room to fully respond to a requirement, information may be included in a separate document.  Provide a cross reference number in this column for any supporting documentation.  Note that the review team does not guarantee to review all supporting documentation, so provide as much information as possible in this spreadsheet.

		Mandatory		Vendor must meet mandatory requirements for the proposal to remain eligible for consideration as listed in Section 3 of the RFP.

		Highly Preferred		Represents functions or services that are needed to achieve project objectives.

		Preferred		Represents functions or services that would be useful, but not necessary, to achieve project objectives.



		Provided		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application.

		Modified 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

		Next Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

		Not Provided 		The software will not satisfy the requirement. 



		Please complete the following information:



		Company:

		Contact Individual:

		Phone:

		e-mail:





Overview

		Tab Name		Content or Purpose

		General

		Course and Resource Management

		Catalogs

		Curriculum and Learning Plans

		Inspection

		Learning Content

		Enrollment and Registration

		Surveys and Assessments

		Certificate Management and CE

		Future Technology

		Informal Learning

		Reporting





General

				General

		Item #		Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

				Administration/Configuration/Workflow

				System administration/configuration can be performed by HR staff; routine administration and configuration activities do not require IT staff support.		M

				System administration rights can be organized in a hierarchical way with a city-wide administrator for city-wide training and talent management, and department administrators to manage department programs.		HP

				System includes embedded security so that certain users are granted special privileges and others are not.		M

				System supports administrators changing security privileges as employee's roles change.		M

				System has separate development, QA, and production environments.		HP

				System enables administrators to create, configure and copy workflows, templates and form design including approval process management.		M

				Supports tailoring of workflows by audience (different approval workflows for different organizations – multiple, single, indirect, etc.)		M

				Support creating custom fields and leveraging throughout workflows and reporting.		HP

				Built in wizards to guide administrator on difficult tasks.		HP

				System is modular, allowing deployment of only required functionality (turning on or off features and modules.)		M

				System provides ability to support different business rules for each department or organization.		M

				System provides ability to set up portals that are unique to a specific business unit in the organization.		M

				System provides ability to brand the application  (e.g., add logo, define screens, lists, user options).		HP

				System provides ability to provide a different look and feel for each department where it is deployed (i.e. branding).		HP

				System provides ability for features and content/data access to be enabled or disabled for specific user groups.		M

				System supports audit trails and e-signatures.		M

				Every data or signature entry is recorded in the database with a date and time stamp.		HP

				User Experience

				System provides ability to support a learner "home page" that includes a dashboard that shows what learning objects have been assigned to them, and their progress on the learning objects.		HP

				System provides ability for both students and administrators to access the system through a web browser.		M

				System provides ability for learners to use self-service to retrieve a lost password.		M

				System provides on-line help. 		HP

				System provides ability to log users off after a specified period of inactivity.		HP

				Communication

				System provides ability to mass distribute communication to learners.		HP

				System provides ability for non-technical personnel to edit and manage content of notification message.		HP

				System provides ability to turn on or off notification events.		HP

				System provides capability to attach files to notifications.		HP

				System provides ability to send emails to user's email address listed in their profile.		HP

				System supports instant messaging residing behind the firewall.		P

				Instant Messaging can be disabled.		HP

				Employee profile

				System includes an extensible person profile that can be used to track job roles and responsibilities, skills, experience, education, etc.		HP

				System provides ability to store information in profile that originates outside the LMS, e.g., external certifications.		HP

				There is no limit to the number of custom fields available with the employee profile.		HP

				System provides ability to use attributes of the employee profile (standard or custom)  to determine learning assignments.		HP

				System provides ability for users to view their profile (e.g., personal details, status development plans, goals, training) on demand.		HP

				System provides ablity for senior managers to drill down on the profiles of all individuals within their organization.		HP

				System provides ability to record training completed (internal, external, and online). 		HP

				System provides ability for employee to update profile with approval by supervisor if required.		HP

				Support management of user profiles by user, manager, or administrator.		HP































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Course and Resource Management

						Course and Resource Management

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified           NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Course Management

		CRM-		1		System enables efficient workflows and templates for creating, editing and updating ILT courses and class sessions.		HP

		CRM-		2		System provides ability to manage course properties (CEUs, duration, test required, etc.)		HP

		CRM-		3		System supports copying data from one course when creating a new course.		HP

		CRM-		4		System provides ability to disable/deactivate a course without removing it from the LMS.		HP

		CRM-		5		Provides ability for learning content to be assigned to multiple courses.		HP

		CRM-		6		System enables prerequisite management (required, recommended, due dates, enforcement processes, Administrator override, approve/deny waiver requests,  etc.) 		HP

		CRM-		7		System enables courses to be defined as required/mandatory or optional.		HP

		CRM-		8		System supports the ability to assign and edit pre and post work to a course or class.		HP

		CRM-		9		System supports scheduling classes over discontinuous days (e.g. one day per month for three months).		P

		CRM-		10		System enables the uploading of documents available to learners before or after course registration (e.g. instructor, learner and reference materials).		HP

		CRM-		11		System enables course equivalencies (new course is equivalent to old course).		HP

		CRM-		12		System enables expired courses to no longer appear in curriculum, certifications or learning plans.		HP

		CRM-		13		System supports blended learning activities. For example, can mix a series of components in different delivery formats (e.g., pre-test, instructor-led course, on-the-job assignment) and roll them up into a single course.		HP

		CRM-		14		System provides ability to import and store scanned forms, MS Word documents, PowerPoint, PDFs, etc. within the LMS at the course level.		HP

		CRM-		15		System supports bookmarking for self-paced learning.		HP

		CRM-		16		System supports other common file formats (streaming media, graphics, audio, animations, etc.).		HP

		CRM-		17		System supports multiple keywords assigned to courses and learning content.		P

		CRM-		18		Courses can be set to automatically renew on periodic basis (i.e. for annual certification).		HP

		CRM-		19		System provides ability to set (and override) the max students for a course at the session level.		HP

		CRM-		20		System provides ability to view and print student transcripts.		HP

		CRM-		21		System provides ability to customize and print class roster sign-in sheets		HP

		CRM-		22		Courses and course content can be added, deleted, or mofified by business administroators without IT programming skills.		HP

		CRM-		23		System enables printing of course certificate upon completion.		HP

						Resource Management

		CRM-		24		System supports managing instructor availability and assigning instructor(s) to a course, class or location.		HP

		CRM-		25		System supports classroom management (creating classrooms and managing their availability).		HP

		CRM-		26		System provides ability to assign resources at the session level.		HP

		CRM-		27		System provides ability to assign multiple instructors to a class and/or session.		HP

















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Catalogs

						Catalogs

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Catalogs

		C-		1		System supports 5 or more levels of catalog hierarchy levels.		HP

		C-		2		System enables categories to be assigned to the course catalog structure.		HP

		C-		3		System supports catalog adjustment based on a learner's organizational designation (e.g. job family, role, talent pool, group/audience, position, department, domain).		P

		C-		4		System provides ability to select business rules for how users will access the catalog and enroll in courses.		P

		C-		5		System provides ability to manage terms / time frames when courses are available in the catalog for learner enrollment.		P

		C-		6		Course catalog is searchable.		HP

		C-		7		Course catalog can be filtered by location, instructor, and other course attributes.		HP

		C-		8		System provides ability to add external courses to the main catalog.		HP

		C-		9		System allows hyperlinks in catalog course descriptions.		HP

















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Curriculum and Learning Plans

						Curriculum and Learning Plans

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Curriculum and Learning Plans

		CLP-		1		System provides ability to track instructor led training (ILT), online training (OLT), and informal training.		HP

		CLP-		2		System enables grouping of learning activities in a curriculum, certification or learning plan.		HP

		CLP-		3		System supports adding social networking components to a curriculum or certification. 		P

		CLP-		4		System provides ability to manually assign learning plans to learners.		HP

		CLP-		5		System provides ability to automatically assign learning plans using defined criteria (including user groups or custom user fields).		HP

		CLP-		6		System supports editing the contents of a learning plan for individuals and groups.		HP

		CLP-		7		System supports setting completion times and requirements for curriculum, certification and learning plans.  		HP

		CLP-		8		System provides ability to set auto-reminder email for assigned students / instructors / managers / administrators regarding due date for entire learning plan.		HP

		CLP-		9		System provides ability to manage both required and elective training within a curriculum.		HP

		CLP-		10		System provides ability to support grace periods.		P

		CLP-		11		System provides ability to manage training credits by role or organizational unit.		P

		CLP-		12		System supports expiring learning activities and maintaining historical data.		HP

		CLP-		13		System supports  approval for learning that is taken externally rather than through the learning catalog. 		HP

		CLP-		14		System provides ability to facilitate and track on-the-job training activities.		HP

		CLP-		15		System provides ability to filter views of learning plan (e.g., by training type.)		HP

		CLP-		16		System provides ability to send reminders to students and to managers when courses are due to be completed in the near future.		HP

		CLP-		17		System provides ability for learnters to have multiple learning plans.		HP

























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Learning Content

						Learning Content

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Learning Content

		LC-		1		System enables integration of 3rd party content libraries, either housed in the LTMS or integrated with the provider's servers.		M

		LC-		2		System supports uploading standards-based e-learning content (SCORM 1.2, SCORM 2004, AICC).		M

		LC-		3		System supports administrators easily uploading e-learning content developed with common, standards-based authoring tools (e.g. Captivate, Camtasia, Articulate, Lectora, Toolbook).		M

		LC-		4		System supports efficient course creation workflows for uploaded e-learning content (e.g. assign subjects, curriculum, audiences, prerequisites, competencies, completion dates, expiration date).		HP

		LC-		5		System provides ability to set an expiration date for a linked learning object so that it no longer links to any learning plans		P

		LC-		6		System supports tracking of non-SCORM/AICC content as learning activities (e.g. Expert Q&A, podcasts, blogs, documents, wikis)		P

		LC-		7		System supports user-generated ranking and rating of learning content (e.g. courses, wikis, podcasts, blogs).		P

		LC-		8		System provides ability to track content versions; to manage disparate workflow rules by version; and to choose who gets the new version.		HP















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Enrollment and Registoration

						Enrollment and Registration

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance                1- Out of box              2- std tailoring                                    3- w/ customization  4 - w/ partner          5-future release      6 - Not Available		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Enrollment and Registration

		ER-		1		System supports enrollment by learner, manager or administrator.		HP

		ER-		2		System supports batch enrollment/proxy enrollment processes to enroll multiple users into a single learning activity.		HP

		ER-		3		System includes ability to batch update rosters and transcripts.		HP

		ER-		4		System supports enrollment and cancellation of registrations for learning activities.		HP

		ER-		5		System supports registration with manager approval (if learner self-registers).		HP

		ER-		6		System provides registration confirmation via email.		HP

		ER-		7		System provides the ability to manage a registration request queue (approve/deny).		HP

		ER-		8		System includes automatic waitlist functionality. (User at top of waitlist is automatically enrolled when a space opens up, and the option to override this feature.)		HP

		ER-		9		System provides ability for managers to grant pre-approval should a waitlist position open.		HP

		ER-		10		System provides email notifications regarding all steps of the waitlist process.		HP

		ER-		11		System supports waitlist management and allows automatic or administrator override capabilities and cancellation.		HP

		ER-		12		System provides ability for learter to automatically receive notifications of confirmations, changes, and cancellations.		HP

		ER-		13		System triggers email notifications to the manager when the following events occur: direct report enrolls, direct report drops, direct report enrollment requires approval.  		HP

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Surveys and Assements

						Surveys and Assesments

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Assessments

		SA-		1		System enables creating a survey question bank.		HP

		SA-		2		System enables a test/assessment question bank.		HP

		SA-		3		System enables importing of test questions either from a local or shared drive, or from a 3rd party vendor, directly into a question bank.		P

		SA-		4		System enables creation of multiple assessment question formats (e.g. true/false, multiple choice, fill in the blank,drag-and-drop, and matching) within a test engine.		HP

		SA-		5		System supports generating customized surveys and tests from question banks and setting specifications by survey/test (e.g. how many times a test can be taken, timed tests, save and return, duration for retaking the test if failed.)		HP

		SA-		6		System supports copying and editing existing surveys/assessments when adding a new survey/assessment.		HP

		SA-		7		System supports making tests or surveys a requirement to complete a course.		HP

		SA-		8		System supports linking tests and surveys to all learning activities (e.g. curriculum, certifications, course, session, blogs, wikis, virtual classroom).		HP

		SA-		9		System enables multiple users to edit and update assessments/surveys and questions based on user's role.		HP

		SA-		10		System supports proctored tests.		P

		SA-		11		System enables testing for mastery of a subject; that is, if score is less than a set percentage, refer student back to content not mastered and randomly generate a new test from question bank as many times as necessary until student achieves a satisfactory score.		HP

		SA-		12		Provides ability to weight test sections.		HP

		SA-		13		Provides ability for user to view detailed results of their test performance.		HP

		SA-		14		Provides both pre-testing and post-testing capabilities (including reports that compare pre- and post-test performance).		HP

		SA-		15		System upports randomizing, hints, limiting number of attempts, practice (unscored) sessions.		P

		SA-		16		Test questions can include graphics, animations, audio, or video.		HP

		SA-		17		System provides branching based on test item performance (i.e., if question is missed, automatically route the user to a specific course location).		P

		SA-		18		System enables the administrator configure how many times a user can take a test.		HP

		SA-		19		System provides ability to set test score as criteria for course completion.		HP

		SA-		20		System provides ability for tests and surveys to be assigned to multiple learning objects (and re-used.)		HP

		SA-		21		System provides ability to select duration of test or make it unlimited.		HP

		SA-		22		System provides ability for tests to be auto-graded by system.		HP

		SA-		23		System enables unique course evaluations (Levels 1,2,3) sent at predefined intervals (e.g. upon completion, 30, 60, 90 days) to multiple users (e.g. learner, manager, instructor).		HP

		SA-		24		System supports sending a post course evaluation to a sampling of the course participants.		P















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Certificate Mgt  and CE

						Certificate Mgt and Continuing Education

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Certification Management

		CMCE-		1		System supports  one-time certifications.		HP

		CMCE-		2		System supports complex, renewal-based certifications.		HP

		CMCE-		3		System tracks certification deadlines and notifies users of missed deadlines.		HP

		CMCE-		4		System supports expiration dates for certifications. 		HP

		CMCE-		5		System supports multiple certification paths.		HP

		CMCE-		6		System supports "nesting" of certifications. That is,  one certification can contain other certifications.		P

		CMCE-		7		System supports manually granting certifications.		HP

		CMCE-		8		System supports versioning of certifications.		HP

		CMCE-		9		System provides ability to track external certifications.		HP

		CMCE-		10		System provides ability for managers to view what certifications their employees have.		HP

		CMCE-		11		System enables prior notification of certification renewal date (e.g. 90, 60, 30 days prior).		HP

						Continuing Education

		CMCE-		12		System provides ability to track continuing education (CE) required by certain professions.		P

		CMCE-		13		System provides ability for users to have more than one CE plan.		P

		CMCE-		14		System allows students to use external activities (i.e., not part of the learning catalog) to meet CE requirements.		P

		CMCE-		15		System allows CE credits for a single course to vary based on the user’s level of participation.		P



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Future Technology

						Future Technology

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Virtual Classroom

		FT-		1		System supports management of virtual classroom (e.g. WebEx, AT&T Connect) courses and classes.		P

		FT-		2		System provides ability to automatically update rosters based on virtual classroom attendance.		P

		FT-		3		System provides collaboration feature scalable to support e-meetings and enterprise-wide activities (e.g., 2,000 attendees) without requiring IT support.		P

		FT-		4

						Mobile Learning

		FT-		5		System includes an offline player.		P

		FT-		6		System supports learning via mobile devices. 		P













































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Informal Learning

						Informal Learning and Collaboration

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Informal Learning and Collaboration

		ILC-		1		System supports the informal learning process including: mentoring, on-the-job activities, off-site seminars, job shadowing.		HP

		ILC-		2		System provides capability to assign coaches to monitor learner’s progress.  Coaches, with appropriate permission, can access learner’s records.		P

		ILC-		3		System manages the storage of informational materials, such as white papers, job aids, and product manuals.		HP

		ILC-		4		System provides ability to capture informal conversations and ad-hoc questions.		P

		ILC-		5		System provides ability to create “Communities of Practice” that users can join based on their role in the organization and skill sets.		P

		ILC-		6		System provides ability for learners be automatically assigned to communities.		P































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Reporting

						Reporting

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						General Reporting Functionality

		R-		1		System provides out-of-the-box manager-focused reporting (i.e., progress toward team development plans, team/individual-training histories, and certifications/completions).

		R-		2		System supports graphical reports (bar charts and pie charts) out of the box.

		R-		3		System supports an intuitive systems-based ad-hoc/custom reporting tool.

		R-		4		System provides ability to create custom reports.

		R-		5		System provides ability for a report to be saved and sent via e-mail to another individual in the organization.

		R-		6		System supports integration with third-party report writers. Please list.

		R-		7		System provides ability to provide real-time reporting.

		R-		8		System provides ability to sort a report by fields (i.e. alphabetically or chronological.)

		R-		9		System enables the display of analytics data in a graphical dashboard format available to multiple users based on access rights.

		R-		10		System supports report administrator's ability to manually push and automate timing of dashboards/reports to users.

		R-		11		System enables end-users to refresh report/dashboard data on a daily basis.

		R-		12		System enables exporting and printing system reports in common output formats (i.e. MS Excel, MS Word, PDF).

						Specific Reporting/Analytics Functionality

		R-		13		System enables managers to view learning data (including certifications) for all direct reports and downstream employees.		HP

		R-		14		System enables reporting on all learning activities (i.e. ILT, e-learning, external, certifications) and talent data based on organizational hierarchy, talent pools, roles, career paths, etc. 		HP

		R-		15		System enables calculations of learning data (e.g. percentage, count).		HP

		R-		16		System supports updating employee's talent profile with transcript data.		HP

		R-		17		System enables reporting of all test and survey questions and answers.		HP

		R-		18		System enables reporting by curriculum, certification, course, and objective.		HP

		R-		19		System supports reporting on course waitlist demand.		P

		R-		20		System supports reporting that links learning activity to employee and organizational performance.		HP

		R-		21		System supports reporting of curricula completion percentages.		HP

		R-		22		System supports reporting of certifications, license and CEU credits.		HP

		R-		23		System supports reporting tuition reimbursement data.		HP

		R-		24		System supports reporting of learning costs by resource utilization (e.g. Instructor costs, room, materials, course).		P

		R-		25		System supports reporting on trends in employee requests for training.		HP

		R-		26		System supports reporting on learning plan progress across groups. 		HP

		R-		27		System enables reporting based on all competency structures (job families, core values, leadership, career path, job function) across organizational hierarchies, talent pools and other groupings.		HP













































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Performance Reviews

						Performance Review Process

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Performance Review Process

		PR-		1		System provides monitoring and tracking of review status completion for the employee and manager, including a dashboard with milestones and status.		HP

		PR-		2		System supports employees, managers, and other raters to provide a rating and comments for each individual goal or competency on the review.		HP

		PR-		3		System automatically saves the review forms (e.g., in the event a rater has to jump onto another task before completing the evaluation form).		HP

		PR-		4		System provides ability for employees and/or managers to nominate additional raters to provide feedback.		HP

		PR-		5		System provides ability for raters to accept or reject their nomination to rate/provide feedback on the individual.		P

		PR-		6		System supports objectives-based evaluations.		HP

		PR-		7		System supports competency-based evaluations.		HP

		PR-		8		System provides easy accessibility for both employees and raters to goal details such as progress logs, performance journal notes, status logs, completion information, and previous comments during the review.		P

		PR-		9		System provides access to competency details such as behavioral descriptors, proficiency levels, previous assessments, etc. to raters during the review.		HP

		PR-		10		System provides managers details from succession plan or high-potential programs during the rating process. For example, the manager can see if the individual they are rating is in a critical position.		HP

		PR-		11		System provides raters access to standard word processing features when writing feedback and comments, such as the ability to change fonts and colors, and use bullets, italics, or underlining.		HP

		PR-		12		System provides grammar and spell checking for the raters and managers.		HP

		PR-		13		System provides language check feature to avoid the use of insensitve or offensive terms.		HP

		PR-		14		System provides ability to take the review offline for completion, and then upload it to the system later.		HP

		PR-		15		System provides system-generated reminder notifications to ensure reviews are submitted on time. For example, system sends reminder emails associated with steps in the workflow process (e.g., reminder to all managers of an upcoming deadline; follow-up emails up the hierarchy if deadlines are missed).		HP

		PR-		16		System provides ability to restrict employee access to the ‘official’ review until it is approved by all necessary parties. 		HP

		PR-		17		System provides ability for either a manager or HR representative to transfer a review-in-progress to another manager.  		HP

		PR-		18		System has a process that “kicks off” a performance review for an employee by notifying the direct manager and creating a “working document” to be completed.		HP

		PR-		19		System has a workflow process that automatically routes the review for approval to the individual’s second level of management, after it is “finalized” by the individual’s immediate supervisor.		HP

		PR-		20		System has ability to provide in-process support for calibration processes and meetings, such as displaying preliminary scores in a 9-box grid and highlighting where score adjustments might be needed.		P

		PR-		21		System provides ability to store feedback, rebuttals, and other information as part of the review.		HP

		PR-		22		System supports various types of reviews such as annual, quarterly, mid-year, and anniversary. 		HP

		PR-		23		System supports custom review cycles.		P

		PR-		24		System provides ability to use different formats (forms/templates) of performance reviews in different situations (e.g. “interim” review, “annual” review, “review result of job change”).		HP

		PR-		25		System provides ability to weight different types of raters when calculating final score.		HP

		PR-		26		System supports 360-degree evaluations.		HP

		PR-		27		System supports cascading goals from organization level to the individual.		HP

		PR-		28		System provides tools and prompts to assist managers in creating SMART goals.		P

		PR-		29		System provides the ability for employees and supervisors to create individual development plans and capture plan activities during and outside the review cycle.		HP























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Performance Management

						Performance Management

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Performance Management

		PM-		1		System provides ability for managers to monitor goal progress and status for their team from a dashboard or via alerts.		HP

		PM-		2		System supports aggregation of individual goals into an open-ended or time-based performance and/or development plan so that that the employee’s efforts are focused on the right priorities.  		HP

		PM-		3		System supports weighting or prioritization of goals and other activities on the plan. 		HP

		PM-		4		System provides ability to require an approval or acknowledgement chain for performance goals, including managers, second-level managers, dotted-line relationships.		P

		PM-		5		System provides ability of business units or geographies to define different types of plans, or similar plans with slightly different processes or workflows.		HP

		PM-		6		System supports incorporating agreed-upon performance plans and associated content (goals, competencies, etc.) and weightings into the performance evaluation/review process. 		HP

		PM-		7		System provides ability for managers to insert ad hoc notes about an employee (e.g., behaviors, events, peer reviews).		HP

		PM-		8		System provides ability to append content of the performance journal notes to the formal evaluation/review.		P

		PM-		9		System provides ability for HR administrators to create multiple plan forms (templates) and assign the appropriate plans to different organizations, locations, etc. without IT staff support.		M

		PM-		10		System includes capability to modify plans to include different sections, modify approval chains, etc.		HP

		PM-		11		System provides ability to track disciplinary actions in the system, such as performance-improvement plans.		HP

		PM-		12		System allows for the creation of performance improvement plans within the system.		HP

		PM-		13		System provides the ability to upload externally created performance improvement plans into the system.		HP





















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Competency Management

						Competency Management

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Competency Management

		CM-		1		System provides ability for a competency library to be maintained in the system that defines individual competencies with a name, description, proficiency scale, and behavioral descriptors or indicators.		HP

		CM-		2		System has flexibility  to handle unique competency models, proficiency levels, and behavioral descriptors.		HP

		CM-		3		Competencies can be categorized or grouped by categories or families.		HP

		CM-		4		Each competency can have its own unique rating scale.		HP

		CM-		5		Competencies be configured to be rated at the behavior level, so that the ratings given on each behavior roll up to an overall competency proficiency.		HP

		CM-		6		System includes the ability to associate competencies to specific jobs, roles, and positions so that they can be assigned in bulk by HR.		HP

		CM-		7		System allows  the assignment of competencies to individuals and teams by their managers.		HP

		CM-		8		System supports multi-rater and 360-degree evaluations of competencies.		HP

		CM-		9		Ratings can be edited.		HP

		CM-		10		System provides ability for employees to complete a self-assessment against a competency or group of competencies at any time.		HP

		CM-		11		Self, manager, and multi-rater assessments can be weighed so that certain assessments carry more weight than others.		HP

		CM-		12		System includes capability for completion of a learning activity to update an individual’s held level in a competency.		HP

		CM-		13		Recommended learning can be linked to specific competencies, so that individuals with a competency gap receive guidance as to how to close this gap.		HP

		CM-		14		Informal learning can be used to close competency gaps.		P

		CM-		15		The same competency library and job hierarchy be maintained in one place to feed the performance management, learning management, succession management, career management, compensation, and workforce planning processes.		HP

		CM-		16		System supports 3rd party competency library integration		HP

		CM-		17		System enables modifications to 3rd party competency libraries once they are in the system.		HP

		CM-		18		System enables custom competency model development (Example: Leadership, Career Paths, Job Families).		P

		CM-		19		System includes behavioral anchors/attributes for each competency and competency model.		HP

		CM-		20		Anchors can be shared within a competency library.		HP

		CM-		21		System enables editing of competencies and behavioral anchors when copying and reusing from a competency bank with appropriate approval processes.		HP

		CM-		22		System supports multiple levels of competencies, or 'building block' approach, for a single competency area, such as project management levels 1, 2 and 3.		HP

		CM-		23		System supports multiple proficiency scales.		HP

		CM-		24		System enables employees and managers to update competencies with multiple user approval capabilities.		HP

		CM-		25		System supports workflows and notifications that enable regular reviews and updates of competencies.		HP

		CM-		26		System enables surveying content/subject experts while developing competencies to determine how frequently knowledge, skills and abilities are used in a specific role or job.		P

		CM-		27		System supports workflows that enable managers to rate each competency for criticality to job performance.		P

		CM-		28		System supports workflows that enable executive approval of a final competency model.		P

		CM-		29		System supports a workflow that enables Sr. HR executives to provide final approval of the competency model, along with details that include who was involved in the creation process, data gathered, the affected population sample size, the wider population size, and the competency version history. 		HP

		CM-		30		System enables overall rating based on competency assessment.		HP

		CM-		31		System enable autos generation of recommended or required development activities based on competency assessment.		HP

		CM-		32		System supports assigning competencies to learning activities (courses, curricula, workshops, webinars, etc.)		HP

		CM-		33		System supports linkage to certification requirements from competency bank.		HP

		CM-		34		System enables updating of certifications based on competency changes.		HP

		CM-		35		System supports linking competencies to predefined development activities, such as deployed through career paths.		HP

		CM-		36		System enables competencies to integrate with recruitment workflows and interview forms.		HP

		CM-		37		System enables competency data to support workforce planning processes and systems.		HP

		CM-		38		System enables competency assessment data to integrate with performance management workflows (appraisals,  development plans, talent reviews, etc.).		HP

		CM-		39		System enables competency assessment data to integrate with succession planning workflows.		HP

		CM-		40		System enables competency assessment to link to compensation modules and pay-for-performance workflows.		HP

		CM-		41		System enables the measurement of organizational capabilities, skill gaps and managerial bench strength.		HP

		CM-		42		System supports competency assessment data in a graphical dashboard format.		HP

		CM-		43		System enables managers to view competency levels of their direct reports on a single screen.		HP

		CM-		44		System enables employees to view their personal competency assessment data and in a single screen along with recommended or required development activities.		HP

		CM-		45		System enables reporting based on all competency structures (job families, core values, leadership, career path, job function) across organizational hierarchies, talent pools and other groupings.		HP

		CM-		46		System enables the identification of qualified candidates based on skills and competencies.		HP

		CM-		47		System enables the ability to monitor organizational health based on competency reporting.		HP

		CM-		48		System provides standard, out-of-the-box competency content.		HP

		CM-		49		System supports the ability for completion of a learning activity to update an individual’s level in a competency.		HP

		CM-		50		System provides ability to link recommended learning to specific competencies, so that individuals with a competency gap receive guidance as to how to close this gap.		HP

		CM-		51		System provides ability to maintain the competency library and job hierarchy in one place to feed the performance management, learning management, organizational planning, succession management, career management, compensation, and workforce planning processes.		M









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Succession and Talent Mgt

						Succession and Talent Management

		Item #				Succession and Talent Management		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified           NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Succession and Talent Management

		STM-		1		System provides ability for both manager and talent administrators to create and manage succession plans/pools.		HP

		STM-		2		System enables managers and administrators to define and manage talent pools for broader purposes, such as leadership-development pools.		HP

		STM-		3		System enables managers and administrators to rank and assess the readiness of potential candidates.		HP

		STM-		4		System enables the pool owner (a manager or administrator) to define “pool profile,” i.e., a wish list of requirements and desired attributes that would define the ideal candidate for the opportunity. Can the criteria on the pool profile be designated as required/desired? Can it be weighted? 		HP

		STM-		5		System allows the criteria in the pool profile to be designated as required/desired and weighted.		HP

		STM-		6		System provides the ability for a manager or administrator to perform a detailed search of people profiles to identify potential candidates as possible successors for key positions.		HP

		STM-		7		System provides the ability to search based on multiple, weighed criteria as defined in the “pool profile.” 		HP

		STM-		8		System returns suggested candidates based on a percentage fit to the criteria.		HP

		STM-		9		System provides the ability to manually add internal and external candidates to the talent pools. 		HP

		STM-		10		System provides for the integration of resumes from other (external) systems. 		HP

		STM-		11		Side-by-side comparison of potential candidates on multiple criteria.		HP

		STM-		12		System provides security controls around whether candidates or their managers can see if they are being considered for a position or program.		M

		STM-		13		System provides the ability to designate certain pools as “private,” making them only visible to that pool’s owner.		HP

		STM-		14		Support for 9-box analysis and reporting as part of the candidate comparison process.		P

		STM-		15		System allows flexible configuration of 9-box axis (such as potential rating, performance rating, or competency proficiency).		P

		STM-		16		System allows a configurable number of boxes to be shown in an "n-box" matrix.		P

		STM-		17		System provides access for talent pool owners to personal profile on each candidate that includes detailed information about that individual.		HP

		STM-		18		System provides the ability to name successors.		HP

		STM-		19		System provides the ability to indicate successor readiness and dates.		HP

		STM-		20		System provides the ability to view successors within the org chart and to show the org chart if successor is moved into key position.		HP

		STM-		21		System provides the ability to perform simple or complex searches to identify succession candidates.		HP

		STM-		22		System provides the ability to post succession opportunities on internal “job boards” so that internal candidates can search, find, and apply for opportunities.		HP

		STM-		23		System provides the ability for these applications be accepted or rejected by HR. 		HP

		STM-		24		System provides the ability to publish succession plans as well as share them securely online.		P

		STM-		25		System provides the ability to grant administrators access to manage/analyze talent and succession for either a certain division or across the organization.		HP

		STM-		26		System provides the ability to designate a population of employees as “talent eligible” based on multiple criteria so that they can be actively monitored and groomed for growth and new opportunities. 		HP

		STM-		27		System provides the ability to flag certain jobs as “critical” in the organization.		HP

		STM-		28		System includes a manager dashboard that summarizes information related to the management of their team’s talent highlighting important information such as retirement risk, job criticality, and other factors.		HP

		STM-		29		System provides capability to manage attrition risk. 		HP

		STM-		30		System provides the ability to display “risk” information to managers when viewing critical talent tools such as organizational charts and 9-box analyses.		HP

		STM-		31		System provides the ability for managers to also view succession and opportunity information for their team members in the dashboard and org chart views.		HP

		STM-		32		System provides the ability to give alternate managers (project leaders, dotted-line relationships) insight into risks and succession management participation.		HP

		STM-		33		Organizational chart views are interactive so that managers can drill up/down, select new nodes, change what profile information is displayed, etc.		HP

		STM-		34		System provides the ability to create and designate critical job profiles.		HP

		STM-		35		System supports the exit/separation process.		HP

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Career Advancement

						Career Advancement

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Career Advancement

		CA-		1		Career management and development capabilities are integrated with other performance and talent management processes and are all part of one application.		M

		CA-		2		System includes personal profile that can be accessed and updated by the employee, including picture, which can serve as an “internal resume” for that individual.  Profile includes information such as job history, education, certifications, relocation preferences, and special skills.		HP

		CA-		3		System provides the ability to track profile status and alert an individual that their profile has not been updated recently and requires their attention.		HP

		CA-		4		System provides the ability to allow managers and talent administrators profile access to update/contribute to these personal profiles on each employee. 		P

		CA-		5		System provides the ability to augment profile with additional sections or fields (for data such as potential ratings or flight risk) that are hidden from the individual and only shown to the manager and/or administrators.		HP

		CA-		6		System provides profile-level security so that sensitive information, such as flight risk or performance ratings, is shown only to individuals who have been granted the right to view this information.		HP

		CA-		7		System provides capability to guide end-users to possible next career steps and required competency proficiencies based on job role requirements and other criteria.		HP

		CA-		8		System provides the ability to provide skill gap analysis to employees and managers based on current and possible future roles.		HP

		CA-		9		System provides support for HR and/or managers to lay out logical “next step” career paths for specific jobs/positions and individuals.		HP

		CA-		10		System provides the ability to allow individuals to self-identify one or many career interests as part of their profile, so that they can be considered for these opportunities.		HP

		CA-		11		System provides the ability to allow individuals to view the descriptions and requirements (including detailed competency requirements) for each career interest/career step.		HP

		CA-		12		System enables individuals and managers to perform a gap analysis of the individual compared to the competency requirements of the targeted position.		HP

		CA-		13		System enables individuals and managers to work together to create a detailed career plan with competency requirements and recommended learning, experiential, or mentoring opportunities.		HP

		CA-		14		Career plans can be open-ended or time bound. 		P

		CA-		15		System supports approval or acknowledgement chain when the career path plan is set, and when changes are made to the plan.		HP
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LTMS Technical Requirements.xlsx
Instructions

		Instructions



		Respondent must complete all of the worksheets in this workbook.  For each of the requirements, please place an "X" in the appropriate column.  Blank responses will be consider as "Not Provided".  In the description field, describe how the requirement is met.  If there is not enough room to fully respond to a requirement, information may be included in a separate document.  Provide a cross reference number in this column for any supporting documentation.  Note that the review team does not guarantee to review all supporting documentation, so provide as much information as possible in this spreadsheet.

		Mandatory		Vendor must meet mandatory requirements for the proposal to remain eligible for consideration as listed in Section 3 of the RFP.

		Highly Preferred		Represents functions or services that are needed to achieve project objectives.

		Preferred		Represents functions or services that would be useful, but not necessary, to achieve project objectives.



		Provided		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application.

		Modified 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

		Next Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

		Not Provided 		The software will not satisfy the requirement. 



		Please complete the following information:



		Company:

		Contact Individual:

		Phone:

		e-mail:





Architecture

						Architecture and Interfaces

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Architecture and Interfaces

		AI-		1		Architecture of system is designed to optimize performance, availability, disaster recovery and security.		HP

		AI-		2		System supports industry standards REST or SOAP for web services.		HP

		AI-		3		System requires no client-side software beyond the browser.		HP

		AI-		4		System does not require installation of Active-X Controls or Applets.

		AI-		5		System includes a client interface with an open API.		HP

		AI-		6		System supports single sign-on.		P

		AI-		7		System can interface with the enterprise HR system (Oracle Peoplesoft)  (e.g., to obtain personnel data and information about employee-to-manager relationships in the company). Refer to Section 1.7, Interfaces. 		HP

		AI-		8		System can interface with City's recruiting sytem (Neogov).  Refer to Section 1.7, Interfaces.		P

		AI-		9		System is compatible with multiple versions of IE starting with IE 8. 		HP

		AI-		10		Vendor must state any other client requirements for document access and manipulation, e.g Microsoft Office Suite 2010. 

		AI-		11		System provides the ability to integrate/interface with Microsoft Outlook/Exchange for email and calendaring.		HP









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Security

						Security

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Security Architecture

		S-		1		Vendor has comprehensive security model that meets requirements of ISO27001 and adheres to practices and guidelines of ISO27002 through ISO2704 & ISO27010.		M

		S-		2		Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities, and has been found to be free of significant security defects.		M

		S-		3		System has application software security in its baseline product as opposed to utilizing strictly operating system and database security.		HP

		S-		4		System secures and authorizes access to the underlying data and databases of the application.		HP

		S-		5		System restricts viewing rights at the field level within a specified screen.		HP

		S-		6		Vendor has automated systems in place to ensure viruses are detected and prevented. 		HP

		S-		7		System supports 128-bit encryption and SSL.		M

		S-		8		Permissions may be set for application objects, individual pages and/or page controls.		HP

		S-		9		System accounts are based on the principles of least privilege and roles, and are clearly documented.		HP

		S-		10		Information exchanged between devices via the System is secured and encrypted.		HP

		S-		11		System masks the presentation of sensitive data as determined by the City based on user security.		M

						Authentication

		S-		12		System supports security log-on requireing a user ID and password to prevent unauthorized access to the system and its data files.		M

		S-		13		System supports City Light's strong password policy of at least 8 characters and 1 number or special character.		HP

		S-		14		System supports multi-function authentication.		P

		S-		15		System can store up to 24 passwords to prevent reuse.		HP

		S-		16		System can support intruder lockout after a certain number of attempts.		M

		S-		17		System supports passwords expiring after a specified number of days.		M

		S-		18		System utilizes password encryption for secured log on.		M

		S-		19		All stored passwords are encrypted and may not be viewed by humans.		M

		S-		20		System supports logging users off after a specified period of inactivity.		HP

						Auditing and Audit Trail

		S-		21		System provides a real-time security log for attempted violations complete with the date, time, and user ID.		HP

		S-		22		Vendor regularly monitors and ensures security through  logs, intrusion detection, and system access  controls (e.g., checking the logs to verify failed and successful logins, password changes) and evaluates level of threat.		HP

		S-		23		System security function logs user transactions (changes in the data) for daily audit trail reporting.		HP

		S-		24		System allows the selection of which fields are included in the audit.		P

		S-		25		System journal entries include Source application module (User Interface, API, etc.), Reason code, Reason description.		HP

		S-		26		The application administrator may select application modules and data fields for which changes are to be journalized.		P

		S-		27		System supports capturing username, userID, timestamp, success/failure of transaction, originating PC identifier, and transaction description as part of the security log attributes.		HP

		S-		28		System provides reporting on user access by role for auditing purposes.		HP

						Policy and Organization

		S-		29		Hosting facility provides physical security controls over ingress and egress.		HP

		S-		30		Vendor conducts background checks on employees.		HP

		S-		31		Vendor employees are required to sign a non-disclosure agreement.		HP

		S-		32		System conforms to City Information Security Standards as described here: http://www.seattle.gov/informationsecurity/pdf/ISSP-Web.pdf 		HP

		S-		33		Vendor performs security testing as part of the development process.		HP

		S-		34		Vendor maintains a single point of contact for escalation of security issues.

		S-		35		Vendor has procedures in place to support security incident response.		HP

























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Saas Environment

						SaaS Environment

		Item #				Requirement		Highly Preferred (HP) / Preferred (P)		Compliance:                P- Provided                                   M- Modified            NR - Future release         NP- Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						SaaS Environment

		SE-		1		Vendor has back-up data center geographically separated from primary data center.		HP

		SE-		2		Vendor has a comprehensive, documented business continuity and disaster recovery plan.		HP

		SE-		3		Hosting environment supports load balancing and redundancy. 		HP

		SE-		4		System usage and performance are monitored on an ongoing basis.		HP

		SE-		5		Metrics consistently demonstrate high reliability including (Mean Time Between Failure (MTBF) and Mean Time to Recover (MTTR).		HP

		SE-		6		Data centers have power backup.		HP

		SE-		7		Vendor has adequate data backup and restore procedures. 		HP

		SE-		8		Application availability is monitored by the vendor and reported to the City.		HP

		SE-		9		Adequate storage capacity exists and is readily expandable as usage increases. 		HP

		SE-		10		No downtime is required for expansion of necessary storage.		HP

		SE-		11		Vendor has policies for data retention and destruction.		HP
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Prcing Proposal.xlsx
Pricing Proposal

		PRICING PROPOSAL



		Instructions to Vendor:

		1		Price Summary shall be a roll-up of all subsequent Price Detail sections.  Price Summary shall represent the full price of implementation and ownership over the first seven years.

		2		Price Detail sections shall include unit pricing and extensions as applicable. In case of discrepancy between the two, the unit price(s) shall govern.

		3		Price Detail sections must include all cost items needed to implement Vendor's proposal as represented in Vendor's response to Functional and Technical requirements and Management proposal.  Please add additional items as needed.

		4		Prices shall not include Washington State Sales or Local Retail Tax.

		5		Proposer shall quote prices with freight prepaid and allowed.  Proposer shall quote prices Free On Board (FOB) Destination.

		6		All prices should be in US dollars.

		7		Please indicate payment terms:  Prompt Payment Discount ___% ___ days (not less than 30 days);  Net ___ days (not less than 30 days).  Pricing proposal shall not reflect any such discounts.



		8		The City of Seattle has entered into Interlocal Purchase Agreements with other governmental agencies pursuant to RCW 39.34.  

				The seller agrees to sell additional items at the bid price, terms and conditions to other governmental agencies.  The City of 

				Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.

				         YES  ______     NO  _______



				If yes, prices are good until (  ) further notice or (  ) _________ (date).



		PRICE SUMMARY 

		ITEM				PHASE		 		TOTAL COST		COST 
Year 1		COST
Year 2		COST
Year 3		COST
Year 4		COST
Year 5

		a		System Prices		Implementation				$0		 

		b		Services Prices		Implementation				$0

		c 		Training Prices		Implementation				$0

		d		Maintenance and License Prices		Annual				$0

		e		Other Prices		Implementation/ Annual				$0

				TOTAL						$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0





				A. SYSTEM PRICES DETAIL

				List the one-time procurement price, if any, by module of each component of the Vendor's proposed software solution. Include all third party software required to implement the Vendor's proposed solution.

				Item: Module/Version#		Unit Price		Quantity		Total Price		Description

										0

										0

										0

										0

										0

				Third Party Products:

										0

										0

				TOTAL						$   - 0		Reflected in Line "a" of Price Summary.





				B. SERVICES PRICE DETAIL 

				List the complete fixed price including travel and other expenses for the Vendor's proposed services other than training.  Include all services and activities required to implement the Vendor's proposed solution. "Blended Rate" is the Total Price divided by the total hours for that service.

				Item		Hours		Blended Unit Price*		Total Price		Notes

				Project Management

				Installation Assistance

				Requirements Refinement and Software Design/Configuration

				Data Conversion

				Interface Development

				Testing

				Cutover Support

				Other: (Specify)

				TOTAL		$   - 0		$   - 0		$   - 0		Reflected in Line "b" of Price Summary.

				*Blended rate is the Vendor's averaged hourly rate for this service.



				C. TRAINING PRICE DETAIL 

				Detail all classes available including different levels of user training and administrator training if available.  Price will include travel and other expenses associated with training.

				Item: Specify Classes		# Students		Class Hours		Total Price		Notes

				End User Training		 



				Technical Training

						 

				Administrator Training



				TOTAL						$   - 0		Reflected in Line "c" of Price Summary.



				D. RECURRING COSTS PRICE DETAIL

				Vendor must propose a vendor-hosted "cloud" based solution.  Assume 1800 users.  Note: Specify Maintenance Support only if it is not already included in the annual license/use fee.

				Item		Year 1		Year 2		Year 3		Year 4		Year 5				Notes

				License/Use Fees

				Maintenance Support

				Other

				Third Party Products:

				License/Use Fees

				Maintenance Support

				Other

				TOTAL		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		Reflected in Line "d" of Price Summary.



				E. OTHER PRICES DETAIL

				In the table below, list any system or technical (e.g., database, report writer) software that is not included in the standard configuration, but  is required to run the proposed solution and you are NOT including in your cost proposal.Please document any price information not covered in the tables above for any products or services required to implement Vendor's proposal. Please include prices of one-time and recurring costs.

				Item		Year 1		Year 2		Year 3		Year 4		Year 5				Notes







				TOTAL		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		Reflected in Line "e" of Price Summary.



				F. PRICES OF ADDITIONAL OPTIONAL PRODUCTS AND SERVICES

				Please document any price information for additional, optional products or services recommended in your proposal that the City, at its option, may consider acquiring. Please include prices of both one-time and recurring costs.

				Item		Year 1		Year 2		Year 3		Year 4		Year 5				Notes







				TOTAL		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0



				G. PROJECT RESOURCES REQUIRED FROM THE CITY OF SEATTLE

				Based on experience with projects of this size and scope, please describe the level of staffing support required of the City for the implementation of your proposal.



				Type of Resource				Role/Activities				Required Skills				Total Project Hours				Notes





















				VENDOR NAME:___________________________________________________________



				AUTHORIZED SIGNATURE:________________________________________________



				PRINTED NAME:___________________________________________________



				DATE:____________________
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Form

(Rev. December 2011)

Department of the Treasury
Internal Revenue Service

Request for Taxpayer
Identification Number and Certification

Give Form to the
requester. Do not
send to the IRS.

Name (as shown on your income tax return)

Business name/disregarded entity name, if different from above

Check appropriate box for federal tax classification:

[ Individual/sole proprietor [] ¢ Corporation

Print or type

|:| Other (see instructions) »

|:| S Corporation |:| Partnership |:| Trust/estate

|:| Limited liability company. Enter the tax classification (C=C corporation, S=S corporation, P=partnership) »

|:| Exempt payee

Address (number, street, and apt. or suite no.)

Requester’s name and address (optional)

City, state, and ZIP code

See Specific Instructions on page 2.

List account number(s) here (optional)

Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. The TIN provided must match the name given on the “Name” line
to avoid backup withholding. For individuals, this is your social security number (SSN). However, for a

resident alien, sole proprietor, or disregarded entity, see the Part | instructions on page 3. For other - -
entities, it is your employer identification number (EIN). If you do not have a number, see How to get a

TIN on page 3.

Note. If the account is in more than one name, see the chart on page 4 for guidelines on whose

number to enter.

| Social security number

| Employer identification number

Part i Certification

Under penalties of perjury, | certify that:

1. The number shown on this form is my correct taxpayer identification number (or | am waiting for a number to be issued to me), and

2. | am not subject to backup withholding because: (a) | am exempt from backup withholding, or (b) | have not been notified by the Internal Revenue
Service (IRS) that | am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that | am

no longer subject to backup withholding, and

3. lam a U.S. citizen or other U.S. person (defined below).

Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholding
because you have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does not apply. For mortgage
interest paid, acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement arrangement (IRA), and
generally, payments other than interest and dividends, you are not required to sign the certification, but you must provide your correct TIN. See the

instructions on page 4.

Slgn Signature of
Here U.S. person »

Date >

General Instructions

Section references are to the Internal Revenue Code unless otherwise
noted.

Purpose of Form

A person who is required to file an information return with the IRS must
obtain your correct taxpayer identification number (TIN) to report, for
example, income paid to you, real estate transactions, mortgage interest
you paid, acquisition or abandonment of secured property, cancellation
of debt, or contributions you made to an IRA.

Use Form W-9 only if you are a U.S. person (including a resident
alien), to provide your correct TIN to the person requesting it (the
requester) and, when applicable, to:

1. Certify that the TIN you are giving is correct (or you are waiting for a
number to be issued),

2. Certify that you are not subject to backup withholding, or

3. Claim exemption from backup withholding if you are a U.S. exempt
payee. If applicable, you are also certifying that as a U.S. person, your
allocable share of any partnership income from a U.S. trade or business
is not subject to the withholding tax on foreign partners’ share of
effectively connected income.

Note. If a requester gives you a form other than Form W-9 to request
your TIN, you must use the requester’s form if it is substantially similar
to this Form W-9.

Definition of a U.S. person. For federal tax purposes, you are
considered a U.S. person if you are:

e An individual who is a U.S. citizen or U.S. resident alien,

¢ A partnership, corporation, company, or association created or
organized in the United States or under the laws of the United States,

¢ An estate (other than a foreign estate), or
e A domestic trust (as defined in Regulations section 301.7701-7).

Special rules for partnerships. Partnerships that conduct a trade or
business in the United States are generally required to pay a withholding
tax on any foreign partners’ share of income from such business.
Further, in certain cases where a Form W-9 has not been received, a
partnership is required to presume that a partner is a foreign person,
and pay the withholding tax. Therefore, if you are a U.S. person that is a
partner in a partnership conducting a trade or business in the United
States, provide Form W-9 to the partnership to establish your U.S.
status and avoid withholding on your share of partnership income.

Cat. No. 10231X

Form W=9 (Rev. 12-2011)





Form W-9 (Rev. 12-2011)

Page 2

The person who gives Form W-9 to the partnership for purposes of
establishing its U.S. status and avoiding withholding on its allocable
share of net income from the partnership conducting a trade or business
in the United States is in the following cases:

* The U.S. owner of a disregarded entity and not the entity,

* The U.S. grantor or other owner of a grantor trust and not the trust,
and

* The U.S. trust (other than a grantor trust) and not the beneficiaries of
the trust.

Foreign person. If you are a foreign person, do not use Form W-9.
Instead, use the appropriate Form W-8 (see Publication 515,
Withholding of Tax on Nonresident Aliens and Foreign Entities).

Nonresident alien who becomes a resident alien. Generally, only a
nonresident alien individual may use the terms of a tax treaty to reduce
or eliminate U.S. tax on certain types of income. However, most tax
treaties contain a provision known as a “saving clause.” Exceptions
specified in the saving clause may permit an exemption from tax to
continue for certain types of income even after the payee has otherwise
become a U.S. resident alien for tax purposes.

If you are a U.S. resident alien who is relying on an exception
contained in the saving clause of a tax treaty to claim an exemption
from U.S. tax on certain types of income, you must attach a statement
to Form W-9 that specifies the following five items:

1. The treaty country. Generally, this must be the same treaty under
which you claimed exemption from tax as a nonresident alien.

2. The treaty article addressing the income.

3. The article number (or location) in the tax treaty that contains the
saving clause and its exceptions.

4. The type and amount of income that qualifies for the exemption
from tax.

5. Sufficient facts to justify the exemption from tax under the terms of
the treaty article.

Example. Article 20 of the U.S.-China income tax treaty allows an
exemption from tax for scholarship income received by a Chinese
student temporarily present in the United States. Under U.S. law, this
student will become a resident alien for tax purposes if his or her stay in
the United States exceeds 5 calendar years. However, paragraph 2 of
the first Protocol to the U.S.-China treaty (dated April 30, 1984) allows
the provisions of Article 20 to continue to apply even after the Chinese
student becomes a resident alien of the United States. A Chinese
student who qualifies for this exception (under paragraph 2 of the first
protocol) and is relying on this exception to claim an exemption from tax
on his or her scholarship or fellowship income would attach to Form
W-9 a statement that includes the information described above to
support that exemption.

If you are a nonresident alien or a foreign entity not subject to backup
withholding, give the requester the appropriate completed Form W-8.

What is backup withholding? Persons making certain payments to you
must under certain conditions withhold and pay to the IRS a percentage
of such payments. This is called “backup withholding.” Payments that
may be subject to backup withholding include interest, tax-exempt
interest, dividends, broker and barter exchange transactions, rents,
royalties, nonemployee pay, and certain payments from fishing boat
operators. Real estate transactions are not subject to backup
withholding.

You will not be subject to backup withholding on payments you
receive if you give the requester your correct TIN, make the proper
certifications, and report all your taxable interest and dividends on your
tax return.

Payments you receive will be subject to backup
withholding if:
1. You do not furnish your TIN to the requester,

2. You do not certify your TIN when required (see the Part Il
instructions on page 3 for details),

3. The IRS tells the requester that you furnished an incorrect TIN,

4. The IRS tells you that you are subject to backup withholding
because you did not report all your interest and dividends on your tax
return (for reportable interest and dividends only), or

5. You do not certify to the requester that you are not subject to
backup withholding under 4 above (for reportable interest and dividend
accounts opened after 1983 only).

Certain payees and payments are exempt from backup withholding.
See the instructions below and the separate Instructions for the
Requester of Form W-9.

Also see Special rules for partnerships on page 1.

Updating Your Information

You must provide updated information to any person to whom you
claimed to be an exempt payee if you are no longer an exempt payee
and anticipate receiving reportable payments in the future from this
person. For example, you may need to provide updated information if
you are a C corporation that elects to be an S corporation, or if you no
longer are tax exempt. In addition, you must furnish a new Form W-9 if
the name or TIN changes for the account, for example, if the grantor of a
grantor trust dies.

Penalties

Failure to furnish TIN. If you fail to furnish your correct TIN to a
requester, you are subject to a penalty of $50 for each such failure
unless your failure is due to reasonable cause and not to willful neglect.

Civil penalty for false information with respect to withholding. If you
make a false statement with no reasonable basis that results in no
backup withholding, you are subject to a $500 penalty.

Criminal penalty for falsifying information. Willfully falsifying
certifications or affirmations may subject you to criminal penalties
including fines and/or imprisonment.

Misuse of TINs. If the requester discloses or uses TINs in violation of
federal law, the requester may be subject to civil and criminal penalties.

Specific Instructions
Name

If you are an individual, you must generally enter the name shown on
your income tax return. However, if you have changed your last name,
for instance, due to marriage without informing the Social Security
Administration of the name change, enter your first name, the last name
shown on your social security card, and your new last name.

If the account is in joint names, list first, and then circle, the name of
the person or entity whose number you entered in Part | of the form.

Sole proprietor. Enter your individual name as shown on your income
tax return on the “Name” line. You may enter your business, trade, or
“doing business as (DBA)” name on the “Business name/disregarded
entity name” line.

Partnership, C Corporation, or S Corporation. Enter the entity's name
on the “Name” line and any business, trade, or “doing business as
(DBA) name” on the “Business name/disregarded entity name” line.

Disregarded entity. Enter the owner's name on the “Name” line. The
name of the entity entered on the “Name” line should never be a
disregarded entity. The name on the “Name” line must be the name
shown on the income tax return on which the income will be reported.
For example, if a foreign LLC that is treated as a disregarded entity for
U.S. federal tax purposes has a domestic owner, the domestic owner's
name is required to be provided on the “Name” line. If the direct owner
of the entity is also a disregarded entity, enter the first owner that is not
disregarded for federal tax purposes. Enter the disregarded entity's
name on the “Business name/disregarded entity name” line. If the owner
of the disregarded entity is a foreign person, you must complete an
appropriate Form W-8.

Note. Check the appropriate box for the federal tax classification of the
person whose name is entered on the “Name” line (Individual/sole
proprietor, Partnership, C Corporation, S Corporation, Trust/estate).

Limited Liability Company (LLC). If the person identified on the
“Name” line is an LLC, check the “Limited liability company” box only
and enter the appropriate code for the tax classification in the space
provided. If you are an LLC that is treated as a partnership for federal
tax purposes, enter “P” for partnership. If you are an LLC that has filed a
Form 8832 or a Form 2553 to be taxed as a corporation, enter “C” for
C corporation or “S” for S corporation. If you are an LLC that is
disregarded as an entity separate from its owner under Regulation
section 301.7701-3 (except for employment and excise tax), do not
check the LLC box unless the owner of the LLC (required to be
identified on the “Name” line) is another LLC that is not disregarded for
federal tax purposes. If the LLC is disregarded as an entity separate
from its owner, enter the appropriate tax classification of the owner
identified on the “Name” line.
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Other entities. Enter your business name as shown on required federal
tax documents on the “Name” line. This name should match the name
shown on the charter or other legal document creating the entity. You
may enter any business, trade, or DBA name on the “Business name/
disregarded entity name” line.

Exempt Payee

If you are exempt from backup withholding, enter your name as
described above and check the appropriate box for your status, then
check the “Exempt payee” box in the line following the “Business name/
disregarded entity name,” sign and date the form.

Generally, individuals (including sole proprietors) are not exempt from
backup withholding. Corporations are exempt from backup withholding
for certain payments, such as interest and dividends.

Note. If you are exempt from backup withholding, you should still
complete this form to avoid possible erroneous backup withholding.

The following payees are exempt from backup withholding:

1. An organization exempt from tax under section 501(a), any IRA, or a
custodial account under section 403(b)(7) if the account satisfies the
requirements of section 401()(2),

2. The United States or any of its agencies or instrumentalities,

3. A state, the District of Columbia, a possession of the United States,
or any of their political subdivisions or instrumentalities,

4. A foreign government or any of its political subdivisions, agencies,
or instrumentalities, or

5. An international organization or any of its agencies or
instrumentalities.

Other payees that may be exempt from backup withholding include:
6. A corporation,
7. A foreign central bank of issue,

8. A dealer in securities or commodities required to register in the
United States, the District of Columbia, or a possession of the United
States,

9. A futures commission merchant registered with the Commodity
Futures Trading Commission,

10. A real estate investment trust,

11. An entity registered at all times during the tax year under the
Investment Company Act of 1940,

12. A common trust fund operated by a bank under section 584(a),
13. A financial institution,

14. A middleman known in the investment community as a nominee or
custodian, or

15. A trust exempt from tax under section 664 or described in section
4947.

The following chart shows types of payments that may be exempt
from backup withholding. The chart applies to the exempt payees listed
above, 1 through 15.

IF the payment is for . .. THEN the payment is exempt

for...

Interest and dividend payments All exempt payees except

for 9

Broker transactions Exempt payees 1 through 5 and 7

through 13. Also, C corporations.

Barter exchange transactions and
patronage dividends

Exempt payees 1 through 5

Payments over $600 required to be | Generally, exempt payees
reported and direct sales over 1 through 7
$5,000 '

'See Form 1099-MISC, Miscellaneous Income, and its instructions.

*However, the following payments made to a corporation and reportable on Form
1099-MISC are not exempt from backup withholding: medical and health care
payments, attorneys' fees, gross proceeds paid to an attorney, and payments for
services paid by a federal executive agency.

Part I. Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. If you are a resident alien and
you do not have and are not eligible to get an SSN, your TIN is your IRS
individual taxpayer identification number (ITIN). Enter it in the social
security number box. If you do not have an ITIN, see How to get a TIN
below.

If you are a sole proprietor and you have an EIN, you may enter either
your SSN or EIN. However, the IRS prefers that you use your SSN.

If you are a single-member LLC that is disregarded as an entity
separate from its owner (see Limited Liability Company (LLC) on page 2),
enter the owner’s SSN (or EIN, if the owner has one). Do not enter the
disregarded entity’s EIN. If the LLC is classified as a corporation or
partnership, enter the entity’s EIN.

Note. See the chart on page 4 for further clarification of name and TIN
combinations.

How to get a TIN. If you do not have a TIN, apply for one immediately.
To apply for an SSN, get Form SS-5, Application for a Social Security
Card, from your local Social Security Administration office or get this
form online at www.ssa.gov. You may also get this form by calling
1-800-772-1213. Use Form W-7, Application for IRS Individual Taxpayer
Identification Number, to apply for an ITIN, or Form SS-4, Application for
Employer Identification Number, to apply for an EIN. You can apply for
an EIN online by accessing the IRS website at www.irs.gov/businesses
and clicking on Employer Identification Number (EIN) under Starting a
Business. You can get Forms W-7 and SS-4 from the IRS by visiting
IRS.gov or by calling 1-800-TAX-FORM (1-800-829-3676).

If you are asked to complete Form W-9 but do not have a TIN, write
“Applied For” in the space for the TIN, sign and date the form, and give
it to the requester. For interest and dividend payments, and certain
payments made with respect to readily tradable instruments, generally
you will have 60 days to get a TIN and give it to the requester before you
are subject to backup withholding on payments. The 60-day rule does
not apply to other types of payments. You will be subject to backup
withholding on all such payments until you provide your TIN to the
requester.

Note. Entering “Applied For” means that you have already applied for a
TIN or that you intend to apply for one soon.

Caution: A disregarded domestic entity that has a foreign owner must
use the appropriate Form W-8.

Part Il. Certification

To establish to the withholding agent that you are a U.S. person, or
resident alien, sign Form W-9. You may be requested to sign by the
withholding agent even if item 1, below, and items 4 and 5 on page 4
indicate otherwise.

For a joint account, only the person whose TIN is shown in Part |
should sign (when required). In the case of a disregarded entity, the
person identified on the “Name” line must sign. Exempt payees, see
Exempt Payee on page 3.

Signature requirements. Complete the certification as indicated in
items 1 through 3, below, and items 4 and 5 on page 4.

1. Interest, dividend, and barter exchange accounts opened
before 1984 and broker accounts considered active during 1983.
You must give your correct TIN, but you do not have to sign the
certification.

2. Interest, dividend, broker, and barter exchange accounts
opened after 1983 and broker accounts considered inactive during
1983. You must sign the certification or backup withholding will apply. If
you are subject to backup withholding and you are merely providing
your correct TIN to the requester, you must cross out item 2 in the
certification before signing the form.

3. Real estate transactions. You must sign the certification. You may
cross out item 2 of the certification.
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4, Other payments. You must give your correct TIN, but you do not
have to sign the certification unless you have been notified that you
have previously given an incorrect TIN. “Other payments” include
payments made in the course of the requester’s trade or business for
rents, royalties, goods (other than bills for merchandise), medical and
health care services (including payments to corporations), payments to
a nonemployee for services, payments to certain fishing boat crew
members and fishermen, and gross proceeds paid to attorneys
(including payments to corporations).

5. Mortgage interest paid by you, acquisition or abandonment of
secured property, cancellation of debt, qualified tuition program
payments (under section 529), IRA, Coverdell ESA, Archer MSA or
HSA contributions or distributions, and pension distributions. You
must give your correct TIN, but you do not have to sign the certification.

What Name and Number To Give the Requester

For this type of account: Give name and SSN of:

1. Individual The individual
2. Two or more individuals (joint The actual owner of the account or,
account) if combined funds, the first

individual on the account '

3. Custodian account of a minor
(Uniform Gift to Minors Act)

4. a. The usual revocable savings
trust (grantor is also trustee)
b. So-called trust account that is
not a legal or valid trust under
state law

5. Sole proprietorship or disregarded
entity owned by an individual

6. Grantor trust filing under Optional
Form 1099 Filing Method 1 (see
Regulation section 1.671-4(b)(2)(i)(A))

The minor *
The grantor-trustee '

The actual owner '

The owner °

The grantor*

For this type of account: Give name and EIN of:

7. Disregarded entity not owned by an | The owner
individual

. A valid trust, estate, or pension trust | Legal entity *

Corporation or LLC electing

corporate status on Form 8832 or

Form 2553

10. Association, club, religious,
charitable, educational, or other
tax-exempt organization

11. Partnership or multi-member LLC

12. A broker or registered nominee

© ®

The corporation

The organization

The partnership
The broker or nominee

13. Account with the Department of
Agriculture in the name of a public
entity (such as a state or local
government, school district, or
prison) that receives agricultural
program payments

14. Grantor trust filing under the Form
1041 Filing Method or the Optional
Form 1099 Filing Method 2 (see
Regulation section 1.671-4(b)(2)(i)(B))

The public entity

The trust

" List first and circle the name of the person whose number you furnish. If only one personon a
joint account has an SSN, that person’s number must be furnished.

? Gircle the minor’s name and furnish the minor's SSN.

3You must show your individual name and you may also enter your business or “DBA” name on
the “Business name/disregarded entity” name line. You may use either your SSN or EIN (if you
have one), but the IRS encourages you to use your SSN.

4 List first and circle the name of the trust, estate, or pension trust. (Do not furnish the TIN of the
personal representative or trustee unless the legal entity itself is not designated in the account
title.) Also see Special rules for partnerships on page 1.

*Note. Grantor also must provide a Form W-9 to trustee of trust.

Note. If no name is circled when more than one name is listed, the
number will be considered to be that of the first name listed.

Secure Your Tax Records from Identity Theft

Identity theft occurs when someone uses your personal information
such as your name, social security number (SSN), or other identifying
information, without your permission, to commit fraud or other crimes.
An identity thief may use your SSN to get a job or may file a tax return
using your SSN to receive a refund.

To reduce your risk:
* Protect your SSN,
® Ensure your employer is protecting your SSN, and
* Be careful when choosing a tax preparer.

If your tax records are affected by identity theft and you receive a
notice from the IRS, respond right away to the name and phone number
printed on the IRS notice or letter.

If your tax records are not currently affected by identity theft but you
think you are at risk due to a lost or stolen purse or wallet, questionable
credit card activity or credit report, contact the IRS Identity Theft Hotline
at 1-800-908-4490 or submit Form 14039.

For more information, see Publication 4535, Identity Theft Prevention
and Victim Assistance.

Victims of identity theft who are experiencing economic harm or a
system problem, or are seeking help in resolving tax problems that have
not been resolved through normal channels, may be eligible for
Taxpayer Advocate Service (TAS) assistance. You can reach TAS by
calling the TAS toll-free case intake line at 1-877-777-4778 or TTY/TDD
1-800-829-4059.

Protect yourself from suspicious emails or phishing schemes.
Phishing is the creation and use of email and websites designed to
mimic legitimate business emails and websites. The most common act
is sending an email to a user falsely claiming to be an established
legitimate enterprise in an attempt to scam the user into surrendering
private information that will be used for identity theft.

The IRS does not initiate contacts with taxpayers via emails. Also, the
IRS does not request personal detailed information through email or ask
taxpayers for the PIN numbers, passwords, or similar secret access
information for their credit card, bank, or other financial accounts.

If you receive an unsolicited email claiming to be from the IRS,
forward this message to phishing@irs.gov. You may also report misuse
of the IRS name, logo, or other IRS property to the Treasury Inspector
General for Tax Administration at 1-800-366-4484. You can forward
suspicious emails to the Federal Trade Commission at: spam@uce.gov
or contact them at www.ftc.gov/idtheft or 1-877-IDTHEFT
(1-877-438-4338).

Visit IRS.gov to learn more about identity theft and how to reduce
your risk.

Privacy Act Notice

Section 6109 of the Internal Revenue Code requires you to provide your correct TIN to persons (including federal agencies) who are required to file information returns with
the IRS to report interest, dividends, or certain other income paid to you; mortgage interest you paid; the acquisition or abandonment of secured property; the cancellation
of debt; or contributions you made to an IRA, Archer MSA, or HSA. The person collecting this form uses the information on the form to file information returns with the IRS,
reporting the above information. Routine uses of this information include giving it to the Department of Justice for civil and criminal litigation and to cities, states, the District
of Columbia, and U.S. possessions for use in administering their laws. The information also may be disclosed to other countries under a treaty, to federal and state agencies
to enforce civil and criminal laws, or to federal law enforcement and intelligence agencies to combat terrorism. You must provide your TIN whether or not you are required to
file a tax return. Under section 3406, payers must generally withhold a percentage of taxable interest, dividend, and certain other payments to a payee who does not give a
TIN to the payer. Certain penalties may also apply for providing false or fraudulent information.





		topmostSubform[0]: 

		Page1[0]: 

		f1_01_0_[0]: 

		f1_02_0_[0]: 

		FedClassification[0]: 

		c1_01[0]: Off

		c1_01[1]: Off

		c1_01[2]: Off

		c1_01[3]: Off

		c1_01[4]: Off

		c1_01[5]: Off

		f1_18_0_[0]: 

		c1_01[6]: Off

		f1_50_0_[0]: 



		c1_01[0]: Off

		Address[0]: 

		f1_04_0_[0]: 

		f1_05_0_[0]: 



		f1_06_0_[0]: 

		f1_07_0_[0]: 

		social[0]: 

		f1_07[0]: 

		f1_08[0]: 

		f1_09[0]: 



		Employeridentifi[0]: 

		f1_10[0]: 

		f1_11[0]: 












image13.emf
2013  PurchasingTransmittal.doc


2013 PurchasingTransmittal.doc


[image: image7.png]G




2013 INSURANCE REQUIREMENTS AND TRANSMITTAL SHEET 

PURCHASING SERVICES
REF: RFP #SCL-464

City of Seattle


Attachment No. 1

VENDOR: SEND THIS FORM TO YOUR INSURANCE PROFESSIONAL

INSURANCE AGENT/BROKER: 

( PLEASE COMPLETE THESE FIELDS SO THAT WE MAY CONTACT YOU IF NECESSARY.                 *REQUIRED FIELDS


*NAME:      


TITLE:      


*NAME OF COMPANY         


*EMAIL:      

*TELEPHONE:      

FAX:        

( SEND ORIGINAL CERTIFICATION WITH COPY OF CGL ADDITIONAL INSURED ENDORSEMENT OR BLANKET ADDITIONAL   INSURED POLICY WORDING TO:
THE CITY OF SEATTLE PURCHASING SERVICES DIVISION

                                      

ATTN:      

 





PO Box 94687

                                       

SEATTLE, WA 98124-4678

( SEND COPY OF CERTIFICATION (INCLUDING COPY OF ADDITIONAL INSURED PROVISION) BY FAX TO (206) 470-1279 OR AS AN EMAIL ATTACHMENT IN ADOBE PDF FORMAT TO RISKMANAGEMENT@SEATTLE.GOV .


1. In the “Certificate Holder” field of the certificate of insurance, write “Attention:  City of Seattle.” 

2. Upon award of the contract, Vendor shall, at its sole expense and for the entire term of the contract, provide insurance to the City of Seattle (“City”) as checked below in 15 days or the city may withdraw its intent to award:

· ( COMMERCIAL GENERAL LIABILITY (CGL), MARINE GENERAL LIABILITY (MGL) OR EQUIVALENT INCLUDING: 


( PREMISES 


( PRODUCTS-COMPLETED OPERATIONS 



( CONTRACTUAL LIABILITY  



( STOP GAP/EMPLOYER’S LIABILITY (UNLESS NO OBLIGATION TO INSURE WA STATE WC)

   XCU AND SUBSIDENCE PERILS NOT EXCLUDED

  PRODUCTS/COMPLETED OPNS. ADD’L INSURED FOR THREE (3) YEARS FOLLOWING END OF CONTRACT

· MINIMUM LIMITS OF LIABILITY SHALL BE:   


		    $1,000,000

		EACH OCCURRENCE COMBINED SINGLE LIMIT BODILY INJURY AND PROPERTY DAMAGE (CSL)



		    $2,000,000   

		PRODUCTS/COMPLETED OPERATIONS AGGREGATE



		    $2,000,000   

		GENERAL AGGREGATE



		    $1,000,000   

		EACH ACCIDENT/ DISEASE—POLICY LIMIT/ DISEASE—EACH EMPLOYEE STOP GAP/EMPLOYER’S LIABILITY 





· ( AUTOMOBILE LIABILITY INSURANCE FOR OWNED, NON-OWNED AND HIRED VEHICLES AS APPROPRIATE   
       WITH MINIMUM LIMITS OF LIABILITY SHALL BE $1,000,000 CSL.

· NOTE: GARAGE LIABILITY WITH APPROPRIATE COVERAGES AND LIMITS OF LIABILITY MAY SUBSTITUTE FOR CGL AND AUTOMOBILE INSURANCE:

·    Garage Keeper’s Legal Liability (GKLL) insurance to cover vehicles in vendor’s bailment.  Minimum limit of liability of   

  $        each vehicle and $       each occurrence.   


·         “On-Hook” GKLL coverage required with minimum limit of liability of $      each vehicle.


 IN-TRANSIT POLLUTION LIABILITY CA 99 48/MCS-90 (N/A IF COVERED UNDER AN IN-TRANSIT EXTENSION OF     A CONTRACTOR’S POLLUTION LIABILITY INSURANCE POLICY)


· (  WORKER'S COMPENSATION INSURANCE FOR WASHINGTON STATE AS REQUIRED BY TITLE 51 RCW.


  UMBRELLA/EXCESS/BUMBERSHOOT LIABILITY INSURANCE OVER CGL/MGL/AUTOMOBILE LIABILITY  

MINIMUM LIMIT OF LIABILITY SHALL BE  $1,000,000 CSL  $      CSL ($      MINIMUM TOTAL LIMITS REQUIREMENT)


   CONTRACTOR’S POLLUTION LIABILITY INSURANCE. MINIMUM LIMITS OF LIABILITY SHALL BE  $1,000,000  $      EACH CLAIM WITH A MINIMUM AGGREGATE LIMIT OF 200% OF THE EACH CLAIM LIMIT.  THERE SHALL BE NO REQUIREMENT FOR A DEDICATED PROJECT AGGREGATE LIMIT PROVIDED THAT THE CONTRACTOR SHALL (1) SUBMIT TO THE CITY WITH ITS INSURANCE CERTIFICATION A WRITTEN STATEMENT FROM ITS AUTHORIZED INSURANCE REPRESENTATIVE THAT THE FULL MINIMUM AGGREGATE LIMIT IS AVAILABLE AND HAS NOT BEEN IMPAIRED BY ANY CLAIMS RESERVED ON ANOTHER PROJECT, AND (2) THEREAFTER, UNTIL THE COMPLETION OF THE WORK, THE CONTRACTOR SHALL PROVIDE NOTICE IN WRITING TO THE CITY WITHIN TEN (10) DAYS OF CONTRACTOR’S CONSTRUCTIVE KNOWLEDGE OF ANY PENDING OR ACTUAL IMPAIRMENT OF THE AGGREGATE LIMIT.

   AVIATION LIABILITY INSURANCE WITH MINIMUM LIMITS OF $1,000,000 CSL OR  $      CSL

   PROFESSIONAL LIABILITY INSURANCE WITH MINIMUM LIMIT OF LIABILITY $      EACH CLAIM


 
   WATERCRAFT/P&I LIABILITY INSURANCE WITH MINIMUM LIMITS OF LIABILITY $     

   SHIP REPAIRER’S OR MARINA OPERATOR’S LEGAL LIABILITY INSURANCE COVERING THE VENDOR’S LIABILITY FOR LOSS OR DAMAGE, INCLUDING LOSS OF USE, TO OWNERS OF WATERCRAFT WHILE IN THE VENDOR’S CARE, CUSTODY AND CONTROL FOR THE PURPOSE OF BEING REPAIRED OR SERVICED.  


MINIMUM LIMITS OF LIABILITY SHALL BE $      EACH VESSEL


   JONES ACT LIABILITY WITH MINIMUM LIMITS   $1,000,000 OR $     .

   U.S.L. & H. LIABILITY INSURANCE WITH MINIMUM LIMITS OF LIABILITY $     

   MISCELLANEOUS:        WITH MINIMUM LIMIT $       

 FORMCHECKBOX 
   TECHNICAL ERRORS & OMISSION (E&O):  WITH MINIMUM LIMIT $

TERMS AND CONDITIONS:

1. City of Seattle as Additional Insured: The CGL/MGL insurance shall include “the City of Seattle” as an additional insured for primary and non-contributory limits of liability.


2. No Limitation of Liability: Insurance coverage and limits of liability as specified herein are minimum coverage and limit of liability requirements only.  They shall not be construed to limit the liability of Vendor or any insurer for any claim that is required to be covered hereunder to less than the applicable limits of liability stated in the declarations.  Moreover, the City shall be an additional insured, where additional insured status is required, for the full available limits of liability maintained by vendor, whether those limits are primary, excess, contingent or otherwise.  Vendor expressly understands and agrees that this provision shall override any limitation of liability or similar provision in any agreement or statement of work between the City and Vendor.


3. Claims Made Form:  If any policy is written on a claims made form, the retroactive date shall be prior to or coincident with the effective date of this contract.  Claims made coverage shall be maintained by the Vendor for a minimum of three (3) years following the expiration or earlier termination of this contract, and the Vendor shall provide the City with evidence of insurance for each annual renewal.  If renewal of the claims made form of coverage becomes unavailable or economically prohibitive, the Vendor shall purchase an extended reporting period (“tail”) or execute another form of guarantee acceptable to the City to assure financial responsibility for liability assumed under the contract.


4. Deductibles and Self-Insured Retentions:  Any self-insurance retention or deductible in excess of $ 25,000 that is not “fronted” by an insurer and for which claims the vendor or its third-party administrator is directly responsible for defending and indemnifying must be disclosed on the certificate of liability insurance.  Vendor agrees to defend and indemnify the City under its self-insured or deductible layer and upon City’s request advise the full delivery address of the individual or department to whom a tender of a claim should be directed.   


5. Notice of Cancellation:   Under RCW 48.18.290 (1) (a) and (b) (“Cancellation by insurer”) applicable to insurers licensed to do business in the State of Washington, the City, as a certificate holder for the insurance requirements specified herein and an additional insured, has an interest in any loss which may occur; written notice of cancellation must therefore be actually delivered or mailed to the City not less than 45 days prior to cancellation (10 days as respects non-payment of premium).  As respects surplus lines placements, written notice of cancellation shall be delivered not less than 30 days prior to cancellation (10 days as respects non-payment of premium).


6. Qualification of Insurers:  Insurers shall maintain A.M. Best’s ratings of A- VII unless procured as a surplus lines placement under RCW chapter 48.15, or as may otherwise be approved by the City.


7. Changes in Insurance Requirements: The City shall have the right to periodically review the adequacy of coverages and/or limits of liability in view of inflation and/or a change in loss exposures and shall have the right to require an increase in such coverages and/or limits upon ninety (90) days prior written notice to the Vendor.  Should Vendor, despite its best efforts, be unable to maintain any required insurance coverage or limit of liability due to deteriorating insurance market conditions, it may upon thirty (30) days prior written notice request a waiver of any insurance requirement, which request shall not be unreasonably denied.


8. Evidence of Insurance:  


a. A certificate of liability insurance evidencing coverages, limits of liability and other terms and conditions as specified herein;


b. An attached designated additional insured endorsement or blanket additional insured wording to the CGL/MGL and (if required) Contractor’s Pollution Liability insurance policy.


At any time upon the City’s request, Vendor shall also cause to be timely furnished a copy of declarations pages and schedules of forms and endorsements.  In the event that the City tenders a claim or lawsuit for defense and indemnity invoking additional insured status, and the insurer either denies the tender or issues a reservation of rights letter, Vendor shall in addition cause a complete and certified copy of the requested policy to be timely furnished.

Send evidence of insurance to the City at the addresses at the top of this form. If any questions or issues, contact the City of Seattle Risk Management Division at direct telephone extension (206) 386-0071 or by email at riskmanagement@seattle.gov .

NOTE: CERTIFICATES WITHOUT ATTACHED ADDITIONAL INSURED ENDORSEMENT OR BLANKET ADDITIONAL INSURED WORDING WILL NOT BE APPROVED![image: image1][image: image2][image: image3][image: image4][image: image5][image: image6]
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City of Seattle

CONTRACT FOR LEARNING AND TALENT MANAGEMENT SYSTEM SOFTWARE AND SERVICES



















Vendor Contract No. ####

Vendor Name: XXXXX   





Software as a Service 1/13/10
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TECHNOLOGY CONTRACT



City of Seattle

CONTRACT FOR

 

This Contract is made and entered into by and between City of Seattle (“City”), a Washington municipal corporation; and ________________ (Address: --), a corporation of the State of _______, and authorized to do business in the State of Washington.



Vendor:

Representative: 			

Address:		

Phone:		

Fax:		

E-Mail:		



WHEREAS, the purpose of this contract is to ________; and



WHEREAS, Vendor was selected  as a result of a Request for Proposal process initiated _______2013 required by Seattle Municipal Code since costs are anticipated to exceed $47,000 in value; and



WHEREAS, funds for this purpose are authorized through the City of Seattle annual budget;



NOW, THEREFORE, in consideration of the terms, conditions, covenants, and performance of the Statement of Work contained herein, as attached and made a part hereof, the City and Vendor mutually agree as follows:



1. [bookmark: _Toc244317171][bookmark: _Toc251155242]Term of Contract

The term of this contract shall be for a period of five (5) years effective from the Contract Execution date with option to renew for one (1) additional 2-year period for System and Hosted Services.  Such extension shall be automatic, and shall go into effect without written confirmation, unless the City provides advance notice of the intention to not renew.



2. [bookmark: _Toc244317172][bookmark: _Toc251155243]Survivorship

All purchase transactions and deliverables executed pursuant to the authority of this Contract shall be bound by all of the terms, conditions, prices and price discounts set forth herein, notwithstanding the expiration of the initial term of this Contract or any extensions thereof.  Further, the terms, conditions and warranties contained in this Contract that by their sense and context are intended to survive the completion of the performance, cancellation or termination of this Contract shall so survive.  In addition, the terms of the sections titled Overpayments to Vendor, Warranties, Section Headings, Incorporated Documents and Order of Precedence, Publicity, Review of Vendor Records, Indemnification, Dispute Resolution and Limitations of Liability, shall survive the termination of this Contract.



3. [bookmark: _Toc244317173][bookmark: _Toc251155244]Statement of Work

Vendor shall provide the products, services, and tasks as described in Exhibit A, “Statement of Work.”  The Statement of Work may also be termed “work” herein.  



4. [bookmark: _Toc244317174][bookmark: _Toc251155245]Expansion Clause

This contract may be expanded as mutually agreed, if such expansion is approved in writing by the Buyer from the City Purchasing Office of the Department of Finance and Administrative Services, City of Seattle.  No other City employee is authorized to make such written notices.  The Buyer will ensure the expansion meets the following criteria collectively:  (a)  it could not be separately bid, (b) the change is for a reasonable purpose, (c) the change was not reasonably known to either the City or vendors at time of bid or else was mentioned as a possibility in the bid (such as a change in environmental regulation or other law); (d) the change is not significant enough to be reasonably regarded as an independent body of work; (e) the change could not have attracted a different field of competition, and (f) the change does not vary the essential identity or main purpose of the contract.  The Buyer shall make this determination, and may make exceptions for immaterial changes, emergency or sole source conditions, or for other situations as required in the opinion of the Buyer.  Certain Work Orders or changes are not considered an expansion of scope, including an increase in quantities ordered, the exercise of options and alternates in the bid, change in design and specifications that does not expand the work beyond the limits provided for above, or ordering of work originally identified within the originating solicitation. If such changes are approved, changes are conducted as a written order issued by the City Purchasing Buyer in writing to the Vendor.



5. [bookmark: _Toc244317175][bookmark: _Toc251155246]Work Order Process

The Vendor shall furnish all Systems and Hosted Services goods and services (“Deliverables”) pursuant to work orders issued under this Contract. Each work order shall be subject to all of the terms and conditions of this Contract, and incorporated into this Contract by this reference. The Vendor shall furnish all Systems and Hosted Services Deliverables specified in the Work Order in an aggregate, single, complete transaction and not as separate items.  For each work order under this Contract, Vendor shall commence work upon issuance of a notice to proceed by the City. Work orders under this Contract may be generated by the City under the following conditions:



5.1. The Work Order is within the scope of the original solicitation and contract or is within the allowed conditions for expansions under Section 4 (Expansion Clause) above;



5.2. The City issues a request to change quantities of any deliverable;



5.3. The City orders additional custom features, modifications, or interfaces for the hosted system prior to or after the acceptance period.



5.4. The City chooses to host the system internally.



For any subsequent work order(s) requested by either party, the Vendor shall submit a detailed proposal for the change. The Vendor shall analyze, record, estimate and submit to the City, for its approval, the proposed scope for the changed or new work, a work schedule, and a rate or price adjustment for completion of the work to be changed or added.  Once this proposal is received and approved by the City, a new work order will be issued for the changed or additional work. Upon the City’s written approval and notice to proceed, the Vendor shall implement the change or additional work and invoice for the changed or additional work consistent with the City’s approval notice and the terms and conditions of this Contract. 



The City may, at its option, add, delete or modify any part of any work order by giving Vendor notice of such change within the time period specified in the applicable work order.  Within seven (7) days after the date of such notice, the Vendor shall deliver to the City an amended work order reflecting the change in description, schedule and/or dollar amount due using the unit prices as proposed for the specific work order in Vendor’s Proposal.



The Vendor shall not proceed unless authorized by a mutually agreed upon amendment.  Such extra work shall be in compliance with Section 4 (Expansion Clause) and shall be authorized in writing only by the City Purchasing Buyer, Department of Finance and Administrative Services.  Any costs incurred due to the performance of extra work will not be reimbursed until or unless an amendment is agreed upon.



The City does not guarantee utilization of goods and services provided for in this Contract for which the City has not issued a work order(s).  



6. [bookmark: _Toc244317176][bookmark: _Toc251155247]Documentation

Vendor shall provide two sets of Documentation for use in electronic format compatible with Microsoft Corporation’s then generally available Office products and printed format in accordance with the terms of this Contract.  Upgrades and revisions to this Documentation shall be provided while Vendor is providing Services therefor.  There shall be no additional charge for the Documentation or updates thereto, in whatever form provided.  If Vendor maintains its technical, maintenance and installation documentation on a web site, Vendor may fulfill the obligations set forth in this section by providing the City access to its web‑based Documentation information.  



The City reserves the right to withhold payment for a deliverable, modification or enhancement until it receives all documentation associated with the same.  



7. [bookmark: _Toc244317177][bookmark: _Toc251155248]Payment Procedures

The Maximum Amount payable under this Contract shall be as set forth in Exhibit A, Statement of Work.

Vendor shall only invoice upon the City’s approval of the deliverable and in a manner consistent with the payment schedule attached, if any.  Once the City has received and approved the invoice, the City will provide payment within thirty (30) days.  The aggregate amount represents the full and final amount to be paid by the City for all expenses incurred and incidentals necessary to complete the work. Any fees invoiced by vendor for late payment, if any, shall not exceed 1% per month.



The City shall not be obligated to pay any other compensation, fees, charges, prices or costs, nor shall Vendor charge any additional compensation for completing the work order of the Statement of Work. All costs invoiced to the City shall be associated with an active and open work order.



Invoices for hardware and software installed in City facilities and other work performed under this Contract shall be submitted in writing to the City’s Project Manager.  Invoices shall include such information as prescribed in the Specifications or Statement of Work, and is necessary for the City to determine the exact nature of all expenditures and shall reference this Contract.  Additional payment terms or invoice instructions may be mutually agreed upon by the City and the Vendor. 



Payment does not constitute whole or partial acceptance; City acceptance of the System shall only occur by formal written notice to that effect

[bookmark: _Toc415632252][bookmark: _Toc443021383][bookmark: _Toc15189193][bookmark: _Toc241400765]Overpayments to Vendor

.   The City may credit erroneous payments or overpayments against amounts invoiced by Vendor.  If the City does not take such credits, Vendor shall promptly, but in all cases within 30 days, refund to the City the full amount of any erroneous payment or overpayment upon Notice of an erroneous payment or overpayment to which Vendor is not entitled.  



[bookmark: _Toc415632254][bookmark: _Toc443021385][bookmark: _Toc15189195][bookmark: _Toc241400767][bookmark: _Toc487342190]Credits

.  Any credits due the City under this Contract may be applied against Vendor’s invoices with appropriate information attached, upon giving of Notice required herein, if any, by the City to Vendor.

Increases.

Vendor shall not increase the Maximum Amount due from the City under this Contract for all Goods, Services and Deliverables, Purchase Prices, or other Charges during the Initial Term of this Contract except as otherwise specifically described in this Contract.  Vendor may increase its Hosted Service Charges at the end of the Initial Term for each Renewal Term, upon 90 days prior Notice to the City.  Such Charges shall be increased no more than 2% per Renewal Term.  If the Charges are increased, then, notwithstanding anything to the contrary contained herein, the City may upon 30 days prior Notice to Contractor, terminate this Contract in accordance with Section 39, Termination.


7.1. Advance Payment Prohibited

The City does not accept requests for early payment, down payment or partial payment, unless the Bid or Proposal Submittal specifically allows such pre-payment proposals or alternates within the bid process.  Maintenance, subscriptions may be paid up to one year in advance provided that should the City terminate early, the amount paid shall be reimbursed to the City on a prorated basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory compliance.



1. Travel and Other Direct Charges.	Comment by tokunap: This come directly from Scott Hayes

If the specifications and scope of work for this purchase have specifically identified travel and/or other direct costs that the City intends to reimburse, then the following requirements shall apply.  All such expenses must be pre-approved in writing by the Project Manager.  If the specifications and scope of work do not clearly identify such costs for compensation, than no compensation will be given.



· City will reimburse the Contractor at actual cost for expenditures that are pre-approved by the City in writing and are necessary and directly applicable to the work required by this Contract provided that similar direct project costs related to the contracts of other clients are consistently accounted for in a like manner.  Such direct project costs may not be charged as part of overhead expenses or include a markup.  Other direct charges may include, but are not limited to the following types of items: travel, printing, cell phone, supplies, materials, computer charges, and fees of subconsultants or subcontractors.



· The billing for third party direct expenses specifically identifiable with this project shall be an itemized listing of the charges supported by copies of the original bills, invoices, expense accounts, subconsultant/subcontractor paid invoices, and other supporting documents used by the Contractor to generate invoice(s) to the City.  The original supporting documents shall be available to the City for inspection upon request.  All charges must be necessary for the services provided under this Contract.



· The City will reimburse the actual cost for travel expenses incurred as evidenced by copies of receipts (excluding meals) supporting such travel expenses, and in accordance with the City of Seattle Travel Policy, details of which can be provided upon request.  



· Airfare: Airfare will be reimbursed at the actual cost of the airline ticket.  The City will reimburse for Economy or Coach Fare only.  Receipts detailing each airfare are required.



· Meals:  Meals will be reimbursed at the Federal Per Diem daily meal rate (excluding the “Incidental” portion of the published CONUS Federal M&I Rate) for the city in which the work is performed.  Receipts are not required as documentation.  The invoice shall state “the meals are being billed at the Federal Per Diem daily meal rate”, and shall detail how many of each meal is being billed (e.g. the number of breakfasts, lunches, and dinners).  The City will not reimburse for alcohol at any time.



· Lodging:  Lodging will be reimbursed at actual cost incurred up to a maximum of the published Runzheimer Cost Index for the city in which the work is performed (the current maximum allowed reimbursement amount can be provided upon request).  Receipts detailing each day / night lodging are required.  The City will not reimburse for ancillary expenses charged to the room (e.g. movies, laundry, mini bar, refreshment center, fitness center, sundry items, etc.)



· Vehicle mileage:  Vehicle mileage will be reimbursed at the Federal Internal Revenue Service Standard Business Mileage Rate in affect at the time the mileage expense is incurred (currently that rate is 56.5 cents per mile.)  Please note: payment for mileage for long distances traveled will not be more than an equivalent trip round-trip airfare of a common carrier for a coach or economy class ticket.



· Rental Car: Rental car expenses will be reimbursed at the actual cost of the rental.  Rental car receipts are required for all rental car expenses.  The City will reimburse for a standard car of a mid-size class or less.  The City will not reimburse for ancillary expenses charged to the car rental (e.g. GPS unit).



· Miscellaneous Travel (e.g. parking, rental car gas, taxi, shuttle, toll fees, ferry fees, etc.):  Miscellaneous travel expenses will be reimbursed at the actual cost incurred.  Receipts are required for each expense of $10.00 or more.



· Miscellaneous other business expenses (e.g. printing, photo development, binding): Other miscellaneous business expenses will be reimbursed at the actual cost incurred and may not include a mark up.  Receipts are required for all miscellaneous expenses that are billed.



· Subcontractor: Subcontractor expenses will be reimbursed at the actual cost incurred and may not include a mark up.  Copies of all subcontractor invoices that are rebilled to the City are required.

 



7.2. Disputed Work

Notwithstanding all above, if the City believes in good faith that some portion of Work has not been completed satisfactorily, the City may require Vendor to correct such work prior to The City payment.  In such event, the City will provide to Vendor an explanation of the concern and the remedy that the City expects.  The City may withhold from any payment that is otherwise due, an amount that the City in good faith finds to be under dispute, or if the Vendor does not provide a sufficient remedy, The City may retain the amount equal to the cost to The City for otherwise correcting or remedying the work not properly completed.









8. [bookmark: _Toc244317178][bookmark: _Toc251155249]Taxes, Fees and Licenses



8.1. Taxes:  Where required by state statute, ordinance or regulation, Vendor shall pay for and maintain in current status all taxes that are necessary for contract performance.  Unless otherwise indicated, The City agrees to pay State of Washington sales or use taxes on all applicable consumer services and materials purchased.  No charge by the Vendor shall be made for federal excise taxes and The City agrees to furnish Vendor with an exemption certificate where appropriate.  



8.2. Fees and Licenses:  Vendor shall pay for and maintain in a current status, any license fees, assessments, permit charges, etc., which are necessary for contract performance.  It is the Vendor’s sole responsibility to monitor and determine any changes or the enactment of any subsequent requirements for said fees, assessments, or charges and to immediately comply with said changes during the entire term of this Contract. Vendor must pay all custom duties, brokerage or import fees where applicable as part of the contract price.  Vendor shall take all necessary actions to ensure that materials or equipment purchased are expedited through customs.  



8.3. Vendor is to calculate and enter the appropriate Washington State and local sales tax on the invoice.  Tax is to be computed on new items after deduction of any trade-in, in accordance with WAC 458-20-247. 



9. [bookmark: _Toc244317179][bookmark: _Toc251155250]Timely Completion



9.1.  Time is of the Essence:  The City has an immediate need to implement the System and/or Software and equipment for the management and operation of the City.  Therefore, time is of the essence in all matters relating to this Contract



9.2.  Liquidated Damages 

For this Contract, the City has not calculated an assessment of liquidated damages against compensation payable to the Vendor for delayed performance of work identified as a milestone event.



The City will assess, and the Vendor will be liable for, liquidated damages for failure to comply with the terms and conditions of the Service Level Agreement, Exhibit B.



Neither the provisions of this subsection nor their application or implementation shall limit the City’s right to pursue any other remedy available to it in law or at equity under this Contract.  



10. [bookmark: _Toc79482537][bookmark: _Toc244317180][bookmark: _Toc251155251]License for Use 

[bookmark: _Toc244317181]The Vendor grants to the City a nonexclusive license to use, access to use, and access the System and Hosted Services in whole or in part for supporting the internal operations of the City of Seattle. The licenses hereunder are granted as of the earlier of the date of first access or delivery of the Vendor Technology, Deliverables, System, and Hosted Services and continue until the City returns or ceases to use and access the Vendor Technology, Deliverables, System and Hosted Services.



11. [bookmark: _Toc251155252][bookmark: _Toc244317182][bookmark: _Toc79482538]Escrow

 

11.1 Source Code Escrow Package Definition.  The term “Source Code Escrow Package” shall mean: 

a. A complete copy in machine-readable form of the source code and executable code of the licensed Software;

b. A complete copy of any existing design documentation and user documentation and/or

c. Complete instructions for r compiling and linking every part of the source code into executable code for purposes of enabling verification of the completeness of the source code as provided below.  Such instructions shall include precise identification of all compilers, library packages, and linkers used to generate executable code.



11.2	Delivery of Source Code into Escrow.  Vendor shall deliver a Source Code Escrow Package to Escrow Agent, provided that Vendor, City and Escrow Agent shall first enter into a supplementary escrow agreement as attached.  Vendor and City shall use best efforts to enter into such an escrow agreement as soon as possible after the Effective Date of this Contract, but not later than 30 days after the Effective Date of this Contract.



11.3 Delivery of New Source Code into Escrow.  If during the term of this Contract, term of license, or term of maintenance and support, Vendor provides City with a maintenance release or upgrade version of the licensed Software, Vendor shall within then (10) Business Days deposit with Escrow Agent a Source Code Escrow Package for the maintenance release or upgrade version and give city notice of such delivery.



11.4 Verification of Source Code Escrow Package.  At its option and expense, City may request that the completeness and accuracy of any Source Code Escrow Package be verified.  

a. Such verification may be requested once per Source Code Escrow Package.  

b. Such verification will be conducted by Escrow Agent, or upon at least ten (10) Business Days’ prior notice to the Vendor, by another party (“verifier”) acceptable to Vendor, after full disclosure to Vendor of information reasonably requested by Vendor about Verifier. 

c. Prior to conducting the verification, Verifier shall first execute a confidentiality agreement prepared by Vendor that precludes Verifier from disclosing any information to City about the Source Code Escrow Package other than whether the Source Code Escrow Package was found to be complete and accurate.

d. Unless otherwise agreed at the time by Vendor and City, verification will be performed on-site at Vendor’s premises, utilizing Vendor’s equipment and software, at a time reasonably acceptable to Vendor.  Vendor shall make technical and support personnel available as reasonably necessary for the verification. At its discretion, Vendor may designate a representative to accompany the Source Code Escrow Package at all times, and to be present at the verification.  Verifier will be City’s sole representative at the verification.

e. Verifier is solely responsible for the completeness and accuracy of the verification.  Neither the Escrow Agent, if different from the Verifier, nor Vendor shall have any responsibility or liability to City for any incompleteness or inaccuracy of any verification.



11.5 Escrow Fees.  All fees and expenses charged by Escrow Agent will be borne by Vendor.



11.6 Release Events for Source Code Escrow Packages.  The Source Code Escrow Package may be released from escrow to City, temporarily or permanently, solely upon the occurrence of one or more of the following “Escrow Release Events:”

a. Vendor becomes insolvent, makes a general assignment for the benefit of creditors, files a voluntary petition of bankruptcy, suffers or permits the appointment of a receiver for business or assets, or becomes subject to any proceeding under any bankruptcy or solvency law, whether domestic or foreign;

b. Vendor has wound up or liquidated its business voluntarily or otherwise and City has compelling reasons to believe that such events will cause Vendor to fail to meet its warranties and maintenance obligations in the foreseeable future; or

c. Vendor has wound up or liquidated its business voluntarily or otherwise and City has compelling reasons to believe that such events will cause Vendor to fail to meet its warranties and maintenance obligations in the foreseeable future; or

d. Vendor has voluntarily or otherwise discontinued support of the Software or fails to support the Software in accordance with its warranties and maintenance obligations.



11.7 Release Event Procedures.  If City desires to obtain the Source Code Escrow Package   from Escrow Agent:

a. City shall comply with the procedures set forth in the Escrow Agreement to document the occurrence of the Release Event;

b. City shall maintain all materials and information comprising the Source Code Escrow Package in confidence in accordance with the Contract section titled Vendor’s Proprietary Information;

c. If release is temporary, City shall promptly return all released materials to Vendor when the circumstances leading to the release are no longer in effect; and

d. City shall promptly, fully, and completely respond to any and all requests for information from Vendor concerning City’s use or contemplated use of the Source Code Escrow Package.





12. [bookmark: _Toc251155253]Software Upgrades and Enhancements

[bookmark: _Toc244317183]Vendor shall:



12.1. Supply at no additional cost updated versions of the Software to operate on upgraded versions of operating systems, upgraded versions of firmware, or upgraded versions of web browsers;



12.2. Supply at no additional cost interface modules that are developed by Vendor for interfacing the Software to other Software products.; and



12.3. Supply at no additional cost updated versions of the Software that encompass improvements, extensions, maintenance updates, error corrections, or other changes that are logical improvements or extensions of the original Software supplied to City.





13. [bookmark: _Toc251155254]Warranties 



a. [bookmark: _Toc15189241][bookmark: _Toc241400812][bookmark: _Toc415632339][bookmark: _Toc443021457][bookmark: _Toc487342252]	Deliverables

.  Vendor represents and warrants that each Deliverable shall meet and conform to its applicable Specifications as provided herein following its Acceptance and during the Term.  Vendor also represents and warrants that the System and Hosted Services, in whole and in part, shall operate in accordance with the Detailed System Design Deliverables, the Performance Standards, the other Acceptance Criteria, the Documentation, and this Contract following their Acceptance and during the Term.

b. [bookmark: _Toc241400813]Hosted System Services.  Vendor represents and warrants that: (a) It shall perform all Services required pursuant to this Agreement in a professional manner, with high quality, (b) It shall give the highest priority to the performance of the Services, (c) Time shall be of the essence in connection with performance of the Services for Deliverables.  Vendor shall immediately re-perform Services which are not in compliance with such representations and warranties at no cost to the City.

13.1. Warranty Against Planned Obsolescence 

The Vendor warrants that the products and services proposed to and acquired by the City under this Contract are new and of current manufacture, and that it has no current plans for announcing a replacement line that would be marketed by Vendor as a replacement for any of the products provided to the City under this Contract and would result in reduced support for the product line within which the System furnished to the City is contained.  The Vendor further warrants that, in the event that a major change in hardware, software, or operating system occurs that radically alters the design architecture of the System and makes the current design architecture obsolete within three (3) years after full execution of this Contract, and if the City continues its annual maintenance Contract with the Vendor, the Vendor shall provide the City with a replacement hardware, software, or operating system(s) that continues the full functionality of the systems, at no extra cost to the City.

  

13.2. No Surreptitious Code Warranty 



13.2.1 Vendor warrants to the City that the System, Hosted Services and Vendor Technology provided to the City under this Contract contain or shall contain no Self-help Code or any Unauthorized Code. Vendor further warrants that Vendor shall not introduce, via modem or otherwise, any code or mechanism that electronically notifies Vendor of any fact or event, or any key, node, lock, time‑out, or other function, implemented by any type of means or under any circumstances, that may restrict the City’s use of or access to the Software, Data, or Equipment, in whole or in part, based on any type of limiting criteria, including without limitation frequency or duration of use for any copy of the Software provided to the City under this Contract.

13.2.2 Vendor shall defend the City against any claim, and indemnify and hold harmless the City against any loss or expense arising out of any breach of this warranty.  No limitation of liability, whether contractual or statutory, shall apply to a breach of this warranty.

13.3. Title Warranty and Warranty against Infringement 



Vendor hereby warrants and represents to City that Vendor is the owner of the Vendor Technology, Hosted Services and System licensed hereunder or otherwise has the right to grant to the City, the licensed rights to the Vendor Technology, Hosted Services, and System provided by Vendor through this Agreement without violating any rights of any third party worldwide. Vendor represents and warrants that:  (i) Vendor is not aware of any claim, investigation, litigation, action, suit or administrative or judicial proceeding pending or threatened based on claims that the Vendor Technology, System or Hosted Services infringe or misappropriate any patents, copyrights, or trade secrets of any third party, and (ii) the Vendor Technology, System and Hosted Services do not infringe upon or misappropriate any patents, copyrights, trade secrets or any other intellectual property rights of any third party. The City shall receive prompt Notice of each notice or claim of copyright infringement or infringement or misappropriation of other intellectual property right worldwide received by Vendor with respect to the Vendor Technology, Hosted Services, or System delivered under this Agreement. 

Vendor shall, at its expense, defend, indemnify, and hold harmless the City and its employees, officers, directors, contractors and agents from and against any claim or action against the City which is based on a claim that any Deliverable or Service any part thereof under this Agreement infringes a patent, copyright, utility model, industrial design, mask work, trademark, or other proprietary right or misappropriates a trade secret, and Vendor shall pay all losses, liabilities, damages, penalties, costs, fees (including reasonable attorneys’ fees) and expenses caused by or arising from such claim. The City shall promptly give Vendor notice of any such claim. . In the event a final injunction or order is obtained against the City’s full use of the Deliverables/Services/System or any portion thereof as a result of any such claim, suit or proceeding, and if no further appeal of such ruling is practicable, Vendor shall, as mutually agreed upon and at Vendor’s expense:



a. procure for the City the right to continue full use of the Hosted System; or

b. replace  or modify the same so that it becomes non‑infringing (which modification or replacement shall not affect the obligation to ensure the Deliverables/Services/System conforms with applicable Statement of Work); or

c. if the product was purchased and the actions described in item (1) or (2) of Section 11.4, are not practicable, refund the full purchase price and remain liable for all damages suffered by the City as a result of the loss of the infringing product and any other continued utility of which to the City is adversely affected by the removal of the infringing product, and hold the City harmless from any further liability therefor under any applicable Order, Settlement, or other Contract. 



In no event shall the City be liable to Vendor for any lease, rental, service, or maintenance payments after the date, if any, that the City is no longer legally permitted to use the Hosted Services because of such actual or claimed infringement. 



No settlement that prevents the City from continuing to use the Hosted Service, other products or Software documentation as provided in this Contract shall be made without the City’s prior written consent.  In all events, the City shall have the right to participate at its own expense in the defense of any such suit or proceeding through counsel of its own choosing.



The indemnification obligation set forth in this section shall survive the expiration or earlier termination of this Contract.



13.4. No Liens

The Vendor warrants that Vendor is authorized to provide full use of the Hosted Services to the City as provided herein and that such Hosted Services is not subject to any lien, claim or encumbrance inconsistent with any of the City’s rights under this Contract and that the City is entitled to and shall be able to enjoy quiet possession and use of the Hosted Services without interruption by Vendor or any other person making a claim under or through the Vendor or by right of paramount title.



13.5. Maintenance Services Warranty  

The Vendor warrants that, in performing the services under This Contract, the Vendor shall strictly comply with the descriptions and representations as to the services, including performance capabilities, accuracy, completeness, characteristics, Statement of Work, configurations, standards, function and requirements, which appear in this Contract and in the Vendor’s response to the City’s Request for Proposal. Errors or omissions committed by the Vendor in the course of providing Services shall be remedied Vivian Uno, Purchasing Supervisor	Comment by tokunap: ?????



13.6. Merchantability and Fitness Warranty

Vendor represents and warrants that the Software, other products and Software Documentation will be merchantable and will be fit for the particular purposes established in the City’s RFP and the Vendor’s response to the City’s RFP.



13.7. [bookmark: _Toc79482549]Warrant of Compliance with Applicable Law



a. Vendor warrants that the System and Hosted Services shall comply with all applicable federal, State and local laws, regulations, codes and ordinances.  Contractor warrants that, throughout the Term of this Agreement, the System and Hosted Services shall comply with changes to and new applicable federal, State and local laws, regulations, codes and ordinances.

b. Vendor represents and warrants that it shall comply with all applicable local, State, and federal licensing, accreditation and registration requirements and standards necessary in the performance of the Services.         

[bookmark: _Toc79482550]	



13.8.  Written Commitments.

Any written commitment by Vendor within the scope of this Contract shall be binding upon Vendor. Failure of Vendor to fulfill such a commitment may constitute a material breach and shall render Vendor liable for damages under the terms of this Contract. For purposes of this section, a commitment by Vendor includes but is not limited to:  (i) Purchase Prices, Charges, discounts, and options committed to remain in force over a specified period of time; and (ii) any warranty or representation made by Vendor in its Response or contained in any Vendor publications, written materials, schedules, charts, diagrams, tables, descriptions, other written representations, and any other communication medium accompanying or referred to in its Response or used to effect the sale to the City.

13.9. Survival of Warranties and Representations

The representations and warranties of the Vendor made pursuant to this Contract shall survive the delivery of the System, the payment of the purchase price, and the expiration or earlier termination of this Contract.



13.10. [bookmark: _Toc79482540]Warranty Services and Hosted Services. 

[bookmark: _Toc415632340][bookmark: _Toc443021465][bookmark: _Toc487342260][bookmark: _Toc15189247][bookmark: _Toc241400825]General Responsibilities

.  The Vendor warrants the hosted service for the term of this agreement.  During the Warranty Periods, Vendor shall provide Services as described below in this Section as the Warranty Services at no additional cost to correct Deficiencies in the System and Hosted Services and to repair and maintain the System and Hosted Services in accordance with the Specifications.  Vendor shall perform these Warranty Services after the Warranty Periods and during Hosted Services at Charges described in Exhibit A, Statement of Work.  Vendor’s Warranty Service responsibilities shall include but not be limited to the following while assisting THE CITY in operating and maintaining the System and Hosted Services:

13.12.1   Promptly repair or replace the System and Hosted Services, or any portion thereof, that has Deficiencies;



13.12.2   Maintain the System and Hosted Services in accordance with the Specifications and terms of this Agreement and meet all availability and system performance service levels as specified in the Statement of work and/or Service Level Agreement.(SLA)  In the event the Hosted System requires failover activities, then the Vendor shall be responsible for continuance of the Hosted System and the City shall not be subject additional costs unless otherwise specified in this agreement



13.12.3   Upon request by the City, re‑perform any Service that fails to meet the requirements of this Contract at no additional cost;



13.12.4  Coordinate with the City all tasks related to correcting problems and Deficiencies connected with the Software or the Equipment.



13.12.5 [bookmark: _Toc415632341][bookmark: _Toc443021466][bookmark: _Toc487342261][bookmark: _Toc15189248][bookmark: _Ref37036011][bookmark: _Ref37036232][bookmark: _Toc241400826]Inquiry Assistance.  Contractor shall respond to inquiries from the City, and with the following, as applicable:



13.12.5.1 Responses to questions relating to the Software, including without limitation isolating problems to the Software, Data or Equipment;



13.12.5.2 The development, on a best efforts basis, of a temporary solution to or an emergency bypass of a Deficiency;



13.12.5.3 Corrections and repairs of errors, problems or Deficiencies with the Software, to the extent technically feasible; and



13.12.5.4 Clarification of Documentation.











14. [bookmark: _Toc15189251][bookmark: _Toc241400828][bookmark: _Toc251155255][bookmark: _Toc415632344][bookmark: _Toc443021469][bookmark: _Toc487342264]Enhancements. 

Vendor shall provide the City with all Enhancements and associated documentation that are provided as general releases to the Software, in whole or in part, as part of the Hosted Services.  Such Documentation shall be adequate to inform the City of the problems resolved including any significant differences resulting from the release which are known by Vendor.  Vendor warrants that each such Enhancement general release shall be tested and perform according to the Specifications.  Vendor agrees to correct corrupted Data that may result from any System Deficiency introduced by the Enhancement at no cost to the City.

Enhancements to correct any Deficiency shall be provided to the City at no additional cost and without the need for a Work Order.

Should the Vendor not be able to correct the hosted system so that it complies with the specifications in the Statement of Work and/or Service Level Agreement, to the City’s reasonable satisfaction in a timely manner, the City may terminate this Contract and Section 39 of this Contract shall be executed.  

[bookmark: _Toc184999733][bookmark: _Toc185000046][bookmark: _Toc185000312][bookmark: _Toc185002964][bookmark: _Toc185003256][bookmark: _Toc185003403][bookmark: _Toc185003529][bookmark: _Toc185003705][bookmark: _Toc185003825][bookmark: _Toc185004136][bookmark: _Toc185054797][bookmark: _Toc185054901][bookmark: _Toc185055007][bookmark: _Toc185055702][bookmark: _Toc185055790][bookmark: _Toc185057762][bookmark: _Toc185057906][bookmark: _Toc185058589][bookmark: _Toc184999735][bookmark: _Toc185000048][bookmark: _Toc185000314][bookmark: _Toc185002966][bookmark: _Toc185003258][bookmark: _Toc185003405][bookmark: _Toc185003531][bookmark: _Toc185003707][bookmark: _Toc185003827][bookmark: _Toc185004138][bookmark: _Toc185054799][bookmark: _Toc185054903][bookmark: _Toc185055009][bookmark: _Toc185055704][bookmark: _Toc185055792][bookmark: _Toc185057764][bookmark: _Toc185057908][bookmark: _Toc185058591][bookmark: _Toc184999743][bookmark: _Toc185000056][bookmark: _Toc185000322][bookmark: _Toc185002974][bookmark: _Toc185003266][bookmark: _Toc185003413][bookmark: _Toc185003539][bookmark: _Toc185003715][bookmark: _Toc185003835][bookmark: _Toc185004146][bookmark: _Toc185054807][bookmark: _Toc185054911][bookmark: _Toc185055017][bookmark: _Toc185055712][bookmark: _Toc185055800][bookmark: _Toc185057772][bookmark: _Toc185057916][bookmark: _Toc185058599][bookmark: _Toc79482539]

15. [bookmark: _Toc244317184][bookmark: _Toc251155256] Ownership of Deliverables 

Except for the licensed System Software and its related documentation, all data and work products produced under this Contract shall be considered work made for hire under the U.S. Copyright Act, 17 U.S.C. 101 et seq, and shall be owned by the City.  



The City shall own all right, title and interest in and to the City’s Confidential Information (defined in Section 34,) the City’s intellectual property, and the City’s Property.   To the extent Vendor produces any Data, Vendor shall take all actions necessary and shall transfer ownership of the Data to the City following its development.  The Data shall be deemed City of Seattle work made for hire for all purposes of copyright law, and copyright shall belong solely to the City.  In the event that any such work is adjudged to be not a work made for hire, Vendor agrees to assign and hereby assigns all copyright in such work to the City.  Vendor shall, assist the City or its nominees to obtain copyrights, trademarks, or patents for all such works.  The Vendor agrees to execute all papers and to give all facts known to it necessary to secure United States copyrights and to transfer or cause to transfer to the City right, title and interest in and to such works.  


16. [bookmark: _Toc244317185][bookmark: _Toc251155257]Protection of Persons and Property



16.1. [bookmark: _Toc184995028][bookmark: _Toc184995499][bookmark: _Toc184995537][bookmark: _Toc184996019][bookmark: _Toc184996122][bookmark: _Toc184996152][bookmark: _Toc184996182][bookmark: _Toc184996211][bookmark: _Toc184996241][bookmark: _Toc184996657][bookmark: _Toc184996788][bookmark: _Toc184996831][bookmark: _Toc184996901][bookmark: _Toc184996955][bookmark: _Toc184997969][bookmark: _Toc184999032][bookmark: _Toc184999758][bookmark: _Toc185000072][bookmark: _Toc185000340][bookmark: _Toc185003003][bookmark: _Toc185003295][bookmark: _Toc185003442][bookmark: _Toc185003568][bookmark: _Toc185003739][bookmark: _Toc185003859][bookmark: _Toc185004170][bookmark: _Toc184995031][bookmark: _Toc184995502][bookmark: _Toc184995540][bookmark: _Toc184996022][bookmark: _Toc184996125][bookmark: _Toc184996155][bookmark: _Toc184996185][bookmark: _Toc184996214][bookmark: _Toc184996244][bookmark: _Toc184996660][bookmark: _Toc184996791][bookmark: _Toc184996834][bookmark: _Toc184996904][bookmark: _Toc184996958][bookmark: _Toc184997972][bookmark: _Toc184999035][bookmark: _Toc184999761][bookmark: _Toc185000075][bookmark: _Toc185000343][bookmark: _Toc185003006][bookmark: _Toc185003298][bookmark: _Toc185003445][bookmark: _Toc185003571][bookmark: _Toc185003742][bookmark: _Toc185003862][bookmark: _Toc185004173]Person

The Vendor and the City shall each take reasonable precautions for the safety of employees of the other, and shall each comply with all applicable provisions of federal, state, and local laws, codes and regulations to prevent or avoid any accident or injury to a person on, about or adjacent to any premises where work under this Contract is being performed.



16.2. Property

The Vendor shall take reasonable steps to protect the City’s property from injury or loss arising in connection with the Vendor’s performance or failure of performance under this Contract.



16.3. No Smoking

The Vendor shall not allow any employee of the Vendor or any sub or agent thereof to smoke inside any City facility.



17. [bookmark: _Toc244317186][bookmark: _Toc251155258]Contract Notices, Deliverable Materials and Invoices Delivery

Official Contract notices shall be delivered to the following addresses (or such other address (es) as either party may designate in writing):



 	If delivered by the U.S. Postal Service, it must be addressed to:
 		Michael Mears
 		City of Seattle Purchasing and Contracting Services 

PO Box 94687
		Seattle, WA  98124-4687

	If delivered by any other company, it must be addressed to:
 		Michael Mears
 		City of Seattle Purchasing and Contracting Services 

			Seattle Municipal Tower

		700 5th Ave., #4112
		Seattle, WA  98104-5042



Phone: 206-684-4570

Fax: 206-233-5155

E-Mail: Michael.mears@seattle.gov





Project work, invoices and communications shall be delivered to the City Project Manager: 

			Seattle City Light

			Attention:





18. [bookmark: _Toc251155259]Security



18.1. The Vendor shall provide the City with a copy of Vendor’s Information Security Policy on request.  Vendor’s policy should be similar in scope and include controls similar to the City’s Information Systems Security Policy included below and also located at: http://www.seattle.gov/informationsecurity/pdf/ISSP-Web.pdf.







Vendor shall provide to the City an attestation by an objective third party, stating that the application has been tested for common security vulnerabilities as articulated by the "OWASP Top-10".  These include sql injection, cross-site scripting, cross-site request forgery, and others.  See www.owasp.org for details.  This testing must be performed at the expense of the vendor and by an objective third party 



The attestation may be simply an executive summary of the technical report, stating that the application has been tested against the aforementioned standard, and found to be free of security defect...



The City may require the Vendor re-test the Hosted System if there are significant changes such as addition of functionality, structural or architecture changes, or the addition of infrastructure components.



The City retains the right to audit the Hosted System at its cost.  The Vendor shall assist the City in performing the audit.  If the results of the audit show that the Hosted System is out of compliance with ISSP, then the vendor shall immediately and at no expense to the City initiate an effort to correct all identified deficiencies.  Vendor’s failure to comply with ISSP may result in the City exercising its right to terminate the Contract as provided in Section 42 of the Contract.

 

19. [bookmark: _Toc244317187][bookmark: _Toc251155260] Vendor Authorizations 

[bookmark: _Toc244317188]Vendor represents and warrants that:



19.1.  Vendor is a [corporation duly incorporated], validly existing and in good standing under the laws of its state of incorporation and has all requisite corporate power and authority to execute, deliver and perform its obligations under this Contract; 



19.2. The execution, delivery and performance of this Contract has been duly authorized by Vendor and no approval, authorization or consent of any governmental or regulatory agency is required to be obtained in order for Vendor to enter into this Contract and perform its obligations under this Contract; 



19.3. Vendor is duly authorized to conduct business in and is in good standing in each jurisdiction in which Vendor will conduct business in connection with this Contract;



19.4. Vendor has obtained all licenses, certifications, permits, and authorizations necessary to perform the Services under this Contract and currently is in good standing with all regulatory agencies that regulate any or all aspects of Vendor’s performance of the Services. Vendor will maintain all required certifications, licenses, permits, and authorizations during the term of this Contract at its own expense.  Vendor must maintain any certifications that were specified as a minimum requirement in the selection process.  If during the period of the contract, a new certification is established as a minimum requirement for similar applications, the vendor shall, within a reasonable time, obtain that certification.



19.5. Vendor has the full power and authority to grant to the City, the rights described in this Contract without violating any rights of any third party and that there is currently no actual or threatened suit by any such third party based on an alleged violation of such rights by Vendor.  Vendor further represents and warrants that the person executing this Contract for Vendor has actual authority to bind Vendor to each and every term, condition and obligation to this Contract, and that all requirements of Vendor have been fulfilled to provide such actual authority.



20. [bookmark: _Toc241400822][bookmark: _Toc251155261]Ability to Perform

 Vendor represents and warrants that:

20.1. Vendor has and shall continue to have the financial ability, by itself or through a line of credit or other financial support, to provide THE CITY with at least six months of Services, including Hosted Services during any period of this Contract, without reimbursement for the Services or expenses; 



20.2. Vendor has and shall continue to have the financial resources to fund the capital expenditures required under this Contract without advances by THE CITY or assignment of any payments by THE CITY to a financing source; 



20.3. Each subcontractor providing a substantial amount of the Services under this Contract has and shall continue to have the financial resources to carry out its duties under this Contract; and 



20.4. Vendor’s methods of accounting are consistent with generally accepted accounting principles and are capable of segregating costs by release, stage, segment, or cost objective in order to support Change Order accounting.



20.5. Vendor represents and warrants that it has the requisite training, skill and experience necessary to provide Work and is appropriately accredited and licensed by all applicable agencies and governmental entities.







21. [bookmark: _Toc244317189][bookmark: _Toc251155262]Inspection

	Work shall be subject, at all times, to inspection by and with approval of the City, but the making (or failure or delay in making) such inspection or approval shall not relieve Vendor of responsibility for performance of the Work in accordance with this Contract, notwithstanding the City’s knowledge of defective or noncomplying performance, its substantiality or the ease of its discovery.  Vendor shall provide sufficient, safe, and proper facilities and equipment for such inspection and free access to such facilities.



2. [bookmark: _Toc244317190][bookmark: _Toc251155263]Affirmative Efforts for Utilization of Women and Minority Subcontracting and Employment, Non discrimination in providing services

· Employment Actions:  Contractor shall not discriminate against any employee or applicant for employment because of race, religion, creed, age, color, sex, marital status, sexual orientation, gender identity, political ideology, ancestry, national origin, or the presence of any sensory, mental or physical handicap, unless based upon a bona fide occupational qualification.  Contractor shall take affirmative action to ensure that applicants are employed, and that employees are treated during employment, without regard to their creed, religion, race, age, color, sex, national origin, marital status, political ideology, ancestry, sexual orientation, gender identity, or the presence of any sensory, mental or physical handicap.  Such action shall include, but not be limited to employment, upgrading, promotion, demotion, or transfer; recruitment or recruitment advertising, layoff or termination, rates of pay, or other forms of compensation and selection for training.  



· In accordance with Seattle Municipal Code Chapter 20.42, Contractor shall actively solicit the employment and subcontracting of women and minority group members when there are commercially useful purposes for fulfilling the scope of work.  



· If a WMBE Inclusion Plan is requested by and submitted to the City, the WMBE Inclusion Plan is material to the contract.  The requirements and conditions stated in the WMBE Inclusion Plan shall be enforced as a contract requirement. 


· If upon investigation, the Director of Purchasing and Contracting Services finds probable cause to believe that the Contractor has failed to comply with the requirements of this Section, the Contractor shall be notified in writing.  The Director shall give Contractor an opportunity to be heard with ten calendar days’ notice.  If, after the Contractor’s opportunity to be heard, the Director still finds probable cause, s/he may suspend the Contract and/or withhold any funds due or to become due to the Contractor, pending compliance by the Contractor with the requirements of this Section.



· Any violation of the mandatory requirements of this Section, or a violation of Seattle Municipal Code Chapter 14.04 (Fair Employment Practices), Chapter 14.10 (Fair Contracting Practices), Chapter 20.45 (City Contracts – Non-Discrimination in Benefits), or other local, state, or federal non-discrimination laws, shall be a material of contract for which the Contractor may be subject to damages and sanctions provided for by the Vendor Contract and by applicable law.   In the event the Contractor is in violation of this Section shall be subject to debarment from City contracting activities in accordance with Seattle Municipal Code Section 20.70 (Debarment).

21.1. 

	

22. [bookmark: _Toc244317191][bookmark: _Toc251155264]Equal Benefits

22.1. Compliance with SMC Ch. 20.45: The Vendor shall comply with the requirements of SMC Ch. 20.45 and Equal Benefits Program Rules implementing such requirements, under which the Vendor is obligated to provide the same or equivalent benefits (“equal benefits”) to its employees with domestic partners as the Vendor provides to its employees with spouses.  At The City’s request, the Vendor shall provide complete information and verification of the Vendor’s compliance with SMC Ch. 20.45.   Failure to cooperate with such a request shall constitute a material breach of this Contract.  (For further information about SMC Ch. 20.45 and the Equal Benefits Program Rules call (206) 684-0430 or review information at http://cityofseattle.net/contract/equalbenefits/.  

  

22.2. Remedies for Violations of SMC Ch. 20.45:  Any violation of this Section shall be a material breach of Contract for which the City may: 



22.3. Require the Vendor to pay actual damages for each day that the Vendor is in violation of SMC Ch. 20.45 during the term of the Contract; or



22.4. Terminate the Contract; or 



22.5. Disqualify the Vendor from bidding on or being awarded a City contract for a period of up to five (5) years; or



22.6. Impose such other remedies as specifically provided for in SMC Ch. 20.45 and the Equal Benefits Program Rules promulgated thereunder.



23. [bookmark: _Toc244317192][bookmark: _Toc251155265]General Legal Requirements



23.1. General Requirement:  Vendor, at no expense to The City, shall comply with all applicable laws of the United States and the State of Washington; the Charter and ordinances of The City; and rules, regulations, orders, and directives of their administrative agencies and the officers thereof.  Without limiting the generality of this paragraph, the Vendor shall specifically comply with the following requirements of this section.



23.2. Licenses and Similar Authorizations:  Vendor, at no expense to The City, shall secure and maintain in full force and effect during the term of this Contract all required licenses, permits, and similar legal authorizations, and comply with all requirements thereof.



23.3. Performance Standard.   All duties by Vendor or designees shall be performed in a manner consistent with accepted practices for other similar Work. 



24. [bookmark: _Toc241400838][bookmark: _Toc251155266]Changes to City Programs.



24.1. The parties acknowledge that the City programs supported by this Contract may be subject to continuous change during the term of this Contract. Except as provided in this Section, Vendor has provided for or will provide for adequate resources, to reasonably accommodate such changes.  Should Vendor be unable to accommodate those changes, the City has the right to terminate the contract.



24.2. The parties also acknowledge that the Vendor was selected, in part, because of its expertise, experience, and knowledge concerning applicable federal and/or State laws, regulations, policies, or guidelines that affect the performance of the Services and System.



24.3. In keeping with the City reliance on the Vendor’s knowledge, experience and expertise, the Vendor will be responsible for identifying changes in applicable federal or State legislative enactments and regulations and the impact of such changes on the performance of the Services or Deliverables or the City’s use of the Services or Deliverables.  The Vendor must timely notify the City of such changes and must work with the City to identify the impact of such changes on how the City uses the Services or Deliverables.



24.4. [bookmark: _Toc241400840]Noncompliance.  The Vendor will be responsible for any fines, penalties, or disallowances imposed on the City or Vendor arising from any noncompliance with the laws, regulations, policies, and guidelines that affect the Services or Deliverables that are to be provided or that have been provided by the Vendor, its Subcontractors or agents.



25. [bookmark: _Toc244317193][bookmark: _Toc251155267]Indemnification

Vendor shall defend, indemnify, and save City harmless from and against all claims, including reasonable attorneys’ fees resulting from such claims, by third parties for any or all injuries to persons or damage to property of such third parties arising from intentional, willful, or negligent acts or omissions of Vendor, its officers, employees, or agents, or Subcontractors, their officers, employees or agents.  Vendor’s obligation to defend, indemnify, and save City harmless shall not be eliminated or reduced by any alleged concurrent City negligence.



26. [bookmark: _Toc185003025][bookmark: _Toc185003317][bookmark: _Toc185003464][bookmark: _Toc185003590][bookmark: _Toc185003755][bookmark: _Toc185003875][bookmark: _Toc185004186][bookmark: _Toc185054845][bookmark: _Toc185054949][bookmark: _Toc185055055][bookmark: _Toc185055750][bookmark: _Toc185055838][bookmark: _Toc185057810][bookmark: _Toc185057936][bookmark: _Toc185058619][bookmark: _Toc185058855][bookmark: _Toc185003026][bookmark: _Toc185003318][bookmark: _Toc185003465][bookmark: _Toc185003591][bookmark: _Toc185003756][bookmark: _Toc185003876][bookmark: _Toc185004187][bookmark: _Toc185054846][bookmark: _Toc185054950][bookmark: _Toc185055056][bookmark: _Toc185055751][bookmark: _Toc185055839][bookmark: _Toc185057811][bookmark: _Toc185057937][bookmark: _Toc185058620][bookmark: _Toc185058856][bookmark: _Toc244317194][bookmark: _Toc251155268]Insurance

Except as specified otherwise, Vendor shall obtain at time of award and maintain in force, minimum coverages and limits of liability of insurance specified below.  If the Vendor fails to obtain or maintain these coverages, the City may withdraw its intent to award.  All costs are borne by the Vendor.

26.1. MINIMUM COVERAGES AND LIMITS OF LIABILITY. Vendor shall at all times during the term of this Contract maintain continuously, at its own expense, minimum insurance coverages and limits of liability as specified below:



26.1.1. Commercial General Liability (CGL) insurance, including:

			- Premises/Operations	

			- Products/Completed Operations

			- Personal/Advertising Injury

			- Contractual 

		- Independent Contractors 

- Stop Gap/Employers Liability

with minimum limits of liability of $1,000,000 each occurrence combined single limit bodily injury and property damage (“CSL”), except:

			$1,000,000    Personal/Advertising Injury

$1,000,000    each accident/disease/employee Stop Gap/Employer’s Liability



26.1.2.  Automobile Liability insurance, including coverage for owned, non-owned, leased or hired vehicles with a minimum limit of liability of $1,000,000 CSL.



26.1.3.  Worker’s Compensation for industrial injury to Vendor’s employees in accordance with the provisions of Title 51 of the Revised Code of Washington. 



26.1.4. [bookmark: _Toc244317195] Professional Liability Errors and Omissions, with coverage of not less than $1 million per occurrence/$2 million general aggregate.



26.2. CITY AS ADDITIONAL INSURED.  The City of Seattle shall be included as an additional insured under CGL and Automobile Liability insurance for primary and non-contributory limits of liability.



26.3. NO LIMITATION OF LIABILITY.  The limits of liability specified herein in subparagraph 27.1  are minimum limits of liability only and shall not be deemed to limit the liability of Vendor or any Vendor insurer except as respects the stated limit of liability of each policy.  Where required to be an additional insured, the City of Seattle shall be so for the full limits of liability maintained by Vendor, whether such limits are primary, excess, contingent or otherwise.



26.4. MINIMUM SECURITY REQUIREMENT.  All insurers must be rated A- VII or higher in the current A.M. Best's Key Rating Guide and licensed to do business in the State of Washington unless coverage is issued as surplus lines by a Washington Surplus lines broker.



26.5. SELF-INSURANCE.  Any self-insured retention not fronted by an insurer must be disclosed.  Any defense costs or claim payments falling within a self-insured retention shall be the responsibility of Vendor.



26.6. EVIDENCE OF COVERAGE. Prior to performance of any scope of work under this Contract, Vendor shall provide certification of insurance acceptable to the City evidencing the minimum coverages and limits of liability and other requirements specified herein.  Such certification must include a copy of the policy provision documenting that the City of Seattle is an additional insured for commercial general liability insurance on a primary and non-contributory basis.  Certification should be issued to The City of Seattle, Risk Management Division, Seattle, WA and shall be delivered in electronic form either as an email attachment to riskmanagement@seattle.gov or faxed to (206) 470-1270.



27. [bookmark: _Toc244317196][bookmark: _Toc251155269]Review of Vendor Records

Vendor and its Subcontractors shall maintain books, records, documents and other evidence relating to this Contract, including but not limited to protection and use of City’s Confidential Information, and accounting procedures and practices which sufficiently and properly reflect all direct and indirect costs of any nature invoiced in the performance of this Contract.  Vendor shall retain all such records for six (6) years after the expiration or termination of this Contract.  Records involving matters in litigation related to this Contract shall be kept for six (6) years from the date of expiration or termination of this Contract whichever is later.



All such records shall be subject at reasonable times and upon prior notice to examination, inspection, copying or audit by personnel so authorized by the City’s Contract Administration and/or the Office of the Auditor and federal officials so authorized by law, rule, regulation or contract, when applicable, at no additional cost to the City.  During this Contract’s term, Vendor shall provide access to these items at a mutually agreeable time and place.  Vendor shall be responsible for any audit exceptions or disallowed costs incurred by Vendor or any of its Subcontractors. Vendor shall incorporate in its subcontracts this section’s records retention and review requirements.



It is agreed that books, records, documents and other evidence of accounting procedures and practices related to Vendor’s cost structure, including overhead, general and administrative expenses, and profit factors shall be excluded from City’s review unless the cost or any material issue under this Contract is calculated or derived from these factors.



[bookmark: _Toc244317197][bookmark: _Toc251155270] Independent Contractor 

The relationship of Vendor to The City by reason of this Contract shall be that of an independent Vendor.  This Contract does not authorize Vendor to act as the agent or legal representative of the City for any purpose whatsoever.  Vendor is not granted any express or implied right or authority to assume or create any obligation or responsibility on behalf of or in the name of The City or to bind The City in any manner or thing whatsoever.



It is the intention and understanding of the Parties that Vendor shall be an independent Vendor and that the City shall be neither liable for nor obligated to pay sick leave, vacation pay or any other benefit of employment,  nor to pay any social security or other tax that may arise as an incident of employment.  The Vendor shall pay all income and other taxes as due.  Industrial or other insurance that is purchased for the benefit of the Vendor shall not be deemed to convert this Contract to any employment contract.  It is recognized that Vendor may or will be performing professional Work during the term for other parties and that The City is not the exclusive user of the Work that Vendor will provide.









28. [bookmark: _Toc244317198][bookmark: _Toc251155271]Assignment and Subcontracting

Neither part shall assign or subcontract any of its obligations under this Contract without mutual written consent, which shall not be granted or withheld without reasonable cause.  Any subcontract made by Contractor shall incorporate by reference all the terms of this Contract except for Equal Benefit provisions. Contractor shall ensure that all subcontractors comply with the obligations and requirements of the subcontract, except for Equal Benefit provisions.  Seattle’s consent to any assignment or subcontract shall not release the Contractor from liability under this Contract, or from any obligation to be performed under this Contract, whether occurring before or after such consent, assignment, or subcontract. 





29. [bookmark: _Toc251155272]No Conflict of Interest.

Contractor confirms that Contractor does not have a business interest or a close family relationship with any City officer or employee who was, is, or will be involved in the Contractor selection, negotiation, drafting, signing, administration, or evaluating the Contractor's performance.  



30. [bookmark: _Toc251155273]No Gifts or Gratuities.

Contractor shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work or meals) to any City employee, volunteer or official, that is intended, or may appear to a reasonable person to be intended, to obtain or give special consideration to the Vendor.  Promotional items worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the items as routine and standard promotions for business. Any violation of this provision may result in termination of this Contract.  Nothing in this Contract prohibits donations to campaigns for election to City office, so long as the donation is disclosed as required by the election campaign disclosure laws of the City and of the State.



31. [bookmark: _Toc251155274]Current and Former City Employees, Officers, and Volunteers.

Throughout the life of the contract, Contractor shall provide written notice to City Purchasing and the City Project Manager of any current or former City employees, officials or volunteers, that are working or assisting on solicitation of City business or on completion of the awarded contract.  The Vendor must be aware of the City Ethics Code, Seattle Municipal Code 4.16 and advise Contractor workers as applicable.



32. [bookmark: _Toc251155275]Contract Workers with 1,000 Hours

Throughout the life of the Contract, Contractor shall provide written notice to City Purchasing and the City Project Manager of any contract worker that shall perform more than 1,000 hours of contract work for the City within a rolling 12-month period.  Such hours include those that the contract worker performs for the Contract, and any other hours that the worker performs for the City under any other contract.  Such workers are subject to the requirements of the City Ethics Code, Seattle Municipal Code 4.16.  The Contractor shall advise their Contract workers as applicable.



33. [bookmark: _Toc244317200][bookmark: _Toc251155276]Errors & Omissions:  Correction

Vendor shall be responsible for the professional quality, technical accuracy, and the coordination of all designs, drawings, Statement of Work, and other services furnished by or on the behalf of the Vendor under this Contract.  The Vendor, without additional compensation, shall correct or revise any errors or omissions in the designs, drawings, Statement of Work, and/or other Vendor services immediately upon notification by The City.  The obligation provided for in this section with respect to any acts or omissions during the term of this Contract shall survive any termination or expiration of this Contract and shall be in addition to all other obligations and liabilities of the Vendor.



34. [bookmark: _Toc251155277]Data Storage and Retention

Vendor agrees to store and retain City data in accordance with City record retention requirements for the type of data being stored, or to work with the City to develop a plan to meet those requirements through alternate means.  



35. [bookmark: _Toc244317202][bookmark: _Toc251155278]Confidentiality 



35.1. [bookmark: _Toc244317203]Vendor’s Confidential Information:



35.1.1. The Vendor understands that any records (including but not limited to bid or proposal submittals, the Contract,  and any other contract materials) it submits to the City, or that are used by the City even if the Contractor possesses the records, are public records under Washington State law, RCW Chapter 42.56. Public records must be promptly disclosed upon request unless a statute exempts them from disclosure. The Vendor also understands that even if part of a record is exempt from disclosure, the rest of that record generally must be disclosed.

35.1.2. If the City receives a public disclosure request made pursuant to RCW 42.56, the City will not assert an exemption from disclosure on behalf of the Contractor. For materials that the Vendor has properly marked, the City may notify the Contractor of the request and postpone disclosure for ten business days to allow the Contractor to file a lawsuit seeking an injunction preventing the release of documents pursuant to RCW 42.56.540.  Any notification is provided as a courtesy and is not an obligation on behalf of the City. Unless the Contractor obtains and serves an injunction upon the City before the close of business on the tenth business day after the date of the notification, the City may release the documents. It is the Contractor’s discretionary decision whether to file the lawsuit.

35.1.3. In order to request that material not be disclosed until receipt of notification of a public disclosure request, you must identify the specific materials and citations very clearly on the City Vendor Questionnaire that you believe are exempt from disclosure.  The City will not withhold material for notification if the Contractor simply marked confidential on the document header, footer, stamped on all pages, or offered a generic statement that the entire document is protected.  Only material specifically listed and properly cited on the Vendor Questionnaire will be temporarily withheld until the City provides notification of a public disclosure request.   

35.1.4. If the Contractor does not obtain and serve an injunction upon the City within 10 business days of the date of the City’s notification of the request, the Contractor is deemed to have authorized releasing the record.

35.1.5. If the Contractor does not submit a request within the Vendor Questionnaire, the Contractor is deemed to have authorized releasing any and all information submitted to the City. 

35.1.6. Notwithstanding the above, the Contractor must not take any action that would affect (a) the City’s ability to use goods and services provided under this Contract or (b) the Contractor’s obligations under this Contract.

35.1.7. The Contractor will fully cooperate with the City in identifying and assembling records in case of any public disclosure request.




35.2.  City’s Confidential Information:  



35.2.1. The following are hereby designated to be the City’s Confidential Information:  the City’s Data (including , but not limited to records, files, forms, documents, and other data regardless of format), meta-Data either described or embedded in the Data and City documents, all City employee information including but not limited to names, address, Social Security numbers, e-mail addresses, telephone numbers, financial profiles, credit card information, driver’s license numbers, medical data, law enforcement records, performance evaluations, disciplinary or other corrective actions, and any and all such other Confidential information as may be designated by the City to the Vendor.  



35.2.2. Except for disclosure of the City’s Confidential Information to the City in order to comply with RCW 42.56, the Vendor shall maintain all Confidential Information of the City in strict confidence, at least to the same extent as it protects the confidentiality of its own confidential information of like kind, but in no event with less than reasonable care.  



35.2.3. Vendor shall not at any time use, publish, sell, reproduce or disclose any Confidential Information, except for disclosure to the City in order to comply with RCW 42.56 and except to authorized officers, employees, contractors and agents requiring such information under confidentiality requirements in accordance with Appendix ____Non-Disclosure Agreement.(Optional)  The use or disclosure by Vendor of any City information not necessary for, or directly connected with, the performance of Vendor’s responsibility with respect to Services is prohibited except upon the express written consent of the City.



35.2.4. The Vendor shall take all steps necessary, including without limitation oral and written instructions to all authorized officers, employees, contractors and agents to safeguard the City’s Confidential Information in accordance with applicable federal and State law and regulation and this Contract against unauthorized disclosure, reproduction, publication or use, and to satisfy their obligations under this Contract.  



35.2.5. The Vendor, and its officers, employees, contractors and agents shall at all times comply with all security standards, practices, and procedures which are equal to or exceed those of the City with respect to information and materials which come into the Vendor’s possession



35.2.6. The Vendor shall not move the City’s confidential information to another geographical location without the City’s written permission.



35.2.7. The City reserves the right to monitor, audit or investigate Vendor’s use of the City’s Confidential Information collected, used, or acquired by Vendor under this Contract.



35.2.8. The Vendor shall immediately report to the City any and all unauthorized disclosures or uses of the City Confidential Information of which it or its officers, employees, employees, contractors and agents is aware or has knowledge.  The Vendor acknowledges that any publication or disclosure of City Confidential Information to others may cause immediate and irreparable harm to the City.  If the Vendor should publish or disclose such Confidential Information to others without authorization, the City shall immediately be entitled to injunctive relief or any other remedies to which it is entitled under law or equity without requiring a cure period.



35.2.9. The use or disclosure by Contractor of any City information not necessary for, nor directly connected with, the performance of Contractor’s responsibility with respect to Services is prohibited, except upon the express written consent of the City





36. [bookmark: _Toc244317204][bookmark: _Toc251155279]Publicity

No news release, advertisement, promotional material, tour, or demonstration related to the City’s purchase or use of the Vendor’s product or any work performed pursuant to this Contract shall be produced, distributed or take place without the prior, specific approval of the City’s Project Manager or his/her designee.



37. [bookmark: _Toc244317205][bookmark: _Toc251155280]Inter-local Agreement Act

RCW Chapter 39.34 allows cooperative purchasing between public agencies, non profits and other political subdivisions.  Public agencies that file an Intergovernmental Cooperative Purchasing Agreement with the City of Seattle may purchase from Contracts established by the City.  The seller agrees to sell additional items at the bid prices, terms and conditions, to other eligible governmental agencies that have such agreements with the City.  The City of Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.  Should the Vendor require additional pricing for such purchases, the Vendor is to name such additional pricing upon Offer to the City.



38. [bookmark: _Toc244317207][bookmark: _Toc251155281]Background Checks and Immigrant Status

The City has strict policies regarding the use of Background checks, criminal checks and immigrant status for contract workers.  The policies are incorporated into the contract and available for viewing on-line at  http://www.seattle.gov/business/WithSeattle.htm  

39. [bookmark: _Toc244317208][bookmark: _Toc251155282]Dispute Resolution

The parties shall endeavor to resolve any dispute or misunderstanding that may arise under this Contract concerning Vendor’s performance or City’s obligations between the Vendor’s representative and the City’s representative.  Either party may discontinue such discussions and may then pursue other means to resolve such disputes, or may by mutual agreement pursue other dispute alternatives such as alternate dispute resolution processes. Nothing in this dispute process shall in any way mitigate the rights, if any, of either party to terminate the Contract for cause or convenience.



The City and the Vendor agree that, the existence of a dispute notwithstanding, they will continue without delay to carry out all their respective responsibilities under this Contract that are not affected by the dispute.  If the subject of the dispute is the amount due and payable by the City for Services being provided by Vendor, Vendor shall continue providing Services pending resolution of the dispute provided City pays Vendor the amount the City, in good faith, believes is due and payable

40. [bookmark: _Toc244317209][bookmark: _Toc251155283]Termination

40.1. For Cause:  The City may terminate this Contract if the Vendor is in material breach of any of the terms of this Contract, and such breach has not been corrected to the City’s reasonable satisfaction in a timely manner.

40.2. For City’s Convenience:  The City may terminate this Contract at any time, without cause and for any reason including the City’s convenience, upon written notice to the Vendor.  

40.3. Nonappropriation of Funds:  The City may terminate this Contract at any time without notice due to nonappropriation of funds, whether such funds are local, state or federal grants, and no such notice shall be required notwithstanding any notice requirements that may be agreed upon for other causes of termination.

40.4. Acts of Insolvency:  The City may terminate this Contract by written notice to Vendor if the Vendor becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its business or assets, becomes subject to any proceeding under any bankruptcy or insolvency law whether domestic or foreign, or is wound up or liquidated, voluntarily or otherwise. 

40.5. Termination for Gratuities and/or Conflict of Interest:  The City may terminate this Contract by written notice to Vendor if The City finds that a conflict of interest exists in violation of the city Ethics Code, or that any gratuity in the form of entertainment, a gift, or otherwise, was offered to or given by the Vendor or any agent therefore to any City official, officer or employee.

40.6. Notice:  The City is not required to provide advance notice of termination.  Notwithstanding, the City may issue a termination notice with an effective date later than the termination notice itself.  In such case, the Vendor shall continue to provide products and services as required by the City until the effective date provided in the termination notice. 

40.7. Actions Upon Termination:  In the event of termination not the fault of the Vendor, the following shall apply:



40.7.1. Upon termination, the Vendor shall wind down and cease its services as quickly and efficiently as reasonably possible, without performing unnecessary services or activities and by minimizing negative effects on the City from such winding down and cessation of services. 

40.7.2. Vendor shall be paid for all products and services that have been ordered and accepted prior to the effective termination date or ordered before the effective termination date and ultimately accepted by the City, together with any reimbursable expenses then due.

40.7.3. For System development projects, Vendor shall be paid for progress performed that has been accepted by the City on or prior to the effective termination date, but in no event shall such compensation exceed the maximum compensation to be paid under the Contract.  

40.7.4. Vendor agrees that such payment shall fully and adequately compensate Vendor and all subs for all profits, costs, expenses, losses, liabilities, damages, taxes, and charges of any kind whatsoever (whether foreseen or unforeseen) attributable to the termination of this Contract. 

40.7.5.   Vendor shall provide to the City all City-owned data, Property and Deliverable in the possession of either the Vendor within (X) business days, in the format originally used by the City prior to conversion and upload to the vendor, or in a format mutually agreed to by both the vendor and the City.  Where applicable, the Vendor shall provide the most current design documents, contract documents, writings and other product it has completed to the date of termination, along with copies of all project-related correspondence and similar items.  The City shall have the same rights to use these materials as if termination had not occurred.  
 In the event this Contract expires or is terminated for any reason, the City shall retain its rights in all Products, services and system progress that is in transit or delivered prior to the effective termination date.

40.8. Transition Support:  Vendor shall provide for a reasonable, mutually agreed period of time after the expiration or termination of this Contract, all reasonable transition assistance requested by the City, to allow for the expired or terminated portion of the services to continue without interruption or adverse effect, and to facilitate the orderly transfer of such Services to the City or its designees.  Such transition assistance will be deemed by the parties to be governed by the terms and conditions of this Contract, except for those terms or conditions that do not reasonably apply to such transition assistance.  The City shall pay Vendor for any resources utilized in performing such transition assistance at the rates in Exhibit___, Statement of Work.  If the City terminates the project or this Contract under 42.b or 42.c, the City will be entitled to offset the cost of paying the Vendor for the additional resources the Vendor utilized in providing transition assistance with any damages the Vendor may have otherwise accrued as a result of such termination.

40.9. Actions for Non-Funding:

· The parties acknowledge and agree that this Contract is dependent upon the availability of City funding.  If funding to make payments in accordance with the provisions of this Contract is not available for this Contract, or is not allocated or allotted to the City for this Contract for periodic payment in the current or any future fiscal period, then the obligations of the City to make payments after the effective date of such non-allocation or non-funding will cease and terminate.

· If funding to make payments in accordance with the provisions of this Contract is delayed or is reduced from the City for this Contract, or is not allocated or allotted in full to the City for this Contract for periodic payment in the current or any future fiscal period, then the obligations of the City to make payments will be delayed or be reduced accordingly or the City shall have the right to terminate this Contract as provided in Section 42.c, Nonappropriation of Funds. 

· If such funding is reduced, the City in its sole discretion shall determine which aspects, if any, of this Contract shall proceed and which Services shall be performed, with Contractor’s Charges for such Services and Purchase Prices for associated Deliverables determined in accordance with those in the Statement of Work.  In these situations, the City will pay the Vendor for Services and Deliverables and certain of its costs in accordance with the terms of Section 42.g.  Any obligation to pay by the City will not extend beyond the end of the City’s then‑current funding period.

41. [bookmark: _Toc244317210][bookmark: _Toc251155284]Force Majeure– Suspension and Termination

This section applies in the event that either party is unable to perform the obligations of this contract because of a Force Majeure event as defined herein, to the extent that the Contract obligations must be suspended in full.  A Force Majeure event is an event that prohibits performance and is beyond the control of the party.  Such events may include natural or man-made disasters, or an action or decree of a superior governmental body, which prevents performance.



Force Majeure under this Section shall only apply in the event that performance is rendered not possible by either party or its agents.  Should it be possible to provide partial performance that is acceptable to the City under Section #2 (Emergencies or Disasters), Section #2 below shall instead be in force.



Should either party suffer from a Force Majeure event and is unable to provide performance, such party shall give notice to the remaining party as soon as practical and shall do everything possible to resume performance. 



Upon receipt of such notice, the party shall be excused from such performance as is affected by the Force Majeure Event for the period of such Event.  If such Event affects the delivery date or warranty provisions of this Contract, such date or warranty period shall automatically be extended for a period equal to the duration of such Event.



42. [bookmark: _Toc244317211][bookmark: _Toc251155285]Major Emergencies or Disasters:   

The City may undergo an emergency or disaster that may require the Vendor to either increase or decrease quantities from normal deliveries, or that may disrupt the Vendor’s ability to provide normal performance.  Such events may include, but are not limited to, a storm, high wind, earthquake, flood, hazardous material release, transportation mishap, loss of any utility service, fire, terrorist activity or any combination of the above.  In such events, the following shall apply.

42.1. The City shall notify the Vendor that the City is experiencing an emergency or disaster, and will request emergency and priority services from the Vendor.

42.2. Upon such notice by the City, the Vendor shall provide to the City goods and/or services in the quantities and schedule specified by the City, following the conditions named in this Section.

42.3. The City of Seattle shall be the customer of first priority for the Vendor.  The Vendor shall provide its best and priority efforts to provide the requested goods and/or services to the City of The City in as complete and timely manner as possible.  Such efforts by the Vendor are not to be diminished as a result of Vendor providing service to other customers.  

42.4. If the Vendor is unable to respond in the time and/or quantities requested by the City, the Vendor shall make delivery as soon as practical.  The Vendor shall immediately assist the City to the extent reasonable, to gain access to such goods and/or services. This may include:

42.5. Coordinating with other distributors or subsidiaries beyond those in the local region to fulfill order requests; 

42.6. Offering the City substitutions provided the Vendor obtains prior approval from the City for such substitution.

42.7. The Vendor shall charge the City the price determined in this Contract for the goods and services provided, and if no price has been determined, it shall charge the City a price that is normally charged for such goods and/or services (such as listed prices for items in stock).  However, in the event that the City’s request results in the Vendor incurring unavoidable additional costs and causes the Vendor to increase prices in order to obtain a fair rate of return, the Vendor shall charge the City a price not to exceed the cost/profit formula found in this Contract. 



43. [bookmark: _Toc244317212][bookmark: _Toc251155286]Debarment

In accordance with SMC Ch. 20.70, the Director of Executive Administration or designee may debar a Vendor from entering into a Contract with the City or from acting as a sub on any Contract with the City for up to five years after determining that any of the following reasons exist: 



43.1. Vendor has received overall performance evaluations of deficient, inadequate, or substandard performance on three or more City Contracts.

43.2. Vendor failed to comply with City ordinances or Contract terms, including but not limited to, ordinance or Contract terms relating to small business utilization, discrimination, prevailing wage requirements, equal benefits, or apprentice utilization.  

43.3. Vendor abandoned, surrendered, or failed to complete or to perform work on or in connection with a City Contract.  

43.4. Vendor failed to comply with Contract provisions, including but not limited to quality of workmanship, timeliness of performance, and safety standards. 

43.5. Vendor submitted false or intentionally misleading documents, reports, invoices, or other statements to the City in connection with a Contract. 

43.6. Vendor colluded with another Vendor to restrain competition. 

43.7. Vendor committed fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Contract for the City or any other government entity.

43.8. Vendor failed to cooperate in a City debarment investigation. 

43.9. Vendor failed to comply with SMC 14.04, SMC Ch. 14.10, SMC Ch. 20.42, or SMC Ch. 20.45, or other local, State, or federal non-discrimination laws. 

The Director may issue an Order of Debarment following the procedures specified in SMC 20.70.050.   The rights and remedies of the City under these provisions are in addition to any other rights and remedies provided by law or under the Contract. 







44. [bookmark: _Toc244317213][bookmark: _Toc251155287]Recycle Products Requirements

As required by Seattle Municipal Code 20.60, whenever practicable, Vendor shall use reusable products, recyclable products and recycled-content products including recycled content paper on all documents submitted to the City.  



Vendors are to duplex all materials that are prepared for the City under this Contract, whether such materials are printed or copied, except when impracticable to do so due to the nature of the product being produced.  Vendors are to use 100% post consumer recycled content, chlorine-free paper in such products that are produced for the City, whenever practicable, and to use other paper-saving and recycling measures in business they conduct with and for the City.  This directive is executed under the Mayor's Executive Order, issued February 13, 2005.



45. [bookmark: _Toc244317214][bookmark: _Toc251155288]Section Headings, and Sub-Headings, Incorporated Documents and Order of Precedence



45.1. The headings used herein are inserted for convenience only and do not define or limit the contents.



45.2. No verbal agreement or conversation between any officer, agent, associate or employee of The City and any officer, agency, employee or associate of the Vendor prior to the execution of this Contract shall affect or modify any of the terms or obligations contained in this Contract.



45.3. The following documents are incorporated by reference into this Contract.  Where there is conflict or gap among these documents, the controlling document will be resolved in the following order of precedence (first listed being the precedent):



45.3.1. Applicable federal, state and local  statutes, laws and regulations;

45.3.2. This Contract

45.3.3. All Attachments to this Contract including Statement of Work and Service Level Agreement

45.3.4. Work Oders

45.3.5. RFP issued by the City

45.3.6. Vendor Proposal Response

45.3.7. Work Ordersued, if any; and

45.3.8. Vendor or manufacturer publications or written materials Vendor made available to City and used to effect the sale.



46. [bookmark: _Toc244317215][bookmark: _Toc251155289]Entire Agreement

This Contract sets forth the entire agreement between the parties with respect to the subject matter hereof.  No changes to provisions, price, quality, or Statement of Work of this Contract will be effective without the written consent of both parties.



47. [bookmark: _Toc244317216][bookmark: _Toc251155290]Authority for Modifications and Amendments

The Parties hereto reserve the right to make amendments or modifications to this Contract by written agreement, signed by an authorized representative of each party. No modification, amendment, alteration, or waiver of any section or condition of this Contract shall be effective or binding unless it is in writing and signed by the City RFP Coordinator and Vendor Contracting Officer.  Only the City RFP Coordinator shall have the express, implied, or apparent authority to alter, amend, modify, add, or waive any section or condition of this Contract on behalf of the City.







48. [bookmark: _Toc244317217][bookmark: _Toc251155291]Severability

If any term or provision of this Contract is determined by a court of competent jurisdiction to be invalid or unenforceable, the remainder of this Contract shall not be affected thereby, and each term and provision of this Contract shall be valid and enforceable to the fullest extent permitted by law.



49. [bookmark: _Toc244317218][bookmark: _Toc251155292]Miscellaneous Provisions 

49.1. Binding Contract:  This Contract shall not be binding until signed by both parties.  The provisions, covenants and conditions in this Contract shall bind the parties, their legal heirs, representatives, successors, and assigns.



49.2. Applicable Law/Venue:  This Contract shall be construed and interpreted in accordance with the laws of the State of Washington.  The venue of any action brought hereunder shall be in the Superior Court for King County.



49.3. Modifications:  Only the City’s Purchasing Buyer shall have the authority to alter, amend, modify, or waive any clause or condition of this Contract on behalf of the City.  Furthermore, any alteration, amendment, modification, or waiver of any clause or condition of this Contract is not effective or binding until made in writing and signed by the purchasing agent(s) authorized by the City Project Director or authorized delegate in writing as aforesaid and Contractor, unless otherwise provided herein



49.4. Remedies Cumulative:  Rights under this Contract are cumulative and nonexclusive of any other remedy at law or in equity.  



49.5. Waiver:  No term or condition or breach thereof shall be deemed waived, except by written consent of the party against whom the waiver is claimed.  Any waiver of the breach of any term or condition shall not be deemed to be a waiver of any preceding or succeeding breach of the same or any other covenant, term or condition.  Neither acceptance by The City of Vendor performance nor payment to Vendor for any portion of Work shall constitute a waiver by The City of the breach or default of any term or condition unless expressly agreed to by The City in writing.



49.6. Negotiated Contract:  The parties acknowledge that this is a negotiated Contract, that they have had the opportunity to have this Contract reviewed by their respective legal counsel, and that the terms and conditions of this Contract are not to be construed against any party on the basis of such party's draftsmanship thereof.



49.7. Attorneys’ Fees:  Subject to the indemnification provisions set forth in this Contract, if any action or suit is brought with respect to a matter or matters covered by this Contract, each party shall be responsible for all its own costs and expenses incident to such proceedings, including reasonable attorneys’ fees.



49.8. Authority:  Each party represents that it has full power and authority to enter into and perform this Contract, and the person signing this Contract on behalf of each party has been properly authorized and empowered to enter into this Contract.  Each party further acknowledges that it has read this Contract, understands it, and shall be bound by it.




IN WITNESS WHEREOF, in consideration of the terms, conditions, and covenants contained herein, or attached and incorporated and made a part hereof, the parties have executed this Contract by having their authorized representatives affix their signatures below.



		 (Vendor)





By

		

		City of Seattle





By



		

		Signature		Date





		

		

		Signature	Date







		

		(Printed Name)





		

		

		Vivian Uno, City Purchasing Supervisor





		

		Title

		

		

		















EXHIBIT A – STATEMENT OF WORK (SOW)





City of Seattle

CONTRACT FOR LEARNING AND TALENT MANAGEMENT SOFTWARE AND SERVICES



1. Project Scope



Vendor shall provide services, resources, and tools to support a successful implementation of a hosted application to provide Learning and Talent Management support to the City of Seattle. 



Software Scope

The functional capabilities of the software acquired will include:

· Learning Management: Training event management (scheduling, tracking); Student registration and administration; Training record management (certifications, continuing education, compliance training, Tuition reimbursement).     

· Content Management: Course authoring (template driven); Collaborative content development; Workflow integration.

· Talent Management: Applicant tracking; Full-cycle recruitment; On-boarding; Compensation management; Succession Planning (Career Ladder identification; Institutional knowledge transfer).  

· Performance Management: Online appraisals; Skills-gap analysis; Individual development plans linked to performance review; Competency-based learning to fill knowledge gaps.

· Web-based Training: Online library of professional development topics.     



Services Scope

As part of the contract scope, the City requires system implementation and integration services to configure the selected software for Seattle City Light.  As detailed in Section 3 of this Exhibit, Services will include:

· Project management and coordination

· Business process design, gap analysis, and software configuration

· Data migration and loading

· Interface development

· Testing

· Training

· Go-live and stabilization support

· Software maintenance and support



2. Key Objectives

Key objectives of the City in implementing a hosted web based Learning and Talent Management system include:

· Obtain a solution provided as Software as a Service (SaaS), or hosted arrangement (off-site on a Vendor’s secure server,) which complies with the City’s security and backup procedures.

· Partner with a customer service-oriented and solution-focused Vendor who will be accessible, pro-active, and attentive to the City’s needs throughout the duration of the contract.

· Provide a smooth, successful utility-wide roll-out and launch using a phased approach, with guidance and assistance from the selected Vendor.

1. Initially implement the LTMS for City Light, but with the ability to scale to include other City departments for up to 10,000 users total.

1. Provide a user-friendly, customized portal for employees of all levels to access the system as authorized for a variety of purposes and utilize with ease.





3. Project Activities and Deliverables



The activities and deliverables for this project include:



		Objective 1:  Provide project management and coordination



		Deliverable 1.1

		Baseline Detailed Project Work Plan



		Purpose

		To establish a mutually agreed-upon project baseline before significant work occurs and to identify the specific tasks and resource levels necessary to timely deliver the elements in the Work Statement.



		Content

		A hierarchical work breakdown structure, including task dependencies, schedules, deliverables, and the Contractor and SCL resource assignments broken down to a sufficient level of detail to allow effective project control. The project work plan shall also include a detailed analysis of key project performance indicators.



		Deliverable 1.2

		Project Status Reports



		Purpose

		To provide clear ongoing communications to stakeholders concerning the status of the project.



		Content

		A biweekly report containing sufficiently detailed information to enable SCL to determine the status of the project and any variance from the detailed project plan, schedule, or budget.  The status report will include, at a minimum:

· Technical status of the project including Deliverable status, configuration status, and forecasted Deliverable status for the next reporting period

· Resource status for the project including staff utilization 

· Schedule status for the project including task status, milestones completed, phases completed, schedule trends, and schedule summary

· Comparison of actual percent complete versus scheduled for the work breakdown structure

· Issues, risks, and resource constraints which are effecting or could affect progress including the proposed or actual resolution

· Proposed changes to the project work plan, reasons for the changes, and approval/disapproval determination for any proposed changes

· Updated detailed project work plan with approved changes highlighted 







		Objective 2:  Assist with Business Process Design, Address Gaps, and Configure Software



		Deliverable 2.1

		System Configuration Plan



		Purpose

		To document how the system is to be configured and the business process decisions behind the configuration. To identify gaps where the software cannot be configured to meet desired business processes and identify resolutions for those gaps, as well as to clearly communicate the system configuration.



		Content

		A document that effectively describes the entire system configuration, including decisions made and the logic behind those decisions.  The document will identify specific business activities that cannot be automated with the Licensed Software, describe alternative solutions, identify related cost, schedule, and design impacts, recommend solutions and document decisions.



		Deliverable 2.2

		System Security Plan



		Purpose

		To document any changes required in the application or hosting environment to meet the City’s security requirements.



		Content

		A document that fully describes the compliance of the application and its environment with the City’s stated security requirements.  The document will identify any changes which will be made to complete compliance and any gaps which will require additional technical or procedural responses in order to mitigate them.



		Deliverable 2.3

		Configured Software Ready for Test



		Purpose

		To deliver a functioning set of the Licensed Software to SCL configured for test in accord with the System Configuration Plan and System Security Plan.  To certify that all test and production Computer System environments are functioning as necessary to support the implementation effort.



		Content

		The configured Licensed Software, installed on Vendor’s Computer System, including all workflows necessary to support SCL business operations.  Certification that the Licensed Software works as intended, meets security requirements, and is ready for user testing.



		Deliverable 2.4

		Application Architecture Documentation



		Purpose

		To concisely document the Licensed Software’s architecture and interfaces in a manner understandable to all project participants.



		Content

		A document that details:

1. The major modules of the software and the interfaces between them

2. For each software module, the major data inputs, functions to be performed, and major data outputs

3. All external interfaces, including a description of the information sent and received, and the method and timing of the interface

4. Data structure definitions

5. A security plan for user access rights and a template to guide the City’s development of a comprehensive security plan for use of the software







		Objective 3:  Migrate and load data



		Deliverable 3.1

		Data Conversion Plan



		Purpose

		To define the approach and schedule for loading SCL data to the new Licensed Software and for populating data fields that must be completed prior to Productive Use.



		Content

		A document that:

1. Identifies the data to be converted, including a map that cites specific data sources and destinations for each field 

2. Defines necessary conversion algorithms

3. Defines roles and responsibilities associated with data conversion and field population

4. Identifies all data elements in the Licensed Software that must be populated prior to Productive Use, including those with no source data in SCL’s legacy systems 

5. Provides a plan for ensuring that the Licensed Software is appropriately populated with all necessary data prior to Productive Use

6. Provides a plan for testing the converted and populated data in the Licensed Software for accuracy and consistency



		Deliverable 3.2

		Migrated Data



		Purpose

		To convert existing data and migrate it to the new Licensed Software in accord with the Data Conversion Plan.



		Content

		Data converted and loaded onto the test system, verified, and migrated to the production system and certified as ready for use.







		Objective 4:  Develop Interfaces



		Deliverable 4.1

		Interface Specifications



		Purpose

		To document the specifications for system interfaces defined in the RFP.



		Content

		A document that defines the specifications for necessary interfaces at a sufficient level of detail to support development of interfaces.



		Deliverable 4.2

		Tested Interfaces



		Purpose

		To deliver the real-time or near-real-time functionality that effectively connects the Licensed Software to the required interface programs.



		Content

		Software code and/or configuration parameters to make the interfaces specified in the Interface Specifications operational.  Certification that the interfaces are working in accord with the associated specifications.







		Objective 5:  Perform testing



		Deliverable 5.1

		Test Plan and Scripts



		Purpose

		To define the approach for testing of the Licensed Software.



		Content

		A document that:

1. Defines the overall testing process, including unit, system, acceptance, field, and performance testing

2. Includes all necessary test scripts – these will be developed by the Contractor and will adhere to SCL quality assurance standards

3. Defines a mechanism for tracking test performance and completion

4. Defines procedures for managing the test environment, including change control

5. Defines procedures for assigning severity to problems encountered

6. Defines entrance and exit criteria for each round of testing



		Deliverable 5.2

		Tested Software



		Purpose

		To ensure the software as configured is ready for business use.  SCL will conduct user acceptance testing.



		Content

		Software certified as ready for use/user-acceptance testing.



		Deliverable 5.3

		Volume/Stress Testing Report



		Purpose

		To conduct volume/stress testing and document the results of performance testing.



		Content

		Completed volume/stress testing and a document that:

1. Describes the overall volume/stress testing process

2. Documents the volume/stress testing results and provides recommendations for improving system performance

3. Documents improvements made to tune the system for optimal performance







		Objective 6:  Conduct training



		Deliverable 6.1

		Training Plan



		Purpose

		To define the approach and schedule for end-user and technical systems operation/configuration training.



		Content

		A document that:

1. Outlines the necessary classes and curriculum for each class

2. Provides a content outline to guide development of classroom materials

3. Identifies SCL attendees and instructors

4. Provides a training schedule

5. Provides a mechanism for tracking completion of training



		Deliverable 6.2

		Training Materials



		Purpose

		To provide SCL with materials for each training session.



		Content

		Content and materials for each class, tailored to SCL’s configuration.



		Deliverable 6.3

		Training



		Purpose

		To train SCL “trainers” on system use and train technical staff on system administration and configuration of the Licensed Software.



		Content

		The delivery of user and technical systems operation training in accord with the Training Plan.







		Objective 7:  Provide go-live support and stabilization services



		Deliverable 7.1

		Go-Live and Stabilization Plan



		Purpose

		To define the steps necessary for a successful Go-Live and subsequent stabilization of the Licensed Software.



		Content

		A detailed task plan, including a readiness checklist and resource assignments, to support moving the Licensed Software into Productive Use.  



		Deliverable 7.2

		Business User Manual



		Purpose

		To guide SCL business staff with the use and ongoing configuration of the Licensed Software.



		Content

		Online documentation that supports SCL-specific business use of the software and provides guidance to end users in correct execution of user-performed application maintenance and configuration activities.  Includes site-specific customizations and usage considerations.



		Deliverable 7.3

		Configured Licensed Software in Productive Use



		Purpose

		To provide SCL with functioning Licensed Software configured to meet SCL’s business needs, loaded with SCL’s data per the Conversion Plan, and interfaced with other SCL systems per the Interface Plan.



		Content

		Implemented Licensed Software hosted by the Vendor in Productive Use.



		Deliverable 7.4

		Stabilization Services



		Purpose

		To provide SCL with support services for a defined period of time subsequent to Go-Live, including the identification and resolution of malfunctions and operational issues.



		Content

		Stabilization services, commencing at Go-Live and terminating at Services Final Acceptance.







		Objective 8:  Provide ongoing operation, maintenance, and support services



		Deliverable 8.1

		System Operations 



		Purpose

		To operate the hosted software consistent with service levels specified in the Vendor contract.



		Content

		Software available and functioning for SCL use, meeting performance metrics.  



		Deliverable 8.2

		Problem Response



		Purpose

		To correct functional or performance problems that interfere with the City’s full use of the system.



		Content

		Real time support services including telephone and email contact information, response parameters, and escalation procedures.









4. Work Order Terms and Conditions



The City hereby orders and the Vendor agrees to provide the services and deliverables described in this Work Order. The services and deliverables are provided pursuant to the terms and conditions of this Work Order and the Contract between the Vendor and the City.  Payment for services and deliverables will be made based on the successful completion of the Deliverables as defined by this Statement Of Work and City technical specifications associated with this Statement Of Work. Successful delivery of the work will be mutually agreed upon by the Vendor and the City. 



		PAYMENT SCHEDULE



		Deliverable Name

		Acceptance Date

		Amt



		Project Work Plan  and Schedule

Project Status Reports

System Configuration Plan

Security Plan

Configured Software

Application Architecture Documentation



		xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx



		







$ xx,xxx.xx



		Data Conversion Plan

Migrated Data

Interface Specifications

Test Plan and Scripts

Tested Software

Tested Interfaces

Volume/Stress Testing Report

		xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx 

xx/xx/xxxx

		











$   x,xxx.xx



		Training Plan

Training Materials

Training

		xx/xx/xxxx

xx/xx/xxxx

xx/xx/xxxx

		



$   x,xxx.xx



		Go-live and Stabilization Plan

Business User Manual

Configured Licensed Software in Productive Use

Stabilization Services

		xx/xx/xxxx

xx/xx/xxxx

 

xx/xx/xxxx 

xx/xx/xxxx

		







$   x,xxx.xx



		Initial year’s hosted system software license and subscription fee

		

xx/xx/xxxx

		

$ xx,xxx.xx



		Total One-Time Costs

		$ xx,xxx.xx









5. Implementation Services and Deliverables Fees and Annual License and Subscription Fees



The City shall pay for the implementation services, deliverables, initial software license and subscription fee, and annual subscription fee as follows:

	

1. Vendor shall have the right to issue invoices on a monthly basis in the amounts noted above for deliverables which have received acceptance in the prior month. Subject to the exercise of its rights and remedies, the City shall pay such invoices that are issued in accordance with the terms of this contract within 30 days of receipt.



2. Vendor shall have the right to issue invoices on a quarterly basis in arrears for the first year’s subscription fee and for each year’s subscription fee thereafter for the use of and access to the hosted system noted above. Subject the exercise of its rights and remedies, the City shall pay such invoices that are issued in accordance with the terms of this Contract within 30 days of receipt. 



5.1 Software License Licenses and Cost

		Product

		Number of Named User Licenses

		One-Time License Cost

		Annual Use, Maintenance and Support Net Price



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		 Total Annual Use, Maintenance , and Support Fees

		

		

		$









6. Preliminary Project Schedule



		Deliverable/Task

		Finish Date



		Kick-off meeting  

		xx/xx/xxxx



		Project Schedule

		xx/xx/xxxx



		Test and training environments available

		xx/xx/xxxx



		System configuration and data conversion/upload complete

		xx/xx/xxxx



		Go-Live

		xx/xx/xxxx










EXHIBIT B - SERVICE LEVEL AGREEMENT (SLA) 





City of Seattle

CONTRACT FOR LEARNING AND TALENT MANAGEMENT SYSTEM SOFTWARE AND SERVICES



1. Period and Scope of the Agreement



The Vendor will provide to the City the application, infrastructure, and operational support for the software application and functionalities listed in the table below:



Table 1:  Applications/Functionality supported by the Vendor under this Agreement



		Application / Functionality

		Number of Licenses or description of other scope of support



		To be completed after software selection

		







Unless otherwise stated, this Agreement will become effective when the Contract is signed by the City and the Vendor, and will continue until termination of the Contract.



2. Vendor Services 



The Vendor will assume responsibility for the services listed below to the City in support of this Agreement whether directly provided by the vendor, or provided by a 3rd party subcontractor of the Vendor:



Table 2: Vendor provided services - examples



		Service

		Included



		Hosting Facility Services

		Yes



		Operations/Monitoring Services

		Yes



		Application Administration Services

		Yes



		Software Maintenance and Upgrade Services

		Yes



		Application Recovery Services

		Yes 



		Data/Information Security Services

		Yes



		Data Storage and Retention

		Yes



		Network Services

		Shared



		Problem Management/Customer Support Service

		Yes









Hosting Facility Service



Vendor assumes all responsibility for the computing environment supporting the hosted applications. 



Operations/Monitoring Services



Applications provided by the vendor are supported by a 24 x 7 automated and alert monitoring system. 



Application Administration Services



Applications provided under this agreement will be the responsibility of the Vendor.  Vendor will own and manage the application, related databases, supporting computing hardware, and necessary operating systems.



Software Maintenance and Upgrade Services



Vendor will maintain the software in good working order, fixing known problems and applying patches as necessary to maintain service levels.  Vendor will notify the City well in advance of any major changes or upgrades to the Applications and will be available to assist the City in designing and performing any modifications to interfaces that may be required as the result of such changes or upgrades.  



Application Recovery Services



The Vendor will provide the following Recovery Services:  

· Hosting Infrastructure and environment recovery processes.

· Application recovery processes. 

· Offsite data backup storage via media (e.g. tape) or cloud including rotation, retention, and periodic testing of data backups



Data/Information Security Services



The Vendor will manage the Applications and City data at or above the same level of City security minimum requirements as established by the Request For Proposal (RFP) and/or Contract.



Data Storage and Retention



The Vendor will ensure City data is stored and retained in accordance with City Record Retention policies.



Problem Management/Customer Support Service



The Vendor provides problem management support for all application services covered by this agreement. The City will direct problems encountered with the services provided in this agreement to a Problem Management/Customer Support contact as identified by the Vendor.  Problems will be assigned a severity level based on the following criteria:



Table 3: Problem Severity Levels



		Problem Severity Level

		Description



		Severity Level 1

		Mission critical City business process(s) unable to function - The System is not functioning and there is no workaround that is acceptable to the City, thereby preventing a department or workgroup from performing a mission critical business function(s).



		Severity Level 2

		Significant impact to Mission critical City business process(s) – A major problem impedes the ability to perform mission critical business function(s) due to major functionality not working. A temporary work-around that is acceptable to the City is available. 



		Severity Level 3

		Not able to accomplish all functions - Minor function(s) not working causing non-critical work to back up.



		Severity Level 4

		Inconvenience – The System is causing a minor disruption in the way tasks are performed, but does not stop workflow.  Able to accomplish all functions, but not as efficiently as normal.  May include cosmetic issues - especially in constituent facing applications. 









3. Service Level Standards



The Service Level Standards in Table 4 apply to the services provided by the Vendor.  The Vendor shall use all commercially reasonable efforts to meet or exceed the following Service Level Standards:



Table 4: Service Level Standards



		Measure

		Metric

		Standard

		Comments



		Availability

		System is available for use

		99.99% Availability excluding scheduled maintenance 

		Availability is measured per calendar month

Nine (9) hours of maintenance per calendar quarter are scheduled as follows:

· First Sunday of each month from 3 – 6AM PST



		Scheduled Maintenance

		Predictability of scheduled maintenance

		User is notified at least 5 business days in advance of scheduled system down-time

		Schedule changes for maintenance beyond regularly occurring nine (9) hours per calendar quarter require notification and are counted against Availability



		Performance 

		System response time

		200 percent of response time during User Acceptance Testing with up to 1,000 concurrent users

		See attached exhibit X  for average response time for business critical transactions during User Acceptance Testing



		Problem Management

		Severity Level 1 Problem Resolved

		100% resolved within 8 hours of problem report

		



		

		Severity Level 2 Problem Resolved

		100% resolved within 24 hours of problem report

		



		

		Severity Level 3 Problem Resolved

		80% resolved within                      5 working days.

100% resolved within 10 working days.

		



		





		Severity Level 4 Problem Resolved

		80% resolved within     20 working days. 

100% resolved within 45 working days.

		



		Vendor Help Desk

		Help Desk call wait time 

		At least 99% of Help Desk calls are answered in 2 minutes or less (A call pick-up system may be used)

		



		

		Help Desk call busy signal

		Less that 1% of calls get a busy signal

		



		Support calls for Severity Level 1and Level 2

		Support call  Severity Level 1 and Level 2 callback time

		Vendor must respond back to City in 30 minutes or less from the time the City made the call

		



		System Security

		Notification of Intrusion

		Vendor must notify the City in 30 minutes or less whenever the privacy or security of City data is compromised

		



		Data Retention

		Monthly copy of City data for retention 

		Vendor must provide City a monthly copy of City data in a format designated by City 

		







Hours of support

Vendor will provide a designated support contact(s) 24 hours a day, Monday through Sunday.



4. Joint Responsibilities



Problem Reporting

The City will report concerns as appropriate to Vendor specified support contacts. City and Vendor shall jointly determine the number and type of City system administrators and/or end users that will have access to the Vendor Help Desk for problem reporting.



User Provisioning

New system administrators will be created by the Vendor within 3 days of the City’s request. City will direct requests for new system administrators through Vendor designated contacts.     Shorter provisioning times may be requested by the City in emergency situations. 



Network Services

The Vendor is responsible for providing adequate network infrastructure so as to meet the performance metrics specified in this agreement.  The City is responsible for providing adequate internal network infrastructure so as to not affect the Vendor’s ability to meet those performance metrics.  The City is responsible for the support, maintenance, and monitoring of the City’s dedicated LAN and or WAN.  Vendor bears no responsibility for performance and availability problems on networks within the City’s control.



5. Liquidated Damages	Comment by tokunap: You state above something different.



		Item

		Service Standard

		Liquidated Damages



		Support calls - Severity Level 1 callback time

		Vendor must respond back to City in 30 minutes or less from the time the City called

		City shall assess up to $1000 for failure to respond to a Level 1 call within the standard



		Support calls - Severity Level 2 callback time

		Vendor must respond back to City in 30 minutes or less from the time the City called

		City shall assess up to $ 500 for failure to respond to a Level 1 call within the standard



		Availability

		99.99% Availability excluding scheduled maintenance

		City shall assess up to 3.5% monthly license fee for each 5 hour increment the system is unavailable beyond the service target.



		Severity Level 1  Problem Management

		100% resolved within 8 hours

		3.5% monthly license 

fee/24 hour period beyond 

standard                           0 to 72 hours

7% monthly license 

fee/24 hour period beyond 

standard                         73 to 168 hours

10% monthly license 

fee/24 hour period beyond 

standard                            >168 hours





		Data Retention

		Vendor must provide City a monthly copy of City data 

		City shall assess up to $1,000 per day for each calendar month the data is late
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INTRODUCTION

The purpose of this handbook is to consolidate and define the policies that help
ensure the security and availability of City of Seattle information technology
systems and networks. It also helps ensure the confidentiality, integrity and
availability of electronic information captured, stored, maintained, and used by
the City of Seattle. It provides direction for compliance to federal and state
regulations, specifies appropriate practices, and defines custodial responsibilities
for records associated with City operations. This policy should be used as a
foundation document for all standards, procedures, and guidelines that are
developed and implemented by the City related to information systems security.

All Users of City computing services, resources and data are required to support
this effort by complying with all established policies, guidelines, and procedures.
This includes compliance with all related federal and state statutes and
regulations as required.

Prominent among these requirements is the City’s commitment to ensure that its
treatment, custodial practices, and uses of “Personally Identifiable Information”
(See SECTION 4. DEFINITIONS) are in full compliance with all related statutes
and regulations, and the City’s core values of maximizing trust, integrity and
respect for privacy.

It also is critically important to secure systems and networks from unauthorized
access, to prevent their use for illegal activities, and to prevent their unwarranted
destruction.

AUTHORITIES AND COMPLIANCE

The City of Seattle is a public entity. It has custodial responsibilities for a
significant and diverse amount of sensitive information. It holds business
contracts with a broad range of public and private organizations. It is the recipient
of federal and private grants. It owns, maintains and operates significant critical
infrastructures and services. All of these facts place significant burdens on the
City regarding the management and use of its extensive information systems
resources. Not least among these burdens are compliance requirements with
many State and Federal laws, regulations, and promulgated rules. Beyond strict
compliance requirements, the City must also understand and consider several
additional government and industry standards and best practices that contribute
to the objective of “due care.”

Some State and Federal statues and regulations that may directly or indirectly
affect City information systems security policy and operational guidelines can be
found in “Appendix A” attached to this policy handbook.
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The information contained in Appendix A is for the reader’s convenience only. It
should be understood that the City makes no representation as to the
completeness, accuracy, or currency of the materials.

In addition to the City’s compliance requirements, this policy also reflects the
City’s strong commitment to ethics and values that meet citizens’ high
expectations for responsible operations.

Successful compliance and protection of information systems assets requires all
computing system owners, operators, and users of City-owned computing and
network services, to read, understand, and support this “Information Systems
Security Policy Handbook” and all related operational policies and procedures.

APPLICABILITY

This Policy is applicable to all users (employees, contractors, and others) of City
computing systems, networks, digital information, and any other electronic
processing or communications related resources or services provided through
the City.

HANDBOOK ORGANIZATION

This handbook is organized in the following manner:

e Section 1 — All Policies (POL##)

e Section 2 — All related Procedures and Tasks (numbers corresponding to
applicable policy — PRO##)

e Section 3 — Guidelines (numbers corresponding to applicable procedures or

policy — GUI##)

Section 4 — Definitions

Section 5 — Document Control

Appendix A — Requlatory and Compliance References

Appendix B — Related Documents

Back to Table of Contents








Page 5 of 107
Information Systems Security Policy
Handbook
SECTION 1 - POLICY

SECTION 1 - POLICY

POLO1 Responsibilities of the Office of Information Security
(OIS)

The Office of Information Security’s (OIS) primary role is to provide strategic
oversight, direction and coordination of a City-wide information systems security
program and compliance efforts. See PROO01 Office of Information Security
Tasks for details.

Back to Table of Contents

POLO02 Responsibilities of the Information Technology Security
Board

The Information Technology Security Board (ITSB) is an ad hoc committee whose
role is to provide oversight and direction regarding information systems security
and privacy assurance. The membership of the ITSB is composed of information
technology management and staff representing the various departments and key
administrative areas of the City’s operations. See PRO02 Information Technology
Security Board Tasks for details.

Back to Table of Contents

POLO3 Responsibilities of System Owners

System Owners (See SECTION 4. DEFINITIONS) play a critical role in the
protection of City Information Systems and data. They must manage and protect
the data systems they are responsible for. To do so they must ensure compliance
with information security policy and all statutory and regulatory requirements;
ensure confidentiality, integrity and availability of their systems; and support user
compliance with all City and departmental security policies. See PRO03 System
Owner Tasks for details.

Back to Table of Contents

POLO04 Responsibilities of Information Technology Managers

Information Technology Managers (See SECTION 4. DEFINITIONS) play a
critical role in the protection of City Information Systems and data. IT Managers
hold accountability for operational decisions about the use and management of a
computing system and support the responsibilities of System Owners as noted in
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POL03 Responsibilities of System Owners. See PR0O04 Information Technology
Managers Tasks for details.

Back to Table of Contents

POLO5 Responsibilities of System Administrators

System Administrators (See SECTION 4. DEFINITIONS) hold a unique and
powerful position in their relatively unfettered access to and maintenance of City
systems and data. They must understand and follow City and departmental
information security policy and observe the highest ethical and professional
standards at all times (see "System Administrator Code of Ethics" in Appendix
B). See PROO05 System Administrator Tasks for details.

Back to Table of Contents

POLO06 Responsibilities of Data Custodians

The role of the Data Custodians (See SECTION 4: DEFINITIONS) is to provide
direct authority and control over the management and use of specific information.
These individuals might be Supervisors, Managers, Department Heads, or
designated professional staff. They might serve dual roles as a System
Owner/Operator as well as a Data Custodian. They typically would not be the
technicians (system administrators) that support the related computer systems or
applications. They are responsible for following all security policy and guidelines
to protect and ensure the confidentiality of any sensitive data they control. See
PROO06 Data Custodian Tasks for details.

Back to Table of Contents

POLO7 Responsibilities of Users

All Users (See SECTION 4. DEFINITIONS) have a critical role in the effort to
protect and maintain City information systems and data. Users of City computing
resources and data must comply with all federal and state statutes, City
ordinances, and City and departmental policies. All Users are required to attend
and complete at least one information security awareness class or briefing and
provide proof of attendance to their personnel staff to be included in their
personnel record. See PRO07 User Tasks for detalils.

Back to Table of Contents
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POLO8 Monitoring of User Accounts, Files, and Access

1. The City reserves the right to monitor its information systems and
user activity. There is no guarantee of privacy of email, Internet
access, system logs, and electronic files related to individual City
computer and network accounts.

2. Inappropriate, unauthorized use or abuses of computing and
network resources are subject to monitoring and investigation by
authorized City staff.

3. Individuals and associated accounts under investigation are subject
to having their activities on City systems monitored and recorded.

4. In the course of monitoring individuals who are improperly using
these systems, or in the course of correcting system problems
caused by the unauthorized use, the activities and files of authorized
users may also be disclosed.

5. The City may specifically and without notice monitor the activity and
accounts of individual users including files, session logs, content of
communication and Internet access for adherence to the Acceptable
Use Policy - POL17 (See GUIO8 Monitoring of User Activity).

6. The City reserves the right to filter Internet access to preclude
dangerous or harmful website connections.

7. Evidence of criminal activity will be turned over to appropriate City
and law enforcement officials.

(See Records Retention information in Appendix B - Related
Documents).

Back to Table of Contents
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POL09 Administrative Access to City Information Systems

This policy applies to System Owners, Information Technology Managers (see
Section 4 - Definitions), or other City management that grant administrative
access to City IT Systems to any person or entity. Administrative access must
only be granted based on an established and documented business need. The
Procedure outlined in PRO09 Procedure for Granting Administrative Access to
City Information Systems must be followed.

Back to Table of Contents

POL10 Electronic Data and Records Management

1. All City System Owner/Operators, Data Custodians, and Users are
obligated to understand the nature and proper classification of the
data they generate, use, or store.

2. All City System Owner/Operators, Data Custodians, and Users(see
Section 4 - Definitions), are required to properly manage and protect
the confidentiality of private or sensitive electronic data they may be
using, transmitting, and storing. For classification quidelines and
best practices see GUI10A Classification of Data.

3. All City System Owner/Operators, Data Custodians, and Users are
required to understand and comply with all records retention laws
for any electronic data they may be using, transmitting, and storing.

NOTE: Be aware that the City Records Management Program (CRMP)
maintains specific records management information and offers
consultation to users and management on their retention obligations
under State law.

Back to Table of Contents

POL11 Electronic Data Breach Disclosure

A "reportable security breach" is defined by Washington State and Federal law.
The City of Seattle will comply with all applicable laws. See PRO11 Electronic
Breach Disclosure Procedure for details of the procedure to follow if a breach is
suspected.

Back to Table of Contents
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POL12 Access Controls

Access control measures required for establishing Users' access to any City
computing resources shall be commensurate with the functional nature and
degree of criticality of the computer systems, network resources, and data
involved. See GUI12B Access Control Measures for direction on how to assess
and define the appropriate security measures for computing systems.

1.

It is the responsibility of all System Owner/Operators and Data
Custodians to ensure that their systems are properly protected.

Systems are required to have a technical access control mechanism
(see GUI 12B).

All systems are required to have the capability to log basic
information about User access activity, system events and errors,
and access violation reports.

All system access accounts for Users must be based on a unique
identifier.

No shared accounts are allowed.

All Users' system access will be based on the "principle of least
privilege" and the "principle of separation of duties" (See Section 4 -

Definitions).

Computer applications that are developed for the system must be
developed and integrated to maintain individual user accountability
and audit capability.

Documented procedures must be in place for issuing, altering, and
revoking access privileges on shared systems.

Any vendor that requires access to City equipment must obtain
written permission from departmental IT Management (See PRO12
Setting up Vendor Access to the Network. See also related policy
POL21 Remote and Ad Hoc Connectivity).

10. Automatic Workstation Screen Locking - All City workstations must

automatically go into a password-protected screen-lock mode after
twenty (20) minutes of inactivity.

Back to Table of Contents
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POL13 Systems and Network Security

All systems and network security measures must be based on the functional
nature and degree of criticality of the computer systems, network resources, and
data involved. See GUI12A Assessing What Security Measures to Implement for
direction on how to define the appropriate security measures for computing
systems.

1.

It is the responsibility of all System Owner/Operators (see Section 4 -
Definitions) to ensure that they have implemented all necessary
Security measures.

Operating systems must be maintained with the timely application of
all related vender-issued patches (see GUI13A Operating System
Maintenance).

Desktop or laptop workstation computers must be deployed
following the City standard configuration (see STA13A
Desktop/Laptop Standards).

Where appropriate, systems must have anti-virus software and
maintain procedures for reqular signature updates (see GUI13C
Antivirus Measures).

Procedures must be maintained for reqular backup of all data and
system files necessary for recovery purposes (see GUI13D Backup,
Recovery and Data Retention).

All systems are required to have the capability to log basic
information about User access activity, system changes, and events,
and all event logs must be converted to syslog format to enable
central collection and monitoring. Web applications must create and
send syslogs to a centralized sysloq server. Infrastructure devices
must log to a Security Incident Management (SIM) device. Firewalls
and Intrusion Detection System sensors must route alerts to a SIM
device (see GUI13B Logging).

All systems must maintain a functioning and accurate system clock

Encryption capabilities and secure protocols must be available for
systems that contain, send or receive restricted or confidential data
(see GUI13F Encryption).





http://inweb/technology_security/policies/ISSP_STA13A.htm


http://inweb/technology_security/policies/ISSP_STA13A.htm
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9. Any transport of confidential or restricted data must use a secure
transport protocol and/or be encrypted using the Encryption
standards referred to in GUI1L3F Encryption.

10.All computing systems and servers hosted on City networks must
support proactive vulnerability probing and reporting (see GUI13E
Firewalls and Intrusion Detection Security).

11.System Owner/Operators (see Section 4 - Definitions) must ensure
that no function, application, or other computing process is executed
on their system(s) that uses an unreasonably large amount of
bandwidth on City networks

12.System Owner/Operators (see Section 4 - Definitions) must ensure
that no function, application, or other computing process is executed
on their system(s) that uses an unreasonably large amount of
bandwidth on City networks

13.USB connected, serial, or other portable devices are not allowed to
be connected to City systems unless and until an exception reguest
stating a leqgitimate business reason is received and accepted by the
Office of Information Security.

14.USB connected, serial, or other portable devices are inherently
insecure and thus are discouraged for use as storage for City
records, especially sensitive or confidential records (see above).

15.Unauthorized, non-City owned and managed network devices (i.e
firewalls, switches, routers) are not allowed to be connected to City
systems at any time.

16.Any device containing a modem or other external connection and
containing an operating system is not allowed to be connected to
City systems without a written exception approval from the Office of
Information Security (OIS). Exception requests will not be granted
unless these deployments adhere to strict configuration guidelines
as outlined in GUI13J Multifunction Device Configuration Guidelines.

17.No device may be connected to the City's network without express
approval of departmental management and City Networking Services
management. This approval must be in writing and a copy saved in
the departmental management's records storage for the appropriate
records retention period.





http://inweb/technology_security/policies/ISSP_Definitions.htm
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18.System Owner/Operators (see Section 4 - Definitions) must display
security-warning banners prior to allowing the access logon process
to be initiated by Users (For an example see GUI13l Use of Security
Warning Banner).

19.All servers deemed critical to City business functions and/or
containing confidential or restricted data must have Host Intrusion
Detection/Intrusion Prevention systems installed with alerts routed
to a SIM device as noted in #8 above.

Back to Table of Contents
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POL14 Physical Security

As with logical security measures at the City, physical security measures
required for protecting City computing resources shall be commensurate with the
nature and degree of criticality of the computer systems, network resources, and
data involved.

1.

Physical access control measures must be implemented sufficient to
prevent City assets from unnecessary and unauthorized access, use,
misuse, vandalism, or theft (See GUI14 Physical Security Guidelines
for detailed guidance).

Certified smoke and fire alarm and fire suppression systems must be
in place for larger data centers, server rooms and telecommunication
closets and vaults.

Environmental control measures (power supply, heating, ventilation,
air conditioning, plumbing, physical location) must be in place and
monitored, tested and maintained reqularly.

Inventory Control measures must be implemented, such as asset
tags or other identification markings for tracking and accounting of

City assets.

The City must have secured off-site data/media storage and
procedures.

Specific procedures and security education for all Users of City
laptops, wireless services, and other mobile computing devices must
be instituted.

All specific tools, systems, or procedures implemented to meet
physical security requirements will be selected on the basis of its
ability to meet City specifications and performance requirements and
be purchased in compliance to the City's procurement policies and
procedures.

Back to Table of Contents
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POL15 Personnel Security Measures

1. When hiring employees for key technical positions, comprehensive
pre-employment screening must take place.

2. All pre-employment inquiries must be conducted in full compliance
with all official City and specific departmental policies and in full
compliance with all related state and federal laws.

3. New employees must be informed about their responsibilities and
the policies that apply.

4. All employees are required to complete yearly training on the basic
tenets of this information security policy.

5. All physical and logical access to computing and network facilities
and resources must be assigned with the principles of least privilege
and separation of duties applied (See Definitions - Section 4).

6. When terminating employees all City departments must establish
processes to quickly close and remove all system and network
privileges (See GUI15 Suggested Components of User Termination
Process for examples).

Related procedures regarding employee suspension, leave of
absence, long term illness or disability must also be established and
maintained.

Back to Table of Contents
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POL16 Policy Enforcement

Violators of this policy may be denied access to City computing and network
resources and may be subject to other civil suits and disciplinary action within
and outside the City. Violations of this policy will be handled in accordance with
the City’s established disciplinary procedures.

1.

If incidental violations of this policy are discovered, the City will take

appropriate actions to resolve the issue and violators may be subject

to disciplinary measures.

If violations of this policy initiated by careless or deliberate acts are
discovered, the City will take appropriate actions to resolve the issue
which may include disciplinary measures up to and including
separation of employment.

If violations of this policy are discovered that are illegal activities, the
City will notify appropriate authorities.

Any investigations of suspected policy violations must adhere to the
established Digital Investigation Procedures

The City reserves the right to pursue appropriate legal actions to
recover any financial losses suffered as the result of violations of

this policy.

Back to Table of Contents
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POL17 Acceptable Use of City Digital EQuipment, Internet
Access, Electronic Communications and Other Applications

The Citywide Acceptable Use Policy had been revised and
approved as of November 18, 2008. The PDF document is
located here.

POL18 Rules Specific to Electronic Communication Usage

1. Electronic communication (e-mail, IM, IRC, SMS) is a temporary medium
and, therefore, inappropriate for substantive policy messages

2. Electronic communications that contain substantive policy messages
must be archived either electronically or by printing out and saving a

hard copy.

3. Individual users may use methods for screening their e-mail (See
GUI18A Individual Screening of E-Mail )

4. Electronic communications sent to members of the public must be
consistent with the City's Online Privacy and Security Policy (See
GUI18B Guidance for Sending Public Electronic Communications. )

5. City departments and vendors acting on behalf of the City will not send
unsolicited emails to constituents or City employees over the public
Internet that ask them to reply with confidential information or that that
ask them to click on embedded links to City web self-service
transactions that require entry of confidential information.

6. Any City department providing public Internet self-service transactions
that collect confidential information is required to put a notice of the
policy as noted in #4 above, and warnings of prevalent spoofing and
phishing methods:; or alink to such a notice, on web pages that
describe or contain the self-service transactions.

7. Any City department that provides public Internet self-service
transactions that collect confidential information shall periodically
provide notices of City policies and warnings of prevalent spoofing and
phishing methods in regular constituent correspondence.

8. Any outgoing messages which do not reflect the official position of the
City of Seattle or the user's department must include the following





http://www.seattle.gov/informationsecurity/PDF/Citywide-AUP.pdf
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disclaimer: "The opinions expressed here are my own and do not
necessarily represent those of the City of Seattle."

9. All general distribution messages must contain the name of the
approving authority (departmental e-mail administrator or designee) and
the date of approval (See GUI18C Guidelines for General Distribution
Message Within or Between City Departments for details)

10.All requests for citywide broadcasting must be sent to the GroupWise
Administrator e-mail account (See PRO18 Procedure for Sending
Citywide Broadcast for the specific procedures to follow)

11.Departments must implement department level guidance, where
appropriate, regarding the departmental use of electronic
communications

12.Each department shall identify a Departmental e-mail administrator who
will enforce and monitor this policy.

13.0nly City standard applications may be used for any type of electronic
communications, including e-mail and Instant Messaging (IM) unless a
business need has been documented and an exception granted by the
OIS (See Standards documentation in Appendix B - Related Documents.
For exception see PRO24 Obtaining Exceptions to Information Security

Policies).

14.Standard configurations must be conformed to for all electronic
communications systems (See the E-Mail and IM Standards contained
within the desktop standards document)

15.Instant Message systems specifically are not allowed to accept inbound
attachments or links and must only use the user's seattle.gov email
address as an identifier.

16. All Users are required to understand and comply with all records
retention laws for any electronic communications they transmit, store or
disseminate

NOTE: Be aware that the City Records Management Program (CRMP)
maintains specific records management information and offers
consultation to users and management on their retention obligations
under State law.

Back to Table of Contents
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POL19 Patch Management

1. All system and application software must have critical patches
applied within the time frame designated by the notification from the
(O]ISH

2. Departments must institute practices that require any locally or
remotely attached devices have critical patches applied to system
and application software.

3. Image files used to configure computing devices must be maintained
at current patching levels and should be considered "untrusted
images" (see Section 4 - Definitions) until scanned for compliance.

4. Departments must be able to provide records of their compliance
with this policy within 24 hours of a request by the OIS.

5. If system or application software cannot be patched; departments
must employ and document risk mitigating measures in order to
minimize the probability of system compromise until such time as
the software can be patched.

6. Decisions as to criticality will rest with the OIS.

7. Notice of Critical Patches will be disseminated by the OIS via email
to identified contact persons for each department.

8. A contract for any new City system designed and/or deployed in
collaboration with, or exclusively by, outside vendors shall include
specific language clearly identifying the party to be responsible for
patching and maintenance of that system and its attendant
applications.

9. Vendor contracts will identify specific remedies for any damages
caused by failure to maintain the system or its attendant
applications, and will also identify the party responsible for incident
response and repairs.

10.Exceptions to this policy may be granted as necessary (see PRO19A
Obtaining Exceptions to Patch Management Requirements).

Back to Table of Contents
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POL20 Virus/Malware Protection

1. Departments will purchase and install anti-virus software for all LAN,
application and database servers and workstations.

2. Antivirus software must be updated on a reqular basis. Servers and
workstations must be scanned periodically, either manually or via an
automated program.

3. Servers that store, process or transmit restricted or confidential data
(See GUI10A Classification of Data for data classification
descriptions) in any form must be protected by a host-based
intrusion detection system (HIDS) (See Section 4 - Definitions).

4. Departments will report all virus outbreaks that have extended
beyond a single PC to their departmental service desk and to the
Office of Information Security (OIS).

5. In_the event of a serious virus outbreak, or threat to the City's
network caused by malware, a computer or department may be
disconnected from the network (See PRO 20A Disabling,
Disconnecting an Infected Workstation or System for details of this

process).

6. A serious virus outbreak or other threat to the City's network will
result in the initiation of the Cyber Incident Response Plan (See
PROZ20B Initiation of the Cyber Incident Response Plan for details of
the initiation process - Also see Addendum B - Related Documents
for alink to the Cyber Incident Response Plan).

Back to Table of Contents
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POL21 Remote and Ad Hoc Connectivity

1. All remote and ad hoc connections (Ad hoc devices are defined in
Section 4 - Definitions) must be requested and approved in writing
by departmental appointing authorities or their assigns; and by
departmental IT management.

2. Departments granting remote access will ensure that authorized
users and contracted vendors sign an Acceptable Use Agreement
- See PRO21 Remote-Ad Hoc Determination Process.
- Also see PRO21-22B Acceptable Use Agreement for Remote/Ad
Hoc/Wireless/VPN Access

3. Departments granting temporary network access to contractors will
ensure that contracted vendors sign a Network Access Acceptable
Use Agreement
- See PRO21C Contractor Temporary Network Access Process.

4. Authorized users or contracted vendors must use only authorized
methods for remote access to the Network and City services

5. System owners and/or operators must terminate remote access
mechanisms within one business day of notification that an
authorized user or contracted vendors' privileges have been revoked

6. Itis the responsibility of the City to support authorized users of
remote access and configure devices per PRO21A-1 VPN
Connectivity Management Configuration Process.

7. The City is not responsible for the integrity, maintenance, and
technical support of non-City owned computing and data storage
devices, personal firewalls and software, etc. that may be used for
connection to the Network

8. General access to the Internet for recreational use through the
Network is not permitted

9. Authorized users who access City restricted or confidential data
must be authenticated through access mechanisms as outlined in
POL12 Access Controls.

10.Copying, moving or storage of City restricted or confidential
information, especially card-holder data, onto local hard drives or
removable electronic media is prohibited.





http://inweb/technology_security/policies/ISSP_Definitions.htm
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11.Authorized and ad hoc users and contracted vendors are
accountable for all activities while connected to the Network and will
bear the consequences should the access privilege be misused

12.Departments authorizing remote and ad hoc connections will
establish appropriate connectivity management processes that will,
at a minimum, audit and monitor for anti-virus signatures and
required operating system patches.

13.Departments authorizing remote and ad hoc connections will scan
computing devices for the existence of malicious code and programs

14.All authorized remote and ad hoc devices will have automatic
updates enabled by default

15.Data classified as restricted or confidential must be protected in
accordance with City procedure (See GUI10A Classification of Data
for classification quidance)

16.Ad hoc computing devices will not be allowed to connect to the
Network unless for the purpose of scanning and patching the device
in a secure holding queue on the Network

17.Ad hoc users who request connection to the Network must not
introduce viruses, vulnerabilities, or other types of malicious code

18.Ad hoc users who are connected the Network must not be connected
to any other network at the same time

19.Any device used to connect remotely to the City's Network must
contain City standard anti-virus software (see VPN Access Standard
- STA 21A), apersonal firewall and operating system that are patched
at the most up-to-date levels

20.Any remote desktop access via a VPN tunnel will only use the City
standard application (see VPN Access Standard - STA 21A), currently
Terminal Services. Any other remote desktop applications must be
requested using the policy exception process (PRO24 Obtaining
Exceptions to Information Security Policies ).

21.Home LAN to City LAN VPN site-to-site tunnels are not allowed

22.Non-City owned networks and computing devices, used to connect
remotely to the Network, must not be reconfigured for the purpose of
split-tunneling or dual homing at any time





http://inweb/technology_security/policies/ISSP_GUI10A.htm


http://inweb/technology_security/policies/ISSP_GUI10A.htm


http://inweb/technology_security/PDF/STA21A%20VPN%20Access%20Standards.pdf


http://inweb/technology_security/PDF/STA21A%20VPN%20Access%20Standards.pdf


http://inweb/technology_security/PDF/STA21A%20VPN%20Access%20Standards.pdf


http://inweb/technology_security/policies/ISSP_PRO24.htm


http://inweb/technology_security/policies/ISSP_PRO24.htm





Page 22 of 107
Information Systems Security Policy
Handbook
SECTION 1 - POLICY

23.Departments granting access to contracted vendors must ensure
that access is limited to only specific and documented computing

devices

For links to VPN access forms and more information see:
VPN Application Process Web Site
Back to Table of Contents
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POL22 Wireless Access

1. Wireless technology is inherently insecure (see Section 4 Definitions - for
specific examples of wireless technology). No wireless deployments are
allowed unless awritten business case has been received and reviewed
and an exception to this policy is approved by the OIS.

2. Departments deploying devices with enabled wireless capability will ensure
that authorized users and contracted vendors sign an Acceptable Use
Agreement (see PRO21-22B Acceptable Use Agreement for Remote/Ad
Hoc/Wireless/VPN Access for a sample Acceptable Use Agreement).

3. Departments deploying devices with enabled wireless capability for general
use will ensure that an Acceptable Use Agreement is signed by the
administrators of those devices.

4. System owners and/or operators must terminate and remove wireless
enabled computing devices within one business day of notification that an
authorized user or contracted vendors' privileges have been revoked.

5. Authorized users who access City restricted or confidential data must be
authenticated through access mechanisms as outlined in POL12 Access
Controls in this handbook.

6. Authorized users and contracted vendors are accountable for all activities
while connected via wireless enabled computing devices and will bear the
consequences should the access privilege be misused.

7. Wireless devices must be deployed with a software or hardware host
firewall application or device.

8. Data classified as restricted or confidential must be protected in
accordance with City Procedures (see GUI10A Classification of Data for
classification guidelines).

9. All City owned and managed wireless networks connected to the City
backbone will be so identified with a welcome banner as referenced in
GUI13l Use of Security Warning Banner.

10. Dual homing is not allowed, so wireless devices must be setup with
separate profiles for wireless and wired connections.

Back to Table of Contents
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POL23 Web Application Deployment

Departments deploying Internet (Web) based applications must follow City
standards to ensure the confidentiality, integrity, and availability of any data
accessed, managed, or stored by those applications. (Please see Appendix B-
Related Documents for a link to Web Application Deployment standards and
procedures)

The reference document found in Appendix B that outlines the City's web
application deployment standards is called "Web Application Layered Defense
(WALD) Procedures document (.DOC)".

It is also recommended that you become familiar with and follow the guidelines in
Secure Coding Guidelines and the Web Application Architecture Standards
updated as of May 20, 2008, as well as the Web Services Architecture Security
Standard, version 1, created on 9/15/09.

These documents must be carefully read and followed for any new web facing
application.

The "Web Application Layered Defense (WALD) Procedures” document refers in
section 9.15 to a code review. All Web facing applications owned or
maintained by the City MUST be reviewed as outlined in the City's Web
Application Code Review Standard.

See also:
e STA23 Web Application Code Review Standard
e STA23A Web Application Architecture Standard
e STA23B Web Services Architecture Security Standard
e Web Application Layered Defense (WALD) Procedures document

Secure Coding Guidelines
Web Application Architecture Standard

Back to Table of Contents

POL24 Policy Exceptions

Exceptions to any part of this policy (other than exceptions to patch management
requirements as noted in POL19 and PRO19A) must be requested using PRO24.
Exceptions must be completed and signed by departmental appointing
authorities and include a complete and explicit business case. Decisions on the
acceptance or rejection of exception requests lie with the Office of Information
Security (OIS) or assigns. Rejected requests may be appealed to the CTO.
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POL25 Cyber Risk Management

Best practice dictates that information security programs be driven by a clear and
current risk management strategy. This responsibility is Citywide and must be
addressed in programs which include collaboration and cooperation by all City
departments, and with full executive level support.

An annual risk assessment will be carried out with management from the OIS
that identifies threats, vulnerabilities, and results in a formal risk assessment. The
risk assessment will include a gap analysis and mitigation plan.

Back to Table of Contents
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SECTION 2 - PROCEDURES/TASKS

PRO 01 Office of Information Security Tasks

1. The OIS acts as Chairperson of the Information Technology Security
Board (ITSB)

The OIS will schedule meetings as required for information security
policy or standards deliberations. They will create the agenda; chair
the meetings; and record minutes. Agenda and minutes will be

retained and made available via the Technology Security InWeb site.

2. The OIS will facilitate a yearly review of this Information Systems
Security Policy (ISSP)

The OIS will work with members of the ITSB and other stakeholders
to complete an annual review of the ISSP. Updates and/or
clarifications aqgreed to by all parties will be incorporated after review
and approval by the Technology Board and the CTO.

3. The OIS will provide information as necessary to City department
management about existing and emerging legal and compliance
reguirements
The OIS will keep up to date on changing compliance rules and
regulations and industry best practices. They will make every effort
to relay those changes to affected City departments and will be
available to department management for consultation.

4. The OIS will support security awareness and education program
efforts
The OIS will create, promote and disseminate information security
awareness curriculum. They will make this training available to all
City employees and users of the City network.

5. The OIS will provide direction and support for City-wide information
systems security policies and procedures
The OIS will support the development, implementation, maintenance
and enforcement of City-wide or departmental information systems
security policies, procedures, and tasks. They will be available for
consultation, editing, or leading development teams.

6. The OIS will ensure that vendors, business partners and others are
aware of City security policies
The OIS will make security policies and procedures available to
vendors, business partners and others. They will ensure that City
procurement, contracting and partnering processes not only
emphasize adherence to security policies but where appropriate
incorporate provisions which punish failures to properly address
and comply with the policies.
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7. The OIS will provide direction and oversight concerning risk
management practices associated with information management,
privacy issues and industry best practices
The OIS will establish risk management practices and work with the
City's Auditors and Office of Risk Management.

8. The OIS will support appropriate audit services and reporting
The OIS will work with City Auditors to detect violations:; to evaluate
the effectiveness of policies and of compliance activities; and to
ensure the use of information security industry recognized best
practices.

9. The OIS will review all exceptions to this policy
The OIS or assigns will review any requests for exceptions to this
policy to ensure their appropriateness and legality (See PRO 23 -
Obtaining Exceptions to Information Security Policies).

10.The OIS will advocate for information security budget and resource
reguests
The OIS will work with Department of IT directors to research, select
and test hardware and software that helps to ensure the maintenance
of effective information systems security programs. He/she will help
define requirements and compare solutions to ensure the greatest
possible value and efficacy.

See POLO1 Responsibilities of the Office of Information Security (OIS)

Back to Table of Contents

PRO 02 Information Technology Board Tasks

The ITSB will:

1. Oversee the development, implementation and enforcement of City-wide
Information Systems Security Policy and related recommended guidelines,
operating procedures and technical standards

2. Meet as needed to deliberate and revise the City-wide Information
Systems Security Policy and related recommended guidelines, operating
procedures and technical standards

3. Advise the OIS on any department specific issues, threats, vulnerabilities
or challenges that might adversely affect the City’s overall information
security

See POL02 Responsibilities of the Information Technology Security Board

Back to Table of Contents
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PRO 03 System Owner Tasks

System owners must:

1.

Ensure the confidentiality of sensitive proprietary data especially
personally identifiable information_(See PRO 10A — Classification of Data).

Grant access to users based on the “Principle of Least Privilege” (See
SECTION 4. DEFINITIONS) where required

Grant access to their systems based on the “Principle of Separation of
Duties” (See SECTION 4. DEFINITIONS) where required

Document and submit for review to the ITSB any desired exceptions to
City-wide policy (See PRO 23 — Obtaining Exceptions to Information
Security Policies).

Support any incident response activities that involve their system(s)

Advocate for security resources as required in City budget processes and
in grant proposals

Back to Table of Contents

PRO 04 Information Technology Managers Tasks

1.

2.

Document and report to the OIS and appropriate security services
personnel all incidents of security breaches

Work closely with the ITSB, the OIS, Data Custodians, and System
Owners to help ensure the successful protection of City computing
resources and data

See POL04 Responsibilities of Information Technology Managers

Back to Table of Contents
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PRO 05 System Administrator Tasks

System Administrators will:

1.

Monitor and maintain network and messaging user accounts and
passwords

. Maintain equipment inventories

Administer and lead equipment and software purchasing and licensing
management

Maintain and update servers and desktop operating systems and
applications

Direct user desktop support and training

Understand and comply with the System Administrator Code of Ethics
(see Appendix B — Related Documents)

See POLO5 Responsibilities of System Administrators

Back to Table of Contents

PRO 06 Data Custodian Tasks

Data custodians will:

1.

2.

3.

Provide the requirements to the System Owners and Operators for all
access control measures related to the data they are charged with
protecting

Support access control to data by acting as a single control point for all
access requests.

Support regular review and control procedures that ensure that all users
and associated access privileges are current and appropriate

Work in conjunction with the System Owner/Operator and the OIS to
ensure that “due care” is taken to properly protect sensitive data

See POL0O6 Responsibilities of Data Custodians

Back to Table of Contents
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PRO 07 User Tasks

Users of City computing resources and data will:

1.

2.

3.

Protect and never share access accounts, privileges, and associated
passwords

Maintain the confidentiality of sensitive information to which they are
given access privileges

Accept accountability for all activities associated with the use of their
network accounts and related access privileges

Ensure that use of City computers, email and other electronic
communications (IM, etc), Internet access, computer accounts, networks,
and information stored, or used on any of these systems is restricted to
authorized purposes and defined use limitations

Maintain their information security awareness by attending and
completing at least one information security seminar, class, online training,
or briefing per year. Announcements of these events can be found on the
Information Security Website and on the InWeb home page.

Report all suspected security and/or policy violations to an appropriate
authority (e.g. manager, supervisor, system administrator or the OIS)

See POLO7 Responsibilities of Users Back to Table of Contents
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PRO 09 Procedure for Granting Administrative Access to City

Information Systems

Because administrators are given unfettered access to City systems it is
imperative that any time administrative access is granted the following procedure
is followed. Exceptions may be granted (see PRO 23 — Obtaining Exceptions to
Information Security Policies) if the position in question has an historic and

accepted business need for administrative access.

Action By

Dept Mgmt or Assigns

IT Staff

Dept Mgmt or Assigns

Action

1. Learns of a need to grant administrative access to an
employee or contractor.

2. Determines through consultation with staff precise needs
regarding systems and data to be accessed.

3. Accounts for principles of “least privilege” and “separation of
duties” (See: DEFINITIONS — Section 4).

4. Decides to grant administrative access.

4a. Works with DolT or departmental IT staff to establish
appropriate accounts and passwords.

4b. Ensures Administrative user has read and understood
“System Administrator Code of Ethics” (See Appendix B).

5. Creates account and password and communicates them to
administrative user and department management or assigns

6. Logs and Monitors via weekly audits or an approved
automated monitoring system all activities of the administrators.

7. Verifies and Records yearly refresher training of this policy
and the System Administrator code of Ethics.

8. Reports any violations of this policy immediately to
departmental Human Resources, appointing authorities and the
OlS.

9. Requests investigations using the City’s Digital Investigation
Procedures (See Addendum B — Related Documents).
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PRO11 Electronic Breach Disclosure Procedure

If a breach of the City’s electronic information systems is suspected the following
procedure will be followed:

Action By

IT Staff, Service Desk
Personnel, or Dept Mgmt

Dept Mgmt or assigns

Office of Information
Security (OIS)

Action

1. Receives notice of possible data breach and Notifies
department management.

2. Determines through consultation with users and/or IT staff
that it is an actual or suspected breach.

3. Contacts OIS and DolT Network Services for consultation
and verification of breach.

4. Isolates the system from the network.

4a. Takes no immediate remediation action to avoid
destruction of evidence.

4b. Collaborates with OIS to establish next steps..

5. Determines nature of the breach and assigns a severity level
(See PRO 20B — Initiation of Cyber Incident Response Plan)

6. Collaborates with department management to decide next
steps

6a Preserves the current status of the system for future
investigation and/or

6b Initiates an immediate investigation with the help of
departmental subject matter experts and/or

6¢ Invokes the City Cyber Incident Response Plan (See PRO
20B — Initiation of Cyber Incident Response Plan)

7. Complies with all applicable breach disclosure laws based
on the findings of the investigation.

Back to Table of Contents
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PRO12 Setting up Vendor Access to the Network

There are cases where an outside vendor has a legitimate business need to
access City systems for maintenance, updates or troubleshooting of their
supported applications. In these cases, the following procedures should be

followed:

Action By

Dept Mgmt or Assigns

Network Services Staff

Vendor

Action

1. Receives notice of vendor requirement to access City
systems and/or networks.

2. Determines, through consultation with IT staff, vendor needs
regarding time and frequency of access.

3. Contacts OIS and lIT and/or DolT Network Services for
consultation on risks to the City’s systems.

4. Decides to grant vendor access.

4a. Collaborates with DolT or departmental Network Services
to establish appropriate accounts and passwords.

4b. Completes Acceptable Use Agreement and obtains
signatures from vendors and supervisors.

5. Creates account and password and communicates them to
vendor

6. Establishes communications with vendor representative to
maintain passwords and access controls.

7. Maintains passwords, access controls and vendor
communications on an ongoing basis.
NOTE: Must be cognizant of vendor contract and end dates.

9. Assigns representative to work with Network Services Staff.

10. Signs and complies with all contracts and agreements.

Back to Table of Contents
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PRO16 Digital Investigation Procedures

Investigations of policy violations requiring acquisition and/or analysis of
electronic (digital) data must be handled in a consistent and legally defensible
manner. The following procedures apply and must be followed by any City entity

or staff member when initiating or completing a digital investigation.

NOTE: General requests for telephone records and billing information are not
usually considered digital investigations and may not be subject to these same

guidelines and procedures. Please see the Guidelines Relating to Telephone

Call and Billing Records for specific guidelines relating to those types of

requests.

ALSO NOTE: Cyber events such as infected workstations, incident response,
litigations holds or public disclosure requests are handled separately and initiated
by a service desk request. The procedures for those events are outlined in the Cyber
Event Management Process.

Action By Action

Requesting Entity |1. Discovers or is notified of a possible violation of acceptable
use policies or other HR policies for the resolution of which
digital evidence is required.

2. Reads and understands the Digital Investigation Request
Guidelines.

3. Decides based on the those guidelines and their best
judgment (with input from the OIS, legal, management, HR or
others as appropriate) that an investigation requiring the
gathering of digital information is required.

4. Completes the Digital Investigation Request Form including
all applicable signatures and delivers to the Office of
Information Security (OIS).

Office of 5. Reviews request form and verifies its compliance with these
Information procedures and the Digital Investigation Request Guidelines.
Security

6. Acknowledges via phone or email, the receipt and
acceptance of the investigation request.
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6a. If rejecting request for any reason - notifies the
requestor by phone or email immediately and documents
decision in writing.

6b. OIS should attempt to gather more information from the
requestor before rejecting any request.

6¢. Rejected requests may be appealed to the Appointing
Authority for the OIS.

7. Interviews the requestor or assigns to establish and verify the
specific types of digital information required for the
investigation.

8. Creates a case number using the following format: YYY'Y-
MMDD-XXXX (where XXXX = incremental number).

9. Enters the case into the Case Log located in this SharePoint
folder

10. Creates new folder (with case number as name of folder) on
OIS SharePoint site in Cases/Investigations.

11. Creates a TimeKeeper work order using the appropriate
low org number for the affected department(s).

12. Administers the investigation by creating a new HEAT
ticket and assigning acquisition tasks to the appropriate
acquiring technicians:
NOTE: For confidentiality reasons no specific information
that will identify the person or persons being investigated
must ever be included in HEAT assignments. Always
submit a separate email to the assignee with that
information.  12a. For phone records, assigns the ticket to
DOIT_TELCDR and sends specifics of request to DolT
Communications Appointing Authority or assigns.

12b. For email records, assigns ticket to DOIT_CWM or
appropriate departmental messaging team, and sends specifics
of request to Dol T's Citywide (or other department'’s)
Messaging Manager.

12c. For hard drive or other storage device acquisition and
analysis, assigns ticket to CW_Security or other appropriate
departmental resources if available and competent for forensic
practices.

12d. For surveillance video controlled by DolT or other
departments, send email request to appropriate management
including specific request parameters.

12e. For ingress/egress floor access records and/or
surveillance video records controlled by contracted physical





http://doit-sharepoint/dept/CISO/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fdept%2fCISO%2fShared%20Documents%2fCases%2dEvents%20Forms&FolderCTID=&View=%7b296FD5D9%2dE38E%2d44C9%2dBB98%2d4082A5E472E6%7d
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security, send email request to appropriate building security
contractor management. In this case, specific information on
the request parameters must be included.

NOTE: If no City resources are available with the proper
skills and tools to complete a legally defensible forensically
sound investigation of digital evidence, the OIS will
administer contractual agreements with an outside vendor
as noted in the Digital Investigation Request Guidelines.

13. Adds the timekeeper information in to the ticket.
NOTE: Acquiring Technicians refer to the Procedural
Checklist for details on their responsibilities and the
procedures they must follow.

14. Creates a file share folder on OIS file share with case
number as name of folder.

15. Assigns rights to the SharePoint and File Share case folders
for all acquiring technicians.

16. Maintains and updates acquisition documentation as
provided by Risk Evaluator to record completion or changes.

19. Maintains communications with acquiring technicians to
ensure timely and accurate acquisition of responsive data.

20. Analyses all acquired data for relevancy and specifically
requested information and removes unnecessary data after
verifying with attorneys, affected department management,
OIS, etc. as appropriate.

21. Completes or Manages Outsourcing of forensics analysis of
data when appropriate and required.

22. Completes final report using report template and stores in
case folder on SharePoint site.

23. Closes event HEAT ticket after ensuring all acquisitions
have been completed and all assignments are closed.

24. Reports final results to requesting departmental
management or HR staff as appropriate, in writing and when
necessary, in person.

See Cyber Event Management Process.

See POL16 Policy Enforcement.
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See GUI16 Digital Investigation Request Guidelines.
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PRO 18 Procedure for Sending Citywide Broadcast

At times it is necessary to send an e-mail broadcast to all employees in the City.
Discretion must be used to ensure that these messages are of importance and
value to all City users. To that end, the following procedure has been developed

and must be followed:

Action By

User

Dept/Div Mgmt and/or
PlO,

GroupWise
Administrator

Mayor’s Office PIO

GroupWise
Administrator

Action

1. Contacts department/division management and/or
departmental P1O with request to broadcast a message
citywide.

2. Determines through consultation with staff the message
should be broadcast citywide.

3. Edits (in consultation with user) message for clarity and
correct information.

4. Forwards message to the GroupWise Administrator and the
Mayor’s Office for approval.

5. Assesses the message for style and configuration
correctness. If it needs modifications then:

5a Returns the message to Dept/Div Mgmt or P1O with request
for modifications, or if not:

5b Forwards the message to the Mayor’s Office for final
approval, and

5c Informs the Dept/Div manager or PIO by copying them on
the message to the Mayor’s Office.

6. Analyzes the message to ensure it meets the standard of
importance and value to all employees. If it does:

6a Returns the message to the GroupWise Administrator
stating the Mayor’s Office approval for citywide broadcast. If it
does not meet the standard, then:

6b Returns the message to Dept/Div Mgmt or PIO, explaining
reason for rejection (Dept can appeal directly to Mayor’s Office)

7. Distributes a citywide broadcast of the message if it was
approved.

See POL18 Rules Specific to Electronic Communication Usage
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PRO 19A Obtaining Exceptions to Patch Management
Requirements

It is understood that there is a difference between critical patches and service
packs (see definitions). These differences might result in a need for exceptions,
especially as regards service packs. Exceptions to the Patch Management policy
(POL 19 in this handbook) will be handled as follows:

Action By Action

Dept Mgmt or Assigns 1. Receives notice of patch requirement from OIS.

2. Determines through consultation with staff possible issues
with deploying the patch in the required timeframe.

3. Directs staff to accomplish testing and report their findings.

Dept. IT Staff 4. Tests patches for issues with any applications or operating
systems.

5. Reports findings back to Dept Management in a timely
manner.

Dept Mgmt or Assigns 6. Analyzes findings and consults with staff.
7. Determines if there is a need to request exception.

7a. If need is established determines timeline for re-
evaluation and acceptance of the patch, and establishes
justification and risk mitigation.

8. Writes letter, email, or completes form requesting exception
from OIS.

NOTE: Request must contain justification, mitigation and
timeline to be considered.

Office of Information 9. Reviews request and makes determination within 5 working
Security (OIS) days of receipt of request.

9a. If rejected meets with requesting management or designee
to discuss options and make final decision.

10. Maintains copy of request and determination.
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See POL19 Patch Management

Back to Table of Contents

PRO 20A Disabling, Disconnecting an Infected Workstation or
System

Task to be Action required Performed
performed By
1. | Create Heat Ticket | Open a Heat Ticket and assign it to DolIT Network Network
and document Engineering. Services or
your actions Service Desk
Document the information you have about the or Desk Top
workstation on the Heat Ticket.
2. | Verify workstation | Scan the device with Nessus looking for something Network
needs to be that matches a Nessus signature as being a problem. | Engineering
disabled

Perform in-depth Nessus scan.

3. | Determine nature One workstation and Not Severe problem. Can wait | Network
and size of the 24 hours to disable. Engineering
problem
Criteria for Not Severe:

Not Severe - Device disappears off the network

- No current exploit running in memory

Document the decision on the Heat Ticket. Continue
with step 5. Decision: Not Severe

One workstation with Severe problems. Cannot wait
24 hours to disable.

Criteria for Severe:
Severe - Risk of affecting or infecting others

Document the decision on the Heat Ticket. Continue
with step 5. Decision: Severe
Critical issue. Cannot wait 24 hours to disable.

Must meet both these criteria for issue to be

Critical Critical:

- team of staff is required to solve the problem

- outage affects the work of several city
employees or disrupts citizen’s access to city
services and information

Document the decision on the Heat Ticket. Continue
with step 4. Decision: Critical
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Task to be
performed

Action required

Performed
By

Critical Issues
only

Activate Emergency Action Procedure located here:
http://inweb/technology/tech infra/
tech support/data/emeractdirl117.doc

Send co-worker to notify OIS and DoIT Data Network
Manager or other Operations Manager if they are not
available.

Continue with next step.

Network
Engineering

All Issues:
Identify IP
address, customer
name (if available)
and Device Name

Nessus report contains the MAC address and will
sometimes contain the User ID

Report will contain the Device Name such as DolT
1234565.

Find Port Address by looking at the appropriate
router switch.

Find the department who owns the port — look at the
port description on switch.

Try to find the jack number - it might be on the port
description.

Find the IP address if possible.

Use IP Address to find workstation name:
Look at WINS Services
Look at EPO Server
Look at WSUS Service

Network
Engineering
and NOC

Update Heat Ticket

In Heat system:
- document all information on ticket
- _open an assignment to the NOC

Network
Engineering

Notify NOC

Call NOC at extension 6-1995 (outside phone number
is 206-386-1995).

Tell the NOC that a Heat Ticket to disable an infected
workstation has been created and assigned to NOC.

Network
Engineering

Notify Service
Desk

Call DoIT Service Desk 6-1212 (outside phone
number is 206-386-1212).

Tell the Service Desk that a Heat Ticket to disable an
infected workstation has been created so the Service
Desk can answer customer questions that may come
to them.

Network
Engineering

Update Heat Ticket

In Heat system:
- document Network Engineering actions on
Heat Ticket
- close Network Engineering assignment

Network
Engineering
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Task to be Action required Performed
performed By
10.| Notify department | 1. If Severe or Critical (not waiting 24 hours): NOC
and customer - Call IT Department Contact
Provide response Pursue until personal contact is made with
information to the the department contact. Provide response
customer. information shown below page.
2. If Not Severe, (able to wait 24 hours)
- Call and send email to IT Department contact
It is not necessary to make personal contact.
Provide response information shown below page.
Response Information
Information to provide to the IT Department Contact
for both 1 and 2 above:
- Someone from Desktop will contact the
department contact to find, disconnect, and
fix the PC.
- Your jack will be disabled (now or 24 hours
from now) and you will not be able to connect
to the network.
11. Decision: Wait If waiting 24 hours (not severe) stop and continue NOC
24 hours or not? | tomorrow with the next step.
If not waiting 24 hours (severe or critical) - skip
the next step and continue with the procedure
immediately.
12.| Re-contact If 24 hours has gone by, re-contact the IT NOC
customer Department Contact to tell them the port will be
disabled now.
13.| Disable port and Configure switch to disable the port. NOC
notify Desktop
Notify Desktop and let them know to disconnect the
workstation from the network.
In Heat system:
- document actions on Heat Ticket
- open assignment to Desktop
14.| Disconnect the Disconnect the Workstation from the network. Desktop

Workstation and
re-enable port

Notify the Office of Information Security (OIS) if this
is a severe or critical problem to forensically
analyze the workstation before it is re-imaged.

Notify the NOC to configure the switch to enable the
port.

In Heat system:
- document actions on Heat Ticket
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Task to be Action required Performed
performed By
15.| Re-enable the port | Configure switch to enable the port. NOC
In Heat system:
- close NOC assignment
- document actions on Heat Ticket
16.| Forensically Critical or severe infections must be forensically Office of
analyze severe and | analyzed before the workstation is re-imaged and Information
critical problems placed back into production. Follow the Digital Security
Investigation procedures: (OIS)Error!
http://inweb/technology security/Investigations.htm | Reference source
not found.
Notify Desktop when the work is completed.
17.| Re-image/Repair Repair or re-image the workstation. Reconnect the Desktop
the workstation workstation to the network.
and test with the
customer and NOC | Notify the NOC that the customer will be testing the
workstation so that port traffic can be monitored.
In Heat system:
- document actions on Heat Ticket
- open a new NOC assighment
- close Desktop assignment
18.| Monitor the port Notify Network Engineering that the port needs to be | NOC
re-scanned with Nessus.
In Heat system:
- document actions on Heat Ticket
- open new assighment to Network Engineering
19.| Verify that the port | Use Nessus to scan the device. If the device is still Network
is no longer infected, begin this procedure again at step 1. Engineering
showing a problem
If problem is resolved, notify the NOC and the Office
of Information Security (OIS) that the problem is
resolved.
In the Heat system:
- document actions on Heat Ticket
- close Network Engineering assignment
20.| Close Assignment In Heat system: NOC
- close NOC assignment
- close the Heat Ticket
21.| Procedure
Complete

See POL20 Virus/Malware Protection

Back to Table of Contents
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PRO 20B Initiation of the Cyber Incident Response Plan

Any event that significantly threatens the confidentiality, integrity or availability of
the City’s network and computer systems may be serious enough to initiate the
Cyber Incident Response Plan. The procedures to initiate that plan are as

follows:

Action By

Service Desk Personnel,
NOC, Operations on-call,
or other personnel

Office of Information
Security (OIS)

Cyber Incident
Response Triage

Action

1. Reports possibly serious event to OIS.

2. Determines that event most likely meets the criteria for an
event of Severity Level 1 or 2 as defined in the Cyber Incident
Response Plan (see Appendix B — Related Documents).

3. Contacts the Cyber Incident Response Team triage group
and arranges meeting.

4. Leads and facilitates the meeting of the triage group.

5. Establishes the parameters and scope of the incident.

6. Analyzes findings and consults with staff.

7. Determines if there is a need to escalate or revise the
severity level and/or initiate a formal incident response.

7a. If need is established contacts affected personnel and
department management, and initiates the incident response
plan.

7b. If incident response is deemed unnecessary, documents
the event, the participants and the conclusions.

8. Assigns Incident Commander and turns over command.

9. Briefs Incident Commander with all available documentation
and information regarding the event.

See POL20 Virus/Malware Protection
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PRO20C Cyber Event Management Procedure

First responders to a cyber event should refer to PRO20D Cyber Event First
Responder Procedures for evidence preservation procedures and guidelines.

Cyber events will be initiated by a service desk ticket. These can be triggered by
a network monitored alarm; a notification from a user or technician or an outside
source; an infected workstation; a cyber incident response; a litigation hold; or a
public disclosure request. The trouble ticket will be assigned to CW_Security for
DolT supported departments; or possibly SCL_Security for City Light or
SPU_Security for SPU. Once that ticket has been assigned, the responding

person (designated as the Risk Evaluator) should follow this procedure:

NOTE: The procedures for violations of Acceptable Use or other policies which
result in Digital Investigation Requests, while similar to these procedures are

outlined separately in PRO16 - Procedures For Digital Investigation

Action By Action

Risk Evaluator 1. Assesses the severity of the event using the severity
guidelines from the Cyber Incident Response Plan - Section 4 -
Incident & Severity Levels.

2. Assigns a severity level and records that in the ticket.

3. Decides based on the severity level and their best judgment
(with input from the OIS, legal, management or others as
appropriate) if data needs to be retained.

3a. If data does not need to be retained, assigns ticket to
appropriate departmental technical staff in affected
department(s) (WFM for DolT) for clean up and repair of
effected equipment. Closes their assignment in HEAT. Stop
here.

3b. If data does need to be retained, go to next step.

4. Initiates the Disabling, Disconnection an Infected
Workstation or System procedure immediately.
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4a. If this is a Litigation Hold, initiate an assignment in
HEAT to Citywide Messaging to suspend GroupWise
autodelete functions for the affected user(s).

5. Initiates pre-acquisition meeting. Creates appointment in
messaging system calendar and invites all appropriate staff.
See GUI20B for details of appropriate staff for each type of
event and link to contact list database.

6. Facilitates pre-acquisition meeting:

6a. Documents what data will be acquired, when and who is
responsible for acquisition using pre-acquisition meeting form

6b. Documents what departments and individuals are on
litigation hold using litigation hold list.

6¢. Attaches non-confidential documentation to HEAT
ticket

(NOTE: Any confidential information must be delivered
to event manager separately)

6d. Closes evaluation assignment in HEAT

7. Creates new assignment to CW_Security (or possibly other
departmental IT or IT security management) to manage event.

Event Manager 8. Reviews the ticket to ensure understanding of the event and
consults with the Risk Evaluator and/or the affected
departmental management as necessary. If this is a Litigation
Hold, skip to Step 16.

9. Creates a case number using the following format: YYYY-
MMDD-XXXX (where XXXX = incremental number).

10. Enters the case into the Case Log located in this SharePoint
folder

11. Creates new folder (with case number as name of folder) on
OIS SharePoint site in appropriate upper level folder (i.e.
Cases/Public Disclosure; Cases/Litigation Hold; or
Cases/Incident Response).

12. Creates a TimeKeeper work order using the appropriate
low org number for the affected department(s).

13. Creates assignments to all acquiring technicians - and
includes timekeeper information in ticket.

NOTE: Acquiring Technicians refer to the Procedural
Checklist for details on their responsibilities and the
procedures they must follow.

14. Creates a file share folder on OIS file share with case
number as name of folder.
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15. Assigns rights to the SharePoint and File Share case folders
for all acquiring technicians.

16. Updates the litigation hold list based on the documentation
created by the Risk Evaluator in the pre-acquisition meeting
(NOTE: Also must assign Read Only rights to this
document for Law dept staff, etc. as appropriate).

17. Maintains the litigation hold list by initiating and
documenting a monthly audit with all affected attorneys and
departmental management (attorney audit may be facilitated by
the Law Department IT management).

17a. a. Communicates any changes in storage/preservation
requirements to appropriate departmental IT or messaging staff
after every audit.

18. Maintains and updates acquisition documentation as
provided by Risk Evaluator to record completion or changes.

19. Maintains communications with acquiring technicians to
ensure timely and accurate acquisition of responsive data.

20. Analyses all acquired data for relevancy and specifically
requested information and removes unnecessary data after
verifying with attorneys, affected department management,
OIS, etc. as appropriate.

21. Completes or Manages Outsourcing of forensics analysis of
data when appropriate and required.

22. Completes final report using report template and stores in
case folder on SharePoint site.

23. Closes event HEAT ticket after ensuring all acquisitions
have been completed and all assignments are closed.

24. Reports final results to affected departmental management,
law department, or City executive level staff as appropriate,
either in writing or in person.

25. Initiates and Facilitates lessons learned meeting as
appropriate and possible - to evaluate and improve processes.

See POL20 Virus/Malware Protection

See GUI20C Guidelines for Initiation of Pre-acquisition Meeting
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PRO20D Cyber Event First Responder Procedures

In a cyber event data on a server or in a database or a website may have been
compromised. These specific procedures should be followed to ensure retention of
evidence for future analysis:

NOTE: This is a preliminary procedure for first responders to a cyber event. Once
this process has been followed, the responder must refer to PRO20C - Cyber Event
Management Process

Action By Action

Responder 1. Assesses and identifies the likelihood of compromise and the
systems, databases, web-sites, or other devices that may have
been compromised.

2. Records this information in an time/date stamped event log
(See item #1 under the 'Main Process' section in the Aquiring
Technician Procedural Checklist for details on creating a log

file).

3. If attack is underway, disonnects the device from the
network (see Disabling, Disconnection an Infected Workstation
or System procedure), or takes other actions to stop the attack
immediately.

3a. If a web-site is affected, sets up a notification web page,
stating the site is temporarily off-line.

3b. If a server, workstation or database is impacted,
immediately notifies the appropriate service desk and the
management or owners of those systems (See GUI20B for
details of appropriate staff for each type of event and link to
contact list database).

System Manager 4. Escalates the event to the OIS (CW_Security group in
and/or Service Desk /HEAT)  4a. OIS will determine need to declare an incident
and may begin the Cyber Event Management Process

Responder 5. Preserves the evidence in a forensically sound manner (see
Aquiring Technician Procedural Checklist for specific
guidelines to create forensically sound copies of evidence).

5a. Works with data owners/managers and/or OIS to
establish exactly what needs to be preserved.

5b. Specifically locates and records all changes made to the
system by the compromise. For instance in a SQL injection
attack on a database, the responder would record:
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e injected strings found in the database fields

 injected strings and attacking IP addresses from the
webserver logs

« all traffic from attacking IP addresses from firewall logs
(to determine if other databases should be inspected)

NOTE: Based on any initial evidence discovered, responder
should update the OIS and/or the data manager and service
desk.

5c¢. Maintains documentation of all work and chain of
custody as outlined in the Aquiring Technician Procedural
Checklist

6. Delivers or makes available all evidence and responder’s
event logs to OIS or other event manager as appropriate.

See POL20 Virus/Malware Protection

See GUI20C Guidelines for Initiation of Pre-acquisition Meeting

See PRO20C - Cyber Event Management Process

See Aquiring Technician Procedural Checklist
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PRO21 Remote-Ad Hoc Determination Process

In order to implement the correct remote access or ad hoc connection solution
several considerations and options must be weighed. The following procedure
will give City management direction toward the most efficient and operationally

sound solution.

Action By

Action

Dept Manager or
Assigns

1. Receives request from employee, contractor, or vendor for a
remote or ad hoc connection to the City’s network

2. Determines specific needs and best solution. If user needs:

2a. Access to email and calendar only — Blackberry or GroupWise
Web — go to GWWeb standards or Black-Berry standards

2b. Cell phone access plus email and calendar — Blackberry — go
to Blackberry standards

2c. Access to InWeb applications or network drive data — CoS
VPN with Citrix Metaframe — go to PRO 21A VPN Access Process

2d. Full access to internal City network resources — CoS Non-
Standard VPN access — go to PRO 21A VPN Access Process
(NOTE: requires OIS review and approval)

2e. Travel Access to Internet only — no sensitive information
stored on digital equipment and no VPN or other access to City
networks — 802.11 wireless card — go to 802.11x wireless
standards

2f. Travel Access to City network — Sensitive or confidential
information stored on digital equipment and/or VPN or other access
to City networks — CDMA wireless card — go to CDMA standards

2g. Vendor, contractor, etc — require temporary connection to City
Network via network jacks on City premises — Temporary wired
access — go to Wired Access standards

3. Follows appropriate solution process

4. Develops business case if requesting Non-Standard VPN
access and Delivers to OIS [click here for business case form]
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5. Develops exception business case if asking for exception to
solution defined above - and Delivers to OIS [follow PRO 24]

Office of Information
Security (OIS)

6. Reviews business case and Assesses risk

7. Recommends for or against allowing Non-Standard CoS VPN
access or any exceptions requested — providing explanation of
opinion to department management and Delivers to Dept Manager
or assigns

Dept Manager or
Assigns

8. Accepts OIS decision or appeals to CTO

Chief Technology
Officer (CTO)

9 Makes final decision and ruling on exception — documenting
explanation of decision and delivering copies to OIS and
department management

See POL21 Remote and Ad Hoc Connectivity

Back to Table of Contents
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PRO21A VPN Access Process

If VPN access is the solution that best meets a City user’s business requirements
as determined by PRO21 — Remote-Ad Hoc Determination Process, this

procedure should be followed.

Action By

Action

Dept Manager or Assigns

1. Receives request from employee, contractor, or vendor for a remote
or ad hoc connection

2. Determines using the Remote Ad-Hoc Determination Process that the
best solution would be VPN access

3. Determines which VPN solution is most appropriate given the user’s
business need:

3a. CoS VPN - Access to InWeb Applications or network drive data —
VPN with Citrix Metaframe

3b. Non-Standard CoS VPN - Full access to internal City network
resources — Full VPN access (requires OIS review and approval — fill out
business case form and deliver to OIS)

3d. Access to GW Web email — no VPN needed

4. Gets signatures on a new user acceptable use agreement

Dept Service Desk

5. Receives and Processes requests — routing them to IIT or Network
personnel as appropriate and logs information in HEAT

Network Services (1IT)

6. Configures user in appropriate VPN accounts

7. Grants appropriate access to City services, directories.

Dept Service Desk

8. Delivers VPN software, or Configures City VPN device as
appropriate and logs information in HEAT

9. Verifies with user that VPN access is working correctly, resolves any
problems and logs information in HEAT.

10. Closes HEAT ticket

See POL21 Remote and Ad Hoc Connectivity

For links to forms and more information see VPN Application Process Web Site
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PRO21A-1 VPN Connectivity Management Configuration

Process

For a device to be enabled for VPN access, it must be configured according to the following
connectivity management requirements.

Action By

Action

Dept Manager or Assigns

1. Receives request from employee, contractor, or vendor for a remote or ad
hoc connection

2. Determines using the Remote Ad-Hoc Determination Process that the best
solution would be VPN access

3. Follows PRO21A to establish a VPN account for the user

4. Determines which device will be used for VPN access — if non-City owned
device (CoS VPN only) go to process step 5. If City owned device (required for
CoS Non-Standard VPN access), skip to process step 6

Dept Manager or Assigns

5. Determines if user’s intended hardware for connection is running a City
approved anti-virus application (see VPN Access Standard - STA 21A). If yes,
proceed to 6 - if no, complete exception process and submit to OIS for approval.

6. Submits service request to department service desk for CoS VPN Access.
Skip to Step 9

7. Obtains signed OIS approval after submitting business case as required in
PRO21A

8. Submits service request to department service desk to have a City device
configured for CoS Non-Standard VPN access.

Dept Service Desk

9. Receives and Processes requests — routing them to AD Group as
appropriate and logs information in HEAT

Department desktop support
staff or service desk
personnel

10. Delivers CoS VPN Installation instructions to user, or Configures City
owned device for CoS Non-Standard VPN access

Dept Service Desk

11. Verifies with user that VPN access is working correctly, resolves any
problems and logs information in HEAT.

12. Closes HEAT ticket

See POL21 Remote and Ad Hoc Connectivity
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PRO 21-22B Acceptable Use Agreement for Remote/Ad
Hoc/Wireless/VPN Access

Follow this link to access the current acceptable use agreement for VPN and
Remote Access. This agreement may be used as an example for specific
departmental or other acceptable use agreements:

Link to VPN Acceptable Use Agreement

See POL21 Remote and Ad Hoc Connectivity

Back to Table of Contents

PRO21C Contractor Temporary Network Access Process

When it is necessary for contracted vendors to connect to the City's network
using their equipment in order to meet their business requirements for the City,

the following procedure must be followed:

Action By Action

Dept Manager or | 1. Receives request from contractor, or vendor for access to the
Assigns City's network

2. Determines this is the most efficient way to accomplish the
contractor's business

NOTE: In most cases vendor access should default to using
the City's Guest wireless access to enable Internet
connections only. However, if there is a legitimate business
need for connection to the actual City network, these
procedures must be followed.

3. Ensure the contractor has read and understood the Remote
and Ad Hoc Connetivity Policy

4. Gets signatures on a the Network Access Acceptable Use
Agreement and faxes as per the instructions to the departmental
service desk

5. Creates a ticket to the department's Service Desk to evaluate
the contractor's computer or other device being connected to
the network
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Service Desk Staff

6. Attaches the completed acceptable use form to the ticket and
assigns ticket to technician for evaluation of vendor equipment

Service Desk

7.Completes the device evaluation checklist as outlined in

Technician Vendor Equipment Evaluation Checklist
8. When completed, notes that in the ticket, closes assignment
and assigns the ticket to CW_Security.
Office of 8. Opens HEAT assignment and reviews for compliance to this
Information procedure.
Security

9. If all criteria complete, sends acknowledgement to
requesting department management of compliance, closes
assignment and assigns to appropriate technicians for creation
of City network account.

3a. If criteria not complete - routes assignment or contacts
departmental management to resolve outstanding issues

Service Desk
Technician

7. Creates network account and informs departmental
managment and contractor of access process

8. When completed, notes that in the ticket and closes
assignment

10. Closes HEAT ticket

See POL21 Remote and Ad Hoc Connectivity

Vendor Equipment Evaluation Checklist

GUI21A Guidelines to Secure Remote and Ad Hoc Devices

Network Access Acceptable Use Agreement
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PRO 24 Obtaining Exceptions to Information Security Policies

It is understood that different departments have differing business needs. These
differences might result in a need for exceptions to any of the policies recorded in
the Policies section of this handbook. Exceptions will be handled as follows:

Action By

Dept Mgmt or Assigns

Dept. IT Staff

Dept Mgmt or Assigns

Office of Information
Security (OIS)

Action

1. Receives information security policy clarifications or
revisions from OIS.

2. Determines through consultation with staff possible issues or
conflicts with business needs of the department/division.

3. Directs staff to research issues and alternatives and report
their findings.

4. Researches issues and alternatives.

5. Reports findings and recommendations to Dept
Management in a timely manner.

6. Analyzes findings and consults with staff.
7. Determines if there is a need to request exception.

7a. If need is established establishes justification and risk
mitigation.

8. Writes letter, email, or completes form requesting exception
from OIS.

NOTE: Request must contain justification and risk mitigation to
be considered.

9. Reviews request and makes determination within 5 working
days of receipt of request.

9a. If rejected meets with requesting management or designee
to discuss options and make final decision.

10. Maintains copy of request and determination.

See POL24 Policy Exceptions
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SECTION 3 — GUIDELINES

GUI 08 Monitoring of User Activity

As noted in POLO08, there is no expectation of privacy when using City owned
electronic equipment. There are many reasons that activity on the network and
on individually used digital equipment might need to be monitored and recorded.

Monitoring of activities may be done without notice to users when:

- Activity from an account prevents access to computing and network
resources by others;

- General usage patterns indicate that an account is responsible for
unacceptable activity;

- There is reasonable cause to believe that user has violated or is violating
policy or the law:

- It appears necessary to do so to protect the City from liability;

- Account activity is causing network interruptions or degradation of service;
or

- Itis required by and consistent with law.

Departmental IT Management and Human Resources staff are responsible for
deciding when and how to monitor user activity on City owned electronic
equipment. If an investigation is warranted they must follow the procedures as
outlined in the Digital Investigation Procedures document, a link to which can be
found in Appendix B — Related Documents.

See POL08 Monitoring of User Accounts, Files, and Access

Back to Table of Contents
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GUI 10A Classification of Data

While the City does not employ any official data classification system per se, the
following defined categories of data can be useful for System Owner/Operators
and Data Custodians to understand appropriate protection requirements.

PUBLIC: Information that is either approved for general access or by its
nature not necessary to protect and can be shared with anyone. This
would include general public information, published reference documents
(within copyright restrictions), open source materials, approved
promotional information, and press releases.

RESTRICTED: Information that is business data which is intended strictly
for use within the City. Although most all of this information is subject to
disclosure laws because of the City’s status as a public entity, it still
requires careful management and protection to ensure the integrity and
obligations of the City’s business operations and compliance
requirements. It also includes data associated with internal email systems
and City User account activity information.

CONFIDENTIAL: Information that is very sensitive in nature and requires
careful controls and protection. Unauthorized disclosure of this data could
seriously and adversely impact the City or interests of individuals and
organizations associated with the City. However, this information may be
subject to public disclosure laws. (See Link to State Disclosure Law in
Appendix B). However, this information may be subject to public disclosure laws.

Below is a “Quick Reference Matrix” for minimum security measures that should
be applied to systems hosting the three different data types described above. If
there is any question about the categorization of data, the default classification
category is “Restricted.”

(See next page)
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Data Classification Quick Reference Matrix for System Security Measures

DATATYPE 2 PUBLIC RESTRICTED CONFIDENTIAL
Access Control Limited to System
- ) Yes Yes
Measures Administration
Operatlng System Yes Yes Yes
Maintenance.
Logging Yes Yes Yes
Anti-Virus Measures Yes Yes Yes
Backup and Recovery Yes Yes Yes
Firewalls and IDS Optional Recommended Yes
Personally Identifiable
Information (PII) No No Yes
Credit _Car_d or Ban_k No NoO Yes
transaction information
Crltlc_al Infras_tructure No Recommended Yes
information
. Encryptlor_1 : No Recommended Yes
(During Transmission)
Encryption . .
(Storage) No Optional Optional
Authentication Limited to System Yes Yes (2-layer
Administration Minimum)
Physical Security Recommended Yes Yes

See POL10 Electronic Data and Records Management

Back to Table of Contents
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GUI 12A Assessing What Security Measures to Implement

All computer and data security measures are based on the functional nature and
degree of criticality of the computer systems, network resources, and data
involved. To assess what security measures should be implemented for a
computer, the questions to ask include:

What data is used and stored on it?

Who uses the system?

How do users access the system?

What functions does it provide?

What is the importance (criticality) of the functions?

What is the system’s connectivity to other networks and users?
Where is the system located?

Are there any related statutory and regulatory requirements involved?

Guidelines 12A — 12B address these questions and offer security measures and
practices to evaluate for potential use in protecting computer systems’
availability, confidentiality, and integrity. (See also, GUI 10A — Classification of
Data)

When assessing a system’s security needs, it is important to understand that all
of these measures and practices offer different protections against the many
risks and potential problems that exist. Taking the time to assess the security
needs of a computer system is a requirement for all system owners, operators
and data custodians. The only thing more important is ensuring the
implementation of the necessary measures.

See also: POL12 Access Controls

GUI12B Access Control Measures

GUI13A Operating System Maintenance

GUI13B Logging

GUI13C Antivirus Measures

GUI13D Backup, Recovery and Data Retention
GUI13E Firewalls and Intrusion Detection Security
GUI13F Encryption

GUI13G Authentication Mechanisms

GUI13H Use of Secure Protocols

GUI13I Use of Security Warning Banner
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GUI 12B Access Control Measures

As stated in POL12, all computing systems hosted on City networks must
support and comply with the following fundamental access control measures,
functions and operating principles:

¢ All systems are required to have a technical access control mechanism of
some kind that allows for authorization and allocation of system and data
resources to individual users. Access mechanisms can be mandatory,
transaction-based, role-based, time-based, user-based, or any other
reasonable control method appropriate for the systems functions (See GUI
13G — Authentication Mechanisms for more information).

e All system access accounts for Users must be based on a unique identifier
and no shared accounts are allowed except where authorized as an
exception by the System Owner/Operator.

e All Users’ system access will be based on the “principle of least privilege”
and the “principle of separation of duties” ((See Information Systems
Security Policy, Section 4 — DEFINITIONS)

e Computer applications that are developed for the system will be
developed and integrated such that individual User accountability is
maintained.

e Procedures must be in place for issuing, altering, and revoking access
privileges (account ID).

Management practices adopted to support the access control mechanisms
should be sensible, reasonably easy to maintain, and be auditable. They should
include an electronic or paper request and approval process for all accesses
established, modified, or terminated. The related System Owner/Operator and
Data Custodian should maintain this process. Also, the management practices
should include a regular review process of existing access accounts to make
sure they are still valid.

In addition to controls that are necessary for all systems, controls are particularly
important for systems and applications that host restricted or confidential data.
Data access privileges should be granted and system functions defined in a
manner that establishes all necessary separation of duties and helps prevent
potential fraudulent actions or compromise of data. The guiding rules for this are:

e All access to critical and sensitive servers or applications for
administrative purposes should require two-factor authentication.
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e All access to “personally identifiable information” (PIl) (See Section 4 —
Definitions) requires authentication at the individual user level.

¢ All access to network resources where sensitive data may reside on

connected system resources requires authentication at the individual user
level.

e Each user will be granted access only to those hosts, services, and data
for which that user has a legitimate need.

Access and privileges will be granted only for the period of time they are needed.

See POL12 Access Controls

Back to Table of Contents
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GUI 13A Operating System Maintenance

Because of the rapidly changing and vulnerable technology environment that
exists today, it is very important for System/Owner Operators to properly
maintain their systems. Computer systems are easily targeted and compromised
through network connections. If a system is not properly secured, the odds are
good that someone will compromise and exploit it.

While nothing short of physically disconnecting a system from the network will
guarantee that it cannot be broken into, a number of steps should be taken to
reduce the risks. The following are recommended basic maintenance practices:

Change default passwords, or disable all default accounts. Some
systems come with software installed that has password protection, but with
passwords that are set at the factory. These default passwords are widely
available online; if this account is left running with a password which was set
by the vendor, then the system is at a higher degree of risk for compromise.

Know what services should be running and which are actually running,
Many systems come with services enabled that don't need to be. If a system
is running an unknown service and a weakness is found in that service, the
security of the system is at risk. It is important for System Owners and
Operators know what is actually running on their system. If something is
running that isn’t needed, it should be turned off. It's better to start with
everything off and turn on the services that are needed than to start with
everything on and disable the services that are not needed.

Keep your operating system up-to-date. Vendors publish notices about
updates and patches. Systems should be kept up-to-date with security
patches as much as possible. Some operating systems come with utilities to
help keep them up to date; others require more manual labor. If this task
cannot be automated in the operating system, make sure there are
procedures in place to regularly check for current patches.

When possible, scan your own machine for vulnerabilities... Potential
intruders regularly scan networks for vulnerable machines. System Owners and
Operators should use scanning tools such as Nessus to scan their systems
before vulnerabilities are found by others.

See POL13 Systems and Network Security
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GUI 13B_Logging

Wise operation of a computer system and associated applications includes
prudent and sensible use of logging tools. While logging can be problematic in its
potential volume and usefulness of data collected, is important for System
Owners and Operators to take the time to evaluate their logging needs and
ensure that appropriate logging tools are implemented and maintained.

In addition to the logging itself, operational practices need to be implemented to
ensure regular review of the logs for anomalies and exception events that could
signal potential problems.

Logging efforts have value and are important for several reasons. In addition to
supporting audits of selected system activity, security measures, and controls, a
logging program also can help to resolve operational problems and contribute
valuable information to security incident investigations.

The following are recommended logging practices:

e System activity associated with all “system administrator” privileged user-
accounts should be logged.

e City Computer Systems that handle “restricted” or “confidential” data
should securely log all significant security relevant events. Examples of
security relevant events include: password guessing attempts, attempts to
use privileges that have not been authorized, modifications to system or
application software, and changes to user groups or accounts.

e Computer applications that support processing of “restricted” or
“confidential” data should log the following key user activity information:
1) User session activity including user-1ds, log-in date/time, log-out
date/time and applications invoked;
2) Changes to key application system files;
3) Additions and changes to the privileges of users; and
4) System start-ups and shut-downs.

It is important to establish appropriate retention practices for various logs. It is
recommended that logs containing security relevant events be retained for at
least one month or longer if feasible. These logs are important for system effort
correction, forensic auditing, security breach investigations, and related efforts. It
is important that stored logs must be secured such that they cannot be modified
and only authorized persons have access to them.
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See POL13 Systems and Network Security
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GUI 13C Antivirus Measures

It is well known that one of the major threats to computer systems and data is
exposure to malicious code. Viruses, worms, Trojan horse programs, and other
such threats are difficult to defend against and require a systematic approach to
mitigate the potential harm.

System Owners and Operators should install and maintain high quality anti-virus
systems on their file servers and ensure that all system-associated desktop
computers have the same kind of protection installed and maintained. System
Owners and Operators should be vigilant about loading all updates to the anti-
virus software as they become available.

In addition to anti-virus software, it is important for System Owner and Operators
to establish infection prevention and damage mitigation procedures that include:

e Scans of all diskettes and other portable storage media before they are
loaded into the system;

e Scans of all files downloaded from the Internet;

e Rules against the use of any software that is not obtained legally through
reliable sources; and

¢ Response procedures for dealing with infection or attack by malicious
software

e See POL13 Systems and Network Security

GUI 13D Backup, Recovery and Data Retention

In order to protect their computer systems and data, System Owners and
Operators must implement regular backup procedures. Regular backups of all
critical system software, applications, and data are necessary for both recovery
and compliance purposes. The frequency of these backup processes also should
be sufficient to support the documented contingency plans.

When choosing the location for the storage of backup media, it is important to
make certain that it is protected from access, change, or unwarranted
destruction. The level of security associated with the backups should be the
same as that for the disk copy. Additionally, backup media should be stored at a
separate “off site” location that is unlikely to be affected by any disasters befalling
the primary copy of the data.
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Data retention is a separate issue from backup. Backups rarely, if ever, should
be counted upon as the means for records retention management. City Data
Custodians, System Owner and Operators, and Users are obligated to
understand the nature of the data they generate, use, or store and to ensure that
they are managing that data in full compliance with all applicable laws and City
records management policies (for Records Retention information see Appendix
B- Relate Documents).

See POL13 Systems and Network Security

GUI 13E Firewalls and Intrusion Detection Security

At the City, effective host-based security measures are wise for System Owner
and Operators to deploy and maintain. System Owners and Operators must
consider carefully how they manage their network connectivity and what filtering
tools and rules work best for their computing needs.

The City has deployed firewall systems on the City’s network perimeter.
However, because of the complex computing environment that exists at the City
and the wide-range of computing services required, the City departments should
consider a layered defense that includes protection at the Internet, demilitarized
zone (DMZ), internal network segmentation, and host-based systems.

The following are recommended firewall and intrusion detection practices:

e Firewalls should be used to secure Internet connections;

Firewalls should be considered for any connection to other networks;

¢ A boundary firewall should be used at the Internet connection to create an
external DMZ;

o Servers accessible by the public should be placed on the DMZ so
they can be accessible as needed and still have some protections
from the firewall;

o Internal users should be protected from the external sources as
well as the DMZ by the firewall,

e Afirewall standard document should be created and maintained that
details firewall environment functions, file characteristics, network
applications matrix, and traffic handling policy;

¢ Firewall administration should be assigned to only qualified and dedicated
technical staff;

e Critical networks or hosts can be protected through the use of internal
firewalls or firebox systems;
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o Departments should carefully evaluate this option as a potential
extra layer of security;

e Remote locations should use personal firewalls and firewall appliances to
secure their connections;

¢ Network intrusion detection systems (IDS) should be used at external
connections as additional safeguards against attacks;

e Critical networks can be protected through the use of internal network-
based IDS or host-based IDS;

o Departments should carefully evaluate this option as a potential
extra layer of security;

e |IDS administration should be assigned to only qualified and dedicated
technical staff;

e Logs from the various firewalls and IDS systems that are installed and
maintained should be aggregated to a dedicated server to the extent
possible;

o This provides the ability to correlate suspicious activity as well as
one-stop monitoring for security event information

o This aggregate logging system needs to take into consideration the
sensitivity needs of the systems involved and provide appropriate
access controls;

e Automated alarms that initiate alerts to pager, email, and/or voice
message systems should be considered; and

e Appropriate incident response procedures and practices should be
developed and implemented to support firewall and IDS alerts.

Another option to consider for protecting the Users’ desktop systems is installing

"personal firewalls" (firewall rules which run on the client itself). There are several
types of these firewalls currently available and properly implemented they can be
very useful as part of a larger security strategy for a subnet.

Some personal firewall products also include Intrusion Detection System (IDS)
capabilities that might be useful. IDSs are often closely tied with firewall
implementations.

Besides host based IDSs, there are also some network-based systems. Again, it
is important that System Owners and Operators evaluate their specific security
requirements and understand if these systems offer any value to security
objectives.

See POL13 Systems and Network Security
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GUI 13F Encryption

Implemented and used wisely, encryption can support a variety of security
objectives for System Owners and Operators including authentication, integrity,
privacy, and non-repudiation objectives. However, there are some difficult
challenges for System Owners and Operators to effectively deploy encryption
tools and doing so will likely require careful review and consideration.

A few approaches to encryption are being used and explored at the City.
However, there are some difficult and substantial barriers to widespread
deployment. In addition, to the implementation issues with standards and
methods, encryption tools themselves can be abused by users potentially leading
to the loss of access to data, corruption of data, and other problems. System
Owners and Operators should not deploy encryption tools without implementing
strict use and management practices. Most importantly, System Owners and
Operators should never allow unauthorized encryption tools to be used on their
systems.

See POL13 Systems and Network Security

GUI 13G Authentication Mechanisms

A key security measure that System Owners and Operators need to implement is
a means to authenticate system users. There must be a systematic and reliable
method for establishing proof of identity. Authentication mechanisms are closely
woven into system access controls. For System Owners and Operators it is
important to remember the difference between authentication and authorization
mechanisms. One identifies a user and the other defines what the identified user
can access. Both sets of mechanisms need to be carefully implemented and
maintained.

There are essentially only three “ways” a user can prove their identity:

e With something they know.
(Technology translation: passwords, personal identification
numbers, pass phrases, secrets)
e With something they have.
(Technology translation: token, smart card, certificate, private key)
e With something they are.
(Technology translation: biometrics, activity signatures)
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The criticality of the computer systems and the sensitivity of the data determine
the kind of authentication process that should be implemented. Some
circumstances require the use of a two-layer approach to authenticate a user to a
system. This layered approach increases the difficulty for an unauthorized
person to fool the system’s authentication process.

System Owners and Operators and data custodians must evaluate their system’s
authentication requirements and implement the appropriate measures. This
evaluation process should not minimize the reality of the situation—existing
technologies are vulnerable and can be spoofed.

The most basic protections come from establishing systems and processes that
assure that good passwords are created, maintained, and correctly transmitted.
Software is available to force the choice of good passwords and check
periodically for weak ones. Passwords should be changed regularly. Only
protocols that encrypt passwords should be used to transmit them over the
network.

See: POL13 Systems and Network Security

STA13G Password Standard

GUI 13H Use of Secure Protocols

System Owners and Operators must be aware of sensitive data on their systems
and use secure protocols such as SSL, SSH or K5 to protect them in transit or for
access of services that require authentication.

See POL13 Systems and Network Security

GUI 131 _Use of Security Warning Banner
System Owners and Operators should use a banner similar to the one below:

WARNING

This is a proprietary system of the City of Seattle and is for use by
authorized individuals only.
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Use of this system or any other computer system of the City of Seattle constitutes
an express consent to monitoring at all times. If monitoring of any City system for
either administrative, enforcement, or management purposes reveals possible
violations of criminal statues, all relevant information may be provided to law
enforcement officials. Anyone using this or any other City computer system or
related information without proper authorization will be subject to possible
internal disciplinary actions, civil and/or criminal prosecution. By proceeding
beyond this screen you are acknowledging that you understand and accept the
content of this notice.

See POL13 Systems and Network Security

Back to Table of Contents
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GUI 13J Multifunction Device Configuration Guidelines

Devices that contain a modem or other external connection and contain an
operating system present a specific risk to the City's system due to the
connection between untrusted phone systems, the City's network, and the
vulnerability of the operating system.

To mitigate those risks, it is imperative that these types of devices (e.g.
multifunction printer/fax machines) be installed and configured carefully.
The following are recommended configuration guidelines for these types of
devices:

All administrative account passwords (i.e. ADMIN, MSHELL, LOCAL)
must be reset;
Any services not required must be turned off - these include:
SMTP;
FTP;
Telnet;
Bluetooth;

o and 802.11 (if equipped);
TCP/IP must be set as the only active protocol;
Enable restriction of IP's able to access device and restrict them to the
local segment;
Disable the ability for the device to store scanned documents locally;
Register the device per City Policy to SMTP(2) gateway, registering
Device Name and IP;
Reference the device manufacturer's security recommendations and apply
them as appropriate;
Document all install processes and security settings and keep this
document on file in your IT management offices for audit reference.

@)
@)
@)
@)

See also:

POL13 Systems and Network Security
STA13J Multifunction Device Configuration Standard

Back to Table of Contents

GUI13K Kiosk Computer Use Policy Guidelines
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Public Kiosks must contain a notice to users explaining their responsibilities and
the policies that apply to the usage of those systems. This notice should display
upon activation of the kiosk by any new user and should require their affirmative
agreement by their clicking on an 'Accept' or 'OK' button to proceed.

Suggested wording for this notice is as follows:
Title: "City of Seattle Kiosk Computer Use Policy"

This is a proprietary system of the City of Seattle and is for use by authorized
individuals only. Use of this system or any other computer system of the City of
Seattle constitutes an express consent to monitoring at all times. If monitoring of
any City system for either administrative, enforcement, or management purposes
reveals possible violations of criminal statutes, all relevant information may be
provided to law enforcement officials.

See also:

e POL13 Systems and Network Security
e STAI13K Kiosk Standard
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GUI 14 Physical Security Guidelines

To prevent portable electronic devices such as laptops, personal digital
assistants (PDASs), cell phones, or USB drives from being stolen or misused
requires keeping them physically secure.

Some examples and best practices would include:

Never leaving a portable electronic device unattended when you take
them outside the office;

Never leaving them in your hotel room or car (even in a locked trunk);
Never leaving them in checked luggage

Always locking laptops with a cable lock when they are on your desk at
work, or if you have to leave them in a hotel room, and

Storing them in a locked cabinet at work or at home when you are away.

Physical access control measures for City property should include:

Access control badges that are worn in plain site and are required for
entry into any area where City assets are located,;

Monitored video cameras in strategic locations to record activities;
Guards in all City buildings to monitor physical security, and

Monitoring of visitors including requiring registration, visitor badges and
escorts whenever they are in areas where City assets are located.

See POL14 Physical Security

Back to Table of Contents
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GUI 15 Suggested Components of User Termination Process

All City departments should establish and maintain all necessary processes and
procedures to properly and quickly close and remove all computing system and
network privileges and resources when an employee is separated. These
processes and procedures should include the following:

a. The separated employee’s immediate management will be
responsible for notifying all System Owner/Operators, or their
designated system administrator handling the computer or
communications accounts, to close all related accounts and remove
all access capabilities related to the terminated employee.

b. Separated employees may not retain, give away or remove from
City premises any City proprietary information (electronic or
hardcopy) other than personal copies of information disseminated
to the public and personal copies of correspondence directly related
to the terms and conditions of their employment. All other City
proprietary information in the custody of the departing employee
must be turned over to the employee’s immediate supervisor at the
time of departure.

c. Atthe time of separation, all City property must be returned. This
includes portable computers, printers, modems, software, cellular
telephones, digital pagers, PDA’s, documentation, building keys,
lock combinations, encryption keys, and magnetic access cards.

Back to Table of Contents

GUI16 Digital Investigation and Telephone/Billing Records
Request Guidelines

Nothing in these guidelines or the related procedures confers a right to privacy in
digital data upon any person.

The following guidelines will clarify the ways that digital investigations should be

requested:
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NOTE: General requests for telephone records and billing information are not
usually considered digital investigations and may not be subject to these same

guidelines and procedures. Please see the Guidelines Relating to Telephone

Call and Billing Records below for specific guidelines relating to those types of

requests.

Relevant Definitions

Appointing Authority: The head of a City department or agency, or that person's
designated management representative.

Auditing agency: A governmental agency with legal authority to conduct audits of
City records.

Auditing agency request: A request from an auditing agency made in connection with
an official audit. The term does not include requests from an auditing agency in its
capacity as an employer and related to internal personnel matters.

Civil litigation-related request: A request made by a named party to current civil
litigation.

Digital data: Any data or records in digital form contained on a computer or other
digital device or system owned, operated or controlled by the City.

Law enforcement request: A request for digital data from a law enforcement agency
made in connection with an official investigation into a violation of law for which
sanctions may be imposed, or of a court order imposed in a criminal case. The term does
not include requests from a law enforcement agency in its capacity as an employer and
related to internal personnel matters.

OIS: The Office of Information Security for the City of Seattle.

Public records request: A request for records under the Washington state Public
Records Act, RCW Ch. 42.17 (recodified as RCW Ch. 42.56 effective July 2006).

Telephone call and billing records: Reports concerning telephone billing, long-
distance toll calls, and equipment, line and service charges produced regularly as part of
the City's internal billing and accounting procedures.

Telephone data: Digital data relating to use of City owned, operated or controlled
telephone or other telecommunications equipment. The term includes but is not limited to
telephone call and billing records.
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Applicability

These guidelines and the related procedures are applicable to all users
(employees, contractors, and others) of City computing systems, networks, digital
information, and any other electronic processing or communications related

resources or services provided through the City.

General Guidelines Relating to All Investigation Requests

1. All requests must be directed to the OIS (Office of Information Security).

2. All requests must be in writing and submitted on an Investigation Request Form

3. All requests must comply with the law and with applicable City policies. These
policies include but are not limited to The City's Information Systems Security
Policy and Guidelines and the City's Information Technology Management and
Architecture Standards.

4. All requests must specify the digital data that is requested.

5. DolT will not conduct live monitoring of systems unless required as part of the
evidence collection procedures and specifically requested on the Investigation
Request Form.

Guidelines Relating to Telephone Call and Billing Records

1. Regular Distribution: DolT will distribute telephone call and billing records to
Department Telephone Coordinators monthly as part of the City's regular billing
and accounting procedures.

2. Employee Requests: Individual City employees may request telephone call and
billing data relating to their own call activity. The following procedures apply:

o The request must be for a lawful work-related purpose

o The request must be directed to DolT's Communications Technologies
Appointing Authority (or designee)

o The request shall be in writing, signed by the employee and the
employee's supervisor, and shall state the purpose for the request

o The employee's supervisor shall submit the request through the employee's
departmental telephone coordinator or appointing authority
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3. Telephone coordinator requests: Department Telephone coordinators may
request data on behalf of others or to fulfill their obligations as a telephone
coordinator. The following procedures apply:

O
@)

The request must be for a lawful work-related purpose

The request must be directed to DolT's Communications Technologies
Appointing Authority (or designee)

The request shall be in writing, signed by the employee and the
employee's supervisor unless the coordinator is employed at an
Appointing Authority level or above, and shall state the purpose for the
request

4. Other requests: All other requests for telephone call and billing records must
follow the guidelines and procedures listed below in the "Releases of Digital Data
& Inititation of Digital Investigations" section.

Releases of Digital Data & Inititation of Digital Investigations

NOTE: Except as set out in the preceding sections regarding general guidelines

and guidelines for telephone records above, DolT will release digital data or

initiate a digital investigation only under the following circumstances:

1. Internal Departmental Requests:

o

May be made for any City purpose, including but not limited to systems
administration, monitoring employee use, and investigating alleged
employee malfeasance

Must comply with City policies

Must be initiated and signed by the appointing authority

Must be signed and approved by the appropriate departmental human
resources representative

Must state the reason for the request and explain how the request complies
with City policies

2. Law enforcement requests:

o

May be made only in connection with an official investigation into a
suspected violation of law for which sanctions may be imposed, or a
suspected violation of a court order or judgment in a criminal case; and
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must state facts sufficient to allow the OIS to determine that it has been
made for this purpose

Must state the specific legal authority that allows the requester to have
access to the data requested

Must include any court order, search warrant, subpoena or any other
compulsory legal process authorizing the request

Must state that the request is made in connection with an official and
authorized law-enforcement function

Must be signed by an authorized representative of the law enforcement
agency making the request

NOTE: The City reserves the right to determine whether it will voluntarily
provide digital data in response to any law enforcement request, or will
require compulsory legal process.

3. Auditing Agency requests:

@)

May be made only in connection with an official audit that the auditing
agency has the legal authority to conduct, and must state facts sufficient to
allow the OIS to determine that it has been made for this purpose

Must state the specific legal authority that allows the auditing agency to
have access to the data requested

Must state that the request is made in connection with an official and
authorized auditing function

Must be signed by an authorized representative of the auditing agency
making the request

4. Litigation Related requests:

o

May be made only by a named party (or their legal representatives) to
current litigation

Must include the case number and named parties to the litigation
Must be signed by an attorney representing the requesting party

Must be accompanied by a duly-issued subpoena duces tecum or valid
discovery request

NOTE: Requests from City of Seattle Law office attorneys (or their assigns)
may be exempted from the requirement for a subpoena or discovery request
at the discretion of the OIS and as part of a litigation hold order, public
disclosure response, or other evidence preservation request.
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See POL16 Policy Enforcement.

See PRO16 Digital Investigation Procedures





http://inweb/technology_security/policies/ISSP_POL16.htm
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GUI 17A Prohibited Uses of City-owned Digital Equipment

City equipment may not be used for any of the following purposes as defined by
City policy, ethics rules and City and State laws (this is not necessarily an all
inclusive list — others may apply and the user is charged with using discretion):
- conducting private business;
- political campaigning;
- announcing union membership meetings or conducting other exclusively
union business;
- making unauthorized general message distributions to all users
(“everyone”);
- sharing or storing unlicensed software or audio/video files;
- or any other illegal usage.

See POL17 Acceptable Use of City Digital Equipment, Internet Access,

Electronic Communications and Other Applications

GUI 17B Installation of Hardware/Software

Only software or hardware that meets the City’s defined standards (see Appendix
B — Related Documents) will be installed unless an exception has been
documented in writing.

This includes but is not limited to applications specifically designed to
communicate electronically. Electronic communication technology poses a
particular security risk due to the two-way nature of these applications.

Examples of electronic communication technology requiring a written exception
include instant messaging (IM), voice over IP (VoIP), and Internet Relay Chat
(IRC). To obtain an exception see PRO24 Obtaining Exceptions to Information
Security Policies.

See POL17 Acceptable Use of City Digital Equipment, Internet Access,

Electronic Communications and Other Applications





http://inweb/technology_security/policies/ISSP_POL17.htm
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GUI 17C Use of Bandwidth Intensive Application/Features

Use of video, audio, image storage, etc. can put a strain on the available
resources of the City's networks and bandwidth. The Office of Information
Security reserves the right to require a review of any usage that is discovered to
have strained the City's resources.

Users should work with their IT management to establish the resource and
bandwidth requirements of any new applications or systems. In collaboration with
departmental IT management all new applications or projects should be
assessed for any possible negative effects due to resource strain. If it is
suspected that strain could be caused by the proposed application or system, it
should be reviewed and approved in writing by the CTO as required in

Paragraph 4 of POL17 Acceptable Use of City Digital Equipment, Internet

Access, Electronic Communications and Other Applications

GUI 17D Guidance on De-Minimus Use of City Digital Equipment

To the extent permitted by your department’s policies, you may use City owned
digital equipment, access to the Internet, and other applications including e-mail
and other authorized electronic communications such as Instant Messaging, to
announce or distribute notice of departmental or personal events of interest to
your co-workers. However, all messages announcing or promoting an event such
as a training opportunity, charitable fund raising campaign or other presentation
must be approved by a designated management representative before they are
disseminated universally across any e-mail facility.

You may also use these resources to schedule personal appointments and for
other reasonable personal purposes as long as such use is incidental and does
not interfere with your workload, as determined by your supervisor.

See POL17 Acceptable Use of City Digital Equipment, Internet Access,

Electronic Communications and Other Applications

Back to Table of Contents
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GUI 18A Individual Screening of E-Malil

Users are allowed under this policy to screen unwanted e-mail from, or to
automate filing of, their individual e-mail accounts using methods including:

- the employment of automated e-mail screening rules;

- the use of mailbox proxies (for example, the granting of permissions to
another user or users to objects in a mailbox);

- or other manual or automated screening techniques that are consistent
with all other citywide and department standards

See POL18 Rules Specific to Electronic Communication Usage

GUI 18B Guidance for Sending Public Electronic
Communications

Care must be taken when sending electronic communications from the City of
Seattle to the public. It is the responsibility of every user to understand and
comply with the City’s published Privacy Policy and this Information Security
policy when doing so (See Appendix B — Related Documents). To ensure all
such communications are consistent with those policies requires:

- the intended recipient specifically request (“opt-in”) to receive the
communication from the City;

- the proper protection of personally identifiable information- such as a
person’s e-mail address;

o For instance senders of public e-mail broadcasts must take steps to
conceal the intended recipients e-mail address from others
receiving the broadcast (this can most easily be accomplished
through the use of the blind carbon copy (BCC) feature).

o Users of other electronic communications, such as Instant
Messaging should never reveal their buddy lists or communicate
with unknown users.

See POL18 Rules Specific to Electronic Communication Usage

GUI 18C Guidelines for General Distribution Message Within or
Between City Departments

It is sometimes necessary to inform a department of news of interest or
importance to all users. When this is the case, care must be taken that any such
messages are approved by the departmental management.





http://inweb/technology_security/policies/ISSP_POL18.htm
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All general broadcast messages to be sent to all users of a department by
another department must be cleared by the receiving department

The message must be forwarded first to the Departmental e-mail Administrator of

that department, so that it can be reviewed and approved and properly staged
and transmitted so as to not disrupt normal e-mail operations.

For more information see Sending Broadcast Messages to City Employees.

See POL18 Rules Specific to Electronic Communication Usage.

Back to Table of Contents

GUI20C Guidelines for Initiation of Pre-acquisition Meeting

In any type of cyber event that requires acquisition of digital data it is important to
carefully define the scope of the acquisition and ensure that the right subject
matter experts and technicians have been consulted. It is equally important to
track who will be responsible for the acquisition and monitor the timely

completion of that task.

The first step is to create an appointment at the earliest possible time using the

City's messaging and calendaring system. Use the pre-acquisition meeting form

to track the responsibilities of the aquiring technicians. To do so you must
consider who should be involved in the meeting. The following guidelines are

suggestions for some of the possible event types:

Cyber Incident Response

1. The participants for the Cyber Incident Response Triage team will have already
have been engaged in most cases. The Incident Commander should be consulted
to request a member of his/her team attend the pre-acquisition meeting.





http://inweb/technology/tech_infra/messaging/broadcast.htm
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2. Any subject matter experts from the affected departments should be invited.
These could include desktop support, network services, messaging teams,
database administrators, telephone services, server admins, etc.

3. IT Management from the affected department should be invited.
Litigation Hold

1. The attorney(s) and/or their paralegal(s) who have initiated the litigation hold
must be invited.

2. Any subject matter experts from the affected departments should be invited.
These could include desktop support, network services, messaging teams,
database administrators, telephone services, server admins, etc.

3. IT Management from the affected department should be invited.
4. Citywide messaging and possibly server and/or database support may need to be

invited, depending on the specific request from Law - you should consult with the
attorney or their paralegal if it is not clear from the litigation hold memo.

Public Disclosure Request

1. The affected department's and/or the Mayor's office public disclosure officer must
be invited.

2. The Law department's public disclosure attorneys may need to be invited - you
should check with them and/or with the departmental public disclosure officer to
see if they need to be present.

3. Any subject matter experts from the affected departments should be invited.
These could include desktop support, network services, messaging teams,
database administrators, telephone services, server admins, etc.

4. 1T Management from the affected department should be invited.

5. Citywide messaging and possibly server and/or database support may need to be
invited, depending on the specific request.

Digital Investigation

NOTE: All digital investigations requiring the acquisition of any type of
electronically stored information must have been initiated using the process
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outlined here. As this process requires the signature of HR and the departmental

Appointing Authority, and also requires specifics of the investigation parameters,

this meeting may not be necessary and/or may be conducted more simply via

phone or email communications. However, if a meeting is appropriate these

guidelines would apply.

1.

2.

The affected department's Human Resources staff must be invited.

Any subject matter experts from the affected departments should be invited.
These could include desktop support, network services, messaging teams,
database administrators, telephone services, server admins, etc.

IT Management from the affected department should be invited.

Citywide messaging and possibly server and/or database support may need to be
invited, depending on the specific investigation request.

NOTE: Refer to the Citywide Information Technology Alert Database for contact

information for all departmental IT staff.

See POL20 Virus/Malware Protection

See PRO20C Cyber Event Management Procedure
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GUI 21a Guidelines to Secure Remote and Ad Hoc Devices

1. Departments authorizing remote and ad hoc connections should establish
appropriate connectivity management processes that will, at a minimum,
audit and monitor for anti-virus signatures and required operating system
patches.

2. Departments authorizing remote and ad hoc connections should scan
computing devices for the existence of malicious code and programs

3. Ad hoc users who are connected the Network should not be connected to
any other network at the same time

4. Dual homing (see Section 4 — Definitions) is an unsafe connectivity
practice and is allowed only on an exception basis
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SECTION 4 — STANDARDS
STA13A Desktop/Laptop Standards

Desktop and laptop standards for the City of Seattle are developed, maintained
and disseminated by the Desktop Team (DTT).
Those standards are located here in pdf format.
See also:
e« POL13 Systems and Network Security

STA13G Password Standard

A strong password is an imperative authentication control for all City systems.
The following standards must be followed for any City systems connected to the
network:

e All passwords must contain a minimum of eight (8) characters;

o Password expiration will be set to a 45 day timeout period;

e No re-use will be allowed of the last 10 passwords;

e A one (1) day lockout will be configured to ensue after five (5)

unsuccessful password attempts.

See also:

e POL13 Systems and Network Security

STA13J Multifunction Device Configuration Standard

Devices that contain a modem or other external connection and contain an
operating system present a specific risk to the City's system due to the
connection between untrusted phone systems, the City's network, and the
vulnerability of the operating system.
The following standards must be followed when deploying these devices in any
City department or facilities:
e All administrative account passwords (i.e. ADMIN, MSHELL, LOCAL)
must be reset;
e Any services not required must be turned off - these include:
SMTP;
FTP;
Telnet;
Bluetooth;
o and 802.11 (if equipped);
e TCP/IP must be set as the only active protocol;
o Enable restriction of IP's able to access device and restrict them to the
local segment;

@)
O
@)
O
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o Disable the ability for the device to store scanned documents locally;

» Register the device per City Policy to SMTP(2) gateway, registering
Device Name and IP;

» Reference the device manufacturer's security recommendations and apply
them as appropriate;

o Document all install processes and security settings and keep this
document on file in your IT management offices for audit reference.

See also:
e« POL13 Systems and Network Security
e GUI13J Multifunction Device Configuration Guidelines

STA13K Kiosk Standard

This document sets forth the standards associated with the City of Seattle departmental
kiosks. This standard applies to all departments that utilize kiosks for public access to
City applications.

Enforcement

Deviations from this standard should be preceded by an approved documented exception.
Violation(s) of this standard will result in a denial of authorization to deploy and manage
kiosk projects.

Basic Controls

The following are basic requirements for all kiosk systems in use by City of Seattle
departments, regardless of the classification of the information being managed:

e The kiosk must be physically secured, so that computer equipment may not be
easily removed. The kiosk must be in plain sight of City employees. The kiosk
must be in a locked area after business hours, or must be removed to a locked area

e The kiosk must be a single-application workstation, and the browser must be
locked down to a minimum number of web application destinations

o Office equipment that is peripheral to the kiosk (such as printers) must be secured
using standard configuration guidelines

e A 'Computer Use Policy' notice must be prominently displayed on all kiosk
systems. A user should be required to read and affirm they have read and
understood this policy before access to the kiosk system is granted. See GUI13K
Kiosk Computer Use Policy Guidelines for an example of suggested wording for
this policy notice.

System Controls

e The kiosk computer's BIOS password protection must be enabled

e The kiosk must run the City operating system image that has been configured
specifically for kiosk applications (see Standard Kiosk Image Configuration
Procedure for details)

e The system must have backups, patches and antivirus controls managed by the
Department of Information Technology

Network Controls
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The kiosk traffic must be proxied through a system where access-controls may be
enforced

Port security must be used at the switch where the kiosk is connected to the City
network

The kiosks must be on a private VLAN, reserved for kiosk traffic only; the
primary vlan is designated 4093, the isolated vlan is designated 4092. The
primary is mapped to the isolated

Monitoring and Record Retention

Security Monitoring: The Office of Information Security will monitor kiosk
traffic for indicators of compromised systems or unauthorized activities

Network Monitoring: The Department of Information Technology's
Communication Technologies division will monitor the health and performance
aspects of the kiosk

Record Retention: Records of public access to City of Seattle information
processing resources through kiosks should be retained for a period determined by
State of Washington requirements

See also:

POL13 Systems and Network Security
Standard Kiosk Image Configuration Procedure
GUI13K Kiosk Computer Use Policy Guidelines

STA23 Web Application Code Review Standard

A security review by the Office of Information Security should be considered,
early in its life cycle, for any City owned and/or maintained application that faces
the Internet. A security review is required for any application that meets the City's
WALD or MITIE guidelines (see Web Application Layered Defense (WALD)
Procedures document).

Additionally, Internet-facing applications are required to undergo security testing
prior to being approved for deployment - even if the application does not meet
the requirements for MITIE oversight.

The following standards must be followed for completing these reviews:

When an alpha version of the application is completed, it must be
compiled in a binary format with all debug flags set, according to the
specifications outlined in our code review vendor's guidelines.

The current standard vendor for code reviews is Veracode - the compiled
alpha version of all web facing applications must be submitted to
Veracode for a full review as soon as possible in the project life cycle.
Project managers will be responsible for mitigation of all vulnerabilities
noted in the Veracode review report.
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e The Office of Information Security will review all reports and mitigations for
completion, and will be available to project managers for information
security consultation.

e Any applications that meet the WALD or MITIE (see Web Application
Layered Defense (WALD) Procedures document) criteria require a final
sign off from the Office of Information Security before they may proceed to
the next level of development, QA, or deployment into production.

e The Office of Information Security, may at its discretion, require further
code reviews or penetration tests, including but not limited to follow-up
code reviews, and/or dynamic penetration testing and code review by
Veracode or other vendors.

See also:

e POL23 Web Application Deployment

e STA23A Web Application Architecture Standard

e STA23B Web Services Architecture Standard

e Web Application Layered Defense (WALD) Procedures document

STA23A Web Application Architecture Standard

Any City owned and/or maintained application that faces the Internet must
comply with the Web Application Architecture Standard as referenced here: Web
Application Architecture Standard document.
See also:

e POL23 Web Application Deployment

e STA23 Web Application Code Review Standard

e STA23B Web Services Architecture Standard

e Web Application Layered Defense (WALD) Procedures document

STA23B Web Services Architecture Standard

Any City owned and/or maintained application that faces the Internet must
comply with the Web Service Architecture Standard as referenced here: Web
Services Architecture Security Standard, version 1.
See also:

e POL23 Web Application Deployment

e STA23 Web Application Code Review Standard

e STA23A Web Application Architecture Standard

e Web Application Layered Defense (WALD) Procedures document
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SECTION 5 — DEFINITIONS

The following terms are found in this policy document:

802.11x: A generic term used to describe any of the currently deployed wireless
standards (currently this includes 802.11a, 802.11b, 802.11g, and 802.11n)

Acceptable Use Agreement: An agreement outlining policies, guidelines,
responsibilities for Authorized Users granted remote access to the Network. The
Agreement must be signed and returned to the granting department.

Access Control: Physical, procedural and/or electronic mechanism which ensures that
only those who are authorized to view, update and/or delete data can access that data.

Ad Hoc Connectivity: Plugging an ad hoc device directly into the Network or another
City owned workstation while on City premises for the purposes of accessing City
applications, the Internet and/or other City data resources.

Top of Definitions Section

Ad Hoc Device: City or non-City owned devices that have not been connected to the
Network within the preceding month or a specific period of time designated by
departmental policy. Because they have not been connected, they are considered
“untrusted” and assumed to be non-compliant with current patching levels.

Ad Hoc User: Employees, contractors, business partners, etc., who are not Authorized
Users, but have a need, on a temporary basis, to connect to the City network to conduct
City business.

Applications Software: Applications software comprises programs designed for an end
user, such as word processors, database systems, and spreadsheet programs.

Authentication: A systematic method for establishing proof of identity.

Authorization: The process of giving someone permission to do or have something; a
system administrator defines for the system which users are allowed access to the
system and what privileges are assigned.

Authorized User: A City permanent or temporary employee who has been granted the
use of a wireless enabled computing device in order to conduct City business.

Availability: The assurance that a computer system is accessible by authorized users
whenever needed or as pre-defined.

Breach: An incident that compromises the confidentiality, integrity or accessibility of
data on any City owned system. A “reportable” security breach is defined by Washington
State Law as noted in POL 11 in this handbook.
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Top of Definitions Section

Cable Modem: Cable companies such as Comcast provide Internet access over Cable
TV coaxial cable. A cable modem accepts this coaxial cable and can receive data from
the Internet at over 1.5 Mbps. Cable is currently available only in certain communities.

Cyber Incident Response Plan: The Cyber Incident Response Plan outlines the
responsibilities and procedures for responding to any event that significantly impacts or
threatens the City’s information systems.

Cyber Incident Response Team (CIRT): A team of departmental IT staff and managers
from all City departments, who have been selected to work with the command staff on
any formal cyber incident.

Cyber Incident Response Triage Team: A small select group of Information Security
staff representing a cross section of different departments whose task is to establish the
severity of any threatening event and decide whether to initiate the Cyber Incident
Response Plan.

CISO: Chief Information Security Officer

Common Criteria for Information Security Evaluation: A comprehensive specification
(aligned with the I1SO IS 15408) that first defines the targeted environment and then
specifies the security requirements necessary to counter threats inherent in that
environment.

Top of Definitions Section

Computing Device: A device such as a desktop, laptop, handheld, or notebook
computer, Personal Digital Assistant (PDA), or a server.

Confidentiality: An attribute of information. Confidential information is sensitive or
secret information, or information whose unauthorized disclosure could be harmful or
prejudicial.

Connectivity Management: Controlled access to Network resources by allowing only
computing devices that fully comply with established criteria; that is, current operating
system patch levels, up-to-date virus signatures and the absence of specific worm, virus,
or Trojan malware. Ad hoc devices will be denied access or will be quarantined in a
holding queue. Connectivity management can be achieved through combinations of
process, procedures, and hardware/software.

Contracted Vendor: A vendor who, through agreement and contract with the City, will
provide technical support on City applications or software via a remote connection on the
Network.

Cookie: A small text file that is sent to a user’'s computer by the server that the user is
visiting. This file can record preferences and other data about the user’s visit to a
particular site. Cookies often are used for long-term data collection. Short-term cookies
might be used for things like authentication in “single sign-on” services.

Cost-effective: To deliver desired results in beneficial financial terms.
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Top of Definitions Section

Critical Patches: In this document, the term is used to prioritize patches that are
determined, by City of Seattle technical staff. Generally, this rating should correspond to
patch ratings offered by vendors; however, in some cases, this may not always hold true
specific to the City’s technical environment.

Data Custodians: Individuals who have been officially designated as being accountable
for protecting the confidentiality of specific data that is transmitted, used, and stored on a
system or systems within a department or administrative agency of the City.

Data Storage Device: A device that may or may not have intelligence that is connected
to the Network via a network port, or by insertion into a computing device port that is
connected to the Network. These devices are generally used to store data.

Decryption: The process of turning unreadable cipher text into readable text.

Device: Any piece of hardware that uses system or application software to logically
connect to an IP address within the Network. Examples are laptop, desktop, or notebook
computers, PDA’s, digital cameras, or servers.

Top of Definitions Section

Dial-up: A method of communicating via telephone lines. The modem modulates the
digital data of computers into analog signals to send over the telephone lines, then
demodulates back into digital signals to be read by the computer on the other end; thus
the name "modem" for modulator/demodulator.

Dual Homing: Having concurrent connectivity to more than one network from a
computer or network device.

Examples include but are not limited to:

1. Connecting a server to two different networks using two network interface
cards (NIC).

2. Connecting a computer to a City provided DSL, ISDN, or cable modem
AND concurrently connecting to a public ISP, a bulletin board, or a family
member’s network via modem or publicly provisioned broadband.

3. Configuring an ISDN router to dial into City and an ISP, depending on
packet destination.

4. Connecting a computing device to the Network and concurrently using a
modem to connect to another network (whether wired or wireless).

Due Care: Due care is the collective steps that an organization must take to properly
protect its networks, computer systems and the data that resides on them.

DSL: Digital Subscriber Line (DSL) is a form of high-speed Internet access competing
with cable modems. DSL works over standard phone lines and supports data speeds of
over 1.5 Mbps downstream (to the user) and slower speeds upstream (to the Internet).
Top of Definitions Section
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DMZ - De-Militarized Zone: A separate part of an organization's network which is
shielded and 'cut off ' from the main corporate network and its systems. The DMZ
contains technical equipment to prevent access from external parties (say on the
Internet) from gaining access to your main systems.. A DMZ is not a single security
component; it signifies a capability. Within the DMZ will be found firewalls, choke and
access routers, front-end and back-end servers. Essentially, the DMZ provides multi-
layer filtering and screening to completely block off access to the corporate network and
data. And, even where a legitimate and authorized external query requests corporate
data, no direct connection will be permitted from the external client, only a back-end
server will issue the request (which may require additional authentication) from the
internal corporate network. However, the extent to which you permit corporate data to be
accessible from and by external sources will depend upon the value of the Business
Assets which could be placed at (additional) risk by allowing access to (even) pre-
specified data types

Encryption: The process of turning readable text into unreadable cipher text.

Firewalls: Are policy-based filtering systems (composed of both hardware and
software) which control and restrict the flow of data between networked computer
systems. Firewalls establish a physical or logical perimeter where selected types of
network traffic may be blocked. Blocking policies are typically based on computer IP
addresses or protocol type of application (e.g. web access or file transfer). Types of
firewalls relevant to this policy include:

o Dedicated firewalls protecting network gateways
e Proxy servers
¢ Routers acting as firewalls

Top of Definitions Section

Forensics (computer): The discipline of dissecting computer storage media, log
analysis, and general systems and data examination to find evidence of computer crime
or other violations of law or policy.

Frame Relay: A method of communication that incrementally can go from the speed of
an ISDN to the speed of a T1 line. Frame relay has a flat-rate billing charge instead of a
per time usage. Frame relay connects via the telephone company's network.

Holding Queue: A logical network location for ad hoc devices that contains compliance
remediation services. This holding queue will be separated from the Network such that
non-compliant devices cannot affect or infect other computing devices or Network
resources. This queue may be a single disconnected PC, that ad hoc devices can be
connected to, or a VLAN with server remediation services.

Host-based Intrusion Detection System HIDS): (See IDS) A Host IDS (HIDS) is set up
to detect illegal actions within the host computer. Most IDS programs typically use
signatures of known cracker attempts to signal an alert. Others look for deviations of the
normal routine as indications of an attack.
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Incident Response: The ability to respond appropriately and completely to any
incidents, situational compromises, or threats from any source at anytime.

Information Technology Managers: Individuals within the City who are accountable for
the operational decisions about the use and management of a computing system. (See
also, system owners).

Integrity: The condition of data or a system, which is that it remains intact, unaltered,
and hence reliable.

Internet: The Internet is made up of computers in more than 100 countries covering
commercial, academic and government endeavors. Originally developed for the US
military, the Internet has become widely used for academic and commercial research.
Users have access to unpublished data and journals on a huge variety of subjects.
Today, the Internet has become commercialized into a worldwide information highway,
providing access to information on every subject known to humankind.

Intrusion Detection System (IDS): A security management system that gathers and
analyzes information from various areas within a computer or a network to identify
possible security breaches, which include both intrusions (attack from outside the
organization) and misuse (attacks from within the organization).
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ISDN: Integrated Services Digital Network. Provides for point to point data transmission
at 128K bps. ISDN users must connect to a host, which is also capable of ISDN
connection using an adaptor. The reliability of ISDN is not questioned, however, it is
relatively expensive and is being eclipsed by the recent growth in broadband Digital
Subscriber Line (DSL) technology.

ISP: An Internet Service Provider - commonly referred to as an 'ISP', is a company
which provides individuals and organizations access to the Internet, plus a range of
standard services such as e-mail and the hosting (running) of personal and corporate
Web sites. The larger ISPs will offer a range of access methods including telephone,
leased line, ISDN or the newer DSL (ADSL) circuits and will be connected to ‘backbone'
high speed digital circuits which form the Internet itself. ISPs usually charge a tariff for
their services although income can be derived from various sources of advertising and
portal activities. Occasionally an ISP are referred to as IAP - an Internet Access provider

LAN: A home or office network operated within one location. This may comprise one or
more adjacent buildings, but a local network will normally be connected by fixed wires.
For purposes of this policy, a router that connects multiple computing devices at home is
considered a LAN.

Remote Access: Any access to the City’s network through a non-city controlled network,
device, or medium.
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Network-based Intrusion Detection System (NIDS): (See IDS & HIDS) A Network IDS
(NIDS) is designed to support multiple hosts, whereas a Host IDS (HIDS) is set up to
detect illegal actions within the host computer. Most IDS programs typically use
signatures of known cracker attempts to signal an alert. Others look for deviations of the
normal routine as indications of an attack.

Non-repudiation: A mutually agreed process, secured evidence, or other method of
operation which provides for proof of receipt or protection from denial of an electronic
transaction or other activity.

Off Site: A location separate and distinct from the area in which something, such as a
computer, is located. Frequently referred to when considering backup storage.

OIS: Office of Information Security. Consisting of the Chief Information Security Officer,
Deputy Chief Information Security Officer and any assigned staff.

Ownership: The term that signifies decision-making authority and accountability for a
given span of control.

Perimeter Security: The ability to protect the outer limits of a network, or a physical
area, or both.
Top of Definitions Section

Personally Identifiable Information: specific data, elements of non-specific aggregate
data, or other information which is tied to, or which otherwise identifies, an individual or
provides information about an individual in a way that is reasonably likely to enable
identification of a person as an individual and make personal information about them
known.

Principle of Least Privilege: An operations principle that requires access privileges for
any user to be limited to only what they need to have (nothing in addition) to be able to
complete their assigned duties or functions.

Principle of Separation of Duties: An operations principle that requires that whenever
practical, no one person should be responsible for completing or controlling a task, or set
of tasks, from beginning to end when it involves the potential for fraud, abuse or other
harm.

Privacy: An individual right to be left alone; to withdraw from the influences of his or her
environment; to be secluded, not annoyed, and not intruded upon; to be protected
against the misuse or abuse of something legally owned by an individual or normally
considered by society to be his or her property.

Privacy Statement: Sometimes referred to as a privacy policy, a privacy statement is
posted on an organization's Web site to notify visitors of the types of information being
collected and what will be done with the information.
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Page 100 of 107
Information Systems Security Policy
Handbook
SECTION 5 — DEFINITIONS

Proxy Server: A proxy server is a computer network service which allows workstation
web browsing clients to make indirect web (or other network) connections to other web
services or pages. A client connects to the proxy server, and then requests a
connection, file, or other resource available on a different server. This can be legitimately
used to increase security by giving administrators a way to control Internet access and
network connections. However, it can also be used to bypass legitimate controls by re-
directing service or web browsing requests around enterprise servers.

Remote Access: Any access to the City’s network through a non-city controlled
network, device, or medium.

Risk Management: A comprehensive methodology that strives to balance risks against
benefits in a pre-defined environment.

Security: An attribute of information systems which includes specific policy-based
mechanisms and assurances for protecting the confidentiality and integrity of
information, the availability and functionality of critical services and the privacy of
individuals.

Security Guidelines: Recommended actions and/or industry best practices that should
be used as a compass by users, IT staff, and others regarding security practices.
Guidelines are not considered compulsory but instead treated as recommendations.
Top of Definitions Section

Security Policy: Set of organizational rules and specified or implied practices that
regulate how an organization manages, protects and uses its information systems
assets and data. These are rigid and must be complied with and any exceptions to them
documented, reviewed and approved. A Security Policy works as a blueprint for an
organizations security program.

Security Standards: Rules indicating how and what kind of software, hardware,
databases and business practices should be implemented, used and maintained to meet
security and operational objectives. Standards are normally considered compulsory like
policy statements.

Service Pack: A service pack is an update to an operating system or application that
includes coding and feature enhancements or revisions. It can also address security
vulnerabilities as part of its package of revisions.

Split Tunnel: This term has meaning only for VPN tunnels. It is the definition of how
network traffic is handled by a remote end of a VPN tunnel. If using a split tunnel, then
traffic bound for the City’s network uses the VPN tunnel and traffic bound for anywhere
else, is not sent to the city, but rather is handled as normal by the ISP. If not using split
tunnel, then when the tunnel is up, any traffic from the remote computing device is sent
through the tunnel and handled by the City network. The choice of using a split tunnel or
not is NOT configurable by the VPN client.
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Spoofing: The interception, alteration, and retransmission of data (in an attempt) to fool
the recipient.

SSL VPN: A secure socket layer (SSL) VPN tunneling method that employs SSL
encryption protocol.

System: A network, computer, software package, or other entity for which there can be
security concerns.

System Administrators: Individuals who support the operations and integrity of
computing systems and their use. These activities might include system installation,
configuration, integration, maintenance, security management, and problem analysis
and recovery. In an inter-networked computing environment, managing the computer
network often is their responsibility.

System Management: The activities performed by systems administrators.

System Owners: Individuals within the City who are accountable for the budget,
management, and use of one or more electronic information systems or electronic
applications that are associated with the City.
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System Operators: Individuals within the City who are accountable for the operational
decisions about the use and management of a computing system. (See also, system
owners).

Systems Software: Systems software refers to the operating system and all utility
programs that control computer resources. For purposes of this policy, it also covers
firmware, or "embedded" software, such as the software that runs on a Dell remote
access card, which has a web server embedded within the card itself.

Untrusted Image: A file containing an operating system, applications, services etc. that
is used to custom configure a computing device specific to the needs of a particular
organization. An untrusted image file is one that has not been updated to current
patching and virus signature levels and is therefore untrusted and should not be used.

Users: Any individual that has been granted privileges and access to City computing
and network services, applications, resources, and information.

VLAN: Short for virtual LAN, a network of computers that behave as if they are
connected to the same wire even though they may actually be physically located on
different segments of a Local Area Network (LAN). VLANSs are configured through
software rather than hardware, which makes them extremely flexible. One of the biggest
advantages of VLANSs is that when a computer is physically moved to another location, it
can stay on the same VLAN without any hardware reconfiguration

VPN: A Virtual Private Network (VPN) tunnel is a method for accessing a remote
network via "tunneling” through the Internet.
Top of Definitions Section
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Wired: Generally refers to the physical cabling in a network. “Over the wire” means
transmitting the signal onto the physical medium. Increasingly, the wire is not longer
metal, but glass. In this policy, a “wired” connection is one that is connected directly to
the City’s backbone network without having passed through any wireless or Internet
connection.

Wireless: Radio transmission via the airwaves. Various communications techniques are
used to provide wireless transmission, including infrared line of sight, cellular,
microwave, Bluetooth, satellite, packet radio and spread spectrum. This policy covers
the use of any wireless technologies used or contemplated for use in City
communications or IT systems.

Top of Definitions Section
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Owning Organization: City of Seattle DolT Office of Information Security (OIS)

Update Cycle: To be reviewed annually for possible changes or considered for
change at any time if requested.
Record of Versions:

Version Status/Comments Date
Updated Matched up with changes to html version on InWeb | 10/21/09
Re-write v4.3 Clarifications in VPN procedures & VPN

8/1/07
Acceptable Use Sample
Re-write v4.2 Clarifications in Remote Ad Hoc procedures
: 6/19/07
section by DRM
Re-write v4.1 Clarifications and grammatical edits by DRM 6/1/07
Re-write v.4 Rewritten for policy standardization by David
: 5/24/07
Matthews (no substantive changes)
Re-write v3.1e | Minor re-writes for clarification — sign off by CTO 4/25/07
Final v 3.1d Reviewed by OIS, ITSB and accepted by CTO 1/2/2007
Draftv 3.1c Tech Council and ITSB changes incorporated 12/20/06
Draftv 3.1 ITSB changes incorporated by David Matthews 11/17/06
Draftv 2.1 ITSB changes incorporated by David Matthews 10/15/06
Draftv. 1.1 ITSB changes incorporated by David Matthews 9/15/06
Review by ITSB 9/7/06
Draft V 1.0 Written by David Matthews (replacing ISSP v.2 8/25/06

adopted October 2003)
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APPENDIX A —= REGULATORY AND COMPLIANCE
REQUIREMENTS

The information contained in Appendix A is for the reader’s convenience only. It should be
understood that the City makes no representation as to the completeness, accuracy, or currency
of the materials.

City, State and Federal statues and regulations that directly or indirectly affect City of
Seattle’s information systems security program include:

Seattle Municipal Code

- SMC 14.04 — relating to fair employment practices
- SMC 14.12 - relating to the collection of criminal information

Revised Code of Washington (RCW)

RCW 40.14 - relating to records management, retention and destruction.

RCW 42.17.020 — relating to public records “writing” inclusive of graphics and computer
records.

RCW 42.17.310 — relating to private and vital public records that are exempt from
disclosure.

RCW 5.60.060 — relating to communications made to a public officer in official
confidence, when the public interest would suffer by disclosure.

RCW 42.52.050 — relating to confidential information records improperly concealed.
RCW 42.52.260 — relating to documents and indexes to be made public.

Chapter 70.02 RCW - Uniform Health Care Information Act

RCW 71.05.390 - 420 — relating to mental health records.

RCW 71.34.200 — relating to mental health care record of juveniles

RCW 70.24.105 - relating to HIV/STD information

RCW 9.73 — Privacy Act

RCW 19.190.020 - Unsolicited Electronic Mail Act

RCW 9A.48.100 — Malicious Mischief

RCW 9A.52.110, 120, 130 — Computer Trespass

Washington Administrative Code (WAC)

WAC 478-250 - relating to governance for indexing of public records.
WAC 478- 276 — relating to governance for access to public records.
WAC 292.130 - relating to protection and management of public records.

United States Code (U.S.C.)

(5 U.S.C. § 552a) Privacy Act — relating to the collection, notification, disclosure, and
handling requirements of personal data.

(18 U.S.C. § 2701, et seq.) Electronic Communications Privacy Act — relating to
prohibitions for persons tampering with computers or accessing certain computerized
records, without authorization. The act also prohibits providers of electronic
communications services from disclosing the contents of stored communications.

(Pub, Law No. 104-191 88 262,264: C.F.R. 88 160-164) Health Insurance Portability and
Accountability Act — relating to the security and privacy of individually identifiable health
information that is maintained or transmitted by a covered entity. Also it requires these
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covered entities to apply many of its provisions to their business associates, researchers,
employers and others.

(42 U.S.C. § 242m) - relating to prohibitions of disclosure of data collected by the
National Centers for Heath Services Research and for Health Statistics that would
identify an individual in any way.

(21 U.S.C. § 1175; 42 U.S.C. § 290dd-3) Drug and Alcoholism Abuse Confidentiality
Statutes — relating to prohibition of disclosure of information collected for federally funded
research and treatment of drug abuse and alcoholism.

(5 U.S.C. § 552) Freedom of Information Act [FOIA] — relating to provisions for access to
many types of records that are exempt from access under the Privacy Act, including
many categories of personal information.

(39 U.S.C. § 3623) Mail Privacy Statute — relating to prohibitions of opening mail without
a search warrant or the addressee’s consent.

(29 U.S.C. § 1025, et seq.) Employee Retirement Income Security Act - relating to
employer requirements to provide employees access to information about their accrued
retirement benefits.

(42 U.S.C. § 2000e, et seq.) Equal Employment Opportunity Act — relating to restrictions
on the collection and use of information that would result in employment discrimination on
the basis of race, sex, religion, national origin and a variety of other characteristics.

(18 U.S.C. § 1029) Fraud and Related Activity in Connection with Access Devices —
relating to prohibitions and penalties associated with unauthorized possession and
fraudulent use of access tokens, passwords, etc.

(18 U.S.C. § 1030) Fraud and Related Activity in Connection with Computers —related to
prohibitions of unauthorized access and use of electronic systems.

(18 U.S.C. § 1362) Communication Lines, Stations, or Systems — relating to prohibitions
of malicious or willful destruction or intent to destroy or disrupt communications systems
within the U.S.

(18 U.S.C. 88 2510, et seq.; 47 U.S.C. § 605) Wiretap Statutes — relating to prohibitions
of the use of eavesdropping technology and the interception of electronic mail, radio
communications, data transmission and telephone calls without consent.

(18 U.S.C. § 2703) Requirements for Government Access —relating to rules for
government agencies for obtaining disclosure of an electronic communication from a
provider of such services.

(47 U.S.C. § 1001) Communications Assistance for Law Enforcement — relating to
preserving law enforcements ability to engage in lawful electronic surveillance in the face
of new technological developments.

(15 U.S.C. 88 6501 et seq. 16 C.F.R. § 312) Children’s Online Privacy Protection Act of
1998 - relating to requirements that a web site directed at children under 13 years of age
to obtain “verifiable parental consent” before collection personal information from
children.

(H.R. 3162) "Uniting and Strengthening America by Providing Appropriate Tools Required
to Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001" — relating to a
variety of special laws specific to countering terrorist acts including expanded
investigative options for law enforcement.

28 CFR Part 20, Section 20.33 and elsewhere —relating to restrictions on criminal history
records remaining in control of criminal justice agencies.

(17 U.S.C 8 101, et. Seq) — relating to the Copyright Act

Note: Also, to be included in this section of the listing are statutes and promulgated regulations
related to NERC, FERC, WECC, GISRA and other energy sector related rules that could affect
technology security policy.
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Other primary authorities to be considered for conforming to best practices and strategic
planning include:

e OMB Circular NO. A-130. This Circular provides uniform information resources
management policies as required by many Federal Executive Orders and Acts including:
44 U.S.C. 35 — Paperwork Reduction Act of 1980, 5 U.S.C. 552a — The Privacy Act, 40
U.S.C. 759 — The Computer Security Act of 1987.

e NCQA Advisory Information System Standards (based on work presented in HEDIS
Volume 4: A Roadmap for Information Systems

e NAIC Health Information Privacy Model Act (1998)

Additional Information Sources Regarding Policy formulation:

e National Institute of Standards and Technology (NIST) Engineering Principles for IT
Security.

e NIST Special Publications 800-12, 800-14, 800-16

e US DHHS OIG Audit Practices

¢ National Research Council report For the Record: Protecting Electronic Health
Information (1997)

e Common Criteria ...specifically:

- The Common Criteria for Information Technology Security Evaluation (CC), version 2.1/aligned
with 1ISO IS 15408 (last updated: 19 September 2000)

- Guide for Production of Protection Profiles and Security, Preliminary Draft Technical Report
(PDTR) (last updated: 01 January 2000)

- CSPP - Guidance for COTS Security Protection Profiles, version 1.0 NISTIR 6462 (final
document: 01 January 2000)

- CSPP-0S Operating System Protection Profile, draft version 0.3, (last updated: 01 April 2000)
- Role-Based Access Control (RBAC) Protection Profile, final version 1.0

- Federal Government Firewall Protection Profiles, draft version based on CC version 2.0

- SCPP — Smart Card Security Users Group Protection Profile, version 2.0 (last updated: 01 June
2000

Note: All Common Criteria are established and maintained by processes and oversight of:

The Communications Security Establishment (CSE), Canada

The Central Service for Information Systems Security (CSISS), France
The German Information Security Agency (GISA), Germany

The National Communications Security Agency (NCSA), Netherlands
The Communications—Electronics Security Group (CESG), UK

The National Institute of Standards and Technology (NIST), United States
The National Security Agency (NSA), United States

(Years ago, these organizations recognized a growing need for a common set of security criteria.
This collaborative effort produced a set of standards for building and evaluating security
standards, environments, and systems. These Common Criteria have now become an important
authority and are being used to support legislated and regulatory standards at the national and
international level. The City can anticipate that all efforts to comply with the Common Criteria will
be beneficial on several technical and business levels.)
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APPENDIX B — RELATED DOCUMENTS

System Administrator Code of Ethics

Digital Investigation Procedures:
http://inweb/technology security/Word/Investigation-Procedures.doc

Desktop and Laptop Standards (including configuration)
http://inweb/citytech/infrastructure/Distributed Computing/Desktop and %20Lap
top %20Standards %20Final.DOC

Records Retention
http://inweb/clerk/RecordsManagement/RecordsRetentionSchedule.htm

Personnel Rule 1.1 — Workplace Harassment
http://inweb/personnel/policy/rule 1.1.asp

Online Privacy Policy
http://www.cityofseattle.net/pan/privacypol.htm

Web Application Layered Defense (WALD) Procedures document
http://inweb/technology security/word/WALD%20Config%20v4-2a.doc

Modification Changes Checklist for Applications moving to WALD
http://inweb/citytech/projects/WALD/ChangeChecklist

Production Readiness Assessment
http://inweb/citytech/projects/WALD/pra.doc
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Information Systems Security Policy Contacts

Please direct questions about Information Systems Security Policy to
OlS@seattle.gov

Michael Hamilton, Chief Information Security Officer

David Matthews, Deputy Information Security Officer
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