City of Seattle Request for Proposal #POL-200
Addendum 

Updated 1/21/11

The following is additional information regarding Request for Proposal #POL-200, titled: Digital Evidence Management System that was released on 12/22/10.  The due date and time for responses is herby changed to 2/17/11 at 4:30pm (Pacific).  This addendum includes revisions to the RFP.  This addendum is hereby made part of the ITB/RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	
	
	
	
	The Schedule of Events has been changed as follows:
1. The date of the “Pre-Proposal Conference” is changed from 1/05/11 to 1/10/11.  The time remains at 10:00am (Pacific)

2. The “Deadline for Questions” is changed from 1/12/11 to 1/18/11.

	2
	1/03/11
	1/14/11
	Functionality–User Matrix, Tab 5 of the Technical Response

  

The only numbers listed are for the “Maximum Number of Users.”

In order to properly size the system we will also need to know the expected number of SIMULTANEOUS USERS for each particular function.

	Without knowing the vendor’s product license model it is difficult to answer this question.    I have added a row in the matrix with the best information I have at the time.  It will be important that we be able to work with the vendor to define their recommended license count if concurrent licensing is implemented.
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	3
	1/03/11
	1/14/11
	Minimum Requirements, Tab 1 of the Technical Response

1.01 Provide a full feature digital evidence management solution . . . provide case management, workflow, and chain of custody.
Can the City elaborate on its concept of “case management” in this and the reference in Section 2.06?  We understand that it uses Versaterm for records management and wonder how this differs.


	Case Management is to mean the association of digital assets with a case, and the management of those assets as individuals as well as grouped by associated case and tracking all actions of assets associated with a particular case.  This system is not expected to replace the functionality of the City’s RMS or CAD system.
	

	4
	1/03/11
	1/21/11
	Minimum Requirements, Tab 1 of the Technical Response

1.14 The System Software must support Seattle Police Department’s Security and Access Protocols.

Other than Active Directory (3.15) are their other Security and Access Protocols that we should be aware of in responding to this requirement? 


	 Security and Access Protocols are described in Technical Questions, 3.15, 3.16, 3.30.  As such, it is removed from the Minimum Requirements section.

	Delete 1.14 from the Minimum Requirements of the Technical Response.

	5
	1/03/11
	1/14/11
	Functional Requirements, Tab 2 of the Technical Response
2.11 Describe your Chain of Custody Solution as it pertains to prevention data integrity.

What is meant by “prevention data integrity?”


	This is a typographical error.  It should read “ Describe your Chain of Custody Solution as it pertains to data integrity”

	Section 9.6 Technical Response,
Functional Requirements, Tab 2

Item 2.11

Delete the word “prevention”

	6

	1/03/11
	1/14/11
	Functional Requirements, Tab 2 of the Technical Response

2.28 Does your system include the ability to transcribe audio files? . . . 

What User Group might use the transcription software, if offered?


	There are administrative assistants within the Seattle Police Department which perform transcriptions.  Also the Prosecutors office, both with the City and County perform these functions.
	

	7
	1/03/11
	1/14/11
	Functional Requirements, Tab 2 of the Technical Response

2.40  Are the request features available in the web browser interface?

Is it possible to clarify who might request something?  What might they request?  Of whom would they request?


	Any user of the system might interact with the web browser interface, but the specific target of this interface are users outside of Seattle Police – the prosecutors, both City and County.  They would be identifying specific digital evidence and requesting prints, CDS, etc.  The work would be performed by the Photo lab group but it is important to identify the work by Case and evidence item.  Description of the services and a 2 way exchange of information is also desired.

	

	8
	1/03/11
	1/14/11
	Technical Requirements, Tab 3 of the Technical Response
3.31 Does the application have the capability to “alert”, for example via email or snmp trap?

Can the City indicate the circumstances around which you might envision an alert being issued?  To whom would alerts be sent?


	If the application encounters an error during backend processing that is potentially fatal – e.g. disk full, unable to open log file.
These emails would be sent to an emails address to a technical system admin group.
	

	9
	1/03/11
	1/14/11
	Technical Requirements, Tab 3 of the Technical Response
3.40  Is the application capable of delegated administration for user provisioning?

What is meant by “user provisioning?”


	Creating and managing user accounts within the system.
	

	10
	1/03/11
	1/14/11
	Technical Requirements, Tab 3 of the Technical Response
3.46  Is the application capable of digital transaction signatures?
To what types of transactions does the application envision attaching digital signatures?


	Transfer of data from one machine to another, any data exchange or interface with other systems.

	

	11
	1/03/11
	1/14/11
	Functionality - User Matrix, Tab 5 of the Technical Response
Download vs. Burn CD
Can the Department expand upon the rationale behind allowing the burning of a CD but not downloading a file?  Once burned the user can copy from a CD.


	Burning of a CD would write to a specific type of device.  Downloading a copy is a generic save.  While we understand it is possible to save a copy from a CD, the type of function is first important to audit and second a separate type of function.  Detectives may opt to save a local copy to upload into bulletins, etc.  
	

	12
	1/03/11
	1/14/11
	Functionality - User Matrix, Tab 5 of the Technical Response
User Activity Report vs. Usage reports

Can the City expand on each and distinguish how the Usage report differs from the user activity report?  


	User activity reports are who has done what, when.  Usage reports  would be specific to a resource – license, disk space, database space, etc.
	

	13
	1/07/11
	1/14/11
	Proposal Submission 

Can the Electronic CD copy of the response include a combined PDF of all response forms, or will we need to include each section as a separate file in its native format? (For example; Technical Responses as an Excel spreadsheet)


	A combined PDF file is acceptable.
	

	14
	1/07/11
	1/14/11
	Proposal Format
1) Should responses be added directly to the forms, unless "attachment" is specified? For example, on the "Management Response" form under Company Experience - should we respond directly on the form (which would impact page numbering) or include all responses as attachments?

2) When we are including an attachment, is it ok to add a statement such as "Refer to Section 5.2" as a response on the form?

3) On the Technical Response form, how should we handle when a response will not fit in the maximum space allowed in the Excel spreadsheet? Can we refer you to the section where a more detailed response will be located?

4) The Technical Response form was formatted for legal-sized paper.  Is it ok to re-format to fit letter size?

5) Is it ok to add brochures or other materials as appendices?  


	1. Responses should be added directly to the forms unless attachments are specified.

2. Make section references on any attachments.

3. Information that cannot be contained within Excel can be included as referenced documents.
Yes
Yes

	

	15
	1/07/11
	1/14/11
	Cyber Training Requirement as stated in Contract

Can the City of Seattle provide more information as to the content and expense of this training?

	Cyber Security training would be provided by the City of Seattle at their option based on the evaluation of materials provided by the vendor.  The training would be 1 hour annually.    
	

	16
	1/07/11
	1/14/11
	Back Ground Check Process as stated in Contract

The contract does not state if there are any fees associated with the back grounding process.  Can you provide further detail?  What is the process for back grounding individuals?  Do they have to come onsite?  Will background check personnel come to DataWorks Plus to conduct the checks?  How do we account for personnel such as support that ‘may’ need to come in contact with the system for irregular instances?


	There are no fees associated with background checks.  There is a form to be filled out and individuals need to be fingerprinted.  Fingerprints can be done either onsite in Seattle or arrangements can be made for them to be obtained at a location convenient to the vendor.  Any person with hands on access to any Seattle Police Department systems and data must go through this process.
	

	17
	1/07/11
	1/14/11
	Management Response

1.  References Licensing and Taxation system, can we assume you meant Digital Evidence Management system?

2. Under Current Commitments; do you want vendor’s highest dollar contracts for any/all products or specifically for the product relating to the DEMS system?


	1. Your assumption is correct.
2. For any/all products your company is currently committed to.
	Management Response, Section 9.5

Under “Company Organization”, 2nd line. 
Replace Licensing and Taxation” with “Digital Evidence Management “



	18
	1/07/11
	1/14/11
	Requirements worksheet

Can you provide more information on the Blue Arc Mass Storage Device?  Is it a standard SAN or NAS device?  Can you clarify if you want the vendor to utilize this device as primary or back up storage?


	It is a standard NAS device.  It also supports ISCSI.

We prefer that the vendors use this device as primary and back up storage.  Our Blue Arc has disaster recovery built in so that can work for the backup depending on the vendor’s solution.


	

	19
	1/07/11
	1/14/11
	Can the City of Seattle provide any further clarification on how much disk space they would like the system initially equipped with?

	We expect the system to start with 5 TB of data and consume up to 15 TB over the next couple of years.  We expect that this space will be on the Department’s Blue Arc mass storage system and not hardware provided by the vendor.  If the question is directed at the server specs to support the applications, the vendors should estimate whatever is required for their recommended configuration
	

	20
	1/07/11
	1/14/11
	The Technical Response asks for detailed information as to the architecture and methodologies employed in the system.

These types of questions are problematic on many levels.  Not the least of which is that allowing such information to become part of the “Public Record” jeopardizes the very security of the data that the City of Seattle is attempting to protect with the system.  Detailed disclosure of system architecture and design elements creates something of a roadmap for individuals with bad intent!  Open source systems do not provide adequate security suitable for law enforcement needs.  To that end our systems are capable of providing numerous other data protection functionalities not requested and in the case of data encryption specifically rejected...
There are also several items that our competitors would love to know about our systems, since several feature sets and system capabilities are only available through us.  Our competitors have coveted many of our advance features but they’ve been unable to duplicate these extremely desirable features after over a decade of trying.

We are highly motivated to find a way that would satisfy Seattle PD’s need to know. We have attached a copy of the “technical response” section and highlighted some of the areas of concern.  We have also responded to some of these questions with the only language that we possibly could in its present form.  We cannot, however, provide the specific and detailed information as requested by this document and would be forced not to participate without modification.
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We assume that these questions were included in order to assure your IT department that the data will always be assessable even if someday the prevailing provider was no longer in business. . 

Without our data protection protocols the City of Seattle can be exposed to civil liabilities for potential leakage of sensitive data as have happened to other agencies in recent years. 


	There is a judgment call on how much detail needs to be explained.  It is reasonable to provide some sense of how things work. 
	

	21
	1/11/11
	1/14/11
	According to the Addendum dated 12/29/2010, the deadline for submitting questions for the RFP was postponed for one week, thereby postponing the posting of answers to posed questions. Given the change for question submittal, can the responses also be postponed one week as well, from February 2nd to February 9th?

	The “Answers to Questions Posted” did not change and remains 1/19/11. Therefore, the due date for proposals remains 2/02/11.
	

	22
	1/11/11
	1/14/11
	In Reference to Section 9.5: Management Response on Page 18 (Company Organization – Question #1)

1) Please clarify what is meant by, “employees associated with Licensing and Taxation systems? 
	See answer to Questions 17.

	

	23
	1/11/11
	1/14/11
	In Reference to Section 9.6: Technical Response on Page 18 (Functionality – User Matrix tab)

1) What is the total number of desired concurrent users for web access?

2) Will all thirteen Latent Print Examiners need to process/enhance latent prints?

3) In reference to modify (enhance prints), is Adobe Photoshop the desired software or is Photoshop Elements sufficient?

4) What is a COC Report? Please provide clarification of the content, and of the desired intent of its use within the Digital Evidence Management System.

5) Please provide further clarification as to what is meant by the functionality request “disposition”?

6) What is the total number of transcription stations? Also, what is the total number of headphones and foot pedals per station to be included in the RFP?

7) What is the total number of acquire stations desired for this project? Also, is it desirable to have the ability to acquire remotely i.e. from police vehicles (either as an option for this bid or as a future upgrade to the system)?


	1.  It depends on the functionality accessible in the web interface.  External users -  10 concurrent users
2. Twelve  examiners need to process/enhance latent prints
3.  Adobe photo shop is desired but Photoshop elements could work.
4.  COC – chain of custody – who did what with a particular digital asset or each asset within a case. This is provided routinely to the prosecutors and for discovery.

5.  Disposition – from the age and disposition of the cases archive evidence from the system.
6.   2 transcription stations, 1 foot pedal and 1 head phone per station.
7. 10 upload stations throughout the department.  It is desirable to be able to upload from some desktops as well.  Remote (wireless) upload would be a future option in 2+ years.


	

	24
	1/11/11
	1/14/11
	In Reference to Section 9.7: Pricing Response on Page 18 (Pricing Model tab)

1) Is CSI Latent Software, intended just for image processing/enhancement i.e. Adobe Photoshop or is it intended to interface with the City’s AFIS system?

2) Is a software only solution acceptable; if the Vendor provides detailed specifications of hardware requirements?


	1. The former – image processing
enhancement?
2.  A software only solution is perfectly acceptable.  We are asking for quotes or specs for the recommended hardware for the vendor solution even for SW only solutions  
	

	25
	1/18/11
	1/21/11
	The submittal check list indicates on Page 19 bottom two lines that both a Proposed Maintenance Support Agreement” and a “Proposed Licensing Agreement” are required.

However, on Page 10, Section 8.13 Contract Terms and Conditions (last paragraph) it states: 

“The City will not sign a licensing or maintenance agreement supplied by the vendor.  If the vendor requires the City to consider otherwise, the vendor is to supply this as a requested exception to the Contract and it will be considered in the same manner as other exceptions.”

Can the City clarify this apparent contradiction?


	 Page 19, “Submittal Checklist “ has been revised to delete the requirement for vendors to submit the Proposed Maintenance Support Agreement and the Proposed Licensing Agreement.  Page 10, Section 8.13 Contract Terms and Conditions, the last paragraph remains unchanged.


	Page 19 of the RFP, “Submittal Checklist”
Delete last two rows labeled:

“Proposed Maintenance Support Agreement”

“Proposed Licensing Agreement”



	26
	1/18/11
	1/21/11
	Technical Requirement 3.21 “ Is the application capable of sync/replications to a remote site?”

Can the City indicate what it has in mind, in the light of the previous Section 3.20 where it asks about being capable of “high availability configuration?”


	The City is interested in knowing to what extend the application is written to operate in a failover or load balanced 
pair.


	

	27
	1/18/11
	1/21/11
	Functional Requirements 2.32 “Describe the process for adding film & Polaroid photos to the system.”

Are these photos to be added digitally or does the City want to store them physically and keep a record of them?


	Ideally both.  We would be adding the images digitally as our main use case.  


Additionally, we currently have a database which records the location and metadata of physical Polaroid film images.  We would like to be able to import this information if possible.
	

	28
	1/18/11
	1/21/11
	Will answers to oral questions from the Pre-Proposal Conference, as opposed to written questions which had been submitted earlier, be included in those answered on January 19?


	There were technical difficulties recording the questions and answers at the pre-proposal conference.  The deadline for questions is extended to allow prospective proposers to submit those questions asked at the conference or any new questions.
	Face Page of the RFP, “Schedule of Events” is hereby revised.  See the embedded document below.
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	29
	1/18/11
	1/21/11
	Under functional requirements 2.40 it states "Are the work request features available in the web browser interface."  Can you explain what the work request features are?


	Work request features are the features and functions that allow users in the system to identify digital assets individually or by case or other grouping, review these and communicate a request to the photo lab – for instance, review the photos for a case, identify 7/10 and submit a request to the photo lab for these to be burned to a CD, printed on 8/10 for court, etc

	

	30
	1/13/11
	1/21/11
	In the final embedded document “Terms and Conditions” page 16 Item 37. Intellectual Property Rights essentially conveys ownership of anything we would develop in the process of completing your system.  There are several areas (for example watermarking) that we hold extensive expertise in but that have never been included into our systems.  Building this feature set for Seattle would be an easy thing for us but many of our other customers may also want to use this feature.  Confusing ownership of any technology developed by our engineers is frankly walk away language for us. Allowing us to retain ownership will be good for the public and for the country as these features will be made available to all agencies in later versions of our product. It also helps the city of Seattle since other features requested by our other customers are made available to Seattle in software updates. Allowing us to own these features helps everybody in our user base.

We understand that you would want to retain ownership of “one-off” type software developed solely and specifically for your department.  But our software is already widely used by hundreds of Police organizations.  We cannot enter into any contract that suggests confusion over Intellectual Property Rights.  We ask that this provision be stricken.

	No.  The City will not strike this provision.  If vendors would like to request an exception, vendors should follow the guidelines established in Section 9.8 of the RFP.


	

	31
	1/13/11
	1/21/11
	In the RFP itself, Item 8.13 “Contract Terms and Conditions” section states that “Under no circumstances shall vendor submit its own boilerplate of terms and conditions.”  As is standard in the software industry, End User License Agreements are required upon the installation of software.  These “EULAs” are the prevailing legal authority with respect to the ownership and usage of the software.  Conflicts between vendor Terms and Conditions and Buyer’s Terms and Conditions are not acceptable!

Corporate liability insurance is often based on the standing of the EULA in order to establish the acceptable levels of risk the insurance companies are willing to accept.  Alterations of these Terms and Conditions are often grounds for revocation.  Under no circumstances will we defer the authority of its EULA to contractual “Terms and Conditions” (particularly when those very Terms and Conditions call question to the ownership of its own Intellectual Property). Our liability insurance company AND our Errors and Omissions Insurance both specifically approved our standard EULA and require that it applies across our entire user base. Our company does not have the authority to have different terms at each of our several hundred customer locations. Our two insurance companies contractually require that the wording in our EULA supersede any other contract terms and conditions.  We ask that this provision be stricken.

	No.  The City will not strike this provision.  If vendors wish to include provisions of their license/maintenance and support agreements in the City’s terms and conditions, vendors should follow the guidelines established in Section 9.8 of the RFP


	

	32
	1/13/11
	1/21/11
	On Page 3, section 5.2 there is a section requiring out of state companies to register for business licenses in Seattle. This is a well researched area and the definition of “substantial nexus” has been settled many times over every single decade dating back to the Eisenhower Administration. Taking business trips into a city for less than 14 consecutive calendars days per year does not constitute a “substantial nexus” in the City of Seattle. Doing installation and / or classes in a city where the employees are present for less than 14 consecutive days in Seattle does not constitute a “substantial nexus” if the employees are based elsewhere.  We ask that this provision be stricken.

	No. The City will not strike this provision.  As instructed in Section 5.7 of the RFP, direct any and all inquiries regarding City of Seattle Business License Requirements to the City of Seattle Revenue and Consumer Affairs.


	

	33
	
	
	
	
	Section 8.9  “Proposal Format”, first bullet, add the following:

“The use of 8 ½  x 14 “ legal size paper is acceptable, if needed, in  the proposer’s response.”  




Page 1 of 18

Functionality - User Matrix

		Functionality		User Groups

		Photos, Audio, Video		Patrol		Photo Lab		Latent Print		CSI		Homicide		Arson/ Bomb		Traffic		TCI		Detectives (other)		Admin (UOF)		Gang		PRU		Legal		Command Staff		Media Library		Seattle Law		KC Prosc		Seattle Fire		Records

		Upload Images		X		X		X		X		X		X		X		X		X		X		X								X						X

		Upload Audio		X		X		X		X		X		X		X		X		X		X		X														X

		Upload Video		X		X		X		X		X		X		X		X		X		X		X														X

		View/Listen		On upload		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		Print				X		X		X		X		X				Watermark		Watermark		Watermark		Watermark						Watermark		X		X		X		Watermark		X

		Download				X		X		X		Certain Users		Certain Users																		X

		Burn CD				X		X														X		X		X		X				X		X		X		X		X

		Request Photo Lab		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		Modify				X		X																								X

		Transcribe &  Save																		X		X												X		X

		User Admin				X

		COC Report		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		User Activity Report				X																								X

		Usage Reports				X

		Search				X		X		X		X		X		X		X		X		X		X		X		X		X		X						X

		Document/ File Upload																																						X

		Disposition				X

		Purge				X

		Process Work Requests				X		X		X

		Non Case Library				X								X				X						X								X

		Access Privatized Cases				X		X		X																								X		X

		Mark Cases as Private				X		X		X		X		X		X		X		X				X																X



		Max Users		900		8		13		7		19		8		50		10		40		20		20		14		3		12		30		15		15		15		50

		Concurrent Users		30		6		7		3		2		1		5		1		8		1		2		3		0		1		4		5		5		2		5
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City of Seattle

Request for Proposal #POL-200

 Digital Evidence Management System 


Closing Date & Time:  February 17th, 2011 4:30PM


		Schedule of Events

		Date



		RFP Issued

		12/22/10



		Optional Pre-Proposal Conference 

		1/10/11 10:00AM



		Deadline for Questions

		1/27/11



		Answers to Questions Posted

		2/03/11



		Sealed Proposals Due to the City

		2/17/11



		Proposal Evaluations Concluded

		3/03/11



		Announce Top Ranked Proposer(s) Continuing to Round 3 Demonstrations

		3/04/11



		Software Demonstrations 

		3/11/11



		Announce Successful Proposer

		3/18/11



		Contract Award

		4/01/11





The City reserves the right to modify this schedule at the City’s discretion.  Notification of changes in the response due date would be posted on the City website or as otherwise stated herein.


All times are Pacific time.

PROPOSALS MUST BE RECEIVED ON OR BEFORE THE DUE DATE AND TIME AT THIS LOCATION:


If delivered by the U.S. Postal Service, it must be addressed to:
 

Michael Mears
 

City of Seattle Purchasing & Contracting Svcs

PO Box 94687


Seattle, WA  98124-4687

If delivered by a courier, overnight delivery or other service, address to
 

Michael Mears
 

City of Seattle Purchasing & Contracting Svcs




Seattle Municipal Tower




700 5th Ave., #4112


Seattle, WA  98104-5042



_1356267943.xls
Minimum Requirements

		

		Req ID						Type		Requirement		Reviewer Comments				Available in Standard System		Available with Customization		Not Available		Proposer's Response

		1.01						Min Req		Provide a full feature digital evidence management solution allowing users to upload files to a dedicated Kiosk, PC workstation and laptop for storage, provide case management, workflow and chain of custody.

		1.02						Min Req		Include upload and management of electronic media & data formats such as images, video, audio, PDF, XML, documents, and other computer storage files.

		1.03						Min Req		In addition to the standard client interface, there must be a web based end-user interface that is compatible with Internet Explorer 8.0.   The primary purpose this  interface is to provide limited access to users outside of SPD.

		1.04						Min Req		The system must work easily and efficiently with an excess of 20 TB of data.

		1.05						Min Req		The system must utilize SPD's Blue Arc mass storage device.

		1.06						Min Req		Must provide a maintenance contract covering parts and labor, service calls and labor required for warranty replacement parts.

		1.07						Min Req		The proposal must include support for one non-production environment.  This system will be used for testing.

		1.08						Min Req		All data stored in the system must be stored in the native format and not encrypted.

		1.09						Min Req		All data stored within the system must be accessible to the Department either directly or using an API provided by the vendor.

		1.10						Min Req		Any customizations made to the system by the vendor must be supported with new versions of the product.

		1.11						Min Req		System training and materials for system administrators.

		1.12						Min Req		Provide a user manual on each piece of equipment and software installed in system.

		1.13						Min Req		SPD must maintain an ADMIN account on the system hardware for maintenance, audit and support.

		1.14						Min Req		The System software must support Seattle Police Department’s Security and Access protocols.		need to provide document

		1.15						Min Req		Must provide English speaking technical support.



&LTechnical Response&C&"-,Bold"Minimum Requirements&RRFP# POL-200



Functional Requirements

		Req ID						Type		Requirement				Available in Standard System		Available with Customization		Not Available		Propser's Response

		2.01						Question		Does your system provide the ability to limit the file types uploaded into the system by user group?    Is this feature configurable by the system administrator?  Please describe.

		2.02						Question		Does your system provide the ability to limit the device types uploaded into the system by user group?    Is this feature configurable by the system administrator?  Please describe.

		2.03						Request for Info		Describe the process for users to Print photos.

		2.04						Request for Info		Describe the process for users to burn data CDs and DVDs from selected files and cases.

		2.05						Request for Info		Describe the process for users to search media by metadata, case number, key words and other criteria as defined in the system.

		2.06						Request for Info		Describe your case management functionality.

		2.07						Question		Does your product allow the user to add user defined tags and text to any media file imported in the system?  If so, please describe the process.

		2.08						Request for Info		Describe the process for purging data by case, date and list.

		2.09						Request for Info		Describe how your product provides chain of custody of all actions, including views & search.

		2.10						Request for Info		Describe your Chain of Custody Solution for auditing purposes.

		2.11						Request for Info		Describe your Chain of Custody Solution as it pertains to prevention data integrity.

		2.12						Request for Info		Describe the process for users to modify photos per standard photo processing techniques.

		2.13						Request for Info		What metadata is included or excluded in the storage of data from any  files included in your solution?  Please explain.

		2.14						Request for Info		Describe the process in your system to download local copies of photo, audio, video and other files stored in your system.

		2.15						Request for Info		Describe any other features your system provides pertinent to digital evidence management.

		2.16						Question		Can your system manage non-case related media libraries?

		2.17						Request for Info		Provide a sample Chain of Custody report

		2.18						Question		Does your system provide reports to manage workloads, report metrics and disk usage and media collection trends?  If so, please list standard reports included with system.

		2.19						Request for Info		Provide examples for any standard reports included with the system

		2.20						Question		If concurrent license model is employed, are reports provided for license usage?  If so, provide an example.

		2.21						Question		Does your system provide a watermark feature for display and print? If so, please describe.

		2.22						Question		Does your system provide the ability to manage application permissions at a functional level by user group or individual?  Describe any exceptions.

		2.23						Question		Does your system allow ability to limit access to case data by work groups as defined within Active Directory?

		2.24						Request for Info		Describe the storage of all data captured by the system.

		2.25						Question		Does your system include security methods which will enable select groups to mark cases as privatized while still allowing other groups to see all cases, including those that are private?  If so, describe process.

		2.26						Request for Info		Describe your user administration and System administration modules.

		2.27						Request for Info		Describe the process for marking some files by case or type private to only a limited number of users by name.

		2.28						Question		Does your system include the ability to transcribe audio files?  How is this provided?

		2.29						Question		Does your system provide transcription in the web browser interface?  How is this provided?

		2.30						Request for Info		Describe how your system provides uploading of digital evidence from all workstations as well as dedicated upload kiosks and any delays in the process.

		2.31						Request for Info		Describe the process for uploading photo, video and audio files from the device until the media reaches the server.

		2.32						Request for Info		Describe the process for adding film & Polaroid photos to the system.

		2.33						Request for Info		List all devices supported for photo, video and audio

		2.34						Request for Info		List formats accepted for each media type - photo, video, audio

		2.35						Request for Info		Describe the process to upload PDF, Office productivity documents and other files into your system.

		2.36						Question		Does your system handle Panoramic Cameras?

		2.37						Request for Info		Describe the functionality to view/listen photos, video and audio in your system.

		2.38						Question		Does your product provide mouse-click control of PLAY, PAUSE, FORWARD, FAST FORWARD, REWIND and STOP for audio/video media?

		2.39						Question		Is the web browser interface capable of view only mode of all file types stored within the system?  If so, describe.

		2.40						Question		Are the work request features available in the web browser interface?

		2.41						Request for Info		List any functionality not available in a browser interface.

		2.42						Request for Info		Describe your workflow module to allow users to communicate requests regarding specific items to work groups in a bi-directional manner.

		2.43						Request for Info		Describe the work flow management system to process requested items in your system

		2.44						Request for Info		Describe how your product integrates with external vendor systems, such as:  
- Versaterm RMS
- Transcription Software 
- Image Manipulation Systems 
- Adobe
- MS Office products

		2.45						Request for Info		Provide any documentation for APIs provided for your system.

		2.46						Request for Info		Describe how your system integrates with Active Directory.

		2.47						Request for Info		Describe the process the department can access the data directly.

		2.48						Request for Info		Describe your ability to integrate with existing systems - e.g. RMS, in house SW

		2.49						Request for Info		Describe any interfaces currently supported in your system

		2.50						Request for Info		Describe the longest user interaction or wait time

		2.51						Question		Does your system provide immediate access to any evidence upon upload? Describe any delays.

		2.52						Question		Will your system upload 1200 photos from multiple stations to be widely available within 2 hours?  Describe any delays.

		2.53						Question		Do photos immediately render on view in all interfaces?  Describe any possible delays.

		2.54						Request for Info		Describe any delays between upload of photo and availability of system

		2.55						Request for Info		Provide typical expected response times for major system functions, such as upload, view, print, burn CD.



&LTechnical Response&C&"-,Bold"Funtional Requirements&RRFP #POL-200

&C&P



Technical Requirements

		Req ID						Type		Requirement				Available in Standard System		Available with Customization		Not Available		Proposer's Response

		3.01						Question		Are the product's backup and restore capabilities compatible with SPD's backup system (TIVOLI)?

		3.02						Request for Info		Describe your system's back-up and restore capabilities.

		3.03						Question		Does your product use data compression across the network? If so, describe.

		3.04						Question		Does your product use data encryption across the network?  Describe.

		3.05						Request for Info		Describe how your system maintains data integrity from point of upload to server.										VeriPic's Systems are widely recoginzed as the most secure in this industry. Many of VeriPic's existing customers require that we protect the security of the system by securing this type of information both inside and outside the company and handle this information using "information security best practices". To protect you and other customers, this information is handled on a "need to know" basis within the company. Any company that makes this information public or uses "open source" practices places customers' information in jeopardy. We value our customers' security and as is standard in the security industry, decline this request. Beware of products that use "open source" software as this practice allows people attacking the system's security access and knowledge to how it works.

		3.06						Request for Info		Describe how the digital assets are stored in your system - both file system and database.										VeriPic's Systems are widely recoginzed as the most secure in this industry. Many of VeriPic's existing customers require that we protect the security of the system by securing this type of information both inside and outside the company and handle this information using "information security best practices". To protect you and other customers, this information is handled on a "need to know" basis within the company. Any company that makes this information public or uses "open source" practices places customers' information in jeopardy. We value our customers' security and as is standard in the security industry, decline this request. Beware of products that use "open source" software as this practice allows people attacking the system's security access and knowledge to how it works.

		3.07						Request for Info		Provide a Data Dictionary and entity Relationship Diagram for your product.										VeriPic's Systems are widely recoginzed as the most secure in this industry. Many of VeriPic's existing customers require that we protect the security of the system by securing this type of information both inside and outside the company and handle this information using "information security best practices". To protect you and other customers, this information is handled on a "need to know" basis within the company. Any company that makes this information public or uses "open source" practices places customers' information in jeopardy. We value our customers' security and as is standard in the security industry, decline this request. Beware of products that use "open source" software as this practice allows people attacking the system's security access and knowledge to how it works.

		3.08						Request for Info		Describe the tools and process required for SPD to connect to and generate reports from the database.

		3.09						Question		Were any unique technologies used in the implementation your solution?  If so, describe.										VeriPic's Systems are widely recoginzed as the most secure in this industry. Many of VeriPic's existing customers require that we protect the security of the system by securing this type of information both inside and outside the company and handle this information using "information security best practices". To protect you and other customers, this information is handled on a "need to know" basis within the company. Any company that makes this information public or uses "open source" practices places customers' information in jeopardy. We value our customers' security and as is standard in the security industry, decline this request. Beware of products that use "open source" software as this practice allows people attacking the system's security access and knowledge to how it works.

		3.10						Request for Info		Describe the development language and architecture.										VeriPic's Systems are widely recoginzed as the most secure in this industry. Many of VeriPic's existing customers require that we protect the security of the system by securing this type of information both inside and outside the company and handle this information using "information security best practices". To protect you and other customers, this information is handled on a "need to know" basis within the company. Any company that makes this information public or uses "open source" practices places customers' information in jeopardy. We value our customers' security and as is standard in the security industry, decline this request. Beware of products that use "open source" software as this practice allows people attacking the system's security access and knowledge to how it works.

		3.11						Request for Info		Describe how your system supports customization.

		3.12						Request for Info		Describe any hardware dependencies, proprietary or otherwise.

		3.13						Request for Info		Provide the typical server requirements including required installed SW & OS services/packages.

		3.14						Request for Info		Describe the client (web-based vs. client server) and the workstation requirements for all user types.

		3.15						Request for Info		Describe how your product supports Active Directory authentication.

		3.16						Request for Info		Describe how your product supports Single Sign On authentication.

		3.17						Request for Info		Describe your support for published API's for your product.

		3.18						Request for Info		Describe how your product can be integrated with internally developed systems (e.g. open API, professional services, etc.).

		3.19						Request for Info		Describe the product's network requirements during upload and view of large files.

		3.20						Question		Is the application capable of high-availability configuration?  If so, provide architecture diagrams.

		3.21						Question		Is the application capable of sync/replication to a remote site? If so, provide architecture diagrams.

		3.22						Question		Does your product capture metrics for ongoing system maintenance and resource usage at both the client and the server levels?  Examples of metrics include but are not limited to: Number of transactions per second; disk space; memory; bandwidth utilization.  Provide examples of standard reports provided with system.

		3.23						Question		Does the application support remote access by the vendor?  With what methods?  Strong authentication required?

		3.24						Question		Does the application log READ, WRITE and MODIFY access activity?  Describe.

		3.25						Question		Has the application been assessed for security by an objective third party?  If so, provide the results.

		3.26						Question		Are virus & spyware detection and elimination software installed on the software?  If not, does/will the software support such software?

		3.27						Question		Does the application installation documentation specify which OS services need to be enabled for the app to function?

		3.28						Question		Can remote support be disabled by an operator, or enabled only when necessary?

		3.29						Question		Does the application depend on any external applications or software, by any other vendor (DNS, database, SMTP, etc)?

		3.30						Question		Does the application log unsuccessful authentication attempts?

		3.31						Question		Does the application have the capability to "alert", for example via email or snmp trap?

		3.32						Question		Are the application's security features documented for administrators?  Provide.

		3.33						Question		Does the application use encryption in transit?  Algorithms?

		3.34						Question		Does the application have password controls for timeout, complexity, and reuse?		Check with System access protocol doc

		3.35						Question		Does the application force “new” users to change their password upon first login into the application?		Check with System access protocol doc

		3.36						Question		Are passwords stored in encrypted format?		Check with System access protocol doc

		3.37						Question		Can the application enforce complex passwords?		Check with System access protocol doc

		3.38						Question		Can the application automatically disable accounts that have gone unused for a specified period of time?		Check with System access protocol doc

		3.39						Question		Does the application automatically log off inactive users?		Check with System access protocol doc

		3.40						Question		Is the application capable of delegated administration for user provisioning?

		3.41						Question		Does the application provide the ability to specify maximum log file size?

		3.42						Question		Can the application export audit or log data to an external system for archive and analysis? (syslog, SIM, etc.)

		3.43						Question		Are audit log files protected from unauthorized alteration from system users and/or by the vendor support staff?

		3.44						Question		Does the application track vendor support activities?

		3.45						Question		Can the application utilize an external certificate authority?

		3.46						Question		Is the application capable of digital transaction signatures?

		3.47						Request for Info		Network Peer Entity Authentication: Do both users and processes identify and authenticate themselves prior to the exchange of data?  Describe.

		3.48						Request for Info		Describe any log files and their management by the application.

		3.49						Request for Info		Describe any phone home, or automated support software installed by the vendor.  Remote support will be provided and facilitated by SPD personnel and a (WEBEX) situational support solution.

		3.50						Question		Is the application compliant with SWGIT standards?

		3.51						Question		Does your product have any  storage limitations - 4TB, 12TB, 24TB.  If so explain

		3.52						Question		Does your product support Near Line Storage?  Describe impacts.

		3.53						Question		Does your product support document management?  If so, how are the documents stored and indexed?

		3.54						Request for Info		Describe your system's ability to use the SPD's Blue Arc mass storage system for primary and secondary storage.

		3.55						Request for Info		Provide storage requirements for proposed system's data and applications, assuming that SPD will migrate 500 GB data at launch and that the system will grow by 500 GB per year.		verify disk usage

		3.56						Request for Info		Describe the skill level requirements for SPD system administration personnel  for this system

		3.57						Request for Info		Describe your policy and/or process for keeping your product forward-compatible with version, security, and patch upgrades.  (i.e. Java, Microsoft OS, etc).

		3.58						Request for Info		Describe any concerns with Configuration Management patch management for any hardware used in your solution.

		3.59						Request for Info		Describe the upgrade process and how it preserves data should the format or database schema be modified?

		3.60						Request for Info		Provide the ability to work with a restored archive in a standalone manner.

		3.61						Request for Info		Describe the upload system hardware, port, client requirements and operating system.  Are there any other considerations for this upload system not mentioned?

		3.62						Question		Is the proposed application certified to work in a virtual server environment?

		3.63						Request for Info		Describe the performance  of your system on virtual servers

		3.64						Request for Info		Describe your product's support for XML interfacing standards.
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General Requirements

		Req ID						Type		Requirement				Available in Standard System		Available with Customization		Not Available		Proposer's Response

		4.01						Request for Info		Provide technical documentation of file system usage for the system

		4.02						Request for Info		Provide a list and description of technical documentation to be provided with product

		4.03						Request for Info		Describe any training provided with your product.

		4.04						Request for Info		Describe the processes, guidelines, tools or methods that are being followed to ensure that customization is compatible with future product releases.

		4.05						Request for Info		Provide a sample implementation plan.

		4.06						Request for Info		Describe a recommendation for steps in a phased implementation that would include several iterations of additional users.

		4.07						Request for Info		Describe the areas of your product most frequently customized among your clients.

		4.08						Request for Info		Describe how data could be converted and migrated into your product.  Does your product include a data migration utility?  If so, what formats are used?

		4.09						Request for Info		Describe the support structure and team that our organization would need to be assembled to maintain the product and support the user base from a best practices perspective.  Please include roles and responsibilities.

		4.10						Request for Info		Describe the ongoing technical support that would be available to technical staff after the implementation has been completed.

		4.11						Request for Info		Provide the known defect report on the current version of your software.

		4.12						Question		How often does your company produce fixes or patches for the product in question?

		4.13						Question		How often does your company produce minor releases for the product in question?

		4.14						Question		How often does your company produce major releases for the product in question?

		4.15						Question		How long do you support prior versions of your product?  What is the oldest version of your product still fully supported?

		4.16						Request for Info		Describe your certification process for maintaining compatibility with future operating environments and databases. Is your product backward compatible?  Please provide operating system and database upgrade roadmap if available.

		4.17						Question		What is the size and location of development team responsible for construction of the production system

		4.18						Question		Does your product support any mobile devices for application or web interface?  If so, which devices are supported and what functionality on those devices?

		4.19						Question		With what frequency and on what schedule have security patches been released?

		4.20						Question		Are vendor third parties contractually obligated to maintain security controls

		4.21						Question		Are vendor third parties periodically audited for compliance with security obligations?

		4.22						Question		Do third party contracts stipulate penalties for noncompliance with security obligations?

		4.23						Question		Does the vendor perform background checks on employees?  Including credit check?

		4.24						Question		Does the vendor educate employees on security awareness?

		4.25						Question		Is adherence to security policy a condition of employment at the vendor?  If so, provide.

		4.26						Question		Is a formal development process used, which allows the specification of security controls?  Is it a commercial process?  Which?

		4.27						Question		Is source code available for escrow and review by customers?

		4.28						Question		Was the application developed using resources external to the vendor?

		4.29						Question		Does the vendor require employees to sign a non-disclosure agreement?

		4.30						Question		Does the vendor maintain security policies, applicable to both the organization and the development process?

		4.31						Question		Are vendor policies documented and available for review by City personnel?

		4.32						Question		Is security testing and evaluation performed, prior to promoting the application to production-ready status?

		4.33						Question		Is a source code review performed for common security coding errors?

		4.34						Question		Can additional or special security controls be included in future releases?

		4.35						Question		Are application updates proved as incremental patches or whole replacement software images?

		4.36						Question		Is source code distribution limited to vendor developers?

		4.37						Question		Is source code allowed outside the vendor's facilities during development?

		4.38						Question		Does the vendor conduct security-specific training for coders/developers?

		4.39						Question		How many current customers are using the product in the configuration of your proposal for SPD?

		4.40						Question		What is size and location of vendor technical support team

		4.41						Question		Does the vendor maintain a security organization capable of incident response?

		4.42						Question		When contacted, does the vendor give an estimated response time ?

		4.43						Request for Info		Provide your system's typical expansion roadmap for disk space, number of assets stored or numbers of concurrent users

		4.44						Question		Does the vendor maintain a single point of contact for escalation of security issues?

		4.45						Request for Info		Describe your process for supporting customizations with future upgrades and major revisions.

		4.46						Request for Info		Describe your licensing model for different levels of users.

		4.47						Request for Info		Provide pricing for a 1 & 3 year maintenance & support contract covering parts, labor, service calls and warranty replacement parts.

		4.48						Request for Info		Describe your Software license model.

		4.49						Question		Does your proposal cover phone support  during standard working hours of Monday – Friday, 6 AM to 6 PM PST.  If so, describe cost model.

		4.50						Request for Info		Describe your support and maintenance model.

		4.51						Request for Info		Describe process and costs associated with any upgrades and new releases.

		4.52						Request for Info		Describe the process to increase the deployment of the system in users, licenses, workstations, etc.

		4.53						Question		Does the vendor software production facility maintain physical controls over ingress/egress?

		4.54						Question		Can vendor support activities be mapped back to an individual?

		4.55						Question		Was the application developed using secured platforms, in non-default configurations?
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Functionality - User Matrix

		Functionality		User Groups

		Photos, Audio, Video		Patrol		Photo Lab		Latent Print		CSI		Homicide		Arson/ Bomb		Traffic		TCI		Detectives (other)		Admin (UOF)		Gang		PRU		Legal		Command Staff		Media Library		Seattle Law		KC Prosc		Seattle Fire		Records

		Upload Images		X		X		X		X		X		X		X		X		X		X		X								X						X

		Upload Audio		X		X		X		X		X		X		X		X		X		X		X														X

		Upload Video		X		X		X		X		X		X		X		X		X		X		X														X

		View/Listen		On upload		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		Print				X		X		X		X		X				Watermark		Watermark		Watermark		Watermark						Watermark		X		X		X		Watermark		X

		Download				X		X		X		Certain Users		Certain Users																		X

		Burn CD				X		X														X		X		X		X				X		X		X		X		X

		Request Photo Lab		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		Modify				X		X																								X

		Transcribe &  Save																		X		X												X		X

		User Admin				X

		COC Report		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		User Activity Report				X																								X

		Usage Reports				X

		Search				X		X		X		X		X		X		X		X		X		X		X		X		X		X						X

		Document/ File Upload																																						X

		Disposition				X

		Purge				X

		Process Work Requests				X		X		X

		Non Case Library				X								X				X						X								X

		Access Privatized Cases				X		X		X																								X		X

		Mark Cases as Private				X		X		X		X		X		X		X		X				X																X

		Max Users		900		8		13		7		19		8		50		10		40		20		20		14		3		12		30		15		15		15		50






