City of Seattle Request for Proposal #DPD-4
Addendum 

Updated: 4/03/13

The following is additional information regarding Request for Proposal #DPD-4, titled “Permitting System Software and Services Solution” released on 3/18/13.  The due date and time for responses remains as 4/12/13 at 4:00 PM (Pacific).  This addendum includes both questions from prospective proposers and the City’s answers, and revisions to the RFP.  This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	3/21/13
	3/27/13
	Page 4 of the Inclusion Plan Instructions states a “WMBE does not need to be self-identified or state-certified and registered within the City’s Yellow Pages at time of bid, but must do so before contract execution.” Please clarify if proposed WMBE firms must be certified with the State.
	No.  WMBE firms do not need to be certified by the State of Washington.
	

	2
	3/21/13
	3/27/13
	Page 4 of the Inclusion Plan Instructions also states the “City seeks a separate percentage WBE and

MBE goal…” Please confirm if vendors must propose a MBE firm as well as a WBE firm.
	No.  You can propose either a MBE or WBE firm or both.
	

	3
	3/21/13
	3/27/13
	Does the City have any specific reports (defined format) that must exist at the time of go-live? If so, how many reports does the City desire? (The definition of a report is any document emitted by

the system including letters, citations, permits, statistical reports, etc.)


	The City has many reports associated with various functions in our current system, however, not all will be required for go live. We expect to build many of them ourselves over time, after go live. For the bid purposes, we estimate that there will likely be three required reports per permit type or major record type that will be the vendor’s responsibility prior to go live. (We have 27 major permit types in our Hansen v7 configuration).
	

	4
	3/21/13
	3/27/13
	As part of the training protocol, does the City want to be trained in report writing and development; and if so, what percentage of reports does the City wish the vendor to write as part of the

implementation? (For example, vendor writes 20 reports, the City is trained to write 30 reports.)
	If the system reporting tools are proprietary or internal to the COTS system, then our staff will need training. If reports are developed using Crystal Reports, then no additional training should be needed, beyond an understanding of the unique system data structure. See question 3 above for our estimate of the number of reports the vendor will be responsible for.
	

	5
	3/21/13
	3/27/13
	For scoping purposes, please estimate the number of reports and custom documents the City would like developed based on High, Medium or Low complexity
.

High Reports that require complex queries, joins, multiple sources,

etc. Examples include statistical and analytical reports, schedules, management summaries and agendas.
Medium Reports that require some calculations and summaries.

Examples include forms and transaction reports (receipts, permits, inspection tickets, journals, logs). Many reports fall

under this category.
Low Reports that require a simple pull from a limited number of

database fields and presentation on a document. Examples include letters such as Certificates of Occupancy, notices, and mailing labels)
	As stated in question 3, for go live we believe that an average of 3 reports per permit or record type will be needed. For the most part these would be things like a permit, a certificate of occupancy, a receipt, etc. – things that are basic to system operation. In our opinion, these tend to be lower complexity reports that simply display basic permit data in an “official” format. But for the purposes of estimation, assume 3 reports per record type, with 10% High, 30% Medium, and 60% Low complexity.
	

	6
	3/21/13
	3/27/13
	Do any City-issued business licenses require a State-issued professional license? If so, does the

City get that data in electronic format and would the City like the ability to periodically load that data into the new system?


	While City business licenses are not planned to be in scope for this project, we do currently have a periodic batch upload process for State contractor licenses, and would like to continue that practice. This is listed on our Interface list (RFP Section 1.9) as “WA State L & I Contractor Database”

	

	7
	3/21/13
	3/27/13
	What is the budget range for this project?
	A specific budget amount has not yet been finalized. Proposals from vendors will help the City to determine what the total project budget should be.
	

	8
	3/21/13
	3/27/13
	Please state the desired frequency (batch vs. real-time) for each required interface listed on RFP pages 9-10
	All of the interfaces listed should be considered real time, except:
· City Addressing Oracle Databases – nightly batch
· Data Warehouse – nightly batch

· Summit – nightly batch

· WA State L & I Contractor Database – weekly batch
	

	9
	3/21/13
	3/27/13
	To whom will the City’s Project Manager(s) report? How many dedicated City staff will be assigned to the duration of this system implementation and in what roles?


	The City’s Project Manager will be hired by the Department IT Manager and will report jointly to that Manager and the primary project sponsor.
The number and types of City staff dedicated to the project (and their roles) will be determined in consultation with the selected vendor. We have asked that proposals include a plan for Implementation, with vendor staff and City staff needs included as part of that plan. In general, we have very skilled staff, and like to be heavily involved in implementations of this kind in order to transfer knowledge and increase our ability for internal future support.
The Department IT staff who might be available for participation in Implementation includes: 4 Business Analysts, 2 QA Analysts, 1 Report Developer, 2 Web Developers, 1 DBA, 2 Database Developers, and 1 GIS Developer. We would be open to vendor proposals that include DPD participation for some combination of those resources.
	

	10
	3/21/13
	3/27/13
	Will the City consider vendors that propose a “Train-the-Trainer” approach?
	Absolutely. We prefer this kind of approach, both for cost considerations and also as a way to increase our knowledge and ownership of the system.
	

	11
	3/21/13
	3/27/13
	Does the agency currently have Adobe Acrobat X licenses or Adobe Acrobat 9 licenses that can be

upgraded to Acrobat X? If so, do all the plan review personnel have licenses allocated to them for

Acrobat Pro? If not, does the agency have a volume price agreement of government rate agreement

for the Adobe suite of products?


	We currently use the Brava plan markup viewer as part of our custom electronic plan solution. This has not required any Acrobat licenses. The Department currently has 20 Acrobat licenses that are at least version 10 (and another 30 that are version 8 or 9) that are used for other functions. They are not currently needed by plan reviewers, and are not currently allocated on that basis. The Department does have an agreement in place for volume pricing of Adobe products.

	

	12
	
	
	
	
	Replace the embedded Functional and Technical Requirements spreadsheets located on page 31 of the RFP with the following both identified as “Rev1” These fix formatting, spelling and grammar errors.

[image: image1.emf]Functional  Requirements Rev1.xlsx

     
[image: image2.emf]Technical  Requirements Rev1.xlsx




	13
	3/21/13
	3/27/13
	In Section A. Current Commitments on page 6 of the Management Response, there is a column labeled “Share of current income derived from this contract”.  Please confirm the City desires vendors to use a FY13 time period as the basis for their percentage of revenue generated from these contracts.

	Yes, this applies to 2013.
	

	14
	3/22/13
	3/27/13
	Is the City considering an upgrade to Hansen v8 as a potential solution?
	Hansen v8 will be considered as a potential solution, assuming that a proposal for that solution is submitted.
	

	15
	3/22/13
	3/27/13
	Is the project currently funded/budgeted?


	The City is committed to this project and recognizes that adequate funding for it will be required.   A specific budget amount has not yet been finalized; proposals from vendors will help the City to determine what the total project budget should be.

	

	16
	3/22/13
	3/27/13
	Please provide the names of any vendors that have demonstrated applications to the City in the past 24 months.


	As part of our Options Analysis project (October 2012 – January 2013), we had on-site demonstrations from Infor (Hansen 8) and Accela (Accela Automation).  These were intended primarily to educate staff, and to show the kinds of capabilities offered by a “next generation” COTS product.
	

	17
	3/22/13
	3/27/13
	Does the City currently use an application for electronic plan review/mark-ups?  If so, what application is in use?  If not, does the City desire to have electronic mark-up native to the workflow of the selected new application or does the selected application have to integrate with a 3rd party mark-up tool?

	We currently use a custom-built web application that utilizes the Brava viewer for mark-up.
We want our replacement system to work closely with an electronic review and mark up system.  We have no bias as to whether the best solution is native or via 3rd party integration.  One or the other is very important.
	

	18
	3/22/13
	3/27/13
	Is the City planning to replace the Avaya IVR for relative building department functionality or continue utilizing Avaya?  Does the Avaya system have an open API for ease of integration?


	The Department prefers to continue to use the Avaya MPS (Media Processing System) platform.  The Avaya system has an open API for ease of integration.  Avaya integration is possible either by connecting directly to a database or utilizing web services.
	

	19
	3/22/13
	3/27/13
	Will the City consider a hosted application or is the application required to be installed on premise?
	The City is not considering a hosted application at this time.

	

	20
	3/22/13
	3/27/13
	The RFP states that the City wishes to have a “fixed and firm” price.  This can be exceedingly difficult without initial due diligence/discovery in the initial assessment phases of an implementation.  Will the City accept a fixed and firm price for blocks of hours anticipated to be needed to complete each phase of the implementation?


	Proposers must propose a fixed price for all products and services as specified in the Pricing Proposal form.  We expect that vendors will rely on their experiences with other jurisdictions of comparable size and complexity in order to price this project, and to state any assumptions made in order to arrive at their price proposal.
	

	21
	3/22/13
	3/27/13
	Does the City require that pricing be provided by phase or for the total project?


	As indicated in the Pricing Proposal form, the City requires pricing for the total project, broken out by products and services.
	

	22
	3/22/13
	3/27/13
	We understand the Inclusion Plan form is mandatory as part of the submittal.  However, if there is not a viable role for usage of a minority or women owned subcontractor; is usage of such a firm mandatory?
	The prime’s usage of women and minority owned subcontractors is not mandatory.
	

	23
	3/22/13
	3/27/13
	The Management Response document in the RFP requires provision of Project Manager, Technical Lead, etc.  Locking in these hard resources (personnel) at the RFP stage is impossible for a potential vendor as resource allocations typically occur at contract stage or at a minimum, at a short list stage when a more realistic start date can be set for a contract.  Will typical experience/credentials of staff suffice?  If not, is the City flexible in “approval” of alternative resources if the recommended (RFP response) resources are not available at the time of the implementation kick-off?


	The City believes that key project staff, including the Project Manager and Technical Lead, will play a major role in determining the success of the project. Therefore, we want to know specifically, by name, who each Proposer is proposing for these key roles so that those individuals can be evaluated based on their skills and experience.  The City has published a schedule for contracting and project initiation.  By responding to this RFP, Proposers are committing that the key staff proposed will be made available at initiation and during the entire project period. (See the contract Terms and Conditions, section 25 “Key Persons and Subcontractors” for additional detail on this topic).
	

	24
	3/26/13
	3/28/13
	Functional requirement AD1.15 states “Ability to define various jursidciational boundaries by permit type.” Please define jurisdictional boundaries. Please also define the relationship between jurisdictional boundaries and permit types.

	This is referring to a particular challenge that we face: there are certain properties within the Seattle City limits where the City does not have jurisdiction for specific kinds of permits. Because the properties fall within the City limits, we have had trouble flagging them and treating them differently. Therefore, we’d like to learn what vendor capabilities are for dealing with this problem. The generic scenario would be: how to flag property X so that permits of type Y are not started at that location (and customers are instead referred to the entity with jurisdiction). 

We also have the opposite problem, where, for certain permits, the City has agreed to take on jurisdiction for permits even though the property in question does not fall within the City limits (but only for those specified permit types).

	

	25
	3/26/13
	3/28/13
	Functional requirement AD3.09 states “Ability to store parcel identifiers that contain letters ,numbers, and special characters.” Please define the exact list of special characters required to meet this requirement.

	This requirement references storage of records that represent King County Tax Assessor parcel records. The Assessor’s office uses a ######-%%%% format, where # can be any digit 0-9, and % can be any number or letter. There is a hyphen separating the two. But since the format is outside our control, we are also interested to hear what other special characters might be allowed or prohibited in any vendor’s system.
	

	26
	3/26/13
	3/28/13
	Functional requirement PP6.02 states “Ability to provide a public-facing portal that allows authenticated customers to: pay fees, manage deposit accounts, schedule appointments, submit applications, upload documents, revise application data, schedule inspections, submit complaints, self-issue simple permits, apply for/renew licenses, and subscribe to email alerts.Indicate which of these (if any) your system cannot do.” Please confirm ‘revise application data' means that a citizen has the ability to save where they are in the application process so they can resume the process at a later date. Or does ‘revise application data’ mean that once an application is submitted, the applicant has the ability to amend the data on the application after submittal?
	Both would be of value. The ability for the customer to store “in progress” work and return to it at a later date is certainly valuable. But when we wrote the requirement, the intent was to capture a capability for managing correction cycles and revisions submitted either in response to City review, or as a result of changing project parameters on the applicant’s part.
	

	27
	3/26/13
	3/28/13
	Functional requirement PP9.09 states “Ability to assign activities to a single employee or multiple employees.” Please define a use case for assignment of an activity to multiple
employees. Please also define the process used to 'complete' the activity if multiple employees are

assigned.
	Answer revised. See item #59 below.

	

	28
	3/26/13
	3/28/13
	Functional requirement PP9.14 states “Ability to create template of activities for a time period of up to two weeks and appy to calendar.” Please define what is meant by a template of activities.
	Answer revised. See item #60 below.


	

	29
	3/26/13
	3/28/13
	Technical requirement GN3.32 states “Ability to support digital transaction signatures.” Please define 'digital transaction signatures'.
	“Digital transaction signature” means an electronic signature that can be used for transaction validation; or “…an electronic sound, symbol, or process attached to or logically associated with a record [or transaction] and executed or adopted by a person with the intent to sign the record [or transaction].”
	

	30
	3/26/13
	3/28/13
	Technical requirement AR1.06 states “Ability to provide support for one or more handheld PC or smartphone platforms, including but not limited to: Windows Mobile, Google Android, or Apple iPhone. (Must follow City’s Mobile Applications Development Standard).” Please provide the
City's Mobile Applications Development Standard.


	See the embedded  document below.
            
[image: image3.emf]MobileApplicationDev elopmentStandard.pdf


	

	31
	
	
	
	
	Pre-Proposal Attendance Log
         
[image: image4.emf]DPD-4 Attendance  Log.pdf



	32
	
	
	
	
	Recording of the Pre-Proposal Conference
           
[image: image5.emf]VN810030.WMA


Note: Any changes to City responses to questions asked at the pre-proposal conference will be shown below.

	33
	3/27/2013
	3/28/13
	Can the Functional and Technical Requirement matrices provided in the RFP in .xls format be returned with the Proposal in .doc format?
	The change of format from .xls to .doc will be acceptable. But it is very important that the return format retain the tabular structure, and that no columns or rows be re-ordered, removed, or otherwise altered. We will be copying vendor answers to our master scoring spreadsheet, and any structural changes could affect the “matching” of question to answer, which could inadvertently affect vendor scores.
	

	34
	3/27/2013
	3/28/13
	If the proposal includes participation by both a software vendor and a system integrator, must the integrator be a certified reseller of the software?
	Since we will have an ongoing relationship for years with the vendor of the selected software, our intent was that the vendor be aware of, and included in, the proposal, even if another party is the prime on the contract. The reseller certification is not required if the software vendor is a direct party to the proposal. 
	Section  8, Proposal Format and Organization, item 7 (RFP p. 31) is therefore amended to read:

“Reseller Certification.  If you are not the manufacturer of the proposed software, and if the software manufacturer is not included as a party to your proposal, attach proof of your reseller certification.”

	35
	3/27/2013
	3/28/13
	The Management Response document has language on page 4 that refers to the software vendor as the prime contractor in the proposal. Can you clarify that it is acceptable for a system integrator to act as prime, rather than the software vendor.
	The City requires that there be a Prime Contractor.  Either the Software Vendor or the System Integrator can be the Prime Contractor.  Whichever party is the Prime Contractor, the Management Proposal must be completed so that information regarding both companies is included.  One company may of course perform the role of both the Software Vendor and the System Integrator.

	Replace the embedded “Management Response” document located on page 31 of the RFP with the following identified as “Management Response Rev1” This corrects the items discussed in the answer to Question #35.

[image: image6.emf]Management  Response Rev 1.doc


In addition, the Submittal Checklist (RFP p. 33) is hereby amended such that the section Management Response removes the phrase (if prime) in reference to both Software Vendor and System Integrator.  The section should read:

For Software Vendor:

· Company Experience Statement

· Dun & Bradstreet “Supplier Evaluation Report” or Financial Statements 

· Major Installations and References

· List of Terminations (if any)

· Relationship to System Integrator

· Description of Integrator Supervision (if prime contractor)

For System Integrator:
· Company Experience Statement

· Dun & Bradstreet “Supplier Evaluation Report” or Financial Statements 

· Company Organization Chart 

· Current Commitments
· Previous Experience & References


	36
	3/27/2013
	4/03/13
	Regarding the January 1, 2014 deadline for RRIO implementation, what features or services must be included by that date, and what could be delivered as a follow-on implementation after that date?  Do inspectors have to be registered and trained by that date as well?
	We aim to have all listed components ready for our launch date including reporting (which isn’t mentioned specifically for RRIO since it is mentioned overall).  This does include having inspectors registered and trained as part of launch but the vendor won’t be responsible for creating or delivering this training – DPD will be. Private inspectors must be available to conduct inspections if a landlord wants to conduct an inspection prior to registering.

	

	37
	3/28/13
	4/03/13
	Requirement: 7.8 Proposal Submittal Instructions (c) The City requires one original printed version and 15 hard copies of the proposal delivered to the City.  The City requires one complete soft copy of the RFP response on a CD or thumb drive.  Question:  For the soft copy on CD or thumb drive does the City want the requirements completed in MS Excel on the electronic copy, or is it okay that it is completed in the MS Word format as part of the total response?


	The change of format from .xls to .doc will be acceptable. But it is very important that the return format retain the tabular structure, and that no columns or rows be re-ordered, removed, or otherwise altered. We will be copying vendor answers to our master scoring spreadsheet, and any structural changes could affect the “matching” of question to answer, which could inadvertently affect vendor scores.
	

	38
	3/28/13
	4/03/13
	RFP Page 10, Section 1.10, Data Migration - Proposers should assume DPD wishes to migrate the data indicated in the following table at a minimum.  Is there additional data that may need to be converted or should our proposed fixed-price just assume the list provided on page 11?
	We expect the fixed-price to include only those conversions listed.
	

	39
	3/28/13
	4/03/13
	RFP Page 15, fourth bullet, the existing system is referred to as “the legacy Hansen v7 system.”  At the top of the Data Migration grid on page 11, the RFP refers to the “legacy system” in the top 2 rows and “Hansen v7” on the 3rd row.  Do the top two rows (page 11) refer to a system other than Hansen v7?  If so, please describe.


	The two rows in the Data Migration chart refer to two systems that are current legacy system (i.e. legacy to Hansen v7). The reference to Hansen v7 as a legacy system refers to the point in the future where new permit processing is being handled in a new system.
The two systems that are already legacy (Permit Tracking System and Over the Counter Permits) are predecessors to Hansen. They contain a number of permit records for either simple, trade permits (OTC) or cases and complex land use and building permits (PTS). Both systems have been retired, and exist only as data tables in our data warehouse (to preserve permit history). They have been preserved with more or less exact table structures as existed when they were production systems. Our desire is to create a simple, generic record type in the new system that can be used to store the permit history, and eliminate our need to refer back to the legacy data.
See the attached documents for additional information.
Tables and Record Counts:

[image: image7.emf]LegacySystemRecor dCounts.xlsx


PTS ERD:


[image: image8.emf]PTS_ERD.vsd


	

	40
	3/28/13
	4/03/13
	Does City of Seattle expect the plan review solution to track plan review among other departments besides planning and permitting? For example, does the system need to track a plan set as it moves from planning/permitting to public works to engineering?


	We do want all reviewers in our permit processes to be able to use any electronic plan review tools used by DPD. We currently have reviewers from the following departments that participate in the DPD review process: Department of Neighborhoods, Finance and Administrative Services, Seattle Fire Department, Office of the Hearing Examiner, Office of Housing, Parks, Seattle City Light, Seattle Department of Transportation, and Seattle Public Utilities. 
	

	41
	3/28/13
	4/03/13
	RFP Page 11, Section 1.10, Data Migration – can the City provide more information about the database used in the custom .net Web applications listed in the table?

	Our production web applications are either: 1) additional schemas in the same Oracle 11g database as our Hansen data, or 2) separate schemas in a SQL Server 2005 database used for things that we didn’t expect to have to interact that closely with permitting data.

The former condition applies to the data for Hansen Web Tools and Preliminary Assessment Tool. The latter applies to System for Periodic Inspection, Licensing, and Focused Plan Review.
See the attached documents for additional information.

Tables and Record Counts:


[image: image9.emf]WebApplicationRecor dCounts.xlsx


HWT ERD:


[image: image10.emf]Hansen_Web_Tools_ ERD.vsd


PAT ERD:


[image: image11.emf]Preliminary_Assessm ent_Tool_ERD.vsd


SPI ERD


[image: image12.emf]SystemForPeriodicIn spection_ERD.vsd


Licensing ERD


[image: image13.emf]Licensing_ERD.vsd


FPR ERD:


[image: image14.emf]FocusedPlanReview_ ERD.vsd



	

	42
	3/28/13
	4/03/13
	Deliverable 8.2, 8.3 (RFP page 19) - Online Manuals:  Does the City have any preference on a format?  Is the City interested in learning management tools for custom creation of documentation and online tutorials?


	We have not stated a preference for the format of online materials, but it should be a format that allows broad access without requiring the purchase of special licenses.
Regarding City interest in learning management tools, vendors should feel free to educate us about other capabilities they may have to offer, but our scoring of vendor responses (for the purposes of selecting a system replacement) will be based on the requirements published.


	

	43
	3/28/13
	4/03/13
	RFP Page 18, Deliver 6.3, Stress Testing:  Does the City have a preference on whether this is automated or does it need to be manual stress testing?  If the latter, will the City be able to provide the staff resources required to perform manual stress testing?


	Automated stress testing is preferred. If a vendor feels that manual stress testing is also recommended, the need for those resources (number, duration) should be included in the vendor implementation plan as an assumption, so that we are aware of the request.
	

	44
	3/28/13
	4/03/13
	Mobile requirements – Has the City determined which type(s) of mobile hardware it will support?  Are the mobile requirements the same for the RRIO Phase and the Final Phase?


	We have not made a decision about mobile hardware to be supported, but we would definitely prefer standardization with RRIO requirements, so that all needed DPD staff can be supported on a standard type of device.
	

	45
	3/28/13
	4/03/13
	Please provide a count for the number of City - field personnel (not private inspectors) who will require mobile technology with store and forward capability (ability to work offline while in the field).


	We would like all of our field staff to be able to be productive in the field with live connections or store and forward solutions (or both). The number of staff that we expect to need to support in the field is about 80.
	

	46
	3/28/13
	4/03/13
	Given the size, complexity, and importance of this initiative, the relatively short time-frame to respond, and the number of questions that still remain to be answered, would the City consider a two week extension of the RFP proposal deadline?


	For a number of reasons, DPD is not able to delay our published timeline for the RFP (or any step of the RFP).
	

	47
	3/28/13
	4/03/13
	Item 1 of the Addendum states “WMBE firms do not need to be certified by the State of Washington.”  Please clarify if the WMBE firms need to be certified with the City of Seattle.  


	WMBE firms can self-identify and do not need to be certified with the City of Seattle.
	

	48
	3/28/13
	4/03/13
	Please specify how vendors can achieve the full 90 points allotted for the Inclusion Plan.  By simply including a WMBE, will that alone guarantee the 90 points or is there a sliding scale that will determine awarded points based on the percentage of a WMBE’s services participation with the highest percentage receiving the full 90 points, and lower percentages receiving fewer points?

	Points assigned will be on a sliding scale. The greater actual utilization or evidence of good faith efforts in subcontracting and/or direct employment of women and minorities, the more evaluation points will be assigned.
	

	49
	3/29/13
	4/03/13
	Does the City have a budget for purposes of this RFP?
 If so, what is it?


	A specific budget amount has not yet been finalized; proposals from vendors will help the City to determine what the total project budget should be.
	

	50
	3/29/13
	4/03/13
	The RFP mentions the ability to result and access inspection information remotely, is the City interested in accessing permitting and inspection information via a smart phone, PDA or tablet device (requires internet connection)?


	Yes, we are interested in those capabilities. We need the ability for inspectors (both staff and external inspectors) to be able to access permit information and update inspection information while in the field. This could be via a live connection, a store and forward design, or both. We will prefer the solution that gives us the greatest flexibility and reliability. We have not stated a preference for the type of device used.
	

	51
	3/29/13
	4/03/13
	Does the City plan to use iPads to manage inspections in the field?  

	We have not yet determined which field devices will be used. We are planning to make a decision based on the types of devices supported by the final successful vendor.
	

	52
	3/29/13
	4/03/13
	Is the City interested in scheduling inspections and obtaining inspection information via a touch tone phone with IVR?


	Yes. We already have this (and need that to continue with the new solution).
	

	53
	3/29/13
	4/03/13
	The City mentioned interest in electronic plan review, the ability to red-line, comment, overlay compare, and edit electronic plans.  How many plan reviewers are at the City?


	We have about 100 staff involved in plan review functions.
	

	54
	3/29/13
	4/03/13
	Is the City interested in a call center module to route inquiries and complaints (i.e. graffiti, street light out, potholes, code enforcement issues) submitted online, via telephone and/or email to assigned staff or department?


	DPD has some processes that involve taking customer complaints via the channels mentioned, and we need to be able to continue to support that business process. But an enterprise-wide City CRM system is out of scope for this project.
	

	55
	3/29/13
	4/03/13
	On the Vendor Questionnaire, under Vendor Registration with City of Seattle, the following question states “Did your firm register on to the City’s Registration System at http://www2.ci.seattle.wa.us/vendorregistration/default.asp ?”. Is this required for submittal or only required upon selection


	Registration is only required of the successful vendor.  It is not required at time of proposal submittal.
	

	56
	3/29/13
	4/03/13
	Requirement PP2.03 states “Ability to sign in, route, and track assistance/time spent with walk-in customers.”  What is the intent of the “route” element of this requirement?


	To support staff in our walk-in customer service center, we maintain a self-sign-in application that tracks queues for various help functions and the wait times from sign in to assistance. Different staff members specialize in assisting with different services, and the routing referred to is in that context: which customers are waiting for what kind of assistance, and who is “next in line” when an appropriate resource becomes available.

	

	57
	3/29/13
	4/03/13
	Requirement FT1.04 states “Ability to associate fees with contact as well as permit”.  Please describe the business case scenario in which fees would be associated with a contact.


	There are two aspects to this worth mentioning: 1) we have financial transactions with customers that need to be managed, but are not directly associated with permits or licenses (e.g. purchase of code books, payment for copies from microfilm records, etc.), 2) even on permit transactions, we will have several different contacts associated with the permit, any one of whom may be providing payment for permit fees. When a payment is made, we will need to be able to track the contact making that payment, and should a fee be refunded, we will need to be able to discern which contact is due the refund.
	

	58
	3/29/13
	4/03/13
	The Mobile Application Development Standard document provided in the answer to Item 30 of the addendum lists Related Policies, Standards, and Guidelines, however the embedded links do not appear to work.  To help vendors fully understand the existing standards, can the City please provide these guidelines in MS Word or PDF format?

· Mobile Devices and Platforms Standard

· Web Application Authentication Framework and Standard

· Municipal IT Investment Evaluation (MITIE) Process

· Office of Information Security

	The Mobile Devices and Platforms Standard does not currently exist as an approved standard.
The Web Application Authentication Framework and Web Application Authentication Standard are provided below.


[image: image15.emf]WebApplicationAuth enticationFramework.pdf



[image: image16.emf]WebApplicationAuth enticationStandard.pdf


The link to the “Municipal IT Investment Evaluation (MITIE) Process” is intended as an internal resource for City staff. MITIE is a Citywide review process designed to coordinate and review major technology investments. Projects are evaluated in six areas – Finance, Enterprise Applications, Project Risk Profile, Security, Web and Infrastructure – and significant projects receive additional oversight to be sure they are maintaining good project management practices. This project will participate in the MITIE review process and will be subject to MITIE oversight, but the specific details of that process are relevant to the bidding or selection process.
The “Office of Information Security” link is not a reference to a specific document.

	

	59
	3/26/13
	4/03/13
	Functional requirement PP9.09 states “Ability to assign activities to a single employee or multiple employees.” Please define a use case for assignment of an activity to multiple
employees. Please also define the process used to 'complete' the activity if multiple employees are

assigned.
	There are three different use cases for this: 1) for certain reviews, responsibility may be assigned at a “group” level, with any member of that group equally able to complete the task. The first available member of the group will perform the task and mark it as completed. In some cases (e.g. employees of other departments) we may not track who specifically performed the review, rather only that it was done by some member of the group, 2) for certain other reviews, a number of different areas of expertise must collaborate on the final result. Each may have a specific task to complete, but the overall completion of the review is only the result of the collective effort. For example, applicants applying for exemption from our Environmentally Critical Areas ordinance may need both geotechnical and hydrological expertise to weigh on the advisability of the exemption. Each expert completes their portion of the review. When both are done, the review is done, and the exemption is either granted, partially granted, or denied, 3) when scheduling non-permit-related events or activities for employees, such as training or meetings, a single event (training, meeting) may be assigned to many staff.

	

	60
	3/26/13
	4/03/13
	Functional requirement PP9.14 states “Ability to create template of activities for a time period of up to two weeks and appy to calendar.” Please define what is meant by a template of activities.
	This refers to an ability offered by our current custom web application for managing workgroup calendars. Appointment slots for permit intake are metered out by supervisors, based on staffing levels available to perform the intake. Supervisors will set up a generic schedule (template) for a two week period that represents a baseline level of customer service and includes a schedule of typical daily activities (e.g., front counter support, plan review time, meetings) for one or more employees. Then the template tasks and appointments are assigned to specific staff, or “opened” for booking by the public, with adjustments to the template appointments (adding to or removing from) based on specific staffing levels anticipated for that period.
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PTS

		TABLE_NAME		NUM_ROWS

		ACTION		15

		ACTION_CODE_REF		0

		ACTVY_97		193

		ADDR_RANGE		134,204

		AP30_SCREENS		9,525

		AP40_SCREENS		9,522

		AP50_SCREENS		9,503

		AP60_SCREENS		9,522

		AP70_SCREENS		9,523

		ASSESSOR		0

		BUILDING		126,704

		CASE		105,541

		CASE_ACTION		303,272

		CASE_STATUS		171,341

		CD_NOTE		15

		CENTRAL_APN		0

		COMP		134

		COMPLETE_PROJ		0

		COMP_ACCOUNT		0

		CONTRACTOR		0

		CUSTOMER		67,976

		DELHIPT_APN		0

		DESCR		43

		EX_TIME84		17,307

		EX_TIME85		14,637

		EX_TIME86		40,493

		EX_TIME87		38,069

		EX_TIME88		0

		EX_TIME89		50,377

		EX_TIMESHEET_CODE		0

		GMR_BOILERPLATE		0

		GMR_COMP_REF		0

		GMR_CONDITIONS		0

		GMR_DISTRICT_REF		0

		GMR_IMAGE		0

		GMR_OLUN		0

		GMR_ORDER		0

		INSPN		534,582

		INSPN_CD_NOTE		4,137

		INSPN_FREE_NOTE		543,246

		INSPN_RSLT		12,084

		INSPN_TYP		28,302

		INSPR		202

		INSPR_TYP		7

		INTERDIST_APN		0

		JOURNAL		724,709

		JOURNAL_ARCH		214,564

		JOURNAL_FIX		6,017

		LOB_97		86

		LOB_ACTVY_97		0

		LU_NOTICE		35,756

		LU_TIMETABLE		80,182

		MICROSOFTDTPROPERTIES		0

		ORD		68

		ORD_CODE_REF		0

		PIONEER_APN		0

		PLAN_TABLE		0

		PLAN_TYPES		61

		PRMT_SPECL_APPRV		176,699

		PROJ		115,763

		PROJSTATUS		159,714

		PROJSTATUS_REF		0

		PROJ_ARCH		46,959

		PROJ_BLDG_ARCH		50,250

		PROJ_BUILDING		122,705

		PROJ_BUILDING_HIST		0

		PROJ_COMP		385,821

		PROJ_COMP_ARCH		120,647

		PROJ_COMP_HIST		0

		PROJ_CONST_TEMP		0

		PROJ_DESCR		276,192

		PROJ_DESCR_ARCH		98,102

		PROJ_DESCR_HIST		0

		PROJ_DESCR_REF		0

		PROJ_HIST		0

		PROJ_RECEIPT		199,071

		PROJ_RECEIPT_ARCH		85,069

		PROJ_REVIEW		699,675

		PROJ_REVIEW_ARCH		200,067

		PROJ_SUB_COMP		20,151

		PROPERTY		91,232

		PROPERTY_APN		81,106

		PSEUDO_ADDR_RANGE		142

		RENEW_TO_HANSEN		2

		REVIEW_LOC		179

		REVIEW_LOC_REF		0

		RPT1CTY_DATA		0

		RPT2CTY_DATA		0

		RPT3201_DATA		0

		RPT3202_DATA		0

		RPT3203_DATA		0

		RPTCM_NOII		0

		RPTCM_NOII_TEMP		0

		RPTNPO_DATA		0

		RPTTBL_PROP_APN		0

		RPT_II_NOV		0

		RPT_II_NOV_TEMP		0

		RPT_VIO_NOLR		0

		RPT_VIO_NOLR_TEMP		0

		SE_APN		0

		SITE		6,796

		SPECL_APPRV		9,990

		SRCE_TBL		16

		STAT		41

		STATUS_CODE_REF		38

		STSEG_DUPES		0

		ST_SEGMENT		48,034

		ST_SEGMENT_CENSUS		0

		ST_SEGMENT_TEST		0

		ST_SEGMENT_WORK		0

		SUB_COMP		146

		TIMESHEET		652,712

		TIMESHEET_97		598,589

		TIME_ACTVY		129

		TIME_COMP		38

		TYPES_OF_PROJ		11





OTC

		TABLE_NAME		NUM_ROWS

		ACCOUNT_TRANSACTION		23,320

		ADA_ACCOUNT		332

		ADA_IO_USER		27

		BLANKET_ELECTRICAL_DETAIL		69

		BLANKET_ELECTRICAL_SITE		38

		BOILER_DETAIL		1,308

		BURNER_DETAIL		5

		ELECTRICAL_DETAIL		194,319

		ELEVATOR_DETAIL		2,884

		ELEVATOR_DETAIL_X		0

		ESCALATOR_DETAIL		27

		FEE_FORMULA		206

		FEE_SCHEDULE		151

		FIREALARMS_DETAIL		1,778

		FORMULA_RANGE		315

		FURNACE_DETAIL		7,978

		GASPIPING_DETAIL		0

		GASPIPING_ITEM		0

		INSPECTION_COMMENT		139,629

		INSPECTION_ITEM		147,785

		INSPECTION_REQUEST		150,381

		IO_ACCOUNT		83

		LONGNOTE		0

		LOOKUP_GROUP		30

		LOOKUP_ITEM		430

		LOOKUP_SUBGROUP		32

		LOOKUP_SUBITEM		14

		MICROSOFTDTPROPERTIES		0

		OTC_PERMIT_REF		0

		OTC_TRANSACTION		119,251

		OTC_USER		204

		PERMIT_ADDRESS		142,751

		PERMIT_CHARGE		229,306

		PERMIT_CREDIT		0

		PERMIT_ENTITY		135,406

		PERMIT_GENERAL		67,394

		PERMIT_ITEM		122

		PERMIT_PLAN		13,372

		PERMIT_QUICKLIST		1,626

		PERMIT_TRANSACTION		125,680

		PERMIT_TYPE		18

		PERMIT_WORKDESCRIPTION		78,049

		PLAN_ELECTRICAL_DETAIL		2,094

		PLAN_ELECTRICAL_REVISION		0

		PLUMBING_DETAIL		0

		PRESSURE_VESSEL_DETAIL		775

		REFRIGERATION_COMPRESSOR		1,594

		REFRIGERATION_DETAIL		1,523

		SECURITY_DETAIL		6,290

		SECURITY_DETAIL_980908		6,260

		SECURITY_UNIT		130

		SIGN_DESCRIPTION		6,866

		SIGN_DETAIL		3,882

		STORAGETANK_DETAIL		0

		TESTCASE		92

		VIOLATION		29
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‘GD’ MOBILE APPLICATIONS DEVELOPMENT

City of Seattle STANDARD

PURPOSE

Mobile users increasingly expect to access City information and services while on the go. And while City websites

and many City applications can be accessed via a browser from any location, the current design makes accessing

these via the majority of mobile devices difficult. Additionally, mobile users expect mobile solutions to offer the

same confidentially and safety of their information as when viewed from their desktop

In order to help the City navigate this very rapidly changing landscape this standard will provide the following:

A starting point for the City to provide a consistent, effective user experience for mobile applications,
both externally facing (constituents), and internally (City employees).

Guidance on how to select between using a mobile application written to run in a mobile web browser, or
a mobile application that is written using the SDK native to a specific platform (Apple, Android, etc). This is
still very much a moving target as HTML5 and CSS3 support is inconsistent across mobile web browsers.
Security mechanisms that balance both user convenience and security/privacy.

A Reference Architecture will be included as part of this standard which will prescribe the approaches for
the various major patterns of use (under development).

STANDARDS

Wherever possible, provide services to mobile users with a mobile web application running in a mobile
web browser. This will allow the City to use a more platform neutral approach that reaches a broader
audience, and reduces maintenance. Criteria for using a mobile application written using the SDK that is
native to a specific platform is described in the next section.
Develop mobile content using HTML5 and CSS3, as feasible given the target audience’s mobile browser.
As mobile browsers increasingly support these industry standards this will reduce the need to write
applications that are native for a specific platform, as well as improve content portability between the
wired and mobile web.
Develop mobile applications for the City preferred target client platforms specified in the Mobile Platform
Standard.
Mobile web applications will conform to the City’s Web Application Authentication Standard.
Mobile applications will not store restricted or confidential data on a mobile device unless,

0 Required for network connectivity or significant performance reasons; and

0 The City possesses the ability to wipe the device should it be lost or stolen.
Do not use voice commands for passwords, restricted or confidential information unless,

O The application will normally be used in a secure environment and will possess the ability to be

switched to non-verbal data entry; or
0 The application needs to be voice- enabled to meet accessibility needs or ADA requirements.
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CRITERIA FOR USING A MOBILE NATIVE SDK APP VERSUS A MOBILE WEB BROWSER APP

Normally the City will provide services to mobile users with a mobile web application running in a mobile web
browser. However there are a number of situations where a mobile application written to run in a mobile web
browser won’t provide the needed functionality. The number of these situations should reduce as mobile web
browsers support an increasing amount of HTML5 and CSS3.

Situations when it is appropriate to develop Native Mobile Applications

Resources exist to handle the additional support of a multiplatform environment. (Note: the resources should
not only include staff, but a multi-platform development environment such as a Mobile Enterprise Application
Platform MEAP). Additionally, at least one of the following situations should apply.

e The function the user needs to perform benefits significantly through the use of device’s GPS,
camera, etc. to establish context or simplify data entry.

e The function the user needs to perform requires a high degree of application sophistication.

e The application requires a higher degree of security than a web application can provide, e.g., device
level encryption is required.

e The application will need to provide functionality in areas without adequate network connectivity.

e Performance of a mobile browser-based application is unacceptable.

AFFECTED DEPARTMENTS:

All City departments.

IMPLEMENTATION

e New mobile applications will be reviewed under the MITIE process, and guided to appropriate
authentication methods by the Office of Information Security.

e Existing mobile applications should adopt practices compliant with the Best Practices, and Reference
Architecture with major upgrades or replacements.

o Asdifferent types of mobile application situations occur, we will capture them for use with similar
applications that come after them and add them to the toolkit.

EXCEPTIONS
Exceptions to the standard must be approved by Chief Technology Officer, City of Seattle.

RELATED POLICIES, STANDARDS, AND GUIDELINES

e  Mobile Devices and Platforms Standard
e Web Application Authentication Framework and Standard

e  Municipal IT Investment Evaluation (MITIE) Process

e  Office of Information Security
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City of Seattle Management REsponse

Permitting SYSTEM SOFTWARE AND SERVICES RFP #DPD-4
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Proposer’s Name: ______________________________________________________________




City of Seattle RFP# DPD-4

Title:  Permitting System Software and Services RFP

Management Response Rev. 1

I.  Software Vendor Information

A. Company Experience 


		Number of years the company has been engaged in developing and implementing software for permitting and related functions for local jurisdictions of the size of the City of Seattle or larger.



		      years



		Please provide a brief company history and overview relative to the development and implementation of software for permitting and related functions.  (Maximum length 500 words.)

		





B. Company Organization


		Please attach an organization chart which clearly illustrates the company’s major lines of business and the relationships between them.

		(1) Attached     





		How many employees does the company have associated with its permitting-related software products in the locations listed?

		United States                        # employees

Pacific Northwest


WA, OR, ID, AK:                  # employees

Outside the  US:                     # employees





		How many employees associated with these types of products/systems does the company have in each of the following categories?




		Customer Support:                 # employees

Installation & Training:          # employees

Product Development:           # employees

Sales, Marketing:                   # employees



		Average annual staff turnover rate.

		     



		Location of office that will serve as the primary contact during implementation.

		     



		Does the company have any user group support organizations?

		Yes               No     

Title of Organization:



		Identify costs associated with membership in your user support organization, including any registration fees for local or national meetings or conferences.

		     



		Identify the closest user group meeting location that your company has for the Seattle area.

		     





C. Financial Information

		What was the Company’s annual gross revenue during the last three fiscal years?

		FY 2010         

FY 2011          


FY 2012           



		What was the percentage of gross revenues invested in research and development for permitting software?

		       %  



		What was the average annual company sales volume for permitting software and services for the previous three (3) fiscal years?

		 $     



		What percentage of gross revenues does the sales volume for permitting software and services represent?

		     %





D. Customer List


List cities and counties with populations of 500,000 or more which have deployed the permitting software you are proposing for the City of Seattle.  Clients may be contacted and used as references, along with other sources that may be provided to the City in your response or that are otherwise known to the City.


		Client

		Product/Modules/


Version/Release

		Implementation


Date

		Contact Name, Title

		Contact Email

		Contact Phone



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		





E. Terminations 

If any, list any contracts that have been terminated before the project completion in the last five years with your firm (if you are national company, list those terminations for the office that will serve the City of Seattle).  Indicate whether contract was terminated for Default (defined as a notice to Proposer to stop performance due to Proposer’s non-performance or poor performance) and whether the issue was (a) not litigated; or (b) litigated and such litigation determined the Proposer to be in default.  If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied in a narrative attached to this response.  The City will evaluate the information and may also at its sole discretion, reject the Proposer’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Proposer.  These may be contacted as a resource to the City for assessing references and responsibility.

Have you had any early Contract Terminations?   Yes               No     


If yes, are termination descriptions attached? 
  Yes               No     


F. Product Ownership History


Describe whether any component within the product offering has been previously owned by another company. For example, if your company purchased an electronic plan review system from another company and then integrated it with your software application, you must divulge the electronic plan review software’s ownership history. 


		





G. Software Version Upgrades

Provide a brief history of system software version upgrades released by the Proposer over the past two (2) years.  


		Upgrade version/release number

		Release date

		Major feature changes

		Associated licensing costs to clients



		

		

		

		



		

		

		

		



		

		

		

		





Provide information on planned system software upgrade releases by the Proposer.  

		Upgrade version/release number

		Planned release date

		Major feature changes

		Associated licensing costs to clients



		

		

		

		



		

		

		

		





H. Future Functional Enhancements to Base Software

Explain the methodology used for prioritizing and implementing future functional enhancements to the permitting-related system software.  (Maximum 500 words.)

		





I. Prime Contractor 

If your proposal includes software and/or services from a third party, the Proposer (whether Software Vendor or other company) must act as prime contractor for procurement of all proposed products and services.  Prime contractor shall be the sole point of contact for contractual issues including payment of any and all charges resulting from the purchase of the proposed hardware, software, and/or services.  Prime contractor must take responsibility for demonstration, delivery, installation, and acceptance testing of all items proposed.  Prime contractor must also provide maintenance, warranty and ensure third-party warranties are extended to City.

1.  Will Proposer utilize subcontractors?:   Yes               No     


2.  If yes, attach a clear description of how you as Prime Contractor will direct work of all subcontractors to ensure the quality and timeliness of work performed by the Company and all subcontractors.      

Attached?  Yes               No     

If you responded yes and are utilizing subcontractors (or third party Proposers) for this engagement, then also complete the following chart. Replicate this chart for each subcontractor proposed.

		Third Party Proposer Name:

		Number of previous partnerships with this Proposer

		Clients for Previous Partnerships with this Proposer

		Description of Installed and Configured Service



		Project Management Services

		     

		     

		     



		Application Software Installation

		     

		     

		     



		Other Software Installation

		     

		     

		     



		Functional/Business  Analysis

		     

		     

		     



		Data Conversion Development

		     

		     

		     



		External System Interfaces Development

		     

		     

		     



		Testing

		     

		     

		     



		Training

		     

		     

		     



		Deployment

		     

		     

		     



		Other:

		     

		     

		     



		Other:

		     

		     

		     





II. System Integrator and Subcontractors

If a company other than the Software Vendor will provide system integration services or other services for this engagement, then each such company must separately answer all questions in this section (Section II.)  If no companies other than the Software Vendor will participate in this project, ignore Section II and continue with Section III.

A. Company Identity 


		Vendor’s Legal Name 

		     



		“Doing Business As” name if applicable

		     



		Mailing Address 

		     



		Contact Person and Title 

		     



		Contact Person’s Phone Number

		     



		Contact Person’s Fax Number

		     



		Contact Person’s E-Mail Address

		     



		Washington State UBI Number

		     





B. Company Experience 


		Number of years the company has been engaged in implementing software for permitting and related functions for local jurisdictions of the size of the City of Seattle or larger.

		      years



		(2) Please provide a brief company history and overview relative to the implementation of the specific software products for permitting and related functions which are being proposed for the City of Seattle. (Maximum length 500 words.)

		





C. Company Organization


		Please attach an organization chart that identifies the major lines of business of your company and the relationships between them.

		Attached     






		How many employees does the company have associated with implementing permitting-related software products?

		United States                        # employees


Pacific Northwest


WA, OR, ID, AK:                  # employees


Outside the  US:                     # employees






		How many employees associated with these types of services does the company have in each of the following categories?




		Technical Support                 # employees

(Includes analysis, design, configuration, implementation)

Training:                                   # employees

Testing                                   # employees


Change Management             # employees



		Total staffing associated with implementing permitting-related software products for the past 4 years:

		2009         2010         2011         2012

                                         





		Average annual staff turnover rate:

		     



		Location of office that will serve as the primary contact during implementation

		     





D. Financial Information

		What was the Company’s annual gross revenue during the last three fiscal years?

		FY 2010          


FY 2011           


FY 2012           



		What percentage of gross revenues is represented by the performance of services similar to those in this RFP?

		%



		Describe your firm’s ability to finance additional costs that would be incurred by your firm in the event your firm is awarded a Proposer Contract resulting from this solicitation.  (Maximum 250 words.)



		



		State the amount your firm would need to borrow, and, if greater than zero, provide documentation from your firm’s lender in an Attachment stating its willingness to lend such amount to your firm.

		$     

Attached     





E. Terminations 


If any, list any contracts that have been terminated before the project completion in the last five years with your firm (if you are national company, list those terminations for the office that will serve the City of Seattle).  Indicate whether contract was terminated for Default (defined as a notice to Proposer to stop performance due to Proposer’s non-performance or poor performance) and whether the issue was (a) not litigated; or (b) litigated and such litigation determined the Proposer to be in default.  If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied in a narrative attached to this response 
.  The City will evaluate the information and may also at its sole discretion, reject the Proposer’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Proposer.  These may be contacted as a resource to the City for assessing references and responsibility.


Have you had any early Contract Terminations?   Yes               No     


If yes, are termination descriptions attached? 
  Yes               No     


III. System Integrator


All System Integrators, whether Prime Contractor, a third party Subcontractor, or the Software Vendor, must answer these questions:


A. Current Commitments


List at least ten of the highest dollar contracts currently held by your firm. If you hold fewer than ten, list all that are held.  

		Client

		Description

		Dollar value

		Share of current income derived from this contract

		Expected contract end date



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





		How will these or other current commitments affect the ability to support this City scope of work?  Explain any staffing and schedule overlaps, particularly, but not limited to key staff availability and schedules.

		



		How will you ensure that such commitments or potential overlaps will not affect the City of Seattle schedule and project delivery?  (Maximum 250 words.)

		





B. Previous Experience & References


List all contracts with similar scope and magnitude held within the previous five years.  (Add more tables if necessary.)  Clients may be contacted and used as references, along with other sources that may be provided to the City in your response or that are otherwise known to the City. 


		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		





		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		





		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		





		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		





		Client name: 

		Brief description of the items or services provided by your firm.  Indicate in the space below how the contract was similar in size, scope, and complexity as required by the City in this solicitation. (Maximum 250 words.)



		Contact person:

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Contract dollar value:

		



		Contract start date:

		



		Contract end date:

		





IV. Project Proposal

All Proposers must answer the following questions regarding project approach, methodology, schedule, and resources consistent with the Statement of Work (Section 5.0 of this RFP):


A. Project Schedule


Attach your proposed detailed project schedule for all project activities, loaded with your and DPD’s project team resources, submitted in Microsoft Project 2003, 2007, or 2010 format. This file is required and will be used to evaluate your proposed schedule, staffing, and use of DPD resources. Please make sure that the hours provided in this file correspond to the hours included in your pricing forms. (Note that the City’s priority is to implement the Rental Registration and Inspection Ordinance (RRIO) program into production first, and no later than the first quarter of 2014.) 
Attached     

B. Major Work Products


Consistent with the Project Schedule identify major project deliverables, delivery dates, and review periods. Add additional lines as needed.

		Deliverable Work Product

		Delivery Date

		City Review Period



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		





C. Implementation Approach

Referencing the objectives and deliverables as defined in the Statement of Work (Section 5.0 of this RFP,) please describe your approach to implementation: major tasks, sequencing, phasing, and quality assurance.  Note that the City’s priority is to implement the Rental Registration and Inspection Ordinance (RRIO) program into production first, with a target implementation date of January 1, 2014.  Explain how your approach will ensure that the City meets this objective.

		





Statement of Work Objective 1: Provide project management and coordination


Discuss your proposed project approach, describing how you intend to plan and manage a project of this size, scope, and complexity, including communications, status reporting, quality assurance, and change management. (Maximum 500 words.)


		





Include a sample status report. Attached     

Statement of Work Objective 2: Perform initial installation.

Explain your approach to planning for and installing the selected software on the City’s hardware.


		





Statement of Work Objective 3: Assist with business process design, address gaps, and configure software

Explain your approach to validating requirements and identifying process improvement opportunities based on the capabilities of the selected software and then configuring or customizing the software to implement those processes. Include your approach to configuration and architecture documentation.

		





Statement of Work Objective 4: Migrate historical data.

Explain your approach for converting historical data to the new software.  Note that the City has approximately 10 years’ worth of permitting data in its Hansen v7 system, all of which must be converted and incorporated into its new system.


		





Statement of Work Objective 5: Develop interfaces 

Explain your approach to implementing the interfaces with external systems as documented in this RFP.


		





Statement of Work Objective 6: Perform testing 

Describe your approach to testing; include a sample test plan from a previous project as an example.

		





Statement of Work Objective 7: Conduct training 

Describe your approach for providing training to the City of Seattle, including end user training, system administrator training, and technical training for City staff assisting with configuration, data conversion, and other project tasks.  Include sample course syllabus and sample training materials.  Identify any additional training resources, such as computer-based training, which will be available to the City on an on-going basis for refresher training or the training of new hires.


		





Statement of Work Objective 8: Provide go-live support and stabilization services

Describe your support during cut-over and a post go-live stabilization period, including the technical and business support documentation which will be provided.  

		





D. Project Organization


Provide a diagram that illustrates the Proposer’s project organization.  Include the names of key project staff and any subcontractors, their roles, and responsibilities.  Identify all internal and external communication paths, including within the Proposer’s project staff and between the Proposer and City project staff.  Include the Project Manager’s reporting relationships within the Proposer’s organization.    Attached     


Describe the type and level of authority vested in the Project Manager in regards to coordinating the Proposer resources in support of this project, including the percent of time the Project Manager will be on site. (Maximum 250 words.)


		





E. Project Team Matrix


Complete the matrix with the number of years of experience for each proposed team member/key staff in each subject area. Add additional lines as needed.

		Team Member Name:

		Project Role

		Years of Experience in that Role

		Years of Experience servicing Public Sector Clients

		Primary Work Location (City and State)



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     



		

		     

		     

		     

		     





F. Key Staff Experience


Complete the following table for each proposed key project team member. Begin with the tables provided for Project Manager, Technical Lead, and Functional Lead.  (You may change these role titles if appropriate.)  Add additional tables as needed.  Do not attach resumes.

		Name

		



		Project Role:  Project Manager

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		





		Name

		



		Project Role:  Technical Lead

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		





		Name

		



		Project Role:  Functional or Business Lead

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		





		Name

		



		Project Role:  

		



		Length of time at company

		



		Length of time in current job title

		



		Education and certifications

		



		Skills and qualifications

		



		Other commitments during proposed project duration

		



		Client Reference #1



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #2

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		



		Client Reference #3

		



		Client name:

		Brief description of the services provided which are directly relevant to the person’s proposed role in the City of Seattle’s project. (Maximum 250 words.)



		Contact person :

		



		Contact title:

		



		Contact phone #:

		



		Contact email:

		



		Client size (number of employees):

		



		Contract start date:

		



		Contract end date:

		



		Average hours per week: 

		





Key Staff Assignment Priority


In responding to this RFP, Proposer warrants that any key staff members identified by the Proposer 


and accepted by the City shall be dedicated to this City project as that person’s primary assignment for the duration of such person’s employment by the Proposer and that any change in assigned key staff is subject to prior City approval in writing.
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HWT

		TABLE_NAME		NUM_ROWS

		ACTIVITY		418,316

		ACTIVITY_EMPLOYEE		388,574

		ACTIVITY_RECURRENCE		13,156

		ACTIVITY_RECURRENCE_TYPE		4

		ACTIVITY_TEMPLATE		71,783

		ACTIVITY_TEMPLATE_RECURRENCE		71,783

		ACTIVITY_TYPE		178

		ACTIVITY_TYPE_AP_TYPE		28

		ACTIVITY_TYPE_PREREQUISITE		37

		APPOINTMENT		38,847

		APPOINTMENT_EMPLOYEE		0

		APPOINTMENT_PREREQUISITE		73,894

		APPOINTMENT_PROJECT		40,303

		APPOINTMENT_STATUS_LOG		0

		APPOINTMENT_STATUS_TYPE		3

		APPTACTIVITY_TEMP_RESERVE		2

		APPT_INTAKE_METHOD		3

		APPT_PREREQUISITE_TYPE		7

		COMMUNICATION_TYPE		5

		CPA_RATING		19,976

		CPA_RATING_LEVEL		2

		CPA_RATING_TYPE		6

		CUSTOMER_VISIT		517,292

		CUSTOMER_VISIT_PAUSE		0

		CUST_VISIT_RECORD_REQUEST		40,413

		DPD_ALLEY_REQUIREMENT		733

		DPD_EASEMENT_REQUIREMENT		0

		DPD_STREET_REQUIREMENT		2,491

		EMPLOYEE_WORKGROUP		442

		IDT_CRITERIA		37

		IDT_DEPT_CRITERIA		52

		IDT_DEPT_EVAL		9

		IDT_PROJECT_CRITERIA		8,630

		LOCATION		117,280

		LOCATION_VALIDATION_TYPE		8

		LOCATION_ZONING		207

		MIGRATED_LEGACY_CONTACT		2,104

		PERSONALIZATION		85

		PREREQUISITE_AP_TYPE		30

		PRE_SUBMITTAL_CONFERENCE		0

		PROJECT		279,944

		PROJECT_AP_CHANGE		516

		PROJECT_CONTACT		5,866

		PROJECT_CONTRACTOR		61

		PROJECT_LAND_USE_COMPONENT		84

		PROJECT_NOTE		167,761

		PROJECT_NOTE_HISTORY		32,868

		PROJECT_NOTE_TYPE		8

		PROJECT_NOTIFICATION		0

		PROJECT_REPLACE		171,171

		PROJECT_ROLE		5,977

		PROJECT_STATUS		17

		PROJECT_STATUS_HISTORY		126,549

		REVIEW_GROUP		25

		REVIEW_GROUP_REVIEW_TYPE		67

		RMS_CP_HOUR		33

		RMS_CP_TYPE		724

		RMS_IP_HOUR		47

		RMS_REVIEW		6,949

		RMS_REVIEW_HOUR		7,187

		RMS_TYPE		46

		ROLE_TYPE		3

		ROWI_PROJECT		1,892

		ROWI_PROJECT_DEPARTMENT		5,580

		ROWI_PROJECT_DEPT_HISTORY		14,216

		ROWI_STATUS		7

		SDOT_ALLEY_REQUIREMENT		734

		SDOT_DESIGN_REQUIREMENT		2,493

		SDOT_INITIAL_REVIEW_DEPOSIT		5

		SDOT_PERMITTING_INFO		789

		SDOT_PERMIT_REQUIRED		5

		SPU_ADD_DW_INFO		116

		SPU_DW_REQUIREMENT		533

		SPU_EXISTING_INFRASTRUCTURE		738

		SPU_EXISTING_INFRA_WATER		441

		SPU_WATER_REQUIREMENTS		432

		STREET_ALLEY		3,453

		WEEKLY_REVIEW_CAPACITY		248

		WORKGROUP		64

		WORKGROUP_ACTIVITY_TYPE		4,104





PAT

		TABLE_NAME		NUM_ROWS

		MISC_REQ_DPDDR		3,422

		MISC_REQ_DPDLU		543

		MISC_REQ_DPDSITE		2,027

		MISC_REQ_SCL_DEPENDENCIES		1

		MISC_REQ_SDOT		25

		MISC_REQ_SDOT_DEPENDENCIES		1

		MISC_REQ_SPU		2,563

		MISC_REQ_SPU_DEPENDENCIES		1

		NOTIFY		10

		NOTIFY_VALUE		147

		PAT_ACTION		8

		PAT_NOTE		5,157

		PAT_NOTE_TYPE		2

		PAT_PROJECT		6,285

		PAT_PROJECT_ASSIGN		0

		PAT_PROJECT_HISTORY		85,505

		PAT_STATUS		4

		PROJECT_QUEUE		51,860

		QUEUE		9

		QUEUE_GROUP		5

		REQUIREMENT		344

		REQUIREMENT_TYPE		8

		REQUIREMENT_VALUE		202,876

		REQ_SECTION		53

		ROUTEBACK_REASON		3

		STREET_ALLEY		9,162





SPI

		TABLE_NAME		NUM_ROWS

		BOILERDETAIL		19,809

		BOILERGRADE		28

		CERTIFICATEONHOLD		183

		CONVEYANCEDETAIL		7,733

		CONVEYANCEDETAILSEISMICDEVICE		7,546

		CONVEYANCEDETAILSIGNALTYPE		12,219

		CONVEYANCESIGNALTYPE		9

		FEECODE		1,660

		HOURLYINSPECTION		0

		HOURLYRATE		1

		IMPORTDETAILTEMP		1,228

		IMPORTHEADERTEMP		471

		INSPECTION		153,951

		INSPECTIONAGENCY		24

		INSPECTIONOBJECT		27,749

		INSPECTIONTYPE		7

		INSPECTOR		167

		INVNOTRACKER		174

		INVOICESTATUS		4

		LOCATOR		37

		OBJECTINVOICE		124,556

		OBJECTSTATUS		9

		OBJECTTYPE		113

		PROCESSHISTORY		72,725

		PSINVOICETEMP		4,358

		REFRIGEQUIPMENTITEM		402

		REFRIGEQUIPMENTMANUFACTURER		37

		REFRIGERANTCLASS		6

		REFRIGERANTTYPE		18

		REFRIGERATIONDETAIL		207

		REFRIGERATIONEQUIPMENTTYPE		8

		SEISMICDEVICE		8

		SERVICECOMPANY		43

		SITE		10,125

		SITECOMMENT		12,907

		SITECOMMENTTYPE		3

		SITELICENSE		1,743

		SITESTATUS		2

		SITETYPE		3





Licensing

		TABLE_NAME		NUM_ROWS

		Customer		9324

		CustomerNotes		14402

		CustomerType		2

		ExamResult		10027

		ExamResultCode		4

		JRMLinker		311

		License		11016

		LicenseDiscipline		3

		LicenseFee		139

		LicenseLimitation		17

		LicensePrintHistory		14822

		LicenseProcess		3

		LicenseStatus		7

		LicenseType		25

		Payment		87147

		ProcessHistory		0

		Question		790

		questions_orig		399

		QuestionSave		844

		questionsgas		142

		QUESTIONSREFAMMONIA		155

		QUESTIONSREFFREON		149

		QuestionTemp		6000

		QuestionToLicensePairs		2420

		QuestionType		5

		School		4





FPR

		TABLE_NAME		NUM_ROWS

		ATTACHMENT		85

		Category		1292

		CodeBook		26

		Correction		137093

		CorrectionLetter		17684

		CorrectionLetterCycle		22743

		CorrectionSubheading		2449

		CustomDictionary		718

		LetterCycleStatus		2

		Organization		3

		ReferenceDoc		22

		Reviewer		173

		ReviewerGroup		8

		sysdiagrams		0

		X_Category_Correction		133216

		X_Cycle_Correction		163484

		X_Cycle_Subheading		6455

		X_RevGroup_Category		32
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JCity of Seattle

WEB APPLICATION AUTHENTICATION
STANDARD

PURPOSE

Users of City government applications want to be able to use them without continually being asked for separate

user IDs and passwords as they transition from one service to the next. They also expect their information to be

kept confidential and safe. At the same time, City websites and applications are continually under attack by those

that wish to penetrate our networks and steal information for their own purposes.

e This standard provides authentication requirements for applications to enable them to keep both users
and City networks safe. It applies to all applications which are connected to the internet. Because one
standard can’t cover all possible circumstances, this divides applications into four general groups, as
described by the National Institute for Standards and Technology (NIST).

¢  Authentication mechanisms should be designed to maximize both user convenience and security/privacy.

e A Reference Architecture will be included as part of this standard which will prescribe the tools and

approaches for the various major patterns of use associated user type, data privacy classification, and

type of transaction/interaction.

STANDARDS

e  Web-facing applications shall conform to the four-tiered Web Application Authentication Framework

e Applications should be designed to interoperate wherever possible through authentication tokens or

other mechanisms while maintaining proper security between the NIST levels.

LEVEL 1

e Noneis an option, depending on interaction — e.g., information only, static pages, no interaction with

users.

e Ifthereis a form field, normal protections for SQL injection, etc., will be in place.

e Can use anonymous authentication, e.g., Captcha or other.

e Use DIT Enterprise SSO Application as the default

e OpenIDis an option for some applications with public data.

e lLoggingis turned on

LEVEL 2

e Use DIT Enterprise SSO Application as the default

e  Open ID by itself is not sufficient — second level of authentication is required.

e Loggingis turned on

e UID and PW is required

e Second factor of authentication is required — AD, send back email

Web Application Authentication Standard 1 4/6/2011






LEVEL 3

e High level of assurance required

e Solutions are engineered to suit application and reviewed by OIS

e Use DIT Enterprise SSO Application as the default or Open ID as the initial authentication factor, but not

sufficient on their own.

e Hardware certificates are an option

e Loggingis turned on

e UID and PW is required

e Second factor of authentication is required — AD, send back email

LEVEL 4

e Designed on a case by case basis due to regulatory requirements

AFFECTED DEPARTMENTS:

All City departments.

IMPLEMENTATION

e New web-facing applications will be reviewed under the MITIE process, and guided to appropriate

authentication methods by the Office of Information Security.

e  Existing web-facing applications should adopt practices compliant with the Framework and Reference

Architecture with major upgrades or replacements.

o Asdifferent types of web authentication situations occur, we will capture them for use with similar

applications that come after them [make this part of the toolkit]

EXCEPTIONS

e  Exceptions to the standard must be approved by the Chief Information Security Officer.

RELATED POLICIES, STANDARDS, AND GUIDELINES

e  Web Application Authentication Framework
e  MITIE Process
e  Office of Information Security

DOCUMENT CONTROL

Owner: Chief Information Security Officer

Update Frequency: Annual (by 12/31)

Version

Content

Author

Approval Date

1.0

Initial version

Michael Hamilton, CISO; Internet Board subcommittee
(Blood, Brant, Bradbury, Davies, O’Brien, Kaye)

Authors: Kaye & Brant
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4/6/2011





Approved this XX day of 20XX
by Bill Schrier, Chief Technology Officer, City of Seattle
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Descriptions of the Use Cases and Required Methods are listed below the table

APPENDIX A - WEB AUTHENTICATION REFERENCE ARCHITECTURE

Type of Interaction & Data

Anonymous Anonymous Identifiable Identifiable Identifiable Interaction Non-Public
Interaction with Authentication Interaction with | Interaction with with City Identifiable
City (Public Data) City City payment method detail | Interaction with
(Public Data) Use Case 2 (Public Data) (Restricted (Restricted Data) City
Use Case 1 Use Case 3 Data) Use Case 5 (Confidential
Use Case 4 Data)
Use Case 6
First Authentication Captcha or City City SSO or . . .
N City SSO City SSO City SSO
Factor one SSO or OpenID OpenlD Y Y "y
Second Authentication Trusted 3" party .
N Determined on a
Factor None None None None authentication or .
case by case basis
payment vendor
O | Trust Tok U
o rus. oKen on User None None None Yes Yes Yes
< Device
7]
s Prompt for Browser Close No No No Yes Yes Yes
T session Ti "
_g ession fimeou No No No Yes Yes Yes
S
T 5
S Allow Data P'erS|stence Yes Yes Yes No No No
& | on User Device
Additional Credentials at
Account Provisioning No No No Yes Yes Yes
Additional Authentication
Review Required No No No No Yes Yes
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USE CASES

Use Case 1. Anonymous interaction — An anonymous entity
browses static public data

Web Auth
Anonymous Interactic

Use Case 2: Anonymous authentication interaction — An
anonymous entity initiates a service request, posts of
information, looks up or downloads public data

Web Auth
Anonymous Authentic

Use Case 3: Identifiable interaction with City with Public
data — A uniquely identified entity conducts a
transaction/interaction involving public data.

Web Auth Identified
Interaction Public Dat

Use Case 4: Identifiable interaction with City with restricted
data (e.g. PIll) - A uniquely identified entity conducts a
transaction/interaction with the City that involves restricted data

Web Auth Identified
Interaction Restrictec

Use Case 5: Financial Transaction with the City — A payment
is made to the City using echeck, electronic transfer, credit
card, or ewallet by a uniquely identified entity

Web Auth Electronic
Payment Use Case 5.

Use Case 6: Non-Public identifiable interaction with City
with confidential data — A City employee or other designated
person or vendor acting in an official capacity on behalf of the
City conducts a transaction/interaction with the City that
involves data that is not available to the public. E.g. remotely
controlling floodgates.

Web Auth Non-Public
Identified Interaction

DESCRIPTION OF REQUIRED METHODS

First Authentication Factor — This is the base authentication required in all cases except static browsing of public
data, which requires no authentication. Depending on the circumstances this ranges from using a Captcha for
anonymous authentication, to identified authentication using either City-developed Single Sign on or industry

accepted OpenlD.

Second Authentication Factor — This is used in addition with the first authentication factor when single factor

authentication is not sufficient. A second factor will be required when dealing with confidential data, and when
performing activities related to processing payments. Since these situations will often involve regulatory agencies
or third party payment processors, the type of allowable second factor will be determined on case by case basis.
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Trust Token on User Device — In cases where stronger authentication is used, so the likelihood of trust is greater, a
trust token may be placed on the device (desktop, tablet, smartphone, etc). This allows the device to serve as an
additional factor, thus reducing the amount information the user must provide at login in order to authenticate.

Prompt for Browser Close — When dealing with confidential or restricted data it is important to ensure there is no
data left in the browser cache. The standard approach to accomplish this is to prompt the user to close their
browser when they logout.

Session Timeout - When dealing with confidential or restricted data this is standard practice to reduce the chance
of an unauthorized user gaining access to information from an unattended device.

Allow Data Persistence on User Device — Storing often accessed data locally on a device sometimes increases
system performance. However, mobile devices are easily lost or stolen, which increases the chances of an
unauthorized person having access to the data. When the data is restricted or confidential in nature it shouldn’t
be persistent on the device after the session has ended. This isn’t to be confused with information that is
downloaded to a device to allow the user to work offline. In such cases the normal protection mechanisms such as
data encryption would apply.

Additional Credentials at Account Provisioning — Certain interactions with the City require a high level of
assurance the person is not just uniquely identified via a mechanism such as a unique IP address, but is actually
who they say they are. It may be a regulatory requirement that requires associating the user ID to something that
can proven using physical means such as a photo ID, or a physical address. In these cases the additional
credentials need to be verified at the time the account is established.

Additional Authentication Review Required — This reference architecture is designed to provide guidance on
which security mechanisms to use for a given type of user, data, and interaction. Complex use cases, or use cases
with specific regulatory or public safety impacts will likely have unique requirements which need to be considered
in addition to the base authentication and security methods in the reference architecture. Because of this,
additional authentication review will need to be performed prior to system implementation to ensure those
additional requirements are met.
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Web Application Authentication
Framework

SUMMARY

This document establishes a framework that will be used to determine appropriate authentication methods for
internet-facing applications, for use by developers and the Information Security Office. City government has an
increasing number of internet-facing applications that require authentication of users. Without a plan to establish
the management of user identity, constituents could be faced with many different user ID/password requests from
City web applications. This erodes customer service and potentially frustrates users.

CONTEXT

Appropriate authentication depends on the sensitivity of the information being accessed, the identity of the
individual and the pathway chosen for access. The picture is further complicated because users typically go from
application to application, which may require changes in their trust level and persistent tracking of that level.

Web App Authentication Context Diagram

4 4 W . = Types of

Smartphones Cell phones Laptops Netbooks Tablets Devices

E Regional Gvmt @ Types of

Partners

City Employee: Constituents Users
Trust level Ay N

Low Data.Seattle.gov Seattle.gov ‘ (makza:ect;%)rl;em)
>
. CRM Portal (PEP) Crowdsourcing %
Medium (request service) (personalize a page) (advocate/rank) g
High Epayment apps Customer Accounts %
(pay a bill) (change my info) S
»

Really SCADA control
High (open a floodgate)

Authentication
Strength

AUTHENTICATION ATTRIBUTES

“Authentication systems are frequently described by the authentication factors that they incorporate. The three factors often

considered as the cornerstone of authentication are:
e Something you know (for example, a password);
®  Something you have (]‘br example, an ID badge or a cryptographic key); and

®  Something you are (for example, a voice print or other biometric measurement).

Authentication systems that incorporate all three fbctors are stronger than systems that incorporate only one or two ofthe factors.
The system may be implemented so that multiple factors are presented to the verifier, or some factors may be used to protect a secret

that will be presented to the verifier. For example, a hardware device that holds a cryptographic key might be activated by a
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password or the hardware device might use a biometric representation to activate the key. This type @r device provides two —factor

authentication, although the actual authentication protocol between the verifier and the claimant only proves possession of the key.”

_from Electronic Authentication: Guidance for Selecting Secure Techniques, NIST

IMPLEMENTATION

Developers, application designers and PMs are responsible for building appropriate authentication mechanisms
into their systems. Departments should follow a five-step process in determining the appropriate assurance level
for their applications:

1. Conduct a risk assessment for e-authentication of the system. The risk analysis measures the severity of
potential harm and the likelihood of occurrence of adverse impacts to the system if there is an error in
identity authentication. All new systems which face the Internet should go through a MITIE review,
including review of security.

Map identified risks to the applicable assurance level.

3. Select technology based on e-authentication technical guidance. When in doubt, ask the Office of
Information Security.

4. Validate that the implemented system has achieved the required assurance level. Security testing should
be applied to any application before it goes live.

5. Periodically reassess the system to determine technology refresh requirements.

The required level of authentication assurance should be determined, based on the potential impacts of an
authentication error on:

Inconvenience, distress, or damage to standing or reputation;

Financial loss or agency liability;

Harm to agency programs or public interests;

Unauthorized release of sensitive information;

Personal safety; and/or

Civil or criminal violations.

ASSURANCE LEVELS, BASIC REQUIREMENTS AND TOOLS
The levels of the control matrix are based on the National Institute of Standards and Technology (NIST) Electronic
Authentication Guideline available here, which describes four levels. These levels are adapted to basic

requirements for access to City of Seattle (COS) systems. The assurance levels provide a guide to the use of four
basic tools for authentication:
e Tokens— typically a cryptographic key or password to prove identity.
e Identity proofing, registration, and the delivery of credentials that bind an identity to a token.
e Remote authentication mechanisms, combining credentials, tokens, and authentication protocols used to
verify identity

e Assertion mechanisms used to communicate the results of a remote authentication to other parties.

GENERAL REQUIREMENTS

e Moving up to more secure levels requires further authentication.
e All applications need to track security tokens
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LEVEL 1 - LITTLE OR NO CONFIDENCE IN ASSERTED ID’S VALIDITY

“Although there is no identity prooﬁng requirement at this level, the authentication mechanism provides some assurance that the

same claimant is accessing the protected transaction or data. It allows a wide range of available authentication technologies to be
employed and allows any of the token methods of Levels 2, 3, or 4. Successful authentication requires that the claimant prove
through a secure authentication protocol that he or she controls the token. Plaintext passwords or secrets are not transmitted across a
network at Level 1. However this level does not require cryptographic methods that block offline attacks by an eavesdropper. For
example, simple password challenge-response protocols are allowed. In many cases an eavesdropper, having intercepted such a

protocol exchange, will be able to find the password with a straightforward dictionary attack.”

COS REQUIREMENTS

e Level 1 does not positively identify the user—users can set up fake user ID’s and passwords
e Are vulnerable to attack without further protection
e Open ID operates at level 1

LEVEL 2 — SOME CONFIDENCE IN ASSERTED ID’S VALIDITY

“Level 2 provides single factor remote network authentication. At Level 2, identity proofing requirements are introduced, requiring
presentation of identifying materials or information. A wide range of available authentication technologies can be employed at Level
2. It allows any of the token methods of Levels 3 or 4, as well as passwords and PINs. Successful authentication requires that the
claimant prove through a secure authentication protocol that he or she controls the token. Eavesdropper, replay, and on-line
guessing attacks are prevented. Long-term shared authentication secrets, if used, are never revealed to any party except the claimant
and verifiers operated by the Credentials Service Provider (CSP); however, session (temporary) shared secrets may be provided to
independent verifiers by the CSP. Approved cryptographic techniques are required. Assertions issued about claimants as a result of a
successful authentication are either cryptographically authenticated by relying parties (using Approved methods), or are obtained

directly from a trusted party via a secure authentication protocol.”

COS REQUIREMENTS

e  Basic requirements are:
o Single factor authentication
o ldentify proofing (as in what is provided by our SSO)
o Control of the identity token. When people use their authentication credentials, City systems
need to control the tokenized credentials and pass it along to other City applications.
e  City of Seattle Single Sign On is the preferred baseline
o Supports Secure Sockets Layer (SSL)
o Does email provisioning — uses email as the UID, sends a confirmation email with a link to
continue.
o It does not meet the OpenlID standard at this point, but it may in the future.

o Going from level 1to 2 or
o Going direct to level 2

LEVEL 3 — HIGH CONFIDENCE IN ASSERTED ID’S VALIDITY

"Level 3 provides multi-factor remote authentication. At this level, identity proofing procedures require verification of identifying
materials and information. Level 3 authentication is based on proof of possession of a key or a one-time password through a

cryptographic protocol. Level 3 authentication requires cryptographic strength mechanisms that protect the primary authentication

Web App Authentication Scope/Strategy 3 3/11/2011





token (secret key, private key or one-time password) against compromise by the protocol threats including: eavesdropper, replay, on-

line guessing, verifier impersonation and man-in-the-middle attacks. A minimum of two authenticationfactors is required.”

COS REQUIREMENTS

e All Level 3 applications require an engineering review of the authentication and security design via MITIE.

Level 3 should employ:
o Verification of ID appropriate to the sensitivity of the information involved in the transaction.
o Multi-factor authentication may be required.
o Useif:
o Coming from level 1 or 2 to level 3; or
o Goingdirect to level 3
e For COS employees:
o Inside the network: Active Directory may satisfy the identity requirements
o From outside the network: VPN may be adequate for identity requirements.
e  For external users:
o Requires proof of identity prior to provisioning for the application.
o Solutions must be reviewed as part of the IT oversight process.
e Notes:
o ldentify users by asking if the browser has the right certificate that we issued when they enrolled
in the service—but this is only 1 factor in the authentication.
o Requires logging at the application level and routing of the logs to the central log analysis system

LEVEL 4—- VERY HIGH CONFIDENCE IN ASSERTED ID’S VALIDITY

“Level 4 is intended to provide the highest practical remote network authentication assurance. Level 4 authentication is based on

proof of possession of a key through a cryptographic protocol. Level 4 is similar to Level 3 except that only “hard” cryptographic
tokens are allowed. Level 4 requires strong cryptographic authentication of all parties and all sensitive data transfers between the
parties. Either public key or symmetric key technology may be used. Authentication requires that the claimant prove through a secure

authentication protocol that he or she controls the token. Strong Approved cryptographic techniques are used for all operations.”

COS REQUIREMENTS

e  Multi-factor authentication
e  Verification of ID required
e  For COS employees:
o Inside the network: Active Directory + digital certificate
o From outside the network: VPN + digital certificate or token
e  For external users: no access to these systems
e Review of design is required
e Application logs must be consolidated at the City’s event correlation system.
* Note:
o The City needs to devise a standard method for identifying potential additional authentication
factors like cell phone, smart cards, etc.
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THE CONTROL MATRIX

The following matrix provides examples of application types and the attributes relevant to appropriate authentication mechanisms. This matrix can be used by
developers and project managers to develop an authentication strategy. Questions should be directed to the Office of Information Security.

Description Application Attributes Authentication Attributes
Application Business Function Assurance Info Regulatory | Authentication Logging Comments
Examples Required Classification
Level 1—Little or no confidence in asserted ID’s validity
Seattle.gov General information Untrusted Public Public record | None At server See reference arch 1
Data.Seattle.gov Public data repository Untrusted Public Public record | None At server
Facebook Official COS Facebook sites Untrusted Public Public record | Facebook/ OpeniD At server Uses OpenID
AskSeattle.gov Casual information site like Untrusted Public Public record | Facebook/ OpeniD At server

Questionland

Level 2—Some confidence in asserted ID’s validity

Public Engagement Ability to configure a portal Trusted Public Public COS single sign on At server Users need the ability to
Portal/Seattle Speaks | page record configure and control their PEP
page.

CRM (1Q now, CRM Public Public COS single sign on At server Need ability to communicate w.
Motorola in future Trusted record service requests
Crowdsourcing, Ranking of issues and Public Public COS single sign on At server Need ability to identify users to
ranking (Ideascale) comments Trusted record avoid interest group subversion
Online application Applicants for City jobs Restricted Public Federated/SSO + At server
system Trusted record additional

credentials

Level 3—High confidence in asserted ID’s validity

Utility Billing Restricted FACTA Equifax logs to central
Trusted logging, alerts for
problems
SELF portal Apply or renew a business Restricted FACTA UID and PW logs to central
license; file/pay business Trusted logging, alerts for
license or B&O tax, update problems

business info

Level 4—Very high confidence in asserted ID’s validity

Web EOC Emergency management Highly trusted Restricted or clis UID/PW logs to central
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Description Application Attributes Authentication Attributes
Application Business Function Assurance Info Regulatory | Authentication Logging Comments
Examples Required Classification
confidential logging, alerts for
problems
eSponder Emergency response Highly trusted Restricted or cls logs to central
confidential logging, alerts for
problems
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USER TYPE

e Untrusted users have not proven their identity
o They may not need to, depending on the application
o They can transition to Trusted by providing appropriate assurance
o Level 1 users are intrinsically untrusted
e Trusted users have established identity
o They can use any application classified at lower levels of trust
o If they transition to higher level applications, they must provide more assurance

INFORMATION CLASSIFICATION

Appropriate authentication level depends on the type of data processed and stored in the application, as classified
in the Information Systems Security Policy GUI10A Classification of Data on the InWeb here

Classification Level

PUBLIC: Information that is either approved for general access or by its nature not necessary to protect and can be 1
shared with anyone. This would include general public information, published reference documents (within
copyright restrictions), open source materials, approved promotional information, and press releases.
RESTRICTED: Information that is business data which is intended strictly for use within the City. Although most all of 2o0r3
this information is subject to disclosure laws because of the City's status as a public entity, it still requires careful
management and protection to ensure the integrity and obligations of the City's business operations and

compliance requirements. It also includes data associated with internal email systems and City User account activity
information.

CONFIDENTIAL: Information that is very sensitive in nature and requires careful controls and protection. 4
Unauthorized disclosure of this data could seriously and adversely impact the City or interests of individuals and
organizations associated with the City. Confidential data also includes any data that is specifically exempt from
public disclosure under the State of Washington Public Disclosure Laws (See Link to State Disclosure Law in Appendix

B). However, this information may be subject to public disclosure laws.

REGULATORY

e Regulations may require the use of specific tools
e Organizations are responsible for knowing which regulations apply to them and appropriate safeguards.

Regulations Affected Depts Level

Public Records Act. Requires appropriate retention of public All lor2.
documents.
State Security Breach Notification Laws - All 3

Payment Card Industry Data Security Standard (PCI DSS) for credit | All who take credit cards in payment 3or4
card data security.

Fair and Accurate Credit Transactions Act (FACTA). Protects Utilities, any who take credit cards 3
identities and regulates financial transaction information
Health Insurance Portability and Accountability Act (HIPAA). HSD, SFD, others 3or4.
Standards for electronic health care transactions, security and

privacy of health data.

Federal/Nuclear Energy Regulatory Commission FERC/NERC Utilities 3or4d

Criminal Justice Information Services Security Policy. Regulates LSJ departments 3or4d
LSJ systems
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LOGGING & ALTERTING

Appropriate logging and alerting need to be applied to detect security issues and provide auditability.

Logging Alerting Level

By exception only. Not usually required Not required 1
Log sessions Not required 2
Transactional logging at server level; send logs to central Alert for adverse events 3
log monitoring (SEIMS)

Transactional logging at server level; send logs to central Alert for adverse events 4
log monitoring (SEIMS)
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Instructions

		Instructions



		Respondent must complete all of the worksheets in this workbook.  For each of the requirements, please place an "X" in the appropriate column.  Blank responses will be considered as "Not Provided".  In the description field, describe how the requirement is met.  If there is not enough room to fully respond to a requirement, information may be included in a separate document.  Provide a cross reference number in this column for any supporting documentation.  Note that the review team does not guarantee to review all supporting documentation, so provide as much information as possible in this spreadsheet.

		Mandatory (M)		Vendor must meet mandatory requirements for the proposal to remain eligible for consideration as listed in Section 3 of the RFP.

		Highly Preferred (HP)		Represents functions or services that are needed to achieve project objectives.

		Preferred (P)		Represents functions or services that would be useful, but not necessary, to achieve project objectives.



		Provided		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application.

		Modified 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

		Next Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

		Not Provided 		The software will not satisfy the requirement. 



		Please complete the following information:



		Company:

		Contact Individual:

		Phone:

		e-mail:

		Overview of Tabs

		Tab Name		Content or Purpose

		General Technical		Includes general requirements, performance requirements, and security requirements.


		Architecture		Includes database preferences, support for City standards, data structure, and general design requirements.

		Configurability		Includes general configurability of the product, as well as a special focus on workflow management tools.


		User Interface		Includes requirements related to usability, user interface, and navigation.

		Integration		Includes general integration as well as specific requirements for integration with document management, electronic plan review, scheduling, and GIS systems.


		Reporting		Includes requirements related to reporting.

		Support		Includes system tools, migration, data conversion, training, documentation, upgrades, and on-going support.





Gen Tech

		General Technical Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				GN1		General

		HP		GN1.01		Ability to deploy the application hosted locally. (In Description, provide three (3) locations (jurisdictions) where the system of similar size and complexity has been deployed as a local solution).

		P		GN1.02		Ability to deploy the application hosted by vendor (SAAS). (In Description, provide three (3) locations (jurisdictions) where the system of similar size and complexity has been deployed as an SAAS solution).

		P		GN1.03		Ability to be fully (100%) deployed on virtual servers. If not, then state percentage of components virtualized in Description. (In Description, provide three (3) locations (jurisdictions) where the system has been deployed as a virtualized solution).

		P		GN1.04		Ability to support incremental, differential, and full backups and restore of the database, core and customized software, software and configuration options, user preferences and rights, etc. (In Description, specify the tools that allow this support).

		P		GN1.05		Ability to have a visual cue to identify whether the user is working in the production, test or other environment.

				GN2		System Performance

		HP		GN2.01		Ability to support remote system access for field staff (Specify any particulars of this capacity in Description). 

		HP		GN2.02		Ability to support system online public access. (Specify any particulars of this capacity in Description).

		HP		GN2.03		Ability to support up to 1000 concurrent users without visible impact on performance. (Specify any particulars of this capacity in Description).

		HP		GN2.04		Ability to support a wide variety of active work flows, permit and approval types, and related submittal requirements, application forms, routing, fees, status and applicant communications. (Specify any particulars of this capacity in Description).

		HP		GN2.05		Specify the hardware requirement not to exceed 35 – 40% of the CPU capacity. Specify the hardware requirement not to exceed a peak utilization of 70% of CPU capacity at any given time.

		HP		GN2.06		Ability for the system to maintain a 99% availability rate, including planned maintenance.

		HP		GN2.07		Ability to minimize network traffic between the Web browser (thin-client) and the Web server (application). Describe in Description how system provides for this.

		HP		GN2.08		Ability to manage concurrency issues in a multiple user environment where the same record is accessed and updated by multiple users at the same time.

		P		GN2.09		Ability to maintain a consistent throughput with increased transaction volumes. Describe in Description how system provides for this.

		P		GN2.10		Describe suggested infrastructure configuration to optimize system performance.

		P		GN2.11		Describe suggested modifications to infrastructure configuration needed for a rapid scale-up in the event of unexpected growth / activity (for both internal and external users). 

		P		GN2.12		Ability to support stress testing and other automated testing of the system.  Describe in Description how system provides for this.

		P		GN2.13		Describe architecture features that maximize performance for full system searches executed through the UI.

				GN3		System Security

		HP		GN3.01		Ability to support system administration for end-user management to assign role based security access rights (e.g., add, delete, change, modify access levels and groups).

		HP		GN3.02		Ability to integrate with single sign on (SSO) and directory service systems, e.g., MS Active Directory (staff, agency partners) and Seattle Online website (citizens/public).

		HP		GN3.03		Ability to use encrypted communication (e.g., TLS, SSL) during authentication, if not integrated with a single sign on system.

		HP		GN3.04		Ability to provide some functions to the public without requiring a username and password.

		HP		GN3.05		Ability to use encrypted communication (e.g., TLS, SSL) for all application functions, including traffic between application tiers.

		HP		GN3.06		Ability to be fully PCI compliant for any part of the system architecture that handles, transmits or stores (even temporarily) credit card and payment data. Current PCI-DSS standards:
https://www.pcisecuritystandards.org/security_standards/documents.php

		HP		GN3.07		Ability to automatically notify a system administrator in the event of an error, providing descriptive logging of any errors encountered. (Describe in Description any capabilities for this functionality to be enabled/disabled).

		HP		GN3.08		Ability to support multi-factor authentication or other strong authentication controls for field devices used by staff. Specify authentication options supported.

		HP		GN3.09		Ability for the application to handle payments through integration with an external provider (see IN1.09), without storing any payment or card-holder data.

		P		GN3.10		Ability to provide application level security, including user or group security access configuration and enforcement for the following areas, including but not limited to:

		P		GN3.11		Row/field level on data elements in databases.

		P		GN3.12		Access to system modules or functionality.

		P		GN3.13		Access to specific fields, work flow, screens or reports in the user interfaces.

		P		GN3.14		Mandatory data fields based on specified/defined workflow or information.

		P		GN3.15		Ability to have user groups. One user could belong to more than one group. Privileges should be defined at user level and at user group level.

		P		GN3.16		Ability to have groups include other groups.

		P		GN3.17		Ability to automatically issue passwords via email.										 

		P		GN3.18		Ability for users to change or reset their password (if not integrated with City's Active Directory user sign on system).

		P		GN3.19		Ability to cancel inactive accounts with pre-set expiration days.										 

		P		GN3.20		Ability to support automated logout of users based on specified inactivity and idle timeout periods.

		P		GN3.21		Ability to specify the amount of time before a user session times out.

		P		GN3.22		Ability to support users from different domains, e.g. with Active Directory.

		P		GN3.23		Ability to view users by department, section, and folder privileges.

		P		GN3.24		Ability for Security Model to allow different departments/groups to manage their permit/case types (add delete, modify) that do not impact other existing permits/cases.

		P		GN3.25		Ability to track user, date and time, and before and after data at a DPD defined level of granularity to create an audit trail based on configurable criteria.

		P		GN3.26		Ability to have adequate security features to restrict changes to records based on defined criteria (e.g. stage in workflow) with override capabilities.

		P		GN3.27		Ability to prevent users from permanently deleting records and instead make them inactive or hidden, e.g., this allows the removal of records created in error, the ability to undo deletions, and maintains an audit trail.

		P		GN3.28		Ability to store all or selected data in an encrypted format.

		P		GN3.29		Ability to provide different levels of online access to the public based upon user ID and role.

		P		GN3.30		Ability to protect audit log files from unauthorized alteration from system users.

		P		GN3.31		Capability to obfuscate or remove specified fields or entries, to protect confidential information.

		P		GN3.32		Ability to support digital transaction signatures.

		P		GN3.33		Ability to use an external certificate authority.

		P		GN3.34		Ability to log system activity associated with all "system administrator" privileged user-accounts.

		P		GN3.35		Ability to log securely log all significant security relevant events. Examples of security relevant events include: password guessing attempts, attempts to use privileges that have not been authorized, modifications to system or application software, and changes to user groups or accounts

		P		GN3.36		Ability to "wipe" mobile devices remotely if the devices is reported lost or stolen, or after 10 unsuccessful password attempts.





Architecture

		System Architecture Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				AR1		Architecture of System

		M		AR1.01		Designed using a web-based architecture: web application server back-end (n-tier) and web browser client front end (with no dependency on workstation operating system).

		M		AR1.02		Uses the Oracle database management system (DBMS), minimum version 11g, or SQL Server DBMS, minimum version 2008. (Specify in Descripton which are supported).

		HP		AR1.03		Supports native connectivity (as opposed to ODBC) between permitting application and the DBMS

		HP		AR1.04		Supports industry standard network protocols (e.g., TCP/IP). (Specify in Descripton which relevant industry standards are supported).

		HP		AR1.05		Is compatible with major Web browsers, including at a minimum MS Internet Explorer, version 8.0, and higher (City standard), and most recent versions of Safari, Firefox, Chrome (for external customers).

		HP		AR1.06		Ability to provide support for one or more handheld PC or smartphone platforms, including but not limited to: Windows Mobile, Google Android, or Apple iPhone. (Must follow City’s Mobile Applications Development Standard)

		HP		AR1.07		Ability to deliver all public-facing web content using adaptive or responsive page design so that it is readable and usable by a variety of mobile devices with web browsers (tablet, smartphone).

		HP		AR1.08		Ability to support reuse of code to implement business rules and logic. Describe in Descripton how this is done.

		HP		AR1.09		Ability to use SNMP and WMI for server management.

		HP		AR1.10		Ability to support additional non-production environments for development, test/staging, and training. These additional environments should be covered by the production license.

		HP		AR1.11		Ability to support sufficient hardware infrastructure for high availability, load tolerance, real-time failover, and integration with a disaster recovery infrastructure including, but not limited to server configuration, central data storage configuration (SAN), and network configuration. (Describe relevant details and recommendations in Descripton).

		P		AR1.12		Ability to support multi-server configurations that distribute server workload between the presentation, business logic and data tiers.

		P		AR1.13		Uses a store & forward architecture for the field devices that allow continuation of work flow even when the wireless connectivity is disrupted or offline.

		P		AR1.14		Supports features for internal users and external customers to “subscribe” to email alerts to notify them of changes in status or events.

				AR2		Data Structure

		HP		AR2.01		Utilize primary and foreign keys and relational database design best practices to support relationships and dependencies between records.

		HP		AR2.02		Utilize database best practices for table indexing to optimize system performance.

		HP		AR2.03		Ability to utilize the database capability for flexible and fixed locks at the record level to ensure accurate updating of data.

		HP		AR2.04		All internal references to a user of the system are done with a unique user id rather than name or login (to support easy change of name or login).

		P		AR2.05		Ability to serve as storage location for enterprise data (such as buildings, parcels, and addresses, properties, employees, labor, etc.) even if all records are not used within this system.

		P		AR2.06		Uses human-readable table and column names to support ad-hoc queries and reporting.





Configurability

		Configurability Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				CN1		Configurability

		HP		CN1.01		Ability for a software administrator to create new permit and case types, and amend/alter/extend existing permit and case types with no programming required. Describe the tools that are available to support these functions.

		HP		CN1.02		Ability to custom configure screen layouts and flows to conform to DPD business rules and work processes.  Describe support tools available to perform these configurations.

		HP		CN1.03		Ability to customize screens so that different fields and actions may be visible to different user roles.

		HP		CN1.04		Ability to control access to each screen for different user roles.

		HP		CN1.05		Ability to add DPD specified fields (custom attributes) to any object within the system and to utilize these fields on screens, in workflows, in help files, and in reports. Specify any constraints on data types or sizes.

		HP		CN1.06		Ability to generate our own messaging for all text the users see, including error messages, tips, and instructions.

		P		CN1.07		Ability to create and modify workflows using built-in management tools. Describe the tools that are available to support these functions.  

				CN2		Workflow Management

		M		CN2.01		Has a workflow engine where jurisdiction can configure their own business processes; supports basic workflow features including sequential and parallel steps, recognition of events to trigger further actions, and branching/decision logic based on the data involved and on the user performing the action.

		HP		CN2.02		Ability to integrate with other systems that provide workflows, e.g., at some point in my permitting workflow, call a GIS workflow and wait for it to be completed before I continue. Specify supported systems and/or what mechanisms are provided for integration.

		HP		CN2.03		Ability to support workflow links and dependencies (e.g. issuance of one permit causes automatic event in another workflow).

		HP		CN2.04		Ability to reuse workflows within other workflows in a parent/child relationship.

		HP		CN2.05		Ability to easily extend workflows to public-facing functions and views.

		HP		CN2.06		Ability for workflow logic to be based on current user role, such as restricting someone in a "trainee" role to limited capabilities or giving administrators extra capabilities.

		HP		CN2.07		Ability to add custom jurisdiction objects and object attributes, with full support for those custom objects and attributes when using workflow, configuration, and system management tools.

		HP		CN2.08		Ability to drive workflow events based on time elapsed and calculated dates (e.g. end of an appeal period, etc.)

		P		CN2.09		Ability to define workflow performance metrics (e.g., target time interval between steps) and collect data about targets vs. actuals.

		P		CN2.10		Ability to graphically display a workflow in a simple format understandable by system users, and to indicate the current position of a work item (permit, etc) within that workflow.

		P		CN2.11		No application imposed limits on length of table names, field names and column names.





UI

		User Interface Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				UI1		User Interface

		HP		UI1.01		Ability to utilize commercially standard point & click features for editing, undo & redo.

		HP		UI1.02		Ability to copy/paste into data entry fields and from data entry fields into commonly used software systems (i.e., MS Office, MS Outlook, Visio).

		HP		UI1.03		Ability to provide visual cues for required fields.

		HP		UI1.04		Ability to notify user when action is required to save change before proceeding.

		HP		UI1.05		Ability for customers to save incomplete business functions and resume progress at a later time.

		HP		UI1.06		Ability to select data from configurable drop-down or pick lists that can be populated from the database.

		HP		UI1.07		Ability to Undo prior actions.

		HP		UI1.08		Ability to clone existing entities/objects (e.g. projects, reviews, permits) for use on similar entities/objects.

		HP		UI1.09		Ability to pre-populate / auto-populate defined fields based on stored data (i.e., pre-populate customer address info when customer number is selected, etc.).

		P		UI1.10		Ability to provide data field level edit checks for transactions during data entry and provide immediate user feedback, including error messages and possible corrective measures (e.g., warnings about invalid address entered and next step directions to the user).

		P		UI1.11		Ability to navigate and perform keyboard functions via short cuts in lieu of mouse clicks.

		P		UI1.12		Ability to provide tools that restrict free form entry where possible (e.g., defaulted to today’s date or calendar drop down for date field).

		P		UI1.13		Ability to automatically spell check text fields and text entry and indicate unrecognized words and ability to add entries to the dictionary.

		P		UI1.14		Ability to allow users to open multiple windows/sessions simultaneously.

		P		UI1.15		Ability to perform operations on multiple records at the same time from one screen/view, such as updating the same field in every record or for a specified group of records.

		P		UI1.16		Ability to provide contextual help, within the user interface allowing quick access to point-by-point instructions to describe tasks or functions for selected fields or actions performed as well as the full user manual.

		P		UI1.17		Ability to provide customizable online documentation and training materials specific to DPD business processes.

		P		UI1.18		Ability to personalize user experience, e.g., favorites menu, custom forms, queries, look ups, quick reports, personal history on screen widgets, etc. Specify features that can be personalized.

		P		UI1.19		Ability to support localization to enable translation of public facing content to multiple languages, including but not limited to Spanish, Vietnamese, Cantonese, Mandarin, Somali, Tagalog, and Korean.

		P		UI1.20		Ability to integrate the City’s permitting system banner and city logos into the system’s user interface.

		P		UI1.21		The ability to customize the UI by overriding the system default style sheets.

		P		UI1.22		Ability to clearly alert all users when the system is down (or not accepting submittals) or when scheduled to be down. System should be able to notify users who are logged in to warn them in advance of the system becoming unavailable, and allow them to save their work. 





Integration

		Integration Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				IN1		Integration (General)

		M		IN1.01		Provides industry standard Application Programming Interfaces (API), adapter development kits, or similar enterprise application integration (EAI) tools to facilitate data transmission and exchanges.

		M		IN1.02		Ability to call and use results from external services or APIs as part of workflow in the permitting system.

		HP		IN1.03		Ability to manually and automatically generate outgoing emails with attached documents or links to documents, from within system.

		P		IN1.04		Ability to query data from other Oracle and MS SQL Server databases as part of a workflow, to assist in integration with other systems that do not provide APIs.

		P		IN1.05		Ability to integrate with Avaya Media Processing Server (MPS500) IVR system functionality.  Describe any constraints.

		P		IN1.06		Ability to integrate / interact with standard Microsoft Office products, including Word, Excel, Access, Outlook, and SharePoint.  Specify which versions are supported & capabilities enabled.

		P		IN1.07		Ability to manage large mailings including creation and sending of mail merges (customized letters) and mailing labels (e.g., for mailing of notices).

		P		IN1.08		Ability to support links to specific screens and views by recognizing url parameters (e.g., a report or different application could link directly to a screen displaying the inspections for permit #1234567).

		P		IN1.09		Ability to process payment transactions online through a common citywide payment portal (Kubra) in encrypted form using credit or debit cards.

				IN2		Document Management 

		HP		IN2.01		 Ability to integrate with a 3rd party electronic document management system (EDMS) or enterprise content management system (ECM) as a data consumer: to find relevant documents based on metadata (e.g., permit number) and display or link to those documents from within the permitting system. Specify supported systems and/or what mechanisms are provided for integration.

		HP		IN2.02		Ability to integrate with a 3rd party EDMS or ECM as a data provider: to accept file uploads in the permitting system and send those files along with metadata into the EDMS. Specify supported systems and/or what mechanisms are provided for integration.

		P		IN2.03		If no 3rd party integration is supported and EDMS/ECM is provided directly by the system: Ability to retain documents in native format or convert to non-proprietary, lossless format with minimum resolution of 200 dpi for scanned black & white text, 300 dpi for other scanned images.

				IN3		Electronic Plan Review

		HP		IN3.01		Ability to review and add markup to plan sets in electronic format.  Specify whether this is provided as a part of the core system or is provided as a 3rd party integrated product or comes with support for integrating our own 3rd party product. Specify supported 3rd party products and/or what mechanisms are provided for integration.

		HP		IN3.02		Ability for multiple reviewers to add markup to the same electronic plan set at the same time.

		HP		IN3.03		Ability to integrate electronic plan viewer/markup tool into workflow steps. Specify built-in functionality and/or what mechanisms are provided for integration.

				IN4		GIS

		HP		IN4.01		Ability to integrate with GIS system and import GIS data into permit system records.

		HP		IN4.02		Ability for resources (parcels, properties, buildings, etc.) in the permit system to have spatial data; either a single latitude /longitude coordinate or ideally a spatial shape definition.

		P		IN4.03		Ability to support major GIS platforms, such as ESRI, Google Maps, Bing Maps, etc. within the permit application.

		P		IN4.04		Ability to generate links to other map-based applications (such as Google Maps and Street View) that include appropriate location parameters.

		P		IN4.05		Ability for permit system workflows to contain map-based steps, either with own GIS capabilities or linking to an external GIS application for that step.

				IN5		Calendaring / Scheduling

		P		IN5.01		Ability to directly incorporate industry standard calendaring products (e.g. Outlook) or calendaring functionality. Specify any products supported, or limitations of support.

		P		IN5.02		Ability to generate a daily work list for a staff person based on their appointments / assigned tasks and the estimated time to complete them, e.g., inspection schedule for each inspector based on type of inspection, location of inspection, or other configurable criteria.

		P		IN5.03		Ability to schedule future processing events (e.g. review deadlines, inspection ticklers) around a given number of days out, and/or an actual calendar date depending on business rules.

		P		IN5.04		Ability to account for holidays/non-workdays for scheduling future events (so as to avoid scheduling on restricted days).

		P		IN5.05		Ability to maintain different holiday/non-workday schedules for different work groups.

		P		IN5.06		Ability to schedule system events (e.g. inspections, reviews) to occur either by date or event only, or by both date and time.

		P		IN5.07		Ability to schedule public meetings on a public-facing view site and reflect same meeting on individual and group calendars based on configured mappings.





Reporting

		Reporting Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				RE1		Reporting & Querying

		HP		RE1.01		Ability to launch reports from a 3rd party reporting system from screens within this application, passing appropriate parameters (e.g., open a permit-specific report when viewing a permit). Specify supported systems and/or what mechanisms are provided for integration.

		HP		RE1.02		Ability to support ad hoc queries of any database field through UI tools that allow a user to specify what type of item to search and then add a flexible number of AND and OR conditions by selecting field names, operators, and values.

		HP		RE1.03		Ability to deliver report output (from self-contained reporting system or integrated 3rd party report system) as .pdf through public portal.

		P		RE1.04		Ability for each user to name and save their own ad hoc queries and execute them again later.

		P		RE1.05		Ability to print the results of ad hoc queries in a printer-friendly format.

		P		RE1.06		Ability to export the results of ad hoc queries in a variety of formats (.csv, .pdf). Specify formats supported.

		P		RE1.07		Ability to modify or customize any standard reports that come with the application.

		P		RE1.08		Ability to support embedded visual reporting widgets that report real-time information, such as a live graph on a management dashboard. Specify if widgets are part of the system as delivered, or if support for integrating 3rd party reporting system widgets is available. Specify supported systems and/or what mechanisms are provided for integration.

		P		RE1.09		Ability to include dynamically-generated map representations in reports.

		P		RE1.10		Ability to clone and then modify copies of any standard reports that may come with the application.

		P		RE1.11		Ability to retain reports that are based on changeable data as they were originally created, and have those historically correct versions associated with permit or case for which they were issued.





Support

		Vendor Support Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				SU1		Tools

		P		SU1.01		Ability to provide administration tools and procedures for the ongoing support and maintenance, including configuration of the proposed solution.  This includes:

		P		SU1.02		Specify Administration Tools provided with the system and their functionality; indicate which are proprietary to the product and which are provided by the operating system vendor

		P		SU1.04		Specify Testing Tools provided with the system and their functionality; indicate which are proprietary to the product and which are provided by a 3rd party testing software vendor. If no testing tools are part of the system, specify the recommended 3rd party tools that work with your product.

		P		SU1.05		GIS Administration Tools - Specify any tools being proposed to support or supplement the GIS integration being proposed as well as for support of any 3rd party software.

		P		SU1.06		Permit System Administration Tools - Specify any tools being proposed to support or supplement the application solution being proposed as well as for support of any 3rd party software.

		P		SU1.07		Other Administration Tools - Specify any admin tools being proposed not already mentioned above.

		P		SU1.08		Ability to modify the system date and time for testing purposes.  Specify the tool or method used to achieve this capability.

				SU2		Conversion / Transition:

		HP		SU2.01		Ability to perform phased transition and implementation when converting from legacy permitting systems

		P		SU2.02		Ability to convert all required data from existing permit system to new permit system. (Data migration). Describe the conversion services and tools provided by the vendor to complete the conversion.

		P		SU2.03		Ability to convert current configurations from existing permit system to new permit system. (Configuration migration). Describe the mechanism provided or recommended to perform this conversion and tools provided by the vendor to complete the conversion.

		P		SU2.04		Ability to use vendor supplied test data to test configurations (DPD developed and vendor releases).

				SU3		Ongoing Support:

		HP		SU3.01		Ability to prioritize and escalate issue and bug resolution. Describe the manner in which this is accomplished.

		P		SU3.02		Ability to provide input into feature development. Describe the manner in which this is accomplished.

		P		SU3.03		Provide an example of typical Service Level Agreement services, terms and conditions.

		P		SU3.04		Ability to provide DPD configuration and data to vendor for bug fix and release testing.

		P		SU3.05		Ability to submit problem tickets directly to Problem Ticket system and to track status of tickets.

		P		SU3.06		Ability for customer to search a Knowledge Base to access system troubleshooting info, white papers, frequently asked questions, etc. 

		P		SU3.07		Ability to search Problem Ticket system for other customers having similar issues.

		P		SU3.08		Indicate whether the application supports remote access by the vendor.  Describe any methods used for remote access. Indicate whether strong authentication is required.

				SU4		Training and Documentation:

		HP		SU4.01		Ability to obtain easy to use and accurate installation documentation including set up notes and release notes. Describe the mechanism provided to accomplish this function. Please provide an example.

		HP		SU4.02		Ability to refresh training environment from production using a utility to migrate setup from one environment to another.

		HP		SU4.03		Ability to provide City technical staff with thorough hands-on training and written documentation for system installation, setup and configuration.

		P		SU4.04		Ability to provide thorough online tutorial documentation for public citizens geared towards infrequent users (simple language, no keywords or shorthands, step by step instructions)

		P		SU4.05		Ability to provide thorough hands-on training and written documentation for internal system users.

		P		SU4.06		Ability to provide easy to use and customizable tools for system application training.

				SU5		Upgrades

		HP		SU5.01		Ability to convert configurations between versions and releases (i.e. configuration migration). Describe the mechanism provided or recommended and the tools provided by the vendor to complete the conversion.

		HP		SU5.02		Ability to be notified of software updates and patches. Specify release, upgrade, fix and patch frequency and notification procedures. Also, describe your commitment to timelines for notice of changes, and your commitment to provide support for prior releases of the product. Under what circumstances are upgrades made "mandatory"? With what frequency has this occurred historically?

		HP		SU5.03		Ability to access a Self Service site to get release notes and all of the pertinent documentation for major releases to patches. Describe the level of detail provided on the changes contained in the release, upgrade, fix, or patch.

		HP		SU5.04		Ability to access prior version documentation. Specify mechanism for maintaining version specific system and release documentation.

		P		SU5.05		Ability to access Self Service site to get all release components to execute an upgrade.

		P		SU5.06		Ability to obtain feedback from other jurisdictions that are planning, executing or have completed the announced upgrade.

		P		SU5.07		Ability to perform incremental, feature, or fix specific upgrades in lieu of the entire package.

		P		SU5.08		Describe any mechanisms or tools provided to update existing data or existing configurations to work correctly with newly introduced features.

		P		SU5.09		Ability to trace dependencies in system to determine the impact of configuration or release changes.

		P		SU5.10		Indicate whether you maintain a single point of contact for escalation of security issues. If not, describe what system is in place for quick identification and correction of security issues.
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Instructions

		Instructions



		Respondent must complete all of the worksheets in this workbook.  For each of the requirements, please place an "X" in the appropriate column.  Blank responses will be considered as "Not Provided".  In the description field, describe how the requirement is met.  If there is not enough room to fully respond to a requirement, information may be included in a separate document.  Provide a cross reference number in this column for any supporting documentation.  Note that the review team does not guarantee to review all supporting documentation, so provide as much information as possible in this spreadsheet.

		Mandatory (M)		Vendor must meet mandatory requirements for the proposal to remain eligible for consideration as listed in Section 3 of the RFP.

		Highly Preferred (HP)		Represents functions or services that are needed to achieve project objectives.

		Preferred (P)		Represents functions or services that would be useful, but not necessary, to achieve project objectives.



		Provided		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application.

		Modified 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

		Next Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

		Not Provided 		The software will not satisfy the requirement. 



		Please complete the following information:



		Company:

		Contact Individual:

		Phone:

		e-mail:

		Overview of Tabs

		Tab Name		Content or Purpose

		Addressing		Addressing information is needed to locate the property for permitting, enforcement and emergency response.  It may also be the mailing address for the citizen.  DPD stores, maintains, tracks and creates new addresses, parcels and buildings.  Some of the information we store about these entities includes zones and overlays, environmentally critical areas, historical districts, economic districts, inspection districts, building characteristics, and building permit history.

		Permit Processing		DPD processes a wide range of permits.  The permit process is composed of stages and within these stages there are events and milestones.  Process complexity varies from very simple with few stages to multiple phases with rules and cycles.  Multiple department operations can be involved throughout the entire process.  To be successful, every group needs to know where it fits in the process and communications between all parties must be clear.

		Plan Review 		The project plans can be submitted in either paper or electronic format.  Plans are routed, tracked, documented and reported on.  A reviewer makes communicates with the applicant when corrections are needed, and approves the plan when all corrections have been addressed.  It is our goal to have all reviews completed by a target date performance measure that is set by our City Council for various categories of permit complexity.

		Land Use		Land Use functionality includes establishing use, design review, environmental review, and platting actions.  This includes all related submittal processes, formal decisions, imposition of conditions of approval, public comments, public hearings, appeals, and final dispositions.

		Inspection		The inspection team manages all required inspections on permits, as well as tracking routine and periodic inspections of refrigeration, boiler/pressure vessels and conveyances.  The inspections can be requested and scheduled via phone call, online, or through the City's IVR system. 


		Code Compliance		Our code enforcement group accepts complaint allegations and investigates possible code violations. When violations are found, they monitor, track and report on the properties, manage the compliance process, and may refer cases for legal action. 

		Rental Housing		A recent City ordinance requires rental properties obtain a license and inspection for minimum conditions every 10 years.  DPD is responsible for rental property registration, private inspector registration and tracking, random inspections and audits, and providing this information to the public online.


		Trade Licensing		DPD issues and tracks trade licenses for boiler, refrigeration and conveyance trades.  All licenses are renewed on an annual basis.  We require and conduct license exams, and track license expiration and renewals.

		Fee and Time Tracking		Fees and payments are an important component of our system.  We need a clear accounting of fee transactions and an audit trail on transactions performed.  Time tracking functionality allows us to track employee hours associated with work performed related to a specific permit, review, or inspection.  The system should enable us to apply the correct labor fee to permits.  DPD maintains "Advance Deposit" (escrow) accounts and billing processes for some categories of fees.





Addressing

		Addressing/Property/Location Information Requirements


		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				AD1		General

		HP		AD1.01		Ability to create, view, edit, and delete parcel, address, and buildings records and associate data with each record type.


		HP		AD1.02		Ability to prevent creation of duplicate records.

		HP		AD1.03		Ability to define and track attributes of jurisdiction-defined property units (collections of buildings, sub-sets of buildings, etc.).

		HP		AD1.04		Ability to associate permit/cases to one or many properties and/or buildings.

		HP		AD1.05		Ability to specify status of parcel, address, and building records (e.g., active, draft, expired).

		HP		AD1.06		Ability to assign a location to any permit/case based on GIS point or polygon in lieu of an address.

		P		AD1.07		Ability to associate buildings with one or more parcels.

		P		AD1.08		Ability to associate buildings or portions of buildings with a single primary address and multiple secondary addresses.

		P		AD1.09		Ability to associate parcels with a single primary and multiple secondary addresses.

		P		AD1.10		Ability to choose a permit location from a map interface and assign an address.

		P		AD1.11		Ability to search by primary or secondary address for building/parcel records.

		P		AD1.12		Ability to search by primary or secondary address for permit and case records.

		P		AD1.13		Ability to search for permit and case records by associated building or parcel name.

		P		AD1.14		Ability to associate permit and case records with specific units or floors of a building.

		P		AD1.15		Ability to define various jursidictional boundaries by permit type.

		P		AD1.16		Ability to associate a single contact with multiple buildings or parcels and ability to associate more than one contact with a building or parcel.

				AD2		Address

		HP		AD2.01		Ability for staff and external users to enter addresses and validate them against the City addressing system (Street Network Database (SND), Discrete Address Point (DAP) and Master Address File (MAF)).

		HP		AD2.02		Ability to associate addresses with their latitude/longitude coordinates.

		HP		AD2.03		Ability to restrict selection of street names to an administrator-defined list.

		P		AD2.04		Ability to support all address components including street number, address modifier, street prefix, street name, street type, street suffix, and suite number.

				AD3		Parcel

		HP		AD3.01		Ability to store the following information related to a parcel:

		HP		AD3.02		     Addresses and address ranges

		HP		AD3.03		     Buildings

		P		AD3.04		     Zoning and Overlays

		P		AD3.05		     Land use parcel conditions

		P		AD3.06		     Property comments

		HP		AD3.07		Ability to show history (current, temporary, retired) of all addresses and changes (subdivision, merging) to a parcel and reasons for changes.

		HP		AD3.08		Ability to support retention of parcel change history, including any permit/case associations to historic parcels.

		P		AD3.09		Ability to store parcel identifiers that contain letters, numbers, and special characters.

		P		AD3.10		Ability to integrate and centralize all data related to a parcel/site (e.g. data from other departments, number and type of permits, permit status, work flow, history, history of changes of use, owner data, property type, flags-alerts, block and lot identifiers, etc.).

				AD4		Building

		HP		AD4.01		Ability to store unique building identifier.

		HP		AD4.02		Ability to store data with a building or building space record that includes usage, number of stories, type of construction, size, occupancy, units, and parking spaces.

		P		AD4.03		Ability to associate tenant or owner records with a building or a unit within a building.

		P		AD4.04		Ability to maintain permitted and as-built data by building.





Permit Processing

		Permit Processing Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				PP1		Initiation, Requirements and Relationships

		M		PP1.01		Ability to process multiple record types and track process steps, fees, reviews, inspections, and specialized data for each. Major categories of record types to be supported must include: 
  Permitting
  Land Use
  Licensing
  Code enforcement
  Property and building management
  Billing

		HP		PP1.02		Ability to associate permits and establish relationships between permits.

		HP		PP1.03		Ability to clone existing permits to create similar permits.

		HP		PP1.04		Ability to handle permit processing for large projects with multiple distinct, but related phases (such as foundation, shell and core, architectural, final) that can be reviewed and issued separately. Describe how this would work.

		HP		PP1.05		Ability to associate multiple buildings with a single permit.

				PP1		Prepare Applicant

		HP		PP2.01		Ability to create a preliminary permit record without specifying permit type.

		HP		PP2.02		Ability to place an alert on an address, individual, building or parcel that is visible to all users.

		HP		PP2.03		Ability to sign in, route, and track assistance/time spent with walk-in customers.

		P		PP2.04		Ability to associate customer contact records with permits, cases, parcels, buildings, and units within buildings.

		P		PP2.05		Ability to create workflows to document and track associated preliminary applications such as exemption requests, code clarifications, and similar early processes that may or may not become part of a subsequent permit application.

		P		PP2.06		Ability to record a quality rating for each application submitted and to use a formula to calculate an average rating for a customer contact based on recent submissions.

				PP3		Intake Permit

		HP		PP3.01		External interface that allow customers to upload permit application documents and plans at administrator-specified points in the workflow.

		P		PP3.02		Ability to restrict permit creation based on jurisdictional boundaries.

				PP4		General Processing

		HP		PP4.01		Ability to replicate or transfer common information to other applications or permits. Examples include Contractor/Applicant information, Side sewer permits data transfer, energy code information for furnace permits.

		HP		PP4.02		Ability to automatically assign due/completion dates to reviews, inspections, and other events and tasks in permit and case workflows.

		HP		PP4.03		Ability to view rollup of all permits at each workflow stage and 1) identify those that have remained in same stage without updates during administrator-specified timeframes and 2) view outstanding requirements to complete stage for each permit.

		HP		PP4.04		Ability to select a group of permits and view outstanding requirements to complete stage for each permit.

		HP		PP4.05		Ability to move a permit to an earlier workflow stage.

		p		PP4.06		Ability to 1) place conditions (such as hold and stop work) on permits that restrict them from progressing in workflow, 2) associate conditions with reviews and specific employees, 3) set due dates for resolution of condition and 4) require user entering condition supply reason.

		P		PP4.07		Ability to view all various comment fields across an application or group or related permits in a single screen and / or report.

		P		PP4.08		Ability to delete permits and all permit-related data and record user who performed deletion.

		P		PP4.09		Ability to change permit type after permit is created.

		P		PP4.10		Ability to identify potential duplicate permit records based on administrator-specified criteria.

		P		PP4.11		Ability to track what ordinances and codes were in effect at defined milestones events (e.g. codes in effect at the time a permit was issued.).										 

		P		PP4.12		Ability to merge permit records, including ability to specify the data to be preserved.

		P		PP4.13		Ability to track and communicate messages or special requirements across workflow stages between different parties in the workflow.

		P		PP4.14		Ability to track the granting of code exceptions, and search for instances where similar exceptions to code have been made.

				PP5		Issuance/Approvals

		HP		PP5.01		Provide notification to user assigned to last workflow event preventing permit from moving forward.

		P		PP5.02		Ability to store rules about other requirements outside the permitting system and generate checklists of those requirements, based on the rules and permit data.

		P		PP5.03		Ability to capture (or recreate) all data associated with a permit as a snapshot when the permit is issued.

				PP6		Applicant Communication

		M		PP6.01		Ability to provide a public-facing portal for applicant/public to view permit information and status, initiate actions, and make submittals online.

		HP		PP6.02		Ability to provide a public-facing portal that allows authenticated customers to: pay fees, manage deposit accounts, schedule appointments, submit applications, upload documents, revise application data, schedule inspections, submit complaints, self-issue simple permits, apply for/renew licenses, and subscribe to email alerts. Indicate which of these (if any) your system cannot do.

		HP		PP6.03		Ability to provide a public-facing portal that allows non-authenticated customers to: view and search any publically provided system information.

		HP		PP6.04		Ability to configure information available to applicant/public online.

		HP		PP6.05		Ability for system-generated documents to be available for applicant printing.

				PP7		Contact Management

		HP		PP7.01		Ability to track customer contact records, including name, address, multiple phone numbers, and email address.

		HP		PP7.02		Ability to associate a customer contact with one or more organizations and specify the contact's position within those organizations.

		HP		PP7.03		Ability to associate a customer contact with a permit or case and to choose one or more types from a configured list of values to describe that association (owner, tenant, architect, etc).

		HP		PP7.04		Ability to designate a single contact associated with a permit as the primary contact for that permit.

		HP		PP7.05		Ability to associate a customer contact with activity records such as reviews, inspections, and fees.

		HP		PP7.06		Ability to maintain more than one primary contact for reviews, cases, inspections.

		HP		PP7.07		Ability to indicate that a customer contact represents a licensed contractor.

		HP		PP7.08		Ability to associate contacts who are licensed contractors to one or more license records, containing minimum data of license number, license type, license status, and expiration date.

		HP		PP7.09		Ability to associate customer contacts with public-facing portal accounts, to track all materials submitted by that customer online.

		P		PP7.10		Ability to associate contacts with appointments and walk-in visits.

		P		PP7.11		Ability to identify potential duplicate contact records based on administrator-specified criteria.

		P		PP7.12		Ability to merge contact records, including ability to specify the data to be preserved.

		P		PP7.13		Ability to search for all permits and cases associated with a selected contact.

		P		PP7.14		Ability to search for all appointments and visits associated with a selected contact.

				PP8		Customer Appointments

		HP		PP8.01		Ability for system administrators to create and edit customer appointment types.

		HP		PP8.02		Ability to create appointments and specify start time, end time, and date.

		HP		PP8.03		Ability to indicate an appointment has been designated ("booked") for a specific customer and is no longer available.

		HP		PP8.04		Ability to associate customer and project data with a booked appointment.

		HP		PP8.05		Ability to display booked appointments in calendars of assigned employees.

		P		PP8.06		Ability to indicate the types of projects for which each appointment type can be used.

		P		PP8.07		Ability to create multiple recurring appointments of the same type.

		P		PP8.08		Ability to view the number of available appointments of each type.

		P		PP8.09		Ability to prevent booking of appointments based on project or customer data (e.g., project does not have required review completed).

		P		PP8.10		Ability to display customer and project data within appointment screen for booked appointment, including associated documents.

		P		PP8.11		Ability to assign multiple employees to a booked appointment in different capacities.

		P		PP8.12		Ability to cancel booked appointment and retain record of cancellation.

		P		PP8.13		Ability to automatically enter negative customer rating when booked appointment is cancelled within 24 hours.

		P		PP8.14		Ability to restrict assignment of employees to appointment types based on workgroup or role.

				PP9		Workgroup/Employee Calendars

		HP		PP9.01		Ability for system administrators to create and edit calendar activity types.

		HP		PP9.02		Ability to add activity to calendar and specify start time, end time, and date.

		HP		PP9.03		Ability to view calendars by activity type, employee, or administrator-defined workgroup.

		HP		PP9.04		Ability to display activities assigned on system calendars in employees' MS Outlook calendars.

		P		PP9.05		Ability to create multiple recurring activities of the same type.

		P		PP9.06		Ability to view calendars by day or week.

		P		PP9.07		Ability to assign a priority to calendar events

		P		PP9.08		Ability to display visual cue as to the priority of calendar events.

		P		PP9.09		Ability to assign activities to a single employee or multiple employees.

		P		PP9.10		Ability to add activity to a calendar without assigning an employee.

		P		PP9.11		Ability to restrict activity type assignment by employee role or workgroup.

		P		PP9.12		Ability to switch all activities for specified time period between employees.

		P		PP9.13		Ability to copy all activities assigned to employee for specified time period to another employee.

		P		PP9.14		Ability to create template of activities for a time period of up to two weeks and apply to calendar.

		P		PP9.15		Ability to print calendar for employee or administrator-defined workgroup.

		P		PP9.16		Ability to display selected activities and appointments on the external customer interface.

				PP10		Reports & Documents

		HP		PP10.01		Ability to indicate number of plan sets and other documents submitted by applicants, current location of each plan set, and track history of plan set location.

		HP		PP10.02		Ability to print permits.

		P		PP10.03		Ability to associate plan sets and other documents with a review or other user-assigned task.















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Plan Review

		Plan Review Requirements


		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				PR1		General

		HP		PR1.01		Ability to track the following for each permit review and review cycle:
Assigned by
Assigned to
Start date
Due date
Complete date
Status
Code version reviewed under
Review notes

		HP		PR1.02		Ability for staff to review and update all assigned reviews on a single interface.

		HP		PR1.03		Ability for multiple users to view electronic plan sets and other permit documents simultaneously.

		HP		PR1.04		Ability to provide correction notices electronically.

		HP		PR1.05		Ability to create review corrections by selecting from shared standard correction items.

		HP		PR1.06		Ability to create, update, and search standard correction items.

		HP		PR1.07		Ability to integrate and reference building codes, with text search and ability to include code references in correction notices.

		HP		PR1.08		Support different types of reviews (advisory, screening, regular, etc.), with rules that govern behavior by type (e.g. holds/does not hold correction cycle, holds/does not hold issuance, etc.).

		HP		PR1.09		Ability to track independent review cycles (i.e. separate instances of the same review).

		P		PR1.10		Ability to search the text of correction notices sent for specific search strings.

				PR2		Electronic Plans

		HP		PR2.01		Ability to receive and store plans and other submitted documents in multiple electronic formats. Specify formats supported.

		HP		PR2.02		Ability for employee reviewers to mark up plans electronically.

		HP		PR2.03		Ability to zoom in/out when reviewing drawings.

		HP		PR2.04		Ability to prevent applicants from making changes to uploaded plan sets and permit documents.

		HP		PR2.05		Ability to compare two versions of a plan set or document and view additions and deletions.

		HP		PR2.06		Ability to add stamps to plans or documents.

		P		PR2.07		Ability to view multiple sheets side by side.

		P		PR2.08		Ability to overlay any plan sets with the system whether or not they are associated with the same permit.

		P		PR2.09		Ability to turn drawing layers on or off.

		P		PR2.10		Ability to mark up plans using a variety of input devices (e.g. pen input on tablet device).

		P		PR2.11		Ability automatically to track date,  user, review type, review cycle, of markups/redlines.

		P		PR2.12		Ability to consolidate corrections from multiple parallel reviewers into one document.

		P		PR2.13		Ability to filter plan markups by review type.

		P		PR2.14		Ability to maintain dimensional accuracy of submitted plan sets which are converted from their original format.

		P		PR2.15		Ability to track versions of all plan sets and documents.

		P		PR2.16		Ability to upload and assign or "route" documents and plan sets based on configurable criteria and rules.

				PR3		Workflow / Process

		HP		PR3.01		Ability to assign reviews to specific users, automatically (by pre-defined rules) or manually.

		HP		PR3.02		Ability to track multiple instances of the same review, assigned to different multiple reviewers.

		P		PR3.03		Ability to automatically calculate and add review due dates based on other system events.

				PR4		Reports / Documents

		HP		PR4.01		Ability to automatically generate documents such as correction letters.





Land Use

		Land Use/Planning Requirements


		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				LU1		General

		HP		LU1.01		Ability to maintain distinctions and separation between project analysis comments officially provided to the public and in-house notes not publically available.

		HP		LU1.02		Ability to transfer required uses and features determined during a Land Use review to a property for on-going tracking of the base requirement and changes over time (e.g. such as floor area added or removed or time, density, landscaping improvements, parking, etc.).

		HP		LU1.03		Ability to link multiple Master Use Permits ("Planning permits") to a building permit.

		HP		LU1.04		Ability to sort reviews by project number.

		HP		LU1.05		Ability to provide tools for tracking collaborative interdepartmental reviews of DPD permits.

		P		LU1.06		Ability to issue permits for multiple "development site" parcels.

		P		LU1.07		Ability to automatically carry over pre-application or early assistance information into subsequent land use review application files.

		P		LU1.08		Ability to automatically assign review target dates based on business rules.

				LU2		Public Notice

		HP		LU2.01		Ability to interface with GIS to generate mailing lists and print mailing labels for notices/decisions to owner and occupants of parcels within a given distance (e.g. 300’) of subject parcel.

		HP		LU2.02		Ability to obtain mailing addresses of property owners from the latest available county real property tax records.

		HP		LU2.03		Ability to record official notice date and base future process actions from that date.

		HP		LU2.04		Ability to track milestones for Public Notices and Notice events.

		P		LU2.05		Ability to record/track an event when a notice has been sent to an address.

				LU3		Public Comment Management

		P		LU3.01		Ability to allow public comment on designated projects via a public facing web portal (projects such as Design Review or Land Use Applications).

		P		LU3.02		Ability to designate an administrator to enter comment guidelines that filter or focus public comment accepted.

		P		LU3.03		Ability for administrator to set comment period start and end dates.

		P		LU3.04		Ability to require public commenters to enter a valid email address, or create a userid to post a comment.

		P		LU3.05		Ability for designated administrator to review public comments before publication. 

		P		LU3.06		Ability to ‘hide’ or not publish comments with inappropriate language.  These records must be maintained with the project file.

		P		LU3.07		Ability to associate comments with a project for record retention purposes. 

		P		LU3.08		Ability to associate comments to specific project documents such as electronic plans, design review proposals, or public notices.

				LU4		Work Assignment

		P		LU4.01		Ability to show assigned work for each reviewer with a breakdown of activities and deadlines.

		P		LU4.02		Ability to receive early warning on personal dashboard tools for upcoming work (such as reminder of work due to prepare for a hearing).

				LU5		Decision Writing

		HP		LU5.01		Ability to document decisions or agreements regarding projects in the system.

		HP		LU5.02		Ability for public to view accurate status information (e.g. reviewer assigned to write decision, due date for decision, assignment to supervisory review, etc.).

				LU6		Land Use Conditions

		HP		LU6.01		Ability to track Land Use (LU) Conditions that are added as a condition of approval of a project/permit/land use review, and are requirements and/or deadlines required to be met on subsequent permits. (Examples include monitoring periods for landscaping and maintenance, required submittal of monitoring reports, requirements to submit for additional permits or review, etc.).

		HP		LU6.02		Ability to retrieve and edit existing project specific LU conditions.

		HP		LU6.03		Ability to display LU conditions associated with a project.

		HP		LU6.04		Ability to show when a LU condition has been updated.

		HP		LU6.05		Ability to show the status of a LU condition (whether it's been met or not).

		HP		LU6.06		Ability to enter project specific Land Use conditions that affect other permits/cases associated with the project. 

		P		LU6.07		Ability to generate automated messages (e.g. emails) to reviewers either at specific pre-defined time points (e.g. annual follow-up) or based on project events (e.g. issuance of related building permit) for monitoring/verification/follow up on Land Use Conditions.

		P		LU6.08		Ability to apply Land Use conditions selectively to only certain phases of Phased permits (i.e. permits reviewed and issued based on partial plans, such as Foundation, Shell and Core, Architectural, etc.)

				LU7		Appeals and Hearings

		HP		LU7.01		Ability to maintain record of hearing dates, type, description and participants.

		P		LU7.02		Ability to provide email notification of upcoming appeals to DPD staff participants.

		P		LU7.03		Ability for the owner, applicant, or public to track outcomes of appeals.

				LU8		Reports & Documents

		HP		LU8.01		Ability to display and report on the outstanding workload of assigned, unassigned and completed projects by pre-defined selection criteria, including work unit and planner.

		P		LU8.02		Ability to generate documents that automatically pull in a map centered on the site (such as zone maps).

		P		LU8.03		Ability to generate management reports on appeals with information such as case number, review type, proposal, staff decision, etc.





Inspection

		Inspection Requirements


		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				IN1		Initiation, Requirements, and Relationships

		HP		IN1.01		Ability to request inspections through different mediums such as IVR, On-line and software by responsible party and inspectors.

		HP		IN1.02		Ability to restrict/reject an inspection request based on business rules, case type or work proposed.

		P		IN1.03		Generate inspections (both required and customized) based on type of permit, information field and business rules.

		P		IN1.04		Ability to automatically trigger an inspection based on scheduling or performance of another inspection type on the same or related permit.

		P		IN1.05		Ability to accommodate all types of inspections including boiler, elevator, refrigeration, signs, and vacant building (quarterly, annual, or bi-annual inspections).

		P		IN1.06		Ability for both employee and non-employee inspectors to view lists of sites and devices due for inspection.

		P		IN1.07		Ability for both employee and non-employee inspectors to enter inspections results.

		P		IN1.08		Ability to evaluate inspections on a primary permit based on the status of related permits.

		P		IN1.09		Ability to indicate whether inspection is requested as a result of emergency or accident, with details.

				IN2		Scheduling & Routing

		HP		IN2.01		Ability to provide an inspector with a list of inspections for the day.

		HP		IN2.02		Ability to view map of scheduled inspections.

		HP		IN2.03		Ability to automatically assign inspections based on location or other business rules.

		P		IN2.04		Ability to add ad hoc inspections to the expected or scheduled inspections.

		P		IN2.05		Ability to schedule inspections based on a date and/or requested time or time range, and outside of regular business hours.

		P		IN2.06		Ability to prioritize inspections for assignment based on inspection type.

		P		IN2.07		Ability to reassign inspections.

		P		IN2.08		Ability to apply workflow rules that specify the order in which inspections must occur or pre-requisites that must be fulfilled prior to scheduling.

		P		IN2.09		Ability to not allow scheduling on holidays or training days and identify conflicts that exist with those dates and need to be rescheduled.

		P		IN2.10		Ability to schedule routine, periodic inspections (e.g., annual inspections, various monitoring programs, etc.).

		P		IN2.11		Ability to schedule  re-inspections based on elapsed time period.

				IN3		Recording Information

		HP		IN3.01		Ability to record information about an inspection including the following:
- Inspector/Employee 
- Date and Time of Inspection
- Total Time for inspection
- Inspection Results

		HP		IN3.02		Ability to record inspection results from a drop down list of customized values.

		HP		IN3.03		Ability to maintain a library of standard correction items and record inspection corrections from a drop down list.

		HP		IN3.04		Ability to support mobile users without City network access for specific functions (including display of permit information and entry of inspection results).

		P		IN3.05		Ability to record information about a Certificate of Occupancy (CO) including:
Permit number, Address, Bldg ID/Building Description, Records Filed at Address (a “master” address for the property), Project Description, Total Unit count, and List of all occupancies in the bldg (with Occupancy Group, Location or floors that occupancy exists in the bldg, Assembly load for the occupancy, Type of Construction, and Type of sprinkler system).

		P		IN3.06		Ability to attach pictures of relevant field conditions to a permit or case from a mobile device.

				IN4		Reports & Documents

		P		IN4.01		Ability to generate reports based on inspection results, e.g., approvals, corrections, cancellations, etc.

		P		IN4.02		Ability to calculate cumulative time spent for all inspections on a given permit.

		P		IN4.03		Ability to calculate an average length of time spent on a given type of inspection based on historical performance.

		P		IN4.04		Ability to create a report listing all inspections for any selected day.

		P		IN4.05		Ability to create a report listing all inspections for a given inspector for any selected day.





Code Compliance

		Code Compliance Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				CC1		General

		HP		CC1.01		Ability to track all stages of code complaint and systematic enforcement including case intake, notice issuance, administrative citation issuance, administrative hearing and appeal tracking, notification and outcome, etc.

		HP		CC1.02		Ability to support variations in processes for different inspection disciplines, and in particular differences for compliance inspections from construction inspections (e.g. different status values, different business rules, etc.).

		HP		CC1.03		Ability to link any type of case, complaint, or compliance application to any type of construction or Land Use permit.

		HP		CC1.04		Ability to track a variety of activities for Tenant Relocation Assistance Ordinance applications (e.g.  letters, packets, issuances, licenses, etc.).

		HP		CC1.05		Ability to track and control the request, review, approval, and issuance, and appeal of a Stop Work Order.

		HP		CC1.06		Ability to send email notification or generate a form letter to notify various stakeholders of a Stop Work Order, Notice of Violation, Order to seal premises, etc.

		P		CC1.07		Ability to apply and process a special investigation (including special investigation fee) for an address without a permit.

				CC2		Complaint Intake

		HP		CC2.01		Ability to create a new case or complaint and record, store, and retrieve detailed information (e.g. information about property, people, staff, status, etc.).

		P		CC2.02		Ability to support submittal of complaint from a mobile device (e.g. take a photo of a violation and submit with geo-location info from phone).

				CC3		Service Request

		HP		CC3.01		Ability to have inspection records associated with Service Requests.

		HP		CC3.02		Ability to require that a Resolution Code be entered in order to close a Service Request.

				CC4		Complaint Tracking

		HP		CC4.01		Ability to look up service requests, cases and other records by associated contact.

		HP		CC4.02		Ability to look up cases by associated parcel or address.

		HP		CC4.03		Ability to assign priorities to cases based on business rules (e.g., health and safety issues).

		HP		CC4.04		Ability to capture that a Citation judgment was sent to Accounting for collection (including date).

		HP		CC4.05		Ability to capture where a case/call was transferred (when other than DPD responsibility).

				CC5		Recording Results

		HP		CC5.01		Ability to capture initial inspection and re-inspection results.

		HP		CC5.02		Ability to track voluntary compliance and administrative closures.

				CC6		Reports & Documents

		HP		CC6.01		Ability to track violations based upon violation type, infraction type, and issuing division.

		HP		CC6.02		Ability to document hazardous violations/corrections, and the issuance of emergency orders, until compliance is achieved.

		HP		CC6.03		Ability to generate and print legal documents for legal action against non-compliant property owners.









Rental Housing

		Rental Registration and Inspection Ordinance (RRIO) Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				RH1		General

		HP		RH1.01		Ability to take payment in person and online.

		HP		RH1.02		Ability to support option for display and/or entry via mobile device.

		HP		RH1.03		Ability to track data changes down to the user level.

		HP		RH1.04		Ability to provide application security by user type.

		HP		RH1.05		Ability to show data in a specially formatted "public view" via the web.

		HP		RH1.06		Ability to send warning letters (or emails) for pending system events (renewals, expirations, missed deadlines, etc).

		HP		RH1.07		Ability to generate a completed registration, certificate, receipt, or etc. for user to download and print.

				RH2		Rental Property Registration and Tracking  										This function operates very much like a renewable permit with a 5-year term.

		HP		RH2.01		Ability to allow pre-filling of rental property (or suspected rental property) data, including ownership data.

		HP		RH2.02		Ability to support full lifecycle of a 5-year "registration" term, including application, update, transfer, and renewal.

		HP		RH2.03		Ability to mark a particular registration as denied, revoked, or reinstated (or regular/normal).

				RH3		Private Inspector Registration and Tracking  										This function operates very much like a trade license with a 2-year term.

		HP		RH3.01		Ability to support full lifecycle of a 2-year "registration" term, including application, update, and renewal.

		HP		RH3.02		Ability to take and track data about underlying inspection credentials of applicant, plus any specific program training. 

		HP		RH3.03		Ability to mark a particular registration as revoked or reinstated (or regular/normal).

				RH4		Inspection Selection, Entry, & Storage

		HP		RH4.01		Ability to implement custom logic to choose which registered rental properties should be subject to random inspection.

		HP		RH4.02		Ability to implement custom logic to choose which specific units at properties chosen for random inspection should be inspected.

		HP		RH4.03		Ability to implement custom logic to choose which properties previously subject to random inspection will now be audited.

		HP		RH4.04		Ability to automate a weighted checklist and allow entry of results via a web app or mobile device.

		HP		RH4.05		Ability to retain and track inspection results against a specific rental unit.





Trade Licensing

		Code Compliance Requirements


		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				TL1		Trade Licensing

		HP		TL1.01		Ability to support self-service issuance of trade licenses.

		HP		TL1.02		Ability to support customer self-service for look-up and update of their trade license data.

		HP		TL1.03		Ability to support automated annual or anniversary date renewals of trade licenses.

		HP		TL1.04		Ability to support different kinds of licenses with varying expiration dates.

		HP		TL1.05		Ability to configure/customize license parameters, such as grace period, need for periodic re-training, fee adjustment (not prorated) for short license terms, etc.

		HP		TL1.06		Ability to track underlying credentials of and training completed by licensees including capability to scan and store certificates.

		HP		TL1.07		Ability to track test results (pass/fail as a minimum).

		HP		TL1.08		Ability to interface with 3rd party testing software.

		HP		TL1.09		Ability to merge duplicate licensee records.

		HP		TL1.10		Ability to report on revenue by license type, by month.

		P		TL1.11		Ability to create certification tests in the system.





Fee-Time Tracking

		Time Tracking/Fee Calculation and Billing Requirements

		Importance		Item #		Requirement		Provided x 10		Modified x 6		Next Release x 4		Not Provided x 0		Description

				FT1		Setting up and Updating of Fees

		HP		FT1.01		Ability to support all fees, fee tables, and fee information based on permit type, including effective and expire dates, shared fee variables, and unique fee variables where needed.

		HP		FT1.02		Ability to add/remove/update fees.

		HP		FT1.03		Ability to view fees and fee status for all related permits in a single view.

		HP		FT1.04		Ability to associate fees with contact as well as permit.

		HP		FT1.05		Ability to assign multiple budget codes to individual fees.

		HP		FT1.06		Ability for fee to be modified, waived, cancelled or adjusted by staff user with auditing and annotation or explanation.

		HP		FT1.07		Ability to track user, IP address, date and time, and before and after data for fee overrides.

		HP		FT1.08		Ability to document and bill preliminary assistance fees prior to intake of a permit / case.

		HP		FT1.09		Ability to set due dates on fees.

		HP		FT1.10		Ability to issue new bill when fee changes occur.

		HP		FT1.11		Ability to apply business rules to enforce when fee can be added.

		HP		FT1.12		Ability to define labor hours associated with fees.

		HP		FT1.13		Ability to associate labor hours against minimum fee amounts, and bill for additional labor hours beyond the minimum amounts.

		P		FT1.14		Ability for public to view and pay fees (standard and estimated).

		P		FT1.15		Ability to recalculate fees based on the fee schedule in effect at the application or permit issue date.

		P		FT1.16		Ability to create, track and manage applicant funding account, either pre-paid or line of credit.

		P		FT1.17		Ability for applicant to set up multiple customer funding accounts (e.g. escrow or advance deposit).

				FT2		Fee Payment and Refunds

		HP		FT2.01		Ability to validate that full payments have been received before issuing permits.

		HP		FT2.02		Ability to associate payments with a permit number.

		HP		FT2.03		Ability to assign payment to specific fee.

		HP		FT2.04		Ability for multiple permits to be paid for at one time, i.e., one payment could be paying for several types of permits.

		HP		FT2.05		Ability to validate plan and permit number before assigning payment.

		HP		FT2.06		Ability to maintain full audit trail (user name, date, prior amount, subsequent amount, etc.) for overpayment and payment transactions.

		HP		FT2.07		Ability to show a credit balance.

		HP		FT2.08		Capability to have notes linked to transactions.

		HP		FT2.09		Ability to apply, track and report on payments for future project charges (like a deposit or retainer).

		HP		FT2.10		Ability to provide real time payment verification.

		HP		FT2.11		Ability to provide automated warnings and/or holds based on NSF checks or delinquent accounts.

		HP		FT2.12		Ability to track delinquent or unpaid fees.

		HP		FT2.13		Ability to have detailed payment receipt with line items based on payment/invoice number at the time when the transaction was completed.  The line items to include: fees paid, amounts paid, fee balances, date, time, and name).

		HP		FT2.14		Ability to search by transaction number, address, fee type.

		HP		FT2.15		Ability to email fee payment receipt.

		P		FT2.16		Ability to view customer receipt on-line.

		P		FT2.17		Ability to send alerts or trigger actions based on payment of fees.

		P		FT2.18		Ability to track the balances owed between departments.

		P		FT2.19		Ability to transfer fees collected electronically between departments in a timely manner.

				FT2.20		Ability to include credit balance in the calculation of total amount due.

		HP		FT2.21		Ability for DPD to customize status and type codes for payments and refunds

				FT3		Fee Calculations

		HP		FT3.01		Ability to calculate estimated fees for projects based on permit type and scope of work.

		HP		FT3.02		Ability to calculate estimated fees based on user-defined variables.

		HP		FT3.03		Ability to calculate fees by any combination of variables including mapping criteria, per item, sq ft of structure, volume of material, labor hours, construction use, construction type, occupancy type, reviews required, etc. 

		HP		FT3.04		Ability to dynamically change calculation methods for a fee based on permit data or workflows.

		HP		FT3.05		Ability to capture hourly charges of time accrued based on time frame.

				FT4		120 Day Clock

		HP		FT4.01		Ability to calculate review timelines from intake to issuance, differentiating between periods of time for which the city and the applicant are responsible.

		HP		FT4.02		Ability to generate report(s) (per RCW 36.70B.080), including:

		HP		FT4.03		Total number of complete applications.

		HP		FT4.04		Total number of applications with final decision notice issued within the 120-day and after the 120-day City review timeline.

		HP		FT4.05		Total number of applications for which an extension of time was mutually agreed upon by the applicant and the City.

		HP		FT4.06		 Variance of actual performance, excluding applications for which mutually agreed time extensions have occurred, to the 120-day deadline.

		HP		FT4.07		Mean processing time and the standard deviation from the mean.

		P		FT4.08		Ability to manage the clock (i.e. track performance against standards) against a hierarchy of associated reviews rather than just an individual review.

		P		FT4.09		Ability to track against different time targets base on type of permit and/or review.

		P		FT4.10		Ability to track against multiple simultaneous time targets for the same type of permit and/or review.

		P		FT4.11		Ability to restart the review stage without resetting the clock.

		P		FT4.12		Ability to identify permit types that are exempt from the 120 day clock.

				FT5		Time Tracking

		HP		FT5.01		Ability to track employee time for direct labor by activity, organization #, and project reference #.

		HP		FT5.02		Ability to associate employee time tracking codes with budget codes in the financial system for billing and payroll distribution purposes.

		HP		FT5.03		Ability to define activity-based tracking codes by work group.

		HP		FT5.04		Ability to validate data integrity when entering time (e.g. project number).

		P		FT5.05		Ability to collect time suitable for payroll purposes (including tracking various types of leave).

		P		FT5.06		Ability to provide role-based filtering for timekeeping that only shows codes and options that are applicable to an employee’s role.

		P		FT5.07		Ability to enter and track time worked on any review or inspection activity by any user and automatically generate a fee.

		P		FT5.08		Ability to provide status to reviewers of how much time they have spent on a review and how much time is remaining.

				FT6		Billing

		HP		FT6.01		Ability for user to review calculated fees and make adjustments prior to final billing.

		HP		FT6.02		Ability to bill customer for combination of standard fees and calculated fees.

		HP		FT6.03		Ability for DPD to define language to be associated with each charge (so that it is understandable to the applicant).

		HP		FT6.04		Ability to view entire history of fee assessment, payment, corrections and current balance in one place.

		HP		FT6.05		Ability to track the following items for billing purposes and performance distribution: 

		HP		FT6.06		     Labor costs and hours

		P		FT6.07		     Equipment/vehicle costs and hours

		P		FT6.08		     Materials usage

		P		FT6.09		     Contract/sublet/outside consultancy costs

		P		FT6.10		     Miscellaneous costs

		P		FT6.11		     Usage and fees for performance

		P		FT6.12		     Distribution

		P		FT6.13		Ability to track reimbursable hours.

		P		FT6.14		Ability to enter invoices from outside organizations and to send them out to applicants (e.g. for peer review).

		P		FT6.15		Ability to set distinct rate structures for different billing scenarios on a given project, permit or code compliance case (e.g., external billing could contain appropriate overhead or markups while internal billing could be accomplished at direct cost).

		P		FT6.16		Ability to associate "roll-up" budget or accounting codes to groups of projects, permits, code compliance cases, work orders, and service requests for total accounting of projects.

		P		FT6.17		Ability to generate and track billing invoices for permits, periodic monitoring and inspections, and applicant funding accounts.

				FT7		Reports and Documents

		HP		FT7.01		Ability to query and report comments associated with fees and payments with links to associated transactions.

		HP		FT7.02		Ability to report on status of refunds and account balances.

		HP		FT7.03		System offers industry-standard Aging Report capabilities.

		HP		FT7.04		System offers AR/Revenue report capabilities.

		HP		FT7.05		Ability to query and report on fees and payments by project.

		P		FT7.06		Ability to report on actuals to date versus amount remaining.

		P		FT7.07		Ability to reconcile applicant funding accounts against City's financial system.

		P		FT7.08		Ability to reconcile billed invoices against the City's financial system.

		P		FT7.09		Ability to support the following performance reporting for timekeeping in hours by the following attributes: 

		P		FT7.10		     Indirect/administrative labor activity

		P		FT7.11		     Budget

		P		FT7.12		     Project

		P		FT7.13		     Permit type

		P		FT7.14		     Permit sub-type

		P		FT7.15		     Hours by permit number

		P		FT7.16		     Code compliance type

		P		FT7.17		     Code compliance case 






