City of Seattle Request for Proposal 
Addendum 2
Updated on: 8/27/15

The following is additional information regarding Request for Proposal # titled RFP-SCL-3399 Tool Room Automation System released on 8/10/15.  The due date and time for responses is 9/3/15, 3:00 (Pacific).  This addendum includes both questions from prospective proposers and the City’s answers, and revisions to the RFP. This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a bid/proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	Addendum 1

	1
	8/17/15
	8/18/15
	On the mandatory requirements list, please clarify what is meant by "single" system (item S-02)? Does this mean “standalone”?
	Answer: Single system means a self-contained system that does not require a user to sign into multiple systems to perform business functionality.  It does not mean standalone in the sense that other business functionalities outside of tool room cannot reside under a common or shared application platform.
	

	2
	8/17/15
	8/18/15
	How many users will need access to the system?
	Answer: SCL will need approximately 12 named users logging in to perform transactional and administrative roles.  Depending on how report and queries are available (e.g. named users logging in or broader delivery mechanisms like web, email, or email with URL link) it could require up to 20 more.  Long term we favor a solution that might accommodate additional tool rooms from other City departments whether a common/shared application or distinct multiple instances.
	

	3
	8/17/15
	8/18/15
	Does SCL have a preference between a hosted solution vs a system managed in-house?
	Answer: Our controls and standards for in-house solutions are mature, while those for a hosted solution are still evolving.  Therefore where the solution is hosted would be assessed base on costs and risks.
	

	4
	8/17/15
	8/18/15
	Please elaborate on SCL’s data integration needs: to which external systems will the system be integrated to? Which way will the data flow (one-way, bidirectional…if this is not intuitive, based on business need)? And lastly, what are the goals for each of these integration points?
	Answer: We do not require direct interfaces/integration with external systems.  Of course solutions that can more easily build bridges to other systems will be more attractive.  We do expect reasonable basic import/export features (e.g CSV) that facilitate certain functionalities such as loading employee information for tool tracking purposes.
	

	5
	8/17/15
	8/18/15
	Please elaborate on the SCL project team. How involved will this team be in the implementation? That is, will any of the SCL team members be helping facilitate change mgmt., training, etc.? Or will this be the sole responsibility of the vendor?
	Answer: We anticipate the SCL project team to be actively involved in all project phases, either as direct developers or indirect developers where professional services offer a better alternative.  Our expectation also includes sufficient knowledge transfer within the project for SCL to support the implemented functionality for the lifecycle of the solution.
	

	6
	8/17/15
	8/18/15
	Please elaborate on the comment made around SCL’s “right to terminate” a five-year contract? If SCL can cancel at any time, then this makes it an annual contract, in effect?
	Answer: The right to terminate is standard for all of our contracts. Although termination is rare, we at the City reserves the right to end the contract for reasons unknown. This can be for non—performance, budgetary, obsolete technology, etc. Again, it is very rare for the City to cancel a contract. The 5 plus 2 year term is just stating the maximum allowed for this contract baring any reason for cancellation.
	

	7
	8/17/15
	8/18/15
	Please elaborate on your desire for a 90-day trial? Upon what date will this start (contract execution, in-production use)?
	Answer: The 90-day trial will begin at time of contract execution. This is standard in the City’s contracts. This is done as protection so the City does not have to redo the entire process if the awarded vendor proves incapable of performing the scope of the contract.
	

	8
	8/17/15
	8/18/15
	FYI - In the Inclusion plan file the link on page 4 of the inclusion plan document located in section 7 which is intended to direct bidders to OBD does not work! 
	Answer: Please access via the following link:

 www.seattle.gov/obd 
	

	9
	8/25/15
	8/27/15
	Would SCL entertain an alternate solution to the RFP? That is, would the Tool Room be willing to explore leveraging a solution that they already own today, but in a greater capacity? We understand that SCL is likely upgrading their PeopleSoft system, and that SCL’s technology vision is to minimize its IT footprint (i.e., not expand or add software systems).
	A vendor may leverage any existing solution already owned by the City of Seattle in their response to this RFP
	

	10
	
	8/27/15
	Revised Technical Requirements
	Attached are the revised Technical Requirement Requirements to be submitted with your RFP Response:

[image: image1.emf]Copy of Technical  Requirements_Tool Room_04.xlsx
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Instructions

				Tool Room Automation
RFP 3399









		Instructions



		Respondent must complete all of the worksheets in this workbook.  For each of the requirements, please place one of the following values in the compliance column. (O- Out-of-the-box; C - Custom ;F - Future release;N- Not Provided)  Blank responses will be consider as "Not Provided".  In the Vendor Response column, describe how the requirement is met.  If there is not enough room to fully respond to a requirement, information may be included in a separate document.  Provide a cross reference number in this column for any supporting documentation.  Note that the review team does not guarantee to review all supporting documentation, so provide as much information as possible in this spreadsheet.

		Mandatory		Vendor must meet mandatory requirements for the proposal to remain eligible for consideration.

		Highly Preferred		Represents functions or services that are needed to achieve project objectives.

		Preferred		Represents functions or services that would be useful, but not necessary, to achieve project objectives.



		Out-of-the-box		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application.

		Custom 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

		Future Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

		Not Provided 		The software will not satisfy the requirement. 



		Please complete the following information:



		Company:

		Contact:

		Phone:

		e-mail:
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		Architecture and Interfaces

		Item #				Requirement		M - Mandatory
HP - Highly Preferred
P - Preferred		Compliance:
O - Out-of-the-box
C - Custom
F - Future Release
N - Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Architecture and Interfaces

		AI-		1		Architecture of system is designed to optimize performance, availability, disaster recovery and security.		HP

		AI-		2		System supports industry standards Representational State Transfer (REST) or Simple Object Access Protocol (SOAP) for web services.		HP

		AI-		3		System must integrate with MS Exchange		M

		AI-		4		System requires no client-side software beyond the browser.		HP

		AI-		5		System includes a client interface with an open API.		HP

		AI-		6		System supports single sign-on.		P





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Security
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		Security

		Item #				Requirement		M - Mandatory
HP - Highly Preferred
P - Preferred		Compliance:
O - Out-of-the-box
C - Custom
F - Future Release
N - Not Provided       		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						Security Architecture

		S-		1		Vendor has a comprehensive security model that meets requirements of ISO27001 and adheres to practices and guidelines of ISO27002 through ISO2704 & ISO27010.		M

		S-		2		Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities, and has been found to be free of significant security defects.		M

		S-		3		System has application software security in its baseline product as opposed to utilizing strictly operating system and database security.		HP

		S-		4		System secures and authorizes access to the underlying data and databases of the application.		HP

		S-		5		System supports at least TLS 1.2 and 256-bit encryption		M

		S-		6		Permissions may be set for application objects, individual pages and/or page controls.		HP

		S-		7		System accounts are based on the principles of least privilege and roles, and are clearly documented.		HP

		S-		8		Information exchanged between devices via the System is secured and encrypted.		HP

		S-		9		System masks the presentation of sensitive data as determined by the City based on user security.		M

						Authentication

		S-		10		System supports security log-on requiring a user ID and password to prevent unauthorized access to the system and its data files.		M

		S-		11		System supports City Light's strong password policy of at least 8 characters and 1 number or special character.		HP

		S-		12		System supports multi-function authentication.		P

		S-		13		System can store up to 24 passwords to prevent reuse.		HP

		S-		14		System can support intruder lockout after a certain number of attempts.		M

		S-		15		System supports logging users off after a specified period of inactivity.		HP

						Auditing and Audit Trail

		S-		21		System provides a real-time security log for attempted violations complete with the date, time, and user ID.  (Output in Syslog format)		HP

		S-		22		Vendor regularly monitors and ensures security through  logs, intrusion detection, and system access  controls (e.g., checking the logs to verify failed and successful logins, password changes) and evaluates level of threat.   (Output in Syslog format)		HP				If SaaS

		S-		23		System security function logs user transactions (changes in the data) for daily audit trail reporting.   (Output in Syslog format)		HP

		S-		24		System allows the selection of which fields are included in the audit.   (Output in Syslog format)		P

		S-		25		System supports capturing username, userID, timestamp, success/failure of transaction, originating PC identifier, and transaction description as part of the security log attributes.		HP

		S-		26		System provides reporting on user access by role for auditing purposes.		HP

						Policy and Organization

		S-		27		Hosting facility provides physical security controls over ingress and egress.		HP				If SaaS

		S-		28		Vendor conducts background checks on employees.		HP				If SaaS						 

		S-		29		Vendor employees are required to sign a non-disclosure agreement.		HP				If SaaS

		S-		30		System conforms to City Information Security Standards as described here: (Provided upon request)		HP				If SaaS

		S-		31		Vendor performs security testing as part of the development process.  Provide details including methodoloy, frequency, etc.		HP				If SaaS

		S-		32		Vendor maintains a single point of contact for escalation of security issues.						If SaaS

		S-		33		Vendor has procedures in place to support security incident response.  Evidence of incident response plan, disclosure of any incidents within the past year.		HP				If SaaS

























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Saas Environment

		Tool Room Automation
RFP 3399









		SaaS Environment

		Item #				Requirement		M - Mandatory
HP - Highly Preferred
P - Preferred		Compliance:
O - Out-of-the-box
C - Custom
F - Future Release
N - Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						SaaS Environment

		SE-		1		Vendor has back-up data center geographically separated from primary data center.		HP

		SE-		2		Vendor has a comprehensive, documented business continuity and disaster recovery plan.		M

		SE-		3		Hosting environment supports load balancing and redundancy. 		HP

		SE-		4		System usage and performance are monitored on an ongoing basis.		M

		SE-		5		Metrics consistently demonstrate high reliability including (Mean Time Between Failure (MTBF) and Mean Time to Recover (MTTR).		M

		SE-		6		Data centers have power backup.		M

		SE-		7		Vendor has adequate data backup and restore procedures. 		M

		SE-		8		Application availability is monitored by the vendor and reported to the City.		M

		SE-		9		Adequate storage capacity exists and is readily expandable as usage increases. 		M

		SE-		10		No downtime is required for expansion of necessary storage.		HP

		SE-		11		Vendor has policies for data retention and destruction.		HP



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Operating Environment
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		Operating Environment Standards

		Item #				Requirement						M - Mandatory
HP - Highly Preferred
P - Preferred		Compliance:
O - Out-of-the-box
C - Custom
F - Future Release
N - Not Provided      		Vendor Response                                Describe details on how your proposed software solution meets this requirement

						End User Computing		Standards		Remarks

		OE-		1		Client Hardware		HP Elitedesk Desktop - Intel Core i7, 8GB, 300GB HD
HP EliteBook Laptop - Intel Core i7, 8GB, 300GB HD
Microsoft Surface Tablet
Microsoft Windows Phone				M

		OE-		2		Client Hardware OS		Desktops and Laptops - Windows 7 SP1 64-bit Enterprise Edition
Tablets and Phones - Windows 8.x				M

		OE-		3		Browser		Internet Explorer 11				M

		OE-		4		Office Suite		Microsoft Office 2010 SP1 Professional Plus		City Light will migrate to MS Office 2013 by end of Q4'2015.  

City Light expects to migrate to the Office 365 ProPlus platform by end of 2016.
		M

		OE-		5		Email		Outlook 2010 Client
Exchange On-line Backend		City Light will migrate to the Outlook 2013 client by end of Q4'2015.

The Exchange backend will migrate to Exchange On-line (Office 365) by Q4'2015
		M

						Server Environment		Standards		Remarks

						Oracle Application & Database Hosting

		OE-		6		OS		Solaris UNIX 11.2 (SPARC)				M

		OE-		7		Middleware		Weblogic 10.3.6				M

		OE-		8		Database		RDBMS 12c				M

						Windows Application & Database Hosting

		OE-		9		OS		Windows Server 2012 R2				M

		OE-		10		Web Server		IIS 8.5				M

		OE-		11		Database		SQL Server 2012/2014				M

		OE-		12		Directory		Active Directory 2008 R2		City Light will migrate to version 2012 R2 by Q2'16		M

						Business Intelligence/Data Warehouse Platform

		OE-		13		Oracle Data Integrator 		Version 11.1.1				M

		OE-		14		Oracle BI 		Version 11.1.1.7.0				M

		OE-		15		Cognos 		Version 10.1.1				M
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