City of Seattle Request for Proposal #TRN-65
Addendum 
Updated on 6/16/09

The following is additional information regarding Invitation to Request for Proposal #TRN-65, titled Electronic Parking Guidance System released on 5/14/09.  The due date and time for responses is hereby extended to 6/26/09 at 4:00pm (Pacific).  This addendum includes both questions from prospective bidders/proposers and the City’s answers, and revisions to the ITB/RFP.  This addendum is hereby made part of the RFP and therefore, the information contained herein shall be taken into consideration when preparing and submitting a bid/proposal.
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	RFP Revisions

	1
	5/21/09
	6/05/09
	Due to the complexity of the technological requirements of RFP #TRN-65 and to ensure our complete conformity, we are requesting a two week extension to the close date for this RFP extending the date sealed

proposals are due to the City of Seattle from June 19, 2009 to July 3, 2009.

	At this time, the City does not intend to extend the due date for proposals.
	

	2
	
	6/05/09
	
	
	The attendance log for the pre-proposal conference held 5/27/09 is embedded below,

[image: image1.emf]TRN65_Attendance  Log.pdf



	3
	6/05/09
	6/10/09
	Do all signs and garage displays need to be a full VMS (variable message sign)


	yes
	

	4
	6/05/09
	6/10/09
	Is the intention of the City to have future VMS signs installed throughout the City?  


	Yes, the second phase of the project will build on the system in the current RFP


	

	5
	6/05/09
	6/10/09
	What company did the City use as a basis for the specifications of the two types of DMS sign displays?  


	Daktronics’ signs were used for consistency with current city infrastructure.  


	

	6
	6/05/09
	6/10/09
	Please provide all specifications for the modems to be used for communication. Is this the standard for all City cellular applications?  


	On-Street DMS will use the Feeney 2WG multi-port router & mounting bracket: http://feeneywireless.com/products/feeney_2wg/
Garage DMS will use the Airlink Raven X modem & mounting bracket

http://feeneywireless.com/products/airlink_modems/raven_x/
External, low profile, antenna will be required with both pieces of equipment.


	

	7
	6/05/09
	6/10/09
	Will the City provide power/conduit sweeps into the sign foundations? 


	Electrical will be available at the structure either at the base of the structure or from an over head source to the structure.


	

	8
	6/05/09
	6/10/09
	Will the City provide contact information for the PARCS integration?  


	Yes, contact information for the garage operators will be provided to the selected vendor. 


	

	9
	6/05/09
	6/10/09
	What data will be provided to the contractor from the participating garages other than what is listed in the RFP on page 22?  


	No other data is being requested at this time from the participating garages. Proposers may recommend additional data that could be of use to the City and/or the garages.


	

	10
	6/05/09
	6/10/09
	Will the contractor be expected to incur any costs associated with the interface development of the PARCS integration?


	Development efforts and requirements are stated in section 7.4 


	

	11
	6/05/09
	6/10/09
	In section 7.4.2 please confirm the parking operator is responsible for all associated costs to meet the needs of the contractor’s integration?


	Parking garage operator is responsible for any software/hardware upgrades or changes to their systems in order to provide the data.  Scope of this RFP does include the selected contractor working with the City, parking garage operator and their PARCS providers or developers in garage development work to ensure the data is formatted correctly. 


	

	12
	6/05/09
	6/10/09
	In section 7.4.3 please clarify that the contractor is not financial responsible for the operators software integration to the EPGS system.


	Contractor is not financial responsible for the parking garage operators software integration beyond initial investigation meetings, technical conversations regarding contractors requirements to receive data. This may be done in the form of in-person meetings, phone calls, emails, webinars, etc. Contactor is responsible to communicate and coordinate data development from parking garage operators on how services will be developed and how parking garage operators will interface. 


	

	13
	6/05/09
	6/10/09
	Is the City set on using a SPRINT wireless network?  


	Current solution plan is using the SPRINT network; proposers may suggest other solutions with associated costs after complying with current specification.


	

	14
	6/5/09
	6/10/09
	Is a registered structural engineer required or can the team use a registered Professional Engineer (PE), since PEs can legally design and approve plans for any of the equipment proposed for this project? 


	As stated in section 3. Minimum Qualifications: The Vendor shall have on staff or part of the team a registered Washington State professional Structural Engineer


	

	15
	6/05/09
	6/10/09
	Have the exact locations (by latitude and longitude) for the field DMS signs been identified by the city or are they just approximate?  


	Approximate locations


	

	16
	6/05/09
	6/10/09
	The RFP says that the city will provide the foundations for the dynamic field signs, but it appears the vendor must supply the electrical service.  Can the City provide more information on the intended sources?  Are they existing metered services or will they need to be metered?  Are they available from traffic signal, street light power drops, or separate services?  Is the vendor responsible for arranging for service?  Are there application fees for the electrical service and is the vendor or City responsible for them? 


	City will provide electrical service to the On-Street signs.  Electrical will be available at the structure either at the base of the structure or from an over head source to the structure.  Connection to that service will be done by contractor’s electrician at the structure location.  Electrical conductor and conduit from service connection point to internal point in the DMS is responsibility of the contractor.  Garage owners will provide the electrical service for all garage DMS’.  Power connection to these signs will be within 50’ of the sign location. Connection to that service will be done by contractor’s electrician. 


	

	17
	6/05/09
	6/10/09
	What is the City’s PGS accuracy threshold? Clearly, this will be related to the accuracy of the data coming from the garages.  What checks and balances are in place to ensure and confirm the quality of the garage data?   


	The City is aware of this issue and will be working with parking garages and coordinate with selected contractor. 


	

	18
	6/05/09
	6/10/09
	The RFP states (pg. 7 Section 7) a list of project milestones with dates.  Section 7.4 Database Development Subsystems details test requirements for signs.  We assume these tests are applicable to the DMS sections instead, please confirm.  Sign Delivery is schedule before bench testing and Factory Acceptance Testing.  This is in conflict with the DMS test requirements. Please clarify the schedule and anticipated sequence of events. 


	Bench Testing and Factory Acceptance Testing should take place in December and delivery of signs after testing is complete.


	

	19
	6/05/09
	6/10/09
	Section 7.1.2 specifies that all signs will be of the same size and have space for 4 lines of text. Appendix B shows layout of static signs with various number of total lines (from 1 line to 4 lines) and in some cases blank lines are included.  Please clarify whether the signs the signs are all to be 4 lines high or whether we need to follow the details as per the attachment.


	Follow the details per Appendix B


	

	20
	6/05/09
	6/10/09
	Traffic control during installation. What are the requirements for traffic control during installation?  Is the Vendor responsible or will the City of Seattle provide traffic control?


	Vendor is responsible for traffic control, refer to City of Seattle Traffic Control Manual for In-Street Work. (http://www.seattle.gov/transportation/trafficcontrolmanual.htm) Specific questions can be directed to contact person listed.


	

	21
	6/05/09
	6/10/09
	Electrical Supply for signs.  The RFP states that electrical supply will be available at the base of the poles or within 50 feet for garage mounted signs.  What type of connection would be required at these points? 


	Connection will to be regulated by National Electrical Code and Seattle City Light.


	

	22
	6/05/09
	6/10/09
	RFP section 7.2.4.5.3.1 specifies the DMS cabinet finish being Prism automotive-grade acrylic urethane paint.  Can we use an equivalent powder coat finish instead?


	Prism automotive-grade acrylic urethane paint or approved equal


	

	23
	6/05/09
	6/10/09
	The RFP states that the City will provide the cellular modems for this project. Please provided the manufacture and model number details of the modems that will be used?


	On-Street DMS will use the Feeney 2WG multi-port router & mounting bracket: http://feeneywireless.com/products/feeney_2wg/
Garage DMS will use the Airlink Raven X modem & mounting bracket

http://feeneywireless.com/products/airlink_modems/raven_x/
External, low profile, antenna will be required with both pieces of equipment.


	

	24
	6/05/09
	6/10/09
	RFP section 7.2.6 – control and communications. The specified communications systems for the project are cellular modems on the sprint network.  We understand the specified need for serial and Ethernet communications interfaces to this.  However, why there is a requirement for built-in Fiber to Ethernet converter is this required. If required, what type of fiber system interface will be needed?


	At this time Fiber to Ethernet is not required. 


	

	25
	6/05/10
	6/10/09
	RFP section 7.5 (e) states one original hard copy and (x) hard copies.  Please advise number of copies required. 


	one (1) original, five (5) copies, one (1) electronic


	

	26
	6/05/10
	6/10/09
	Are any shop drawings available for the Digital components to be used in sign types D and G? 


	On-Street DMS will use the Feeney 2WG multi-port router & mounting bracket: http://feeneywireless.com/products/feeney_2wg/
Garage DMS will use the Airlink Raven X modem & mounting bracket

http://feeneywireless.com/products/airlink_modems/raven_x/
External, low profile, antenna will be required with both pieces of equipment. 


	

	27
	6/05/09
	6/10/09
	Are there more detailed drawings of any sign types available; or is fabrication of signage depicted in the existing conceptual drawings, design and build. 


	Design of signs is based on concept drawings, written specifications, and manufacture’s experience.


	

	28
	6/05/10
	6/10/09
	What is the desired/required mounting type for signs affixed to existing poles; can the poles be penetrated, or must a strapping system be used? 


	Poles may not be penetrated.  If the existing mounting structure is a Telspar stainless steel tube, use of existing perforated holes is acceptable. 


	

	29
	6/05/10
	6/10/09
	What is the size (diameter) of existing poles? 


	Varies depending on location and type (i.e. Luminaire, Signal, Strain poles)


	

	30
	6/05/09
	6/10/09
	Does installation need to be performed by union labor?


	No
	

	31
	6/05/09
	6/10/09
	What forms are needed from the subcontractors?  It is unclear what forms other than the subcontractor form are needed from the subcontractor.  For example, on the Equal benefits form, does only the contractor need to provide the form or both the contractor and sub contractor?


	No forms are required from the subcontractor.  The “Outreach Plan”, if subcontracting is anticipated, and “Equal Benefits Declaration” are only required from the proposer.
	

	32
	6/05/09
	6/10/09
	We have filed for both a City of Seattle and State of Washington business license, but it will take some time to receive the licenses.  Are these licenses only required when the final contract is signed, or will we need these licenses at the time we submit our response to the bid?


	These licenses are required prior to contract award.  They are not required at time of bid.
	

	33
	
	6/10/09
	
	
	Under Section 8 “Proposal Procedures and Process”, all Subsection shall start with the number “8”.

	34
	6/05/09
	6/10/09
	Items 7.3.6.1 and 7.3.7.1 refer to items 6.2.6 and 6.2.7 respectively.  These items do not exist in the document. Please clarify which items these refer to.


	These items refer to Section 7 not Section 6.
	

	35
	6/05/09
	6/10/09
	Items 7.3.4.1.2.1, 7.3.4.1.3.1, 7.3.4.1.4.1, 7.3.4.2.1, 7.3.4.3.1.1, 7.3.4.3.2.1.1 all refer to items that do not exist in the document.  Please clarify which items these refer to. 


	These items refer to Section 7 not Section 6.
	

	36
	6/05/09
	6/11/09
	May we have a spreadsheet from the City listing their expectations for submittals?


	Project submittal details are described at the end of the section 7.0, after milestone dates. Additional details and clarifications can be discussed after contract award.  Proposal submittals are detailed in section 9. 


	

	37
	6/05/09
	6/11/09
	We believe the City's expectations for providing submittal information (20 calendar days from contract award) may not provide sufficient time.  In our experience, it may take as long as a month just to finalize P.O.'s and subcontractor contracts. Until a supplier or subcontractor is under contract we cannot really expect them to put together submittal information. Although we will strive to adhere to the 20 day limit for submittal information, please confirm that the City has some flexibility on this.


	The City has some flexibility on the due date for Project Schedule and Submittals.  This flexibility does not change the dates of the remaining milestones.

	

	38
	6/05/09
	6/11/09
	For the Electronic Parking Guidance Software Management System:

a) is the use of Microsoft technologies a plus, minus, or neutral?
b) Is the use of open source and/or open standards a plus, minus, or neutral?

c) Is giving the City IT staff source code and training so they can maintain the system themselves if desired (versus traditional closed source software) considered a plus, minus, or neutral?

d) Does the City have a site license for MS Virtual Earth (Bing Maps)?


	Microsoft is a plus for operating systems and .Net code for development.

Minus
Plus
Current site agreement, and are negotiating a site license.

	

	39
	6/05/09
	6/11/09
	Is there a Service Level Agreement (SLA) that Seattle prefers or uses as a standard for software?

	No

	

	40
	6/05/09
	6/11/09
	Do the garages have to communicate using SOAP over HTTPS, or can they use another mechanism to our server, then we use SOAP over HTTPS to communicate to the City of Seattle?


	Garages should communicate using SOAP over HTTPS

	

	41
	6/05/09
	6/11/09
	The spec calls for a user-adjustable 3 minute data pull from the garages. What if the PARCS system does not support this polling frequency (e.g. it may be hard-coded to only refresh every 5 minutes)? Therefore, if a user changes the polling frequency to 1 minute, they may assume they're getting 1 minute old data when in reality the data is 5 minutes old. This has operational as well as statistical/reporting consequences. Please clarify this for us.


	The City is aware of this issue and will be working with parking garages and coordinate with selected contractor. 


	

	42
	6/05/09
	6/11/09
	Req. # 7.5.1.3 states 'system software shall be a full 32-bit application'. We would prefer to implement a 64-bit O/S & app. Please confirm 32-bit is 'minimum spec' and we can do better.


	Specifications are stated as minimum.

	

	43
	6/05/09
	6/11/09
	Req. # 7.5.2.5 states 'the proposed screen formats shall be subject to the City's approval'. This implies a preference for custom software versus COTS/packaged software. Please (dis)confirm.

	City has no preference.
	

	44
	6/05/09
	6/11/09
	Will the On-street DMS signs be mounted inside another cabinet?  If so, do the on street DMS cabinets need to be painted or the cabinet that the on street DMS signs are mounted into just be painted?

	On-Street DMS signs shown in the architect drawing, Appendix D, is the final product to be provided to the City.  This will not be mounted inside another cabinet.

	

	45
	6/05/09
	6/11/09
	Will it be the responsibility of the DMS vendor to apply the vinyl graphics to the on street DMS or will this be a part of the cabinet that the on street DMS signs mount into? 


	See previous answer.


	

	46
	6/05/09
	6/11/09
	The RFP states that the garage signs would have power within 50 feet.  We would like for the city to clarify and address the pole mounted signs that have the static and digital capability. 


	City will provide electrical service to the On-Street signs.  Electrical will be available at the structure either at the base of the structure or from an over head source to the structure.  Connection to that service will be done by contractor’s electrician at the structure location.  Electrical conductor and conduit from service connection point to internal point in the DMS is responsibility of the contractor.  Garage owners will provide the electrical service for all garage DMS’.  Power connection to these signs will be within 50’ of the sign location. Connection to that service will be done by contractor’s electrician. 


	

	47
	6/05/09
	6/11/09
	How will the City work with us to implement (1) a process to verify count data from garages on an ongoing basis and (2) a process to fix problems with count data from PARCS systems?


	The City is aware of this issue and will be working with parking garages and coordinate with selected contractor. 


	

	48
	6/05/09
	6/11/09
	Are there any city restrictions regarding the time of day in which signs can be installed? (IE: pole mounting, lane closure, traffic control, etc..)

	Refer to City of Seattle Traffic Control Manual for In-Street Work. (http://www.seattle.gov/transportation/trafficcontrolmanual.htm) Specific questions can be directed to contact person listed.


	

	49
	6/05/09
	6/11/09
	Are vendors responsible for installation of the city provided wireless communications equipment? 


	Yes


	

	50
	6/05/09
	6/11/09
	Is it possible to learn the dimensions or see a model of the wireless communications equipment?


	On-Street DMS will use the Feeney 2WG multi-port router & mounting bracket: http://feeneywireless.com/products/feeney_2wg/
Garage DMS will use the Airlink Raven X modem & mounting bracket
http://feeneywireless.com/products/airlink_modems/raven_x/
External, low profile, antenna will be required with both pieces of equipment.

	

	51
	6/05/09
	6/11/09
	Will the City configure the wireless communications equipment before installation or after installation?


	Wireless communication equipment will be configured by Sprint or the City before installation.  Some additional configuration once installed onsite may be necessary. 

	

	52
	6/05/09
	6/11/09
	Is it the responsibility of the vendor to install power from the power source to the wireless equipment or is that the responsibility of the City? 


	Vendor should providing appropriate power connection point inside each sign type for connection of the wireless equipment.  Vendor will be responsible for connecting wireless equipment to provided power connection.


	

	53
	6/05/09
	6/11/09
	Is the city going to provide the parking informational website listed in Appendix F, if not then who will provide the website?  What data would the contractor need to push to the site? If the contractor has to develop that website, what are the requirements?


	The same data that is pushed from the garages to the contractors EPG system should be readily accessible by the parking information website when it is developed by others. The parking information website is under a different development project and will be developed by others. 

	

	54
	6/05/09
	6/11/09
	Items 7.3.6.1 and 7.3.7.1 refer to items 6.2.6 and 6.2.7 respectively.  These items do not exist in the document. Please clarify which items these refer to.


	7.3.6.1 should refer to 7.2.6

7.3.7.1 should refer to 7.2.7
This answer clarifies answer #34
	

	55
	6/05/09
	6/11/09
	Items 7.3.4.1.2.1, 7.3.4.1.3.1,7.3.4.1.4.1, 7.3.4.2.1, 7.3.4.3.1.1, 7.3.4.3.2.1.1 all refer to items that do not exist in the document.  Please clarify which items these refer to. 


	7.3.4.1.2.1 should refer to 7.2.4.5.2

7.3.4.1.3.1 should refer to 7.2.4.5.3

7.3.4.1.4.1 should refer to 7.2.4.5.4

7.3.4.2.1 should refer to 7.2.4.6

7.3.4.3.1.1 should refer to 7.2.4.7.1

7.3.4.3.2.1.1 should refer to 7.2.4.7.2

This answer clarifies answer #35
	

	56
	6/05/09
	6/11/09
	Under section 7.4, the data from the parking garages is referred to as being pushed by each garage to a secure web server. However, in the third paragraph, the RFP refers to the polling frequency of the garage data. When the TFP refers to polling, is this referring to the rate at 
which the parking garage pushes data to the web server, or does the RFP intend the web server to poll the parking garages on a timed basis for parking data?


	Refers to the rate at which parking garages push data to web server. 

	

	57
	6/05/09
	6/11/09
	In Point 7.5.5, what is the city’s level of involvement going to be for the operations?


	City will not be involved in operations.

	

	58
	6/05/09
	6/12/09
	Before the Contractor begins the development of the web applications and services the Contractor must verify that this is consistent with the City IT standards and these specifications.  What are these standards/specs?


	The following documents and book are guidelines and best practices used by Seattle in development. 
Seattle’s Web Application User Interface Guidelines (uig.doc)


[image: image2.emf]uig.doc


Oracle Coding Standards.doc


[image: image3.emf]Oracle Coding  Standards.doc


Seattle’s Security standards (ASSecureCodingStandard.pdf)


[image: image4.emf]ASSecureCodingStan dard.pdf


Practical Guidelines and Best Practices for Microsoft Visual Basic and Visual C# Developers by Francesco Balena and Guiseppe Dimauro.

	

	59
	6/05/09
	6/12/09
	How can we obtain a copy of the Seattle IT standards?


	See answer #58 above.
	

	60
	6/05/09
	6/12/09
	Do we need to support Active Directory Services?


	Not required

	

	61
	6/10/09
	6/15/09
	Is it possible to extend the bid five

working days and have the bid's due on 6/26/09?


	Project and internal scheduling are such that bid due date cannot be extended.


	

	62
	6/10
	6/15/09
	Are shop drawings to be included as part of the bid submittal or are they to be provided after the bid is awarded?  If shop drawing are to be included as part of the bid; we request a two week extension for submittal. Can this extension be granted?
	Proposals should include only information required in Section 9 of the RFP. Shop drawing are not required in the proposal although it is the proposer’s responsibility to explain details of their solution.  Project and internal scheduling are such that bid due date cannot be extended.


	

	63
	6/15/09
	6/15/09
	Can you please confirm what you need for the "reseller certification" on

page 45.


	If applicable, any documentation from the manufacture that authorizes you to sell their product.
	

	64
	6/15/09
	6/16/09
	We are requesting an extension of time for submission of  proposals due to delays in obtaining a contract bond.
	The contract bond is not required at time of bid, but rather as a condition of contract award to the successful proposer. Only a Letter of Commitment is required with your  proposal.

	Due to multiple requests from various prospective proposers, the due date for proposals is hereby extended to June 26th, 2009 at 4:00PM (Pacific)
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City of Seattle

		Web Application User Interface Guidelines








Gregory J. Nickels, Mayor

Bill Schrier, Chief Technology Officer




Purpose:


The purpose of this document is to provide guidance to City web application developers on how to develop interfaces to their applications that are both user-centric and consistent across the City.


The City has, and continues to develop, many web based applications that serve both the public and City employees. For the most part, these web based applications were developed without any central guidance on how the users experience should be handled. As a consequence, users of these applications are faced with a large degree of diversity as to how these applications are used. 

Consistency across Seattle.Gov helps identify the web site as belonging to a comprehensive whole, while designing application interfaces from the end users perspective helps to encourage a positive user experience and increases the chances that the application will be used. 

Reference Documents:


This document is an extension of the City’s existing Web Presentation and Accessibility Standards (WPAS). While the WPAS deals with issues of branding, navigation, and accessibility, these guidelines deal specifically with how developers create user interfaces to their web applications. 

Affected Departments:

These guidelines apply to every City entity that develops applications for either Seattle.Gov or the City’s intranet the InWeb.

Guidelines:

City web application developers should consider the best practices identified in these guidelines. This document should be considered a living document amendable whenever appropriate guidance is identified.

These guidelines are divided into three sections: In General, Opening Screen, Within the Application, and Closing Screen each describing elements or practices and where their inclusion is appropriate.

1.0 In General:

1.1 Guidance: Develop to Standards- Consistent with the WPAS, developers of web application interfaces should strive to be as browser agnostic as possible. This is accomplished by adhering to the specifications, standards, and guidelines developed by the World Wide Web Consortium (W3C). Therefore, developers should strive to avoid using proprietary extensions exclusive to a single browser vendor. 

Purpose: Interoperability has been a hallmark of the World Wide Web since its inception. This interoperability is made possible because of the world wide use of non-proprietary or open standards based technology. Developing to open standards carters to the largest population and avoids the danger of being subjected to the whims of a single vendor. 

1.2 Guidance: Preference for Web Forms- Where signatures are not required, the use of web forms is preferable to posting word or .pdf forms for download. In situations where statutes or regulations require a signature, consider supplying a web form that can be filled out and printed directly from the web. Consider allowing the transaction to proceed by allowing the user to submit unsigned web forms and instructing them to follow-up with signed copies. 

Purpose: The proper use of web forms allow users to complete transactions online which should allow for faster service delivery. Data from web forms should allow for easier entry into backend systems avoiding unnecessary re-typing of data. 

1.3 Guidance: Logical Progression of Questions- Provide a logical progression sequence for how questions are laid out and information is gathered. Ask qualifying questions upfront. Give the user feedback as to whether it makes sense to proceed. Group all questions related to the same information source e.g. group questions related to a utility bill. Logically chunk questions into reasonable screen lengths to avoid excessive vertical scrolling or page clicks. 

Purpose: Users expect a logical progression of how information is gathered. Providing the user with the information necessary to confirm their ability to avail themselves of a resource or service saves time. 

1.4 Guidance: Identify Mandatory Fields- Identify which fields are required or mandatory in order to continue or complete the transaction. 

Purpose: Identifying mandatory fields up front assists the user in efficiently completing the transaction and helps to ensure that you get the information you require.

1.5 Guidance: Encourage Quality Data- Provide the user feedback regarding the quality of the data they submit e.g. client side scripting checking user input against expected input. Use drop down options or other techniques whenever possible to assist the user in providing accurate data. 

Purpose: The proper use of simple data checks and drop down options can help improve the quality of the data gathered. 


1.6 Guidance: Supple Meaningful User Error Messages: Craft error messages to meaningfully communicate with the users and make sure they are clearly visible.

Purpose: Application error messages are famously cryptic. Try to provide users with information they can use to correct the situation 

1.7 Guidance: Provide Options for Navigating between Fields- Users usually have a preference for how they navigate between fields in web applications. Some prefer to point and click with the mouse while others prefer to use the tab key. Define tab values to make sense with how the questions are laid out.

Purpose: Gives users the option to use their preferred method of navigating between fields.

1.8 Guidance: Use Standard City Navigation on First and Last Page of a Web Application- In some instances it may be appropriate not to use standard city headers and footers inside of a web application. However, at minimum, City Standard headers and footers should be included on the first and last pages of a web application, and City (and Departmental, as appropriate) branding and application identification should be maintained on every page.  Special, non-menu versions of the Seattle.gov header are available upon request from the Citywide Web Team.

Purpose: Helps to maintain consistency across the website.

1.9 Guidance: Tell Users How Incomplete Transactions are Handled- Where appropriate, provide the user the opportunity to save an incomplete transaction for completion at another time. If the user is not given this option, inform them what is done with their incomplete data.

Purpose: Helps maintain user expectation.

1.10 Guidance: Prevent Users from Inadvertently Linking to the Middle of a Web Application- Use appropriate scripts to lead users to the “front door” of your web application. 

Purpose: This prevents search engine users from inadvertently linking to a page in the middle of your web application. 

1.11 Guidance: Inform Users How the “Back Button” Works- Web application developers should strive to allow users to continue to use all of the basic functions of their web browser including the use of the “back button.” Users should be informed if the use of the “back button” or any other common browser function hinders the applications performance. Therefore, data should be persistent and not cleared when submitted. 

Purpose: Helps set user expectation.

2.0 Opening Screen:


2.1 Guidance: Identify Any Time Constraints- Provide the user feedback about any time constraints for completing the transaction or the availability of the web based application. This should include identifying planned maintenance windows. 

Purpose: Helps set user expectation.

2.2 Guidance: Properly Set User Expectations- The opening screen of a web application should clearly set the expectation of the user. It should identify its functionality e.g. obtain a business license or pay a utility bill. It should also list all information, documents, or documentation necessary to complete the transaction. It should also identify its limitations e.g. follow-up signature or in-person interview is required.

Purpose: Setting proper customer expectations is the key to customer satisfaction. It avoids the frustration inherent in not knowing what to expect. 

2.3 Guidance: Give Users Options- Developers are encouraged to supply users with alternative means for completing the transaction. This might mean supplying users with a telephone number, e-mail address, or physical address of where the transaction can be completed off line.

Purpose: Completing transactions over the web is still a relatively new phenomenon. Most people still use governmental websites to gather information then complete the transaction offline. This is especially true for complex transactions or transaction requiring the use of a credit card. 

3.0 Within the Application:


3.1 Guidance: Maintain City Branding on all Application Pages- Department branding, where appropriate, should be maintained as well.  In many case developers may wish to discourage navigation away form page within an application.  Non-menu versions of the City’s web headers are available by request from the Citywide Web Team for this purpose.

Purpose: Helps maintain a consistent brand image. 

3.2 Guidance: Provide Appropriate Security and Privacy Warnings- The City’s Internet Fraud Countermeasures Policy requires that web applications collecting “confidential data,” as defined by the City’s Security Policy, need to warn users of “prevalent spoofing and phishing methods” or to provide a link to such a warning. 

Purpose: Inform the user of the threat of internet fraud and the City’s policy regarding it. 


3.3 Guidance: Identify Steps of a Process and Where the User is Within these Steps- Let the user know how many steps or screens they will be required to complete in order to finish a web based transaction. Also, let them know where they are currently in the process. This may need to be done on a general level where user input dynamically changes the number of steps required. 

Purpose: Helps set user expectation.

3.4 Guidance: Allow a Final Review- Provide a screen where users can confirm information before committing to the transaction.

Purpose: Helps assure accuracy of information. 

4.0 Closing Screen:

4.1 Guidance: Provide a Receipt- Provide a receipt of the transaction preferable with a unique identifier to allow latter follow-ups specific to that transaction. 

Purpose: This gives users a record of the transaction.

4.2 Guidance: Identify Next Steps- Inform the user what happens next. Identify any follow-up steps necessary to complete the transaction. Let them know how and when they can expect service to be delivered. Give them a telephone number where they can follow-up with if they have any questions.


Purpose: Helps set user expectation.

Implementation


Apply these guidelines going forward. Existing web application user interfaces can be reworked when and where practical.

Document Control


· This document is owned by the Web Application Developers forum or their assignees in interest. Its creation was sponsored by the e-Government Steering Group.

· This document should be reviewed annually and updated as appropriate

· Original draft by Sam Foucault with assistance from a sub-set of the Web Managers Forum. 

Authorized this ____ day of __________, 2004 by:


______________________________

Bill Schrier


Chief Technology Officer


City of Seattle

Draft
1
10/4/2004
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Introduction


Coding conventions are programming guidelines that focus on code structure and appearance. Following standards ensures all projects have the same look, making the code easier to read, understand, and maintain. Our coding conventions include:


· Naming conventions for Oracle objects, variables, and procedures.


· Standardized formats for labeling and commenting code.


· Guidelines for spacing, formatting, and indenting.


· Guidelines for usage of Oracle features.


The conventions outlined in this document are a combination of Hungarian notation, Oracle standards and the accumulation of years of Seattle Department of Transportation software development experience.


What’s covered in this document?


This document is divided into the following five sections:


· Why Seattle Department of Transportation uses Coding Conventions?


· Object Naming Conventions


· Constant and Variable Naming Conventions


· Structured Coding Conventions


· An example of Oracle code that follows these standards


Who is this document for?


All Seattle Department of Transportation employees and/or contractors must read and adhere to the following development standards on all Seattle Department of Transportation projects.


Why Seattle Department of Transportation uses Coding Conventions


The main reason for using a consistent set of coding conventions is to standardize the structure and coding style of an application so that you and others can easily read and understand the code.


Good coding conventions result in precise, readable, and unambiguous source code that is consistent with other language conventions and as intuitive as possible.


This general-purpose set of coding conventions should define the minimal requirements necessary to accomplish the purposes discussed above, leaving the programmer free to create the program's logic and functional flow.


The goal is to make the code easy to read and understand without cramping the programmer's natural creativity with excessive constraints and arbitrary restrictions.


Object Naming Conventions


Oracle database objects include tables, views, columns, indexes, packages, stored procedures, functions, database links, and sequence generators.  


The following constraints apply to the names of all Oracle objects:


· A name must start with a letter.


· A name can be from 1 to 30 characters long.


· A name can contain the letters A through Z, the digits 0 through 9, the underscore (_), and the dollar sign ($). (Although dollar signs are permitted in names, they are also used in some operating system-supplied names. To avoid conflicts with these names, you should not to use dollar signs in your table, view, column, or index names.)


· Names are not case sensitive; for example, CUSTOMER is the same as Customer.


· A name must end with a letter or a digit.


· A name must not be an Oracle reserved word.


· A name must not be the same as another Oracle database object that has the same type.


· Objects should be named with a consistent prefix that makes it easy to identify the type of object.


· Mandatory conventions for objects supported by Oracle are listed below under prefixes.


Use of Abbreviations in Object Names


Object names must not be greater than 30 characters.  For frequently used or long terms, standard abbreviations are recommended to help keep name lengths reasonable.


When using abbreviations, make sure they are consistent throughout the entire application. Randomly switching between Cnt and Count within a project will lead to unnecessary confusion.  Abbreviations should be documented and agreed upon by the project team members as they are created.


Table Naming Conventions


· Table names should be plural.


· Field names should be singular.


· For long table names separate words with an “_” and eliminate the vowels, i.e. “Line Of Business Section Number Low Org" could be LOB_SCTN_NMBR_LOW_ORG.  Notice the use of LOW and ORG and that some of the vowels haven’t been eliminated.  If it makes the table more descriptive it is allowed to use a vowel as in the “LOW” example.  It is also allowed to use standard abbreviations if it makes the table name more descriptive.  


· Tables names that are short should be spelled out in its entirety, i.e. Customers would be CUSTOMERS not CSTMRS.


· Prefix field names with a 2 to 5 character contraction of the table name e.g. table LOB_SECTION would have a field name called LS_LOB_SCTN_NMBR.


· Table names that are fewer than 5 letters.


Prefixes for Objects


Every Oracle object name should use the appropriate prefix:


Object



Prefix


Example


Table



None


CUSTOMERS


View



VW_


VW_CUSTOMERS


Packages


PKG_


PKG_CSTMR_REC


Stored Procedure

SP_


SP_RFRSH_CSTMR_LIST


Function


FN_


FN_RFRSH_CSTMR_LIST


Sequence Generator
SG_


SG_CSTMR_NMBR


Database Links

DL_


DL_HRID_PROD


Primary Key


PK_


PK_LS_LOB_SCTN_IDN


Foreign Key


FK_


FK_LS_LOB_SCTN_IDN


Index



IX_


IX_LS_LOB_SCTN_IDN


Unique Index

UX_


UX_LS_LOB_SCTN_IDN


Choosing Prefixes for Other Objects


For objects not listed above, it is your responsibility to bring them to the attention of a Seattle Department of Transportation project leader to be added to the list. 


Variables


This section specifies naming conventions for variables (including constants) supported by Oracle. It also identifies preferred data types for variables. 


Variable Data Types


		Data Type

		Naming Convention



		CHAR

		CHR Try to avoid this if possible it is preferable to use VARCHAR2



		DATE

		DAT



		NUMBER

		NUM



		VARCHAR2

		VAR



		INTEGER

		INT





Other Oracle data types exist, but use one of these data types if at all possible.


Variable, Parameter and Cursor Naming Conventions


Parameter names are of the form:


P & <Parameter indicator > & <Data Type indicator> & _ &<descriptive Parameter Name>


		Parameter Characteristic

		Parameter Indicator



		Input

		(None)



		Output

		O



		Input/Output

		IO





EXAMPLES:


PCHR_NAME

Input Parameter of data type CHAR.


PODAT_STARTDATE
Output Parameter of data type DATE.


PIOVAR_ADDRESS
An input/output Parameter of data type VARCHAR2.


Variable names are of the form:


V & <Data Type indicator> & _ & <descriptive Parameter Name>


EXAMPLES:


VCHR_NAME

Variable data type CHAR.


VDAT_STARTDATE
Variable data type DATE.


VVAR_ADDRESS
Variable data type VARCHAR2.


VNUM_SALARY
Variable data type NUMBER.


VINT_SALARY

Variable data type INTEGER.


Cursor Names are of the form:


P or V & CUR & _ &<descriptive Cursor Name>


EXAMPLES:


PCUR_METERS

When preceded by “P” this indicates that it is a reference cursor.


VCUR_METERS
When preceded by “V” this indicates that it is not a reference cursor.


Cursor Type Names are of the form:


CUR & _ & <descriptive Cursor Type Name>


EXAMPLE:


CUR_METERS


Cursor Record Names are of the form:


REC & _ & <descriptive Cursor Record Name>


EXAMPLE:


REC_METERS

Structured Coding Conventions


In addition to naming conventions, structured coding conventions, such as code commenting and consistent indenting, will greatly improve code readability.


Code Commenting Conventions


Standard Comment Block


The following Oracle objects must include a standard comment block at the beginning of the SQL code:


· Functions


· Packages


· Procedures


· Triggers


Standard Comment Block Placement


· The standard comment block must be placed on the next line following the AS or IS keyword for the object definition.


· Local variable declarations immediately follow the standard comment block.


· Local variables will be given explicit initial values (i.e DECLARE x CHAR(1) := "X";)


Standard Comment Block Editing


· The person who last changed the SQL code, referred to as the author, will edit the standard comment block with descriptive text.


· Every section of the standard comment block must be completed, including the text 'N/A' where a section is Not Applicable.


Standard Comment Block Content


		Section

		Description



		NAME

		Object name, conforming to Oracle or Hansen naming conventions.



		PURPOSE

		One line of text that describes what the object does.



		REVISIONS

		A sequence of lines tracking versions of the object, including version number, date of change (MM/DD/YYYY), author, and short description of change (two lines maximum).



		INPUT

		A list of the object's input parameters (one line per parameter).



		OUTPUT

		A list of the object's output parameters (one line per parameter).



		RETURNED VALUE

		If the object returns a value, name the value or variable.



		CALLED BY

		List of other objects that call upon this object.



		CALLS

		List of objects this object calls upon.



		EXAMPLE USE

		Example(s) of the required syntax to invoke this object.



		NOTES

		Any additional description that doesn't fit in the Revisions section. 



		

		





· Limit lines within the standard comment block to 80 characters or less.


· No tabs will be used in the standard comment block.


· Use spaces to line up parameter and call information within the standard comment block.


· Author name should include full first and last name.


· If Author name is more than fifteen characters, the first name can be replaced with first name initial.


Standard Comment Block TEMPLATE:


/******************************************************************************


   NAME:       SP_OBJECT_NAME


   PURPOSE:    Give a brief description of what this Oracle object does.


   REVISIONS:


   Ver           Date         Author           Description


   ---------  ----------  ---------------  ------------------------------------


   1.0        00/00/2002  John Doe         Created this object. (see notes)


   1.1        00/00/2002  Jane Roe         Modified this object in this way 


                                            block.  (see notes)


   PARAMETERS:


     INPUT:           PVAR_MY_INPUT_CHAR


                      PDAT_MY_INPUT_DATE


     OUTPUT:          PONUM_MY_OUTPUT_NUMBER


     RETURNED VALUE:  0


   CALLED BY:         SP_OTHER_OBJECT_NAME


   CALLS:             FN_CALLED_OBJECT_NAME


   EXAMPLE USE:       SP_OBJECT_NAME ('Hello', SYSDATE, 1003)


   NOTES:


         Version 1.0          


           This would be the place for any comments about the current version of 


           this object that would require more than one line.  You do not 


           necessarily need to make notes about every version of the object.


           Use spaces, not tabs, to position text in the file.


         Version 1.1


           Separate each set of the object's version notes with one blank line.


           Note that every line should be limited to the length of the comment


           lines above and below.  This is an 80-character-width limit.  If 


           version notes are extremely verbose, an external document can be


           referenced, instead of typing all the text here.


*********************************************************************************


 Declare and Set Variables   */

Comments in the Body of the Code


· Use “- -“ for single-line or end-of-line comments


· For a comment block – start the block with /* and end it with a */.


· Always place one space between a comment indicator and the comment text


· Solid comment lines ('--------  or  '********) are to be avoided in the standard comment block


· Group comments will be left justified:


-- Declare Variables


    VNUM_FRST_RCRD

NUMBER(3) 
:= 0 ;


    VNUM_RSPNSBL_DIV

NUMBER(6,2) 
:= 0.00;


    VINT_ACCNTG_PRD

INTEGER 

:= 0 ;


    VVAR_PRJCT_DESCR

VARCHAR2(30) 
:= '' ;


· Blocks defined by Flow Control Statements ( IF/ENDIF, LOOP,FOR ) will include end-of-line comments at the beginning and ending of the statement block:


-- This is a sample IF statement.


IF (:NEW.RESERVE = 'Y' AND :NEW.RESET = 'Y') THEN -- IF1.0

   RAISE_APPLICATION_ERROR(-20304,'##This is an error');


END IF; -- IF1.0

· Variable declarations should include an end of line comment describing the use of the variable being declared.


VNUM_FRST_RCRD

NUMBER(3) := 0; -- First Record ID

SQL Code Formatting


· There is no line length limitation outside the standard comment block.


· There are no limitations on the use of table aliases.


· Error Messages should use mixed case like this: "This Is A Standard Error Message."


Indenting


Three spaces for program blocks, conditional statements and loops. 


Indent code as follows:


· Between an If statement and its Else and End If


· Between a For statement and its Loop


· Between Begin and End 


Positioning


Nested blocks of code should be indented three spaces (the default).  The highest level statements that follow the object declaration should be indented three spaces and spaced one blank line below the end of the declaration.  Each nested block must be indented an additional three spaces.   When more than one level of nesting is being used comments should be added to the end structure to help identify the beginning structure.  


Sample Code


TRIGGER TR_XLHODD_MOD_RES


BEFORE INSERT OR UPDATE ON IMSV7.XLHODD


FOR EACH ROW


/******************************************************************************


NAME:       TTR_XAMTRW_DEL


   PURPOSE:    To perform work as each row is inserted or updated.


   REVISIONS:


   Ver        Date        Author           Description


   ---------  ----------  ---------------  ------------------------------------


   1.0        04/03/2002  Jim Thurnau       1. Created this trigger.


   1.1        5/24/2002   Jim Thurnau       2. Updated with new naming


                                               conventions


   PARAMETERS:


     INPUT:        N/A


     OUTPUT:       N/A


   RETURNED VALUE: N/A


   CALLED BY:      Executed on DELETE to the XLHODG1 table


   CALLS:          NONE


   EXAMPLE USE:    N/A


   NOTES:          Refer to Meter Hooding Trigger Specification -


                   TR_XLHODG1_DEL_REQ at


                   J:\ISS\Projects\Design\Design Issues\Meter Hooding

******************************************************************************/


--Declare And Set Variables


DECLARE


   VNUM_CNFLCT_COUNT
  

 NUMBER :=0;


   VNUM_INSTL_COUNT


 NUMBER :=0;


BEGIN


-- Verify that the reserve and reset check box are not both selected


   IF (:NEW.RESERVE = 'Y' AND :NEW.RESET = 'Y') THEN --IF 1


      RAISE_APPLICATION_ERROR(-20304,'##You Cannot Reserve And Reset A Request At The Same Time, You Must Either Reserve Or Reset The Request');


   END IF;--IF1


-- Verify that one or the other is checked


   IF (:NEW.RESERVE = 'N' AND :NEW.RESET = 'N') THEN --IF2


      RAISE_APPLICATION_ERROR(-20304,'##You Must Either Reserve Or Reset This Request, Check The Appropriate Box');


   END IF;--IF2


   IF :NEW.RESERVE = 'Y' THEN --IF3


-- Verify that there aren't any conflicts for the ":NEW.APKEY" in XLHODG2 table


      SELECT COUNT(*)


      INTO   VNUM_CNFLCT_COUNT


      FROM   XLHODG2


      WHERE  XLHODG2.APKEY = :NEW.APKEY


      AND    UPPER(SUBSTR(XLHODG2.STATUS,1,8)) = 'CONFLICT';


      IF VN_CNFLCT_COUNT > 0 THEN --IF4


         RAISE_APPLICATION_ERROR(-20304,'##You Cannot Reserve Meters That Do Not Have A Status Of "Available" Or "Available - Carpool"');


      END IF; --IF4


-- Verify that hoods haven't already been installed for the ":NEW.APKEY"


      SELECT COUNT(*)


      INTO   VNUM_INSTL_COUNT


      FROM   XLHODG2 X2, XLHODG3 X3


      WHERE  X2.KEYREQ = X3.KEYREQ


      AND    X2.MTRSPCID = X3.MTRSPCID


      AND    X3.APKEY = :NEW.APKEY


      AND    X3.ACTINSTL IS NOT NULL;


      IF VNUM_INSTL_COUNT > 0 THEN --IF5


         RAISE_APPLICATION_ERROR(-20304,'##You Cannot Modify The Range Of Meters To Be Reserved When The Original Range Of Meters Have Already Been Hooded.');


      END IF; --IF5


      DELETE XLHODG3


      WHERE  XLHODG3.APKEY = :NEW.APKEY


      AND    XLHODG3.MTRSPCID NOT IN


             (SELECT  XLHODG2.MTRSPCID


              FROM    XLHODG2


              WHERE   XLHODG2.APKEY = :NEW.APKEY);


-- Update the XLHODG3 table with the current values in XLHODG2.


      UPDATE XLHODG3


         SET


            (MTRVAL,


             LOC,


--           CARPOOL,


--           BILL,


             INSTALL,


             REMOVE,


             HOODTYPE,


             MODBY,


             MODDTTM) =


         (SELECT


             MTRVAL,


             LOC,


--           CARPOOL,


--           BILL,


             INSTALL,


             REMOVE,


             HOODTYPE,


             MODBY,


             MODDTTM


          FROM XLHODG2


          WHERE APKEY = :NEW.APKEY


          AND   XLHODG3.MTRSPCID = XLHODG2.MTRSPCID)


      WHERE APKEY = :NEW.APKEY;


-- Insert records into the Reservation Table(XLHODG3) from the


-- status table


      INSERT INTO


         XLHODG3 (


         XLHODG3.ADDBY,


         XLHODG3.ADDDTTM,


         XLHODG3.MODBY,


         XLHODG3.MODDTTM,


         XLHODG3.APKEY,


         XLHODG3.KEYRES,


         XLHODG3.LOC,


         XLHODG3.HOODTYPE,


         XLHODG3.INSTALL,


         XLHODG3.REMOVE,


         XLHODG3.RPTINSTL,


         XLHODG3.RPTREMOV,


         XLHODG3.KEYREQ,


         XLHODG3.MTRSPCID,


         XLHODG3.MTRVAL,


         XLHODG3.ACTINSTL,


         XLHODG3.ACTREMOV,


         XLHODG3.PRMTTP,


         XLHODG3.PRMTNO,


         XLHODG3.HDCMNT,


         XLHODG3.TRGGRFLG)


--       XLHODG3.BILL,


--       XLHODG3.CARPOOL,


         SELECT


            XLHODG2.ADDBY,


            XLHODG2.ADDDTTM,


            XLHODG2.MODBY,


            XLHODG2.MODDTTM,


            XLHODG2.APKEY,


            XLHODG3_KEYRES_SEQ.NEXTVAL,


            XLHODG2.LOC,


            XLHODG2.HOODTYPE,


            XLHODG2.INSTALL,


            XLHODG2.REMOVE,


            NULL, -- XLHODG3.RPTINSTL


            NULL, -- XLHODG3.RPTREMOV


            XLHODG2.KEYREQ,


            XLHODG2.MTRSPCID,


            XLHODG2.MTRVAL,


            NULL, -- XLHODG3.ACTINSTL,


            NULL, -- XLHODG3.ACTREMOV,


            APDEFN.APTYPE,


            APLIC.APNO,


            NULL, -- XLHODG3.HDCMNT


            1 --Trigger Flag


         FROM XLHODG2, APLIC, APDEFN


         WHERE XLHODG2.APKEY   = :NEW.APKEY


         AND   XLHODG2.APKEY   = APLIC.APKEY


         AND   APLIC.APDEFNKEY = APDEFN.APDEFNKEY


         AND   XLHODG2.MTRSPCID NOT IN


               (SELECT  XLHODG3.MTRSPCID


                FROM XLHODG3


                WHERE  XLHODG3.APKEY = :NEW.APKEY);


-- When the above is complete Delete all records in the


-- XLHODG2(Status table) for the:NEW.APKEY


   DELETE XLHODG2


   WHERE XLHODG2.APKEY = :NEW.APKEY;


-- When the above is complete Set Reserve = to 'N' in the


   :NEW.RESERVE := 'N';


-- The following Else will occur for :NEW.RESET = '"N" 


ELSE --IF1.3


-- Reset to orignal values and null out place holder for


-- orginal values


      UPDATE XLHODG1 X


         SET (HOODTYPE,


              HODRNG1,


              HODRNG2,


              INSTALL,


              REMOVE,


              ORGTYPE,


              ORGFRM,


              ORGTO,


              ORGINS,


              ORGREM,


              TRGGRFLG) =


         (SELECT


             ORGTYPE,


             ORGFRM,


             ORGTO,


             ORGINS,


             ORGREM,


             NULL,


             NULL,


             NULL,


             NULL,


             NULL,


             1 -- Trigger flag


          FROM XLHODG1 X1


          WHERE X1.APKEY = :NEW.APKEY


          AND X.KEYREQ   = X1.KEYREQ);


-- Delete records out of the Meter Status Table


      DELETE XLHODG2


      WHERE APKEY = :NEW.APKEY;


   END IF; --IF3


END TR_XLHODD_MOD_RES;


Exception Handling


All Oracle Procedures, Functions and Triggers are developed using standard Exception block coding.  If errors are to be displayed back the a user, or are specific errors being checked for in code, error messages are managed in a standard error message table; a standard error handling function is used in these cases.  Errors may be logged to the standard error log table; a standard error logging function is used in these cases.

Error handling typically falls into one of the following categories, or may be require handling specific to the application (e.g. Hansen):


		Error Type

		Action Needed

		Technique



		Soft Errors

		Log error (or not – design decision)


Continue transaction

		Wrap code block in its own BEGIN…END block.



		Hard Errors

		Log error (or not – design decision)


Raise application error


Cancel transaction

		



		Hansen Trigger Validations

		Raise error to user


Cancel transaction

		For “expected” errors (validations)

· use standard Error Message table and function

· raise application error


For “unexpected” errors

· log error as for standard hard error

· raise error to user



		Hansen Formula Stored Procedures

		Return zero as the output value


Log error


Do NOT raise application error

		





Standard User Error Messages

Error Message Table


In Hansen:
XTRN_USER_ERROR_CODES


Error Handling Function


In Hansen:
FN_TRN_PLSQL_ERROR_HNDLG

Standard Error Logging

Error Log Table


In Hansen:
XTRN_ERROR_LOG


In FMR:

TRN_ERROR_LOG


Error Logging Function


In Hansen:
FN_TRN_PLSQL_LOG_ERROR

Hansen Trigger Example

EXCEPTION

   WHEN VAL_ERROR THEN

      RAISE_APPLICATION_ERROR(-20304,VVAR_ERROR_MESSAGE);

   WHEN OTHERS THEN

 
  DECLARE

         VVAR_OBJCT_TYPE      VARCHAR2(10)  := 'Trigger';

         VVAR_OBJCT_NAME      VARCHAR2(30)  := 'TR_XLSMJRG_MC_MB_IU';

         VNUM_ERROR_CODE      NUMBER        := SQLCODE;

         VVAR_ERROR_MSG       VARCHAR2(300) := SQLERRM;

         VVAR_ERROR_DESC1     VARCHAR2(240);

         VVAR_ERROR_DESC2     VARCHAR2(240);

         VVAR_ERROR_DESC3     VARCHAR2(240);

         VNUM_SUCCESS         NUMBER(1);

       BEGIN

          DBMS_OUTPUT.PUT_LINE ('ERROR DETECTED: '||VNUM_ERROR_CODE|| ' '|| VVAR_ERROR_MSG);

          VNUM_SUCCESS := FN_TRN_PLSQL_LOG_ERROR(

                               VVAR_OBJCT_TYPE,

                               VVAR_OBJCT_NAME,

                               VNUM_ERROR_CODE,

                               VVAR_ERROR_MSG,

                               VVAR_ERROR_DESC1,

                               VVAR_ERROR_DESC2,

                               VVAR_ERROR_DESC3);

          RAISE_APPLICATION_ERROR(-20304,'##Error in '||VVAR_OBJCT_NAME||' at '||VVAR_ERROR_LOC||' '||VNUM_ERROR_CODE|| ' '|| VVAR_ERROR_MSG);

       END;
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for Public-facing Web Applications
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Purpose

The City must be increasingly diligent in developing applications that are
protected from malicious attack, and that also assist in protecting the platforms in
which they reside, and the other applications and data with which they co-habit,
from such attacks.

The purpose of this standard is to provide practical techniques that can be
employed by software engineers who are developing web-enabled applications
that will face the public, and will therefore be a part of the attack surface.

This standard has been informed to a very great degree by two other documents.
The first is the “Secure Web Application Development Requirements” document
authored by the Security subcommittee of the Internet Board. This document
identifies security-related requirements that apply to all public-facing applications,
and specifically identifies several areas of vulnerability that must be addressed.
The second document is “Guidelines for Building Secure Web Applications”.

This document is the result of a previous project whose scope included not only
the applications themselves, but also the platform and network environment on
which they are hosted.

This standard can be viewed as a practical “how-to” guide for meeting the issues
and requirements identified in these previous two documents.

Standard

e As the current Platform Standard for both the WALD and General Purpose
environments is ASP.NET running on Windows servers, the techniques
presented here pertain to this platform. While this platform supports a
number of different languages, the techniques presented here are language-
independent. Specific coding snippets, where provided, will appear in Visual
Basic.

e The Open Web Application Security Project (OWASP) is an organization that
provides unbiased and practical, cost-effective information about computer
and Internet applications. Project members include a variety of security
experts from around the world who share their knowledge of vulnerabilities,
threats, attacks and countermeasures. Their widely published “Top 10”
issues are generally accepted as covering the majority of application
vulnerabilities. For this reason, this standard will focus on these ten issues,
and provide a technique for each that is pertinent to the current Platform
Standard.
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e Further, The Internet Board has provided an additional document entitled
“Secure Web Application Development Requirements”, which overlaps
heavily with the OWASP Top 10, but also states additional design
requirements for applications, and speaks in terms more specific to the City’s
computing environment. The techniques provided here are intended to
address the requirements stated in this document as well.

e Recap of the OWASP Top 10:

1.

Unvalidated input: Information from web requests is not validated
before being used by a web application. Attackers can use these flaws
to attack backend components through a web application.

Broken access control: Restrictions on what authenticated users are
allowed to do are not properly enforced. Attackers can exploit these
flaws to access other users' accounts, view sensitive files, or use
unauthorized functions.

Broken authentication and session management: Account
credentials and session tokens are not properly protected. Attackers
that can compromise passwords, keys, session cookies, or other
tokens can defeat authentication restrictions and assume other users'
identities.

Cross site scripting (XSS) flaws: The web application can be used
as a mechanism to transport an attack to an end user's browser. A
successful attack can disclose the end user's session token, attack the
local machine, or spoof content to fool the user.

Buffer overflows: Web application components in some languages
that do not properly validate input can be crashed and, in some cases,
used to take control of a process. These components can include CGl,
libraries, drivers, and web application server components.

Injection flaws: Web applications pass parameters when they access
external systems or the local operating system. If an attacker can
embed malicious commands in these parameters, the external system
may execute those commands on behalf of the web application.
Improper error handling: Error conditions that occur during normal
operation are not handled properly. If an attacker can cause errors to
occur that the web application does not handle, they can gain detailed
system information, deny service, cause security mechanisms to fail,
or crash the server.

Insecure storage: Web applications frequently use cryptographic
functions to protect information and credentials. These functions and
the code to integrate them have proven difficult to code properly,
frequently resulting in weak protection.
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9. Denial of service (DOS): Attackers can consume Web application
resources to a point where other legitimate users can no longer access
or use the application. Attackers can also lock users out of their
accounts or even cause the entire application to fail.

10.Insecure configuration management: Having a strong server
configuration standard is critical to a secure web application. These
servers have many configuration options that affect security and are
not secure out of the box.

e Defensive Techniques for ASP.NET:
1. Unvalidated input:

Validate input on both the client (with javascript), and on the server, but
ALWAYS on the server. Validate all possible properties of the input
including datatype, byte length, and value ranges where feasible. Where
possible, provide tailored input controls such as date pickers, spinners,
dropdown lists, and input masks over text boxes. ASP.NET provides a set
of validator server controls which will execute code on both the client and
server. The use of these tags is highly recommended.

2. Broken access control:

Once a user has been authenticated, create a
System.Security.Principal.Genericldentity object that represents the user,
and keep this object in Page.Session or other appropriate state
mechanism. Make the application consult this Identity object whenever
determining whether to grant the user access to functionality or resources.
A role-based approach is most efficient if feasible.

3. Broken authentication and session management:

DO NOT persist cookies on the client machine that contain user
credentials. Instead, use only in-memory cookies, and store only the
session ID in the cookie. (Note: This is the default behavior of ASP.NET.)
Require the user to authenticate from scratch with the application on
EVERY new session. “Remembering” the user from last time may seem
to be a nice courtesy, but is not secure. Create a
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System.Security.Principal.Genericldentity once the user has been
authenticated, and keep this object in Page.Session or other appropriate
state mechanism. Re-authenticate when that state mechanism expires or
recycles. Under no circumstances re-create the session with assumed
authentication from a cookie.

Since browsers only destroy in-memory cookies when the browser thread
is torn down, an in-memory cookie can persist after the user navigates
away from the application, if they keep the browser open. For this reason,
all applications must provide a “Logout” function which explicitly overwrites
the session cookie. While the user cannot be forced to use this function,
they should be encouraged to do so.

4. Cross site scripting (XSS) flaws:

The guideline below is taken directly from:
http://msdn.microsoft.com/en-us/library/ms998274.aspx

According to this article in the MSDN, authored by the patterns and
practices group at Microsoft, the popular countermeasure steps for cross-
site scripting when programming in ASP.NET, currently are:

1. Check that the ASP.NET request validation flag is enabled for all
web pages.

Review ASP.NET code that generates HTML output.

Determine whether HTML output includes input parameters.
Review potentially dangerous HTML tags and attributes.
Evaluate countermeasures.

abrwn

For step #1:
The “validateRequest” flag is set by default for all web pages. Don't
turn it off, unless absolutely necessary.

Don’t rely entirely on this flag for validation; validate all input for type,
length, format, and range, to the extent possible, on the server.

For steps 2 and 3:

Any input provided by the user that will be echoed into output, on the
screen, or in form fields, should be wrapped with the
HttpUtility.HtmIEncode( ) function.
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Watch specifically for the Response.Write () function, and the <%= ..
%> tags.

Avoid adding unvalidated values to cookies whenever possible.

Be wary of echoing unvalidated session and application values to
output.

For Step 4:
Avoid composing tags on the fly by using input provided by the user.
Especially tags such as <asp:Literal> <script>, <link>, <applet>, etc.

For Step 5:

When you must use code to generate HTML on the fly using input
provided by the user, apply the following functions as appropriate:
HttpUtility.HtmIEncode ()

HttpUtility.UrlEncode ()

Scan input and filter out commonly identifiable markup.

Additional considerations:

Set the correct character encoding.

Do not rely on input sanitization

Use the HttpOnly cookie option, when use of cookies is required
Avoid frames, or use the <frame> security attribute.

Use the innerText property instead of innerHTML.

These guidelines are subject to change, and the authority is
considered to be the source MSDN atrticle, it's updates, replacements,
and “additional resources” links.

5. Buffer overflows:

ASP.NET is restricted to the use of strongly-typed data, and general
memory allocation in unstructured blocks is not a supported feature of the
framework. Consequently, buffer overflows are largely not possible.
Memory leaks, a different form of buffer overflow, are avoided through the
use of a “garbage collector” utility that runs in the background. This utility
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is automatic, and runs by default. Therefore programming in ASP.NET is
sufficient to defend against this type of vulnerability.

6. Injection flaws:

Web applications pass parameters when they access external systems or
the local operating system. The most common of these external systems
by far is an SQL-compliant relational database. Hence, the most common
injection vulnerability is “SQL-injection”. Avoid this vulnerability by
following these rules:

e Do not make connections to a relational data store except by using
Microsoft's ADO

e Adhere strictly to the use of the Connection and Command classes

e Avoid dynamic construction of Command.CommandText strings;
instead, parameterize ALL variable portions of the command text,
and use strongly-typed parameters

e Validate the input of all parameter values

Use of the Stored Procedure command type is encouraged. Other
external resources besides relational databases are vulnerable to injection
flaws. Whenever possible, provide access to these other external
resources thru secured web services. Web services are parameterized by
design. Validate the input of all parameters passed to any web services.

7. Improper error handling:

ASP.NET provides structured error handling in the form of “Try... Catch...
Finally” blocks for all supported languages. Avoid exposing detailed error
messages to the user by surrounding ALL code within “Try...Catch”
blocks. Note that this can be easily accomplished by containing these
blocks at the highest possible level in your code, since errors are
automatically passed up the function/procedure stack to the highest level
before being considered “unhandled”. In the “Catch” portion of all blocks,
handle the error, interpret the error whenever possible, take mitigating
action when practical, log the error via some common logging mechanism,
and in ALL cases, provide a custom message to the user, rather than the
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detailed system error message, and fail gracefully, by returning the user to
a functioning web page.

8. Insecure storage:

Sensitive data that may need to be encrypted typically falls into three
broad categories:

Private information known only to the user, such as a password
Sensitive information of record, such as SSN, driver’s license number, etc.

System parameters, such as database connection strings, relative server
URLSs, and server path UNCs

Private information is NOT to be stored. Instead, store a HASH of the
value. When necessary, HASH the value provided by the user, and
compare it with the stored HASH.

Sensitive information, if deemed appropriate, can be encrypted before
storing it in a database. Use one of the two following methods for
encryption/decryption:

Use SQL Server 2005 native encryption/decryption capabilities

Use the classes provided in the .NET framework to implement AES
(Advanced Encryption Standard) symmetrical encryption. AES is the
governmental standard, meets both HIPPA and HUD requirements, and is
the Federal Information Processing Standard (FIPS) encryption.

Encrypt data before storing it into the database; store the encrypted data
as a varbinary datatype. Decrypt the information after fetching it from the
database. Translate from a byte array back to a string value.

Since AES is a symmetrical encryption, the code must have access to a
static set of encryption keys ( key and initialization vector ). Declare these
values as constants directly in your code, so that the values are compiled
into the assembly. Do not store them in the web.config file or elsewhere.
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The RijndaelManaged Class is the primary .NET framework class that
implements AES encryption.

For detailed examples and code samples illustrating the use of AES in
.NET, see the following articles on the web:

http://www.devx.com/dbzone/Article/26726/0/

http://www.vbforums.com/showpost.php?p=2801591 &postcount=2

http://msdn2.microsoft.com/en-
us/library/system.security.cryptography.rijindaelmanaged(VS.80).aspx

9. Denial of service (DOS):

ASP.NET was built from the ground up with some sensible limits for
various common points of Denial of service. For instance, file upload size
is limited by the machine.config file. Do not raise this constraint above the
default, without considering the bandwidth implications. ASP.NET
applications will automatically recycle in their application pool if they go
over pre-determined cpu/memory levels. Do not raise these constraints
above the default levels without considering the bandwidth implications.

Consider employing the “three-strike lockout” rule on password validation
attempts where practical.

Protection against denial of service attacks using valid web requests is a
function of router/firewall/server combination settings, and cannot be
defended against in application code.

10.Insecure configuration management:

Having a strong server configuration standard is critical to a secure web
application. However, it is not application author’s responsibility to
implement such a server configuration. Instead, DOIT has established
server configuration standards for the servers that face the public Internet,
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and has graciously implemented these standards in order to produce a
strong environment in which our applications can reside.

Applicability
This standard applies to all Internet-facing web applications developed within the
City.

Affected Departments
All City departments

Definitions

Microsoft.Net (.NET) -- Microsoft's current enterprise framework for Web
applications, services, Forms applications, and component software; similar to
J2EE, but proprietary to Microsoft.

Implementation

o This is a “going forward” standard. New applications, whether built or bought,
should adhere to the standard. Existing applications are not required to use
new languages and tools, although they should do so if possible at major
upgrade points.

Exceptions

o0 Exceptions will be approved by the Chief Technology Officer.
o Applications which require a deviation from this standard should identify this
issue when they go through the MITIE process.

Related Policies, Standards and Guidelines

Application Database Standard:
http://inweb/citytech/applications/app_standards/DBMS Standard.doc

Application Software Architecture Standard
http://inweb/citytech/applications/app_standards/AS Architecture Standard.doc

Application Software Platform Standard
http://inweb/citytech/applications/app_standards/AS Platform Standard.doc
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Document Control

e Owning Organization: The Applications Board
e Update cycle: Review annually.

Version Content/Changes Status
Version 0.1 Proposed DRAFT 11/6/2008
Version 0.2 Adopted by the Technology

Board, 5/26/2009

Authorized this 26™ day of May, 2009

Officer

Version 0.2
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