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1.
BACKGROUND AND PURPOSE 
By responding to this RFP, the Proposer agrees that he/she has read and understands the requirements and all documents within this RFP package.

1.1
Background
Seattle City Light (SCL) is a vertically integrated, electric utility owned and governed by the City of Seattle serving approximately 1,000,000 people.  SCL’s service territory totals about 131 square miles. It includes 387,715 residential, commercial and industrial customer accounts within Seattle city limits and adjacent suburban cities and unincorporated King County. The service territory is urban including: high density housing in apartment buildings and condominiums clustered in a number of urban cores, especially in downtown Seattle, and single family homes; high rise, high density commercial cores; and several high density technology and industrial corridors. 
Figure 1-1. Service Territory
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 Table 1-1 includes summary information about SCL’s service area and customer base.

Table 1-1.
Current Facts about SCL (for the year ended December 31, 2008)

	Item
	Description

	Service Area
	131.31 square miles

	Cities Served – Seattle & Suburban Cities
	9

	Population
	746,200

	Total Retail Customers

· Residential

· Non-residential
	387,715
     348,110
     39,605

	Annual kWh Sold

· Residential

· Non-residential
	KwH’s (in 000’s)

3,219,951
6,488,509

	Total Number of SCL Distribution Substations
	23

	Number of Meter Points
	~402,000

	Number of Meter Points (mid-2010 est.)
	405,000

	Meter Growth Rate (average)
	~ 1.8% per year


 SCL is a financially solvent department of the City of Seattle. SCL management is responsible for day-to-day operations under oversight from the Mayor and City Council. 

Over the past several years, Seattle City Light (SCL) has researched and tested a wide range of AMI technologies with the goal of eventually implementing an automated system throughout its entire service territory.  Both one-way and two-way systems have been tested in the field. SCL also has had experience with radio frequency (RF), and telephony-based systems. 
Seattle City Light envisions design and implementation of a “Smart Grid” supported by Advanced Metering Infrastructure (AMI), Distribution Automation, and Substation Automation with integrated communication. SCL submitted an application for Stimulus Grant funding to the federal Department of Energy on August 6, 2009 to finance a portion of our proposed Smart Grid. Funding will provide for full deployment of AMI communication and Smart Meters to all customers throughout the SCL service territory, and several thousand control, sensing and measuring devices along distribution feeders using the AMI communication infrastructure to support Distribution Automation. 

Proposed benefits to customers with AMI include, but are not limited to: increased service and billing options such as flexible billing schedules (monthly versus bi-monthly) and day of the month billed; near real-time consumption information and an ability to reduce energy closer to real-time; more accurate meter reads when opening and closing accounts; greater conservation information and tools; automated notification to the utility when there is a service outage and when service is restored; and greater opportunities for net metering, distributed generation, and support for electric vehicles.

Proposed benefits to the utility with AMI include, but are not limited to: more accurate and timely bills to customers; greater billing flexibility and revenue generation options; remote meter reads and increased reading accuracy; fewer bill estimates and back billing when customers move; greater outage restoration options; more flexible rates (based on more precise consumption data for more specific types of customer); increased demand side management and conservation opportunities; remote meter disconnects and reconnects; more accurate information for solar and other on-site generation; and greater opportunities for electric vehicles.
This Request for Proposal (RFP) is intended to be technology agnostic.  We seek Vendor responses across an array of smart meter, “head end” system, and communication infrastructure solutions that meet our requirements specified in Sections 3 and 4.  Vendor Response forms may be found in Section 5 to assist you in creating a consistent response to support our AMI RFP Evaluation Team.  
SCL has been exploring an advanced metering system for several years. After considerable testing, internal preparation and the development of a positive Business Case, SCL’s executive management, Mayor, and City Council support SCL’s ARRA application to the Department of Energy for Smart Grid including AMI.
ARRA 
SCL is pursuing American Recovery and Reinvestment Act of 2009 (ARRA) funding for its Smart Grid Program.  The AMI and MDMS projects are included in this funding request.  Vendors are asked to support ARRA requirements in their both their functional responses and pricing.  SCL understands that the requirements may change from the initial release of this RFP, through contract negotiations, and perhaps during design and implementation.  We ask that Vendors be flexible and learn together as ARRA guidelines change over the next several months.  The most current ARRA Special Terms and Conditions may be found as Attachment #3 in Section 7.
Single Award:  

For Hardware and Services:  With this solicitation, the City intends to award to the highest ranked Vendor, and does not anticipate award to multiple companies.  Regardless, the City reserves the right to make multiple or partial awards to best meet utility and customer needs. 

For System Contracts:  With this solicitation, the City intends to award to the highest ranked Vendor that will assume financial and legal responsibility for the contract. Proposals that include multiple vendors must clearly identify one Vendor as the “prime contractor” and all others as subcontractors. 

A separate RFP is planned to be released for volume meter installations by a Vendor after an AMI technology solution has been selected.

A separate RFP is planned to be released for development and installation of a Meter Data Management System (MDMS). SCL desires that AMI vendors host meter data during the deployment of AMI, and then migrate the data to SCL’s MDMS toward the end of the project.
SCL reserves the right to determine and pursue the best strategy to support integration of the AMI solution with other SCL legacy solutions.
1.2
Meter Population 
A snapshot of SCL’s current meter population is shown in Table 1-2 below.

Table 1-2.
SCL’s Meter Population (as of July, 2009)  
	Meter Type
	Form
	Meters

	Single-phase self-contained
	1S, 2S
	291,961

	Single-phase CL 320
	2S
	845

	120/208 self-contained 
	12S/25S
	86,027

	CT-rated single-phase
	3S, 4S
	5,482

	CT-rated three-phase
	5S, 6S, 8S, 9S
	7,738

	Three-phase self-contained
	14S, 15S, 16S
	13,273

	TOTAL
	
	405,326


Table does not include 49 1S/2S self-contained 480 volt meters.  
SCL is seeing a trend in the growth of 12S/25S meters (which today comprise about 20% of our current meter population) and slower growth in 1S/2S (which today make up about 72% of our meters) as the population shifts from single family homes to multi-family buildings, high rise apartments and condos.
1.3
Information Technology Standards and Environment 

City Light is committed to leveraging the work of EPRI, SCE, and the IEEE PES Intelligent Grid Coordinating Committee on AMI related business scenarios and use cases that may be found at http://www.smartgridipedia.org/index.php/Main_Page.  Also, we have added links in the 3.2 IT Solutions section of this RFP from IEC61968-9 draft standard for meter reading, the AMI-ENT draft specification for enterprise integration, and the NRECA Multispeak specification for application interfaces. There are a number of other business scenarios and use cases that apply more generally to our AMI project and we encourage vendors to review these as well.  The purpose of these references is to further describe and clarify the intent of City Light’s future AMI “future state”.  These references will be used to develop the requirements for vendor demos that will be part of the procurement process going forward.

This RFP document also describes our technical circumstances in considerable detail, to specify the starting point for AMI at SCL. SCL is open to alternative system designs beyond the example AMI System modeled in our Business Case.

The following is a schematic of how City Light sees AMI fitting into its target systems architecture:

Figure 1-2. Target Systems Architecture
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Legend:

clear - system functionality may be replacement by new system(s)

white - systems to be implemented in project time-frame

cyan - systems persist through project time-frame

gray - data input/output

If hardware, software, and services costs are required to integrate the AMI system to our existing infrastructure, the costs, risks and efforts involved in these tasks should not be included in your Proposal Response. A separate IT integration RFP may be released after an AMI vendor has been selected.  

Figure 1-3. WAN/LAN/HED Architecture
Other key parts of the architecture are the WAN, LAN, and HED components of the AMI System.  SCL seeks to work with the Vendor to design and implement a communications infrastructure that will have appropriate bandwidth and latency to support AMI as well as Substation Automation and Distribution Automation communication needs.      
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1.4
Meter Data Management System 

A critical component of SCL’s AMI implementation strategy will be the integration of the Head-end system with SCL’s Meter Data Management System (MDMS). The MDMS will be used as the repository for meter readings and will provide Validating, Editing and Estimating (VEE) functions, data aggregation, and telemetry information such as but not limited to voltage and frequency event flags that utility system operators choose to collect.    

The MDMS will provide various SCL enterprise systems with validated data for customer billing, outage management, conservation, customer access to SCL sponsored web-facing portals, and other business purposes. Figure 1-2 shows SCL’s vision of data flows (based on assumptions used in the AMI Business Case).

SCL will release an RFP in the fall of 2009 to evaluate and select an MDMS solution. It is anticipated that the MDMS vendor will also provide a web-facing customer portal as part of their solution. We anticipate that conclusion of the MDMS RFP may happen at the same time as the conclusion of the AMI RFP.

Since SCL’s MDMS system will not likely become operational before the deployment of AMI Smart Meters, we are looking for AMI vendor support to: (1) host meter data during the deployment of AMI and to migrate that data to the utility’s MDMS system as part of our AMI communication and meter acceptance testing process at the conclusion of this effort; or (2) continue to host meter data post deployment of AMI and Smart Meters on behalf of SCL; or (3) provide SCL with a turnkey approach to purchase and hosting of the MDMS solution on-site at SCL.
1.5
Project Timeline

The following timeline should be assumed in your Proposal because it aligns with SCL’s Smart Grid Stimulus Grant Proposal. However, SCL retains the right to modify the schedule as necessary. 
· Phase I:  Project Readiness (Q3 2009 – Q1 2010)
The Project Readiness phase, currently underway, consists of three main activities: (1) IT requirements planning; (2) competitive RFP and contracting with AMI Vendor(s); (3) Business Process Redesign.  Phase I concludes with signing of a Master AMI Agreement.
· Phase II:  Stage 1 Deployment, Verification and Testing  (Q1 2010 – Q4 2010)
Phase II includes (1) installing fiber and equipment; (2) Initiating SCL’s Meter Data Management System; (3) Installation of 10,000 meters; (4) technology and scalability testing (Stage 1 deployment); and (5) End-to-End Systems Test of AMI communications and 10,000 Smart Meters. (6) Continuing Business Process Redesign. Phase III will not begin without successful completion of Phase II.

· Phase III:  Stage 2 Deployment  (Q1 2011 – Q2 2012)
Phase III includes (1) continuing business process redesign and implementation, and (2) completion of system wide deployment (Stage 2 deployment). A peak deployment rate of 20,000 meters per month should be reached in Q1 2011, with deployment expected to be completed by June 30, 2012. Prerequisites to starting Stage 2 include satisfactory completion of an End-to-End Systems Test of AMI Communications, 10,000 Smart Meters, business processes, and Utility billing, and mutually agreeable implementation authorization from the Mayor and City Council for SCL’s AMI System.  A Systems Acceptance Test will be conducted prior to the beginning of Phase IV.

· Phase IV:  Stage 3 – System Tuning & Refinement  (Q3 - Q4 2012)
Major activities following system wide deployment include addressing any existing deficiencies in the AMI System to “tune” the System for optimal performance per the Master AMI Agreement.

1.6
Executive Support

SCL has engaged in discussions with the Mayor regarding the Utility’s Smart Grid initiative, including AMI. SCL has obtained Mayoral and Council support to submit a Smart Grid grant application for federal stimulus funds through the Department of Energy (DOE).  Should the AMI investment the SCL team proposes differ substantially from the Business Case already submitted  to the DOE, the team will take its revised Business Case back to the Mayor for re-review and approval. Stage 2 deployment will be further subject to Mayoral approval of SCL’s final AMI Business Case and cost treatment acceptable to SCL. 

AMI will not proceed with vendor selection without all funding approvals in place.
1.7
Purpose and Objectives
The following AMI Project objectives have been adopted by SCL management:
· Install 405,000 AMI meters and communications infrastructure that records consumption at least hourly and reports at least daily 
· Provide flexible billing options

· Customer access to near real time consumption data to make better decisions about their energy usage

· AMI facilitates outage restoration, workforce and asset management, and conservation programs 

· Foundation for NERC compliance & FERC initiatives for Smart Grid

· Positive Net Present Value and Reduced Operations Costs
· Complete the AMI project by July, 2012.

· Meters enabled for Home Energy Management devices, including but not limited to Microsoft Hohm, Google, home-plug devices.

1.8
AMI Business Case

SCL’s AMI Business Case, completed in May 2008 and revised in July 2009, is the culmination of several years of technical analysis, technology pilots and testing by SCL’s AMI Team. After evaluating multiple AMI technologies, SCL’s AMI Team arrived at several key conclusions: 

(1) Two-way, fixed-network AMI systems with high speed, low latency communications based on open standards offer significantly more value than proprietary, one-way and mobile systems.

(2) The collection of data in 5, 15, and 60 minute intervals is essential to meet programs anticipated by SCL for demand response and other business purposes consistent with Smart Grid. 

(3) Only proven metering and network technologies from established companies with solid track records will be considered for implementation.

SCL’s AMI Business case explored a single example of a system-wide AMI implementation to investigate the operating, financial, regulatory and technical feasibility of an AMI investment. Our project team and management have now agreed that there is at least one attractive path forward to an AMI investment. There may be others.  For example, SCL is interested in receiving Vendor responses for either SCL owning, operating and maintaining the AMI System or Vendor Managed solutions.  If providing a Vendor Managed solution response, please also include SCL owning, operating and maintaining the AMI System so that we can compare the Vendor costs.  Please include ongoing costs such as a repair calls and costs per call. 
Table 1-3 shows the functionality of the AMI System as modeled in the AMI Business Case, including future functionality enabled by the two-way communications capability. 

Table 1-3. AMI Business Case Functionality

	AMI Functionality
	Modeled in Business Case

	Automated Meter Reads
	Y

	Interval Data Acquisition
	Y

	Send Queries and Commands to the Meter
	Y

	On-demand Reads
	Y

	Unaccounted for Energy (UFE) Loss Detection
	Y

	Lost Meter Install Detection
	Y

	Remote Disconnect 
	Y

	Benefits of Solid-state vs. Mechanical Meters
	Y

	Avoided Load Research Meter Purchases
	Y

	Improved Load Forecasting 
	Y

	Voltage Monitoring
	Y 

	Demand Response – price only
	Y

	Outage and Restoration Support
	Y

	Power Quality Monitoring
	Future*

	Home Area Network Integration (enabled)
	Future*

	Customer Usage Reporting
	Future*

	Demand Response – automated response at residential and small commercial premise
	Future*

	Direct Load Control
	Future*


* These items are considered as part of the City Light’s Smart Grid Application to DOE, and it is possible implementation will be part of Smart Grid deployment under the DOE Grant by July 2012
The AMI Business Case included these functional elements because they proved essential to delivering the services, process efficiencies and interval data SCL requires. Any proposed AMI System must demonstrate that it delivers this functionality and should include the costs, risks and efforts involved in delivering this functionality and meeting the requirements.  Based on SCL’s experience and the AMI Business Case, this RFP document describes how the Utility would expect an AMI investment to be designed, negotiated, tested and deployed. However, SCL is willing to consider alternatives that also may meet our requirements.

2.
REQUIREMENTS
This section describes terms, conditions, and requirements expected of AMI Vendors. In your Proposal you will be asked to respond to the information in a number of the following subsections. 

2.1
Terms & Conditions

Attachment 2:  outlines the General Terms and Conditions that SCL expects its AMI Vendor(s) to accept as part of the Definitive Agreements between the parties pursuant to this RFP.
Vendors shall include (shown in red-line) any proposed revisions to the General Terms and Conditions as part of their Proposal package to this RFP. SCL will evaluate all proposed revisions, but is under no obligation to accept any revisions or adopt any changes. Changes to terms and conditions will be discussed with Vendor(s) selected for post-proposal negotiations.

Vendors must support ARRA requirements in both their functional responses and pricing, and understand that the City may require the Vendor to incorporate through negotiation additional changes if required by the ARRA funding requirements.  The most current ARRA Special Terms and Conditions may be found as Attachment #3 in Section 7 

2.2
Minimum Qualifications

There are no minimum qualifications or licensing requirements that the Vendor must meet in order for their proposal submittal to be eligible for evaluation. 

2.3    
Vendor Ownership Structure and Financial Condition:

The Vendor will need to demonstrate its financial stability and ability to provide the resources necessary to meeting its obligations to Seattle City Light under the proposed contract.  Proposals submitted by Vendor shall include a complete description of the ownership structure of the Company and Financial Statements including but not limited to the following:

· Name and address of Registered Agent

· Complete Dun and Bradstreet (D&B) Comprehensive Report 

· Most recent analysts' reports from Moody’s, Standard & Poor’s, and Finch rating agencies, if applicable

· Most current, unqualified audited financial statement

· Unqualified audited financial statements for the prior two years of operation

· Un-audited financial statements for the current year to date

· The coverages and limits of liability that it maintains under its liability insurance programs  (the term “insurance” herein shall include any form of risk financing, including self-insurance, alternative risk financing and capital market solutions) 
2.4
Mandatory Technical Requirements

Mandatory technical requirements are specified in 3. Functional Requirements and contain a “must have” or “need” in the sentence.   SCL has also highlighted these Mandatory Technical Requirements with a “Required” in Vendor Response attachments in 5. Proposal Format and Organization.  “Required” indicates that the Vendor must meet this requirement or its response will be deemed less capable during SCL deliberations and voting.
2.5
Credit Requirements
Vendors must be able to demonstrate sufficient creditworthiness to provide adequate protection for SCL. Creditworthiness of both primary Vendors and major subcontractors or suppliers will be evaluated. 

SCL reserves the right to require adequate credit assurances that may include, but not be limited, to a corporate parental guaranty and/or letter of credit in a form and amount, for a term and from a corporate parent or a financial institution acceptable to SCL.

2.6
System Tests

There will be a variety of management tests and potential revisions to the AMI project scope as part of the AMI project. Among the most important tests will be a series of System Tests (STs). Failure to pass the STs could result in termination of the Master AMI Agreement, per the Terms and Conditions described in Appendix 2.

As soon as practical after signing a Master AMI Agreement with an AMI Vendor(s), SCL will begin replacing meters in the three ST Test Areas described below and conduct a series of STs that will be included as an exhibit to the Master AMI Agreement. The STs will be rigorous end-to-end testing of the System to demonstrate the acceptability of vendor hardware, software and system interfaces to the MDMS. The period of these tests is defined as Stage 1 of AMI System deployment.

The selected AMI Vendor(s) will be responsible for designing the Fixed Network for the ST deployment. The deployment will encompass approximately 10,000 meters installed as they would be during full deployment. All hardware, Software and critical interfaces must test successfully at operational levels before full deployment (Stage 2). After a period to allow for cures, unsuccessful testing may result in termination of the contract and/or penalties. 

· The ST deployment is expected to run from approximately July 2010 until December, 2010. 

2.6.1
Testing 

The AMI Vendor must support the efforts of the system, integration, performance and STs, as follows. Note that unit testing is assumed to be part of the development process and hence, by default, the responsibility of the AMI Vendor.

· Test Plan. The AMI Vendor must provide SCL its standard test plan, but modified if necessary to accommodate the SAT tests. The plan must also include for each test the required hardware and Software, test data, test resources, and the acceptance criteria. 

· Test Procedures. Consulting with SCL as needed, AMI Vendor will develop integrated test procedures based on standard test procedures provided by the AMI Vendor, including all tests specified in the test plan and the expected results of each test. As a minimum, the test procedures need to cover functional tests, integration, business process – operational tests, performance tests, availability tests, scalability and stress tests, and security tests. There must also be traceability between the tests and all functional, technical, and performance requirements.

· Test Data. SCL will collect the data required for the tests according to the test plan. The AMI Vendor must provide sample test data where SCL data is not readily available. The Systems Integration Vendor must provide consultation help as needed.

· Factory Acceptance Tests (FATs). Depending on the amount of new development required, either Software customizations or product enhancements, SCL will determine if testing in the Vendor facility is needed prior to installing the System for system and integration tests at SCL. If FAT is deemed necessary, SCL will perform the tests at the AMI Vendor’s site, while the AMI Vendor will be responsible for the setup, staging, and successful completion of the tests. A Systems Integration Vendor may be asked to augment SCL’s resources for the FAT tests.

· System Tests (ST in Stage 2) and System Acceptance Tests (SAT in Stage 3). The AMI Vendor will be responsible for the setup, staging, and successful completion of the ST and SAT. SCL will perform the tests with participation from the Vendor.  SCL may, at its discretion include additional Third Party expertise to verify and confirm acceptance of cyber security.

2.7
Milestone and Post Deployment Evaluation (Stage 3)

Stage 3 begins after all meters are deployed. During contract negotiation with the selected AMI Vendor, terms will be mutually agreed to for Stage 3 to achieve the following objectives:

1) To cure deficiencies documented during the deployment, 

2) To “tune” the system for optimal performance, and 

3) To motivate the AMI Vendor to balance achieving high data availability against excessive recurring WAN expense during Stage 2.

4) System Acceptance Test by the users of the system.
5) Migrate meter data from the Vendor “hosted” system to SCL’s “owner-operated” MDMS system.

As stated elsewhere, the AMI Vendor is responsible for defining the Collector location criteria and approving the Collector locations before installation. While this is a straightforward task for PLC Systems, it is a critical process for producing highly available data in the RF Systems. On the other hand, installing unnecessary Collectors to create questionable improvement in data availability leads to unnecessary first cost and recurring SCL expense for field maintenance and WAN charges (in most cases). In Section 5, the AMI Vendor is instructed to define the number of Collectors that SCL will need to deploy and to separately provide the recurring WAN expense to these collectors. SCL’s AMI Business Case is sensitive to both the costs associated with too many employees to manage the lack of timely meter reading data, and also to large recurring WAN expense. SCL expects Vendor’s to provide thoughtful solutions for minimizing the sum of these two expenses.

2.8
Suppliers and Subcontractors

SCL expects to enter into a Master AMI Agreement with the selected AMI Vendor(s), who will have full responsibility for delivering a System that meets the requirements and performance standards contained in this RFP. 

It is understood that many AMI Vendors use suppliers and subcontractors for hardware and/or Software components of their systems. The qualifications, experience and stability of such suppliers and subcontractors is of keen interest to SCL. Vendors must identify all major suppliers and subcontractors, including their qualifications and experience.

SCL reserves all rights to consent to the use of a subcontractor and/or supplier prior to or after award of the Contract. No substitution of subcontractors or suppliers will be allowed without prior written approval from SCL.

2.9
Extended Warranty

SCL requires the AMI Vendor to enter into a separate Extended Warranty with SCL where the AMI Vendor compensates SCL in the event of unexpectedly high and premature failure of Meter End-Points. 

2.10
Documentation

Vendor(s) must provide all necessary documentation for installation, testing, quality assurance, equipment tracking, security and operation of the AMI System and hardware deployment. Prior to signing a Master AMI Agreement, the prospective AMI Vendor must submit said documentation to SCL for review such that SCL can affirm its adequacy. Upon execution of the Master AMI Agreement, SCL personnel will be provided with sufficient copies of all installation guides, testing, maintenance, operating and other manuals and guidelines deemed appropriate to oversee installation and operation of the System, including head-end Software specifications and operating manuals. 

2.11
Minimum Licensing and Business Tax Requirements

This RFP and the resultant contract require proper business licensing as listed below.  The Vendor must meet all licensing requirements immediately after contract award, or the City will retain the right to reject the Vendor. 

Companies are required to license, report and pay revenue taxes for (1) a Seattle Business License and all associated taxes, and (2) a Washington State business License unless exempted by the State of Washington.  Such costs should be carefully considered by the Vendor prior to submitting their offer.  

Mandatory Seattle Business Licensing and associated taxes.

1. You must obtain a Seattle Business license and have taxes due paid to date before the Contract is signed.  All costs for any licenses, permits and Seattle Business License taxes owed shall be borne by the Vendor and not charged separately to the City.  

2. The apparent successful Vendor shall immediately obtain the license and ensure all City taxes are current, unless exempted by City Code. Failure to do so will result in rejection of the bid/proposal.  

3. If you believe you are exempt, provide an explanation to the RFP Coordinator and/or confirmation by the Revenue and Consumer Affairs Office (RCA).  Out-of-state and foreign-owned businesses are NOT exempt. 

4. Questions and Assistance:  The City Revenue and Consumer Affairs (RCA) is the office that issues business licenses and enforces licensing requirements.  The general e-mail is rca.bizlictx@seattle.gov.  The main phone is 206-684-8484.  You may also call RCA staff for assistance:  Anna Pedroso at 206-615-1611, Wendy Valadez at 206-684-8509 or Brenda Strickland at 206 684-8404.

5. The licensing website is http://www.seattle.gov/rca/taxes/taxmain.htm.  

6. You may apply and pay for your Seattle License on-line: https://dea.seattle.gov/self/Account/Login/selfHome.aspx
7. A cover-sheet providing further explanation, along with the application and instructions for a Seattle Business License is provided below for your convenience.  

8. Please note that those holding a City of Seattle Business license may be required to report and pay revenue taxes to the City.  Such costs should be carefully considered by the Vendor prior to submitting your offer.  When allowed by City ordinance, the City will have the right to retain amounts due at the conclusion of a contract by withholding from final invoice payments.
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Mandatory State Business Licensing and associated taxes.

Before the contract is signed, you must provide the State of Washington business license (a State “Unified Business Identifier” known as UBI #) and a Contractor License if required.  If the State of Washington has exempted your business from State licensing (for example, some foreign companies are exempt and in some cases, the State waives licensing because the company does not have a physical presence in the State), then submit proof of that exemption to the City.  All costs for any licenses, permits and associated tax payments due to the State as a result of licensing shall be borne by the Vendor and not charged separately to the City.  Instructions and applications are at http://www.dol.wa.gov/business/file.html.   
2.12
Contract Bond

The successful Vendor must have capacity to furnish a Contract Bond (performance and payment) or a Letter of Credit, as approved by the City, of an amount equal to 100% of the contract price plus sales or use tax.  The form required for both the Contract Bond and the Letter of Credit are provided below, along with instructions and signature requirements. The firms that supply the Contract Bond and the Letter of Credit must be from an approved list.  The City retains the right to require 100% bond, or may negotiate a lesser amount with the winning vendor at the sole option of the City.  The Vendor is to specify the cost of a 100%, 50% and 25% Bond in their Cost Proposal, which will provide the basis for the City decisions upon contract award.
The successful Vendor shall provide a Bond, executed by a Company included in the U. S. Department of the Treasury’s Listing of Approved Sureties (Circular 570), and is included on the Washington State Insurance Commissioner’s Authorized Insurance Company List and has a rating of A-(VII) or better in the A. M. Best’s Key Rating Guide (These materials are also accessible on the Internet at http://www.fms.treas.gov/c570/c570.html).  

Alternatively, the successful Vendor may instead provide a Letter of Credit, executed by a Banking Institution that is provided a Moody’s Bank Rating of B or better.

The Bond or Letter of Credit is required at the time the Contract is signed and returned to the City.  The City does not intend to execute the Contract until the proper and approved form of the Bond or Letter of Credit has been accepted by the City.

With Solicitation Response, Vendors shall submit a Letter of Commitment from an approved surety.  This Letter of Commitment is a letter that confirms the intention of an appropriate surety to provide a bond should the company receive an award.  This letter does not actually supply the bond, but expresses that the surety can provide a qualified bond should an award be given.

This Letter of Commitment may be for a Contract Bond.  The Letter shall be from a qualified Bond Agency as specified above and shall confirm the willingness of the Bond Agency to provide a bond at 100% of the contract value that meets the form and requirements of the City Bond Form, should the vendor win award.

Alternatively, the City will accept a Letter of Commitment for a Letter of Credit.  The Letter of Commitment shall be from a qualified Banking Institution as specified above, and confirm the willingness of the Banking Institution to provide a Letter of Credit in 100% of the contract value, should the Vendor win the award.

Optional Coverage Amounts:  The City may request Vendors to provide pricing options for the Bond or Credit Coverage.  In this event, the City reserves the option to execute a bond in the amount of the pricing option that is selected by the City prior to execution of the contract.  The Letter of Commitment shall still be for the entire estimated value of the Contract; however the City would reserve the right to execute a contract selecting a value less than 100%.

See the Bond Form, Bond Instructions and instructions for signature in the Icons provided below.  
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2.13  Independent Contractor and City Space Requirements

The City expects that at least some portion of the project will require the Vendor workers to be on-site at City offices.  This benefits the City to assure access, communications, efficiency, and coordination.  Any vendor worker who is on-site remains, however, a vendor worker and not a City employee.  The vendor shall ensure no vendor worker is on-site at a City office for more than 36 months, without specific written authorization from the City Project Manager.  The vendor shall notify the City Project Manager if any worker is within 90 days of a 36 month on-site placement in a City office.  

The City will not charge rent.  The Bidder is not asked to itemize this cost. Instead, the vendor should absorb and incorporate the expectation of such office space within the vendor plan for the work and costs as appropriate.  City workspace is exclusively for the project and not for any other vendor purpose.  The City Project Manager will decide if a City computer, software and/or telephone is needed, and the worker can use basic office equipment such as copy machines.  If the vendor worker does not occupy City workspace as expected, this does not change the contract costs.
2.14  Background Checks

The City may require background/criminal checks during the course of the contract for essential City purposes.  The City does not intend to request background checks/verifications unless essential in the opinion of the City.  Note that, in particular, Seattle City Light has regulatory requirements promulgated by organizations with jurisdiction over Seattle City Light, which require any contract worker that has access to certain locations/systems/data (“SCL Designated Access”) to undergo a background/criminal check before that worker can have authorized cyber or authorized unescorted physical access to those locations/systems/data. The requirements apply to all Vendor workers and mandate an appropriate Personnel Risk Assessment and security awareness training as directed by Seattle City Light.  See the City Contract (Terms and Conditions).

3.
FUNCTIONAL REQUIREMENTS 
This section describes the critical functions and performance requirements to be provided by the Vendor’s AMI System. Schedules in the Vendor Response contain a detailed checklist of these mandatory functional requirements and provide Vendors with a means to indicate whether or not they can meet each individual requirement. 

3.1
Communications Solution

SCL is open to installing multiple AMI technologies. Each of these technologies may have independent LAN, WAN and Host System designs.

3.1.1 General
3.1.1.1       Unless an alternate solution is proposed by the Vendor, SCL will use a SONET backbone with virtual concatenation and hybrid multiplexers.  Vendors will need to design their solution to support this legacy environment.

3.1.1.2       Unless an alternate solution is proposed by the Vendor, Vendor must provide single-mode, fiber conversion from collectors to the fiber backhaul capable of supporting 15 km distances.
3.1.1.3       System must enable a remote firmware upgrade on all Collectors/Repeaters and have sufficient memory capacity and processing power to support additional functions.
3.1.1.4       System must be able to support two-way secure communications to Distribution Automation control, sensing and measuring devices using industry standard communication protocols.
3.1.2
Two-way Communications

3.1.2.1    
All network technologies must support two-way communication to all electric Meter End-Points, i.e., the Meter End-Points and LAN Modules must enable bi-directional data flows from the Meter End-Point through the Fixed Network via the Host System to SCL’s operations center. 

3.1.2.2   
All network technologies must support two-way secure communication to all distributed control, sensing and measuring devices using industry standard communication protocols.

3.1.2.3   
Communication protocols for these functions must be listed and preference will be given to systems using open protocols as identified in the NIST Roadmap effort.
3.1.3
Fixed Network Equipment

3.1.3.1    
Collector equipment must be outdoor-rated and specific enclosures listed if required to protect equipment. Describe the ratings of your outdoor –rated equipment.
3.1.3.2      Distance collected data can be transmitted over SCL fiber.
3.1.4
Scalability

3.1.4.1  
The Network must be scalable to accommodate current customer growth (~1.8% per year) over a period of 20 years.
3.1.4.2    Must maintain the performance level as originally designed and contracted.
3.1.5
Communication Network

The AMI Vendor must demonstrate, with analysis, that the WAN solution proposed over a network will support the needed throughput to the current and future Collectors.

AMI Vendor must assist SCL in securing network agreements with other parties as needed.
3.1.6
RF Network Certification

3.1.6.1 
If the AMI System uses a public network, it must be certified by carriers in SCL’s service territory. 

3.1.6.2 
All Equipment must comply with all local and governmental regulations, including but not limited to the FCC

3.1.6.3 
If Vendor proposes using public cellular, then Vendor needs to provide a 20 year sustainability analysis.  

3.1.7
Power Supplies

3.1.7.1
All Network equipment located away from Meter End-Points must be capable of operating from AC service between 96 and 264 volts.

3.1.7.2
A battery back-up option for a minimum of 8 hours on all Fixed Network components is desirable.  Backup time must be specified such that a normal operational behavior is maintained throughout the 8 hours.  

3.1.7.3 Equipment will require 48v DC power supply to integrate with other systems.
3.1.8
Accuracy

3.1.8.1
Time accuracy of the each Network element to be within fifteen (15) seconds of NIST.

3.1.8.2.    Batteries used for time and calendar backup are to be removable, not fixed. 
3.1.9
Discovery

The AMI Network must support automatic and/or programmatic discovery of all Functional Devices (Meter End-Points, load control devices, thermostats, in-premise displays) and communications equipment (relays, concentrators) for both initial deployments and maintenance of metering, load controls, displays and communications equipment. 
3.1.10
Diagnostics

SCL requires systems to have diagnostic support for failing communication equipment. The System must be capable of performing continuous diagnostic and reporting of Network problems, failures and corrections.  SONET System can provide for collector failure.
3.1.11
Network Reliability

3.1.11.1
The AMI System, especially the communications network, must employ sufficient fault tolerance, redundancy, failover, and/or self-healing to guarantee the meter data delivery requirements. (Note: If a mesh network is proposed, it must have the capability to find the optimum communication path for highest bandwidth and lowest latency. It must automatically re-configure during node failures and re-optimize after node restoration).
3.1.11.2     Describe the Annual Failure Rates of all Network elements. Loss of one or more critical functions in a Fixed Network component is considered a failure.  Vendors must submit a calculated failure rate analysis with a FMEA for each system field device and a measured MTBF for each field device based on accelerated life testing.
3.1.12 Supportability, Backward Compatibility and Obsolescence

From the start of deployment, the AMI System is expected to have a service life of at least 20 years. During that period of time, improvements are expected but they should not render the existing System obsolete or non-operational. The AMI Vendor must ensure that functions provided for in this RFP are supported for the life of the System. Specifically, SCL will execute a Software Maintenance Agreement for the Host System and expects that all revisions provided under that Agreement to be backward compatible with and support the functionality provided in the initial AMI System.
3.1.13
In-Premise Appliance Communications

SCL expects the Fixed Network to support communication to in-premise appliances with an industry standard protocol(s). Preference is given to open protocols, e.g. those identified by the NIST Roadmap that enable third parties to develop products for this function.
3.1.14
In-Premise Displays
SCL expects the Fixed Network to support communication to a variety of in-premise displays such as but not limited to Zigbee enabled, Home Plug enabled, Google, Microsoft HOHM, with an industry standard protocol. Preference is given to protocols identified by the NIST Roadmap that enable third parties to develop products for this function.

3.1.15
Distribution Automation
SCL expects a low latency secure Fixed Network with an industry standard protocol to support distribution automation (DA) functions such as Distribution Switches controls, Capacitor Banks controls, equipment status and measured analog values.. The system must support communication prioritization such that DA communication and control are given a higher priority than meter reading functions to minimize latency.
3.1.16
Over the Network Firmware Revisions

3.1.16.1  
SCL does not expect to make field visits to meters or other system components in order to install Software patches or firmware upgrades. Vendor must describe in detail secure mechanisms and processes used to update the following firmware: metrological, meter register, AMI collector points and in premise gateways (HAN). without system service interruption or on-site visits. 

3.1.16.2. Total firmware memory being used and total memory capacity must be identified to understand the available memory space for future firmware revisions. Any known firmware upgrade limitations that may affect future functionality must be identified.

3.1.16.3 Software/firmware updates must be processed remotely and run automatically once initiated. 
3.1.16.4 
Proposers must identify the existing non-volatile (flash) and RAM utilization of each system and sub-system.  (metrology, meter register, AMI communication, in-premise gateway, network devices, etc.)  Also, proposers must state the available (free) memory, both flash and RAM.  

3.1.16.5  Proposers must identify the maximum size to which firmware can grow and still manage failsafe  (i.e. interruptible and reversible) remote firmware upgrades.  Explain how you will “future proof” the meter investment to ensure enough memory to support increasingly larger firmware upgrade packages. 

3.1.16.6  Proposers must identify how firmware upgrades of communication equipment can revert back to a previous version if successful communication is not achieved after upgrade.

3.2 IT Solution

This section focuses on the following: 

· Overall high level architecture of the AMI solution based on the work of EPRI, SCE, and the IEEE PES Intelligent Grid Coordinating Committee on AMI related business scenarios and use cases that may be found at http://www.smartgridipedia.org/index.php/Main_Page.  

· AMI systems schematic in the context of current SCL systems

· Requirements for the AMI software environment, testing, disaster recovery, etc. 

Reference is made in many of the sections to the IEC 61968-9 final draft standard for meter reading, the AMI-ENT draft specification for enterprise integration, and the NRECA Multispeak specification for application interfaces. The purpose of these references is to further describe and clarify the intent of City Light’s future AMI architecture with respect to supported business functions, message payloads, and integration capabilities. City Light expects that integration to the head-end system will be performed using open and well-know standards such as those published by the IEC and the NRECA and recommended by NIST.

The IEC61968-9 draft standard contains a draft reference model to provide categorizations of capabilities associated with meters. These capabilities may exist physically in different systems and many of the capabilities expected from City Light’s AMI system fit within the context of the Metering System portion of the reference model. 

. Figure 3-1. AMI Standards: IEC 61968-9 Reference Model
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Accompanying the IEC61968-9 document is the AMI-ENT draft specification for enterprise integration of AMI. The following diagram, taken from the AMI-ENT document, illustrates the high-level architecture that City Light intends to implement using Oracle SOA Suite technology as the enterprise service bus (ESB). The expectation of the AMI Head-end system is that it will interoperate other enterprise systems using a service-oriented architecture. Although the DA system is not identified as a block in the diagrams, it is intended that messaging for DA functions is part of the functionality relating to distribution system controls, power reliability and power quality event communications to the Distribution Management System (DMS) on the Control Network.

SCL envisions the AMI Head-End as a component in the service oriented architecture.  The AMI Head-End may be isolated from the ESB by the MDMS.  The vendor should provide system diagrams and logical descriptions of how their proposed solution complies with standards identified by NIST and implements components within the IEC 61968 Reference Model.  The proposed architecture should address components within the system including items such as the Head-End services, distribution automation, meter data management, and network services.

Figure 3-2. Target Systems Architecture
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3.2.1
On-Demand Reads

IEC61968-9: MeterReadings 

AMI-ENT: B1 - Meter Reading
      See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: meterRead
3.2.1.1
The Host System must support remotely initiated requests to all Meter End-Points. This applies to all interval data stored at the Meter End-Point. The System must timestamp requests and responses. Describe the typical response time that users can expect from your system.

3.2.1.2
For individual meters and batches of meters, the Host System must have the ability to initiate on-demand readings for any available meter registers (e.g., consumption, demand, coincident demand, specific data, specific day interval data, meter/System status.).  Describe the typical response time that users can expect from your system .
3.2.2
Power Outage Notification 

IEC61968-9: EndDeviceEvents

AMI-ENT: D4 - Outage Location and Restoration.  
     See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: outageDetectionEvent
3.2.2.1
For every piece of Smart Grid Equipment including meters, the AMI System must detect, timestamp, and report the loss of power for all durations greater than a programmable number of seconds. Loss of power is defined as the reduction of line-side voltage of 40% or more of nominal voltage for a programmable number of continuous seconds (nominally 10 seconds).   Describe how the system manages outage detection and reduces “false positive” alerts from trucks rolling by and mild earthquake tremors.

3.2.2.2
The Host System must be able to collect two of the following three outage indicators – outage start, outage end and/or outage duration.

3.2.2.3
If the Meter End-Point reports outages with a duration of less than a programmable set-point of seconds duration, there must be a way to filter out outages of shorter duration than the set-point so that an export file will include only those of a longer duration. Short duration outages, or “blink counts”, must be separately exportable. 

3.2.3
Power Restoration Notification

IEC61968-9: EndDeviceEvents

AMI-ENT: D4 - Outage Location and Restoration 
    See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: outageDetectionEvent

3.2.3.1
For every network device, the AMI System must detect, timestamp and report the restoration of power.

3.2.3.2
Restoration of power is defined as the presence of line-side voltage within 90% or more of nominal for more than a programmable number of continuous seconds (typically sixty (60) seconds) following a power outage. Restoration detection notification for each meter should be available from the Host System within the prescribed post-detection latency period defined by the Vendor.

3.2.4 Power Quality Feature 

IEC61968-9: MeterReadings; EndDeviceEvents

AMI-ENT: D2 - Scenario 1 - Distribution Engineering optimizes network based on voltage RMS variation information at the customer site.
See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: meterRead

3.2.4.1     All register values, events and errors must be collectable at least daily and be scheduled via the Host System.

3.2.4.2   The System must be able to export “blink count” data by meter.

3.2.5
Remote Disconnect and Reconnect 

IEC61968-9: EndDeviceControls

AMI-ENT: B2 - Remote Connect/Disconnect
      See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: connectDisconnectEvent

3.2.5.1
SCL expects to install approximately 360,000 residential meters with an integrated service disconnect/reconnect relay. The System, through commands conveyed to the Host System, must be able to cause a service disconnect relay at the Meter End-Point to open or close. .  Proposers must submit test data validating 10,000 cycles MTBF at 200A load.


Proposers must identify mechanisms that:


1.  Reliably latch the relay into open and closed positions


2.  Guarantee complete opening and closing in the event of power down while operating.


3.  Recognize authorized and unauthorized connect/disconnect commands.

3.2.5.2
Disconnect/reconnect commands must successfully activate disconnect or reconnect in less than one minute in 96% of occurrences. And 100% within 5 minutes.
3.2.5.3
For disconnect commands, the System must cause automated re-tries within a specified timeframe (e.g., after 10 minutes the Host System will report a failed attempt and manual intervention is now required).

3.2.5.4
The Host System must be able to issue commands to support opening and closing of the service Disconnect Relays. The Host System must meet the timing requirements described above. State of service (connected or disconnected) and date and time of all actions must be logged by the System. Automated retries to change the condition of the disconnect relay by the Host Systems will be limited to 10 minutes, after which time a high priority notice will be posted to all or specific Operations Workstations of the event failure.

Other possible connect / disconnect requirements:

1.  Secondary voltage sense prior to closing.

2.  Configurable load limiting

3.  Inversion proofing.

4.  Soft start after outage (open on power down, randomized reclose delay)

3.2.6
Load Control and Demand Response

IEC61968-9: EndDeviceControls

AMI-ENT: Demand Response and Load Control
      See http://www.smartgridipedia.org/index.php/Main_Page for more details
 Multispeak 3.0: ---(loadManagementEvent)---

3.2.6.1
Price/Demand Response Signal 

The System must provide capability to send and validate receipt of Price/Demand Response signals that allows the Demand Side Management System to perform demand response applications based on the received information and customer settings. The system must be capable of sending this signal as a part of the high priority message to ensure low latency communication especially during high data traffic conditions. A single Price/Demand Response Signal should be received by all end devices within 30 seconds of initiation by the System. Price/Demand signals should utilize open standards as identified by the NIST roadmap such as OpenADR Messaging transport can be translated within the system. For example, the Head-End system may receive an OpenADR price/event signal, the system translates the signal for transport and then “unpacks” the message at the meter in the native protocol and/or the pricing/event signal is converted to the equivalent ZigBee/HomePlug Smart Energy Profile message for in-premise communications.

3.2.6.2
Direct Load Control 

The System must provide capability for direct load control. This would include the capability for in-premise control of loads such as water heaters, air conditioners, dryers, pool pumps and thermostats. The system must be capable of sending this control command as a part of the high priority message to ensure low latency communication especially during high data traffic conditions.

3.2.6.3
Control methods should either be through a central in-premise gateway or a purpose-built Load Control device. A single load control event should respond within 30 seconds of initiation by the System.

3.2.6.4
 Describe how you would support communication with in-home devices and what standard communication protocols are supported that enable third parties to develop products independently that will work with the system. Describe how measurement and verification of device status, shedding, and user opt-out would be performed.

3.2.7 AMI System Enabled for Demand Response

IEC61968-9: EndDeviceControl; EndDeviceAsset

AMI-ENT: DR and Load Control
     See http://www.smartgridipedia.org/index.php/Main_Page for more details
Multispeak 3.0: ---

3.2.7.1       SCL fully expects to use the AMI System to support demand response programs. The System, as delivered, shall support demand response systems and applications. Describe how the AMI System will measure and verify demand response as implied by the AMI-ENT DR and Load Control scenario.

3.2.7.2       AMI Vendors will agree, under terms and conditions agreed upon and incorporated into the Definitive Agreements, to develop support for future demand response programs in both the Host System and a new Functional Device.
3.2.8 AMI Host System

The AMI Host System is comprised of all the hardware and Software required to collect, monitor, and control the AMI System. The Host System will provide the following generic functions: 

3.2.8.1       Manage data collection from the Meters

3.2.8.2       Configure the LAN Modules and the Meter itself

3.2.8.3       Supervise the Fixed Network

3.2.8.4       Create reports useful to SCL’s system operators 

3.2.8.5       Export meter data

3.2.8.6       Import utility-provided data 

3.2.8.7       Execute load control and demand response commands

3.2.8.8       Perform diagnostic analysis of the network and end devices

3.2.9
General

3.2.9.1
The Host System must support importing data that is downloaded to a handheld at the meter rather than through the Network. The application must load into the Host System.

3.2.9.2
The Host System Software license must be for unlimited use by SCL authorized personnel.

3.2.10
System Architecture Design
3.2.10.1
With input and assistance from SCL, the AMI Vendor must design and document the logical, technical, and physical architecture of the integrated system to meet the functional, technical and performance requirements of the overall System. 

3.2.10.2
The Host System will provide security features for its users and tolerate the use of firewall and other cyber security techniques to eliminate access from unauthorized users and other breaches of security.

3.2.11.
Host System Configuration 
3.2.11.1
Under the Master AMI Agreement, the AMI Vendor must design and document the design of the Host System configuration, including any configurations required to meet SCL’s functional, technical and performance requirements. 

3.2.11.2
The AMI Vendor must provide the option of an escrow service for the source code and documentation. 
3.2.12
Production Environment

3.2.12.1
The AMI Vendor must assist SCL in setting up the production environment, including the necessary failover and disaster recovery mechanisms.

3.2.12.2
The Host System must allow SCL to back up the data, system configuration and all other information necessary to perform system restoration. 

3.2.13
Integration Design Specifications

SCL expects to implement system integration of the Host System to other SCL enterprise systems. If special services are required, SCL will implement a work order under a Services Agreement. However, SCL expects the AMI Vendor to be on-site to assist on integration during initial set up and testing, and to support general technical questions during deployment Stages 1 and 2.

3.2.14
Test Environment

3.2.14.1
The AMI Vendor must set up a testing environment at SCL. This environment will replicate the capabilities of the production environment with lesser capacity though including multiple head-end technologies as required for different field conditions. The environment should include any simulation Software (e.g., simulating multiple metering systems), system interface stub and performance monitoring tools as needed to perform the System and integration testing. 

3.2.14.2
If, over the life of the System, the AMI Vendor will be providing hardware or firmware upgrades to existing Collectors and/or Meter End-Points, or new types of Meter End-Points, then the SCL Test Environment must also include Collectors and Meter End-Points located in a secure SCL building.

3.2.15 Training Environment

SCL will use the production and/or test system for training purposes.

3.2.16
Application Interfaces

3.2.16.1
The Host System must be able to provide fast and efficient data transfer to and from SCL’s  enterprise systems through standard integration techniques, including messaging, remote procedure invocation (using an open, well-known API), shared database (direct table reads), or file transfers. SCL expects to implement event driven processes (e.g. on-demand reads) using messaging techniques and an enterprise service bus (ESB). Thus, the Host System should be supplied with the necessary software, including adapters and services, to support integration using a service oriented architecture. 

Required integration capabilities include:

3.2.16.2 Meter Installation. The AMI System must have a capability that supports batch setup and removal of new or exchanged Meter End-Points and Collectors in the AMI System.

3.2.16.3 Batch Process for Inventory. The Host System must have a batch process to load new Meter End-Point inventory when shipped from the factory. This must include attributes of the meter such as LAN ID, kh, and other factory-determined attributes that are a common to a shipment of meters.

3.2.16.4 Meter Provisioning and Communications. The Host System must automate the processes to update/change meter and/or Network equipment information to support service level changes (type or frequency of information per meter). 

3.2.16.5 Meter and Premises Data Synchronization. The Host System must support Synchronization of the Host System with the MDMS when a meter is installed or removed. When a new meter is found by the Host System, it must be able to inform the MDMS of a discovered Meter End-Point by publishing an event to the ESB.

3.2.16.6 Data streams.  A fully documented process and protocol must enable export of all consumption, demand, TOU, interval data and outage data. 

3.2.16.7 On-Request Read. The Host System must retrieve a read of all current meter consumption, diagnostic, interval (last 24 hours) and status registers within one minute for a single meter request. The On-Request Read will be initiated by a service on the ESB.

3.2.16.8 On-Request Historical Read. The Host System must retrieve a read and re-read of all historical meter consumption, diagnostic, interval and status registers within five minutes for a single meter request. Historical values include all daily register and diagnostic information stored at the Meter-End Point for at least the last 30 days. The On-Request Historical Read will be initiated by a service on the ESB.

3.2.16.9 Missing Interval Data. The Host System will be able to retrieve missing interval data a minimum of 35 days for commercial meters and 70 days for residential meters after the Network Operator discovers that data is missing. The Missing Interval Data read will be initiated by a service on the ESB.

3.2.16.10 Power Status. The Host System must support an inquiry (and subsequent report) to a batch of 100 meters to determine if they are energized or de-energized within 5 minutes. If normal communications through the Fixed Network includes multiple repeater points that may also be de-energized, then the Application Server must have the logic to report that a Meter End-Point status is indeterminate due to energized Fixed Network components. The Power Status read will be initiated by a service on the ESB.

3.2.16.11 Meter Service Disconnect Relay Function. The Host System will issue commands to remotely open and, through a similar command, close the service Disconnect Relay in one or more meters. The System must reject the request and notify the requestor if disconnect functionality is not supported by the equipment selected. The System must support notification of success or failure after the event and all automated retries are exhausted. The Disconnect function will be initiated by a service on the ESB.

3.2.16.12 Load Control, Demand Response and Distribution Automation Applications. The Host System must have the ability to support these functions in current version release or the AMI Vendor must affirm that the Host System Architecture can support the addition of these functions when requested by SCL at a later date. The System must support the ability to operate and acknowledge the success or failure of the desired control function. These functions will be initiated by services on the ESB.

3.2.17 System Functionality

3.2.17.1 Manual Operations. The functionality listed in Section 3.4.8 must be possible at the Operations Workstation when executed manually by a System Operator. Any provisioning request failures must be identified and the System must generate a service notification for correction.

3.2.17.2 Scheduled Readings. The Host System must have the capability to transmit interval data in the AMI Head End System to the MDM System according to a daily schedule and no later than 7 a.m. (Pacific).


The Host System must support the capability to: 

3.2.17.3 Schedule reading times/dates by specific groups of meters

3.2.17.4 Schedule readings of a specific meter in multiple schedules

3.2.17.5 Batch load collection schedules

3.2.17.6 Edit data collection schedules

3.2.17.7 Delete data collection schedules

3.2.17.8 Maintain independent data collection and data posting schedules

3.2.17.9 Perform manual schedule setup, edit and delete

3.2.17.10 Enable on-demand reads and disconnect orders to take priority over scheduled downloads

3.2.17.11 Priority Readings. While SCL will read every meter every day, on-demand readings and disconnect commands must have priority over normal scheduled reads.

3.2.17.12 It also is highly desirable to have a means to prioritize automated reads and re-read attempts for missing reads according to the monthly billing cycle schedule.

3.2.17.13 Data Quality. On a daily basis, the Host System must transfer – automatically or through a scheduling function – all meter diagnostic flags, tamper warnings, communication hardware problems, etc., with the register and interval data.

3.2.17.14 Time Adjustments. There must be an automated or manual process to check and/or force a time adjustment at Collectors and Functional Devices. System must be able to support Daylight Savings Time.  Describe how your system supports Daylight Savings changes.  Describe which time zones your system supports (GMT, US time zones).

3.2.17.15 Export Data Function. Outputs must be scheduled independent of scheduled reads. The System Operator must be able to manually create, or recreate, export files for specific meters for specific dates. A mechanism must exist to create separate export files for register data and interval data.

3.2.17.16 Priority Outputs. It is highly desirable to be able to prioritize scheduled outputs by bill cycle.

3.2.17.17 Data Recovery. System must enable both manual and auto data recovery, by meter, for missing data. All recovered data must be uniquely flagged so that it can be automatically exported to SCL’s MDMS.

3.2.18
Reporting Capability

On a daily basis, the AMI System must provide a standard summary report of all operational metrics and system health. Included in this report are: 

3.2.18.1 Number of Meters installed

3.2.18.2 Number of Meters registered by the Network

3.2.18.3 Number of Meters registered as of midnight but not reporting

3.2.18.4 Number of Meters discovered the previous day 

3.2.18.5 Number of Meters reporting

3.2.18.6 Percent of registered Meters reporting

3.2.18.7 Percent of registered Meters that reported midnight reads for the three days previously.

3.2.18.8 Number of Collectors installed

3.2.18.9 Number of Collectors active for any given time

3.2.18.10 Number of outage events taking place the previous day

3.2.18.11 Number of restoration events taking place the previous day

3.2.18.12 Number of meters de-energized during the read-cycle

3.2.18.13 Number of disconnected meters as of midnight

3.2.18.14 Percent of intervals reported as of midnight

3.2.18.15 Number of potential physical meter tampers detected for the previous day

3.2.18.16 Number and taxonomy of cyber-security events detected for the previous day

3.2.18.17 A list of specific Fixed Network elements that need repair

AMI System must have the capability to perform the following reporting functions:

3.2.18.18 Meter lifecycle, including all stages (new meter, installed meter, acquired meter, reading meter)

3.2.18.19 Error code/diagnostic reports

3.2.18.20 Meter End-Points out of time-sync tolerance

3.2.18.21 Power status check

3.2.18.22 Batch exports of Meter End-Points that had outages during the previous day and the times they occurred. This should be a daily status or event file sent to the MDMS. There should be a manual override capability to cancel the processing and/or export of a specific day’s scheduled report/export in the event of a major outage.

3.2.18.23 The System must support reading all available error codes the meter can be programmed for, such as low battery, checksum, current imbalance. If the LCD on the meter shows an error, the Host System must report at least that the error exists.
3.2.19
Data Storage

3.2.19.1
The Host System must have enough on-line storage capacity to be capable of storing the last 60 days of read, communication, diagnostic, transaction logging and statistical data.

3.2.19.2
The Host System must have mostly automated means to purge usage data more than N days old; N is a selectable value.

3.2.20
Timing

All data inserts, changes and deletes must be time stamped within one (1) minute relative to NIST.

3.2.21
Upgrades

3.2.21.1
Hardware

SCL will maintain the proper configuration of the computing hardware, including application, database servers and user workstations as well as networking infrastructures. The AMI Vendor must provide consultative assistance to SCL as needed.

3.2.21.2
Software

The AMI Vendor must maintain the integrated system configuration through periodic Software patches, new releases, and upgrades of individual system components from their respective suppliers over the project development and deployment lifecycle. SCL will assist the AMI Vendor in this effort and will apply all Software patches. The AMI Vendor will warranty all integration services on the Host System at the time of upgrade.
3.2.22
Disaster Recovery

The AMI System must be able to support disaster recovery events.  Describe how your system can be configured for a second geographic location “warm site”.

3.3
Meter End Points Solution

3.3.1
General
All Meter End-Points must support the following requirements:

3.3.1.1
100% solid-state and conforming to the latest revision of ANSI C12.1, C12.10, C12.18, C12.19, C12.21 and C12.20 standards.  SCL desires to buy a system with an open standards communication protocol or ANSI C12.22 compliance.

3.3.1.2
Preprogramming of the Meter at the factory.

3.3.1.3
Removable, sealable twist-lock glass covers.

3.3.1.4
A production history of at least one (1) year.

3.3.1.5
Time accuracy for all endpoints and head end within 15 seconds of NIST using line frequency for standard time reference during autonomous operation. (A battery, if present, will only be used during outage conditions.)

3.3.1.6
All firmware in the metrology, communication module and HAN portion can be remotely upgradable over the network.

3.3.1.7
Meter metrology programs must be upgradable over the network.

3.3.1.8
A second meter source is required.

3.3.1.9
All meters must provide cumulative total consumption (kWh) where the Meter can detect and/or meter reverse power flow. If metered then reverse flow must be added to forward flow or the capability exists to meter each direction separately. In addition all meters must be capable of being reprogrammed to do net metering.

3.3.1.10
Meter must support a remotely or locally initiated meter test for communications connection status.

3.3.1.11
All Commercial/Industrial  (C&I) meters require enough load profile memory to record two channels of five minute intervals for 35 days without data loss.  All residential meters require enough memory for one channel of load profile for 15 minute intervals over 70 days.

3.3.1.12
Meter must support generation and reporting of cyber-security events such as unauthorized attempts to modify meter or firmware settings.

3.3.2 Commercial Meter Functionality

Unless specifically stated below, all Commercial Meters have the following functionality:

3.3.2.1
Option for easily installed hardware upgrades to provide KYZ pulses, telephone modems and bi-directional measurements.

3.3.2.2
The ability to operate on and measure 96 V to 528 V AC (Auto voltage ranging).
Demand (kW)

3.3.2.3      The C&I Meter End-Point must be capable of supporting rolling 15 minute demand periods with five minute sub intervals. 
3.3.2.4      Specific commercial meters must be able to support 4 quadrant energy data (real energy received and delivered, reactive energy received and delivered).

3.3.2.5       Must be 0.2 ANSI Accuracy Class. SCL as-found acceptance test requires:

Full load: + or – 0.2%

Light load: + or – 0.3 to .4%

Element balance + or – 0.3 to .4%

3.3.2.6       Must have the capability to detect line-side voltage deviations beyond a programmable threshold including single potential loss in a Meter.

3.3.3 Residential Meter Functionality
 

3.3.3.1      Must be 0.2 ANSI Accuracy Class. SCL as-found acceptance test requires:

Full load: + or – 0.2%

 Light load: + or – 0.3%

3.3.3.2      SCL requires Residential Meters to have kW demand and net metering capability

3.3.4 Reliability

SCL expects a very high degree of reliability with the AMI System. Vendors must list expected reliability. SCL expects AMI Vendors to replace all failed meters that exceed agreed-upon annual failure rates as well as reimburse SCL for replacement labor costs pursuant to terms of the Extended Warranty for Meter End-Points.

3.3.5
Data Delivery 

SCL will verify the following mandatory requirements as part of our System Test (ST). NOTE: A Registered Meter is one that has completed its initial acquisition with the Fixed Network and been placed on a read schedule in the Host System.

3.3.5.1       Requirement 1. Where SCL has completed at least 96% of all meter installations within a Test Area and Collectors are installed, as defined by the AMI Vendor, 99.5% of all installed meters must be Registered within twenty four (24) hours of the last meter installed in said area.
3.3.5.2       Requirement 2. For Registered meters, 100% of all scheduled meter readings must be successfully captured in the Host System within sixty (60) minutes without human intervention. 
3.3.5.3       Reporting of Power Outages.  Describe how power outages are recognized and recorded by the Head End system.
3.3.5.4       On Request Reads.  Describe how its AMI produces Meter Reads that can be retrieved as often as necessary on a daily basis. In its description, the Vendor should focus on any differences between acquiring Meter Reads at the culmination of each Daily Read Period and that of an off-scheduled request for a Meter Read.

3.3.6
      On-board Memory and Local Integration

3.3.6.1
SCL requires that all meter measurements be retained in non-volatile memory at the Meter End-Point so that data can be recovered up to 35 days later.

3.3.6.2       Commercial Meter End-Points must have adequate memory to store the last 35 days of reads, diagnostics and event information in non-volatile memory. This includes daily reads and interval data.

3.3.6.3       Residential Meter End-Points must have adequate memory to store at least 70 days of reads, diagnostics and event information in non-volatile memory. This includes daily reads and interval data.

3.3.6.4       A means must be provided by the AMI Vendor to download these measurements to a portable field reading tool without removing the meter cover through either an RF link or optical port. 

3.3.6.5      Software and hardware tools that leverage open protocols must be provided for on-site meter maintenance:

· Local programming

· On-site communications testing

· Historical data download

· Meter diagnostics for commercial meters

· Accuracy Testing

3.3.7
Programmability

Using the MDMS, SCL is moving to a model where all meters collect interval data and time-sensitive rates are not programmed at the meter, but rather interval data is collapsed to totals required to feed the billing system. Even though SCL is moving to this interval data model, the following minimum programming requirements are still required:

3.3.7.1       The ability to change interval data resolution, and LP interval length over the Network must be supported. 

3.3.7.2       Where kW demand is recorded, the System must enable SCL to read and remotely reset kW demand every day. 

3.3.7.3      All three-phase meters must also include an ANSI C12.18 Type 2 optical port for programming and data retrieval in the event of extended loss of communication to the meters.

3.3.7.4       All three-phase meters must be programmable locally with Meter Vendor-provided Software without requiring removal of the meter cover.

3.3.8
LAN Protocol and LAN Modules

At a minimum the LAN Module/LAN Protocol must support the following transactions: 

3.3.8.1       Clocking/timing from backhaul .      
3.3.8.2       From Host System send a time reference to the LAN Module.
3.3.8.3       From Host System send a Price Signal to a LAN Module.
3.3.8.4       From Host System send to a LAN Module (or load control device) the commands to cause load disconnection for a duration “N” minutes starting at time “T” (or Vendor’s equivalent functionality).
3.3.8.5       Use Host System to demonstrate a broadcast control command to multiple load control devices in arbitrary group on at least two different collectors.

3.3.8.6       Use Host System to cancel the load event to a specific control included in the broadcast above.
3.3.8.7       Use Host System to receive acknowledgements from all load control points included in the group broadcast above. An immediate acknowledgement is not required but should occur no later than the next regularly scheduled communication.

3.3.8.8       For all new Meter End-Points, the LAN Modules must be contained “under the meter cover” integrated and tested with the Meter before shipment to SCL. 

3.3.8.9       If the LAN Module can be separated from the meter, a separate and unique barcode ID for the LAN Module must be provided.

3.3.8.10 The AMI Vendor the meter manufacturer must supply a file that associates Meter ID with LAN Module ID.equipment.

3.3.9
Communications Testing

The AMI Vendor must provide tools for on-site communications testing to troubleshoot meter to network connectivity. Tools should be able to diagnose communications signal strength as appropriate.

3.3.10
Remote Disconnects/Reconnects

SCL intends to install about 370,000 remote disconnect meters on 2S and 12S (120-volt/208-volt service) meters with 200 amp interrupting capability.

Remote reconnect functionality must not occur if load-side voltage is present on a disconnected load.

3.3.10.1 Explain how customer intervention is required or not before physical reconnect can take place.

3.3.10.2 The Meter End-Point provides acknowledgement to Host System of disconnect operation (both opening and closing)

3.3.11
Multiple Meter Manufacturers

For all common meter form factors (2S, 9S, 12S and 16S), the LAN Module must be compatible with meters produced by a minimum of two (2) manufacturers. SCL’s Meter Services and Purchasing departments must approve these meters.

3.3.12
Meter Locking Rings

SCL desires to use a locking device to lock all meters to their sockets for added security

3.3.13
Tamper and Theft 

The Vendor should indicate how tampering and interfering with any component are addressed:
3.3.13.1 When and how instances of tampering and interference are reported;
3.3.13.2 How this information is relayed to the head end;
3.3.13.3 The various messages received by the head end;
3.3.13.4 The method followed by the AMI system for identifying the severity of the tampering and/or interference;

3.3.13.5 Theft impact with respect to the ongoing collection of data at the AMCD and meter.
3.3.14
Batteries for Meter End Points
SCL is specifying no batteries in our residential meters.  If the C&I Metering solution requires a battery, the Vendors should identify:
3.3.14.1 The purpose of the battery; and
3.3.14.2 Whether there are situations that could result in the need to replace the battery before the end of the AMI’s twenty (20) year operating life.
3.3.14.3 If a battery is used, the Vendors should state how voltage and battery life are monitored and how it is to be maintained. If the life of the battery is less than 20 years, the Vendor should state the method and skill sets needed by SCL in order to install a replacement.
3.3.14.4 If the Meter is programmed to collect profile data, the Vendors should indicate the impact on the battery life, if any.

3.3.15
Time Synchronization 

3.3.15.1
The Vendor should describe how the AMI system will be synchronized to a standard Time.

3.3.15.2
The Vendor should describe how the AMI system will maintain time synchronization following a power outage to ensure accuracy within specified time tolerances.

3.3.15.3
The Vendor should describe how it proposes to manage changes relating to local daylight savings time and changes to a future Daylight Savings Time definition.

3.3.15.4
Does the meter's internal clock keep time even if there is no communication with the network?  Explain how the meter maintains holdover accuracy to ANSI C12.1 specifications.

3.3.15.5 Time Adjustments. There must be an automated or manual process to check and/or force a time adjustment at Collectors and Functional Devices. 
3.3.15.6 Each node must be kept within 15 seconds of all other nodes.  If communications are lost but the node is powered the node will not diverge in time more than 5 seconds per day.  If the node is unpowered and time is maintained by battery the time will not diverge more than 10 seconds per day.
3.3.17
Mounting Meter
The Vendor should indicate any circumstance that would require an external device or antenna to connect the electric meter to the AMI network.

The Vendor should indicate any additional real estate requirements that would be necessary at the customer’s premises beyond that of the current meter mounting apparatus and profile.

For devices outside the meter or in a collar mount, the Vendor should describe features to facilitate  mounting of the meter to different materials including, but not limited to, masonry, wood, pipe or any other building materials.

3.3.18
Voltage Measurement

3.3.18.1
Every meter end point must measure voltage within 0.2% accuracy to support voltage profiling. 
3.3.18.2
Describe how the proposed solution captures voltage min/max. 

3.3.18.3
Describe how voltage deviation events from ANSI requirements are communicated as high-priority messages for DA functions.

3.3.18.4
Describe additional functionality for “at the meter” autonomous event control during frequency disturbance. For example. If the meter senses a significant out of frequency event, can it communicate the event leveraging OpenADR and/or ZigBee/HomePlug Smart Energy profile protocols? 

3.3.18.5
Describe additional functionality during this type of event to automatically control authorized controllable demand response loads.

3.3.18.6
Please specify the power quality information which is available. Report power quality (e.g., sags and swells, VAR, PF). 
	3.3.19
AMI Module

If information is not obtainable directly from the meter and is provided on the module, specify the information and the tolerance. If these functions are not available on the module the functionality must be available elsewhere in the AMI system.  Indicate the device obtaining the information and its tolerance.


	The AMI module(s) must be able to:


	3.3.19.1
Access the meter register to obtain all data (e.g., billing determinants, voltage, VARs, etc.) that is available from the meter as configured.  

	3.3.19.2 Measure the requested information from the meter, i.e., may not calculate or measure the information on-board the AMI module (no pulse metering).  The accuracy of the data must be dependent on the accuracy of the meter, not the module.

	3.3.19.3
Count momentary outages as defined in the last version of IEEE 1366 (blinks); please specify the module’s definition of a blink and whether the definition is fixed or programmable/definable.

	3.3.19.4
Maintain data integrity in case of outage.

	3.3.19.5
Retrieve all requested information from a meter on an individual, on-demand basis with a maximum response time of 10 seconds between the point at which the command leaves the Collector and the point at which the Collector receives the response from the end point.  

	3.3.19.6
Enable automated distribution through command control of other devices (normally an on/off command) such as load control, capacitor banks, regulators and switches.

	3.3.19.7 Communicate automatically with the AMI system to notify when it is installed.


3.3.20 Pre-payment Metering
The Vendor is requested to state whether its AMI offers a pre-payment feature.
3.3.21 Load Control
The Vendor is requested to state whether the AMI proposed offers any load control feature; Does the remote disconnect switch provide load limiting capability?

3.3.22 HED (Home Energy Display) 

3.3.22.1
How does the Vendor solution support Home Energy Display “HED” 
functionality?  Please describe.

3.3.22.2
Identify communication protocols used that are identified in the NIST Roadmap. HED Modules should conform to commonly available and published media standards, such as IEEE 802.11 (a/b/g), Zigbee, Home Plug, IEEE 802.15.4, CDMA/1xRTT, GSM/GPRS, iDEN and industrial Bluetooth.

3.3.22.3
How are messages securely routed between the Communications Network and the customer's HED for the purpose of monitoring/activating customer devices or communicating to a in home display?
3.3.22.4
Can your system support a  HED solution which successfully transmits data 150 feet from node to node under typical indoor conditions (such as found in a large residential home or one of three floors of apartment/condos supplied by a common meter room)

3.3.22.5
Does the proposed solution include meter diagnostics?  Please list.

3.3.22.6
Is the AMI meter able to send non-usage messages such as events and alarms to the head end? These should contain date/time from internal real time meter clock, message code/type, and meter identifier?

3.3.23
Identity Integrity
Identity integrity means the ability to ensure that when System Operators electronically export Meter usage data from the Host System associated with meter number (e.g., “20 406 865”), that in fact, this is the data from the Meter with label “20 406 865” that the customer reads.

SCL requires that AMI Vendor warrant at the time of delivery of each Meter End-Point that:

3.3.23.1 The 17-character bar code contains the alphanumeric serial number (SCL format) printed on the label.

3.3.23.2 The 8- or 9-digit Meter OEM serial number printed on the label in the largest font matches will match the 8- or -9-digit Meter OEM serial number contained in the 17 character bar code.

3.3.23.3 The AMI vendor delivers with each Order an electronic file that associates a LAN ID with the Meter OEM serial number.

3.3.23.4 The 8- or 9-digit Meter OEM serial number is unique compared to prior meter serial numbers delivered to SCL by the AMI Vendor.

3.3.23.5 The Electronic Meter Number, if present, in the memory of the meter is unique compared to prior Electronic Meter Numbers delivered to SCL by the AMI Vendor.

3.3.23.6 The LAN ID associated with the Meter OEM serial number is unique compared to every LAN ID delivered earlier by the AMI Vendor.

3.3.23.7 In a repaired meter, the Meter OEM serial number and LAN ID remain unchanged unless the AMI Vendor provides SCL written notice.

3.3.23.8
For each and every electronic export of meter data from the Host System there is a  Meter OEM serial number that identifies the data is derived from the physical asset delivered to SCL with same Meter OEM serial number printed on the meter label.

3.4 Security Solution

These are the security requirements that vendors must address to be considered a viable respondent to this RFP.  They reference the AMI security requirements as they exist today, and note that there will be further standards to emerge from NIST, as well as a product certification methodology.  The expectation of the successful vendor is that the AMI system will work to meet all emerging standards and be certified as compliant with those standards by NIST.
3.4.1 General

3.4.1.1             Compliance with North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Reliability Standards during and after the installation and activation of Smart Grid technologies is required so that the bulk-power system is not jeopardized
3.4.1.2             The vendor will, at the vendor’s sole cost, submit the meters and applicable system components for standards testing and attempt to gain certification, upon promulgation of security and certification standards from the National Institute for Standards and Technology (NIST).  The vendor will communicate the results of that testing to the City.

3.4.1.3             Additionally, Vendors should ensure that their security responses not only reflect the requirements of Section 3.4 of this RFP but also are consistent with the requirements detailed in the "AMI System Security Requirements" issued by the Unified Communications Architecture International User Group (UCAIUG).
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3.4.1.4             The end-to-end system has been exposed to security testing by an objective third party, and testing results can be provided.

3.4.1.5             The system employs digital certificates or keys as an authentication mechanism for access to meters and network components and between components, where applicable.

3.4.1.6             The system employs a key or certificate management infrastructure that changes the keys or certificates at some frequency, and has the ability to revoke compromised keys or certificates.

3.4.1.7             The system is capable of upgrading firmware for meters and network components remotely from a central location to support future NERC and FERC security requirements

3.4.2 Supply-Chain Security

3.4.2.1             Provide attestation or certification of component integrity and supply-chain security
3.4.2.2             Provide attestation that all commands and access methods have been removed, which are required for the manufacturing and Q/A processes, and that no undocumented commands remain

3.4.3 Meter/Collector Security

3.4.3.1             Supply detail on how elements of the AMI system devices are physically protected.

3.4.3.2             Supply detail on preventive and/or detective controls at the meter, which are designed to prevent:

3.4.3.2.1 Unauthorized access or privilege escalation

3.4.3.2.2 Disruption of operation

3.4.3.2.3 Modifications of meter settings

3.4.3.2.4 Modifications of meter data
3.4.3.2.5 Modification of meter firmware

3.4.3.2.6 Modification of meter operating system
3.4.3.2.7 Denial of service attempts

3.4.3.3             Supply attestation that all undocumented commands and access methods have been removed
3.4.3.4            Supply detail on non-repudiation controls
3.4.4 Network/Communication System Security

3.4.4.1             Supply detail on preventive and/or detective controls on network components, which are designed to prevent or mitigate:

3.4.4.1.1 Unauthorized physical access

3.4.4.1.2 Unauthorized access or privilege escalation

3.4.4.1.3 Disruption of operation

3.4.4.1.4 Alteration of network settings
3.4.4.1.5 Alteration of data in transit

3.4.4.1.6 Operating system modification

3.4.4.1.7 Denial of service attempts

3.4.4.2             Supply detail on confidentiality controls for data in transit
3.4.4.3             Supply detail on data integrity controls
3.4.4.4             Supply detail on security controls for access and collection points
3.4.4.5             Supply detail on detective controls employed in the communication system, i.e. security monitoring and logging, and alerting on suspicious events
3.4.4.6             Supply detail on resilience and availability controls in the communication network
3.4.4.7             Supply attestation that all undocumented commands and access methods have been removed from network components
3.4.4.8             Supply details on how updates and security patches will be maintained on network components

3.4.5 Gateway/Head-End System Security

3.4.5.1             Supply detail on how the system is to be hardened for security prior to production operation

3.4.5.2             Supply detail on how updates and security patches will be maintained.

3.4.5.3             Supply details on events the system will routinely write to log files

3.4.6 Field Maintenance Equipment Security

3.4.6.1             Supply detail on methods to remotely disable lost or stolen field maintenance equipment

3.4.6.2             Supply information on vendor’s process to test security patches and demonstrate normal operations and communicate that information to customers

3.4.6.3             Supply details on cryptography employed by the field maintenance equipment

3.4.7 Organizational Security

3.4.7.1             Describe controls to prevent a rogue administrator from causing system-wide shutdown

3.4.7.2             Describe the size and scope of your company security organization

3.4.8 Third-Party Security

3.4.8.1             Supply detail on projected vendor support remote-access requirements

3.4.8.2             Supply information on how maintenance technicians will be accountable for work

3.4.8.3             Supply detail on vendor’s employee credential revocation processes

3.4.8.4             Supply details on background checking process for maintenance technicians that access the system remotely; supply audit artifact that demonstrates access auditability

3.4.8.5             Supply detail on remote access authentication for all remotely-accessed components

3.4.9 Collector Security (all types)

3.4.9.1             Supply detail on preventive and/or detective controls at the collector, which are designed to prevent:

3.4.9.1.1 Unauthorized physical or cyber access or privilege escalation

3.4.9.1.2 Disruption of operation

3.4.9.1.3 Alteration of meter settings
3.4.9.1.4 Alteration of meter data
3.4.9.1.5 Modification of meter operating system
3.4.9.1.6 Denial of service

3.4.9.2             Supply attestation that all undocumented commands and access methods have been removed
3.4.9.3             Supply detail on non-repudiation controls

3.5 Smart Grid Solution
3.5.1             The AMI communication infrastructure must be capable of supporting one or more industry standard protocols to allow third party equipment integration for Distributed Generation, Distribution Automation and other Smart Grid applications. The systems that can meet this requirement for both customer in-home devices and utility control, monitoring and sensing will be given preference. 

3.5.2             The system must be capable of high speed, low latency, secure communications to support Smart Grid applications.

3.5.3             The system must have Quality of Service (QoS) functionality to guarantee reliable and timely transmission of high priority commands and messages during the periods of high data traffic. Vendor must describe the ability to configure the QoS to control messaging and the expected latency for high priority commands given specific levels of loading. 

3.5.4             Vendor must demonstrate experience integrating Smart Grid systems and applications with the proposed AMI system. Examples can include Demand Response systems and/or applications, Distributed Generation and Energy Storage systems, medium voltage (26kV) distribution control equipment, medium voltage power sensing and monitoring distribution equipment. Please note that Seattle City Light’s distribution voltage is 26kV.

3.5.5             Vendors describe how they provide an ubiquitous network access.  Devices anywhere should be able to talk to devices anywhere without depending on a head-end application.  SCL prefers head-ends not be a central hub for communications. (single points of failure).

3.6
System Installation & Operations

3.6.1
System Installation 

3.6.1.1             SCL expects the AMI Vendor(s) to supply a local support staff for both Stage 1 and Stage 2 of deployment. This should include a designated Project Manager and locally based technical support staff.  Support will consist of the following:

3.6.1.2             Support to SCL’s information technology and communications team responsible for installing and maintaining the server and communication infrastructure to support the Host System including the WAN connection to the Collectors.

3.6.1.3             Support to the System Operators who will be operating the AMI System and conducting a large part of the SAT.

3.6.1.4             Support for Meter End-Point Logistics, e.g. answer questions by the meter service department and the Field Contractor, resolve performance issues, if any, with the Meter End-Points., etc. An AMI-trained local Meter Vendor representative may be sufficient for this support.

3.6.1.5             At the beginning of Stage 1, and in the case where the AMI Vendor provides substation Collectors, SCL will want assistance to install and establish operations on the first substation.

In Stage 2 most of the needed support will be around Collector issues, Meter End-Point Logistics, and IT integration with AMI Head-end and MDMS systems. 

3.6.2
Meter End-Point Installation

3.6.2.1
During both Stage 1 and Stage 2 deployments, SCL expects most Meter End-Point installations to be performed and managed by a third-party meter installer (“Field Contractor”) that specializes in large electric utility deployments. SCL will contract separately with a Field Contractor for this purpose under a separate RFP. The AMI Vendor also may bid on Meter End-Point deployment at that time, and should indicate its interest in doing so in this Proposal. 

For all new electric services that come on line throughout the deployment period, SCL expects to install AMI Meter End-Points per its usual process using its own crews. This amounts to about 11,500 residential accounts and 2,500 commercial accounts per year.

3.6.2.2
During deployment, the AMI Vendor must provide all specific/unique tools required to correctly install, configure, troubleshoot and test meters within the AMI System including the retrieval of on-site data (i.e., consumption read, tamper alarms and any other diagnostic data). However, SCL prefers systems where no unique tools will be required during Meter installation.  Please describe the tools used in deployment.

3.6.2.3
Proposer must state the average time required per residential install based on verifiable previous experience.

3.6.3
Meter End-Point Order and Delivery

3.6.3.1
SCL will rely on its Field Contractor to determine type, lead-time and quantity of Meter End-Points to be ordered during Stage 2 (mass meter) deployment; however, the official Order will come through City of Seattle Purchasing. 

3.6.3.2
Meter End-Points must be delivered by the AMI Vendor to a warehouse FOB Seattle. SCL will perform acceptance testing on each shipment of meters utilizing our existing acceptance process at SCL’s Meter Lab.

3.6.3.3
All Meters must be shipped four to a box with environmentally safe packing materials (no Styrofoam packing material will be accepted).
3.6.3.4
The AMI Vendor must provide SCL, at time of shipment, with an existing file format(e.g., SCL uses a defined ASCII format) that holds the Meter Vendor’s certified factory test results for each meter, and the relationship between the OEM Meter Serial number and the LAN Module ID. 

3.6.3.5
The AMI Vendor must ensure that communications equipment and Meters are available and delivered in a timely manner to meet installation schedule requirements, including any special handheld devices or other equipment necessary.

3.6.4
RF Collector Installation

3.6.4.1
If RF Collectors (and/or Repeaters) are installed in meter sockets, then SCL expects to install these meters using SCL journeymen Meter Electricians or the Field Contractor. If the Collectors require a wired connection, then SCL will execute an agreement with the premises owner and manage the entire process, including the wired communication link to the Collector.

3.6.4.2
If RF Collectors (and/or Repeaters) are located on SCL power poles, streetlights or Utility-owned/leased radio towers, then SCL or the AMI Vendor could manage these Collectors. For Collectors predominately located on power poles, SCL encourages the AMI Vendor to propose a service option to install these Collectors, provided that these works meet the requirements of SCL’s contract with IBEW. 

3.6.4.3
If RF Collectors (and/or Repeaters) must be located on non-SCL infrastructure, the prospective AMI Vendor must describe the services the Vendor will provide and include cost for such services separately in Schedule P.

3.6.5
WAN Provisioning

3.6.5.1
SCL has strong preferences for Collectors with proven, secure WAN backhaul capability. SCL has a strong preference to NOT use POTS circuits.  

3.6.5.2
For Collectors located in substations or secured radio towers, an IP-based protocol via Ethernet is the preferred connectivity for these Collectors. This gives SCL flexibility in choosing a WAN technology most appropriate for each particular location. WAN technology alternatives include private IP/Ethernet radio and leased frame-relay services.

3.6.5.3
Eliminates LEC providing circuits

3.6.5.4
SCL expects that the prospective AMI Vendor will provide in its Proposal a named vendor and pricing for WAN provisioning to Collectors. However, SCL is prepared to negotiate service rates for recurring telecom services from local providers. 

3.6.6
Collector Location Design

3.6.6.1
The AMI Vendor is responsible for defining the criteria for Collector locations and will jointly, with SCL, identify specific locations for this Equipment. The AMI Vendor will approve final location of all sites prior to installation. Collector location design will affect the outcome of SCL’s evaluation.  Selection of collector sites shall be to support a certain level of performance and if not met, the AMI vendor shall be responsible for repositioning.  System performance specs will be agreed upon at time of contract based upon manufacturer specifications as a baseline.

3.6.6.2
SCL will provide access to its own poles, towers and substations as required to install AMI equipment. (If Collector inventory is related to meter socket form factor, then SCL requires that all such Collectors utilize 2S form factors to simplify maintenance requirements.) If access to non-SCL facilities is required, AMI Vendor must negotiate use of third-party facilities and manage all logistics for obtaining access on behalf of SCL.
3.6.6.3
The AMI Vendor will provide all software and hardware tools required to survey, install, field test and troubleshoot all Network equipment and associated links. The AMI Vendor must provide the necessary documentation and troubleshooting guides.

3.6.6.4          
After Vendor down select in the procurement process, Vendor must include an analysis of the SCL coverage area so that the number of collectors required is accurately accounted for in the proposal.  A 3rd party company will validate the vendor studies. SCL will negotiate final communication infrastructure costs based on the 3rd party and vendor studies.  After agreement, Proposer will assume financial responsibility for infrastructure requirements exceeding the negotiated communication infrastructure costs.

3.6.7
Spectrum Licensing 

If the proposed AMI System utilizes licensed radio frequency spectrum, Vendors will be expected to provide detailed information on license requirements, viable licensors and estimated costs, and secure licenses.

3.6.8
Ongoing Support

The AMI Vendor must provide:

3.6.8.1             A detailed schedule with estimated time and materials costs of all field work required to maintain the AMI System for the operating life and extended operating life, including but not limited to battery replacements, communications frequency testing/adjustments, anticipated program or firmware upgrades to ensure system compatibility, and AMI component product replacements due to end of life concerns.

3.6.8.2             A full explanation of how monitoring of the AMI communications Network is conducted, what preventative and/or predictive measures need to be employed, and what level of field support is required. Vendor must provide recommendations for skill levels of field personnel, spare network communications equipment, and timeframes for dispatch, arrival, and restoration of network faults.

AMI Vendor must be able to provide the following level of support:

3.6.8.3             Response time within two (2) hours on high priority issues

3.6.8.4             Response time within four (4) hours on other priority issues

3.6.9
Service Option

Vendor should provide an annual service option alternative to cover maintenance and/or replacement of network communications equipment on an outsourced basis for the entire operating system life and extended operating life of the System. Services should be provided at a level to maintain the System at designated performance levels. Service options should detail the types and numbers of support staff required, their location, and the proposed service level agreement to maintain the Network as prescribed.

4.
PROPOSAL PROCEDURES AND PROCESS
This chapter details City procedures for directing the RFP process.  The City reserves the right in its sole discretion to reject the proposal of any Vendor that fails to comply with any procedure in this chapter.

4.1
Communications with the City.

All Vendor communications concerning this acquisition shall be directed to the RFP Coordinator.  The RFP Coordinator is: Jason Edens.
If delivered by the U.S. Postal Service, it must be addressed to:
 

Jason Edens
 

City of Seattle 

Purchasing and Contracting Services Division

PO Box 94687

Seattle, WA  98124-4687

If delivered by a courier, overnight delivery or other service, address to
 
Jason Edens
 
City of Seattle 

Purchasing and Contracting Services Division



Seattle Municipal Tower



700 5th Ave., #4112


Seattle, WA  98104-5042

Unless authorized by the RFP Coordinator, no other City official or City employee is empowered to speak for the City with respect to this acquisition.  Any Vendor seeking to obtain information, clarification, or interpretations from any other City official or City employee other than the RFP Coordinator is advised that such material is used at the Vendor’s own risk.  The City will not be bound by any such information, clarification, or interpretation.  

Following the Proposal submittal deadline, Vendors shall not contact the City RFP Coordinator or any other City employee except to respond to a request by the City RFP Coordinator.

Contact by a vendor regarding this acquisition with a City employee other than the RFP Coordinator or an individual specifically approved by the RFP Coordinator in writing, may be grounds for rejection of the vendor’s proposal.

4.2
Mandatory Pre-Proposal Conference. 

A mandatory pre-proposal conference is scheduled for 9:00 a.m. to noon, Tuesday, October 26, 2009, at the Seattle Purchasing Services Office, 700 5th Avenue, Suite 4112, Seattle. Potential Vendors must send at least one representative; conference call-ins will be accepted.  Please RSVP to Jason.edens@seattle.gov with the Name, Title, and Function of the participants on the call. Failure to attend the pre-proposal conference will result in a vendor being disqualified from participating in the RFP.

Please email or fax the name, contact information and Utility affiliation for all of those who will be attending by noon, Friday, October 22, 2009 to Jason Edens, Purchasing, by email at Jason.edens@seattle.gov.

Though the City will attempt to answer all questions raised during the pre-proposal conference, the City encourages Vendors to submit questions Vendors would like addressed at the pre-proposal conference to the RFP Coordinator, preferably no later than three (3) days in advance of the pre-proposal conference.  This will allow the City to research and prepare helpful answers, and better enable the City to have appropriate City representatives in attendance.

Vendors are required to attend in order to be eligible to submit a proposal.  The purpose of the meeting is to answer questions potential Vendors may have regarding the solicitation document and to discuss and clarify any issues.  This is an opportunity for Vendors to raise concerns regarding specifications, terms, conditions, and any requirements of this solicitation.  Failure to raise concerns over any issues at this opportunity will be a consideration in any protest filed regarding such items that were known as of this pre-proposal conference.

4.3
Questions
Questions shall be submitted electronically to Jason.edens@seattle.gov no later than the date and time given on page 1.  Failure to request clarification of any inadequacy, omission, or conflict will not relieve the vendor of any responsibilities under this solicitation or any subsequent contract.  It is the responsibility of the interested Vendor to assure that they received responses to Questions if any are issued.

4.4
Changes to the RFP/Addenda
A change may be made by the City if, in the sole judgment of the City, the change will not compromise the City’s objectives in this acquisition.  A change to this RFP will be made by formal written addendum issued by the City’s RFP Coordinator Addenda issued by the City shall become part of this RFP and included as part of the Contract. It is the responsibility of the interested Vendor to assure that they have received Addenda if any are issued.

4.5
Receiving Addenda and/or Question and Answers 

The City will make efforts to provide courtesy notices, reminders, addendums and similar announcements directly to those vendors that the City is aware of who are known to be interested in the project. The City intends to make information available on the City website.  The City website for this RFP and related documents is:   http://www.seattle.gov/purchasing/
Notwithstanding efforts by the City to provide such notice to known vendors, it remains the obligation and responsibility of the Vendor to learn of any addendums, responses, or notices issued by the City.  Such efforts by the City to provide notice or to make it available on the website do not relieve the Vendor from the sole obligation for learning of such material.  
All Bids and Proposals sent to the City shall be considered compliant to all Addendums, with or without specific confirmation from the Bidder/Proposer that the Addendum was received and incorporated.  However, the Buyer can reject the Proposal if it doesn’t reasonably appear to have incorporated the Addendum.  The Buyer could decide that the Proposer did incorporate the Addendum information, or could determine that the Proposer failed to incorporate the Addendum changes and that the changes were material so that the Buyer must reject the Offer, or the Buyer may determine that the Proposer failed to incorporate the Addendum changes but that the changes were not material and therefore the Proposal may continue to be accepted by the Buyer.
4.6
Proposal Response Date and Location

a) Proposals must be received into the City Purchasing Offices no later than the date and time given on page 1 or as revised by Addenda.

b) Responses should be in a sealed box or envelope clearly marked and addressed with the RFP Coordinator, RFP title and number.  If RFP’s are not clearly marked, the Vendor has all risks of the RFP being misplaced and not properly delivered.  The RFP Coordinator is not responsible for identifying responses submitted that are not properly marked. 
a) The City requires one (1) hard-copy original and 19 hard-copies delivered to the City.  The City also requests one (1) CD containing the Vendor’s entire response.
b) Fax, e-mail and CD copies will not be accepted as an alternative to the hard copy requirement. If a CD, fax or e-mail version is delivered to the City, the hard copy will take priority and be the official document for purposes of proposal review.

c) The RFP response may be hand-delivered or must otherwise be received by the RFP Coordinator at the address provided, by the submittal deadline.  Please note that delivery errors will result without careful attention to the proper address.  
If delivered by the U.S. Postal Service, it must be addressed to:

 

Jason Edens
 

City of Seattle, City Purchasing 

PO Box 94687


Seattle, WA  98124-4687

If delivered by a courier, overnight delivery or other service, address to

 

Jason Edens
 

City of Seattle, City Purchasing 




Seattle Municipal Tower



700 5th Ave., #4112


Seattle, WA  98104-5042
d) All pricing is to be in United States dollars.

e) Proposals should be prepared on standard 8 ½” by 11” paper printed double-sided.  Copies should be bound with tabs identifying and separating each major section.  Foldouts are permissible, but should be kept to a minimum.  Manuals, reference material, and promotional materials must be bound separately.   
f) RFP responses should be tabbed and then stapled, with no binder or plastic cover or combed edging unless necessary to provide proper organization of large volume responses.  The City prefers to limit use of binders and plastic covers, but acknowledges that responses of sufficient size may require a binder for proper organization of the materials.  If using a binder, us a recycled or non-PVC product.

g) The submitter has full responsibility to ensure the proposal arrives to the City Purchasing Office within the deadline.  The City assumes no responsibility for delays caused by the US Post Office or any other delivery service.  Postmarking by the due date will not substitute for actual receipt of response by the date due.   Proposals will be opened after the due date and time.  Responses arriving after the deadline may be returned, unopened, to the Proposer, or may simply be declared non-responsive and not subject to evaluation, or may be found to have been received in accordance to the solicitation requirements, at the sole determination of Purchasing.   

h) RFP responses shall be signed by an official authorized to legally bind the Proposer.  

i) The City will consider supplemental brochures and materials. Proposers are invited to attach any brochures or materials that will assist the City in evaluation.
.

4.7
No Reading of Prices

The City of Seattle does not conduct a bid opening for RFP responses. The City requests that companies refrain from requesting proposal information concerning other Vendors until an intention to award is announced, as a measure to best protect the solicitation process, particularly in the event of a cancellation or resolicitation.  With this preference stated, the City shall continue to properly fulfill all public disclosure requests for such information, as required by State Law.
4.8
Offer and Proposal Form
Proposer shall provide the response in the format required herein and on any forms provided by the City herein.  Provide unit prices if appropriate and requested by the City, and attach pages if needed.  In the case of difference between the unit pricing and the extended price, the City shall use the unit pricing.  The City may correct the extended price accordingly.  Vendor shall quote prices with freight prepaid and allowed.  Vendor shall quote prices FOB Destination.   All prices shall be in US Dollars.  

4.9
No Best and Final Offer
The City reserves the right to make an award without further discussion of the responses submitted; i.e. there will be no best and final offer procedure associated with selecting the Apparently Successful Vendor.  Therefore, Vendor’s Response should be submitted on the most favorable terms that Vendor can offer.

4.10
Contract Terms and Conditions
The contract terms and conditions adopted by City Purchasing are included in this RFP.  This includes special provisions and specifications, as well as standard terms embedded on the last page of this RFP. Collectively, these are referred to as “Contract” in this Section, and the City will also incorporate the Vendor’s proposal into the Contract as adopted by the City. 

Vendor agrees, as a condition of submitting an RFP response, to enter into the Contract as provided in this RFP.  

If Vendor is awarded a contract and refuses to sign the Contract as provided in this RFP, the City may reject and/or disqualify Vendor from future solicitations for this work. Vendors are to price and submit proposals to reflect the Contract provided in this RFP.  Under no circumstances shall Vendor submit its own boilerplate of terms and conditions. 

That being said, if a Vendor seeks to modify any Contract provision, the Vendor must submit a request with their proposal, as an “Exception” for City consideration.  The Vendor must provide a revised version that clearly shows their alternative contract language. The City is not obligated to accept the Exceptions. The City may accept some or all exceptions or may refuse. Exceptions that materially change the character of the contract may result in rejection of the proposal as non-responsive.

The City will not modify provisions mandated by Federal, State or City law, including but not limited to Equal Benefits, Audit (Review of Vendor Records), Affirmative Action, Confidentiality, Contract Bond form, and Debarment. Any exceptions to those items will be rejected. The City does not expect to change Indemnification and may reject all exceptions to Indemnification. 

The City shall accept or reject exceptions, and will present a final contract for Vendor signature. The Bidder should be prepared to receive the contract for signature without discussion or negotiation. 

Nothing herein prohibits the City from opening discussions with the highest ranked apparent successful Proposer, to negotiate modifications to either the proposal or the contract terms and conditions, in order to align the proposal or the contract to best meet City needs within the scope sought by the RFP. 

The City will not sign a licensing or maintenance agreement supplied by the Vendor. If the vendor requires the City to consider otherwise, the Vendor is also to supply this as a requested exception to the Contract and it will be considered in the same manner as other exceptions.

4.11
Prohibition on Advance Payments
No request for early payment, down payment or partial payment will be honored except for products or services already received.  Maintenance subscriptions may be paid in advance provided that should the City terminate early, the amount paid shall be reimbursed to the City on a prorated basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory compliance.

4.12
Partial and Multiple Awards
Unless stated to the contrary in the Statement of Work, the City reserves the right to name a partial and/or multiple awards, in the best interest of the City.   Vendors are to prepare proposals given the City’s right to a partial or multiple awards.  If Vendor is submitting an All or None offer, such offer must be clearly marked as All or None.  Further, the City may eliminate an individual line item when calculating award, in order to best meet the needs of the City, if a particular line item is not routinely available or is a cost that exceeds the City funds. 

4.13
Seattle Business Tax Revenue Consideration
SMC 3.04.106 (H) authorizes that in determining the lowest and best Proposer, the City shall take into consideration the tax revenues derived by the City from its business and occupation or utility taxes and its sales and use taxes from the proposed purchase.   Businesses that are located and licensed within the Seattle City limits are eligible for Seattle tax consideration for purposes of calculation of low offer.  This shall be equivalent to a reduction of the cost for purposes of evaluation only, of .030. 
4.14
Taxes
The City is exempt from Federal Excise Tax (Certificate of Registry #9173 0099K exempts the City). Washington state and local sales tax will be an added line item although not considered in cost evaluations.
4.15
Interlocal Purchasing Agreements
This is for information and consent only, and shall not be used for evaluation.  The City has entered into Interlocal Purchasing Agreements with other governmental agencies, pursuant to RCW 39.34.  The seller agrees to sell additional items at the offer prices, terms and conditions, to other eligible governmental agencies that have such agreements with the City.  The City of Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.  Should the Vendor require additional pricing for such purchases, the Vendor is to name such additional pricing upon Offer to the City.
4.16
Equal Benefits
1. Vendors must submit an Equal Benefits Declaration with their ITB response.  If your company does not comply with Equal Benefits and does not intend to do so, you must still submit the Form with your bid. If you do not submit the EB Declaration, your bid may be rejected unless the Buyer can reasonably determine the bidder intent from other bid documents.  

2. Fill out the form properly.  It is essential to your standing in the evaluation process, so it is important to understand and complete the Form properly. 

3. The Buyer can answer many of your questions.  However, the office that handles special Equal Benefit issues for the City is the Contracting Services Division.  The general phone number is 206-684-0430.  If you have any questions, you may call either the Buyer or the Contracting Services Division to ensure you correctly complete the form properly before you submit your bid.  If you are not receiving a response in the time frame you require to submit your bid on time, e-mail the Buyer for direction. 

4. There are 6 options on the Form to pick among.  They range from full compliance (Options A, B, C), to several alternatives that require authorization by the City (Option D, E), to Non Compliance.  Select the option that is true of your company intention if you win award. You will not be allowed to change your answer after you submit the Form, except through the process of clarification initiated by the Buyer.  

5. IMPORTANT:  Fill out the form out to reflect the commitment you are making if you are to win an award.  If you intend to be Equal Benefit compliant should you win an award, answer the form accordingly.

6. Definition of Domestic Partner:  The Seattle Municipal Code defines domestic partner for purposes of compliance as follows (see SMC 20.45.010 Definitions):

“Domestic Partner” means any person who is registered with his/her employer as (having) a domestic partner, or, in the absence of such employer-provided registry, is registered as a domestic partner with a governmental body pursuant to state or local law authorizing such registration.  Any internal employer registry of domestic partnership must comply with criteria for domestic partnerships specified by rule by the Department.

Whether through employer registration or through a public agency registration, the definition of domestic Partner, by City Rule, can not be more restrictive than that provided below:

· Share the same regular and permanent residence; and 

· Have a close, personal relationship; and 

· Are jointly responsible for "basic living expenses" as defined below; and 

· Are not married to anyone; and 

· Are each eighteen (18) years of age or older; and 

· Are not related by blood closer than would bar marriage in the (State in which the individual resides); and 

· Were mentally competent to consent to contract when the domestic partnership began; and 

· Are each other’s sole domestic partner and are responsible for each other’s common welfare. 

"Basic living expenses" means the cost of basic food, shelter, and any other expenses of a Domestic Partner which are paid at least in part by a program or benefit for which the partner qualified because of the Domestic Partnership. The individuals need not contribute equally or jointly to the cost of these expenses as long as they agree that both are responsible for the cost. 

If the employer does not have a registration system and does not intend to implement as part of the Equal Benefits compliance, the City of Seattle has a registration system as an option.  Information is available at: http://www.seattle.gov/leg/clerk/dpr.htm
7. If you have multiple offices, you can be compliant by offering Equal Benefits to only those employees in Seattle office locations and in those offices where they are working on the City contract.  Fill out the form with consideration of the locations that will be providing services in the contract:  
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8. Option D (Substantial Compliance) and Option E (Reasonable Measures) may be checked at time of bid submittal, but require authorization from the Contracting Services Division (206-684-0430).  Go on-line http://www.seattle.gov/contracting/equalbenefits.htm and submit a request for authorization before you submit your bid.  If available, attach the authorization with your EB Declaration. If Contracting Services Division staff are not available or not responding in the time frame you require, call the Buyer for assistance. 
9. The Form provides the Buyer your declared EB status.  However, the City issues the final determination of your EB status for purposes of bid evaluation.  

10. If information on your form is conflicting or not clearly supported by the documentation that the City receives, the RFP Coordinator may reject your bid or may seek clarification to ensure the City properly classifies your compliance.  

Equal Benefits makes a significant difference in your standing as a Proposer.  Here are the evaluation steps:

11. If one or more vendors comply (having properly selected any options from A through E) then:

· Only EB compliant vendors continue towards evaluation.  

· Any non-compliant vendor would be rejected and not evaluated.  These include vendors that select the option of “Non Compliance” (they do not comply and do not intend to comply) or those that the City finds Non Compliant upon review (such as those that select Option D or E and do not have a waiver from the City to select that option, or where the form is blank, or where the Proposer worksheet proves non-compliance even if they checked a compliance option). 

12. The City occasionally receives responses where every Vendor is non-compliant to EB.  If every vendor is non-compliant then:

· All bids or responses that are otherwise responsive and responsible bids will continue forward for scoring and evaluation.

· This is used when every vendor either selects Non Compliance (that they do not comply and do not intend to comply) or is found by the City as Non Compliant upon review.  

13. The Equal Benefit requirements are established under Seattle Municipal Code 20.45.  Compliance to the Equal Benefits statements made by the Vendor is required through the duration of the Contract.  If the Vendor indicates that the Vendor provides Equal Benefits, and then discontinues during the term of the contract, this can cause contract termination and/or Vendor debarment from future City contracts. Equal Benefits may be audited at any time prior to contract award or during the contract.  See the City website for further information:  http://www.cityofseattle.net/contract/equalbenefits/default.htm
4.17
Affirmative Efforts for Women and Minority Subcontracting
Under SMC 20.42.010, the City finds that minority and women businesses are significantly under-represented and have been underutilized on City Contracts.  Additionally, the City does not want to enter into agreements with businesses that discriminate in employment or the provision of services.  The City intends to provide the maximum practicable opportunity for increased participation by minority and women owned and controlled businesses, as long as such businesses are underrepresented, and to ensure that City contracting practices do not support discrimination in employment and services when the City procures public works, goods, and services from the private sector.  The City shall not enter into Contracts with Vendors that do not agree to use Affirmative Efforts as required under SMC Chapter 20.42 or violate any provisions of that chapter, or those requirements given below.

As a condition of entering into a contract with the City, Proposers must agree to take affirmative efforts to assure equality of employment, and subcontracting opportunities when subcontracting is required to fulfill the work required within the Statement of Work for the Contract.  Such affirmative efforts may include, but are not limited to, establishing employment goals for women and minorities and establishing goals for subcontracting to Women and Minority Businesses.   

Vendors entering into Contracts shall actively solicit the employment of women and minority group members.  For Contracts that require subcontracting in order to fulfill the Statement of Work, Vendors shall actively solicit bids for subcontracts to qualified, available, and capable Women and Minority Businesses to perform commercially useful functions.  At the request of the City, Vendors shall furnish evidence of the Vendor's compliance with these requirements to document: 1) Affirmative Efforts to employ women and minority group members; 2) Affirmative Efforts to subcontract with Women and Minority Businesses on City Contracts; and 3) the Vendor’s non-discrimination in the provision of goods and services.

Terms and conditions for affirmative efforts in subcontracting and employment are within the Contract Terms and Conditions.   Proposers are encouraged to review those obligations and be aware of them as a condition of bidding.

4.18
Insurance Requirements

Insurance requirements presented in the Contract requirements shall prevail.  If formal proof of insurance is required to be submitted to the City before execution of the Contract, the City will remind the apparent successful Vendor in the Intent to Award letter.  The apparent successful Vendor must promptly provide such proof of insurance to the City in reply to the Intent to Award Letter.  Contracts will not be executed until all required proof of insurance has been received and approved by the City.

Vendors are encouraged to immediately contact their Broker to begin preparation of the required insurance documents, in the event that the Vendor is selected as a finalist.  Vendors may elect to provide the requested insurance documents within their Proposal.
4.19
Effective Dates of Offer
Vendor submittal must remain valid until City completes award.  Should any Vendor object to this condition, the Vendor must provide objection through a question and/or complaint to the RFP Coordinator prior to the proposal due date.

4.20
Proprietary Proposal Material

The State of Washington’s Public Records Act (Release/Disclosure of Public Records)

Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all materials received or created by the City of Seattle are considered public records.  These records include but are not limited to bid or proposal submittals, agreement documents, contract work product, or other bid material.  

The State of Washington’s Public Records Act requires that public records must be promptly disclosed by the City upon request unless that RCW or another Washington State statute specifically exempts records from disclosure.  Exemptions are narrow and explicit and are listed in Washington State Law (Reference RCW 42.56 and RCW 19.108).  

Bidders/proposers must be familiar with the Washington State Public Records Act and the limits of record disclosure exemptions.  For more information, visit the Washington State Legislature’s website at http://www1.leg.wa.gov/LawsAndAgencyRules). 

If you have any questions about disclosure of the records you submit with bids or proposals please contact City Purchasing at (206) 684-4440. 

Marking Your Records Exempt from Disclosure (Protected, Confidential, or Proprietary)

As mentioned above, all City of Seattle offices (“the City”) are required to promptly make public records available upon request.  However, under Washington State Law some records or portions of records are considered legally exempt from disclosure and can be withheld.  A list and description of records identified as exempt by the Public Records Act can be found in RCW 42.56 and RCW 19.108.

If you believe any of the records you are submitting to the City as part of your bid/proposal are exempt from disclosure , you can request that they not be released before you receive notification.  To do so, you must complete the City Non-Disclosure Request Form (“the Form”).  You should very clearly and specifically identify each record and the exemption(s) that may apply.  (If you are awarded a City contract, the same exemption designation will carry forward to the contract records.)

The City will not withhold materials from disclosure simply because you mark them with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  Do not identify an entire page as exempt unless each sentence is within the exemption scope; instead, identify paragraphs or sentences that meet the specific exemption criteria you cite on the Form.  Only the specific records or portions of records properly listed on the Form will be protected and withheld for notice.  All other records will be considered fully disclosable upon request. 

If the City receives a public disclosure request for any records you have properly and specifically listed on the Form, the City will notify you in writing of the request and will postpone disclosure.  While it is not a legal obligation, the City, as a courtesy, will allow you up to ten business days to file a court injunction to prevent the City from releasing the records (reference RCW 42.56.540).  If you fail to obtain a Court order within the ten days, the City may release the documents. 

The City will not assert an exemption from disclosure on your behalf.  If you believe a record(s) is exempt from disclosure you are obligated to clearly identify it as such on the Form and submit it with your solicitation.  Should a public record request be submitted to City Purchasing for that (those) record(s) you can then seek an injunction under RCW 42.56 to prevent release.  By submitting a bid document, the bidder acknowledges this obligation; the proposer also acknowledges that the City will have no obligation or liability to the proposer if the records are disclosed.

Requesting Disclosure of Public Records

The City asks bidders/proposers and their companies to refrain from requesting public disclosure of proposal records until an intention to award is announced.  This measure is intended to shelter the solicitation process, particularly during the evaluation and selection process or in the event of a cancellation or resolicitation.  With this preference stated, the City will continue to be responsive to all requests for disclosure of public records as required by State Law.

4.21
Cost of Preparing Proposals

The City will not be liable for any costs incurred by the Vendor in the preparation and presentation of proposals submitted in response to this RFP including, but not limited to, costs incurred in connection with the Vendor’s participation in demonstrations and the pre-proposal conference.

4.22
Readability

Vendors are advised that the City’s ability to evaluate proposals is dependent in part on the Vendor’s ability and willingness to submit proposals which are well ordered, detailed, comprehensive, and readable.  Clarity of language and adequate, accessible documentation is essential.

4.23
Vendor Responsibility

 It is the Vendor responsibility to examine all specifications and conditions thoroughly, and comply fully with specifications and all attached terms and conditions.  Vendors must comply with all Federal, State, and City laws, ordinances and rules, and meet any and all registration requirements where required for Vendors as set forth in the Washington Revised Statutes.  

4.24
Changes in Proposals

Prior to the Proposal submittal closing date and time established for this RFP, a Vendor may make changes to its Proposal provided the change is initialed and dated by the Vendor.  No change to a Proposal shall be made after the Proposal closing date and time. 

4.25
Vendor Responsibility to Provide Full Response
It is the Vendor’s responsibility to provide a full and complete written response, which does not require interpretation or clarification by the RFP Coordinator.  The Vendor is to provide all requested materials, forms and information. The Vendor is responsible to ensure the materials submitted will properly and accurately reflects the Vendor specifications and offering.  During scoring and evaluation (prior to interviews if any), the City will rely upon the submitted materials and shall not accept materials from the Vendor after the RFP deadline; however this does not limit the right of the City to consider additional information (such as references that are not provided by the Vendor but are known to the City, or past experience by the City in assessing responsibility), or to seek clarifications as needed by the City. 

4.26
Errors in Proposals

Vendors are responsible for errors and omissions in their proposals.  No such error or omission shall diminish the Vendor’s obligations to the City.
4.27
Withdrawal of Proposal
A submittal may be withdrawn by written request of the submitter, prior to the quotation closing date and time.  After the closing date and time, the submittal may be withdrawn only with permission by the City.

4.28
Rejection of Proposals, Right to Cancel

The City reserves the right to reject any or all proposals at any time with no penalty.  The City also has the right to waive immaterial defects and minor irregularities in any submitted proposal.
4.29
Incorporation of RFP and Proposal in Contract

This RFP and the Vendor’s response, including all promises, warranties, commitments, and representations made in the successful proposal, shall be binding and incorporated by reference in the City’s contract with the Vendor.

4.30
Ethics Code
The Seattle Ethics Code was recently revised.  
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New requirements become effective June 22, 2009 for City employees and elected officials. Beginning October 22, 2009, the Code covers certain vendors, contractors and consultants. Please familiarize yourself with the new code:  http://www.seattle.gov/ethics/etpub/et_home.htm.  Attached is a pamphlet for Vendors, Customers and Clients.  Specific question should be addressed to the staff of the Seattle Ethics and Elections Commission at 206-684-8500 or via email: (Executive Director, Wayne Barnett, 206-684-8577, wayne.barnett@seattle.gov or staff members Kate Flack, kate.flack@seattle.gov and Mardie Holden, mardie.holden@seattle.gov).
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No Gifts and Gratuities.  Vendors shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work, or meals) to any City employee, volunteer or official, if it is intended or may appear to a reasonable person to be intended to obtain or give special consideration to the Vendor.  An example is giving a City employee sporting event tickets to a City employee that was on the evaluation team of a bid you plan to submit. The definition of what a “benefit” would be is very broad and could include not only awarding a contract but also the administration of the contract or the evaluation of contract performance.  The rule works both ways, as it also prohibits City employees from soliciting items of value from vendors.  Promotional items worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the items as routine and standard promotions for the business.

Involvement of Current and Former City Employees

If a Vendor has any current or former City employees, official or volunteer, working or assisting on solicitation of City business or on completion of an awarded contract, you must provide written notice to City Purchasing of the current or former City official, employee or volunteer’s name.  The Vendor Questionnaire within your bid documents prompts you to answer that question.  You must continue to update that information to City Purchasing during the full course of the contract.  The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.

Contract Workers with more than 1,000 Hours

The Ethics Code has been amended to apply to vendor company workers that perform more than 1,000 cumulative hours on any City contract during any 12-month period.  Any such vendor company employee covered by the Ethics Code must abide by the City Ethics Code. The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.

No Conflict of Interest.  

Vendor (including officer, director, trustee, partner or employee) must not have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluating Vendor performance. The City shall make sole determination as to compliance.  

4.33
Non-Endorsement and Publicity

In selecting a Vendor to supply to the City, the City is not endorsing the Vendors products and services or suggesting that they are the best or only solution to the City’s needs.  Vendor agrees to make no references to the City or the Department making the purchase, in any literature, promotional materials, brochures, news releases, sales presentation or the like, regardless of method of distribution, without prior review and express written consent of the City RFP Coordinator.

The City may use Vendor’s name and logo in promotion of the Contract and other publicity matters relating to the Contract, without royalty.  Any such use of Vendor’s logo shall inure to the benefit of Vendor. 

4.34
Proposal Disposition

All material submitted in response to this RFP shall become the property of the City upon delivery to the RFP Coordinator.

5.
Proposal Format and Organization

Note:  Before submitting your proposal, make sure you are already registered in the City Vendor Registration System. Women and minority owned firms are asked to self-certify.  If you do not have computer access, call 206-684-0444 for assistance.  Register at:  http://seattle.gov/purchasing/VendorRegistration.htm
Submit proposal in the format specified below in Office 2003 Word and Excel formats. Specific instructions are provided with each response form, including requirements for attachments.  

Forms need to be completed for the primary vendor, as well as any major subcontracting vendors, where specified.  For the purposes of this RFP, a major subcontracting vendor is one that the primary vendor proposes completes at least 25% of total proposal hours or 25% of the total proposed fixed price (excluding Workspace facilities).    In some cases, completed forms will be requested for all subcontracting vendors, regardless of level of participation in Vendor Statement of Work(s).  

Separate responses into the following sections, separated by tabs:

5.1
Requirements and Responsiveness

5.2
Vendor Qualifications
5.3
Communications Solution
5.4
IT Solution
5.5
Meter End Points Solution
5.6
Security Solution
5.7
Smart Grid Solution
5.8
System Installation & Operations Solution
5.9
Price Proposal 

Note: Requirements are numbered in 3: Functional Requirements from 3.1 to 3.6.  In the attachments that follow, SCL has kept the numbers the same as 3. Functional Requirements so that Vendors can better relate their response to each requirement.  Vendors will notice that their response to requirements is part of a larger response called 5. Proposal Format and Organization and includes Requirements and Responsiveness, Vendor Qualifications, and a Price Proposal.  The numbering for this response is 5.1-5.9.  Please do not renumber your response to the requirements to conform to the Section 5 numbering scheme.
5.1
Requirements and Responsiveness

This response is mandatory and will be evaluated in Round 1 of the evaluation process described in Section 6. 
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The embedded document above contains the following forms:

Cover Letter

List of Proposed Vendors

Legal Name Certification

Vendor Questionnaire

Letter of Commitment for Bond

Acceptance & Exceptions to City Contract 

Equal Benefits Declaration

5.2
Vendor Qualifications

This response is mandatory and will be evaluated in Round 2 of the evaluation process described in Section 6.  
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The embedded document above contains the following forms:

Proposal Summary

Vendor Overview and History

Vendor Organization

Financial Information

Vendor Experience Summary

Project Experience and References

Terminations

Prime Contractor/Subcontractor History

5.3
Communications Solution
This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6 
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5.4
IT Solution
This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.5
Meter End Points Solution

This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.6
Security Solution
This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.7
Smart Grid Solution
This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.8
System Installation and Operations Solution

This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.9
Price Proposal
This response is mandatory and will be evaluated in Round 3 of the evaluation process described in Section 6.  
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5.10
Submittal Checklist
Each complete proposal submittal to the City must contain the following:

	Name of Form
	Maximum Number of Pages per Form
	Comments

	5.1 Requirements and Responsiveness 

	5.1.1 Cover Letter
	1-2 pages
	

	5.1.2 List of Proposed Vendors
	1 page
	Lists primary vendor (prime) and subcontracting vendors (subs).

	5.1.3 Legal Name Certification
	1 form each
	1 for prime and 1 for each major sub.

	5.1.4 Vendor Questionnaire
	1 page each
	1 for prime and 1 for each major sub. Need Authorized Signature. 

	5.1.5 Letter of Commitment from Bond Agency
	1 page
	 From a qualified Bond Agency.

	5.1.6 Acceptance & Exceptions to City Contract
	1 page
	Attach City Contract with exceptions in track mode, if applicable.

	5.1.7 Equal Benefits Declaration
	1 form
	1 for prime and 1 for each major sub.

	5.2 Vendor Qualifications

	5.2.1 Proposal Summary
	2 pages
	Outreach attachment needed for prime and all subs.

	5.2.2 Vendor Overview and History
	1 page each
	1 for prime and 1 for each major sub.

	5.2.3 Vendor Organization
	1 page each
	1 for prime and 1 for each major sub.

	5.2.4 Financial Information
	1 page each
	1 for prime and 1 for each major sub.

	5.2.5 Vendor Experience Summary
	2 pages each
	1 for prime and 1 for each major sub.

	5.2.6 Project Experience and References
	10+ pages
	No limit on number of project forms.

	5.2.7 Terminations
	1 page each
	1 for prime and 1 for each major sub.

	5.2.8 Prime Contractor/Subcontractor History
	1 page + 1 chart for each
	1 page for prime and 1 chart for each major sub.  Outreach attachment needed for prime and all subs.

	5.3 Communication Solution
	Less than 10 pages
	

	5.4 IT Solution
	Less than 10 pages
	

	5.5 Meter End Points Solution
	Less than 10 pages
	

	5.6 Security Solution
	Less than 10 pages
	

	5.7 Smart Grid Solution
	Less than 10 pages
	

	5.8 System Installation and Operations Solution
	Less than 10 pages
	

	5.9 Price Proposal
	Spreadsheet provided
	We recognize that vendors prefer using their own pricing templates, however, vendors must use SCL’s spreadsheet so that we can compare proposals more effectively 

Please include labor costs to ensure that hourly wage rates conform to Davis-Bacon (ARRA) and Washington State Prevailing Wages requirements., whichever is higher

Include Hourly Rates for all work 




6.
Evaluation Process

Vendor will be evaluated using the multi-tiered approach described below.  Vendor must pass through each evaluation round to proceed forward to the next round.  The committee may contact any Proposer and/or any utilities that use the proposed systems as part of its evaluation and selection process.

Round 1 –Requirements and responsiveness:  City Purchasing shall first review submittals for initial decisions on responsiveness and responsibility.  Those found responsive and responsible based on this initial review will be selected to move on to the next round.

Round 2 – Competitive Screen:  Leads from the City's Evaluation Committee will evaluate Vendor Qualifications, including Vendor Requirements such as Financial Capacity and Bonding Capacity,  based on response forms.  Proposals will be ranked from relative scores and semi-finalist Vendor based on Section 5.2 will be selected to move on to the next round. 

Round 3 – Full Proposal evaluation:  The City's Evaluation Committee will evaluate proposals from responses.  At the City’s option, vendor and project staff reference calls may be made.  Proposals will be ranked and Finalist Vendor(s)  will be selected to move on to the next round based on the scores and, at SCL’s option, reference checks. 

Round 4 – Customer interviews:  Round 4 is conducted at the City option with one or more Finalists. The City ,may interview existing utility customers/users of the Vendor considered the most competitive, and may choose to further evaluate the Vendor on the basis of these interviews.  Customer interviews may be held, as well as for proposed key project staff.   This may also include visits to one or two client sites to be arranged by the Proposer.  If conducted, site visits may include interviews with end users, system business owners and Information Technology staff.  Vendor will not be present during these site visits.  More information regarding Proposer preparation activities for site visits will be provided when Finalist Vendor(s)  are announced. 

Round 5 – On-site presentations and interviews:  Presentations and interviews of finalists may be requested by the City.  Prior to presentations, the City may offer vendor finalist(s) a Discovery Day to gather information regarding the City’s meter operations and technical environment, and to ask questions related to the implementation.  Presentations may entail an overview of the Proposer’s project methodology, approach to change management, introduction of the project team, and discussion of recommended project phasing and project risks. The City may also ask the Vendor to respond to specific questions.  Such presentations would be performed at City offices.  More specific instructions will be provided when Finalist Vendor(s)  are announced.

Round 6 – Selection of apparent successful Vendor:  The final ranking of firms shall be determined by the City, considering all information obtained through the evaluation process as a total package.  The City will will not necessarily add up scores of each Round, but instead the Team will consider the comprehensive result to collectively make a determination about that Vendor which provides the overall most successful submittal. The Proposer presentations if any, customer interviews if any and proposal submittals may all be considered. The Evaluation Committee will then make its recommendation for the apparent successful Vendor. The Vendor not selected will be notified in writing of the selection outcome. 
6.1
Evaluation Criteria 

Vendors will be evaluated for the AMI project on the following criteria:

1. Vendor Qualifications 

2. Communications 
3. IT 

4. Meter End Points 
5. Security 

6. Smart Grid 
7. System Installation and Operations 
8. Price Proposal 

9. Utility Interviews/Site Visits 

10. Key Staff Reference Checks 

11.  Vendor Presentations/Interviews 

Some key factors in evaluating the above criteria include:

· Relevant experience with AMI products in the electric utility industry

· Proven track record of successful project implementation of similar type, size and complexity

· Financial stability of proposed firms

· Level of compliance with Terms and Conditions

· Comprehensive informed project approach that addresses RFP requirements

· Qualifications, experience and commitment of key resources, including project managers, as well as functional and technical experts

· Results of Customer interviews, site visits and key staff reference checks
· Level of compliance with ARRA grant reporting and other Federal requirements (see section 7.5.3 Attachment #3: ARRA Special Terms and Conditions.)
Note that SCL intends to validate any information in this proposal. Most validations will be done by contacting current customers. Inaccurate answers will be weighed heavily in regards to the Vendor(s)’s reputation and credibility.
6.2
On-site Finalist Presentations/Interviews
The City intends, although reserves the right otherwise, to conduct on-site Finalist Presentations/interviews at the City as part of the selection process.

Repeat of Evaluation Steps:  If no Vendor is selected at the conclusion of all the steps, the City may return to any step in the process to repeat the evaluation with those proposals that were active at that step in the process.  In such event, the City shall then sequentially step through all remaining steps as if conducting a new evaluation process. The City reserves the right to terminate the process if it decides no proposals meet its requirements.

Points of Clarification:  Throughout the evaluation process, the City reserves the right to seek clarifications from any Vendor.  

Award Criteria in the Event of a Tie:  In the event that two or more vendors receive the same Total Score, the contract will be awarded to that Vendor whose response indicates the ability to provide the best overall service and benefit to the City.
7.
Award and Contract Execution Instructions
The City RFP Coordinator intends to provide written notice of the intention to award in a timely manner and to all Vendors responding to the Solicitation.  Please note, however, that there are time limits on protests to bid results, and Vendors have final responsibility to learn of results in sufficient time for such protests to be filed in a timely manner.   

7.1
Protests and Complaints
The City has rules to govern the rights and obligations of interested parties that desire to submit a complaint or protest to this RFP process.  Please see the City website at http://www.seattle.gov/purchasing/pan.htm  for these rules.  Interested parties have the obligation to be aware of and understand these rules, and to seek clarification as necessary from the City.

7.2
Instructions to the Apparently Successful Vendor(s)
The Apparently Successful Vendor(s) will receive an Intention to Award Letter from the RFP Coordinator after award decisions are made by the City.  The Letter will include instructions for final submittals that are due prior to execution of the contract or Purchase Order.  

If the Vendor requested exceptions to the Contract, the City will review and select those the City is willing to accept.  In addition, the City will identify any items that require discussion before finalizing the full agreement.  The City has provided no more than 15 calendar days to finalize mutual agreement.  If mutual agreement requires more than 15 calendar days, the City retains the option to terminate negotiations, reject the Vendor and disqualify the Vendor from future submittals for these same products/services, and continue to the next highest ranked Proposal, at the sole discretion of the City.  The City will send a final agreement package to the Vendor for signature.

Also within the 15 calendar days to reach mutual agreement, the City will work with the highest ranked Vendor to finalize the Statement of Work (SOW) and a Plan which will be incorporated into the Contract by Reference.  The SOW may include a list of deliverables, project and payment schedule, and acceptance criteria.  

The Vendor will be expected to execute the contract and provide all essential documents within ten (10) business days of receipt of the final contract.  This includes attaining a Seattle Business License and payment of all associated taxes due and providing proper proof of insurance.  If the selected Vendor fails to sign the executed contract within the allotted ten (10) day time frame, the City may elect to cancel the intended award and award to the next ranked Vendor, or cancel or reissue this solicitation.  

Cancellation of an award for failure to execute the attached Contract may result in Vendor disqualification for future solicitations for this same or similar product/service.

7.3
Checklist of Final Submittals Prior to Award

The Vendor(s) should anticipate that the Letter will require at least the following.  Vendors are encouraged to prepare these documents as soon as possible, to eliminate risks of late compliance.

· Ensure Seattle Business License is current and all taxes due have been paid.

· Ensure the Utility has a current State of Washington Business License.

· Supply Evidence of Insurance to the City Insurance Broker if applicable

· Special Licenses (if any)

· Proof of certified reseller status (if applicable)

· Contract Bond
· Supply a Taxpayer Identification Number and W-9 Form 

7.4
Taxpayer Identification Number and W-9
Unless the apparently successful Vendor has already submitted a fully executed Taxpayer Identification Number and Certification Request Form (W-9) to the City, the apparently successful Vendor must execute and submit this form prior to the contract execution date.  
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7.5
Attachments

For convenience, the following documents have been embedded in Icon form within this document. To open, simply double click on Icon.

7.5.1
Attachment #1 Insurance Requirements
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7.5.2
Attachment #2:  Contract & Terms and Conditions 
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7.5.3
Attachment #3:  ARRA Special Terms and Conditions
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.4     Security Solution		C/E		Explanation

		3.4.1     General

		3.4.1.1             Compliance with North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Reliability Standards during and after the installation and activation of Smart Grid technologies is required so that the bulk-power system is not jeopardized				Required

		3.4.1.2             The vendor will, at the vendor’s sole cost, submit the meters and applicable system components for standards testing and attempt to gain certification, upon promulgation of security and certification standards from the National Institute for Standards and Technology (NIST).  The vendor will communicate the results of that testing to the City.				Required

		3.4.1.3             Additionally, Vendors should ensure that their security responses not only reflect the requirements of Section 3.4 of this RFP but also are consistent with the requirements detailed in the "AMI System Security Requirements" issued by the Unified Communications Architecture International User Group (UCAIUG).				Required

		3.4.1.4   The end-to-end system has been exposed to security testing by an objective third party, and testing results can be provided.				Required

		3.4.1.5   The system employs digital certificates or keys as an authentication mechanism for access to meters and network components.				Required

		3.4.1.6   The system employs a key or certificate management infrastructure that changes the keys or certificates at some frequency, and has the ability to revoke compromised keys or certificate.				Required

		3.4.1.7   The system is capable of upgrading firmware for meters and network components remotely from a central location to support future NERC and FERC security requirements.				Required

		3.4.2   Supply-Chain Security

		3.4.2.1  Provide attestation or certification of component integrity and supply-chain security				Required

		3.4.2.2   Provide attestation that all commands and access methods have been removed, which are required for the manufacturing and Q/A processes, and that no undocumented commands remain				Required

		3.4.3          Meter/Collector Security

		3.4.3.1  Supply detail on how elements of the AMI system devices are physically protected.				Required

		3.4.3.2  Supply detail on preventive and/or detective controls at the meter, which are designed to prevent:				Required

		3.4.3.2.1  Unauthorized access or privilege escalation				Required

		3.4.3.2.2   Disruption of operation				Required

		3.4.3.2.3  Modifications of meter settings				Required

		3.4.3.2.4    Modifications of meter data				Required

		3.4.3.2.5     Modification of meter firmware				Required

		3.4.3.2.6 Modification of meter operating system				Required

		3.4.3.2.7    Denial of service attempts				Required

		3.4.3.3    Supply attestation that all undocumented commands and access methods have been removed				Required

		3.4.3.4   Supply detail on non-repudiation controls				Required

		3.4.4  Network/Communication System Security

		3.4.4.1   Supply detail on preventive and/or detective controls on network components, which are designed to prevent or mitigate:				Required

		3.4.4.1.1 Unauthorized physical access				Required

		3.4.4.1.2   Unauthorized access or privilege escalation.				Required

		3.4.4.1.3   Disruption of operation.				Required

		3.4.4.1.4   Alteration of network settings.				Required

		3.4.4.1.5   Alteration of data in transit.				Required

		3.4.4.1.6   Operating system modification.				Required

		3.4.4.1.7   Denial of service attempts.				Required

		3.4.4.2   Supply detail on confidentiality controls for data in transit.				Required

		3.4.4.3   Supply detail on data integrity controls				Required

		3.4.4.4     Supply detail on security controls for access and collection points				Required

		3.4.4.5   Supply detail on detective controls employed in the communication system, i.e. security monitoring and logging, and alerting on suspicious events				Required

		3.4.4.6    Supply detail on resilience and availability controls in the communication network				Required

		3.4.4.7   Supply attestation that all undocumented commands and access methods have been removed from network components				Required

		3.4.4.8   Supply details on how updates and security patches will be maintained on network components				Required

		3.4.5   Gateway/Head-End System Security

		3.4.5.1  Supply detail on how the system is to be hardened for security prior to production operation				Required

		3.4.5.2   Supply detail on how updates and security patches will be maintained.				Required

		3.4.5.3   Supply details on events the system will routinely write to log files

		3.4.6   Field Maintenance Equipment Security

		3.4.6.1   Supply detail on methods to remotely disable lost or stolen field maintenance equipment				Required

		3.4.6.2    Supply information on vendor’s process to test security patches and demonstrate normal operations and communicate that information to customers				Required

		3.4.6.3    Supply details on cryptography employed by the field maintenance equipment				Required

		3.4.7   Organizational Security

		3.4.7.1    Describe controls to prevent a rogue administrator from causing system-wide shutdown				Required

		3.4.7.2  Describe the size and scope of your company security organization				Required

		3.4.8   Third-Party Security

		3.4.8.1  Supply detail on projected vendor support remote-access requirements				Required

		3.4.8.2  Supply information on how maintenance technicians will be accountable for work				Required

		3.4.8.3   Supply detail on vendor’s employee credential revocation processes				Required

		3.4.8.4    Supply details on background checking process for maintenance technicians that access the system remotely; supply audit artifact that demonstrates access auditability				Required

		3.4.8.5   Supply detail on remote access authentication for all remotely-accessed components.				Required

		3.4.9  Collector Security (all types)

		3.4.9.1   Supply detail on preventive and/or detective controls at the meter, which are designed to prevent:				Required

		3.4.9.1.1 Unauthorized physical or cyber access or privilege escalation				Required

		3.4.9.1.2 Disruption of operation				Required

		3.4.9.1.3 Alteration of meter settings				Required

		3.4.9.1.4 Alteration of meter data				Required

		3.4.9.1.5 Modification of meter operating system				Required

		3.4.9.1.6  Denial of service				Required

		3.4.9.2   Supply attestation that all undocumented commands and access methods have been removed				Required

		3.4.9.3   Supply detail on non-repudiation controls				Required
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.6 System Installation & Operations		C/E		Explanation

		The following sections describe the responsibilities of SCL and the AMI Vendor during deployment and ongoing system operations.

		3.6.1.1   SCL expects the AMI Vendor(s) to supply a local support staff for both Stage 1 and Stage 2 of deployment. This should include a designated Project Manager and locally based technical support staff.				Required

		3.6.1.2   Support to SCL’s information technology and communications team responsible for installing and maintaining the server and communication infrastructure to support the Host System including the WAN connection to the Collectors.				Required

		3.6.1.3   Support to the System Operators who will be operating the AMI System and conducting a large part of the SAT.				Required

		3.6.1.4  Support for Meter End-Point Logistics, e.g. answer questions by the meter service department and the Field Contractor, resolve performance issues, if any, with the Meter End-Points., etc. An AMI-trained local Meter Vendor representative may be sufficient for this support.				Required

		3.6.1.5   At the beginning of Stage 1, and in the case where the AMI Vendor provides substation Collectors, SCL will want assistance to install and establish operations on the first substation.				Required

		3.6.2  Meter End-Point Installation

		3.6.2.1  During both Stage 1 and Stage 2 deployments, SCL expects most Meter End-Point installations to be performed and managed by a third-party meter installer (“Field Contractor”) that specializes in large electric utility deployments. SCL will contract separately with a Field Contractor for this purpose under a separate RFP. The AMI Vendor also may bid on Meter End-Point deployment at that time, and should indicate its interest in doing so in this Proposal.				Required

		For all new electric services that come on line throughout the deployment period, SCL expects to install AMI Meter End-Points per its usual process using its own crews. This amounts to about 11,500 residential accounts and 2,500 commercial accounts per year.				Required

		3.6.2.2   During deployment, the AMI Vendor must provide all specific/unique tools required to correctly install, configure, troubleshoot and test meters within the AMI System including the retrieval of on-site data (i.e., consumption read, tamper alarms and any other diagnostic data). However, SCL prefers systems where no unique tools will be required during Meter installation.  Please describe the tools used in deployment.				Required

		3.6.2.3 Proposer must state the average time required per residential install based on verifiable previous experience.

		3.6.3 Meter End-Point Order and Delivery

		3.6.3.1 SCL will rely on its Field Contractor to determine type, lead-time and quantity of Meter End-Points to be ordered during Stage 2 (mass meter) deployment; however, the official Order will come through City of Seattle Purchasing.				Required

		3.6.3.2 Meter End-Points must be delivered by the AMI Vendor to a warehouse FOB Seattle. SCL will perform acceptance testing on each shipment of meters utilizing our existing acceptance process at SCL’s Meter Lab.				Required

		3.6.3.3   All Meters must be shipped four to a box with environmentally safe packing materials (no Styrofoam packing material will be accepted).				Required

		3.6.3.4 The AMI Vendor must provide SCL, at time of shipment, with an existing file format(e.g., SCL uses a defined ASCII format) that holds the Meter Vendor’s certified factory test results for each meter, and the relationship between the OEM Meter Serial number and the LAN Module ID.				Required

		3.6.3.5   The AMI Vendor must ensure that communications equipment and Meters are available and delivered in a timely manner to meet installation schedule requirements, including any special handheld devices or other equipment necessary.				Required

		3.6.4 RF Collector Installation

		3.6.4.1 If RF Collectors (and/or Repeaters) are installed in meter sockets, then SCL expects to install these meters using SCL journeymen Meter Electricians or the Field Contractor. If the Collectors require a wired connection, then SCL will execute an agreement with the premises owner and manage the entire process, including the wired communication link to the Collector.				Required

		3.6.4.2 If RF Collectors (and/or Repeaters) are located on SCL power poles, streetlights or Company-owned/leased radio towers, then SCL or the AMI Vendor could manage these Collectors. For Collectors predominately located on power poles, SCL encourages the AMI Vendor to propose a service option to install these Collectors, provided that these works meet the requirements of SCL’s contract with IBEW.				Required

		3.6.4.3 If RF Collectors (and/or Repeaters) must be located on non-SCL infrastructure, the prospective AMI Vendor must describe the services the Vendor will provide and include cost for such services separately in Schedule P.				Required

		3.6.5   WAN Provisioning

		3.6.5.1   SCL has strong preferences for Collectors with proven, secure WAN backhaul capability. SCL has a strong preference to NOT use POTS circuits.				Required

		3.6.5.2   For Collectors located in substations or secured radio towers, an IP-based protocol via Ethernet is the preferred connectivity for these Collectors. This gives SCL flexibility in choosing a WAN technology most appropriate for each particular location. WAN technology alternatives include private IP/Ethernet radio and leased frame-relay services.				Required

		3.6.5.3   Eliminates LEC providing circuits				Required

		3.6.5.4   SCL expects that the prospective AMI Vendor will provide in its Proposal a named vendor and pricing for WAN provisioning to Collectors. However, SCL is prepared to negotiate service rates for recurring telecom services from local providers.				Required

		3.6.6    Collector Location Design

		3.6.6.1   The AMI Vendor is responsible for defining the criteria for Collector locations and will jointly, with SCL, identify specific locations for this Equipment. The AMI Vendor will approve final location of all sites prior to installation. Collector location design will affect the outcome of SCL’s evaluation.  Selection of collector sites shall be to support a certain level of performance and if not met, the AMI vendor shall be responsible for repositioning.  System performance specs will be agreed upon at time of contract based upon manufacturer specifications as a baseline.				Required

		3.6.6.2   SCL will provide access to its own poles, towers and substations as required to install AMI equipment. (If Collector inventory is related to meter socket form factor, then SCL requires that all such Collectors utilize 2S form factors to simplify maintenance requirements.) If access to non-SCL facilities is required, AMI Vendor must negotiate use of third-party facilities and manage all logistics for obtaining access on behalf of SCL.				Required

		3.6.6.3   The AMI Vendor will provide all software and hardware tools required to survey, install, field test and troubleshoot all Network equipment and associated links. The AMI Vendor must provide the necessary documentation and troubleshooting guides.				Required

		3.6.6.4          After Vendor down select in the procurement process, Vendor must include an analysis of the SCL coverage area so that the number of collectors required is accurately accounted for in the proposal.  A 3rd party company will validate the vendor studies. SCL will negotiate final communication infrastructure costs based on the 3rd party and vendor studies.  After agreement, Proposer will assume financial responsibility for infrastructure requirements exceeding the negotiated communication infrastructure costs.				Required

		3.6.7   Spectrum Licensing

		If the proposed AMI System utilizes licensed radio frequency spectrum, Vendors will be expected to provide detailed information on license requirements, viable licensors and estimated costs, and secure licenses.				Required

		3.6.8   Ongoing Support

		The AMI Vendor must provide:

		3.6.8.1    A detailed schedule with estimated time and materials costs of all field work required to maintain the AMI System for the operating life and extended operating life, including but not limited to battery replacements, communications frequency testing/adjustments, anticipated program or firmware upgrades to ensure system compatibility, and AMI component product replacements due to end of life concerns.				Required

		3.6.8.2    A full explanation of how monitoring of the AMI communications Network is conducted, what preventative and/or predictive measures need to be employed, and what level of field support is required. Vendor must provide recommendations for skill levels of field personnel, spare network communications equipment, and timeframes for dispatch, arrival, and restoration of network faults.				Required

		AMI Vendor must be able to provide the following level of support:				Required

		3.6.8.3    Response time within two (2) hours on high priority issues				Required

		3.6.8.4   Response time within four (4) hours on other priority issues				Required

		3.6.9   Service Option

		Vendor should provide an annual service option alternative to cover maintenance and/or replacement of network communications equipment on an outsourced basis for the entire operating system life and extended operating life of the System. Services should be provided at a level to maintain the System at designated performance levels. Service options should detail the types and numbers of support staff required, their location, and the proposed service level agreement to maintain the Network as prescribed.				Required
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Price Summary

		Vendor Name:		______________________						Note: Calculate Net Present Value using a cost of capital of 3%

		PROJECT COSTS PLUS RECURRING

		Hardware (Meters, Collectors, etc.)		Year 1		Year 2		Year 3		Year 4		Year 5		Year 6		Year 7		Year 8		Year 9		Year 10		Year 11		Year 12		Year 13		Year 14		Year 15		Grand Total		Discounted Value

		Meters																																$   - 0		$   - 0

		Meter A																																$   - 0		$   - 0

		Meter B																																$   - 0		$   - 0

		Meter C																																$   - 0		$   - 0

		Collectors																																$   - 0		$   - 0

		Collectors A																																$   - 0		$   - 0

		Collectors B																																$   - 0		$   - 0

		Etc.																																$   - 0		$   - 0

		Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Software		Year 1		Year 2		Year 3		Year 4		Year 5		Year 6		Year 7		Year 8		Year 9		Year 10		Year 11		Year 12		Year 13		Year 14		Year 15		Grand Total		Discounted Value

		Software Product A																																$   - 0		$   - 0

		Software Product B																																$   - 0		$   - 0

		Etc.																																		$   - 0

		Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Software Maintenance		Year 1		Year 2		Year 3		Year 4		Year 5		Year 6		Year 7		Year 8		Year 9		Year 10		Year 11		Year 12		Year 13		Year 14		Year 15		Grand Total		Discounted Value

		Software Maintenance A																																$   - 0		$   - 0

		Software Maintenance B																																$   - 0		$   - 0

		Etc.																																$   - 0		$   - 0

																																		$   - 0		$   - 0

		Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Services		Year 1		Year 2		Year 3		Year 4		Year 5		Year 6		Year 7		Year 8		Year 9		Year 10		Year 11		Year 12		Year 13		Year 14		Year 15		Grand Total		Discounted Value

		Service A																																$   - 0		$   - 0

		Service B																																$   - 0		$   - 0

		Service C																																$   - 0		$   - 0

		Etc.																																$   - 0		$   - 0

		Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Hosted MDMS		Year 1		Year 2		Year 3		Year 4		Year 5		Year 6		Year 7		Year 8		Year 9		Year 10		Year 11		Year 12		Year 13		Year 14		Year 15		Grand Total		Discounted Value

		Hardware																																$   - 0		$   - 0

		Software																																$   - 0		$   - 0

		Services																																$   - 0		$   - 0

		Etc.																																$   - 0		$   - 0

																																		$   - 0		$   - 0

		Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Grand Totals		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0		$   - 0

		Cost of Contract Bond		Year 1		Year 2		Year 3

		The City retains the right to require 100% bond, or may negotiate a lesser amount with the winning vendor at the sole option of the City.  The Vendor is to specify the cost of a 100%, 50% and 25% Bond in their Cost Proposal, which will provide the basis for the City decisions upon contract award.								3 Year Total

		100%								$   - 0

		50%								$   - 0

		25%								$   - 0

		Davis-Bacon and Washington State Prevailing Wages

		Includes Hourly Rates for all work.  Please include labor costs to ensure that hourly wage rates conform to Davis-Bacon (ARRA) and Washington State Prevailing Wages requirements, whichever is higher  

		Labor Types		Cost per hour		Meet Davis-Bacon Wage Requirement?		Meet Washington State Prevailing Wages Requirement?

		Meter manufacturing labor

		Installation labor

		Etc.





2) System Architecture 

		

				We recognize that your architecture may not fit perfectly into this generic picture.  However, as a first step, please conform to the architecture on this sheet without changing the representation (add lines for more pieces of equipment where necessary). Also, please ensure that the entire cost of your system is included on this sheet.  Then, if you feel it is necessary or will be helpful, please include in your response electronic copies of additional information (e.g., Excel spreadsheet of the Bill of Materials ).

				All prices listed on this page are understood to be estimates and subject to change

								Backhaul communications

								Compatible communications systems (e.g., CDMA, POTS)		Estimated costs per month

				System IT costs														Collector										Meter and Communication Modules

				Software required		Initial price		Ongoing unit price 
(e.g., per seat per month)		Relevant unit (e.g., per endpoint per month, per seat per year)		Lead time required		Comments				Equipment required		Price		Quantities		Lead time required				2a) Meter and Module

																												2b) Residential Meter Function

																												2c) Commercial Meter Function

				Hardware and operating system required		Initial price		Num of servers per collector		Estimated lifetime		Lead time required		Comments

				Other home base equipment required

				Name		Price		One-time or ongoing		Estimated lifetime or relevant unit		Lead time required		Comments				Endpoint communications		Qty

																		Number of meters read / collector:

																		Maximum hops (RF)

																		Max distance between endpoints
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2a) Meter and Module

2b) Residential Meter Function

2c) Commercial Meter Function



2a) Meter and Module

		

				Residential Meter/Module

				Pricing Includes						Model Number or Identifier				Price								Date for 10,000 / month delivery		Expected Lead Times (weeks)		Guaranteed Lead Times (weeks)

				Meter		Module		Both		Meter		Module		<500,000		>500,000						9,000						Comments

				Commercial Meter/Module

				Pricing Includes						Model Number or Identifier				Price								Date for 50,000 / month delivery		Expected Lead Times (weeks)		Guaranteed Lead Times (weeks)

				Meter		Module		Both		Meter		Module		<10,000		>10,000						1,000						Comments
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Meter Suppliers:  

See Table 1.2 in the main RFP document for details on the type and quantities for each meter.  

Enter the meter model and the price per quantity including the communication module integration costs. List pricing for each two-way communication module that can be integrated with the meter.  If you are pricing a combination meter and module then price the meter separately on the next line.  Indicate the soonest that you could deliver the meter at a production rate of 10,000 / month.

Communication Module Suppliers: Enter the price for each module by quantity.  Include the meter manufacturer and model that the module is integrated with.  If you are pricing a combination meter and module then price the module separately without the meter price on the next line. Indicate in the comments that is module only.  Indicate the soonest that you could deliver the module at a production rate of 20,000 / month.

Quantities can be changed to fit  pricing discount levels. 

Indicate what the pricing includes by checking the appropriate box above.



2b) Residential Meter Function

		

				Residential Meter / Module

				Meter Supplier:

				Please indicate the information that is available on one meter that you propose for City of Seattle, City Light's AMI Residential solution

				Module Supplier:

				Indicate the capacities on the module assuming all functions listed are available on the meter.

						Meter				Module				Comments

				Vendor Name:		Meter Vendor Name				Module Vendor Name

				Meter or Module Model:		Meter Model Number				Module Model Number

				Location of Data Storage:		Meter or Communication Module				Meter or Communication Module

				Number of days of memory (15 min interval):		Meter Memory				Module Memory

				Number of channels for recording (15 min interval):		Number of Channels				Number of Channels

				Meter Supplier:

				Availability - indicate the data that is available on the meter by placing an X or the date available next to the function

				Intervals - indicate the intervals that the module can record for each function

				Module Supplier:

				Frequency - indicate how often the data can be retrieved (assuming 15 min interval for channel data)

				S - Scheduled means that the data can be retrieved on a daily basis.

				R - Requested means data is obtained upon request from the meter (i.e.. retrieve channel (interval) data for voltage sags and swells count)

				U - Unsolicited means that the module identifies events, errors and flags and reports them to the back office

				Intervals - indicate the intervals that the module records or transfer from the meter

						Meter				Module

				Description		Available
(X or date)		Intervals
(1, 5, 15, 30, 60, daily)		Frequency
(S,R,U)		Intervals
(1, 5, 15, 30, 60, daily)		Comments (include limitations)

				Consumption

				┼ kWh (pulse data)

				┼ kWh (total Pulse)

				– kWh (pulse data)

				– kWh (total pulse)

				Net kWh (pulse data)

				Secure kWh (pulse data)

				Demand

				Max kW

				Previous Demand

				Number of Demand Resets

				Date and Time of Last Reset

				Reactive

				PF at the time of Max kW Interval

				Lagging VARh (pulse data)

				Lagging VARh (total pulse)

				Leading VARh (pulse data)

				Leading VAh (pulse data)

				Leading VARh (total pulse)

				Vah rms (pulse data)

				TOU

				Rate A kWh

				Rate B kWh

				Rate C kWh

				Rate D kWh

				Rate E kWh

				Rate A kW

				Rate B kW

				Rate C kW

				Rate D kW

				Rate E kW

				Power Quality

				V²h(a) or V hours(a) ansi

				V²h(b) or V hours(b) ansi

				V²h(c) or V hours(c) ansi

				I²h(n) or I hours(n) ansi

				I²h(a) or I hours(a) ansi

				I²h(b) or I hours(b) ansi

				I²h(c) or I hours(c) ansi

				Reliability

				Voltage swells per phase

				Voltage swells any phase

				Voltage sags per phase

				Voltage sags any phase

				Number of Power Outages

				Duration of outage										Indicate number of events stored

				Service Information

				Phase A Voltage

				Phase B Voltage

				Phase C Voltage

				Phase B Voltage Angle

				Phase C Voltage Angle

				Phase A Current

				Phase B Current

				Phase C Current

				Phase A Current Angle

				Phase B Current Angle

				Phase C Current Angle

				Miscellaneous

				Interval Length

				Kt

				Meter Kh

				Mfg. Serial Number

				Date and Time

				External Input 1

				External Input 2

				External Input 3

				External Input 4

				Events, Errors, and Flags

				Clock Error

				Configuration Error Detected

				Time Change

				Time changed (new time)

				Time changed (old time)

				DST Off

				DST On

				Season Change

				Tier Switch Change

				Measurement Error

				Demand Overload

				Demand Reset Occurred

				Reverse Rotation

				Tamper Detection

				Error Codes

				Event Log Cleared

				Low Battery

				Phase Error

				Power Down

				Power Up

				Power Failure

				Unsafe Power Fail

				RAM Failure

				ROM Failure

				NV Memory Failure

				Memory Error

				Scrolling Errors

				Self Check Error

				Self Read

				Service Disconnect Closed

				Service Disconnect Failure

				Service Disconnect Open

				Service Disconnect Operations

				Stuck Switch

				Test Mode Started

				Test Mode Stopped

				Unprogrammed Reg

				Retrieve Meter Program

				Programmer Name

				Program Date

				Program ID

				Program Meter

				Meter Programmed

				Meter Reprogrammed

				Number of Times Programmed

				Disconnect Switch

				200 Amp continuous load rated disconnect

				200 Amp open/close capable

				Remotely operable by AMI system

				Home Area Network

				Type of HAN (enter in the Available column)

				Configurable over AMI system

				Firmware upgradeable over AMI system

				Firmware version

				Forms

				List forms available (e.g. 1s, 2s, 12s)
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2c) Commercial Meter Function

		

				Commercial Meter / Module

				Meter Supplier:

				Please indicate the information that is available on one meter that you propose for City of Seattle, City Light's AMI Commercial solution

				Module Supplier:

				Indicate the capacities on the module assuming all functions listed are available on the meter.

						Meter				Module				Comments

				Vendor Name:		Meter Vendor Name				Module Vendor Name

				Meter or Module Model:		Meter Model Number				Module Model Number

				Location of Data Storage:		Meter or Communication Module				Meter or Communication Module

				Number of days of memory (15 min interval):		Meter Memory				Module Memory

				Number of channels for recording (15 min interval):		Number of Channels				Number of Channels

				Meter Supplier:

				Availability - indicate the data that is available on the meter by placing an X or the date available next to the function

				Intervals - indicate the intervals that the module can record for each function

				Module Supplier:

				Frequency - indicate how often the data can be retrieved (assuming 15 min interval for channel data)

				S - Scheduled means that the data can be retrieved on a daily basis.

				R - Requested means data is obtained upon request from the meter (i.e.. retrieve channel (interval) data for voltage sags and swells count)

				U - Unsolicited means that the module identifies events, errors and flags and reports them to the back office

				Intervals - indicate the intervals that the module records or transfer from the meter

						Meter				Module

				Description		Available
(X or date)		Intervals
(1, 5, 15, 30, 60, daily)		Frequency
(S,R,U)		Intervals
(1, 5, 15, 30, 60, daily)		Comments (include limitations)

				Consumption

				┼ kWh (pulse data)

				┼ kWh (total Pulse)

				– kWh (pulse data)

				– kWh (total pulse)

				Net kWh (pulse data)

				Secure kWh (pulse data)

				Demand

				Max kW

				Previous Demand

				Number of Demand Resets

				Date and Time of Last Reset

				Reactive

				PF at the time of Max kW Interval

				Lagging VARh (pulse data)

				Lagging VARh (total pulse)

				Leading VARh (pulse data)

				Leading VAh (pulse data)

				Leading VARh (total pulse)

				Vah rms (pulse data)

				TOU

				Rate A kWh

				Rate B kWh

				Rate C kWh

				Rate D kWh

				Rate E kWh

				Rate A kW

				Rate B kW

				Rate C kW

				Rate D kW

				Rate E kW

				Power Quality

				V²h(a) or V hours(a) ansi

				V²h(b) or V hours(b) ansi

				V²h(c) or V hours(c) ansi

				I²h(n) or I hours(n) ansi

				I²h(a) or I hours(a) ansi

				I²h(b) or I hours(b) ansi

				I²h(c) or I hours(c) ansi

				Reliability

				Voltage swells per phase

				Voltage swells any phase

				Voltage sags per phase

				Voltage sags any phase

				Number of Power Outages

				Duration of outage										Indicate number of events stored

				Service Information

				Phase A Voltage

				Phase B Voltage

				Phase C Voltage

				Phase B Voltage Angle

				Phase C Voltage Angle

				Phase A Current

				Phase B Current

				Phase C Current

				Phase A Current Angle

				Phase B Current Angle

				Phase C Current Angle

				Miscellaneous

				Interval Length

				Kt

				Meter Kh

				Mfg. Serial Number

				Date and Time

				External Input 1

				External Input 2

				External Input 3

				External Input 4

				Events, Errors, and Flags

				Clock Error

				Configuration Error Detected

				Time Change

				Time changed (new time)

				Time changed (old time)

				DST Off

				DST On

				Season Change

				Tier Switch Change

				Measurement Error

				Demand Overload

				Demand Reset Occurred

				Reverse Rotation

				Tamper Detection

				Error Codes

				Event Log Cleared

				Low Battery

				Phase Error

				Power Down

				Power Up

				Power Failure

				Unsafe Power Fail

				RAM Failure

				ROM Failure

				NV Memory Failure

				Memory Error

				Scrolling Errors

				Self Check Error

				Self Read

				Service Disconnect Closed

				Service Disconnect Failure

				Service Disconnect Open

				Service Disconnect Operations

				Stuck Switch

				Test Mode Started

				Test Mode Stopped

				Unprogrammed Reg

				Retrieve Meter Program

				Programmer Name

				Program Date

				Program ID

				Program Meter

				Meter Programmed

				Meter Reprogrammed

				Number of Times Programmed

				Disconnect Switch

				200 Amp continuous load rated disconnect

				200 Amp open/close capable

				Remotely operable by AMI system

				Home Area Network

				Type of HAN (enter in the Available column)

				Configurable over AMI system

				Firmware upgradeable over AMI system

				Firmware version

				Forms

				List forms available (e.g. 1s, 2s, 12s)
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3) Services and Terms

		

				Services and Terms  Please provide additional detail about how you would serve and interact with Seattle City Light.

								Comments

				Please check the services which you propose to provide Seattle City Light				<Please describe services offered here.  PLEASE INCLUDE PRICING FOR AMI RELATED SERVICES.  DO NOT INCLUDE  PRICING FOR SERVICES TO DESIGN, BUILD, TEST, AND DEPLOY  IT INTERFACES FROM AMI TO SCL LEGACY APPLICATIONS.  THESE SERVICES COSTS WILL BE REQUESTED IN A SEPARATE SERVICES RFP AFTER AMI VENDOR SELECTION >

Also, if Vendor decides to bid on hosting meter data per requirement in the AMI RFP,  section 1.5 Meter Data Management System, please include pricing on the three options list:  (1) host meter data during the deployment of AMI and to migrate that data to the utility’s MDMS system as part of our AMI communication and meter acceptance testing process at the conclusion of this effort; or (2) continue to host meter data post deployment of AMI and Smart Meters on behalf of SCL; or (3) provide SCL with a turnkey approach to purchase and hosting of the MDMS solution on-site at SCL

								Percent savings		Comments

				Please describe the scale benefits (in % saved for Seattle City Light) at the following levels of commitment - assume a 5 year contract.		100,000 endpoints				<Insert comments here>

						200,000 endpoints				<Insert comments here>

						500,000 endpoints				<Insert comments here>

										<Insert comments here>

						Other relevant levels of commitment				<Insert comments here>

				What is your preference for IT contract duration, and how would the pricing / terms change as duration changes?		Please choose		<Insert comments here>

						Equipment type (e.g., meter, AMI unit, collector equipment, etc.)		Costs covered		Duration of warranty		Comments

				Please indicate your preferred terms for equipment warranty		<Equipment type 1>						<Insert comments here>

				Note: if same terms apply to multiple types of equipment, feel free to list multiple equipment types on a single row		<Equipment type 2>						<Insert comments here>

						<Equipment type 3>						<Insert comments here>

						<Equipment type 4>						<Insert comments here>

						<Equipment type 5>						<Insert comments here>

				What diagnostic tools will be available for AMI module and collector repair and how much do you expect them to cost?		<Insert answer here>

				What percentage of module and associated equipment (collectors) failures do you expect Seattle City Light to be able to diagnose and repair?  Please describe the types of repairs possible and the costs involved (e.g., replacement material costs).		<Insert answer here>

				What software diagnostic tools will be available, what will their functionality be, and how much do you expect them to cost?		<Insert answer here>

				Please use this space to comment briefly on any other unique elements of the relationship that you might propose with Seattle City Light.		<Insert comments here>
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5) Cost structure

		

						Your cost at 100k units per year ($)

				Company economics		AMI unit		Meter (if manufactured by you)		Collector equipment

				Raw material

				Production labor

				Other COGs

				Product development / R&D

				Amortization

				Overhead

				Operating profit

				What suggestions would you make (e.g., what technical specs could be relaxed) to extend the life of your equipment?

				Potential for cost reductions		Description		How much could costs be reduced?		Comment

				Which features Seattle City Light is requesting are most expensive to provide?		<Feature 1>

						<Feature 2>

						<Feature 3>

						<Feature 4>

				What suggestions would you make to Seattle City Light to reduce the total cost of ownership of the AMI system?
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Other (please describe)






Other (please describe)




Other (please describe)






Other (please describe)




Equipment installation






Equipment installation




Equipment replacement






Equipment replacement




Shipping






Shipping




Equipment installation






Equipment installation




IT helpdesk / support






IT helpdesk / support




Shipping






Shipping




End unit installation






End unit installation






Equipment replacement






Equipment replacement




Other (please describe)






Other (please describe)




Equipment installation






Equipment installation




Equipment repair






Equipment repair




Shipping






Shipping




Other (please describe)






Other (please describe)




Equipment installation






Equipment installation




Shipping






Shipping




Shipping






Shipping




Equipment replacement






Equipment replacement




Other (please describe)






Other (please describe)




Equipment installation






Equipment installation




Equipment replacement






Equipment replacement




Collector equipment installation






Collector equipment installation




Other (please describe in comments)






Other (please describe in comments)




IT system installation & configuration






IT system installation & configuration




Equipment replacement






Equipment replacement
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CONTRACT

Note:  This contract indicates terms and conditions required by The City. All submitting companies agree to the terms and conditions of this contract.  Vendors may submit requests for exceptions at the time of proposal submittal; and the City may consider such requests but is not obligated to accept such requests.  The City may also make changes to best reflect the project and interests of the City prior to submittal of the final Contract for signature.

City of Seattle


CONTRACT FOR

Advanced Metering 
Infrastructure (AMI)

This Contract is made and entered into by and between City of Seattle (“City”), a Washington municipal corporation; and ________________ (Address: --), a corporation of the State of _______, and authorized to do business in the State of Washington.


Vendor Business:


Name of Representative: 





Vendor Address:




Vendor Phone:




Vendor Fax:




Vendor e-mail:




WHEREAS, the purpose of this contract is to Seattle City Light hereafter known as SCL intends to implement a two-way, fixed network AMI System. SCL expects to own, operate and maintain the System. SCL plans to purchase all hardware in the AMI System and to purchase a non-exclusive, paid-up, perpetual Software license for all Software applications provided by the AMI Vendor(s). 


; and


WHEREAS, Vendor was selected  as a result of a Request for Proposal process initiated _______2009  as required by SMC since costs are anticipated to exceed $44,000 in value; and


WHEREAS, funds for this purpose are authorized through the City of Seattle annual budget;


NOW, THEREFORE, in consideration of the terms, conditions, covenants, and performance of the Statement of Work contained herein, as attached and made a part hereof, the City and Vendor mutually agree as follows:

1. Term of Contract


Contract Term:  This contract shall allow orders to be placed for five years, with a fifteen year option to extend for additional order placements.  Continuous one-year extensions shall continue thereafter for licensing, maintenance and support. Such extensions shall be automatic, and shall go into effect without written confirmation, unless the City provides advance notice of the intention to not renew.  The Vendor may provide also provide a notice to not extend, but must provide such notice at least 45 days prior to the otherwise automatic renewal date 


2. Survivorship


All purchase transactions and deliverables executed pursuant to the authority of this Contract shall be bound by all of the terms, conditions, prices and price discounts set forth herein, notwithstanding the expiration of the initial term of this Contract or any extensions thereof.  Further, the terms, conditions and warranties contained in this Contract that by their sense and context are intended to survive the completion of the performance, cancellation or termination of this Contract shall so survive.  In addition, the terms of the sections titled Overpayments to Vendor, Warranties, Publicity, Section Headings, Incorporated Documents and Order of Precedence, Publicity, Review of Vendor Records, Patent and Copyright Indemnification, Disputes and Limitations of Liability, shall survive the termination of this Contract.

3. Statement of Work

Vendor shall provide the products services and tasks as described in the Contract attachments.  The Statement of Work may also be termed “work” herein.  

4. Expansion Clause


This contract may be expanded as mutually agreed, if such expansion is approved in writing by the Buyer from the City Purchasing Office of the Department of Executive Administration, City of Seattle.  No other City employee is authorized to make such written notices.  The Buyer will ensure the expansion meets the following criteria collectively:  (a)  it could not be separately bid, (b) the change is for a reasonable purpose, (c) the change was not reasonably known to either the City or vendors at time of bid or else was mentioned as a possibility in the bid (such as a change in environmental regulation or other law); (d) the change is not significant enough to be reasonably regarded as an independent body of work; (e) the change could not have attracted a different field of competition, and (f) the change does not vary the essential identity or main purpose of the contract.  The Buyer shall make this determination, and may make exceptions for immaterial changes, emergency or sole source conditions, or for other situations as required in the opinion of the Buyer.  Certain Work Orders or changes are not considered an expansion of scope, including an increase in quantities ordered, the exercise of options and alternates in the bid, change in design and specifications that does not expand the work beyond the limits provided for above, or ordering of work originally identified within the originating solicitation. If such changes are approved, changes are conducted as a written order issued by the City Purchasing Buyer in writing to the Vendor.


5. Work Order Process


The Vendor shall furnish all systems pursuant to work orders issued under this Contract. Each work order shall be subject to all of the terms and conditions of this Contract, and incorporated into this Contract by this reference.  For each work order under this Contract, Vendor shall commence work upon issuance of a notice to proceed by the City. Work orders under this Contract may be generated by the City under the following conditions:


(1) The Work Order is within the scope of the original solicitation and contract or is within the allowed conditions for expansions under Section 5 (Expansion Clause) above;


(2) A post-warranty annual maintenance agreement is accepted by the City;


(3) The City issues a request to upgrade equipment, software, or to change quantities of any deliverable;


(4) The City orders additional custom features or interfaces for the Systems prior to or after the acceptance period; or


For any subsequent work order(s) requested by either party, the Vendor shall submit a detailed proposal for the change. The Vendor shall analyze, record, estimate and submit to the City, for its approval, the proposed scope for the changed or new work, a work schedule, and a rate or price adjustment for completion of the work to be changed or added.  Once this proposal is received and approved by the City, a new work order will be issued for the changed or additional work. Upon the City’s written approval and notice to proceed, the Vendor shall implement the change or additional work and invoice for the changed or additional work consistent with the City’s approval notice and the terms and conditions of this Contract. 


The City may, at its option, add, delete or modify any part of any work order by giving Vendor notice of such change within the time period specified in the applicable work order.  Within seven (7) days after the date of such notice, the Vendor shall deliver to the City an amended work order reflecting the change in description, schedule and/or dollar amount due using the unit prices as proposed for the specific work order in Vendor’s Proposal.


The City does not guarantee utilization of goods and services provided for in this Contract for which the City has not issued a work order(s).  The City may itself provide these goods or services or may award contracts to other Vendors for similar goods and services.  In such instances, the Vendor shall not be responsible for the operation, performance or maintenance for equipment so obtained.

6. Documentation

Unless specified otherwise in Contract attachments, Vendor will provide a complete set of documentation to the satisfaction of SCL for each Software/Hardware order or System delivered, including technical and maintenance information, and, where applicable, installation information.  Vendor shall also provide a complete set of documentation to the satisfaction of SCL for each updated version of Software that vendor provides.  Vendor shall provide the documentation on or before the date Vendor delivers its respective Software.  There shall be no additional charge for this documentation or the updates, in whatever form provided.  Vendor’s Software documentation shall be comprehensive, well structured, and indexed for each reference.  If Vendor maintains its technical, maintenance and installation documentation on a web site, Vendor may fulfill the obligations set forth in this section by providing Purchaser access to its web-based documentation information.  


The City reserves the right to withhold payment for a deliverable, modification or enhancement until it receives all documentation associated with the same.  


7. Payment Procedures

Vendor shall only invoice upon the City’s approval of the deliverable and in a manner consistent with the payment schedule attached, if any.  Once the City has received and approved the invoice, the City will provide payment within thirty (30) days.  The aggregate amount represents the full and final amount to be paid by the City for all expenses incurred and incidentals necessary to complete the work. 


The City shall not be obligated to pay any other compensation, fees, charges, prices or costs, nor shall Vendor charge any additional compensation for completing the work order of the Statement of Work. All costs invoiced to the City, shall be associated with an active and open work order.

Invoices for hardware and software installed in City facilities and other work performed under this Contract shall be submitted, in writing to the City’s Project Manager.  Invoices shall include such information as prescribed in the Specifications or Statement of Work, and is necessary for the City to determine the exact nature of all expenditures and shall reference this Contract.  Additional payment terms or invoice instructions may be mutually agreed upon by the City and the Vendor. 


Payment does not constitute whole or partial acceptance; City acceptance of the System shall only occur by formal written notice to that effect.

Payment Retention:  City shall pay vendors based on achieving specific milestones based on a schedule negotiated between the City and the Vendor. 90% of the invoiced amount and withhold 10% as payment retention pending completion of the System Acceptance Test for the AMI System as set forth in Attachment A, Scope of Work & Pricing , whereupon such remaining 10% shall be paid by City. 


7.1. Advance Payment Prohibited


No advance payment shall be made for services furnished by Vendor pursuant to this Contract. Notwithstanding the above, maintenance, licensing and subscription payments, if any, may be made on a quarterly or annual basis at the beginning of each payment period, providing that the City may terminate the maintenance services with agreed-upon advance notice but in no case longer than 30 days advance notice, and receive pro-rated reimbursement back for any amounts pre-paid after the terminate becomes effective.

7.2. Travel

If certain travel is pre-approved by the City, the City will compensate travel expenses not to exceed actual travel costs given the following limitations.  Vendor and the City shall determine the need for on-site presence and the City shall pre-approve travel.  Vendor shall be entitled to reasonable expenses as defined below, not to exceed the actual amount of travel costs.   

· Airfare:  Airfare will be reimbursed at the actual cost of the airline ticket.  The City will reimburse for Economy or Coach Fare only.  Receipts detailing each airfare are required.


· Meals: Meals will be reimbursed at the Federal Per Diem daily rate for the city in which the work is performed and do not require receipts or additional documentation.  The City will not reimburse for alcohol at any time.


· Lodging: Lodging will be reimbursed at actual cost incurred up to a maximum of the published Runzheimer Cost Index for the city in which the work was performed.  Receipts detailing each day/night lodging are required.  The City will reimburse at the single occupancy rate.  As an alternative, lodging billed at the published Federal Per Diem daily rate for the city in which the work is performed does not require receipts or additional documentation.  In this case, the invoice needs to state that "the lodging is being billed at the Federal Per Diem daily rate."


· Vehicle mileage: Vehicle mileage will be reimbursed at the Federal Internal Revenue Service Standard Business Mileage Rate in affect at the time the mileage expense is incurred. 


· Rental Car:  Rental car expenses will be reimbursed at the actual cost of the rental.  Rental car receipts are required for all rental car expenses (the City will only pay for the rental of "Compact" vehicles unless three or more persons are sharing one vehicle in which case a "Mid-sized" vehicle rental is acceptable).


· Miscellaneous Travel (e.g. parking, gas, taxi, shuttle, tolls, ferry fees, etc.): Miscellaneous travel expenses will be reimbursed at the actual cost incurred.  Receipts are required for each expense of $10.00 or more.


The City will reimburse the Consultant at actual cost for travel expenses incurred as evidenced by copies of receipts supporting such travel expenses, and in accordance with the City of Seattle Travel Policy, details of which can be provided upon request.  

7.3. Disputed Work

Notwithstanding all above, if the City believes in good faith that some portion of Work has not been completed satisfactorily, the City may require Vendor to correct such work prior to The City payment.  In such event, the City will provide to Vendor an explanation of the concern and the remedy that the City expects.  The City may withhold from any payment that is otherwise due, an amount that the City in good faith finds to be under dispute, or if the Vendor does not provide a sufficient remedy, The City may retain the amount equal to the cost to The City for otherwise correcting or remedying the work not properly completed.


8. Taxes, Fees and Licenses


a. Taxes:  Where required by state statute, ordinance or regulation, Vendor shall pay for and maintain in current status all taxes that are necessary for contract performance.  Unless otherwise indicated, The City agrees to pay State of Washington sales or use taxes on all applicable consumer services and materials purchased.  No charge by the Vendor shall be made for federal excise taxes and The City agrees to furnish Vendor with an exemption certificate where appropriate.  


b. Fees and Licenses:  Vendor shall pay for and maintain in a current status, any license fees, assessments, permit charges, etc., which are necessary for contract performance.  It is the Vendor’s sole responsibility to monitor and determine any changes or the enactment of any subsequent requirements for said fees, assessments, or charges and to immediately comply with said changes during the entire term of this Contract. Vendor must pay all custom duties, brokerage or import fees where applicable as part of the contract price.  Vendor shall take all necessary actions to ensure that materials or equipment purchased are expedited through customs.  


c. Vendor is to calculate and enter the appropriate Washington State and local sales tax on the invoice.  Tax is to be computed on new items after deduction of any trade-in, in accordance with WAC 458-20-247. 


9. Timely Completion


a.  Time is of the Essence


The City has an immediate need to implement the System and/or Software and equipment for the management and operation of the City.  Therefore, time is of the essence in all matters relating to this Contract

b.  Liquidated Damages 

For this contract, a delay in the Vendor’s completion of work would seriously affect the public safety and the governmental operations of the City as well as SCL’s ability to receive all Federal ARRA funds awarded. A statement of liquidated damages is in the contract to be signed by the winning vendor, using a calculated assessment of liquidated damages as below:

		Meter Type

		Form

		# Meters

		Liquidated Damages



		Single-phase self-contained

		1S, 2S

		291,961

		$70



		Single-phase CL 320

		2S

		845

		$70



		120/208 self-contained 

		12S/25S

		86,027

		$70



		CT-rated single-phase

		3S, 4S

		5,482

		$100



		CT-rated three-phase

		5S, 6S, 8S, 9S

		7,738

		$100



		Three-phase self-contained

		14S, 15S, 16S

		13,273

		$100



		TOTAL

		

		405,326

		





Neither the provisions of this subsection nor their application or implementation shall limit the City’s right to pursue any other remedy available to it in law or at equity under this Contract.  The City shall have the right to assess Liquidated Damages as calculated by the City given the provision above, as a deduction from any payments due to the Vendor.

Any delay by Contractor in meeting the scheduled delivery dates will interfere with the proper implementation of the City’s program and result in loss and damage to the City. As it would be difficult and impracticable to fix the actual damage sustained in the event of any such delay, the City and Contractor agree that in the event of any such delay, Contractor shall pay, if assessed (or the City may deduct from payments due the Contractor), the following amounts as liquidated damages and not as a penalty:

$8,000 per work day (not calendar) day.  This is based on the unburdened costs of 25 people working on the AMI project at any given time. 


10. License for Use 


As part of the price of the System, the Vendor hereby grants to the City, and the City accepts from the Vendor, for so long as the City continues to use the System, a non-exclusive, fully paid, royalty free, perpetual license to unlimited use of the Software and related documentation for use on the System acquired by the City under this Contract.

11. Software Upgrades and Enhancements


Vendor shall:


a. Supply at no additional cost updated versions of the Software to operate on upgraded versions of operating systems, upgraded versions of firmware, or upgraded versions of hardware;


b. Supply at no additional cost updated versions of the Software that encompass improvements, extensions, maintenance updates, error corrections, or other changes that are logical improvements or extensions of the original Software supplied to City; and

c. Supply at no additional cost interface modules that are developed by Vendor for interfacing the Software to other Software products.

12. Warranties 


11.1 Warranty of the System 

Commencing on the date that the City issues its Final Acceptance Certificate, and extending for a period of one (1) year or as otherwise agreed upon by the City. Vendor warrants that the Software furnished hereunder shall be free from programming errors and that the Software and hardware shall be free from defects in workmanship and materials and shall operate in conformity with the performance capabilities, Statement of Work, functions and other descriptions and standards applicable thereto and as set forth in this Contract including but not limited to the City’s Request for Proposals; that the services shall be performed in a timely and professional manner by qualified professional personnel; and that the services, Software and Hardware shall conform to the standards generally observed in the industry for similar services, Software and hardware. If Vendor is not the original Software or hardware manufacturer, Vendor shall obtain in writing the manufacturer’s consent to pass through all Software and hardware warranties for the City’s benefit.  During this warranty period, Vendor shall replace or repair any defect appearing in the Software or hardware, or deficiency in service provided at no additional cost to the City.


11.2 Warranty Against Planned Obsolescence 


The Vendor warrants that the products proposed to and acquired by the City under this Contract are new and of current manufacture, and that it has no current plans for announcing a replacement line that would be marketed by Vendor as a replacement for any of the products provided to the City under this Contract and would result in reduced support for the product line within which the System furnished to the City is contained.  The Vendor further warrants that, in the event that a major change in hardware, software, or operating system occurs that radically alters the design architecture of the System and makes the current design architecture obsolete within three (3) years after full execution of this Contract, and if the City continues its annual maintenance Contract with the Vendor, the Vendor shall provide the City with a replacement hardware, software, or operating system(s) that continues the full functionality of the systems, at no extra cost to the City.  


11.3 No Surreptitious Code Warranty

The Vendor warrants to the City that no copy of the licensed Software provided to the City contains or will contain any Self-help Code or any Unauthorized Code as defined below. This warranty is referred to in this Contract as the “No Surreptitious Code Warranty.”  


As used in this Contract, “Self-help Code” means any back door, time bomb, drop dead device, or other Software routine designed to disable a computer program automatically with the passage of time or under the positive control of a person other than the licensee of the Software.  The term “Self-help Code” does not include Software routines in a computer program, if any, designed to permit an owner of the computer program (or other person acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g. remote access via modem) for purposes of maintenance or technical support.


As used in this Contract, “Unauthorized Code” means any “virus,” “Trojan horse,” “worm” or other Software routines or Equipment components designed to permit unauthorized access to disable, erase, or otherwise harm Software, Equipment, or data or to perform any other actions.  The term Unauthorized Code does not include Self-help Code.


The Vendor shall defend City against any claim, and indemnify the City against any loss or expense arising out of any breach of the No Surreptitious Code Warranty.


11.4 Title Warranty and Warranty against Infringement 


The Vendor warrants and represents that the hardware and Software provided under this Contract is the sole and exclusive property of the Vendor or that the Vendor is authorized to provide full use of the hardware and Software to the City as provided herein. The Vendor warrants that it has full power and authority to grant the rights granted by this Contract to the City without the consent of any other person or entity.  


In the event of any claim by a third party against the City for software used in the United States asserting a patent, copyright, trade secret, or proprietary right violation involving the System acquired by the City hereunder or any portion thereof, Vendor shall defend, at its expense, and shall indemnify the City against any loss, cost, expense, or liability arising out of such claim, whether or not such claim is successful; provided, however, that Vendor is notified by the City in writing within a reasonable time after the City first receives written notice of any such claim, action, or allegation of infringement. In the event a final injunction or order is obtained against the City’s full use of either the System or any portion thereof as a result of any such claim, suit or proceeding, and if no further appeal of such ruling is practicable, Vendor shall, as mutually agreed upon and at Vendor’s expense:


a. procure for the City the right to continue full use of the System; or


b. replace  or modify the same so that it becomes non‑infringing (which modification or replacement shall not affect the obligation to ensure the System conforms with applicable Statement of Work); or


c. if the product was purchased and the actions described in item (1) or (2) of Section 11.4, are not practicable, re-purchase the product from the City at a price mutually agreed upon, which shall relate to the value and utility of the product to the City; or


d. if  the System was leased, licensed, purchased or rented, and the actions described in item (1), (2), or (3) of Section 11.4, are not practicable, remove such System from the City’s site(s) and pay the City promptly after notification for all direct and consequential damages suffered by the City as a result of the loss of the infringing product and any other continued utility of which to the City is adversely affected by the removal of the infringing product, and hold the City harmless from any further liability therefore under any applicable Order, Settlement, or other Contract. 

In no event shall the City be liable to Vendor for any lease, rental, or maintenance payments after the date, if any, that the City is no longer legally permitted to use the System because of such actual or claimed infringement. In the event removal or replacement of the System is required pursuant to this paragraph, Vendor shall use reasonable care in the removal or modification thereof and shall, at its own expense, restore the City’s premises as nearly to their condition immediately prior to the installation of the System as is reasonably possible.


No settlement that prevents the City from continuing to use the Software, other products or Software documentation as provided in this Contract shall be made without the City’s prior written consent.  In all events, the City shall have the right to participate at its own expense in the defense of any such suit or proceeding through counsel of its own choosing.


The indemnification obligation set forth in this section shall survive the expiration or earlier termination of this Contract.


11.5 No Liens


The Vendor warrants that the Software and Equipment is the sole and exclusive property of the Vendor and that the Vendor is authorized to provide full use of the Software to the City as provided herein and that such Software is not subject to any lien, claim or encumbrance inconsistent with any of the City’s rights under this Contract and that the City is entitled to and shall be able to enjoy quiet possession and use of the Software and Equipment without interruption by Vendor or any other person making a claim under or through the Vendor or by right of paramount title.


11.6 Maintenance Services Warranty


The Vendor warrants that, in performing the services under the Maintenance Agreement appended as Appendix [       ], a future Appendix.  The Vendor shall strictly comply with the descriptions and representations as to the services, including performance capabilities, accuracy, completeness, characteristics, Statement of Work, configurations, standards, function and requirements, which appear in this Contract and in the Vendor’s response to the City’s Request for Proposal. Its products shall be uniform in appearance and clean and presentable in accordance with generally applicable standards in the industry. Errors or omissions committed by the Vendor in the course of providing Services shall be remedied by the Vendor at its own expense.

12.7  Materials and Workmanship Warranty (Device Level – 20 years declining share)


All hardware and software provided by supplier shall be free of defects in materials and workmanship. Supplier shall bear a share of the cost of replacing material that is found by the City to be defective, as described in this section. Supplier shall provide to City convenient and efficient instructions and procedures for shipping material to Supplier for repair/replacement.


Material provided by Supplier that is found by City to be defective will be returned to Supplier within 60 days of when the defect is evident to City. If the defect is determined to have been a fault of Supplier, then the pro-rated sharing of expenses shown below shall apply. Supplier shall repair or replace the defective item at its expense, and return it to City within 30 days. Supplier shall not be obligated to ship, repair, or replace the item at its expense if the defect is determined to have arisen from misuse, improper installation, neglect, modification, modification, accident or exposure to adverse conditions exceeding performance levels required by applicable specifications.


In the 20 year period of use and operation that follows the Acceptance Test, failures of any element of the system (including electric revenue meters) exceeding ½% of devices per rolling 12-month interval are considered excessive, and become the responsibility of Supplier. Supplier shall bear a pro-rata share of the material and change-out labor costs to remedy such failures in accordance with the following schedule:


· Within 0-3 years of Acceptance Test - 100%,


· Within 4-8 years of Acceptance Test - 75%,


· Within 9-13 years of Acceptance Test - 50%.


· Within 14-20 years of Acceptance Test - 25%.


· More than 20 years after Acceptance Test - 0%


Supplier-furnished commercially available Master Station hardware will be subject to the repair or replacement warranties provided by its manufacturers or 12 months, whichever is greater.


11.7 Merchantability and Fitness Warranty


Vendor represents and warrants that the Software, other products and Software Documentation will be merchantable and will be fit for the particular purposes established in the City’s RFP and the Vendor’s response to the City’s RFP.


11.8 Warrant of Compliance with Applicable Law


The Vendor warrants that the System, and the manufacture and production thereof, are in compliance with any and all applicable laws, rules, and regulations.


11.9  Date Warranty



The Vendor warrants that all Software provided under this contract:  (a) does not have a life expectancy limited by date or time format; (b) will correctly record, store, process, present calendar dates; (c) will lose no functionality, data integrity, or performance with respect to any date; and (d) will be interoperable with other software used by City that may deliver date records from the Software, or interact with date records of the Software (“Date Warrant”).  In the event a Date Warranty problem is reported to Vendor by City and remains unresolved after three calendar days, at City’s discretion, the Vendor shall send, at Vendor’s sole expense, at least one qualified and knowledgeable representative to City’s premises.  This representative will continue to address and work to remedy the failure, malfunction, defect, or nonconformity on City’s premises.  This Date Warranty shall last perpetually.  In the event of a breach of any of these representations and warranties, Vendor shall indemnify and hold harmless the City from and against any and all harm, injury, damages, costs, and expenses incurred by Purchaser arising our of said Breach.


11.10  Physical Media Warranty


Vendor warrants to City that each licensed copy of Software provided by Vendor is and will be free from physical defects in the media that tangibly embodies the copy (the “Physical Media Warranty.”).  The Physical Media Warranty does not apply to defects discovered more than thirty (30) calendar day after the date of Acceptance of the Software copy by the City.  Vendor shall replace, at Vendor’s expense, including shipping and handling costs, any Software copy provided by Vendor that does not comply with this Warranty.



11.11  Survival of Warranties and Representations

The representations and warranties of the Vendor made pursuant to this Contract shall survive the delivery of the System, the payment of the purchase price, and the expiration or earlier termination of this Contract.

13. Reauthorization Code Required


If a reauthorization code must be keyed in by Vendor for any Software supplied under this Contract to remain functional upon movement to another computer system, Vendor shall provide the reauthorization code to City within one (1) Business Day after receipt of Purchaser’s notice of its machine upgrade or movement.


OR (if City is acquiring a site license, unlimited CPU license, or other similar license, use the following:


Vendor’s Software shall not require a reauthorization code in order for the Software supplied through this Contract to remain functional upon City’s movement of the Software to another computer system.



14. Escrowing of Source Language of Licensed Software

14.1. Source Code Escrow Package Definition.  The term “Source Code Escrow Package” shall mean: 

a. A complete copy in machine-readable form of the source code and executable code of the licensed Software;


b. A complete copy of any existing design documentation and user documentation and/or


c. Complete instructions for compiling and linking every part of the source code into executable code for purposes of enabling verification of the completeness of the source code as provided below.  Such instructions shall include precise identification of all compilers, library packages, and linkers used to generate executable code.


Delivery of Source Code Into Escrow.  Vendor shall deliver a Source Code Escrow Package to Escrow Agent, provided that Vendor, City and Escrow Agent shall first enter into a supplementary escrow agreement as attached.  Vendor and City shall use best efforts to enter into such an Escrow Agreement as soon as possible after the Effective Date of this Contract, but not later than 30 days after the Effective Date of this Contract.


14.2. Delivery of New Source Code into Escrow.  If during the term of this Contract, term of license, or term of maintenance and support, Vendor provides City with a maintenance release or upgrade version of the licensed Software, Vendor shall within then (10) Business Days deposit with Escrow Agent a Source Code Escrow Package for the maintenance release or upgrade version and give city notice of such delivery.


14.3. Verification of Source Code Escrow Package.  At its option and expense, City may request that the completeness and accuracy of any Source Code Escrow Package be verified.  


a. Such verification may be requested once per Source Code Escrow Package.  


b. Such verification will be conducted by Escrow Agent, or upon at least ten (10) Business Days’ prior notice to the Vendor, by another party (“verifier”) acceptable to Vendor, after full disclosure to Vendor of information reasonably requested by Vendor about Verifier. 


c. Prior to conducting the verification, Verifier shall first execute a confidentiality agreement prepared by Vendor that precludes Verifier from disclosing any information to City about the Source Code Escrow Package other than whether the Source Code Escrow Package was found to be complete and accurate.


d. Unless otherwise agreed at the time, verification will be performed on-site at Vendor’s premises, utilizing Vendor’s equipment and software, at a time reasonably acceptable to Vendor.  Vendor shall make technical and support personnel available as reasonably necessary for the verification. At its discretion, Vendor may designate a representative to accompany the Source Code Escrow Package at all times, and to be present at the verification.  Verifier will be City’s sole representative at the verification.


e. Verifier is solely responsible for the completeness and accuracy of the verification.  Neither the Escrow Agent, if different from the Verifier, nor Vendor shall have any responsibility or liability to City for any incompleteness or inaccuracy of any verification.


14.4. Escrow Fees.  All fees and expenses charged by Escrow Agent will be borne by Vendor.


14.5. Release Events for Source Code Escrow Packages.  The Source Code Escrow Package may be released from escrow to City, temporarily or permanently, solely upon the occurrence of one or more of the following “Escrow Release Events:”


a. Vendor becomes insolvent, makes a general assignment for the benefit of creditors, files a voluntary petition of bankruptcy, suffers or permits the appointment of a receiver for business or assets, or becomes subject to any proceeding under any bankruptcy or solvency law, whether domestic or foreign;


b. Vendor has wound up or liquidated its business voluntarily or otherwise and City has compelling reasons to believe that such events will cause Vendor to fail to meet its warranties and maintenance obligations in the foreseeable future; or


c. Vendor has wound up or liquidated its business voluntarily or otherwise and City has compelling reasons to believe that such events will cause Vendor to fail to meet its warranties and maintenance obligations in the foreseeable future; or


d. Vendor has voluntarily or otherwise discontinued support of the Software or fails to support the Software in accordance with its warranties and maintenance obligations.


14.6. Release Event Procedures.  If City desires to obtain the Source Code Escrow Package   from Escrow Agent:


a. City shall comply with the procedures set forth in the Escrow Agreement to document the occurrence of the Release Event;


b. City shall maintain all materials and information comprising the Source Code Escrow Package in confidence in accordance with the Contract section titled Vendor’s Proprietary Information;


c. If release is temporary, City shall promptly return all released materials to Vendor when the circumstances leading to the release are no longer in effect; and


d. City shall promptly, fully, and completely respond to any and all requests for information from Vendor concerning City’s use or contemplated use of the Source Code Escrow Package.


15. Title to Equipment


Upon successful completion of Acceptance Testing and receipt of City’s letter of Acceptance (or upon delivery, if there is no Acceptance Testing), Vendor shall convey to City good title to the Equipment free and clear of all liens, pledges, mortgages, encumbrances, or other security interests.


Transfer of title to the Equipment shall include an irrevocable, fully paid-up, perpetual license to use the internal code (embedded software) in the Equipment.   If City subsequently transfers title to the Equipment to another entity, City shall have the right to transfer the license to use the internal code with the transfer of Equipment title.  A subsequent transfer of this software license shall be at no additional cost or charge to either City or City’s transfer.

16. Ownership of Deliverables 

Except for the licensed System Software and Hardware and its related documentation, all data and work products produced under this Contract shall be considered work made for hire under the U.S. Copyright Act, 17 U.S.C. 101 et seq, and shall be owned by the City.  

17. Contract Bond 


Concurrent with the execution of this Contract and if required by the City, Vendor shall furnish to the RFP Coordinator, a contract bond (payment and performance) or Letter of Credit in an amount equal to (100%) of the aggregate contract price plus estimated retail sales and use taxes. Vendor shall be named as Principal and The City shall be named as Obligee.


The Bond or Letter of Credit (“instrument”) shall be conditioned upon full performance of all obligations imposed upon the Vendor in this Contract, including, without limitation, delivery and installation of necessary equipment, warranty service and extended service for the required Contract term.  


The instrument shall be subject to approval by the City Attorney as to company, form and sufficiency of surety.  If the instrument is found by the City Attorney to be flawed, the Vendor must correct the flaw promptly prior to contract execution or the award may be terminated. 


The Bond must be executed by a company that is included in the U. S. Department of the Treasury’s Listing of Approved Sureties (Circular 570), and is included on the Washington State Insurance Commissioner’s Authorized Insurance Company List.


The Letter of Credit must be executed by a Banking Institution that has a current Moody’s rating of B or better and must be presented in person at a branch or office in Seattle, Washington.

18. Risk of Loss, Freight, Overages or Underages

Regardless of FOB point, Vendor agrees to bear all risks of loss, injury, or destruction of goods and materials ordered herein which occur prior to delivery and acceptance.  Such loss, injury, or destruction shall not release Vendor from any obligations under.  Prices include freight prepaid and allowed.  Vendor assumes the risk of every increase, and receives the benefit of every decrease, in delivery rates and charges.  Shipments shall match the Work Order; any unauthorized advance or excess shipment is returnable at Vendor’s expense.

19. Protection of Persons and Property


19.1. Person

The Vendor and the City shall each take reasonable precautions for the safety of employees of the other, and shall each comply with all applicable provisions of federal, state, and local laws, codes and regulations to prevent or avoid any accident or injury to a person on, about or adjacent to any premises where work under this Contract is being performed.

19.2. Property


The Vendor shall take reasonable steps to protect the City’s property from injury or loss arising in connection with the Vendor’s performance or failure of performance under this Contract.

19.3. No Smoking

The Vendor shall not allow any employee of the Vendor or any sub or agent thereof to smoke inside any City facility.


19.4. OSHA/WISHA

The Vendor certifies that products are designed and manufactured to meet the current federal and state safety and health regulations, including Federal Occupational Safety and Health Act of 1970 (OSHA), the Washington Industrial Safety and Health act of 1973 (WISHA).  Vendor shall indemnify, defend, and hold the City harmless from all damages assessed against the City as a result of the failure of the products furnished under this Contract to so comply.

19.5. Workers Right to Know


“Right to Know” legislation required the Department of Labor and Industries to establish a program to make employers and employees more aware of the hazardous substances in their work environment.  WAC 296-62-054 requires among other things that all manufacturers/distributors of hazardous substances, including any of the items listed on this ITB, RFP or contract bid and subsequent award, must include with each delivery completed Material Safety Data Sheets (MSDS) for each hazardous material.  Additionally, each container of hazardous material must be appropriately labeled with:  the identity of the hazardous material, appropriate hazardous warnings, and the Name and Address of the chemical manufacturer, improper, or other responsible party.


Labor and Industries may levy appropriate fines against employers for noncompliance and agencies may withhold payment pending receipt of a legible copy of the MSDS.  OSHA Form 20 is not acceptable in lieu of this requirement unless it is modified to include appropriate information relative to “carcinogenic ingredients: and “routes of entry” of the product(s) in question.


20. Contract Notices, Deliverable Materials and Invoices Delivery

Official Contract notices shall be delivered to the following addresses (or such other address (es) as either party may designate in writing):

 
If delivered by the U.S. Postal Service, it must be addressed to:
 

Jason Edens
 

City of Seattle Purchasing and Contracting Services 


PO Box 94687


Seattle, WA  98124-4687


If delivered by any other company, it must be addressed to:
 

Jason Edens
 

City of Seattle Purchasing and Contracting Services 





Seattle Municipal Tower




700 5th Ave., #4112


Seattle, WA  98104-5042


Phone: 206.684.0445

Fax: 206.733.5561

E-Mail: Jason.edens@seattle.gov

Project work, invoices and communications shall be delivered to the City Project Manager: 




City of Seattle





Attention: Carol Dickinson

21 Representations 


Vendor represents and warrants that it has the requisite training, skill and experience necessary to provide Work and is appropriately accredited and licensed by all applicable agencies and governmental entities.


22 Inspection


Work shall be subject, at all times, to inspection by and with approval of the City, but the making (or failure or delay in making) such inspection or approval shall not relieve Vendor of responsibility for performance of the Work in accordance with this Contract, notwithstanding the City’s knowledge of defective or noncomplying performance, its substantiality or the ease of its discovery.  Vendor shall provide sufficient, safe, and proper facilities and equipment for such inspection and free access to such facilities.

23 Affirmative Efforts for Utilization of Women and Minority Subcontracting, Non-Discrimination 


a. During the performance of this contract, Vendor shall comply with all federal and applicable state nondiscrimination laws, including but not limited to:  Title VII of the Civil Rights Act, 42 U.S.C. 1201 et seq; the Americans with Disabilities Act (ADA); and Title 49.60 RCW, Washington Law Against Discrimination. 

b. Fair Contracting Practices Ordinance: Vendor shall comply with the Fair Contracting Practices Ordinance of The City of Seattle (Ordinance 119601), as amended.  Conduct made unlawful by that ordinance constitutes a breach of contract.  Engaging in an unfair contracting practice may also result in the imposition of a civil fine or forfeiture under the Seattle Criminal Code as well as various civil remedies.

c. In accordance with Seattle Municipal Code Chapter 20.42, Vendor shall actively solicit the employment and subcontracting of women and minority group members when necessary and commercially useful for purposes of fulfilling the Statement of Work required for this Contract.  Vendors shall actively solicit subcontracting bids from sub as needed to perform the work of this contract, from qualified, available and capable women and minority businesses.  Vendors shall consider the grant of subcontracts to women and minority bidders on the basis of substantially equal proposes in the light most favorable to women and minority businesses.  At the request of The City, Vendor shall promptly furnish evidence of the Vendor’s compliance with these requirements.

d. If upon investigation, the Director of Executive Administration finds probable cause to believe that the Vendor has failed to comply with the requirements of this Section, the Vendor shall notified in writing.  The Director of Executive Administration shall give Vendor an opportunity to be heard, after ten calendar days’ notice.  If, after the Vendor’s opportunity to be heard, the Director of Executive Administration still finds probable cause, s/he may suspend the Contract and/or withhold any funds due or to become due to the Vendor, pending compliance by the Vendor with the requirements of this Section.


e. Any violation of the mandatory requirements of this Section, or a violation of Seattle Municipal Code Chapter 14.04 (Fair Employment Practices), Chapter 14.10 (Fair Contracting Practices), Chapter 20.45 (City Contracts – Non-Discrimination in Benefits), or other local, state, or federal non-discrimination laws, shall be a material of contract for which the Vendor may be subject to damages and sanctions provided for by the Vendor Contract and by applicable law.   In the event the Vendor is in violation of this Section shall be subject to debarment from City contracting activities in accordance with Seattle Municipal Code Section 20.70 (Debarment).


24 Equal Benefits

a. Compliance with SMC Ch. 20.45: The Vendor shall comply with the requirements of SMC Ch. 20.45 and Equal Benefits Program Rules implementing such requirements, under which the Vendor is obligated to provide the same or equivalent benefits (“equal benefits”) to its employees with domestic partners as the Vendor provides to its employees with spouses.  At The City’s request, the Vendor shall provide complete information and verification of the Vendor’s compliance with SMC Ch. 20.45.   Failure to cooperate with such a request shall constitute a material breach of this Contract.  (For further information about SMC Ch. 20.45 and the Equal Benefits Program Rules call (206) 684-0430 or review information at http://cityofseattle.net/contract/equalbenefits/.)


b. Remedies for Violations of SMC Ch. 20.45:  Any violation of this Section shall be a material breach of Contract for which the City may:

· Require the Vendor to pay actual damages for each day that the Vendor is in violation of SMC Ch. 20.45 during the term of the Contract; or

· Terminate the Contract; or 

· Disqualify the Vendor from bidding on or being awarded a City contract for a period of up to five (5) years; or

· Impose such other remedies as specifically provided for in SMC Ch. 20.45 and the Equal Benefits Program Rules promulgated thereunder.


25 General Legal Requirements

a. General Requirement:  Vendor, at no expense to The City, shall comply with all applicable laws of the United States and the State of Washington; the Charter and ordinances of The City; and rules, regulations, orders, and directives of their administrative agencies and the officers thereof.  Without limiting the generality of this paragraph, the Vendor shall specifically comply with the following requirements of this section.

b. Licenses and Similar Authorizations:  Vendor, at no expense to The City, shall secure and maintain in full force and effect during the term of this Contract all required licenses, permits, and similar legal authorizations, and comply with all requirements thereof.


c. Performance Standard.   All duties by Vendor or designees shall be performed in a manner consistent with accepted practices for other similar Work. 


26 Indemnification

Vendor shall defend, indemnify, and save City harmless from and against all claims, including reasonable attorneys’ fees resulting from such claims, by third parties for any or all injuries to persons or damage to property of such third parties arising from intentional, willful, or negligent acts or omissions of Vendor, its officers, employees, or agents, or Subcontractors, their officers, employees or agents.  Vendor’s obligation to defend, indemnify, and save City harmless shall not be eliminated or reduced by any alleged concurrent City negligence.

27 Insurance

Except as specified otherwise, Vendor shall obtain at time of award and maintain in force, minimum coverages and limits of liability of insurance specified below.  If the Vendor fails to obtain or maintain these coverages, the City may withdraw its intent to award.  All costs are borne by the Vendor.

1.
MINIMUM COVERAGES AND LIMITS OF LIABILITY. Vendor shall at all times during the term of this Agreement maintain continuously, at its own expense, minimum insurance coverages and limits of liability as specified below:


A.
Commercial General Liability (CGL) insurance, including:





- Premises/Operations






- Products/Completed Operations





- Personal/Advertising Injury





- Contractual 




- Independent Contractors 


- Stop Gap/Employers Liability


with minimum limits of liability of $1,000,000 each occurrence combined single limit bodily injury and property damage (“CSL”), except:





$1,000,000    Personal/Advertising Injury





$1,000,000    each accident/disease/employee Stop Gap/Employer’s Liability


B.
Automobile Liability insurance, including coverage for owned, non-owned, leased or hired vehicles with a minimum limit of liability of $1,000,000 CSL.


C.
 Worker’s Compensation for industrial injury to Vendor’s employees in accordance with the provisions of Title 51 of the Revised Code of Washington. 


2.
CITY AS ADDITIONAL INSURED.  The City of Seattle shall be included as an additional insured under CGL and Automobile Liability insurance for primary and non-contributory limits of liability.


3.
NO LIMITATION OF LIABILITY.  The limits of liability specified herein in subparagraph 1.A. are minimum limits of liability only and shall not be deemed to limit the liability of Vendor or any Vendor insurer except as respects the stated limit of liability of each policy.  Where required to be an additional insured, the City of Seattle shall be so for the full limits of liability maintained by Vendor, whether such limits are primary, excess, contingent or otherwise.


4.
MINIMUM SECURITY REQUIREMENT.  All insurers must be rated A- VII or higher in the current A.M. Best's Key Rating Guide and licensed to do business in the State of Washington unless coverage is issued as surplus lines by a Washington Surplus lines broker.


5.
SELF-INSURANCE.  Any self-insured retention not fronted by an insurer must be disclosed.  Any defense costs or claim payments falling within a self-insured retention shall be the responsibility of Vendor.


6.
EVIDENCE OF COVERAGE. Prior to performance of any scope of work under paragraph 5., Vendor shall provide certification of insurance acceptable to the City evidencing the minimum coverages and limits of liability and other requirements specified herein.  Such certification must include a copy of the policy provision documenting that the City of Seattle is an additional insured for commercial general liability insurance on a primary and non-contributory basis.  Certification should be issued to The City of Seattle, Risk Management Division, Seattle, WA and shall be delivered in electronic form either as an email attachment to riskmanagement@seattle.gov or faxed to (206) 470-1270.


28 Review of Vendor Records

Vendor and its Subcontractors shall maintain books, records, documents and other evidence relating to this Contract, including but not limited to protection and use of City’s Confidential Information, and accounting procedures and practices which sufficiently and properly reflect all direct and indirect costs of any nature invoiced in the performance of this Contract.  Vendor shall retain all such records for six (6) years after the expiration or termination of this Contract.  Records involving matters in litigation related to this Contract shall be kept for six (6) years from the date of expiration or termination of this Contract whichever is later.


All such records shall be subject at reasonable times and upon prior notice to examination, inspection, copying or audit by personnel so authorized by the City’s Contract Administration and/or the Office of the Auditor and federal officials so authorized by law, rule, regulation or contract, when applicable, at no additional cost to the City.  During this Contract’s term, Vendor shall provide access to these items within King County.  Vendor shall be responsible for any audit exceptions or disallowed costs incurred by Vendor or any of its Subcontractors.


Vendor shall incorporate in its subcontracts this section’s records retention and review requirements.


It is agreed that books, records, documents and other evidence of accounting procedures and practices related to Vendor’s cost structure, including overhead, general and administrative expenses, and profit factors shall be excluded from City’s review unless the cost or any material issue under this Contract is calculated or derived from these factors.


29  Independent Contractor 

The relationship of Vendor to The City by reason of this Contract shall be that of an independent Vendor.  This Contract does not authorize Vendor to act as the agent or legal representative of the City for any purpose whatsoever.  Vendor is not granted any express or implied right or authority to assume or create any obligation or responsibility on behalf of or in the name of The City or to bind The City in any manner or thing whatsoever.


It is the intention and understanding of the Parties that Vendor shall be an independent Vendor and that the City shall be neither liable for nor obligated to pay sick leave, vacation pay or any other benefit of employment, nor to pay any social security or other tax that may arise as an incident of employment.  The Vendor shall pay all income and other taxes as due.  Industrial or other insurance that is purchased for the benefit of the Vendor shall not be deemed to convert this Contract to any employment contract.  It is recognized that Vendor may or will be performing professional Work during the term for other parties and that The City is not the exclusive user of the Work that Vendor will provide.


30 Assignment and Subcontracting

Contractor shall not assign or subcontract any of its obligations under this Contract without Seattle’s written consent, which may be granted or withheld in Seattle’s sole discretion.  Any subcontract made by Contractor shall incorporate by reference all the terms of this Contract except for Equal Benefit provisions.  Contractor shall ensure that all subcontractors comply with the obligations and requirements of the subcontract, except for Equal Benefit provisions.  Seattle’s consent to any assignment or subcontract shall not release the Contractor from liability under this Contract, or from any obligation to be performed under this Contract, whether occurring before or after such consent, assignment, or subcontract. 


31 Subcontracting

Any subcontract made by Vendor shall incorporate by reference all the terms of this Contract.  Vendor shall ensure that all subcontractors comply with the obligations and requirements of the subcontract.  City’s consent to any assignment or subcontract shall not release the Vendor from liability under this Contract, or from any obligation to be performed under this Contract, whether occurring before or after such consent, assignment or subcontract.


32 Involvement of Former City Employees  


Vendor shall promptly notify The City in writing of any person who is expected to perform any of the Work and who, during the twelve (12) months immediately prior to the expected commencement date of such work or subcontract, was a City officer or employee.  Vendor shall ensure that no Work or matter related to the Work is performed by any person (employee, sub, or otherwise) who was a City officer or employee within the past twelve (12) months; and as such was officially involved in, participated in, or acted upon any matter related to the Work, or is otherwise prohibited from such performance by SMC 4.16.075.

33 No Conflict of Interest    

Vendor confirms that Vendor does not have a business interest or a close family relationship with any City officer or employee who was, is, or will be involved in the Vendor selection, negotiation, drafting, signing, administration, or evaluating the Vendor’s performance.  

34 Gratuities


Vendor shall not directly or indirectly give, pay, deliver, or perform, or agree to arrange to give, pay, deliver or perform, any gratuity, gift, bonus, donation or discount of any kind, in the form of goods, services, or any other thing of value for any purpose, at any time, to any person employed by the City that is intended, or that reasonably may be seen to be intended, to benefit the Vendor by way of award, administration, or in any other way to influence the contract or any future contract.  Any violation of this provision may result in termination of this Contract.  Nothing in this Contract prohibits donations to campaigns for election to City office, so long as the donation is disclosed as required by the election campaign disclosure laws of the City and of the State. 


35 Errors & Omissions:  Correction

Vendor shall be responsible for the professional quality, technical accuracy, and the coordination of all designs, drawings, Statement of Work, and other services furnished by or on the behalf of the Vendor under this Contract.  The Vendor, without additional compensation, shall correct or revise any errors or omissions in the designs, drawings, Statement of Work, and/or other Vendor services immediately upon notification by The City.  The obligation provided for in this section with respect to any acts or omissions during the term of this Contract shall survive any termination or expiration of this Contract and shall be in addition to all other obligations and liabilities of the Vendor.

36 Intellectual Property Rights 

Patent:  Vendor hereby assigns to The City all rights in any invention, improvement, or discovery, together with all related information, including but not limited to, designs, Statement of Work, data, patent rights and findings developed in connection with the performance of Contract or any subcontract hereunder.  Notwithstanding the above, the Vendor does not convey to The City, nor does The City obtain, any right to any document or material utilized by Vendor that was created or produced separate from this Contract or was preexisting material (not already owned by The City), provided that the Vendor has clearly identified in writing such material as preexisting prior to commencement of the Work.  To the extent that preexisting materials are incorporated into the Work, the Vendor grants The City an irrevocable, non-exclusive, fully-paid, royalty-free right and/or license to use, execute, reproduce, display, and transfer the preexisting material, but only as an inseparable part of the Work.


Copyright:  All materials and documents prepared by Vendor in connection with the Contract and Vendor shall retain the copyright (including the right of reuse) whether or not the Contract Statement of Work is completed.  Vendor grants to The City a non-exclusive, irrevocable, unlimited, fully-paid, royalty-free license to use every document and all other materials prepared by the Vendor for The City under this Contract.  If requested by The City, a copy of all drawing, prints, plans, field notes, reports, documents, files, input materials, output materials, the media upon which they are located (including cards, tapes, discs and other storage facilities), software programs or packages (including source code or codes, object codes, upgrades, revisions, modifications, and any related materials) and/or any other related documents or materials which are developed solely for, and paid for by, The City in connection with the performance of the Work, shall be promptly delivered to The City. 


The City may make and retain copies of such documents for its information and reference in connection with their use on the project.  The Vendor does not represent or warrant that such documents are suitable for reuse by The City, or others, on extensions of the project, or on any other project. Vendor represents and warrants that it has all necessary legal authority to make the assignments and grant the licenses required by this Section.

37 Confidentiality 

The parties agree that they will not permit the duplication or disclosure of any information designated in advance by the other party as "Confidential and Proprietary" to any person (other than its own employee, agent, or representative who must have such information for the performance of that party’s obligations hereunder) unless such duplication, use or disclosure is specifically authorized in writing by the other party or is required by law.  "Confidential and Proprietary” information does not include ideas, concepts, know-how or techniques related to information that, at the time of disclosure, is in the public domain unless the entry of that information into the public domain is a result of any breach of this Contract.  Likewise, "Confidential and Proprietary” information does not apply to information that is independently developed, already possessed without obligation of confidentiality, or rightfully obtained from a third party without an obligation of confidentiality.

Vendor’s Understanding and Obligations

1.  Vendor understands that any records (including but not limited to bid or proposal submittals, the Contract,  and any other contract materials) it submits to the City, or that are used by The City even if the Vendor possesses the records, are public records under Washington State law, RCW Chapter 42.56. Public records must be promptly disclosed upon request unless a statute exempts them from disclosure. Vendor also understands that even if part of a record is exempt from disclosure, the rest of that record generally must be disclosed.

2.  Vendor must separate and clearly mark as “proprietary information” all records related to this Contract or the performance of this Contract that the Vendor believes are exempt from disclosure.    Vendor is to be familiar with potentially-applicable public-disclosure exemptions and the limits of those exemptions, and will mark as “proprietary only information that the Vendor believes legitimately fits within an exemption, and will state the statutory exemption upon which it is relying.

3.  If the City notifies the Vendor of a public disclosure request, and the Vendor believes records are exempt from disclosure, it is the Vendor responsibility to make its own determination and pursue a lawsuit under RCW 42.56 to enjoin disclosure. The Vendor must obtain the injunction and serve it on the City before the close of business on the tenth business day after the City sent notification to the Vendor. It is the Vendor’s discretionary decision whether to file the lawsuit.


4.  If Vendor does not timely obtain and serve an injunction, the Vendor is deemed to have authorized releasing the record.


5.  Notwithstanding the above, the Vendor must not take any action that would affect (a) the City’s ability to use goods and services provided under this Contract or (b) the Vendor’s obligations under this Contract.


6.  Vendor will fully cooperate with the City in identifying and assembling records in case of any public disclosure request.


The City’s Obligations

1.  The City will disclose those parts of records the Vendor has marked as “proprietary information” only to authorized persons unless: 

(a) The City receives a public disclosure request, in which case steps 2 and 3 below are exercised before release of the information; or 

(b) The Vendor has given The City express advance written permission to disclose the records. 

“Authorized persons” means those City officers, employees, Vendors and consultants for whom the proprietary information is necessary to perform their duties or obligations to The City. The term “proprietary information” does not include ideas, concepts, know-how or techniques related to any information that, at the time of disclosure, is in the public domain, unless the entry of that information into the public domain is a result of a breach of this Contract.


2.   If the City receives a public disclosure request for records that Vendor has marked as “proprietary information,”  the City promptly notifies the Vendor of the request. The City will postpone disclosing these records for ten business days after it has sent notification to the Vendor, in order to allow the Vendor to file a lawsuit under RCW 42.56 to enjoin disclosure. It is the Vendor’s discretionary decision whether to file the lawsuit.


3.  If the City has notified Vendor of a public disclosure request, and the Vendor has not obtained an injunction and served the City with that injunction by the close of business on the tenth business day after the City sent notice, the City may disclose the record.


4.  The City has no other obligations concerning records the Vendor has marked as “proprietary information” under this Contract. The City has no obligation to claim any exemption from disclosure. The City is not obligated or liable to the Vendor for any records that the City releases in compliance with this Section or in compliance with the order of a court of competent jurisdiction.

38 Publicity

No news release, advertisement, promotional material, tour, or demonstration related to the City’s purchase or use of the Vendor’s product or any work performed pursuant to this Contract shall be produced, distributed or take place without the prior, specific approval of the City’s Project Manager or his/her designee.

39 Interlocal Agreement Act

RCW Chapter 39.34 allows cooperative purchasing between public agencies, non profits and other political subdivisions.  Public agencies that file an Intergovernmental Cooperative Purchasing Agreement with the City of Seattle may purchase from Contracts established by the City.  The seller agrees to sell additional items at the bid prices, terms and conditions, to other eligible governmental agencies that have such agreements with the City.  The City of Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.  Should the Vendor require additional pricing for such purchases, the Vendor is to name such additional pricing upon Offer to the City.

40 Extra Work

If the City requires the Vendor to perform work, render services in connection with this project other than that expressly provided for in the “Statement of Work” section of this Contract, or to extend the duration of the contract beyond that originally stated, this will be considered extra work, supplemental to this Contract and the Vendor shall not proceed unless authorized by an amendment.  Such extra work shall be in compliance with Section 4 (Expansion Clause) and shall may be authorized only by the City Purchasing Buyer, Department of Executive Administration, by written order.  Any costs incurred due to the performance of extra work prior to execution of an amendment will not be reimbursed under this Contract or an amendment.  Notwithstanding the foregoing, the City may make reasonable changes in this Contract, including place of delivery, installation or inspection, the method of shipment or packing, labeling and identification, and ancillary matters that Vendor may accommodate without substantial additional expense to The City.


41 Key Persons

Vendor shall not transfer or reassign any individual designated in this Contract as essential to the Work, without the express written consent of The City, which consent shall not be unreasonably withheld.  If, during the term of this Contract, any such individual leaves the Vendor’s employment, the Vendor shall present to The City one or more individual(s) with greater or equal qualifications as a replacement, subject to The City’s approval, which shall not be unreasonably withheld.  The City’s approval or disapproval shall not be construed to release the Vendor from its obligations under this Contract.


42 Dispute Resolution

The parties shall endeavor to resolve any dispute or misunderstanding that may arise under this Contract concerning Vendor’s performance, if mutually agreed to be appropriate, through negotiations between the Vendor’s Project Manager and The City’s Project Manager, or if mutually agreed, referred to the City’s named representative and the Vendor’s senior executive(s).  Either party may discontinue such discussions and may then pursue other means to resolve such disputes, or may by mutual agreement pursue other dispute alternatives such as alternate dispute resolution processes. Nothing in this dispute process shall in any way mitigate the rights, if any, of either party to terminate the contract for cause or convenience.

43 Termination

a. For Cause:  The City may terminate this Contract if the Vendor is in material breach of any of the terms of this Contract, and such breach has not been corrected to The City’s reasonable satisfaction in a timely manner.


b. For City’s Convenience:  The City may terminate this Contract at any time, without cause and for any reason including The City’s convenience, upon written notice to the Vendor.  


c. Nonappropriation of Funds:  The City may terminate this Contract at any time without notice due to nonappropriation of funds, whether such funds are local, state or federal grants, and no such notice shall be required notwithstanding any notice requirements that may be agreed upon for other causes of termination.


d. Acts of Insolvency:  The City may terminate this Contract by written notice to Vendor if the Vendor becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its business or assets, becomes subject to any proceeding under any bankruptcy or insolvency law whether domestic or foreign, or is wound up or liquidated, voluntarily or otherwise. 


e. Termination for Gratuities and/or Conflict of Interest:  The City may terminate this Contract by written notice to Vendor if The City finds that a conflict of interest exists in violation of the city Ethics Code, or that any gratuity in the form of entertainment, a gift, or otherwise, was offered to or given by the Vendor or any agent therefore to any City official, officer or employee.


f. Notice:  The City is not required to provide advance notice of termination.  Notwithstanding, the RFP Coordinator may issue a termination notice with an effective date later than the termination notice itself.  In such case, the Vendor shall continue to provide products and services as required by the RFP Coordinator until the effective date provided in the termination notice. 


g. Actions Upon Termination:  In the event of termination not the fault of the Vendor, the following shall apply:

1. Vendor shall be paid for all products and services that have been ordered and accepted prior to the effective termination date or ordered before the effective termination date and ultimately accepted by the RFP Coordinator, together with any reimbursable expenses then due.

2. For System development projects, Vendor shall be paid for progress performed that has been accepted by the City on or prior to the effective termination date, but in no event shall such compensation exceed the maximum compensation to be paid under the Contract.  

3. Vendor agrees that such payment shall fully and adequately compensate Vendor and all subs for all profits, costs, expenses, losses, liabilities, damages, taxes, and charges of any kind whatsoever (whether foreseen or unforeseen) attributable to the termination of this Contract. 

4. Upon termination for any reason, Vendor shall provide The City with the most current design documents, contract documents, writings and other product it has completed to the date of termination, along with copies of all project-related correspondence and similar items.  The City shall have the same rights to use these materials as if termination had not occurred. 

5. In the event this Contract expires or is terminated for any reason, the City shall retain its rights in all Products, services and system progress that is in transit or delivered prior to the effective termination date.

44 Force Majeure– Suspension and Termination


This section applies in the event that either party is unable to perform the obligations of this contract because of a Force Majeure event as defined herein, to the extent that the Contract obligations must be suspended in full.  A Force Majeure event is an event that prohibits performance and is beyond the control of the party.  Such events may include natural or man-made disasters, or an action or decree of a superior governmental body, which prevents performance.


Force Majeure under this Section shall only apply in the event that performance is rendered not possible by either party or its agents.  Should it be possible to provide partial performance that is acceptable to the City under Section #2 (Emergencies or Disasters), Section #2 below shall instead be in force.


Should either party suffer from a Force Majeure event and is unable to provide performance, such party shall give notice to the remaining party as soon as practical and shall do everything possible to resume performance. 


Upon receipt of such notice, the party shall be excused from such performance as is affected by the Force Majeure Event for the period of such Event.  If such Event affects the delivery date or warranty provisions of this Agreement, such date or warranty period shall automatically be extended for a period equal to the duration of such Event.


45 Major Emergencies or Disasters:   

The City may undergo an emergency or disaster that may require the Vendor to either increase or decrease quantities from normal deliveries, or that may disrupt the Vendor’s ability to provide normal performance.  Such events may include, but are not limited to, a storm, high wind, earthquake, flood, hazardous material release, transportation mishap, loss of any utility service, fire, terrorist activity or any combination of the above.  In such events, the following shall apply.


a. The City shall notify the Vendor that the City is experiencing an emergency or disaster, and will request emergency and priority services from the Vendor.


b. Upon such notice by the City, the Vendor shall provide to the City goods and/or services in the quantities and schedule specified by the City, following the conditions named in this Section.


c. The City of Seattle shall be the customer of first priority for the Vendor.  The Vendor shall provide its best and priority efforts to provide the requested goods and/or services to the City of The City in as complete and timely manner as possible.  Such efforts by the Vendor are not to be diminished as a result of Vendor providing service to other customers.  


d. If the Vendor is unable to respond in the time and/or quantities requested by the City, the Vendor shall make delivery as soon as practical.  The Vendor shall immediately assist the City to the extent reasonable, to gain access to such goods and/or services. This may include:


· Coordinating with other distributors or subsidiaries beyond those in the local region to fulfill order requests; 


· Offering the City substitutions provided the Vendor obtains prior approval from the City for such substitution.


e. The Vendor shall charge the City the price determined in this Contract for the goods and services provided, and if no price has been determined, it shall charge the City a price that is normally charged for such goods and/or services (such as listed prices for items in stock).  However, in the event that the City’s request results in the Vendor incurring unavoidable additional costs and causes the Vendor to increase prices in order to obtain a fair rate of return, the Vendor shall charge the City a price not to exceed the cost/profit formula found in this Contract. 


46 Debarment


In accordance with SMC Ch. 20.70, the Director of Executive Administration or designee may debar a Vendor from entering into a Contract with the City or from acting as a sub on any Contract with the City for up to five years after determining that any of the following reasons exist: 

a. Vendor has received overall performance evaluations of deficient, inadequate, or substandard performance on three or more City Contracts.


b. Vendor failed to comply with City ordinances or Contract terms, including but not limited to, ordinance or Contract terms relating to small business utilization, discrimination, prevailing wage requirements, equal benefits, or apprentice utilization.  


c. Vendor abandoned, surrendered, or failed to complete or to perform work on or in connection with a City Contract.  


d. Vendor failed to comply with Contract provisions, including but not limited to quality of workmanship, timeliness of performance, and safety standards. 


e. Vendor submitted false or intentionally misleading documents, reports, invoices, or other statements to the City in connection with a Contract. 


f. Vendor colluded with another Vendor to restrain competition. 


g. Vendor committed fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Contract for the City or any other government entity.


h. Vendor failed to cooperate in a City debarment investigation. 


i. Vendor failed to comply with SMC 14.04, SMC Ch. 14.10, SMC Ch. 20.42, or SMC Ch. 20.45, or other local, State, or federal non-discrimination laws. 


The Director may issue an Order of Debarment following the procedures specified in SMC 20.70.050.   The rights and remedies of the City under these provisions are in addition to any other rights and remedies provided by law or under the Contract. 

47 Recycle Products Requirements


As required by Seattle Municipal Code 20.60, whenever practicable, Vendor shall use reusable products, recyclable products and recycled-content products including recycled content paper on all documents submitted to the City.  

Vendors are to duplex all materials that are prepared for the City under this Contract, whether such materials are printed or copied, except when impracticable to do so due to the nature of the product being produced.  Vendors are to use 100% post consumer recycled content, chlorine-free paper in such products that are produced for the City, whenever practicable, and to use other paper-saving and recycling measures in business they conduct with and for the City.  This directive is executed under the Mayor's Executive Order, issued February 13, 2005.

48 Section Headings, Incorporated Documents and Order of Precedence


48.1 The headings used herein are inserted for convenience only and do not define or limit the contents.

48.2 No verbal agreement or conversation between any officer, agent, associate or employee of The City and any officer, agency, employee or associate of the Vendor prior to the execution of this Contract shall affect or modify any of the terms or obligations contained in this Contract.

48.3 The following documents are incorporated.  Where there is conflict or gap between or among these documents, the controlling document will be resolved in the following order of precedence (first listed being the precedent):

a. Applicable federal, state and local  statutes, laws and regulations;


b. Sections of this Contract

c. All Attachments to this Contract, including Pricing, Management, and Technical Specification Agreements

d. Licensing and Maintenance Agreements


e. RFP issued by the City


f. Vendor Proposal Response


g. City Purchase Order documents issued, if any; and


h. Vendor or manufacturer publications or written materials Vendor made available to City and used to effect the sale.


49 Entire Agreement


This Contract sets forth the entire agreement between the parties with respect to the subject matter hereof.  No changes to provisions, price, quality, or Statement of Work of this Contract will be effective without the written consent of both parties.


50 Authority for Modifications and Amendments


The Parties hereto reserve the right to make amendments or modifications to this Contract by written agreement, signed by an authorized representative of each party. No modification, amendment, alteration, or waiver of any section or condition of this Contract shall be effective or binding unless it is in writing and signed by the City RFP Coordinator and Vendor Contracting Officer.  Only the City RFP Coordinator shall have the express, implied, or apparent authority to alter, amend, modify, add, or waive any section or condition of this Contract on behalf of the City.


51 Severability

If any term or provision of this Contract is determined by a court of competent jurisdiction to be invalid or unenforceable, the remainder of this Contract shall not be affected thereby, and each term and provision of this Contract shall be valid and enforceable to the fullest extent permitted by law.


52 Miscellaneous Provisions 

a. Binding Contract:  This Contract shall not be binding until signed by both parties.  The provisions, covenants and conditions in this Contract shall bind the parties, their legal heirs, representatives, successors, and assigns.


b. Applicable Law/Venue:  This Contract shall be construed and interpreted in accordance with the laws of the State of Washington.  The venue of any action brought hereunder shall be in the Superior Court for King County.


c. Remedies Cumulative:  Rights under this Contract are cumulative and nonexclusive of any other remedy at law or in equity.  


d. Waiver:  No term or condition or breach thereof shall be deemed waived, except by written consent of the party against whom the waiver is claimed.  Any waiver of the breach of any term or condition shall not be deemed to be a waiver of any preceding or succeeding breach of the same or any other covenant, term or condition.  Neither acceptance by The City of Vendor performance nor payment to Vendor for any portion of Work shall constitute a waiver by The City of the breach or default of any term or condition unless expressly agreed to by The City in writing.

e. Negotiated Contract:  The parties acknowledge that this is a negotiated Contract, that they have had the opportunity to have this Contract reviewed by their respective legal counsel, and that the terms and conditions of this Contract are not to be construed against any party on the basis of such party's draftsmanship thereof.


f. Attorneys’ Fees:  Subject to the indemnification provisions set forth in this Contract, if any action or suit is brought with respect to a matter or matters covered by this Contract, each party shall be responsible for all its own costs and expenses incident to such proceedings, including reasonable attorneys’ fees.


g. Authority:  Each party represents that it has full power and authority to enter into and perform this Contract, and the person signing this Contract on behalf of each party has been properly authorized and empowered to enter into this Contract.  Each party further acknowledges that it has read this Contract, understands it, and shall be bound by it.


IN WITNESS WHEREOF, in consideration of the terms, conditions, and covenants contained herein, or attached and incorporated and made a part hereof, the parties have executed this Contract by having their authorized representatives affix their signatures below.


		 (Vendor)


By

		

		City of Seattle

By



		

		Signature

Date




		

		

		Signature
Date






		

		(Printed Name)




		

		

		NANCY LOCKE, Purchasing Manager
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Washington State Unified Business Identifier Number (UBI): 


Federal Tax ID Number: 
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Special provisions relating to work funded under American Recovery and Reinvestment Act of 2009 (Mar 2009) 

Preamble 

The American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, (Recovery Act) was enacted to preserve and create jobs and promote economic recovery, assist those most impacted by the recession, provide investments needed to increase economic efficiency by spurring technological advances in science and health, invest in transportation, environmental protection, and other infrastructure that will provide long-term economic benefits, stabilize State and local government budgets, in order to minimize and avoid reductions in essential services and counterproductive State and local tax increases. 

The Vendor shall comply with all terms and conditions in the Recovery Act relating generally to governance, accountability, transparency, data collection and resources as specified in Act itself and as discussed below. 


Vendors should begin planning activities including obtaining a DUNS number (or updating the existing DUNS record), and registering with the Central Contractor Registration (CCR). 


Be advised that Recovery Act funds can be used in conjunction with other funding as necessary to complete projects, but tracking and reporting must be separate to meet the reporting requirements of the Recovery Act and related guidance. For projects funded by sources other than the Recovery Act, Vendor must keep separate records for Recovery Act funds and to ensure those records comply with the requirements of the Act. 


The Government has not fully developed the implementing instructions of the Recovery Act, particularly concerning specific procedural requirements for the new reporting requirements. The Vendor will be provided these details as they become available. The Vendor must comply with all requirements of the Act. If the Vendor believes there is any inconsistency between ARRA requirements and current award terms and conditions, the issues will be referred to the City Purchasing Buyer for reconciliation. 


Special Provisions 

A. Flow Down Requirement 

Vendors must include these special terms and conditions in any subaward. 


B. Segregation of Costs 

Vendors must segregate the obligations and expenditures related to funding under the Recovery Act. Financial and accounting systems should be revised as necessary to segregate, track and maintain these funds apart and separate from other revenue streams. No part of the funds from the Recovery Act shall be commingled with any other funds or used for a purpose other than that of making payments for costs allowable for Recovery Act projects. 


C. Prohibition on Use of Funds 

None of the funds provided under this agreement derived from the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, may be used by any State or local government, or any private entity, for any casino or other gambling establishment, aquarium, zoo, golf course, or swimming pool. 


D. Reporting Requirements for Vendors 

Not later than 10 days after the end of each calendar quarter, each Vendor shall submit a report to the Buyer or to an address or website designated by the Buyer or the City Project Manager that contains: 


• A detailed list of all projects or activities for which American Recovery and Reinvestment Act of 2009, Pub L. 111-5, covered funds were expended or obligated including: 


o Name of project or activity 


o Agreement number 


o Description of project or activity 


o Evaluation of the completion status of project or activity 


o Estimate of number of jobs created and retained by project or activity in the manner and form prescribed 


o Infrastructure investments made by State and local governments, purpose, total cost, rationale of agency for funding infrastructure investment, name of agency contact. 


o Information on subcontracts awarded by vendor to include data elements required to comply with the Federal Accountability and Transparency Act of 2006 (Pub. L. 109-282). 


This information shall be reported to and published on the Internet at. www.Recovery.gov. 

Vendors required to report must register with the Central Contractor Registration (CCR) database. Vendor shall ensure that they  have a DUNS number and are registered in the CCR no later than the date the first report is due under paragraph D above. 

Failure to comply with this reporting requirement may result in termination of that part of the award funded by the Recovery Act.


E. Access to Records 

With respect to each contract awarded utilizing at least some of the funds appropriated or otherwise made available by the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, any representative of an appropriate inspector general appointed under section 3 or 8G of the Inspector General Act of 1988 (5 U.S.C. App.) or of the Comptroller General is authorized – 


(1) to examine any records of the contractor, any of its subcontractors, or any State or local agency administering such contract that pertain to, and involve transactions relation to, the subcontract, subcontract; and 


(2) to interview any officer or employee of the contractor, or agency regarding such transactions. 


F. Publication 

A proposal  may contain technical data and other data, including trade secrets and/or privileged or confidential information, which the vendor does not want disclosed to the public or used by the Government for any purpose other than the application. To protect such data, the vendor should specifically identify each page including each line or paragraph thereof containing the data to be protected and mark with the following Notice as well as referring to the Notice on each page to which the Notice applies: 


Notice of Restriction on Disclosure and Use of Data

The data contained in pages ---- of this application have been submitted in confidence and contain trade secrets or proprietary information, and such data shall be used or disclosed only for evaluation purposes, provided that if this vendor receives an award as a result of or in connection with the submission of this proposal, the City shall have the right to use or disclose the data here to the extent provided in the award. This restriction does not limit the Government’s right to use or disclose data obtained without restriction from any source. 


Information about this agreement will be published on the Internet and linked to the website www.recovery.gov , maintained by the Accountability and Transparency Board. The Board may exclude posting contractual or other information on the website on a case-by-case basis when necessary to protect national security or to protect information that is not subject to disclosure under sections 552 and 552a of title 5, United States Code. 


G. Protecting State and Local Government and Contractor Whistleblowers. 

The requirements of Section 1553 of the Act are summarized below. They include, but are not limited to: 


Prohibition on Reprisals: An employee of any non-Federal employer receiving covered funds under the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, may not be discharged, demoted, or otherwise discriminated against as a reprisal for disclosing, including a disclosure made in the ordinary course of an employee’s duties, to the Accountability and Transparency Board, an inspector general, the Comptroller General, a member of Congress, a State or Federal regulatory or law enforcement agency, a person with supervisory authority over the employee (or other person working for the employer who has the authority to investigate, discover or terminate misconduct, a court or grant jury, the head of a Federal agency, or their representatives information that the employee believes is evidence of: 


• gross management of an agency contract or grant relating to covered funds; 


• a gross waste of covered funds 


• a substantial and specific danger to public health or safety related to the implementation or use of   covered funds; 


• an abuse of authority related to the implementation or use of covered funds; or 


• as violation of law, rule, or regulation related to an agency contract (including the competition for or negotiation of a contract) or grant, awarded or issued relating to covered funds. 


Vendor Action: Not later than 30 days after receiving an inspector general report of an alleged reprisal, the head of the agency shall determine whether there is sufficient basis to conclude that the non-Federal employer has subjected the employee to a prohibited reprisal. The vendor shall either issue an order denying relief in whole or in part or shall take one or more of the following actions: 


• Order the employer to take affirmative action to abate the reprisal. 


• Order the employer to reinstate the person to the position that the person held before the reprisal, together with compensation including back pay, compensatory damages, employment benefits, and other terms and conditions of employment that would apply to the person in that position if the reprisal had not been taken. 


• Order the employer to pay the employee an amount equal to the aggregate amount of all costs and expenses (including attorneys’ fees and expert witnesses’ fees) that were reasonably incurred by the employee for or in connection with, bringing the complaint regarding the reprisal, as determined by the head of a court of competent jurisdiction. 


Nonenforceablity of Certain Provisions Waiving Rights and remedies or Requiring Arbitration: Except as provided in a collective bargaining agreement, the rights and remedies provided to aggrieved employees by this section may not be waived by any agreement, policy, form, or condition of employment, including any predispute arbitration agreement. No predispute arbitration agreement shall be valid or enforceable if it requires arbitration of a dispute arising out of this section. 


Requirement to Post Notice of Rights and Remedies: Any employer receiving covered funds under the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, shall post notice of the rights and remedies as required therein. (Refer to section 1553 of the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, www.Recovery.gov, for specific requirements of this section and prescribed language for the notices.).  


H. False Claims Act 

Vendor and sub-contractors shall promptly refer to the DOE or other appropriate Inspector General any credible evidence that a principal, employee, agent, contractor,  subcontractor or other person has submitted a false claim under the False Claims Act or has committed a criminal or civil violation of laws pertaining to fraud, conflict or interest, bribery, gratuity or similar misconduct involving those funds. 


I. Information in supporting of Recovery Act Reporting 

Vendor may be required to submit backup documentation for expenditures of funds under the Recovery Act including such items as timecards and invoices. Vendor shall provide copies of backup documentation at the request of the Buyer or designee. 


J. Availability of Funds 

Funds appropriated under the Recovery Act and obligated to this award are available for reimbursement of costs until September 30, 2015. 


Buy American 

(a) Definitions. 


The following definitions apply to terms used in Section 1605 of the American Recovery and Reinvestment Act of 2009, Public Law 111-5, (“Recovery Act”): 


“Building or work” means construction activity as distinguished from manufacturing, furnishing of materials, or servicing and maintenance work. The terms include, without limitation, buildings, structures, and improvements of all types, such as bridges, dams, plants, highways, parkways, streets, subways, tunnels, sewers, mains, power lines, pumping stations, heavy generators, railways, airports, terminals, docks, piers, wharves, ways, lighthouses, buoys, jetties, breakwaters, levees, canals, dredging, shoring, rehabilitation and reactivation of plants, scaffolding, drilling, blasting, excavating, clearing, and landscaping. The manufacture or furnishing of materials, articles, supplies, or equipment (whether or not a Federal or State agency acquires title to such materials, articles, supplies, or equipment during the course of the manufacture or furnishing, or owns the materials from which they are manufactured or furnished) is not “building” or “work” within the meaning of this definition unless conducted in connection with and at the site of such building or work as is described in the foregoing sentence, or under the United States Housing Act of 1937 and the Housing Act of 1949 in the construction or development of the project. 


“Construction material” means an article, material, or supply brought to the construction site by the Contractor or a subcontractor for incorporation into the building or work. The term also includes an item brought to the site preassembled from articles, materials, or supplies. However, emergency life safety systems, such as emergency lighting, fire alarm, and audio evacuation systems, that are discrete systems incorporated into a public building or work and that are produced as complete systems, are evaluated as a single and distinct construction material regardless of when or how the individual parts or components of those systems are delivered to the construction site. Materials purchased directly by the Government are supplies, not construction material. 


“Domestic construction material” means— 


(1) An unmanufactured construction material mined or produced in the United States; or 


(2) A construction material manufactured in the United States. 


“Foreign construction material” means a construction material other than a domestic construction material. 


“Steel,” as used in this subpart, means an alloy that includes at least 50 percent iron, between .02 and 2 percent carbon, and may include other elements. “Recovery funds” means any funds that are made available from appropriations made under this Act. 


“United States” means the 50 States, the District of Columbia, and outlying areas including: 


(1) Commonwealths. 


(i) Puerto Rico. 


(ii) The Northern Mariana Islands; 


(2) Territories. 


(i) American Samoa. 


(ii) Guam. 


(iii) U.S. Virgin Islands; and 


(3) Minor outlying islands. 


(i) Baker Island. 


(ii) Howland Island. 


(iii) Jarvis Island. 


(iv) Johnston Atoll. 


(v) Kingman Reef. 


(vi) Midway Islands. 


(vii) Navassa Island. 


(viii) Palmyra Atoll. 


(ix) Wake Atoll. 


(b) Buy American Requirement. None of the funds appropriated or otherwise made available by the American Recovery and Reinvestment Act of 2009, Public Law 111-5  (“Recovery Act”) may be used for a project for the construction, alteration, maintenance, or repair of a public building or public work unless— 


(1) The public building or public work is located in the United States; and 


(2) All of the iron, steel, and other manufactured goods used as material in the project are produced or manufactured in the United States. Production of the iron or steel in the United States requires melting in the United States. 


(c) Exceptions to Buy American Requirement. Vendor may request a waiver from the Buy American Requirement when it believes one of the following exceptions applies in a particular case: 


(1) applying the Buy America Requirement would be inconsistent with the public interest; 


(2) iron, steel, and the relevant manufactured goods are not produced in the United States in sufficient and reasonably available quantities and of a satisfactory quality; or 


(3) inclusion of iron, steel, and manufactured goods produced in the United States will increase the cost of the overall project by more than 25 percent. 


(d) Any waiver request from the recipient to use foreign construction material must be submitted to the head of the Federal agency and shall include adequate information for Government evaluation of the request, including— 


(1) A description of the foreign and domestic construction materials; 


(2) Unit of measure; 


(3) Quantity; 


(4) Price; 


(5) Time of delivery or availability; 


(6) Location of the construction project; 


(7) Name and address of the proposed supplier; and 


(8) A detailed justification of the reason for use of foreign construction materials cited in accordance with paragraph (c) of this award term. 


(e) A request based on unreasonable cost shall include a reasonable survey of the market and a completed price comparison table as follows with any applicable supporting information: 

		FOREIGN AND DOMESTIC CONSTRUCTION MATERIALS PRICE COMPARISON 



		Construction Material Description 

		Unit of Measure 

		Quantity 

		Price (Dollars)* 



		Item 1: 



		Foreign construction material 

		_______ 

		_______ 

		_______ 



		Domestic construction material 

		_______ 

		_______ 

		_______ 



		Item 2: 



		Foreign construction material 

		_______ 

		_______ 

		_______ 



		Domestic construction material 

		_______ 

		_______ 

		_______ 



		

		

		

		





[List name, address, telephone number, and contact for suppliers surveyed. Attach copy of response; if oral, attach summary.] 

[Include other applicable supporting information.] 

[* Include all delivery costs to the construction site).] 


 (f) The price of construction material shall include all delivery costs to the construction site and any applicable duty. 


(g) Any vendor request for a determination submitted after the award shall explain why the vendor could not reasonably foresee the need for such determination and could not have requested the determination before award. If the vendor does not submit a satisfactory explanation, the head of the Agency need not make a determination. 


(h) Proof that a waiver has been granted by the head of the Federal agency includes (1) a revised award notice documenting approval to use foreign construction materials and a list of the excepted materials and (2) a final waiver determination that has been published by the head of the Federal agency in the Federal Register. 
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ATTACHMENT C





			1. Identification Number:



     DE-FOA-0000013 – Amendment 000002 made changes to the metrics – all changes are shown in highlighted text


			2. Program/Project Title:



     Recovery Act (ARRA) – Energy Efficiency and Conservation Block Grants – Formula Grants





			3. Recipient:



     





			4. Reporting Requirements:



A. MANAGEMENT REPORTING



 FORMCHECKBOX 
 Progress Report




 FORMCHECKBOX 
 Special Status Report 


			Frequency


			No. of Copies


			Addressees





			


			A


			Upload only 1 copy to the address in the next column at the interval specified in the previous column.


			EMAIL








			B. SCIENTIFIC/TECHNICAL REPORTING



(Reports/Products must be submitted with appropriate DOE F 241.  The 241 forms are available at www.osti.gov/elink)




Report/Product


    Form



 FORMCHECKBOX 
 Final Scientific/Technical Report

DOE F 241.3



 FORMCHECKBOX 
 Conference papers/proceedings*

DOE F 241.3



 FORMCHECKBOX 
 Software/Manual



DOE F 241.4



 FORMCHECKBOX 
 Other (see Special Instructions)

DOE F 241.3



 * Scientific and technical conferences only


			


			


			





			C. FINANCIAL REPORTING



 FORMCHECKBOX 
 SF-425, Federal Financial Report


			Q, F


			


			TBD





			D. CLOSEOUT REPORTING



 FORMCHECKBOX 
 Patent Certification



 FORMCHECKBOX 
 Property Certification



 FORMCHECKBOX 
 Other (see Special Instructions)


			F






			


			TBD









			E. OTHER REPORTING



 FORMCHECKBOX 
  Annual Indirect Cost Proposal



 FORMCHECKBOX 
  Annual Inventory Report of Federally Owned Property, if any



 FORMCHECKBOX 
  Other – See Section 5 below:





			Q, F, A


			


			TBD









			FREQUENCY CODES AND DUE DATES:




A -
Within 5 calendar days after events or as specified.



        F -   Final; 90 calendar days after expiration or termination of the award.



        Y -   Yearly; 90 days after the end of the reporting period.


			S -   Semiannually; within 30 days after end of reporting period.



Q -  Quarterly; within 30 days after end of the reporting period.





			5. Special Instructions: Forms are available at https://www.eere-pmc.energy.gov/forms.asp.



Other Reporting is as follows:



           Energy Efficiency and Conservation Strategy (if applicable )



           ANNUAL REPORTS



           ARRA – Performance Progress Report


See Federal Assistance Reporting Instructions on following pages for more details.


Please note:  All quarterly reports are due no later than 30 days after the end of the reporting period.  Because this award is funded under the Recovery Act, the ARRA Performance Progress Report is due no later than 10 days after the end of the reporting period. 












Federal Assistance Reporting Instructions 



      Reporting requirements under the EECBG Program consist of the following types of reports:



SPECIAL STATUS REPORT


The recipient must report the following events by e-mail as soon as possible after they occur: 



1.  Developments that have a significant favorable impact on the project.



2.  Problems, delays, or adverse conditions which materially impair the recipient’s ability to meet the objectives of the award or which may require DOE to respond to questions relating to such events from the public.  For example, the recipient must report any of the following incidents and include the anticipated impact and remedial action to be taken to correct or resolve the problem/condition: 



a. Any single fatality or injuries requiring hospitalization of five or more individuals.



b. Any significant environmental permit violation.



c. Any verbal or written Notice of Violation of any Environmental, Safety, and Health statutes or regulations.



d. Any incident which causes a significant process or hazard control system failure.



e. Any event which is anticipated to cause a significant schedule slippage or cost increase. 



f. Any damage to Government-owned equipment in excess of $50,000.



g. Any other incident that has the potential for high visibility in the media.



FINANCIAL REPORTING


· FOR ALL RECIPIENTS:  Submit a Quarterly Progress Report and the SF-425 Federal Financial Report.  Instructions for the Quarterly Progress Report are below.  The SF-425 is available at http://www.whitehouse.gov/omb/grants/index.html.  


CLOSEOUT REPORTING





       Property Certification



The recipient must provide the Property Certification, including the required inventories of non-exempt property, located at http://grants.pr.doe.gov.



EECS STRATEGY (for units of local government and Indian tribes only)


· FOR UNITS OF LOCAL GOVERNMENT AND INDIAN TRIBES:  units of local government and Indian tribes that do not submit an Energy Efficiency and Conservation Strategy (EECS) with their application must submit one not later than one-hundred twenty (120) days after the effective date of the award.  The EECS shall be a comprehensive strategy that covers, at a minimum, all items details in Attachment D as well as the following: 


· Jurisdictional area covered by plan and governing body and/or office with direct authority over plan



· Plan implementation partners and any leverages funds from private or other public sources


· Baseline energy use and GHG emissions inventory and forecast



· Goals/objectives for total energy use and emissions reductions, and energy efficiency increase (including deployment of renewable technologies)



· Goals can be qualitative



· Actions/plans/strategies and implementation schedule to meet goals



· Actions and strategies included in the plan can be eligible activities for use of funds under EECBG as well as activities that are ineligible; comprehensive planning is encouraged.  The eligible activities should be marked as such.


· Applicants are encouraged, in particular, to include the potential impact of anticipated leveraged funds from private as well as other public sources.


· Expected outcomes and benefits of plan:



· Jobs created and/or retained



· Energy saved



· Renewable energy capacity



· GHG emissions reduced



· Funds leveraged



· Obstacles to reaching goals and strategies to remove obstacles



· Policies and/or administrative actions adopted or needed to support actions/plans/strategies/targets/schedule



· Evaluation, monitoring and verification plan



· Plan for how activities will be sustained beyond grant period



· Plans for the use of funds by adjacent eligible units of local governments that receive grants under the program; and plans to coordinate and share information with the state in which the eligible unit of local government is located regarding activities carried out using the grant to maximize the energy efficiency and conservation benefits under this part.  


· Plans for how these funds will be coordinated with leverages funds, including other Recovery Act funds, to maximize benefits for local and regional communities.  



ANNUAL REPORTS 


· FOR UNITS OF LOCAL GOVERNMENT AND INDIAN TRIBES:  Submit annual reports not later than two (2) years after the effective date of this award and annually thereafter.  The annual report shall describe the status of development and implementation of the energy efficiency and conservation strategy and an assessment of energy efficiency gains within the jurisdiction of the eligible unit of local government or Indian Tribe.  The annual report shall also address the metrics listed below.


· FOR STATES:  Submit annual reports not later than one (1) year after the effective date of this award and annually thereafter.  The annual report will include the metrics listed below as well as:


· The status of development and implementation of the energy efficiency and conservation strategy of the state during the preceding calendar year;



· The status of the subgrant program of the state; 



· Specific energy efficiency and conservation goals of the state for subsequent calendar years; and



· Activities (list all programs created or supported by program funds and amount of program funds spent on each activity, indicate which programs are new and which are existing, indicate which programs are supported solely by program funds, and which have other funding sources.  



ARRA PERFORMANCE PROGRESS REPORT 



Failure to comply with this reporting requirement may result in termination of that part of the award funding by Recovery Act.



Not later than 10 days after the end of each calendar quarter, each recipient shall submit a report to the grantor agency that contains:



· The total amount of American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, covered funds received from that agency;



· The amount of American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, covered funds received that were expended or obligated to project or activities;



· A detailed list of all projects or activities for which American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, covered funds were expended or obligated including:



· Name of project or activity



· Description of project or activity



· Evaluation of the completion status of project or activity



· Estimate of number of jobs created and retained by project or activity in the manner and form prescribed by DOE



· Infrastructure investments made by State and local governments, purpose, total cost, rationale or agency for funding infrastructure investment, name of agency contact.



· Information on subcontracts or subgrants awarded by recipient to include data elements required to comply with the Federal Accountability and Transparency Act of 2006 (Pub. L. 109-282).



· Compliance:  As a condition of receipt of funds under this Act, no later than 180 days of enactment, all recipients shall provide the information described above.



DOE intends to append the periodic ARRA – Performance Progress Report to include reporting on the following, at a minimum:



The results of the funding provided for the EECBG Program through the American Recovery and Reinvestment Act (ARRA) will be assessed according to the following performance metrics:



· Jobs created and/or retained



· Energy (kwh/therms/gallons/BTUs/etc.) saved 



· Renewable energy generated



· GHG emissions reduced 



· Cost savings


The metrics described below are designed to track the accomplishments of projects funded by EECBG.  States must not include results reported by direct grant recipients.  Grant recipients will be presented with reporting requirements at the time they receive funding and will be expected to report their achievements in terms of the specified metrics presented below. 



Grant recipients will be required to report quarterly on project expenditures, and also on specific activities and achievements, such as square feet of buildings retrofitted.  These items tend to be outputs (actions taken by grant recipients) but also include some short-term outcomes (results achieved relatively soon after project outputs occur that lead toward attainment of ultimate project objectives).  



Expenditures: Accurate records should be kept on project expenditures for all EECBG ARRA funded efforts.  The specific information to be gathered and tracked is listed below.  It will be the same for all project types:



· Expenditures for project activities



· Expenditures for administration


· Expenditures for evaluation


· Leveraged funds



Metrics Activity:  The key metrics to be reported will vary by project type.  The minimum information to be reported, by project activity type, is reported below.


Building Codes and Standards



· Name of new code adopted



· Name of old code replaced



· Number of new and existing buildings covered by new code



Building Retrofits



· Number of buildings retrofitted, by sector



· Square footage of buildings retrofitted, by sector



Clean Energy Policy



· Number of alternative energy plans developed or improved



· Number of renewable portfolio standards established or improved



· Number of interconnection standards established or improved


· Number of energy efficiency portfolio standards established or improved



· Number of other policies developed or improved



Building Energy Audits



· Number of audits performed, by sector



· Floor space audited, by sector



· Auditor’s projection of energy savings, by sector



Energy Efficiency Rating and Labeling



· Types of energy-consuming devices for which energy-efficiency rating and labeling systems were endorsed by the grantee



Government, School, Institutional Procurement



· Number of units purchased, by type (e.g., vehicles, office equipment, HVAC equipment, streetlights, exit signs)



Industrial Process Efficiency (kwh equivalents)


· Reduction in natural gas consumption (mmcf)



· Reduction in fuel oil consumption (gallons)


· Reduction in electricity consumption (MWh)



Loans and Grants


· Number and monetary value of loans given



· Number and monetary value of grants given



Renewable Energy Market Development



· Number and size of solar energy systems installed



· Number and size of wind energy systems installed



· Number and size of other renewable energy systems installed



Financial Incentives for Energy Efficiency and Other Covered Investments


· Monetary value of financial incentive provided, by sector


· Total value of investments incentivized, by sector



Technical Assistance



· Number of information transactions contacts (for example, webinar, site visit, media, fact sheet) in which energy efficiency or renewable energy measure were recommended, by sector


Transportation



· Number of alternative fuel vehicles purchased



· Number of conventional vehicles converted to alternative fuel use



· Number of new alternative refueling stations emplaced



· Number of new carpools and vanpools formed



· Number of energy-efficient traffic signals installed



· Number of street lane-miles for which synchronized traffic signals were installed



Workshops, Training, and Education



· Number of workshops, training, and education sessions held, by sector


· Number of people attending workshops, training, and education sessions, by sector


Other Activities Not Previously Defined



· Pertinent metric information for any activity not defined above should be captured and included as needed


Short-term Outcomes (DOE will provide supplemental guidance on how to calculate these outcomes to ensure consistent approaches that results can be aggregated at a regional, State and national level):


Energy Savings (kwh equivalents) 



· Annual reduction in natural gas consumption (mmcf) by sector and end-use category


· Annual reduction in electricity consumption (MWh) by sector and end-use category


· Annual reduction in electricity demand (MW) by sector and end-use category


· Annual reduction in fuel oil consumption (gallons) by sector and end-use category


· Annual reduction in propane consumption (gallons) by sector and end-use category


· Annual reduction in gasoline and diesel fuel consumption (gallons) by sector and end-use category


Job Creation/Retention



· Number



· Type



· Duration



Renewable Energy Capacity and Generation



· Amount of wind-powered electric generating capacity installed (MW)



· Amount of electricity generated from wind systems (MWh)



· Amount of photovoltaic generating capacity installed (MW)



· Amount of electricity generated from photovoltaic systems (MWh)



· Amount of electric generating capacity from other renewable sources installed (MW)



· Amount of electricity generated from other renewable sources (MWh)



Emissions Reductions (tons) (CO2 equivalents)



· Methane



· Carbon 



· Sulfur dioxide 



· Nitrogen oxide 



· Carbon monoxide 



Protected Personally Identifiable Information (PII) 



Reports must not contain any Protected PII. PII is any information about an individual which can be used to distinguish or trace an individual’s identity. Some information that is considered to be PII is available in public sources such as telephone books, public websites, university listings, etc. This type of information is considered to be Public PII and includes, for example, first and last name, address, work telephone number, e-mail address, home telephone number, and general educational credentials. In contrast, Protected PII is defined as an individual’s first name or first initial and last name in combination with any one or more of types of information, including, but not limited to, social security number, passport number, credit card numbers, clearances, bank numbers, biometrics, date and place of birth, mother’s maiden name, criminal, medical and financial records, educational transcripts, etc.
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.5   Smart Grid Solution		C/E		Explanation

		3.5.1             The AMI communication infrastructure must be capable of supporting one or more industry standard protocols to allow third party equipment integration for Distributed Generation, Distribution Automation and other Smart Grid applications. The systems that can meet this requirement for both customer in-home devices and utility control, monitoring and sensing will be given the preference.				Required

		3.5.2    The system must be capable of high speed, low latency, secure communications to support Smart Grid applications.				Required

		3.5.3  The system must have Quality of Service (QoS) functionality to guarantee reliable and timely transmission of high priority commands and messages during the periods of high data traffic. Vendor must describe the ability to configure the QoS to control messaging and the expected latency for high priority commands given specific levels of loading.				Required

		3.5.4   Vendor must demonstrate experience integrating Smart Grid systems and applications with the proposed AMI system. Examples can include Demand Response systems and/or applications, Distributed Generation and Energy Storage systems, medium voltage (26kV) distribution control equipment, medium voltage power sensing and monitoring distribution equipment. Please note that Seattle City Light’s distribution voltage is 26kV.				Required

		3.5.5  Vendors describe how they provide an ubiquitous network access.  Devices anywhere should be able to talk to devices anywhere without depending on a head-end application.  SCL prefers head-ends not be a central hub for communications. (single points of failure).				Required
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.1 Communications Solution

		Specification:		C/E		Explanation

		All Meter End-Points must support the following requirements:

		3.1 Communications  Solution

		SCL is open to installing multiple AMI technologies. Each of these technologies may have independent LAN, WAN and Host System designs.

		3.1.1           General

		3.1.1.1 Unless an alternate solution is proposed by Vendor, SCL will use a SONET backbone with virtual concatenation and hybrid multiplexers.  Vendors will need to design their solution to support this legacy environment.				Required

		3.1.1.2       Unless an alternate solution is proposed by the Vendor, Vendor must provide single-mode, fiber conversion from collectors to the fiber backhaul capable of supporting 15 km distances.

		3.1.1.3 System must enable a remote firmware upgrade on all Collectors/Repeaters and have sufficient memory capacity and processing power to support additional functions.				Required

		3.1.1.4       System must be able to support two-way secure communications to Distribution Automation control, sensing and measuring devices using industry standard communication protocols.				Required

		3.1.2 Two-way Communications

		3.1.2.1  All network technologies must support two-way communication to all electric Meter End-Points, i.e., the Meter End-Points and LAN Modules must enable bi-directional data flows from the Meter End-Point through the Fixed Network via the Host System to SCL’s operations center.				Required

		3.1.2.2    All network technologies must support two-way secure communication to all distributed control, sensing and measuring devices using industry standard communication protocols.				Required

		3.1.2.3    Communication protocols for these functions must be listed and preference will be given to systems using open protocols as identified in the NIST Roadmap effort.				Required

		3.1.3 Fixed Network Equipment

		Collector equipment must be outdoor-rated and specific enclosures listed if required to protect equipment. Describe the ratings of your outdoor –rated equipment.				Required

		3.1.4 Scalability

		3.1.4.1  The Network must be scalable to accommodate current customer growth (~1.8% per year) over a period of 20 years.				Required

		3.1.4.2  Must maintain the performance level as originally designed and contracted.

		3.1.5 Communication Network

		The AMI Vendor must demonstrate, with analysis, that the WAN solution proposed over a network will support the needed throughput to the current and future Collectors.				Required

		AMI Vendor must assist SCL in negotiating any public network agreements.				Required

		3.1.6 RF Network Certification

		3.1.6.1  If the AMI System uses a public network, it must be certified by carriers in SCL’s service territory.				Required

		3.1.6.2  All Equipment must comply with all applicable FCC regulations.				Required

		3.1.6.3   If Vendor proposes using public cellular, then Vendor needs to provide a 20 year sustainability analysis.

		3.1.7 Power Supplies

		3.1.7.1 All Network equipment located away from Meter End-Points must be capable of operating from AC service between 105 and 250 volts.				Required

		3.1.7.2 A battery back-up option for a minimum of 8 hours on all Fixed Network components is desirable.

		3.1.7.3            Equipment may require 48v DC power supply to integrate with other systems.				Required

		3.1.8 Accuracy

		3.1.8.1 Time accuracy of the each Network element to be within one (15) seconds of NIST.				Required

		3.1.8.2 All Meters will use line frequency for their standard time reference. A battery, if present, would be used only for outages.				Required

		3.1.8.3 Batteries used for time and calendar backup are to be removable, not fixed.

		3.1.9 Discovery

		The AMI Network must support automatic and/or programmatic discovery of all Functional Devices (Meter End-Points, load control devices, thermostats, in-premise displays) and communications equipment (relays, concentrators) for both initial deployments and maintenance of metering, load controls, displays and communications equipment.				Required

		3.1.10 Diagnostics

		SCL requires systems to have diagnostic support for failing communication equipment. The System must be capable of performing continuous diagnostic and reporting of Network problems, failures and corrections.				Required

		3.1.11 Network Reliability

		3.1.11.1  The AMI System, especially the communications network, must employ sufficient fault tolerance, redundancy, failover, and/or self-healing to guarantee the meter data delivery requirements. (Note: If a mesh network is proposed, it must have the capability to find the optimum communication path for highest bandwidth and lowest latency. It must automatically re-configure during node failures and re-optimize after node restoration).				Required

		3.1.11.2     Describe the Annual Failure Rates of all Network elements. Loss of one or more critical functions in a Fixed Network component is considered a failure.  Vendors must submit a calculated failure rate analysis with a FMEA for each system field device and a measured MTBF for each field device based on accelerated life testing.				Required

		3.1.12       Supportability, Backward Compatibility and Obsolescence

		From the start of deployment, the AMI System is expected to have a service life of at least 20 years. During that period of time, improvements are expected but they should not render the existing System obsolete or non-operational. The AMI Vendor must ensure that functions provided for in this RFP are supported for the life of the System. Specifically, SCL will execute a Software Maintenance Agreement for the Host System and expects that all revisions provided under that Agreement to be backward compatible with and support the functionality provided in the initial AMI System.				Required

		3.1.13 In-Premise Appliance Communications

		SCL expects the Fixed Network to support communication to in-premise appliances with an industry standard protocol(s). Preference is given to open protocols, e.g. those identified by the NIST Roadmap that enable third parties to develop products for this function.				Required

		3.1.14 In-Premise Displays

		SCL expects the Fixed Network to support communication to a variety of in-premise displays such as but not limited to Zigbee enabled, Home Plug enabled, Google, Microsoft HOHM, with an industry standard protocol. Preference is given to protocols identified by the NIST Roadmap that enable third parties to develop products for this function.				Required

		3.1.15 Distribution Automation

		SCL expects a low latency secure Fixed Network with an industry standard protocol to support distribution automation (DA) functions such as Distribution Switches controls, Capacitor Banks controls, equipment status and measured analog values.. The system must support communication prioritization such that DA communication and control are given a higher priority than meter reading functions to minimize latency.				Required

		3.1.16 Over the Network Firmware Revisions

		3.1.16.1  SCL does not expect to make field visits to meters or other system components in order to install Software patches or firmware upgrades. Vendor must describe in detail secure mechanisms and processes used to update the following firmware: metrological, meter register, AMI collector points and in premise gateways (HAN). without system service interruption or on-site visits.				Required

		3.1.16.2.  Total firmware memory being used and total memory capacity must be identified to understand the available memory space for future firmware revisions. Any known firmware upgrade limitations that may affect future functionality must be identified.

		3.1.16.3  Software/firmware updates must be processed remotely and run automatically once initiated.				Required

		3.1.16.4  Proposers must identify the existing non-volatile (flash) and RAM utilization of each system and sub-system.  (metrology, meter register, AMI communication, in-premise gateway, network devices, etc.)  Also, proposers must state the available (free) memory, both flash and RAM.				Required

		3.1.16.5  Proposers must identify the maximum size to which firmware can grow and still manage failsafe  (i.e. interruptible and reversible) remote firmware upgrades.  Explain how you will “future proof” the meter investment to ensure enough memory to support increasingly larger firmware upgrade packages.				Required

		3.1.16.6  Proposers must identify how firmware upgrades of communication equipment can revert back to a previous version if successful communication is not achieved after upgrade .				Required
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.3 Meter End Points Solution		C/E		Explanation

		3.3.1 General

		All Meter End-Points must support the following requirements:

		3.3.1.1   100% solid-state and conforming to the latest revision of ANSI C12.1, C12.10, C12.18, C12.19, C12.21 and C12.20 standards.  SCL desires to buy a system with an open standards communication protocol or ANSI C12.22 compliance.				Required

		3.3.1.2   SCL desires to buy a system with ANSI C12.22  compliance.

		Preprogramming of the Meter at the factory.

		3.3.1.3   Removable, sealable twist-lock glass covers for residential meters.				Required

		3.3.1.4   A production history of at least one (1) year.				Required

		3.3.1.5   Time accuracy for all endpoints and head end within 15 seconds of NIST using line frequency for standard time reference during autonomous operation. (A battery, if present, will only be used during outage conditions.)				Required

		3.3.1.6   All firmware in the metrology, communication module and HAN portion can be remotely upgradable over the network.				Required

		3.3.1.7   Meter metrology programs must be upgradable over the network				Required

		3.3.1.8   A second meter source is required.				Required

		3.3.1.9   All meters must provide cumulative total consumption (kWh) where the Meter can detect and/or meter reverse power flow. If metered then reverse flow must be added to forward flow or the capability exists to meter each direction separately. In addition all meters must be capable of being reprogrammed to do net metering.				Required

		3.3.1.10   Meter must support a remotely or locally initiated meter test for communications connection status.				Required

		3.3.1.11   All Commercial/Industrial  (C&I) meters require enough load profile memory to record two channels of five minute intervals for 35 days without data loss.  All residential meters require enough memory for one channel of load profile for 15 minute intervals over 70 days				Required

		3.3.1.12   Meter must support generation and reporting of cyber-security events such as unauthorized attempts to modify meter or firmware settings.				Required

		3.3.2  Commercial Meter Functionality

		Unless specifically stated below, all Commercial Meters have the following functionality:

		3.3.2.1  Option for easily installed hardware upgrades to provide KYZ pulses, telephone modems and bi-directional measurements.				Required

		3.3.2.2   The ability to operate on and measure 96 V to 528 V AC.  (Auto voltage ranging).				Required

		Demand (kW)

		3.3.2.3   The C&I Meter End-Point must be capable of supporting rolling 15 minute demand periods with five minute sub intervals.				Required

		3.3.2.4   Specific commercial meters must be able to support 4 quadrant energy data (real energy received and delivered, reactive energy received and delivered).				Required

		3.3.2.5   Must be 0.2 ANSI Accuracy Class. SCL as-found acceptance test requires:
Full load: + or – 0.2%
Light load: + or – 0.3 to .4%
Element balance + or – 0.3 to .4%				Required

		3.3.2.6   Must have the capability to detect line-side voltage deviations beyond a programmable threshold including single potential loss in a Meter.				Required

		3.3.3    Residential Meter Functionality

		3.3.3.1   Must be 0.2 ANSI Accuracy Class. SCL as-found acceptance test requires:				Required

		Full load: + or – 0.2%				Required

		Light load: + or – 0.3%				Required

		3.3.3.2  SCL requires Residential Meters to have kW demand and net metering capability				Required

		3.3.4   Reliability

		SCL expects a very high degree of reliability with the AMI System. Vendors must list expected reliability. SCL expects AMI Vendors to replace all failed meters that exceed agreed-upon annual failure rates as well as reimburse SCL for replacement labor costs pursuant to terms of the Extended Warranty for Meter End-Points.				Required

		3.3.5    Data Delivery

		3.3.5.1    Requirement 1. Where SCL has completed at least 96% of all meter installations within a Test Area and Collectors are installed, as defined by the AMI Vendor, 99.5% of all installed meters must be Registered within twenty four (24) hours of the last meter installed in said area.				Required

		3.3.5.2    Requirement 2. For Registered meters, 100% of all scheduled meter readings must be successfully captured in the Host System within sixty (60) minutes without human intervention.				Required

		3.3.5.3    Reporting of Power Outages.  Describe how power outages are recognized and recorded by the Head End system.				Required

		3.3.5.4   On Request Reads.  Describe how its AMI produces Meter Reads that can be retrieved as often as on a daily basis. In its description, the Vendor should focus on any differences between acquiring Meter Reads at the culmination of each Daily Read Period and that of an off-scheduled request for a Meter Read.				Required

		3.3.6   On-board Memory and Local Integration				Required

		3.3.6.1 SCL requires that all meter measurements be retained in non-volatile memory at the Meter End-Point so that data can be recovered up to 35 days later.				Required

		3.3.6.2    Commercial Meter End-Points must have adequate memory to store the last 35 days of reads, diagnostics and event information in non-volatile memory. This includes daily reads and interval data.				Required

		3.3.6.3   Residential Meter End-Points must have adequate memory to store at least 70 days of reads, diagnostics and event information in non-volatile memory. This includes daily reads and interval data.				Required

		3.3.6.4   A means must be provided by the AMI Vendor to download these measurements to a portable field reading tool without removing the meter cover through either an RF link or optical port.				Required

		3.3.6.5    Software and hardware tools that leverage open protocols must be provided for on-site meter maintenance:				Required

		●Local programming				Required

		●On-site communications testing				Required

		●Historical data download				Required

		●Meter diagnostics for commercial meters				Required

		●Accuracy Testing				Required

		3.3.7  Programmability

		Using the MDMS, SCL is moving to a model where all meters collect interval data and time-sensitive rates are not programmed at the meter, but rather interval data is collapsed to totals required to feed the billing system. Even though SCL is moving to this interval data model, the following minimum programming requirements are still required:				Required

		3.3.7.1  The ability to change interval data resolution, and LP interval length over the Network must be supported.				Required

		3.3.7.2   Where kW demand is recorded, the System must enable SCL to read and remotely reset kW demand every day.				Required

		3.3.7.3    All three-phase meters must also include an ANSI C12.18 Type 2 optical port for programming and data retrieval in the event of extended loss of communication to the meters.				Required

		3.3.7.4    All three-phase meters must be programmable locally with Meter Vendor-provided Software without requiring removal of the meter cover.				Required

		3.3.8    LAN Protocol and LAN Modules

		At a minimum the LAN Module/LAN Protocol must support the following transactions:				Required

		3.3.8.1   Clocking/timing from backhaul .				Required

		3.3.8.2  From Host System send a time reference to the LAN Module.				Required

		3.3.8.3  From Host System send a Price Signal to a LAN Module.				Required

		3.3.8.4   From Host System send to a LAN Module (or load control device) the commands to cause load disconnection for a duration “N” minutes starting at time “T” (or Vendor’s equivalent functionality).				Required

		3.3.8.5       Use Host System to demonstrate a broadcast control command to multiple load control devices in arbitrary group on at least two different collectors.				Required

		3.3.8.6  Use Host System to cancel the load event to a specific control included in the broadcast above.				Required

		3.3.8.7   Use Host System to receive acknowledgements from all load control points included in the group broadcast above. An immediate acknowledgement is not required but should occur no later than the next regularly scheduled communication.				Required

		3.3.8.8   For all new Meter End-Points, the LAN Modules must be contained “under the meter cover” integrated and tested with the Meter before shipment to SCL.				Required

		3.3.8.9  If the LAN Module can be separated from the meter, a separate and unique barcode ID for the LAN Module must be provided.				Required

		3.3.8.10 The AMI Vendor the meter manufacturer must supply a file that associates Meter ID with LAN Module ID.equipment.				Required

		3.3.9 Communications Testing

		The AMI Vendor must provide tools for on-site communications testing to troubleshoot meter to network connectivity. Tools should be able to diagnose communications signal strength as appropriate.				Required

		3.3.10 Remote Disconnects/Reconnects

		SCL intends to install about 370,000 remote disconnect meters on 2S and 12S (120-volt/208-volt service) meters with 200 amp interrupting capability.				Required

		Remote reconnect functionality must not occur if load-side voltage is present on a disconnected load.				Required

		3.3.10.1  Explain how customer intervention is required or not before physical reconnect can take place.				Required

		3.3.10.2    The Meter End-Point provides acknowledgement to Host System of disconnect operation (both opening and closing)				Required

		3.3.11 Multiple Meter Manufacturers

		For all common meter form factors (2S, 9S, 12S and 16S), the LAN Module must be compatible with meters produced by a minimum of two (2) manufacturers. SCL’s Meter Services and Purchasing departments must approve these meters.				Required

		3.3.12 Meter Locking Rings

		SCL desires to use a locking device to lock all meters to their sockets for added security				Required

		3.3.13 Tamper and Theft

		The Vendor should indicate how tampering and interfering with any component are addressed:				Required

		3.3.13.1   When and how instances of tampering and interference are reported;				Required

		3.3.13.2    How this information is relayed to the head end;				Required

		3.3.13.3   The various messages received by the head end;				Required

		3.3.13.4   The method followed by the AMI system for identifying the severity of the tampering and/or interference;				Required

		3.3.13.5   Theft impact with respect to the ongoing collection of data at the AMCD and meter.				Required

		3.3.14 Batteries for Meter End Points

		SCL is specifying no batteries in our residential meters.  If the C&I Metering solution requires a battery, the Vendors should identify:

		3.3.14.1    The purpose of the battery; and				Required

		3.3.14.2     Whether there are situations that could result in the need to replace the battery before the end of the AMI’s twenty (20) year operating life.				Required

		3.3.14.3    If a battery is used, the Vendors should state how voltage and battery life are monitored and how it is to be maintained. If the life of the battery is less than 20 years, the Vendor should state the method and skill sets needed by SCL in order to install a replacement.				Required

		3.3.14.4   If the Meter is programmed to collect profile data, the Vendors should indicate the impact on the battery life, if any.				Required

		3.3.15 Time Synchronization

		3.3.15.1   The Vendor should describe how the AMI system will be synchronized to a standard Time.				Required

		3.3.15.2   The Vendor should describe how the AMI system will maintain time synchronization following a power outage to ensure accuracy within specified time tolerances.				Required

		The Vendor should describe how it proposes to manage changes relating to local daylight savings time and changes to a future Daylight Savings Time definition.				Required

		3.3.15.4   Does the meter's internal clock keep time even if there is no communication with the network?  Explain how the meter maintains holdover accuracy to ANSI C12.1 specifications.				Required

		3.3.15.5          Time Adjustments. There must be an automated or manual process to check and/or force a time adjustment at Collectors and Functional Devices.				Required

		3.3.15.6          Each node must be kept within 15 seconds of all other nodes.  If communications are lost but the node is powered the node will not diverge in time more than 5 seconds per day.  If the node is unpowered and time is maintained by battery the time will not diverge more than 10 seconds per day.				Required

		3.3.17 Mounting Meter

		The Vendor should indicate any circumstance that would require an external device or antenna to connect the electric meter to the AMI network.				Required

		The Vendor should indicate any additional real estate requirements that would be necessary at the customer’s premises beyond that of the current meter mounting apparatus and profile.				Required

		For devices outside the meter or in a collar mount, the Vendor should describe features to facilitate  mounting including, but not limited to, masonry, wood, pipe or any other building materials.				Required

		3.3.18 Voltage Measurement				Required

		3.3.18.1 Every meter end point must measure voltage within 0.2% accuracy to support voltage profiling.				Required

		3.3.18.2 Describe how the proposed solution captures voltage min/max.				Required

		3.3.18.3 Describe how voltage deviation events from ANSI requirements are communicated as high-priority messages for DA functions.				Required

		3.3.18.4 Describe additional functionality for “at the meter” autonomous event control during frequency disturbance. For example. If the meter senses a significant out of frequency event, can it communicate the event leveraging OpenADR and/or ZigBee/HomePlug Smart Energy profile protocols?				Required

		3.3.18.5 Describe additional functionality during this type of event to automatically control authorized controllable demand response loads.				Required

		3.3.18.6 Please specify the power quality information which is available. Report power quality (e.g., sags and swells, VAR, PF).				Required

		3.3.19 AMI Module

		If information is not obtainable directly from the meter and is provided on the module specify the information and the tolerance. If these functions are not available on the module the functionality must be available elsewhere in the AMI system.  Indicate the device obtaining the information and its tolerance.

		The AMI module(s) must be able to:

		3.3.19.1 Access the meter register to obtain all data (e.g., billing determinants, voltage, VARs, etc.) that is available from the meter as configured.				Required

		3.3.19.2   Measure the requested information from the meter, i.e., may not calculate or measure the information on-board the AMI module (no pulse metering).  The accuracy of the data must be dependent on the accuracy of the meter, not the module.				Required

		3.3.19.3   Count momentary outages as defined in the last version of IEEE 1366 (blinks); please specify the module’s definition of a blink and whether the definition is fixed or programmable/definable.				Required

		3.3.19.4   Maintain data integrity in case of outage.				Required

		3.3.19.5   Retrieve all requested information from a meter on an individual, on-demand basis with a maximum response time of 10 seconds between the point at which the command leaves the Collector and the point at which the Collector receives the response from the end point.				Required

		3.3.19.6   Enable automated distribution through command control of other devices (normally an on/off command) such as load control, capacitor banks, regulators and switches.				Required

		3.3.19.7   Communicate automatically with the AMI system to notify when it is installed.				Required

		3.3.20    Pre-payment Metering

		The Vendor is requested to state whether its AMI offers a pre-payment feature.				Required

		3.3.21   Load Control

		The Vendor is requested to state whether the AMI proposed offers any load control feature; Does the remote disconnect switch provide load limiting capability?				Required

		3.3.22   HED (Home Energy Display)

		3.3.22.1 How does the Vendor solution support Home Energy Display “HED” functionality?  Please describe.				Required

		3.3.22.2 Identify communication protocols used that are identified in the NIST Roadmap. HED Modules should conform to commonly available and published media standards, such as IEEE 802.11 (a/b/g), Zigbee, Home Plug, IEEE 802.15.4, CDMA/1xRTT, GSM/GPRS, iDEN and industrial Bluetooth.				Required

		3.3.22.3 How are messages securely routed between the Communications Network and the customer's HED for the purpose of monitoring/activating customer devices or communicating to a in home display?				Required

		3.3.22.4 Can your system support a  HED solution which successfully transmits data 150 feet from node to node under typical indoor conditions (such as found in a large residential home or one of three floors of apartment/condos supplied by a common meter room)				Required

		3.3.22.5 Does the proposed solution include meter diagnostics?  Please list.				Required

		3.3.22.6 Is the AMI meter able to send non-usage messages such as events and alarms to the head end? These should contain date/time from internal real time meter clock, message code/type, and meter identifier?				Required

		3.3.23 Identity Integrity

		Identity integrity means the ability to ensure that when System Operators electronically export Meter usage data from the Host System associated with meter number (e.g., “20 406 865”), that in fact, this is the data from the Meter with label “20 406 865” that the customer reads.				Required

		SCL requires that AMI Vendor warrant at the time of delivery of each Meter End-Point that:				Required

		3.3.23.1 The 17-character bar code contains the alphanumeric serial number (SCL format) printed on the label.				Required

		3.3.23.2 The 8- or 9-digit Meter OEM serial number printed on the label in the largest font matches will match the 8- or -9-digit Meter OEM serial number contained in the 17 character bar code.				Required

		3.3.23.3   The AMI vendor delivers with each Order an electronic file that associates a LAN ID with the Meter OEM serial number.				Required

		3.3.23.4    The 8- or 9-digit Meter OEM serial number is unique compared to prior meter serial numbers delivered to SCL by the AMI Vendor.				Required

		3.3.23.5  The Electronic Meter Number, if present, in the memory of the meter is unique compared to prior Electronic Meter Numbers delivered to SCL by the AMI Vendor.				Required

		3.3.23.6   The LAN ID associated with the Meter OEM serial number is unique compared to every LAN ID delivered earlier by the AMI Vendor.				Required

		3.3.23.7    In a repaired meter, the Meter OEM serial number and LAN ID remain unchanged unless the AMI Vendor provides SCL written notice.				Required

		3.3.23.8    For each and every electronic export of meter data from the Host System that the Meter OEM serial number that identifies the data is derived from the physical asset delivered to SCL with same Meter OEM serial number printed on the meter label.				Required
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THE SEATTLE ETHICS & ELECTIONS COMMISSION

The SEEC is a seven-member, independent panel
of citizen volunteers. The Commission and its staff
are responsible for administering the City of Seattle
Ethics, Elections, and Whistleblower Protection
Codes. Three Commissioners are appointed by the
Mayor, three by the City Council, and the seventh
by the other six. They are confirmed by the City
Council and serve overlapping three-year terms.

The Commission is supported by a staff of six
employees who provide training, investigate
complaints, and issue advisory opinions.

TRAINING AND INFORMATION

Ethics training and brochures are available by
request. Information is also available at the
Commission website: http:/www.seattle.gov/ethics/.

CoMMISSION MEETINGS

You are invited to attend any Commission meeting.
Meetings are usually the first Wednesday of the
month in the Seattle Municipal Tower.

Copies of the meeting agenda, including time and
location, are in our office and on our Internet web
site under Commission/Agendas & Minutes. You
can also call 206-684-8500 for meeting times and
locations.

This brochure highlights portions of the Seattle
Ethics Code, SMC 4.16. The complete law is on the
City Clerk’s Seattle Municipal Code (SMC) web site,
http://clerk.ci.seattle.wa.us/~public/code1.htm.
Copies are also available in the SEEC office.

ETHICS COMPLAINTS AND CONSEQUENCES

Anyone who feels a City officer or employee has
violated the Ethics Code may complain to the Ethics
and Elections Commission. Commission staff will
investigate whether there is a Code violation.

If it is found that an employee or official violated the
City’s Ethics Code, the Commission may fine that
person up to $5,000 per violation plus costs and
restitution. The Commission may also recommend
disciplinary action, including suspension or discharge.

A complaint may be dismissed if there is no violation
of the Code or if the violation is minor and inadvertent
or has already been remedied.

ADVICE

City employees and officers may seek advice on
whether a planned action or activity raises issues
under the City’s Ethics Code.

@) city Of Seattle
ETHICS AND ELECTIONS COMMISSION

Seattle Municipal Tower
700 Fifth Avenue, Suite 4010

Mon - Fri: 8am - 5pm
Tel: 206-684-8500 Fax: 206-684-8590
E-mail: ethicsandelections@seattle.gov
Postal mail: PO Box 94729, Seattle, WA 98124-4729

Internet: http://www.seattle.gov/ethics/
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@ City of Seattle

An Explanation

of the
City of Seattle’s
Ethical Standards
for

Contractors, Vendors,
Customers and Clients

This pamphlet is intended to help you understand
the conduct expected of City employees, elected
officials, and members of City boards and
commissions under the Seattle Ethics Code.

SEATTLE ETHICS AND ELECTIONS
COMMISSION

Your advocate for fair, open, and honest government.





An Explanation

The City of Seattle’s
Ethical Standards

Contractors, vendors, customers, and clients:
We appreciate doing business with

you and hope that you find this
information helpful.

The Code of Ethics
Seattle Municipal Code (SMC) 4.16

The Seattle Ethics Code was created to inspire
public trust in City government and ensure that
City officers and employees are “independent,
impartial, and responsible to the people.”
The law is administered by an independent
commission of citizen volunteers.

The Code sets ethical standards about work
activities, business relationships, and the use
of City resources that apply to all City employees,
elected officials, and members of most City
boards and commissions.

This brochure highlights areas of the Code that
pertain to contractors, vendors, and regulated

parties, and also to customers and clients. It is
one of our efforts to increase awareness of the
Code and to help you better understand what

employees can and cannot do.

If you would like more information or have

questions, please call us at 206-684-8500

or visit our web site:
http://www.seattle.gov/ethics/

This brochure is a general summary of the

Seattle Ethics Code. If you have questions

or would like advice on a specific issue,

please contact Commission staff.
206-684-8500

HIGHLIGHTS

THANKING CITY EMPLOYEES

The best way to thank a City employee is to
write a letter of praise to the employee’s
supervisor. City employees may not accept
gifts, loans or other things of value in
appreciation for their work or services.

Example: Employees responsible

for purchasing cannot receive

gifts or premiums for the City

orders they place.
Employees may accept promotional items or
items such as flowers or candy to share with co-
workers or the public, as long as they are valued
at $25 or less. However, the Commission limits
the value of such items to $50 from a single
source in a calendar year.

SOLICITING ITEMS
City employees may not ask people with whom
they do City business to donate items, whether
for personal, charitable, or other purposes.
Example: Inspectors may not ask businesses
they inspect for donations of meeting spaces
or supplies.
No FREE MEALS
Employees may not accept free meals from
people with whom they do City business, or from
people who wish to do business with the City.
Example: An employee who is
meeting with a vendor or client
for lunch cannot have the lunch
paid for by the vendor or client.

REFRESHMENTS AT MEETINGS
Employees may accept basic refreshments—
such as coffee, tea, soft drinks, doughnuts, or
cookies—when attending meetings in your office.

USE oF CITY FACILITIES AND RESOURCES
City employees cannot use City
resources for non-City purposes.
City property, including City paid
time, vehicles, and equipment, may
only be used for a City purpose.

CONFLICT OF INTEREST
Employees may not take part in City business
where they, or an immediate family member,
have a financial or private interest. Employees
also may not take part in City business where
they would appear to have a conflict of interest.

Example: City employees must withdraw from
a vendor selection process if one of the
competitors is the employee’s spouse or
domestic partner, or if a competitor has been
the employee’s business partner or client
within the last twelve months.
ADVERTISING
Employees cannot use their positions for
anyone’s private gain or use City resources
for a non-City purpose. Therefore, they cannot
hand out or post advertising materials.

INVITATIONS TO SEMINARS & CONFERENCES
> City employees may attend
°m = o educational programs paid for by
City vendors or potential vendors
only under limited conditions. Neither the City
nor the employee can accept reimbursement for
expenses incurred that are not allowable under
the City's Travel Policies and Procedures. In all
cases, the event must serve a City purpose
Example: An employee may not attend a
conference at your expense unless you are
required by contract to provide training or
education to City employees, or the employee
is directed by his or her supervisor to attend.
Reimbursement for travel or lodging must be
made to the City, not to the individual.

AFTER LEAVING CITY EMPLOYMENT
Employees must wait one year after leaving
the City before they can (i) assist others in
proceedings involving their former agency, (ii)
assist or represent others on matters in which
they were officially involved, or (iii) compete for
contracts when they helped determine the scope
of work or the process for selecting a contractor.

Example: For one year, former employees
may not assist their new employers in seeking
permits from the City department they left.
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		Vendor Response Form

		Instructions:				Vendor Name Goes Here

		C /E: Comply / Exception

		Vendor must agree completely with the requirement as written and be prepared to place such a requirement within the contract

		Explanation

		Vendor must complete this column if:

		An explanation is "Required"

		The Vendor does not comply fully with the requirement - vendor should explain where it does not comply and propose alternative language

		The Vendor exceeds the requirement and needs to explain where it does so

		3.2 IT Solution		C/E		Explanation

		3.2.1 On-Demand Reads

		3.2.1.1 The Host System must support remotely initiated requests to all Meter End-Points. This applies to all interval data stored at the Meter End-Point. The System must timestamp requests and responses.  Describe the typical response time that users can expect from your system.				Required

		3.2.1.2 For individual meters and batches of meters, the Host System must have the ability to initiate on-demand readings for any available meter registers (e.g., consumption, demand, coincident demand, specific data, specific day interval data, meter/System status.).  Describe the typical response time that users can expect from your system .				Required

		3.2.2 Power Outage Notification

		3.2.2.1 For every piece of Smart Grid Equipment including meters,  the AMI System must detect, timestamp, and report the loss of power for all durations greater than a programmable number of seconds. Loss of power is defined as the reduction of line-side voltage of 40% or more of nominal voltage for a programmable number of continuous seconds (nominally 10 seconds).    Describe how the system manages outage detection and reduces “false positive” alerts from trucks rolling by and mild earthquake tremors.				Required

		3.2.2.2 The Host System must be able to collect two of the following three outage indicators – outage start, outage end and/or outage duration.				Required

		3.2.2.3 If the Meter End-Point reports outages of with a duration of less than a programmable set-point of seconds duration, there must be a way to filter out outages of shorter duration than the set-point so that an export file will include only those of a longer duration. Short duration outages, or “blink counts”, must be separately exportable.				Required

		3.2.3 Power Restoration Notification

		3.2.3.1 For every meter, the AMI System must detect, timestamp and report the restoration of power.				Required

		3.2.3.2 Restoration of power is defined as the presence of line-side voltage within 90% or more of nominal for more than a programmable number of continuous seconds (nominally sixty (60) seconds) following a power outage. Restoration detection notification for each meter should be available from the Host System within the prescribed post-detection latency period defined by the Vendor.

		3.2.4    Power Quality Feature

		3.2.4.1   All register values, events and errors must be collectable at least daily and be scheduled via the Host System. 				Required

		3.2.4.2   The System must be able to export “blink count” data by meter.				Required

		3.2.5    Remote Disconnect and Reconnect

		3.2.5.1   3.2.5.1 SCL expects to install approximately 360,000 residential meters with an integrated service disconnect/reconnect relay. The System, through commands conveyed to the Host System, must be able to cause a service disconnect relay at the Meter End-Point to open or close. .  Proposers must submit test data validating 10,000 cycles MTBF at 200A load.
 Proposers must identify mechanisms that:
 1.  Reliably latch the relay into open and closed positions
 2.  Guarantee complete opening and closing in the event of power down while operating.
 3.  Recognize authorized and unauthorized connect/disconnect commands.				Required

		3.2.5.2   Disconnect/reconnect commands must successfully activate disconnect or reconnect in less than one minute in 96% of occurrences.				Required

		3.2.5.3   For disconnect commands, the System must cause automated re-tries within a specified timeframe (e.g., after 10 minutes the Host System will report a failed attempt and manual intervention is now required).				Required

		3.2.5.4   The Host System must be able to issue commands to support opening and closing of the service Disconnect Relays. The Host System must meet the timing requirements described above. State of service (connected or disconnected) and date and time of all actions must be logged by the System. Automated retries to change the condition of the disconnect relay by the Host Systems will be limited to 10 minutes, after which time a high priority notice will be posted to all or specific Operations Workstations of the event failure.				Required

		3.2.6   Load Control and Demand Response

		3.2.6.1   Price/Demand Response Signal

		The System must provide capability to send and validate receipt of Price/Demand Response signals that allows the Demand Side Management System to perform demand response applications based on the received information and customer settings. The system must be capable of sending this signal as a part of the high priority message to ensure low latency communication especially during high data traffic conditions. A single Price/Demand Response Signal should be received by all end devices within 30 seconds of initiation by the System. Price/Demand signals should utilize open standards as identified by the NIST roadmap such as OpenADR Messaging transport can be translated within the system. For example, the Head-End system may receive an OpenADR price/event signal, the system translates the signal for transport and then “unpacks” the message at the meter in the native protocol and/or the pricing/event signal is converted to the equivalent ZigBee/HomePlug Smart Energy Profile message for in-premise communications.				Required

		3.2.6.2   Direct Load Control

		The System must provide capability for direct load control. This would include the capability for in-premise control of loads such as water heaters, air conditioners, dryers, pool pumps and thermostats. The system must be capable of sending this control command as a part of the high priority message to ensure low latency communication especially during high data traffic conditions.				Required

		3.2.6.3   Control methods should either be through a central in-premise gateway or a purpose-built Load Control device. A single load control event should respond within 30 seconds of initiation by the System.				Required

		3.2.6.4   Describe how you would support communication with in-home devices and what standard communication protocols are supported that enable third parties to develop products independently that will work with the system. Describe how measurement and verification of device status, shedding, and user opt-out would be performed.				Required

		3.2.7        AMI System Enabled for Demand Response

		3.2.7.1     SCL fully expects to use the AMI System to support demand response programs. The System, as delivered, shall support demand response systems and applications.   Describe how the AMI System will measure and verify demand response as implied by the AMI-ENT DR and Load Control scenario.				Required

		3.2.7.2   AMI Vendors will agree, under terms and conditions agreed upon and incorporated into the Definitive Agreements, to develop support for future demand response programs in both the Host System and a new Functional Device.

		3.2.8 AMI Host System

		The AMI Host System is comprised of all the hardware and Software required to collect, monitor, and control the AMI System. The Host System will provide the following generic functions:

		3.2.8.1    Manage data collection from the Meters				Required

		3.2.8.2    Configure the LAN Modules and the Meter itself				Required

		3.2.8.3     Supervise the Fixed Network				Required

		3.2.8.4     Create reports useful to SCL’s system operators				Required

		3.2.8.5     Export meter data				Required

		3.2.8.6     Import utility-provided data				Required

		3.2.8.7      Execute load control and demand response commands				Required

		3.2.8.1        Perform diagnostic analysis of the network and end devices				Required

		3.2.9 General

		3.2.9.1   The Host System must support importing data that is downloaded to a handheld at the meter rather than through the Network. The application must load into the Host System.				Required

		3.2.9.2   The Host System Software license must be for unlimited use by SCL authorized personnel.				Required

		3.2.10 System Architecture Design

		3.2.10.1   With input and assistance from SCL, the AMI Vendor must design and document the logical, technical, and physical architecture of the integrated system to meet the functional, technical and performance requirements of the overall System.				Required

		3.2.10.2   The Host System will provide security features for its users and tolerate the use of firewall and other cyber security techniques to eliminate access from unauthorized users and other breaches of security.				Required

		3.2.11.   Host System Configuration

		3.2.11.1 Under the Master AMI Agreement, the AMI Vendor must design and document the design of the Host System configuration, including any configurations required to meet SCL’s functional, technical and performance requirements.				Required

		3.2.11.2   The AMI Vendor must provide the option of an escrow service for the source code and documentation.				Required

		3.2.12 Production Environment

		3.2.12.1   The AMI Vendor must assist SCL in setting up the production environment, including the necessary failover and disaster recovery mechanisms.				Required

		3.2.12.2 The Host System must allow SCL to back up the data, system configuration and all other information necessary to perform system restoration.				Required

		3.2.13 Integration Design Specifications

		SCL expects to implement system integration of the Host System to the MDMS. If special services are required, SCL will implement a work order under a Services Agreement. However, SCL expects the AMI Vendor to be on-site to assist on integration during initial set up and testing, and to support general technical questions during deployment Stages 1 and 2.				Required

		3.2.14   Test Environment

		3.2.14.1  The AMI Vendor must set up a testing environment at SCL. This environment will replicate the capabilities of the production environment with lesser capacity though including multiple head-end technologies as required for different field conditions. The environment should include any simulation Software (e.g., simulating multiple metering systems), system interface stub and performance monitoring tools as needed to perform the System and integration testing.				Required

		3.2.14.2  If, over the life of the System, the AMI Vendor will be providing hardware or firmware upgrades to existing Collectors and/or Meter End-Points, or new types of Meter End-Points, then the SCL Test Environment must also include Collectors and Meter End-Points located in a secure SCL building.				Required

		3.2.15     Training Environment

		SCL will use the production and/or test system for training purposes.

		3.2.16   Application Interfaces

		3.2.16.1   The Host System must be able to provide fast and efficient data transfer to and from SCL’s  enterprise systems through standard integration techniques, including messaging, remote procedure invocation (using an open, well-known API), shared database (direct table reads), or file transfers. SCL expects to implement event driven processes (e.g. on-demand reads) using messaging techniques and an enterprise service bus (ESB). Thus, the Host System should be supplied with the necessary software, including adapters and services, to support integration using a service oriented architecture.				Required

		Required APIs include:

		3.2.16.2    Meter Installation. The AMI System must have a capability that supports batch setup and removal of new or exchanged Meter End-Points and Collectors in the AMI System.				Required

		3.2.16.3    Batch Process for Inventory. The Host System must have a batch process to load new Meter End-Point inventory when shipped from the factory. This must include attributes of the meter such as LAN ID, kh, and other factory-determined attributes that are a common to a shipment of meters.				Required

		3.2.16.4   Meter Provisioning and Communications. The Host System must automate the processes to update/change meter and/or Network equipment information to support service level changes (type or frequency of information per meter).				Required

		3.2.16.5  Meter and Premises Data Synchronization. The Host System must support Synchronization of the Host System with the MDMS when a meter is installed or removed. When a new meter is found by the Host System, it must be able to inform the MDMS of a discovered Meter End-Point by publishing an event to the ESB. 				Required

		3.2.16.6    3.2.16.6 Data streams.  A fully documented process and protocol must enable export of all consumption, demand, TOU, interval data and outage data.				Required

		3.2.16.7  On-Request Read. The Host System must retrieve a read of all current meter consumption, diagnostic, interval (last 24 hours) and status registers within one minute for a single meter request. The On-Request Read will be initiated by a service on the ESB.  				Required

		3.2.16.8 On-Request Historical Read. The Host System must retrieve a read and re-read of all historical meter consumption, diagnostic, interval and status registers within five minutes for a single meter request. Historical values include all daily register and diagnostic information stored at the Meter-End Point for at least the last 30 days. The On-Request Historical Read will be initiated by a service on the ESB.   				Required

		3.2.16.9  Missing Interval Data. The Host System will be able to retrieve missing interval data a minimum of 35 days for commercial meters and 70 days for residential meters after the Network Operator discovers that data is missing. The Missing Interval Data read will be initiated by a service on the ESB.				Required

		3.2.16.10  Power Status. The Host System must support an inquiry (and subsequent report) to a batch of 100 meters to determine if they are energized or de-energized within 5 minutes. If normal communications through the Fixed Network includes multiple repeater points that may also be de-energized, then the Application Server must have the logic to report that a Meter End-Point status is indeterminate due to energized Fixed Network components. The Power Status read will be initiated by a service on the ESB.				Required

		3.2.16.11  Meter Service Disconnect Relay Function. The Host System will issue commands to remotely open and, through a similar command, close the service Disconnect Relay in one or more meters. The System must reject the request and notify the requestor if disconnect functionality is not supported by the equipment selected. The System must support notification of success or failure after the event and all automated retries are exhausted. The Disconnect function will be initiated by a service on the ESB. 				Required

		3.2.16.12  Load Control, Demand Response and Distribution Automation Applications. The Host System must have the ability to support these functions in current version release or the AMI Vendor must affirm that the Host System Architecture can support the addition of these functions when requested by SCL at a later date. The System must support the ability to operate and acknowledge the success or failure of the desired control function. These functions will be initiated by services on the ESB.				Required

		3.2.17      System Functionality

		3.2.17.1    Manual Operations. The functionality listed in Section 3.4.8 for items 1, 3, and 6 through 11 above must be possible at the Operations Workstation when executed manually by a System Operator. Any provisioning request failures must be identified and the System must generate a service notification for correction.				Required

		3.2.17.2   The Host System must have the capability to transmit interval data in the AMI Head End System to the MDM System according to a daily schedule and no later than 7 a.m. (Pacific).				Required

		The Host System must support the capability to:

		3.2.17.3    Schedule reading times/dates by specific groups of meters				Required

		3.2.17.4    Schedule readings of a specific meter in multiple schedules				Required

		3.2.17.5    Batch load collection schedules				Required

		3.2.17.6     Edit data collection schedules				Required

		3.2.17.7     Delete data collection schedules				Required

		3.2.17.8     Maintain independent data collection and data posting schedules				Required

		3.2.17.9     Perform manual schedule setup, edit and delete				Required

		3.2.17.10    Enable on-demand reads and disconnect orders to take priority over scheduled downloads				Required

		3.2.17.11    Priority Readings. While SCL will read every meter every day, on-demand readings and disconnect commands must have priority over normal scheduled reads.				Required

		3.2.17.12    It also is highly desirable to have a means to prioritize automated reads and re-read attempts for missing reads according to the monthly billing cycle schedule.				Required

		3.2.17.13    Data Quality. On a daily basis, the Host System must transfer – automatically or through a scheduling function – all meter diagnostic flags, tamper warnings, communication hardware problems, etc., with the register and interval data.				Required

		3.2.17.14  Time Adjustments. There must be an automated or manual process to check and/or force a time adjustment at Collectors and Functional Devices. System must be able to support Daylight Savings Time.  Describe how your system supports Daylight Savings changes.  Describe which time zones your system supports (GMT, US time zones).				Required

		3.2.17.15      Export Data Function. Outputs must be scheduled independent of scheduled reads. The System Operator must be able to manually create, or recreate, export files for specific meters for specific dates. A mechanism must exist to create separate export files for register data and interval data.				Required

		3.2.17.16      Priority Outputs. It is highly desirable to be able to prioritize scheduled outputs by bill cycle.				Required

		3.2.17.17      Data Recovery. System must enable both manual and auto data recovery, by meter, for missing data. All recovered data must be uniquely flagged so that it can be automatically exported to SCL’s MDMS.				Required

		3.2.18   Reporting Capability

		On a daily basis, the AMI System must provide a standard summary report of all operational metrics and system health. Included in this report are:				Required

		3.2.18.1  Number of Meters installed				Required

		3.2.18.2  Number of Meters registered by the Network				Required

		3.2.18.3   Number of Meters registered as of midnight but not reporting				Required

		3.2.18.4    Number of Meters discovered the previous day				Required

		3.2.18.5     Number of Meters reporting				Required

		3.2.18.6     Percent of registered Meters reporting				Required

		3.2.18.7     Percent of registered Meters that reported midnight reads for the three days previously				Required

		3.2.18.8     Number of Collectors installed				Required

		3.2.18.9    Number of Collectors active for any given time				Required

		3.2.18.10   Number of outage events taking place the previous day				Required

		3.2.18.11   Number of restoration events taking place the previous day				Required

		3.2.18.12   Number of meters de-energized during the read-cycle				Required

		3.2.18.13  Number of disconnected meters as of midnight				Required

		3.2.18.14  Percent of intervals reported as of midnight				Required

		3.2.18.15  Number of potential physical meter tampers detected for the previous day				Required

		3.2.18.16 Number and taxonomy of cyber-security events detected for the previous day				Required

		3.2.18.17  A list of specific Fixed Network elements that need repair				Required

		AMI System must have the capability to perform the following reporting functions:

		3.2.18.18      Meter lifecycle, including all stages (new meter, installed meter, acquired meter, reading meter, lost meter, recovered lost meter)				Required

		3.2.18.19      Error code/diagnostic reports				Required

		3.2.18.20      Meter End-Points out of time-sync tolerance				Required

		3.2.18.21      Power status check				Required

		3.2.18.22      Batch exports of Meter End-Points that had outages during the previous day and the times they occurred. This should be a daily status or event file sent to the MDMS. There should be a manual override capability to cancel the processing and/or export of a specific day’s scheduled report/export in the event of a major outage.				Required

		3.2.18.23      The System must support reading all available error codes the meter can be programmed for, such as low battery, checksum, current imbalance. If the LCD on the meter shows an error, the Host System must report at least that the error exists.				Required

		3.2.19   Data Storage

		3.2.19.1   The Host System must have enough on-line storage capacity to be capable of storing the last 60 days of read, communication, diagnostic, transaction logging and statistical data.				Required

		3.2.19.2   The Host System must have mostly automated means to purge usage data more than N days old; N is a selectable value.				Required

		3.2.20   Timing

		All data inserts, changes and deletes must be time stamped within one (1) minute relative to NIST.				Required

		3.2.21   Upgrades

		3.2.21.1   Hardware

		SCL will maintain the proper configuration of the computing hardware, including application, database servers and user workstations as well as networking infrastructures. The AMI Vendor must provide consultative assistance to SCL as needed.				Required

		3.2.21.2   Software

		The AMI Vendor must maintain the integrated system configuration through periodic Software patches, new releases, and upgrades of individual system components from their respective suppliers over the project development and deployment lifecycle. SCL will assist the AMI Vendor in this effort and will apply all Software patches.  The AMI Vendor will warranty all integration services on the Host System at the time of upgrade.				Required

		3.2.22   Disaster Recovery

		The AMI System must be able to support disaster recovery events.  Describe how your system can be configured for a second geographic location “warm site”.				Required
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_____________________________________________________________________________________________ 


Gregory J. Nickels, Mayor


Department of Executive Administration


Fred Podesta, Director




Seattle Business License Requirements

Thank you for your interest in becoming a vendor to the City of Seattle. In accordance with Seattle Municipal Code 5.55.030, businesses located within the City are required to obtain and maintain a current business license.  Businesses located outside the City that make sales into the City or deliver service within the City, which meet the definition of “engaging in business,” also need to obtain and maintain a current business license. Further information is available on the City’s web site at www.seattle.gov/rca

SMC 5.30.030 B3

q. Accepting or executing a contract with the City, irrespective of whether the goods or services are delivered within or without the City, or whether the person's office or place of business is within or without the City

SMC 5.45.060  Doing business with the City

A. The tax levied in this section shall not be levied when:


1. The aggregate value of all City contracts with the person during the calendar year is Five Thousand Dollars ($5,000) or less, or 


2. The person's only source of revenue consists of contracts with the City for neighborhood planning purposes, sister city associations, or Arts Commission grants, and is less than the taxable threshold amount provided in SMC Section  5.55.040 D.


B. All persons subject to this section, other than those exempted by subsection (a business license as prescribed by SMC Section  5.55.030.A) above, are required to obtain and maintain 

D. …. The Director may withhold payment due a City contractor pending satisfactory resolution of unpaid taxes and fees due the City under this title.


If the above applies to your business, please complete the Application for Business License found on the back of this information sheet and return it with the license fee made payable to “City of Seattle” for each year engaged in business in Seattle.

Please contact our information line at (206) 684-8484 if you have any questions regarding Seattle business licensing and business tax or Georgianne Browning at (206) 684-8408 or Cherie MacLeod at (206) 684-8402.









_____________________________________________________________________________________________


Revenue and Consumer Affairs, 700 5th Avenue Suite 4250, PO Box 34214  Seattle, WA 98124-4214

Tel: (206) 684-8484, Fax: (206) 684-5170, http://www.cityofseattle.net/rca/   email: rca.bizlictx@seattle.gov

An equal opportunity, affirmative action employer. Accommodations for people with disabilities provided upon request.




_1310214593.doc


.  


		



		[image: image1.png]



 



		Purchasing Ethics







		[image: image2.png]





		Gifts and Conflicts of Interest
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The City is committed to providing a very fair, transparent and equitable process to our purchases.  We ask all participants in a bid process, as well as all staff involved in purchasing decisions, to be thoughtful of any perceived or actual conflicts of interest.

Reasonable Person Standard: City Purchasing seeks to avoid situations that could be or could provide an appearance of a conflict of interest or an opportunity to influence the bidding process.  City Purchasing uses the measures of how a reasonable person would perceive the situation.  A reasonable person standard might consider how the situation would appear if covered by a news story, or viewed from the perspective of a public interest group. Common questions to ask are:   Could you comfortably explain your actions?  Would taxpayers believe you were acting in their interest?


Limitations on gifts:  Refuse gifts, invitations to events, or meals. Vendors are prohibited from offering gifts during the solicitation and the ensuing contract period. If there are unusual situations, contact the Ethics and Election Director for assistance. Gifts that should be refused include:


-      
Invitations to meals, events or parties not open to the general public or all interested public agencies, which are sponsored by a Vendor doing business or seeking to do business with the City. 


-      
Tickets to sporting events.


-      
Gifts that could be perceived to influence, find favor or are given with a reasonable expectation of obligating the employee to the giver.


-      
Gifts that could be perceived as a reward for performance such as awarding a contract.


-      
Gifts offered for display in a manner that provides advertisement or promotion of the Vendor. 


Certain items may be permissible under the City Ethics Code, but are discouraged by City Purchasing.  If received, such gifts shall not be displayed in the office place where other Vendors may be visiting or have access to, including the front reception area, conference areas and/or individual office spaces.  The following are examples of permissible items:


-     
Unsolicited advertising or promotional items from a single source in a calendar year valued at $25 or less, with an aggregate value of less than $50.


-     
Unsolicited items valued at $25 or less and placed in a common area where they are shared by coworkers.  The aggregate value of such unsolicited items must not exceed $50 from a single source in a calendar year.


Former Employees:  Former employees must follow the limitations of the City Ethics Code.  For most acquisitions above the sealed bid limits, City Purchasing will submit a Vendor Questionnaire to Vendors.  This Questionnaire requires Vendors to disclose situations where the Vendor has an employee who formerly worked for the City.  City Purchasing will refer such potential conflicts to the Seattle Ethics and Elections Director as appropriate.  The City Ethics Code places responsibility upon City officers to report to the SEE Director if a contract is awarded to a former employee within one year after the employee left City employment (SMC 4.16.075 C).  


Vendor Use of City Facilities:  Use of City information, property and facilities:  Occasionally, Vendors request or are provided access to City e-mail lists, facilities, or other City property, in order to promote their products.  It may be appropriate in the following situations:


-     The Buyer may tell Vendors who the City employees are who use their product, so the Vendor can contact them to alert them to their City of Seattle contract in non-intrusive ways.  


-     City Purchasing may sponsor Trade Shows or other similar forums, and provide City facilities, space and arrangements, allowing Vendors to provide information to City employees about products and services, as in the interest of the City.  


-     Vendors may distribute brochures, tokens, or other materials, to help City employees learn of and be familiar with Vendors. 
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		Will a Consultant Have a Conflict of Interest on a future purchasing bid?







Do you need a Consultant to pre-plan before you ask City Purchasing to bid out your final project? 
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Situation:  In certain instances, consultants may perform preliminary, strategic or planning work on projects that may eventually lead to a City Purchasing acquisition through an RFP/ITB or sole source contract.  Likewise, consultants may perform work as a consultant that exposes them to information which would give them an advantage not available to other competitors in a later City Purchasing bid process.  


The consultant may ask for advice from the City or may benefit from City guidance as to whether they will be eligible to compete for a bid that may result from the consultant’s preliminary work.


Guideline:  The Department is to prevent any condition that might create a de facto sole source for the consultant on future work, or that might create an unlevel playing field for competition by interested companies for the future work.


Departments should consider whether the entire acquisition is best served by a single competitive bid process that includes design, scope and implementation.


In some situations, the consultant may be able to conduct the preliminary work, and also compete for the major acquisition, without that posing any conflict of interest. 


· The consultant performing the initial, preliminary or preparatory work may be able to successfully work on the project without risking a potential conflict of interest, particularly if the work provides them only a generic understanding of the future project.  


· That being said, certain situations would likely result in a future conflict, and the preliminary consultant should be informed and should decide whether they chose to go forward with the preliminary work forfeiting their eligibility to compete on the future work, or whether they will decline to perform the preliminary work in order to preserve their eligibility for the major acquisition and/or contract.  


· Such situations include, but are not limited to, situations where the preliminary consultant have (a) access to material information that would not be available to other bidders, or (b) any opportunity to influence the strategy, specifications, scope of work or solutions for the future acquisition in a manner that favors the preliminary consultant.


To make a decision regarding a potential conflict of interest, the Buyer or City Project Manager should consider:


1. Does the work on this project provide the consultant with any substantive and material advantage (knowledge, information, forewarning) compared to what other future bidders would know on the future RFP/ITB?   Exposure to generic information would be fair and reasonable and would not pose a conflict, but the City would avoid situations that provide substantial advantage such as hidden information which could not be readily shared with other prospective bidders in a timely way.


a. If no such material advantage would be gained, then the Consultant could continue (barring any other conflict issue);


b. If the Buyer or Project Manager foresaw that instead a material advantage could potentially be gained or perceived to be gained, could this be reasonably mitigated by the City publishing the documents and information so that any interested bidder would have timely and informative access to the same materials, such that it could eliminate the advantage offered?  Is it further mitigated by a scoring criterion that weighs various elements which are not advantaged by the previous work performed?


i. If no, then the consultant should be informed in writing in advance of the initial consultant work and/or as soon as reasonable after such a conflict becomes apparent, and then prohibited from competing on the future work.


ii. If yes, the City may consider continuing with the preliminary consultant and then publishing the documents or information for other bidders to also have access to within in a timely way.


2. Would the preliminary work provide a material opportunity for the preliminary consultant to steer the decisions to their advantage, including but not limited to narrowing the specifications, project schedules, qualifications, strategies, or approaches to their advantage for the future bid process or sole source decision? 


a. If yes, then the consultant should be prohibited from competing upon future work.


b. If not, then the consultant could continue.


For additional interpretations or questions, the Buyer or Project Manager may refer to the City Purchasing Manager or to Law Department.
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[image: image7]

If you are participating in a bid or purchase process, there are particular safeguards to ensure that the process can be as fair, open and transparent as possible, and to prevent any risks or perceptions of conflicts, fraud or misuse.


Do you have a conflict?  If you have been invited to an RFP or ITB Team, or plan to participate in a purchasing decision, you have a responsibility to advise the Buyer if there is any potential conflict of interest.  A conflict of interest may be any financial personal interest or gain, towards any particular company within an industry in which a purchasing decision is made.  Immediately alert the Buyer so that the conflict of interest can be considered and referred to the Ethics Director for a determination prior to your appointment on the team.  See also the previous section on Gifts and  Conflicts, if you are a former employee of a firm or to advise an industry representative who is a former City employee.

Do you have a Consultant on the Team?  If so, the City should consider and advise the consultant whether such participation may eliminate them from competing on any future related acquisitions. Further, the Consultant is also subject to conflicts of interest, including any business interest with any company that may submit on the work.


Responsibility for Public Accountability:


Remember that the Team decisions and materials are subject to public accountability.  Make sure the team decisions are documented and have sufficient explanation that the public reader could understand the decision you made.  Perform a fair evaluation of each proposal and set aside prejudices. Do not make, written or verbal, any derogatory or slanderous remarks about any Vendor.  Make only those remarks or notes that you would be willing to share directly to the Vendor.


Fair, prudent and thorough evaluation:


The process is to be fair to all bidders, to be thoughtful and deliberative.  It is an important responsibility that preserves the integrity of the public bid process.  


Please do:


· Refer all questions from those external to the Team to the Buyer.


· Refer all requests for proposal clarification to the Buyer.


· Attend all meetings. 


Please do Not:


· Do not discuss any aspect or any opinion of this process, the Proposers, proposals, or proposal ranking outside of the Committee forum;


· Do not accept gifts/meals or any type of gratuity or service from any Proposers;


· Do not give preferential treatment to any Proposer.


Remember Public Disclosure:


Formal notes and decisions are part of our public decision making process.  Your formal notes and score sheets will eventually become public and subject to public disclosure. Informal notes or personal notes should not be recorded and should not be retained. Remember:


· Your formal notes and score sheets will become public information.  Do not make remarks or comments that you are not comfortable sharing with a public audience.


· Clearly organize your score sheets and results so they can be understood in the future. 


· Submit your materials and score sheets to the Buyer after the process, in the event of a public disclosure request.


Maintain Confidentiality:


All documents, decisions, information and opinions need to be maintained as confidential throughout the process.  Do not share to anyone outside of Team meetings. Do not have conversations, meals or contact with Vendors or others about the evaluation until the contract is signed.  


Access to Bid Documents:  When you participate on a Team, you will have access to information that is valuable to prospective bidders, such as draft specifications, interview questions, bid responses, scoring and evaluation sheets, bid results, and intent to award decisions. Do not disclose these materials without specific discussion with the Buyer.  City drafts and related information are often proprietary while the process is underway, and is not to be shared before intent to award decision has been announced.  Release of such documents under certain conditions could be a City Ethics Code violation (SMC 4.16.070 5a). 


Protect and secure materials that you have access to and do not disclose them to unauthorized individuals, except under the Buyer’s approval, until public release of the document by the Buyer.  


Input on Bid Drafts:  Is it OK to request a Vendor preview a bid document?  That can be a reasonable and appropriate step in preparing a bid that is consistent with the industry products and services.  The Team or the Buyer may desire industry input on drafts to improve the knowledge of the City regarding the industry and/or product.  However, this needs to be done carefully to ensure that the process remains fair and that this does not allow an advantage to a particular bidder.  Route such situations directly to the City Purchasing Buyer. The Buyer will manage any such input in a manner fair to any interested bidder and not for purposes of creating an unfair advantage to bidders.  


Limitations on communications:  If you are working on a purchase, or on an Evaluation or Specification Team, communications with Vendors should be directed to the Buyer.  Communications between the Vendor and other City employees or officials, unless authorized by the Buyer, can be grounds for rejection of the Vendor’s bid.  


Limitations on gifts:  Refuse gifts, invitations to events, or meals. Vendors are prohibited from offering gifts during the solicitation and the ensuing contract period. If there are unusual situations, contact the Ethics and Election Director for assistance.   See the previous section that discusses gifts.

References:  Code of Ethics (SMC 4.16.070 and SMC 4.16.075)























































References:  Code of Ethics (SMC 4.16.070 and SMC 4.16.075)







Some Departments hire consultants to help plan for projects, before they become a City Purchasing bid or contract.  Departments have an obligation to ensure that they do not create a de facto sole source condition, or an uneven playing field, by allowing such Consultants to gain an unfair advantage and then compete for the major acquisition work.  This provides some preliminary advice to be aware of such potential conflicts.  This will help advise as to when consultants, such as designers or planners, would be eligible to compete upon future bid projects issued by City Purchasing that may emerge from the consultant’s work.  This could include bid projects that were a direct result of the consultant design or recommendations, or could include bid projects where the consultant’s involvement gave the Consultant access to useful information for a subsequent bid project.  
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SECTION 5.2:  Vendor Qualifications

FORM 5.2.1: PROPOSAL SUMMARY


[Use this form to summarize your proposal and your firm(s) qualifications.  Additionally, you may use this form at your discretion to articulate why your firm is pursuing this work and how it is uniquely qualified to perform it.  Limit response to two pages.


THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR PROPOSAL SUMMARY.]


FORM 5.2.2: VendOr OVerview & History


[Use this form to provide a brief company history and overview for each vendor proposed.  Complete for the primary vendor and each major subcontracting vendor. Limit response to one page per vendor.   

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR PROPOSAL SUMMARY.]


FORM 5.2.3: VendOr organization

[Use this form to provide vendor organization information.  Complete for the primary vendor and each major subcontracting vendor. 

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR PROPOSAL SUMMARY.]


Vendor Name: _________________________


		Please attach an organization chart.




		



		How many employees does the company have 

		United States                        # employees


Pacific Northwest


WA, OR, ID, AK:                  # employees


Outside the  US:                     # employees






		How many employees does the company have in each of the following categories?




		IT Consulting:                 # employees

Oracle ERP Consulting:          # employees

Utility Consulting:          # employees

Organizational Change Management/Business Process Reengineering Consulting:          # employees

Product Development:           # employees


Sales, Marketing:                   # employees



		Location of office that will serve as the primary contact during implementation

		     





FORM 5.2.4: financial information


[Use this form to provide vendor financial information.  Complete for the primary vendor and each major subcontracting vendor.

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR PROPOSAL SUMMARY.]


Vendor Name: _____________________________

		What was the Company’s annual gross revenue during the last three fiscal years?

		FY 2005          


FY 2006           


FY 2007           



		What was the percentage of gross revenues invested in research and development?

		  %         



		What was the average annual company sales volume for System Integration Software implementation Services for the previous three (3) fiscal years?

		



		Attach a copy of the Company’s audited financial statements for last two years.

		Attached    FORMCHECKBOX 
  



		Provide Dun & Bradstreet number:

		#       





Form 5.2.5: vendor EXPERIENCE Summary 

[Use this form to provide summary information regarding qualifications and experience of your proposed vendor(s).  Complete this section for the primary vendor and for each major subcontracting vendor proposed.  Limit response to maximum of 2 pages for each vendor.

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR RESPONSE.]


VENDOR NAME: _______________________________________


1. How many years has the vendor been engaged in implementing AMI systems similar in size to City Light’s projects (in public or private environments)?  Please provide percentage breakdown between Electric Utilities (public or private), Other Utilities (public or private), other public sector and other private sector.  

2. How many years has the vendor been engaged in implementing metering solutions?  What was the latest version implemented? 


3.  How many years has the vendor been engaged in implementing communications infrastructure infrastructure?  What was the latest version implemented? 


4. How many years has the vendor been engaged in providing organizational change management services for AMI implementations similar in size to City Light’s AMI project (in public or private environments)?  


5. In the table below, list and briefly describe projects most comparable to the solution being proposed to City Light.  In the description list types of services provided (i.e. meters, communication infrastructure, security, project management, etc.).  Under Products Implemented list Company, product names and release.  Under Project Duration indicate the start and end dates. 

		Project Name

		Client Name

		Prime Contractor? (Y/N)

		System Integration Contractor? (Y/N)

		Role  on Project 

		Brief Description of Services Provided 

		Products Implemented (including version)

		Project Duration

		Contract $ Amt

		AMI? (Y/N)



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		





Form 5.2.6: Project Experience and REferences


[Use this form to describe prior project experience and associated customer references.  The City prefers at least 10 Projects.  There is no limit on the number of pages.

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR RESPONSE.]

		ID

		Component Description

		Response



		General Information:



		

		Vendor Name (Prime or Subcontractor)

		 



		

		Client Name 

		 



		

		Type of Company/Industry 

		 



		

		 Client Size (# employees)

		 



		

		# of customer meters for the client (if an Electric Utility)

		



		

		Location (City, State/Country)

		 



		

		Business Customer Contact & Title

		 



		

		Business Customer Contact phone numbers 

		



		

		Business Customer Contact email

		 



		

		Technical Customer Contact & Title

		

		 



		

		Technical Customer Contact phone numbers 

		

		



		

		Technical Customer Contact email

		

		 



		Project Information:



		

		Project Name

		



		

		Was your firm the prime contractor? 

		



		

		Was your firm the Systems Integrator? 

		



		

		Was implementing AMI part of contract?

		



		

		Was Organizational Change Management part of contract?

		

		



		

		Related Products Implemented – include Software company name, name of products and versions

		



		

		Start Date

		 



		

		End Date

		 



		

		# of Licensed End Users for products installed

		 



		

		Total Project Budget

		 



		

		Vendor Project Budget

		 





		 Description of Services Provided (including Organizational Change Management related services, if applicable)  



		



		



		



		



		 Identify who from the proposed key resources worked on this project:  



		Name, role

		Approximate 


Project Hours



		

		



		

		



		 

		 



		 

		 





Form 5.2.7: Terminations 


 [Use this form to list any contracts that have been terminated before the project completion in last five years with your firm (if you are national company, list those terminations for the office that will serve City Light).  Indicate whether contract was terminated for Default (defined as a notice to Vendor to stop performance due to Vendor’s non-performance or poor performance) and whether the issue was (a) not litigated; or (b) litigated and such litigation determined the Vendor to be in default.  If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied.  The City will evaluate the information and may also at its sole discretion, reject the Vendor’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Vendor.  These may be contacted as a resource to the City for assessing references and responsibility.  

Complete this section for the primary vendor and for each major subcontracting vendor proposed.  

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR RESPONSE.]


VENDOR NAME: _______________________________________


Have you had any early Contract Terminations?   Yes  FORMCHECKBOX 
         No FORMCHECKBOX 
     


If yes, are termination descriptions attached?  
    Yes  FORMCHECKBOX 
         No FORMCHECKBOX 
     


Form 5.2.8: prime contractor/Subcontractor history 


[Use this form to provide Prime and Subcontractor Information. If your proposal includes services from a subcontractor or third party, the Vendor must act as prime contractor for procurement of all proposed services.  Prime contractor shall be the sole point of contact for contractual issues including payment of any and all charges resulting from the purchase of the proposed services.  Prime contractor must take responsibility for demonstration, delivery, installation, and acceptance testing of all items proposed.  Prime contractor must also provide maintenance, warranty and ensure third-party warranties are extended to City. 

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR RESPONSE.]


1.  Will Vendor utilize Subcontractors?   Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     


2.  If yes, attach a clear description of how you as prime contractor will direct work of all subcontractors to ensure the quality and timeliness of work performed by the Company and all subcontractors.      Attached?  Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     

3.  Mandatory - If you responded yes, you must also complete an Outreach Plan (see attached).  This material may be also requested in duplicate under the “Vendor Questionnaire” submittal as a separate attachment. Complete and attach the mandatory Outreach Plan.  This Outreach Plan responds to the City ordinance requirements (SMC 20.42.010) for subcontracting or employment on City contracts.  




[image: image1.emf]Outreach Plan  10-12-05.doc




If you responded yes and are utilizing subcontractors (or third party vendors), then also complete the following chart (one for each major subcontractor).


Subcontractor Name: __________________________________________


		Services Category

		Number of previous partnerships with this Vendor

		Location of Previous Partnerships with this Vendor

		Description of Service



		Project Management 

		     

		     

		     



		AMI Meters 

		     

		     

		     



		AMI Communications Infrastructure

		     

		     

		     



		AMI Head-end System 

		     

		     

		     



		Organizational Change Management

		     

		     

		     



		Business Process Change

		     

		     

		     



		Training

		     

		     

		     



		Data Base Administration

		     

		     

		     



		Networking/Infrastructure

		     

		     

		     



		Security

		     

		     

		     



		Disaster Recovery

		

		

		



		Data Conversion Development

		     

		     

		     



		External System Interfaces Development

		     

		     

		     



		Functional/Business  Analysis

		     

		     

		     



		Testing
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 Outreach Plan






Please use additional sheets if necessary to complete this plan.



To meet the affirmative efforts requirements of SMC Ch. 20.42, Vendor shall respond to the questions below.  The information will be evaluated to determine compliance with the affirmative efforts requirements of the Contract.  The City reserves the right to request additional information.  The information provided becomes a part of the Contract.   



			Bid//RFP Number & Title:


			       





			Vendor Name:


			     








1) If Vendor must hire additional employees to service this contract, complete Section A below.


2) If Vendor must subcontract to achieve this contract, complete Section B below.


A.  EMPLOYMENT:  If Vendor replies yes to employment, fill out this Section.



If Vendor believes new employees are required to service this contract, indicate employment goals for women and minorities.   Such goals shall not represent a utilization requirement, but are a commitment to goals that the Vendor proposes to be reasonably achievable. 


       How many new employees are required?       


			


			Goal for minorities


			Goal for women





			Of the new employees that must be hired to achieve this contract, what is the % of new hires that the Vendor aspires to achieve?


			     


			     








If you plan to hire new employees to service this contract, provide a statement indicating the efforts that Vendor has made or plans to make to solicit women and minorities.  


			     





			     





			     





			     





			     





			








B:  SUBCONTRACTING.  If Vendor believes additional subcontracting is required to achieve the contract, list the commercially useful subcontracting functions expected within the contract:



			1)      





			2)      





			3)      





			4)      








What is the % of subcontracting that the Contractor would like as a goal for distribution to minority or women owned business?


			Subcontracting 



What is the % share of the total contract value that you expect to subcontract?


			What % of such new subcontracting would the Vendor aspire to be awarded to Minority-owned businesses


			What % of such new subcontracting would the Vendor aspire to be awarded to Women-owned businesses





			     


			     


			     








If subcontractors were sought by the Vendor before bids were submitted to the City, identify all firms contacted and any firms that have been established as a subcontractor.


			Name of WMBE Company Solicited


			Specify whether a Women (W) or Minority (M) 


			Function


			Did you Contract w/Firm



Y/N


			Optional:



List dollar amount of participation





			     


			     


			     


			     


			     





			     


			     


			     


			     


			     





			     


			     


			     


			     


			     





			     


			     


			     


			     


			     





			     


			     


			     


			     


			     





			     


			     


			     


			     


			     








If the Vendor anticipates subcontracting, describe the Affirmative Efforts Vendor will perform to encourage participation of qualified, available, and capable Women and Minority Businesses to perform such work (see attached list of examples)


			1.      





			2.      





			3.      





			4.      








Identify past success at achieving participation on prior contracts or other evidence of the likelihood of the Bidder at achieving the proposed Affirmative Efforts.   



			1.      





			2.      





			3.      





			4.      





			5.      








SIGNATURE AND CERTIFICATION OF INFORMATION


The undersigned certifies that the information and data contained herein is correct and complete.



			





			Signature of Authorized Representative





			





			Printed Name of Authorized Representative





			     





			Title





			     





			Date








Examples of subcontracting efforts:



The City encourages the utilization of WMBEs in all City contracts.  The City encourages the following practices to open competitive opportunities for WMBEs:



a) Attending a pre‑Bid or pre‑solicitation conference, if scheduled by the Owner, to provide Project information and to inform WMBEs of contracting and subcontracting opportunities.



b) Placing all qualified WMBEs attempting to do business in The City of Seattle on solicitation lists, and providing Written Notice of subcontracting opportunities to WMBEs capable of performing the Work, including without limitation all businesses on any list provided by The City of Seattle, in sufficient time to allow such businesses to respond to the written solicitations.



c) Breaking down total requirements into smaller tasks or quantities, where economically feasible, in order to permit maximum participation by small businesses including WMBEs.



d) Establishing delivery schedules, where the requirements of this Project permit, that encourage participation by WMBEs.



e) Providing WMBEs that express interest with adequate and timely information about plans, specifications, and requirements of this Project.



f) Utilizing the services of available minority community organizations, minority contractor groups, local minority assistance offices, The City of Seattle, and other organizations that provide assistance in the recruitment and placement of WMBEs.
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Executive Summary


This document provides the utility industry and vendors with a set of security requirements for Advanced Metering Infrastructure (AMI). These requirements are intended to be used in the procurement process, and represent a superset of requirements gathered from current cross-industry accepted security standards and best practice guidance documents.


This document provides substantial supporting information for the use of these requirements including scope, context, constraints, objectives, user characteristics, assumptions, and dependencies. This document also introduces the concept of requirements for security states and modes, with requirements delineated for security states.


These requirements are categorized into three areas: 1) Primary Security Services, 2) Supporting Security Services and 3) Assurance Services. The requirements will change over time corresponding with current security threats and countermeasures they represent. The AMI-SEC Task Force presents the current set as a benchmark, and the authors expect utilities and vendors to tailor the set to individual environments and deployments.


While these requirements are capable of standing on their own, this document is intended to be used in conjunction with other 2008 deliverables from the AMI-SEC Task Force, specifically the Risk Assessment, the Architectural Description, the Component Catalog (in development as of this writing), and the Implementation Guide (to be developed late 2008). This document also discusses the overall process for usage of this suite.
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1. Introduction

As a key element in the evolution of the Smart Grid, the Advanced Metering Infrastructure (AMI) is the convergence of the power grid, the communications infrastructure, and the supporting information infrastructure. AMI security must exist in the real world with many interested parties and overlapping responsibilities. This document focuses on the security services that are important to secure the power grid, communications infrastructure and supporting information infrastructure.

1.1 Purpose

The purpose of the AMI Security Specification is to provide the utility industry along with supporting vendor communities and other stakeholders a set of security requirements that should be applied to AMI implementations to ensure the high level of information assurance, availability and security necessary to maintain a reliable system and consumer confidence.  While this specification focuses on AMI, the security requirements contained in the document may be extended to other network-centric, Smart Grid solutions.

1.1.1 Strategic Importance


Utility companies of the future will deliver energy and information to customers through a “smart” energy supply chain created by the convergence of electric, communication and information technologies that are highly automated for responding to the changing environment, electricity demands and customer needs.  The building blocks of this Smart Grid include AMI, advanced transmission and distribution automation, distributed generation, electric vehicle refueling infrastructure and renewable energy generation projects of today.  


The emergence of this new class of Smart Grid systems holds tremendous promise and requires innovation and deployment of new technologies, processes and policies.  Composed of many independent systems, the Smart Grid will evolve by integrating existing islands of automation to achieve value through the delivery of information to customers, grid operators, utility companies and other stakeholders.  A reliable and secure Smart Grid holds the promise of enabling automated demand response, providing customers a myriad of options to manage their energy costs through technology enabled programs along with limiting outages with a self-healing resilient transmission and distribution network and other strategically important functions.


The challenge of providing both a reliable and secure AMI solution lies in the diversity of technologies, processes and approaches used to realize this vision.  Managing change rising from the complexity of diverse solutions with an effective and efficient systems integration process will enable the AMI system. This requires a commitment to standards, best practices and a high degree of architectural discipline.  This document specifies platform independent security requirements, services and guidance required to implement secure, resilient AMI solutions.


1.1.2 Problem Domain

As the utility industry’s capabilities increase to serve the needs of a rapidly growing information society, the breadth and sophistication of the threat environment these Smart Grid solutions operate in also increases. By bridging heterogeneous networks capable of exchanging information seamlessly across the AMI older proprietary and often manual methods of securing utility services will disappear as each is replaced by more open, automated and networked solutions.  The benefits of this increased connectivity depends upon robust security services and implementations that are necessary to minimize disruption of vital services and provide increased reliability, manageability and survivability of the electric grid.

Recognizing the unique challenges of AMI enabled Smart Grid solutions is imperative to deploying a secure and reliable solution.  Unique characteristics of AMI implementations that set them apart from other utility project include the following:


· AMI touches every consumer


· AMI is a command and control system


· AMI has millions of nodes


· AMI touches almost every enterprise system

· Many current AMI solutions are narrowband solutions

These network-centric characteristics, coupled with a lack of a composite set of cross industry AMI security requirements and implementation guidance, is the primary motivation for the development of this document.  The problem domains needing to be addressed within AMI implementations are relatively new to the utility industry, however there is precedence for implementing large scale, network-centric solutions with high information assurance requirements.  The defense, cable and telecommunication industries offer a number of examples of requirements, standards and best practices directly applicable to AMI implementations.


The challenge is to secure AMI in a holistic manner, noting that such an approach requires the buy-in of many stakeholders. Stakeholders can be viewed in three groups:


· Stakeholders within the enterprise who have an interest in generating value from technology investments:


· Those who make investment decisions


· Those who decide about requirements


· Those who use technology services


· Internal and external stakeholders who provide technology services:


· Those who manage the technology organization and processes


· Those who develop capabilities


· Those who operate the services


· Internal and external stakeholders who have a control/risk responsibility:


· Those with security, privacy and/or risk responsibilities


· Those performing compliance functions


· Those requiring or providing assurance services


To meet the requirements of the stakeholder community, a security framework for AMI technology governance and control should:


· Provide a business focus to enable alignment between business and technology objectives


· Establish a process orientation to define the scope and extent of coverage, with a defined structure enabling easy navigation of content


· Be generally acceptable by being consistent with accepted technology good practices and standards and independent of specific technologies


· Supply a common language with a set of terms and definitions that are generally understandable by all stakeholders


· Help meet regulatory requirements by being consistent with generally accepted corporate governance standards (e.g., Committee of Sponsoring Organizations of the Treadway Commission) and technology controls expected by regulators and external auditors.


As such, this document provides security requirements for the purposes of procurement, design input, validation and certification. It is not the intent of this document to describe AMI architecture. The satisfaction of requirements identified in this document implies a need for coherent architecture, policies, procedures, etc… none of which is prescribed in this document.

AMI security involves a system of systems approach in design and operations, and therefore security responsibility must extend to stakeholders and parties outside and in addition to the electric utility.  While security requirements for the broader AMI may or may not be within the scope of a single utility’s responsibility, imposing the requirements upon cooperating interconnecting systems and the corresponding capabilities will meet or support some aspects of AMI security objectives.  Moreover, interdependencies among the power grid, the communications infrastructure, and the information infrastructure pose a particularly serious challenge to the design of a secure and survivable AMI. 

1.1.3 Intended Audience


The intended audience for this document includes utility companies seeking AMI implementation and policy guidance; vendors seeking product design requirements and input; policy makers seeking to understand the requirements of reliable and secure AMI solutions; and any reader who wishes to find information related to AMI security requirements.  While this document is intended for use by security professionals, solution architects and product designers, much of the document is written for a broader audience seeking to understand AMI security challenges, requirements and potential solutions. Lastly, this specification may provide a foundation for security requirements in the procurement and implementation of AMI solutions.


This document is intended to be a living specification to be updated as the industry evolves, with a focus on AMI security functionality.  As such, one of the benefits of this document is to create a baseline document for the utility industry that provides AMI security requirements and identifies gaps between current requirements and capabilities available in the market.  Ideally, the AMI security specification will be referenced and reused throughout the utility industry, providing a common set of semantics for enabling the development and implementation of robust, reliable AMI solutions.


1.1. Scope

AMI Security is simply defined as those means and measures concerned with securing an AMI system.  For the purpose of this document, the definition of AMI is:


The communications hardware and software and associated system and data management software that creates a network between advanced meters and utility business systems and which allows collection and distribution of information to customers and other parties such as competitive retail providers, in addition to providing it to the utility itself. AMI is further defined as: 1) The hardware and software residing in, on, or closest to the customer premise for which the utility or its legal proxies are primarily responsible for proper operation; and 2) The hardware and software owned and operated by the utility or its legal proxies which has as its primary purpose the facilitation of Advanced Metering.

This document presents security requirements for AMI systems. This document does not address business functional or other non-security related requirements.

A further understanding of the scope requires an understanding of the utility business systems and associated functionality. Section 2.1 of this document discusses Utility Business Systems and services. In general, this specification is a tool that can be applied broadly as defined above and to peripheral systems using AMI communication services. Each individual utility should decide the boundary distinction. The boundary definition and document applicability includes system security maturity of the associated connecting system, organizational responsibility and procurement scope.

The AMI-SEC Task Force considered HAN use cases in the development of this document and it is reasonable to assume utility edge application requirements can be applied to HAN applications (e.g., requirements applied to utility applications can also be applied to consumer applications). Imposing requirements on the HAN requires additional considerations associated with control and ownership that are outside the scope of this document.

1.2. Document Overview


This section describes how this document relates to the Architectural Description, Risk Assessment, Component Catalog and Implementation Guide.

The path that a particular utility follows through these documents (Risk Assessment, System Security Requirements, Architectural Description, Component Catalog and Implementation Guide) depends upon the level of resources the utility chooses to put toward the effort. In the drawing below, this level of resources tracks the “Entry Points” on the right side of the drawing. For the descriptions below (Figure 1), the utility will define Architectural Elements, i.e., hardware and software.
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Figure 1 – Deliverables Process Flow

Maximum Level of Resources. For a utility with the ability to apply the maximum level of resources, the process to take is the following:


		Step 1

		The utility will tailor the AMI-SEC Risk Assessment to their particular environment, constraints, and risk acceptance limits. 



		Step 2

		The utility selects which requirements apply to their potential solution architecture by combing through the AMI-SEC System Security Requirements document and assigning priority to the requirements they need in order to adequately mitigate risks. 



		Step 3

		The utility maps the significant Architectural Elements of potential solutions against the defined Security Domains and places selected and prioritized requirements on Architectural Elements according to the elements’ placement within the Security Domains. 





Medium Level of Resources. For a utility with a moderate (“medium”) level of resources, the process to undertake is the following:


		Step 1

		The utility will review the System Security Requirements document and select which requirements apply to their potential solution architecture.



		Step 2

		The utility maps the significant Architectural Elements of potential solutions against the defined Security Domains.



		Step 3

		The utility accepts the AMI-SEC Risk Assessment without any modification or customization, but bears the responsibility for combing through the AMI-SEC System Security Requirements document



		Step 4

		The utility assigns priority to the requirements they need to adequately mitigate risks.



		Step 5

		Once the utility has selected and prioritized requirements, the requirements are placed on Architectural Elements according to the elements’ placement within the Security Domains.





Minimum Level of Resources. For a utility looking to utilize the minimal level of resources, the process to undertake is the following:

		Step 1

		The utility will review the Architectural Description document and map the significant Architectural Elements of potential solutions against the defined Security Domains. 



		Step 2

		The utility accepts the AMI-SEC Risk Assessment without any modification or customization. 



		Step 3

		The utility accepts the AMI-SEC System Security Requirements as a whole without selecting any particular subset as applicable to their environment.



		Step 4

		Requirements are placed on Architectural Elements according to the elements’ placement within the Security Domains.  In this scenario, the utility pushes the entire set of requirements on to the vendor. The onus lies with the vendor to push back and indicate where requirements are applicable and where they are not. 





1.3. Definitions, acronyms, and abbreviations

Rather than produce an exhaustive list of AMI and security terms, links have been provided to well known, extensively used definitions, acronyms and abbreviations. Other terminology is addressed as encountered throughout this document.

		Resource

		Location



		SmartGridipedia




		http://www.smartgridipedia.org



		NIST IR 7298 - Glossary of Key Information Security Terms



		http://csrc.nist.gov/publications/nistir/NISTIR-7298_Glossary_Key_Infor_Security_Terms.pdf 



		International Electrotechnical Commission 62351-2 Security Terms




		http://std.iec.ch/terms/terms.nsf/ByPub?OpenView&Count=-1&RestrictToCategory=IEC%2062351-2 



		Electropedia




		http://www.electropedia.org/ 





Table 1 - Terminology References
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2. General system description


2.1.  Use Cases


AMI Use Cases have been organized into five different categories consistent with the primary value streams they support.  These five categories/value streams are:


· Billing


· Customer


· Distribution System


· Installation


· System


Reference 2.A - Business Functions as Stakeholders in AMI Systems provides additional extensions to the use cases presented here, as well as describing business functions and scenarios.

2.1.1. Billing


There are four primary use cases in the Billing category.  


1. Multiple Clients Read Demand and Energy Data Automatically from Customer Premises


2. Utility remotely limits usage and/or connects and disconnects customer


3. Utility detects tampering or theft at customer site


4. Contract Meter Reading (or Meter Reading for other Utilities)


1 and 4 are directly related to the electronic capture and processing of time-based energy and demand data from customer meters to support the core Billing process of the electric utility (1) or, on a contract basis, for a gas or water utility (4) .  The other Billing Use Cases explore other functionality that can be leveraged from having installed AMI meters in the field.  Use case 2 explores utilization of the remote connect/disconnect functionality of AMI meters.  Use case 3 considers how AMI meters and the data they capture can be leveraged to support the detection of energy theft.


Business value in the Billing area is created in several different ways.  By automating the collection of time-based energy usage and demand, the utility is able to significantly transform the process for collecting energy and demand information to support the billing process.  The traditional process for collecting meter data (manually recording meter dial settings on a monthly basis) is replaced by a fully automated, electronic capture process.  Because the energy data is captured in intervals of time (typically 15 minute intervals), AMI systems enable time-based rates.  Time-based billing rates vary throughout the day, reflecting changes in the balance between energy supply and demand.  Although the primary implementers of AMI have been electric utilities, the potential exists for the infrastructure to be leveraged to capture gas and water meter data as well – either for the host utility if they deliver those commodities or for another utility (on a contract basis).


Other business value accrues from functionality that the AMI meters can provide.  AMI meters typically are outfitted with remote connect and remote disconnect capability.  This allows the utility to initiate or terminate service remotely, without having to send a field technician.  This functionality supports the routine Move-In/Move-Out processes as well as the credit/collections processes.  Disconnects for non-payment (and subsequent reconnects) can be accomplished remotely rather than requiring on on-site presence.  AMI meters also come with functionality that can help utilities identify potential meter tampering or energy theft/diversion.


Finally, AMI provides a wealth of data that various entities within the utility to use to create additional business value.  These areas include the following:


· Distribution system design – granular data on actual customer energy usage can be utilized for more optimal design of distribution system components


· Distribution planning – the utility has a wealth of usage and demand data by circuit that can be analyzed to better target investments in new distribution facilities to meet growth in demand


· Distribution operations and maintenance – the Distribution organization has a wealth of data for improved state estimation, contingency planning, and asset management


· Marketing – AMI data can be analyzed to develop energy services/products to meet customer needs


The following table summarizes the major business processes supported by the Billing Use Cases and the key areas of business value that they enable.


		Use Case 1: Auto-Capture Customer Energy and Demand Data



		Major Processes Supported

		Business Value

		Security Concerns



		· Read Meters


· Validate Meter Reads


· Generate Customer Bills

		· Eliminate meter reader labor cost and meter reading infrastructure cost


· Increase billing accuracy


· Enable time-based rates


· Enable improved 


· Distribution system design


· Distribution planning


· Distribution operations and maintenance


· Marketing

		Confidentiality (privacy) of customer data


Integrity of meter data


Availability of meter data (for remote read)



		Use Case 2: Remote Connect/Disconnect



		Major Processes Supported

		Business Value

		Security Concerns



		· Establish service


· Terminate service


· Manage credit/collection

		· Reduce field service truck rolls


· Labor


· Transportation


· Reduce bad debt


· Reduce energy losses

		Integrity of signal (correct message and location)


Confidentiality (privacy) of signal


Availability of connect/disconnect service



		Use Case 3: Tamper Detection



		Major Processes Supported

		Business Value

		Security Concerns



		· Protect revenue; reduce energy theft

		· Reduce lost revenue

		Integrity of tamper indication

Availability of tamper indication


Confidentiality (privacy) of location data



		Use Case 4: Meter Reading for Other Utilities



		Major Processes Supported

		Business Value

		Security Concerns



		· Read gas/water meters 

· Read gas/water meters (other utilities)

· Transfer meter reading data to other utility




		· Eliminate meter reader labor cost and meter reading infrastructure cost

· Create additional source of revenue

· Leverage AMI investment

		Confidentiality (privacy) of customer data


Integrity of meter data


Availability of meter data (for remote read)

Availability of meter data to contracting utility through B2B infrastructure





Table 2 – Billing Use Cases

2.1.2. Customer


Four Use Cases have also been defined under the category of Customer:


1. Customer reduces their usage in response to pricing or voluntary load reduction events


2. Customer has access to recent energy usage and cost at their site


3. Customer prepays for electric services


4. External clients use the AMI to interact with devices at customer site


Use Case 1 explores how the AMI system, working together with customers, can create mutually-beneficial programs to manage energy demand/consumption.  Use Case 2 is related to 1 in that it describes ways that customers can access information about their energy costs and consumption, and how they can receive messaging from the utility informing the customer of an upcoming peak energy event, requiring/requesting customer load reductions.  Customer Use Case 4 is directly related to the previous use cases as well in that it describes how a customer’s energy cost/consumption data can be shared with a third party energy service provider to outsource the customer’s energy consumption.  Use Case 3 describes how AMI functionality can be leveraged to enable customer pre-payment for energy.


The primary business value in the Customer Use Cases comes from an enhanced ability to manage peak load on the distribution network.  By communicating pricing signals and upcoming peak load events to customers, customers can modify their energy consumption behavior to reduce their energy costs.  The utility benefits by reducing the potential for outages resulting from overload of the system and deferring new capital investments to provide increased capacity.  Another source of business value unique to Use Case 3 (Customer Prepayment) accrues to the utility through reduction in bad debt and improved cash flow.


The following table summarizes the major business processes supported by the Customer Use Cases and the key areas of business value that they enable.


		Use Case 1: Demand Response / Load Reduction



		Major Processes Supported

		Business Value

		Security Concerns



		· Manage Energy Demand/Consumption

		· Reduce peak load


· Defer new construction


· Green benefits


· Reduce outages

		Confidentiality (access control) of customer equipment

Integrity of control messaging and message information

Availability of customer devices



		Use Case 2: Customer Access to Energy Data



		Major Processes Supported

		Business Value

		Security Concerns



		· Provide Energy Information to Customers and Third Parties

		· Customer energy awareness


· Reduce peak load

		Confidentiality (access control) of customer equipment via price signals and messages

Integrity of control messaging and message information

Availability of customer devices



		Use Case 3: Customer Prepayment



		Major Processes Supported

		Business Value

		Security Concerns



		· Collect Revenue from Energy Sales

		· Reduce bad debt


· Improve cash flow


· Improve customer convenience/satisfaction

		Confidentiality (privacy) of customer data and payments

Integrity of control messaging and message information containing prepayment data

Availability of customer payment data and usage balances



		Use Case 4: Third Party Energy Management



		Major Processes Supported

		Business Value

		Security Concerns



		· Manage Energy Demand/Consumption

		· Reduce peak load


· Customer satisfaction

		Confidentiality (privacy) of customer data


Integrity of usage data, rate information

Availability of usage data, rate information





Table 3 - Customer Use Cases

2.1.3. Distribution System


Four Use Cases have been defined for the Distribution System category:


1. Distribution Operations curtails customer load for grid management


2. Distribution Engineering or Operations optimize network based on data collected by the AMI system


3. Customer Provides Distributed Generation


4. Distribution Operator locates Outage Using AMI Data and Restores Service


Distribution System Use Case 1 is similar to Customer Use Case 1. Both use cases describe the process to send signals to customers for the purpose of reducing load on the system, typically during a system peak.  Customer Use Case 1 describes demand response events that the customer can voluntarily participate in using a price signal or a load control signal that the customer may ignore. Distribution System Use Case 1 describes demand response events that are non-voluntary using load control signals or meter disconnection commands. Distribution Use Case 2 explores how data gathered by the AMI system can be utilized (either online or offline) to improve power quality and the overall performance of the distribution network.  Distribution Use Case 3 describes how the AMI system can interface with distributed generation (small, customer-owned generation) to improve network operations and reduce off-system energy purchases.  Use Case 4 investigates how the AMI system can be leveraged to support the identification of outages on the system and to facilitate the restoration of power following an outage.


The primary areas of business value in the Distribution System Use Cases are related to improving network operations.  Optimizing network operations can result in reduced energy losses, reduced outage frequency, and increased customer satisfaction (improved power quality).  In addition, Use Case 4 explicitly describes processes to reduce outage duration and, therefore, customer satisfaction.


The following table summarizes the major business processes supported by the Distribution System Use Cases and the key areas of business value that they enable.


		Use Case 1: Emergency Demand Response



		Major Processes Supported

		Business Value

		Security Concerns



		· Manage Energy Demand/Consumption

		· Reduce peak load


· Defer new construction


· Reduce outages 




		Confidentiality (access control) of customer equipment (including remote service switch and HAN devices)

Integrity of control messaging and message information

Availability of customer devices



		Use Case 2: Distribution Network Optimization



		Major Processes Supported

		Business Value

		Security Concerns



		· Manage Power Quality


· Optimize Distribution Network


· Manage Outages 

		· Customer satisfaction


· Reduce energy losses


· Improve outage performance

		Integrity of system data


Availability of system data

Confidentiality of system data



		Use Case 3: Distributed Generation



		Major Processes Supported

		Business Value

		Security Concerns



		· Optimize Distribution Network


· Manage/Dispatch Distributed Resources

		· Network Optimization


· Reduced Off-System Energy Purchases

		Integrity of system data


Availability of system data

Confidentiality of system data



		Use Case 4: Outage Location and Restoration



		Major Processes Supported

		Business Value

		Security Concerns



		· Manage outages

		· Reduced outage duration


· Customer satisfaction

		Availability of system data

Integrity of system data


Confidentiality of system data





Table 4 - Distribution Use Cases

2.1.4. Installation


Three Use Cases have been defined for the Installation category:


1. Utility installs, provisions, and configures the AMI system


2. Utility Manages End-to-End Lifecycle of the Meter System


3. Utility upgrades AMI to address future requirements.


Use Case 1 describes the process for deploying an AMI system, including the initial deployment plan, the forecasting and procurement process, logistical support, and field installation/testing/configuration.  Use Case 2 focuses on managing the AMI system components through their life cycle, including maintenance and asset retirement.  Use Case 3 explores future upgrades to the AMI system functionality and performance with particular attention to future deployment and integration of customer Home Area Network (HAN).


The key areas of business value in the Installation Use Cases include optimization of deployment costs and schedule for AMI system implementation, minimizing AMI operations and maintenance costs, maintaining billing accuracy, minimizing risk, and accommodating future growth and development within the AMI infrastructure.


The following table summarizes the major business processes supported by the Distribution System Use Cases and the key areas of business value that they enable.


		Use Case 1: AMI System Deployment

		



		Major Processes Supported

		Business Value

		Security Concerns



		· Deploy AMI system

		· Optimize deployment costs/schedule

		Integrity of system data for registration

Availability of system data supporting deployment and registration

Confidentiality of system data



		Use Case 2: AMI System Maintenance

		



		Major Processes Supported

		Business Value

		Security Concerns



		· Maintain AMI system

		· Minimize AMI O&M costs


· Maintain billing accuracy

		Integrity of system data for remote diagnostics


Availability of system data supporting maintenance and work orders

Confidentiality of system data



		Use Case 3: AMI System Upgrade

		



		Major Processes Supported

		Business Value

		Security Concerns



		· Upgrade/enhance AMI system functionality/performance


· Deploy/support customer HAN

		· Minimize risk


· Accommodate growth and future functionality

		Integrity of system data for registration of new devices and remote firmware upgrades

Availability of system data supporting deployment and remote upgrades

Confidentiality of system data and customer data





Table 5 - Installation Use Cases

2.1.5. System


The final Use Case category is System.  Only one Use Case has been defined for this category:


1. AMI system recovers after outage, communications or equipment failure.


System Use Case 1 explores how the AMI system responds and recovers to individual component failures, communications failures, and broader outages/disasters.  The primary business value in this use case comes from maintaining AMI system integrity through unplanned equipment failures or distribution system outages.


		Use Case 1: AMI System Recovery

		



		Major Processes Supported

		Business Value

		Security Concerns



		· Recover from AMI component and telecommunications failures


· Recover from major area outages/disasters

		· Maintain system integrity

		Integrity of system data


Availability of system data

Confidentiality of system data





Table 6 - AMI System Use Cases

2.2. System Context


AMI is the convergence of the power grid, the communications infrastructure, and the supporting information infrastructure. However, AMI security must exist in the real world with many stakeholders, other interested parties and overlapping responsibilities. 

Consider an individual system that is part of an AMI solution to be made up of: 1) Software; 2) Hardware; 3) People and; 4) Information.  Now, consider the entire AMI solution to be made up of a collection of various systems, each made up of software, hardware, workers and information – a system of systems.  Systems-of-Systems are hierarchical in nature, that is, they naturally break down into parts. 

The value of a logical decomposition comes from its ability to view a complex system at multiple levels of abstraction (decomposition) while maintaining forward and reverse traceability through the different levels of decomposition. Logical decomposition is can also be mapped to physical decomposition to correlate the model elements.  The security domain model shown below (Figure 2) was developed to boundary the complexity of specifying the security required to implement a robust, secure AMI solution as well as serve as a tool to guide utilities in applying the security requirements in this document to their AMI implementation.

[image: image2.emf]C


o


m


m


u


n


i


c


a


t


i


o


n


 


S


e


r


v


i


c


e


s


Managed


Network


Services


Utility


Enterprise


Services


Automated


Network


Services


Utility


Edge


Services


Premise


Edge


Services




Figure 2 – AMI Security Domain Model

The following “services” are a description of each of the six security domains shown in the model above.

		Security Domain

		Description



		Utility Edge Services

		All field services applications including monitoring, measurement and control controlled by the Utility



		Premise Edge Services

		All field services applications including monitoring, measurement and control controlled by the Customer (Customer has control to delegate to third party)



		Communications Services

		are applications that relay, route, and field aggregation, field communication aggregation, field communication management information



		Management Services

		attended support services for automated and communication services (includes device management)



		Automated Services

		unattended collection, transmission of data and performs the necessary translation, transformation, response, and data staging



		Business Services

		core business applications (includes asset management)





Table 7 - AMI Security Domain Descriptions


Each utility’s AMI implementation will vary based on the specific technologies selected, the policies of the utility company and the deployment environment.  The application of the security requirements should guide the AMI system’s capabilities.  

Advanced Metering Infrastructure system use can be mapped across applicable security domains based on the collection of capabilities that enable use of the AMI.  Security requirements in this document shall map to specific security domains based on the location of an enabling capability that enables a particular use for the AMI system.  For any particular use of the AMI system, in the context of the enabling capability, the security requirements for that domain should be applied.


For example:  If the use of the AMI system is “Remote Service Switch Operation” to support a customer “move-in” or “move-out” event then the analysis of which security requirements would apply for this use would be to map sequence of capabilities to domains.

(Note: there are a number of intermediate steps related to account updates, customer verification, policy enforcements and validations as well as error conditions not shown in this example.)

		Process step

		Enabling Capabilities (components)

		Security Domain



		Triggering event – Move-out request received from customer for a particular time and date

		Request received via call center or via web (IVR or Company Website)

		Utility Enterprise Services



		Switch operation scheduled and validated 

		Customers Information System (CIS) or Meter Data Management Systems (MDMS)

		Utility Enterprise Services



		Command messages generated at scheduled time

		CIS or MDMS

		Utility Enterprise Services



		Command received by head-end system

		Network Management System (aka DCA or head-end)

		Automated Network Services



		Grid protection module validates command against rules (i.e. how many total service switch commands are pending in the next 10 min.)

		Network Management System

		Automated Network Services



		Command transmitted to Meter

		Network Management System

		Automated Network Services



		Command routed to the customer’s meter

		Wide-Area Network, Neighborhood Area Network (aka LAN)

		Communication Services



		Command received by meter

		Meter 

		Utility Edge Services



		Service Switch “opened”

		Meter

		Utility Edge Services



		Acknowledgement message created 

		Meter

		Utility Edge Services



		Acknowledgement message transmitted

		Wide-Area Network, Neighborhood Area Network (aka LAN)

		Communications Services



		Acknowledgement message received

		Network Management System

		Automated Network Services



		Account status updated

		CIS and or MDMS

		Utility Enterprise Services





Table 8 - Mapping of AMI Security Domain Services to Utility Processes

It should be noted that this specification and the method of mapping security requirements to specific domains based on use is lifecycle agnostic.  Meaning, some uses of the system (i.e. key placement in devices) may happen prior to the commencement of operations.

2.3. System Constraints


A number of system constraints need to be taken into account when satisfying security requirements found in this document. The requirements described do not prescribe which of a range of solutions (e.g., the use of narrow- or wide-band communications technologies) is most appropriate in a given setting. Such a decision is typically based on making prudent trade-offs among a collection of competing concerns, such as the following


· Other business or non-functional requirements


· Performance (e.g., response time)


· Usability (e.g., complexity of interactions for users)


· Upgradability (e.g., ease of component replacement)


· Adaptability (e.g., ease of reconfiguration for use in other applications)


· Effectiveness (e.g., information relevant and pertinent to the business process as well as being delivered in a timely, correct, consistent and usable manner)


· Efficiency (e.g., the provision of information through the most productive and economical use of resources)


· Confidentiality (e.g., protection of sensitive information from unauthorized disclosure)


· Integrity (e.g., accuracy, completeness and validity of information in accordance with business values and expectations)


· Availability (e.g., information being available when required by the business process)


· Compliance – (e.g., complying with the laws, regulations and contractual arrangements)

· Reliability (e.g., the provision of appropriate information for management to operate the entity and exercise its fiduciary and governance responsibilities)

It is important to consider system constraints when developing applying security requirements. The requirements themselves do not take into account the trade-offs involved with design phase of AMI. Therefore, satisfying these requirements should not be done in isolation from the design.


· Constraints


· Computational (e.g., available computing power in remote devices)


· Networking (e.g., bandwidth, throughput,  or latency)


· Storage (e.g., required capacity for firmware or audit logs)


· Power (e.g., available power in remote devices)


· Personnel (e.g., impact on time spend on average maintenance)


· Financial (e.g., cost of bulk devices)


· Temporal (e.g., rate case limitations)


· Technology


· Availability


· Maturity


· Integration / Interoperability (e.g., legacy systems)


· Lifecycle


· Interconnectedness of infrastructure


· Applications (e.g., the automated user systems and manual procedures that process the information)


· Information  (e.g., the data, in all their forms, input, processed and output by the information systems in whatever form is used by the business)


· Infrastructure (e.g., the technology and facilities i.e., hardware, operating systems, database management systems, networking, multimedia, and the environment that houses and supports them, that enable the processing of the applications.)


· People  (e.g., the personnel required to plan, organize, acquire, implement, deliver, support, monitor and evaluate the information systems and services. They may be internal, outsourced or contracted as required.)


· Time


· Financial


· Technical


· Operational


· Cultural


· Ethical


· Environmental


· Legal


· Ease of Use


· Regulatory requirements


· Scope / sphere of influence


· Acceptance vs. transference


2.4. Security States and Modes

This section discusses the states and modes that may apply to the system as a whole and/or the component level. A component may be a sub-system or individual element of the system. Security modes and states are considered in the evaluation of security requirements because they pose special circumstances for which the requirements may change. Evaluating these special circumstances is important because in any given state or mode the risk of a system or sub-system component may increase or decrease, thus needing supplemental requirement treatment (less or more).

Definitions of terms:

· State – a temporal condition of a system or component; implies a “snapshot”.

· Typically within a time-based consideration

· Sometimes overlap


· Mode – describes operational intent (implies action taken).


2.4.1. System States


The term state for the purposes of this document implies a snapshot of the system. The goal is to identify the state as they relate to security.

The System State Flow Diagram (Figure 3) assists in understanding the transition between states and the direction in which changes in state are allowed to occur. The System State Flow Diagram is used in defining the AMI system transitions. It is important to understand and control state flow in order to prevent an undesired, inadvertent system state. Transition of states for security components should be defined and understood with respect to defining requirements. The Sanitation State is also a shown as a path where high assurance is required.
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Figure 3 - Example of a System State Flow Diagram

		System State

		Description



		Operational

		Includes all functionality supportive of on-going operations (set by policy)



		Non-operational

		Not performing functionality indicative of on-going operations



		Initialization

		Used to configure system prior to operation



		Sanitization

		Removal and/or storing of information representative or residual of any running condition (e.g., sensitive data)





Table 9 - System States


2.4.1.1. System State Security Requirements


		State.1

		Activities allowed during non-operational state shall be limited to system activities needed to enter initialization. (Excludes interactions w/stakeholders, execution of business functions, etc.)



		State.2

		Activities allowed during initialization state shall be limited to system activities needed to enter operations. (Excludes interactions w/stakeholders, execution of business functions, etc.)



		State.3

		Activities allowed during initialization state shall include management functions necessary for element configuration.



		State.4

		Activities allowed during the initialization state shall include policy establishment (i.e., creation and configuration).



		State.5

		Activities allowed during the initialization state shall include security domain establishment.



		State.6

		A system shall transition into the operational state only upon completion of the critical initialization activities.



		State.7

		An operational system shall perform only those activities conformant to policy.



		State.8

		A system shall be capable of operating in a degraded mode while in an operational state. In this mode, “degraded” refers to a system that has non-operational or impaired components/elements. While services may be denied to some components/elements in the degraded mode, critical functions and security features of the system are still in force for the remaining components/elements.



		State.9

		A system shall transition into the non-operational state upon detection of a critical failure.



		State.10

		Supporting activities pertaining to the health of the system (e.g., diagnostics, maintenance, training, etc.) shall only be allowed during the operational state. Support activities may be performed in other system states, however they will be performed by systems external to the SUD.





2.4.2. System Modes


At the highest level, a system or component can be placed into a “normal” or “limited” mode of operation. At a minimum, modes should be taken into consideration during Protection Profile development. In a Protection Profile, criteria for entering and exiting each mode should be defined (pay close attention to risk associated with transition between modes – i.e., target mode must be defined before leaving current mode). For a more granular analysis, one may consider the following refinement examples:

· On-Line/Off-Line – system or element is accessible (or non-accessible) from a communication point of view


· Lock – certain functions are not accessible / intentionally disabled

· Maintenance – configuring / patching


· Diagnostics – monitoring for purposes of problem resolution (i.e., debugging)

· Commissioning/Decommissioning – initialization/establishment of functionality or service (decommissioning is reverse)

· Learning – acquiring new parameters and/or functionality for purposes of optimization

· Training – utilizing system functions for purposes of familiarization and simulation. (“Real” outputs are not engaged.)


· Sleep/Power saving – certain functions are temporarily disabled or degraded for decreased energy consumption.

· Special/Emergency – configurations based on criticality of function and preferential and/or prioritized treatment of certain operations. (Example needed, i.e., impending natural disaster.)

2.5. Security Objectives

As currently envisioned, Smart Grid services promise unprecedented levels of automation, situational awareness, and fine-grained control of the generation, transmission, distribution and use of electric power. If fully realized, such services should significantly increase the effectiveness, efficiency and reliability of the electric power system providing lower operating costs associated with many of today's labor-intensive tasks and would provide the incentives and technical capability for customers to automatically manage their usage patterns. Customers would specify demand-response usage policies based on pricing signals from the market or would permit direct supplier control of end-user load (automatically shedding load to reduce peak demand or mitigate emergency situations).  In conjunction with end-user control, demand response would make the most efficient use of available generating capacity, while supporting conservation and environmental efforts.


Smart Grid services typically require complex distributed applications (some with near real-time constraints), communication over highly-networked information infrastructures, that include a broad range of Internet technologies.  For the vision of the Smart Grid to be realized, system security must be maintained at a consistently high levels of assurance.  Security concerns must be addressed from the outset of any Systems Development Life Cycle (SDLC) activity throughout every systems engineering, including architecture, acquisition, implementation, integration, deployment, operations, maintenance, and decommissioning. Security solutions must be comprehensive or holistic in nature (obligatory clichés: you’re only as strong as your weakest line” and "the devil is in the details") and capable of evolving in response to changes in the threat or technological environment.


The Smart Grid's primary (cyber) security objectives are as follows:


· Protect all Smart Grid services from malicious attack
 and unintended adverse cyber and physical events that threaten the mission of the service (i.e., security events).


· Ensure that sufficient information about a security events are available when and where needed to support the decision making necessary to protect (or minimize the disruption to) the mission of the affected Smart Grid service.  This includes the collection and delivery of the real-time data needed for situational awareness as well as the collection and protection of forensics data needed for post-mortem analysis to improve the security and survivability of the system in the face of future security events.

· Ensure the integrity, availability, and (where appropriate) the confidentiality of the information regarding security services, survivability services and mechanisms used to protect the Smart Grid services.  These security and survivability services and mechanisms shall not provide an attack vector or incorrectly respond to malicious or benign stimuli in a manner that would create or worsen a security event.


· Prevent security incidents associated with a Smart Grid service from contributing to or complicating the safety and protection of personnel, stakeholders, stakeholder services and the electrical system.


· Do not allow any Smart Grid service or its associated technology (e.g., communications networks and gateways) to be used as a stepping stone or conduit for attacks (or amplifying the effects of attacks) on other Smart Grid services, end users, external service providers (e.g., cell phone networks, ISPs), or any other interconnected entity.


· Smart Grid services shall not amplify the adverse effects of any accident, natural disaster, or human error.


· Provide sufficient evidence to support the assurance of justifiable confidence (i.e., trust) in the integrity, confidentiality, and availability of Smart Grid services.  (For example, provide evidence to support public trust in the accuracy of billing statements, the safety and reliability of electricity services, and the fairness of energy markets.)


Smart Grid security involves a system of systems approach in engineering design and operations, which requires that security responsibility be extend beyond the Smart Grid.  While security requirements for the broader Smart Grid may or may not be within the scope of a single utility’s responsibility, imposing the requirements through agreements and/or regulatory mandates upon cooperating interconnecting systems and corresponding capabilities will meet and/or support some aspects of the Smart Grid security objectives.  Moreover, interdependencies among the power grid, the communications infrastructure, and the information infrastructure pose a particularly serious challenge to the design of a secure and survivable Smart Grid. 

As an example, AMI system security must protect the missions of all AMI business functions and must not be allowed to be used as a conduit for attacking some method of control of the grid.  This does not imply that AMI security architects are solely responsible for ensuring this, but rather that responsibility must be assigned for a systems of systems perspective wherein potential AMI impacts on the larger grid are analyzed, anticipated, and defended against in some portion of the overall system of systems (SoS) architecture and implementation.

Here are a few examples of what the Smart Grid security objectives are meant to prevent:

· Reputational Loss - Attacks or accidents that destroy trust in Smart Grid services, including their technical and economic integrity


· Business Attack - Theft of money or services or falsifying business records


· Gaming the system - Ability to collect, delay, modify, or delete information to gain an unfair competitive advantage (e.g., in energy markets)


· Safety - Attack on safety of the grid, its personnel or users


· Assets - Damaging physical assets of the grid or assets of its users


· Short-term Denial or Disruption of Service


· Long-term Denial or Disruption of Service (including significant physical damage to the grid)

· Privacy violations


· Hijacking control of neighbor's equipment


· Physical and logical tampering


· Subverting situational awareness so that operators take fatal actions that disrupt the system

· Cause automated system to waste resources on false alarms. 


· Hijacking services


· Using Smart Grid services or the supported communication mechanisms to attack end users residential or industrial networks (e.g., allowing end-users to compromise other end-users’ networked systems.)


2.5.1. Holistic Security


The magnitude of the challenge posed by melding the complexity of the power grid with open, distributed, highly networked technologies, crossing multiple organizational and administrative boundaries, in the presence of intelligent adversaries, is such that traditional security approaches alone are insufficient to meet them.


The primary concern is with protecting the business missions embodied in each of the Smart Grid services individually and collectively, not merely in enforcing security requirements or protecting IT components.  Survivability is the capability of a system to fulfill its mission in a timely manner despite attack, accident or subsystem failure.  Survivability is a blend of security and business risk management that builds upon traditional security approach by adding domain-specific strategies and tactics to create a holistic perspective.  The characteristics of a survivable system include its ability to prevent or resist attacks, accidents, other forms of stress, recognize a survivability event and the state of the system under stress and to recover from the adverse impact of a survivability event in a timely manner.  Survivability is marked by graceful degradation under stress, with essential services maintained.  


2.6. User Characteristics


Many of the security requirements within this document are written with respect to a generic notion of an actor or user, rather than identifying specific users such as a maintenance engineer or residential customer. When such a requirement is applied to an architectural element, it should be tailored to specific types of users by taking into account the characteristics of each type of user and how that informs the requirement.


Typical classes of users (at a high level) include (refer to the Contextual View for insight into these classes of users)


· Utility


· Customer


· Third-party


Some of the characteristics that distinguish these classes of users, and even different types of users within these classes, are:

· Organizational responsibility


· Organizational authority

· Ability to delegate authority

· Privileges within the domain

· Access of users

When tailoring a requirement, one might generate several versions of a requirement, each of which differs by identifying a different user and requiring slightly different responses (e.g., level of access control required for a given behavior).

2.7. Assumptions and Dependencies


This document is an ad hoc security specification, and as such does not contain requirements pertaining to business (functional) requirements or quality of service (non-functional) requirements (e.g., performance, usability, or maintainability issues). It is assumed that business requirements have already been established for deploying an AMI solution. It does contain a collection of security requirements that have been drawn from industry best practices and government sources documenting best practices for security.


It is not the intent of this document to specify the security requirements for any particular AMI system. Instead, the goal is to provide guidance likely to be suitable across a variety of different AMI implementations. No assumptions are made regarding context specific characteristics such as available computing, software and/or infrastructure resources, unless specifically cited. No assumptions are made regarding the presence or absence of specific business requirements.


This document contains high-level requirements, not detailed specifications. Details such as specific interfaces, algorithms, protocols, and technology solutions are not addressed. These requirements should provide the impetus for the creation of more detailed specifications for AMI systems, the specifics of which depend on each AMI system's context (e.g., actual assets and information flows, business requirements, and detailed risk assessments).

3. System Security Requirements


The requirements found throughout this section are fine grained. A given section may contain related requirements addressing the same need that differ in terms of the strength of mechanism, rigor and protection each offers.


Requirements are given a lettering scheme as follows:


· Requirements that begin with an “F” are functional requirements.


· Requirements that end with an “S” are supporting services to functional requirements.


· Requirements that begin with an “A” are assurance requirements.


· Remaining letters in the identifier help associate the requirement to its requirement class.


3.1. Primary Security Services


This area uses business/mission needs to define requirements. It answers the question, “What security is needed?”

3.1.1. Confidentiality and Privacy (FCP)

This class contains confidentiality and privacy requirements. These requirements provide a user, service or object protection against discovery and misuse of identity by other users/subjects.

		FCP.1

		The security function shall ensure that [assignment: set of unauthorized users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].



		FCP.2

		The security function shall provide [selection: an authorized user, [assignment: list of trusted subjects]] a capability to determine the user identity based on the provided alias only under the following [assignment: list of conditions].



		FCP.3

		The security function shall be able to provide [assignment: number of aliases] aliases of the real identity (e.g., user name) to [assignment: list of subjects].



		FCP.4

		The security function shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and verify that it conforms to the [assignment: alias metric].



		FCP.5

		The security function shall provide an alias to the real user name which shall be identical to an alias provided previously under the following [assignment: list of conditions] otherwise the alias provided shall be unrelated to previously provided aliases.



		FCP.6

		The security function shall ensure that [assignment: list of users and/or subjects] are unable to determine whether [assignment: list of operations][selection: were caused by the same user, are related as follows[assignment: list of relations]].



		FCP.7

		The security function shall ensure that [assignment: list of users and/or subjects] are unable to observe the operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of protected users and/or subjects].



		FCP.8

		The security function shall allocate the [assignment: unobservability related information] among different parts of the module such that the following conditions hold during the lifetime of the information: [assignment: list of conditions].



		FCP.9

		The security function shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting any reference to [assignment: privacy related information (e.g., real username)].



		FCP.10

		The security function shall provide [assignment: list of authorized users] with the capability to observe the usage of [assignment: list of resources and/or services].



		FCP.11

		The security function shall prevent unauthorized and unintended information transfer via shared system resources.



		FCP.12

		The functions provided by the security function to recover from failure or service discontinuity shall ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss of security function data or objects under the control of the module's security function.



		FCP.13

		The security function shall protect security function data from unauthorized disclosure when it is transmitted between separate parts of the system.



		FCP.14

		The security function shall identify and handle error conditions in an expeditious manner without providing information that could be exploited by adversaries.



		FCP.15

		The authentication mechanisms in the system shall obscure feedback of authentication information during the authentication process to protect the information from possible exploitation or use by unauthorized individuals.



		FCP.16

		The security function shall ensure that the security attributes, when exported outside the system, are unambiguously associated with the exported user data.





3.1.2. Integrity (FIN)

"Maintaining a control system, including information integrity, increases assurance that sensitive data have neither been modified nor deleted in an unauthorized or undetected manner. The security controls described under the system and information integrity family provide policy and procedure for identifying, reporting, and correcting control system flaws. Controls exist for malicious code detection, spam protection, and intrusion detection tools and techniques. Also provided are controls for receiving security alerts and advisories and the verification of security functions on the control system. In addition, there are controls within this family to detect and protect against unauthorized changes to software and data, restrict data input and output, check the accuracy, completeness, and validity of data, and handle error conditions." [DHS]

		FIN.1

		The security function shall preserve a secure state when the following types of failures occur: [List of types of failure in the module]



		FIN.2

		The security function shall provide the capability to detect modification of all security function data during transmission between the security function and another trusted IT product within the following metric: [assignment: a defined modification metric].



		FIN.3

		The security function shall provide the capability to verify the integrity of all security function data transmitted between the security function and another trusted IT product and perform [assignment: action to be taken] if modifications are detected.



		FIN.4

		The security function shall provide the capability to correct [assignment: type of modification] of all security function data transmitted between the security function and another trusted IT product.



		FIN.5

		The security function shall be able to detect [selection: modification of data, substitution of data, re-ordering of data, deletion of data, [assignment: other integrity errors]] for security function data transmitted between separate parts of the module.



		FIN.6

		Upon detection of a data integrity error, the security function shall take the following actions: [assignment: specify the action to be taken].



		FIN.7

		The security function shall provide detection of physical tampering that might compromise the module's security function.



		FIN.8

		The security function shall provide the capability to determine whether physical tampering with the module's security function's devices or module's security function's elements has occurred.



		FIN.9

		For [assignment: list of security function devices/elements for which active detection is required], the security function shall monitor the devices and elements and notify [assignment: a designated user or role] when physical tampering with the module's security function's devices or module's security function's elements has occurred.



		FIN.10

		The security function shall resist [assignment: physical tampering scenarios] to the [assignment: list of security function devices/elements] by responding automatically such that the integrity is maintained.



		FIN.11

		After [assignment: list of failures/service discontinuities] the security function shall enter a [assignment: mode (e.g., maintenance mode)] where the ability to return to a secure state is provided.



		FIN.12

		For [assignment: list of failures/service discontinuities], the security function shall ensure the return of the module to a secure state using automated procedures.



		FIN.13

		When automated recovery from [assignment: list of failures/service discontinuities] is not possible, the security function shall enter [assignment: mode (e.g., a maintenance mode)] where the ability to return to a secure state is provided.



		FIN.14

		The utility provided by the security function to recover from failure or service discontinuity shall ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss of module's security function data or objects under the control of the module's security function.



		FIN.15

		If the security function and/or system experience failure or service discontinuity, the security function shall provide the capability to determine the objects that were or were not capable of being recovered; as a result, the following actions should be taken [assignment: action to be taken].



		FIN.16

		The security function shall detect replay for the following entities: [assignment: list entities].



		FIN.17

		The security function shall use [assignment: list of interpretation rules to be applied by the module's security function] to consistently interpret security function data from another trusted IT product.



		FIN.18

		The security function shall run a suite of tests [selection: during initial start-up, periodically during normal operation, at the request of an authorized user, [assignment: other conditions]] to check the fulfillment of [assignment: list of properties of the external entities]. If the test fails, the security function shall [assignment: action(s)].



		FIN.19

		The security function shall ensure that security function data is consistent when replicated between [assignment: parts of the system].



		FIN.20

		When parts of the module containing replicated security function data are disconnected, the security function shall ensure the consistency of the replicated security function data upon reconnection before processing any requests for [assignment: list of functions dependent on security function data replication consistency].



		FIN.21

		The security function shall run a suite of self-tests during initial start-up, periodically during normal operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test should occur] to demonstrate the correct operation of [selection: [assignment: parts of security function (e.g. key management)], the module's security function.



		FIN.22

		The security function shall provide authorized users with the capability to verify the integrity of [selection: [assignment: parts of module's security function], security function data].



		FIN.23

		The security function shall provide authorized users with the capability to verify the integrity of stored security function executable code.



		FIN.24

		The security function shall verify the correct operation of security utilities [Selection (one or more): upon system startup and restart, upon command by user with appropriate privilege, periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies [assignment: user, etc. (e.g., system administrator), shuts the system down, restarts the system] when anomalies are discovered.



		FIN.25

		The security function shall detect and protect against unauthorized changes to software and information.



		FIN.26

		The security function shall restrict the capability to input information to the information system to authorized personnel.



		FIN.27

		The security function shall check information for accuracy, completeness, validity, and authenticity.



		FIN.28

		The organization shall handle and retain output from the information system in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.



		FIN.29

		The organization shall develop, disseminate, and periodically review/update:

1. Formal, documented, system and control integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls.



		FIN.30

		The organization shall identify, report, and remediate control system flaws per organizational, legal, and/or regulatory policies.



		FIN.31

		The security function employs malicious code protection.



		FIN.32

		The security function shall verify the correct operation of security functions within the control system upon system startup and restart; upon command by user with appropriate privilege; periodically; and/or at defined time periods. The security function notifies the [assignment: system administrator, system component, etc.] when anomalies are discovered.



		FIN.33

		The security function shall monitor and detect unauthorized changes to software and information.



		FIN.34

		The security function shall implement security measures to restrict information input to the control system to authorized personnel only.



		FIN.35

		The security function shall employ mechanisms to check information for accuracy, completeness, validity, and authenticity.



		FIN.36

		The organization shall handle and retain output from the security function in accordance with applicable laws, regulations, standards, and organizational policy, as well as operational requirements of the control process.



		FIN.37

		The security function shall protect the integrity of transmitted information.



		FIN.38

		The security function shall reliably associate [assignment: security parameters] with information exchanged between [assignment: information systems].



		FIN.39

		The security function that provides name/address resolution service for local clients shall perform data origin authentication and data integrity verification on the resolution responses it receives from authoritative sources when requested by client systems.



		FIN.40

		The security function that collectively provides name/address resolution service for an organization shall be fault tolerant and implement role separation.



		FIN.41

		The security function shall protect security function data from modification when it is transmitted between separate parts of the system.



		FIN.42

		The security function shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.



		FIN.43

		The security function shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of the indicated information and the identity of the [assignment: user, object, etc.] that generated the evidence.





3.1.3. Availability (FAV)

This involves the ability of the system to continue to operate and satisfy business/mission needs under diverse operating conditions, including but not limited to peak load conditions, attacks, maintenance operations, and normal operating conditions.


		FAV.1

		The security function shall ensure the operation of [assignment: list of system’s capabilities] when the following failures occur: [assignment: list of type of failures].



		FAV.2

		The security function shall assign a priority to each subject in the system's security function in terms of availability.



		FAV.3

		The security function shall ensure that each access to [assignment: controlled resources] shall be mediated on the basis of the subjects assigned priority.



		FAV.4

		The security function shall ensure that each access to all shareable resources shall be mediated on the basis of the subjects assigned priority.



		FAV.5

		The security function shall enforce maximum quotas of the following resources: [assignment: controlled resources] that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a specified period of time].



		FAV.6

		The security function shall ensure the provision of minimum quantity of each [assignment: controlled resource] that is available for [selection: an individual user, defined group of users, subjects] to use [selection: simultaneously, over a specified period of time].



		FAV.7

		The security function shall protect against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].



		FAV.8

		The security function shall limit the use of resources by priority.



		FAV.9

		The functions provided by the security function to recover from failure or service discontinuity shall ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss of security function data or objects under the control of the module's security function.



		FAV.10


		The security function shall ensure the availability of [assignment: list of types of security function data] provided to another trusted IT product within [assignment: a defined availability metric] given the following conditions [assignment: conditions to ensure availability].





3.1.4. Identification (FID)

This section covers requirements around who an actor claims to be.


		FID.1

		The security function shall require each user to be successfully identified before allowing any other system's security function-mediated actions on behalf of that user unless is one of the following: [list of system’s security function-mediated actions] that may be allowed before the user is identified.



		FID.2

		The security function shall associate the following user security attributes with subjects acting on the behalf of that user: [assignment: list of user security attributes].



		FID.3

		The security function shall enforce the following rules on the initial association of user security attributes with subjects acting on the behalf of users: [assignment: rules for the initial association of attributes].



		FID.4

		The security function shall enforce the following rules governing changes to the user security attributes associated with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].



		FID.5

		The security function shall uniquely identify (and authenticate) [assignment: users, processes acting on behalf of users, devices, etc.] before establishing a connection.



		FID.6

		The organization shall manage user identifiers by:


1. Uniquely identifying each user;


2. Verifying the identity of each user;


3. Receiving authorization to issue a user identifier from an appropriate organization official; 


4. Issuing the user identifier to the intended party;


5. Disabling the user identifier after [Assignment: organization-defined time period] of inactivity; and


6. Archiving user identifiers.



		FID.7

		The security function shall have mechanisms to uniquely identify (and authenticate) [assignment: users, processes acting on behalf of users, etc.].



		FID.8

		The security function shall appropriately label information in storage, in process and in transmission.





3.1.5. Authentication (FAT)

This section covers requirements around the proof of identity of an actor.


		FAT.1

		After a predetermined period of inactivity, the system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablishes access using appropriate (identification and) authentication procedures.



		FAT.2

		The security function shall employ a mechanism to authenticate specific devices before establishing a connection.



		FAT.3

		The security function shall employ authentication methods that meet the requirements of applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication to a cryptographic module.



		FAT.4

		The security function shall have mechanisms to authenticate users (or processes acting on behalf of users).



		FAT.5

		The security function enforces assigned authorizations for controlling access to the system in accordance with applicable policy.



		FAT.6

		The security function shall employ authentication methods that meet the requirements of applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication to a cryptographic module.



		FAT.7

		The security function shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.



		FAT.8

		The security function shall enforce the most restrictive set of rights and privileges or accesses needed by [assignment: users, processes acting on behalf of users, etc.] for the performance of specified tasks.



		FAT.9

		The security function shall (identify and) authenticate specific devices before establishing a connection.



		FAT.10

		The security function shall obscure feedback of authentication information during the authentication process to protect the information from possible exploitation and unauthorized use.



		FAT.11

		The security function shall uniquely authenticate [assignment: users, processes acting on behalf of users, etc.].



		FAT.12

		The organization shall authorize all methods of remote access to the system.



		FAT.13

		The organization shall develop and enforce policies and procedures for system users concerning the generation and use of passwords. These policies stipulate rules of complexity, based on the criticality level of the systems to be accessed.



		FAT.14

		The organization shall develop, disseminate and periodically review and update:


1. A formal, documented, access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.



		FAT.15

		The organization shall develop, disseminate and periodically review and update:


1. A formal, documented, authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the identification and authentication policy and associated authentication controls.



		FAT.16

		The organization shall employ mechanisms in the design and implementation of a system to restrict public access to the system from the organization’s enterprise network.



		FAT.17

		The organization shall establish terms and conditions for authorized individuals to:


1. Access the information system from an external information system; and


2. Process, store, and/or transmit organization-controlled information using an external information system.



		FAT.18

		The organization shall identify and document specific user actions (authorizations) that can be performed on the information system without identification or authentication.



		FAT.19

		The organization shall manage information system authenticators by:


1. Defining initial authenticator content;


2. Establishing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; 


3. Changing default authenticators upon information system installation; and 


4. Changing/refreshing authenticators periodically



		FAT.20

		The organization shall supervise and review the activities of users with respect to the enforcement and usage of system access controls.



		FAT.21

		The organization shall:


1. Establish usage restrictions and implementation guidance for [assignment: devices (e.g., wireless technologies, portable and mobile devices and media)]; and,


2. Authorize, monitor and control access to the system.


3. Document, monitor, log, and limit access of these devices to the organization’s system.

4. Appropriate organizational officials shall authorize the use of these devices per organization’s established security policy and procedures.



		FAT.22

		The security function authenticates specific devices before establishing a connection.



		FAT.23

		The security function shall [selection: detect, prevent] use of authentication data that has been copied or forged by any actor of the system.



		FAT.24

		The security function shall allow [assignment: list of security function mediated actions] on behalf of the user to be performed before the user is authenticated.



		FAT.25

		The security function shall allow the [assignment: the authorized identified roles] to specify alternative initial values to override the default values when an object or information is created.



		FAT.26

		The security function shall authenticate any user's claimed identity according to the [assignment: rules describing how the multiple authentication mechanisms provide authentication].



		FAT.27

		The security function shall be able to associate [assignment: users] with roles.



		FAT.28

		The security function shall be able to enforce the use of security function generated secrets for [assignment: list of functions].



		FAT.29

		The security function shall enforce the [assignment: access control security function policy] on [assignment: list of subjects and objects] and all operations among subjects and objects covered by the security function’s policy.



		FAT.30

		The security function shall enforce the [assignment: access control security function policy] to objects based on the following: [assignment: list of subjects and objects controlled under the indicated security function policy, and for each, the security function policy-relevant security attributes, or named groups of security function policy-relevant security attributes].



		FAT.31

		The security function shall enforce the [assignment: access control security function policy(s), information flow control security function policy(s)] to restrict the ability to [selection: change, default, query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of security attributes] to [assignment: the authorized identified roles].



		FAT.32

		The security function shall enforce the [assignment: access control security function policy, information flow control security function policy] to provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default values for security attributes that are used to enforce the security function policy.



		FAT.33

		The security function shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled objects].



		FAT.34

		The security function shall enforce the rules [assignment: specification of revocation rules].



		FAT.35

		The security function shall ensure that all operations between any subject controlled by the security function and any object controlled by the security function are covered by an access control security function policy.



		FAT.36

		The security function shall ensure that the conditions [assignment: conditions for the different roles] are satisfied.



		FAT.37

		The security function shall explicitly [selection: authorize, deny] an information flow based on the following rules: [assignment: rules, based on security attributes that explicitly [selection: authorize, deny] information flows].



		FAT.38

		The security function shall explicitly deny access of subjects to objects based on the [assignment: rules, based on security attributes that explicitly deny access of subjects to objects].



		FAT.39

		The security function shall maintain the following list of security attributes belonging to individual users: [assignment: list of security attributes].



		FAT.40

		The security function shall maintain the roles: [assignment: authorized identified roles].



		FAT.41

		The security function shall prevent reuse of authentication data related to [assignment: identified authentication mechanism(s)].



		FAT.42

		The security function shall provide [assignment: list of multiple authentication mechanisms] to support user authentication.



		FAT.43

		The security function shall provide a mechanism to generate secrets that meet [assignment: a defined quality metric].



		FAT.44

		The security function shall provide a mechanism to verify that secrets meet [assignment: a defined quality metric].



		FAT.45

		The security function shall provide only [assignment: list of feedback] to the user while the authentication is in progress.



		FAT.46

		The security function shall re-authenticate the user under the conditions [assignment: list of conditions under which re-authentication is required].



		FAT.47

		The security function shall require an explicit request to assume the following roles: [assignment: the roles].



		FAT.48

		The security function shall require each user to be successfully authenticated before allowing any other system's security function-mediated actions on behalf of that user.



		FAT.49

		The security function shall restrict the ability to [selection: change, default, query, modify, delete, clear, [assignment: other operations]] the [assignment: list of security function data] to [assignment: the authorized identified roles].



		FAT.50

		The security function shall restrict the ability to [selection: determine the behavior of, disable, enable, modify the behavior of] the functions [assignment: list of functions] to [assignment: the authorized identified roles].



		FAT.51

		The security function shall restrict the ability to revoke [assignment: list of security attributes] associated with the [selection: users, subjects, objects, [assignment: other additional resources]] under the control of the security function to [assignment: the authorized identified roles].



		FAT.52

		The security function shall restrict the capability to specify an expiration time for [assignment: list of security attributes for which expiration is to be supported] to [assignment: the authorized identified roles].



		FAT.53

		The security function shall restrict the specification of the limits for [assignment: list of security function data] to [assignment: the authorized identified roles].



		FAT.54

		The security function shall use the following rules to set the value of security attributes: [assignment: rules for setting the values of security attributes]



		FAT.55

		Based on the criticality level of the systems to be accessed, the organization shall develop and enforce policies and procedures for system users concerning the generation, use and rules of complexity for passwords.



		FAT.56

		The security function shall prevent further access to the system by initiating a session lock after [Assignment: organization-defined time period] of inactivity, and the session lock remains in effect until the user reestablishes access using appropriate identification and authentication procedures.



		FAT.57

		When the defined number of unsuccessful authentication attempts has been [selection: met, surpassed], the security function shall [assignment: list of actions].





3.1.6. Authorization (FAZ)

Authorization is the approval of an actor to perform an action.

		FAZ.1

		The security function shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.



		FAZ.2

		The security function shall enforce separation of duties through assigned access authorizations.



		FAZ.3

		The security function shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.



		FAZ.4

		The organization shall document authorization and approval policies and procedures and maintains a list of personnel authorized to perform maintenance on the control system. Only authorized and qualified organization or vendor personnel perform maintenance on the system.



		FAZ.5

		The organization shall develop and keep current a list of personnel with authorized access to the facility where [assignment: type of system (e.g., control system, information system)] resides (except for those areas within the facility officially designated as publicly accessible) and issues appropriate authorization credentials (e.g., badges, identification cards, smart cards). Designated officials within the organization review and approve the access list and authorization credentials [Assignment: organization-defined frequency, at least annually].



		FAZ.6

		The organization shall control all physical access points (including designated entry/exit points) to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and verifies individual access authorizations before granting access to the facility. The organization shall control access to areas officially designated as publicly accessible, as appropriate, in accordance with the organization’s assessment of risk.



		FAZ.7

		The organization shall review information system and facility access authorizations when personnel are reassigned or transferred to other positions within the organization and initiates appropriate actions



		FAZ.8

		The organization shall limits physical access to all control system facilities and assets and verifies individual access authorizations before granting access. The organization shall limit access to areas officially designated as publicly accessible, as appropriate, in accordance with the organization’s assessment of risk.



		FAZ.9

		The organization shall authorize (i.e., accredit) the system for processing before operations and periodically update the authorization [assignment: organization-defined frequency] or when there is a significant change to the system. A senior organizational official shall sign and approve the security accreditation.



		FAZ.10

		The security function shall enforce the most restrictive set of rights, privileges or accesses needed by users or workstations (or processes acting on behalf of users) for the performance of specified tasks.



		FAZ.11

		The security function shall explicitly authorize access of subjects to objects based on the following additional rules: [assignment: rules, based on security attributes that explicitly authorize access of subjects to objects].



		FAZ.12



		The security function shall enforce a limit of [assignment: organization-defined number] consecutive invalid access attempts by a user during a [assignment: organization-defined time period] time period. The security function shall automatically [Selection: locks the account/node for an [assignment: organization-defined time period], delays next login prompt according to [assignment: organization-defined delay algorithm.]] when the maximum number of unsuccessful attempts is exceeded.



		FAZ.13

		The security function automatically terminates a remote session after [assignment: defined period of inactivity] for [assignment: workstations, servers, etc.] that are used for [assignment: system monitoring, maintenance activities, etc.] based on the risk assessment of the system and the organization’s security policy.



		FAZ.14

		The security function shall limit the number of concurrent sessions for any user to [assignment: organization-defined number of sessions] on the system.





3.1.7. Non-Repudiation (FNR)

Non-repudiation is the ability to irrefutably, tie an actor to an action.

		FNR.1

		The security function shall be able to generate evidence of origin for transmitted [assignment: list of information types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].



		FNR.2

		The security function shall be able to relate the [assignment: list of attributes] of the originator of the information, and the [assignment: list of information fields] of the information to which the evidence applies.



		FNR.3

		The security function shall provide a capability to verify the evidence of origin of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origin].



		FNR.4

		The security function shall enforce the generation of evidence of origin for transmitted [assignment: list of information types] at all times.



		FNR.5

		The security function shall be able to generate evidence of receipt for received [assignment: list of information types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].



		FNR.6

		The security function shall be able to relate the [assignment: list of attributes] of the recipient of the information, and the [assignment: list of information fields] of the information to which the evidence applies.



		FNR.7

		The security function shall provide a capability to verify the evidence of receipt of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].



		FNR.8

		The security function shall enforce the generation of evidence of receipt for received [assignment: list of information types] at all times.



		FNR.9

		The security function shall provide mechanisms to protect the authenticity of communications sessions.



		FNR.10

		The security function shall provide a capability to generate evidence that can be used as a guarantee of the validity of [assignment: list of objects or information types].



		FNR.11

		The security function shall provide the capability to determine whether a [assignment: given individual, system, etc.] took a particular [assignment: action].





3.1.8. Accounting (FAC)

This section covers the recording of activity by actors/elements throughout the system. Accounting requirements provide the means to perform a successful audit of events that occur on the system.

		FAC.1

		The security function shall take [assignment: list of actions] upon detection of a potential security violation.



		FAC.2

		The security function shall be able to generate an accounting record of the following auditable events:

1. Start-up and shutdown of the audit functions;


2. All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified] level of audit; and


3. [assignment: other specifically defined auditable events]



		FAC.3

		The security function shall generate audit records, at a minimum, for the following events whether or not the attempts were successful:


1. Attempts to logon;


2. Attempts to change local account attributes such as privileges;


3. Attempts to change local security policy



		FAC.4

		The security function shall provide [assignment: authorized users] with the capability to read [assignment: list of audit information] from the audit records.



		FAC.5

		The security function shall prohibit all users read access to the audit records, except those users that have been granted explicit read-access.



		FAC.6

		The security function shall ensure that [assignment: metric for saving audit records] stored audit records will be maintained when the following conditions occur: [selection: audit storage exhaustion, failure, attack]



		FAC.7

		The security function shall generate audit records for the following events: [Assignment: organization-defined auditable events].



		FAC.8

		The security function shall record within each accounting record at least the following information:


1. Date and time of the event, type of event, subject identity and/or source of the event, and the outcome (e.g., success or failure) of the event; and


2. For each audit event type [assignment: other audit relevant information].



		FAC.9

		For audit events resulting from actions of identified users, the security function shall be able to associate each auditable event with the identity of the user that caused the event.



		FAC.10

		The security function shall be able to apply a set of rules in monitoring the audited events and based upon these rules indicate a potential violation of the enforcement of the security function requirements.



		FAC.11

		The security function shall enforce the following rules for monitoring audited events:


1. Accumulation or combination of [assignment: subset of defined auditable events] known to indicate a potential security violation;


2. [assignment: any other rules]



		FAC.12

		The security function shall be able to maintain profiles of system usage, where an individual profile represents the historical patterns of usage performed by the member(s) of [assignment: the profile target group].



		FAC.13

		The security function shall be able to maintain a suspicion rating associated with each user whose activity is recorded in a profile, where the suspicion rating represents the degree to which the user's current activity is found inconsistent with the established patterns of usage represented in the profile.



		FAC.14

		The security function shall be able to indicate a possible violation of the enforcement of the security function requirements when a user's suspicion rating exceeds the following threshold conditions [assignment: conditions under which anomalous activity is reported by the module's security function].



		FAC.15

		The security function shall be able to maintain an internal representation of the following signature events [assignment: a subset of system events] that may indicate a violation of the enforcement of the security function requirements.



		FAC.16

		The security function shall be able to compare the signature events against the record of system activity discernible from an examination of [assignment: the information used to determine system activity].



		FAC.17

		The security function shall be able to indicate a potential violation of the enforcement of the security function requirements when a system event is found to match a signature event or event sequence that indicates a potential violation of the enforcement of the security function requirements.



		FAC.18

		The security function shall be able to maintain an internal representation of the following event sequences of known intrusion scenarios [assignment: list of sequences of system events whose occurrence are representative of known penetration scenarios] and the following signature events [assignment: a subset of system events] that may indicate a potential violation of the enforcement of the security function requirements.



		FAC.19

		The security function shall be able to compare the signature events and event sequences against the record of system activity discernible from an examination of [assignment: the information to be used to determine system activity].



		FAC.20

		The security function shall provide the audit records in a manner suitable for the user to interpret the information.



		FAC.21

		The security function shall provide the ability to apply [assignment: methods of selection and/or ordering] of audit data based on [assignment: criteria with logical relations].



		FAC.22

		The security function shall be able to select the set of audited events from the set of all auditable events based on the following attributes:


1. [selection: object identity, user identity, subject identity, host identity, event type]


2. [assignment: list of additional attributes that audit selectivity is based upon]



		FAC.23

		The security function shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to the stored audit records in the audit trail.



		FAC.24

		The security function shall protect audit information and audit tools from unauthorized access, modification, and deletion.



		FAC.25

		The security function shall [assignment: actions to be taken in case of possible audit storage failure] if the audit trail exceeds [assignment: pre-defined limit].



		FAC.26

		The security function shall [selection, choose one of: “ignore audited events”, “prevent audited events, except those taken by the authorized user with special rights”, “overwrite the oldest stored audit records”] and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.



		FAC.27

		The organization shall allocate sufficient audit record storage capacity and configures auditing to reduce the likelihood of exceeding storage capacity.



		FAC.28

		The security function shall alert appropriate organizational officials in the event of an audit processing failure and takes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].



		FAC.29

		The security function shall provide an audit reduction and report generation capability.



		FAC.30

		The security function shall provide time stamps for use in audit record generation.



		FAC.31

		The security function/system shall notify the user, upon successful logon, of the date and time of the last logon and the number of unsuccessful logon attempts since the last successful logon.



		FAC.32

		The security function shall display an approved, system use notification message before granting system access informing potential users:


1. That the user is accessing a [assignment: name of organization’s information system];


2. That system usage may be monitored, recorded, and subject to audit;


3. That unauthorized use of the system is prohibited and subject to criminal and civil penalties; and


4. That use of the system indicates consent to monitoring and recording. The system use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and remains on the screen until the user takes explicit actions to log on to the information system.





3.2. Supporting Security Services


Supporting Security Services requirements are how security is realized for primary security requirements. Each requirement in this section maps to requirements in Section 3.1. The mapping should indicate which requirements from Section 3.1 are satisfied (in whole or in part) given satisfaction of the identified 3.2 requirement. The litmus test for inclusion in this section is simple. If any requirement in this section cannot be mapped to at least two requirements across confidentiality, integrity and availability (CIA), then it should appear in Section 3.1.


Policy requirements can appear in this section, so long as they are relevant to a specific supporting security service area.

3.2.1. Anomaly Detection Services (FAS)

Detection services detect events outside of the bounds of normally anticipated or desired behavior such as attacks, intrusions, or errors.

		FAS.1

		Upon detection of a data integrity error, the security function shall take the following actions: [assignment: specify the action to be taken].



		FAS.2

		The security function shall provide unambiguous detection of physical tampering that might compromise the module's security function.



		FAS.3

		For [assignment: list of security function devices/elements for which active detection is required], the security function shall monitor the devices and elements and notify [assignment: a designated user or role] when physical tampering with the module's security function's devices or module's security function's elements has occurred.



		FAS.4

		The security function shall take [assignment: list of actions] upon detection of a potential security violation.



		FAS.5

		The organization shall employ and maintain fire suppression and detection devices/systems that can be activated in the event of a fire.



		FAS.6

		The organization shall implement and maintain fire suppression and detection devices/systems that can be activated in the event of a fire.



		FAS.7

		The organization shall implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.



		FAS.8

		The organization shall implement control system incident handling capabilities for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.





3.2.2. Boundary Services (FBS)

This section provides requirements around boundary services. Boundary services provide isolation between system elements or between the system and external entities. Boundary services explain what occurs at the transition between two separate security domains such as examination or changing constraints on the border relationship.

Boundary requirements are oriented towards maintaining the strength and integrity of the boundary (isolation) between inside and outside of the system boundary. The requirements for a firewall configuration are one set of examples.


		FBS.1

		The security function shall restrict the scope of the session security attributes [assignment: session security attributes], based on [assignment: attributes].



		FBS.2

		The security function shall restrict the maximum number of concurrent sessions that belong to the same user.



		FBS.3

		The security function shall enforce, by default, a limit of [assignment: default number] sessions per user.



		FBS.4

		The security function shall restrict the maximum number of concurrent sessions that belong to the same user according to the rules [assignment: rules for the number of maximum concurrent sessions].



		FBS.5

		The security function shall lock an interactive session after [assignment: time interval of user inactivity] by: a) clearing or overwriting display devices, making the current contents unreadable; b) disabling any activity of the user's data access/display devices other than unlocking the session.



		FBS.6

		The security function shall require the following events to occur prior to unlocking the session: [assignment: events to occur].



		FBS.7

		The security function shall allow user-initiated locking of the user's own interactive session, by: a) clearing or overwriting display devices, making the current contents unreadable; b) disabling any activity of the user's data access/display devices other than unlocking the session.



		FBS.8

		The security function shall terminate an interactive session after a [assignment: time interval of user inactivity].



		FBS.9

		The security function shall allow user-initiated termination of the user's own interactive session.



		FBS.10

		Before establishing a user session, the security function shall display an advisory warning message regarding unauthorized use of the module.



		FBS.11

		Upon successful session establishment, the security function shall display the [selection: date, time, method, location] of the last successful session establishment to the user.



		FBS.12

		Upon successful session establishment, the security function shall display the [selection: date, time, method, location] of the last unsuccessful attempt to session establishment and the number of unsuccessful attempts since the last successful session establishment.



		FBS.13

		The security function shall not erase the access history information from the user interface without giving the user an opportunity to review the information.



		FBS.14

		The security function shall be able to deny session establishment based on [assignment: attributes].



		FBS.15

		The security function shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.



		FBS.16

		The security function shall permit [selection: the module's security function, another trusted IT product] to initiate communication via the trusted channel.



		FBS.17

		The security function shall initiate communication via the trusted channel for [assignment: list of functions for which a trusted channel is required].



		FBS.18

		The security function shall provide a communication path between itself and [selection: remote, local] users that is logically distinct from other communication paths and provides assured identification of its end points and protection of the communicated data from [selection: modification, disclosure, [assignment: other types of integrity or confidentiality violation]].



		FBS.19

		The security function shall permit [selection: the module's security function, local users, remote users] to initiate communication via the trusted path.



		FBS.20

		The security function shall require the use of the trusted path for [selection: initial user authentication, [assignment: other services for which trusted path is required]].



		FBS.21

		The organization shall develop, implement, and periodically review and update:


1. A formal, documented, control system security policy that addresses:


a. The purpose of the security program as it relates to protecting the organization’s
personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the security
program to ensure compliance with the organization’s security policy and other
regulatory commitments.


2. Formal, documented procedures to implement the security policy and associated
requirements. A control system security policy considers controls from each of the families contained in this document.



		FBS.22

		The organization shall establish policies and procedures to define roles, responsibilities, behaviors, and practices for the implementation of an overall security program.



		FBS.23

		The organization shall define a framework of management leadership accountability. This framework establishes roles and responsibilities to approve cyber security policy, assign security roles, and coordinate the implementation of cyber security across the organization.



		FBS.24

		Baseline practices that organizations employ for organizational security include, but are not limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient
authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,
accountability, and oversight for the organization’s security team. The security team assigns roles and responsibilities in accordance with the organization’s policies and confirms that
processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security
policies and procedures with business partners, third-party contractors, and outsourcing
partners;

5. The organization’s security policies and procedures ensure coordination or integration with the organization’s physical security plan. Organization roles and responsibilities are established that address the overlap and synergy between physical and control system security risks.



		FBS.25

		The organization’s security policies and procedures shall delineate how the organization implements its emergency response plan and coordinates efforts with law enforcement agencies, regulators, Internet service providers and other relevant organizations in the event of a security incident.



		FBS.26

		The organization shall hold external suppliers and contractors that have an impact on the security of the control center to the same security policies and procedures as the organization's own personnel; and shall ensure security policies and procedures of second- and third-tier suppliers comply with corporate cyber security policies and procedures if they will impact control system security.



		FBS.27

		The organization shall establish procedures to remove external supplier access at the conclusion/termination of the contract.



		FBS.28

		The security function shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.





3.2.3. Cryptographic Services (FCS)

Cryptographic services include encryption, signing, key management and key revocation.

The security function may employ cryptographic functionality to help satisfy several high-level security objectives. These include, but are not limited to identification and authentication, non-repudiation, trusted path, trusted channel and data separation. This class is used when the security component implements cryptographic functions, the implementation of which could be in hardware, firmware and/or software.

The FCS: Cryptographic support class is composed of two families: Cryptographic key management (FCS_CKM) and Cryptographic operation (FCS_COP). The Cryptographic key management (FCS_CKM) family addresses the management aspects of cryptographic keys, while the Cryptographic operation (FCS_COP) family is concerned with the operational use of those cryptographic keys. [DHS]

		FCS.1

		The security function shall generate cryptographic keys in accordance with a specified cryptographic key generation algorithm [assignment: cryptographic key generation algorithm] and specified cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: list of standards].



		FCS.2

		The security function shall distribute cryptographic keys in accordance with a specified cryptographic key distribution method [assignment: cryptographic key distribution method] that meets the following: [assignment: list of standards].



		FCS.3

		The security function shall perform [assignment: type of cryptographic key access] in accordance with a specified cryptographic key access method [assignment: cryptographic key access method] that meets the following: [assignment: list of standards].



		FCS.4

		The security function shall destroy cryptographic keys in accordance with a specified cryptographic key destruction method [assignment: cryptographic key destruction method] that meets the following: [assignment: list of standards].



		FCS.5

		The security function shall perform [assignment: list of cryptographic operations] in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: list of standards].



		FCS.6

		For information requiring cryptographic protection, the information system shall implement cryptographic mechanisms that comply with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.





3.2.4. Notification and Signaling Services (FNS)

Notification and signaling services are oriented towards providing system activity information and command result logging.

		FNS.1

		For [assignment: list of security function devices/elements for which active detection is required], the security function shall monitor the devices and elements and notify [assignment: a designated user or role] when physical or logical tampering with the module's security function's devices or module's security function's elements has occurred.



		FNS.2

		The security function verifies the correct operation of security utility [Selection (one or more): upon system startup and restart, upon command by user with appropriate privilege, periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator, shuts the system down, restarts the system] when anomalies are discovered.



		FNS.3

		The organization shall verify the correct operation of security functions within the control system upon system startup and restart; upon command by user with appropriate privilege; periodically; and/or at defined time periods. The security function notifies the system administrator when anomalies are discovered.



		FNS.4

		The security function shall notify the user, upon successful logon, of the date and time of the last logon and the number of unsuccessful logon attempts since the last successful logon.



		FNS.5

		The security function shall display an approved, system use notification message before granting system access informing potential users:


1. That the user is accessing a [assignment: organization] information system;


2. That system usage may be monitored, recorded, and subject to audit;


3. That unauthorized use of the system is prohibited and subject to criminal and civil penalties; and


4. That use of the system indicates consent to monitoring and recording. The system use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and remains on the screen until the user takes explicit actions to log on to the information system.



		FNS.6

		The security function shall perform [assignment: list of specific actions] when replay is detected.





3.2.5. Resource Management Services (FRS)

This section covers resource management services requirements. Resources Management Services include management of runtime resources, such as network/communication paths, processors, memory or disk space (e.g., for audit log capacity), and other limited system resources.


		FRS.1

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented system and communication protection policy that addresses:

a. The purpose of the system and communication protection policy as it relates to protecting the organization’s personnel and assets;

b. The scope of the system and communication protection policy as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the security program to ensure compliance with the organization’s system and communications protection policy and other regulatory commitments;


2. Formal, documented procedures to facilitate the implementation of the control system and communication protection policy and associated systems and communication protection controls



		FRS.2

		The security function shall separate telemetry/data acquisition services from management port functionality.



		FRS.3

		The security function shall isolate security functions from non-security functions.



		FRS.4

		The security function shall prevent unauthorized or unintended information transfer via shared system resources.



		FRS.5

		The security function shall protect against or limits the effects of denial-of-service attacks based on an organization’s defined list of types of denial-of-service attacks.



		FRS.6

		The security function shall limit the use of resources by priority.



		FRS.7

		The organization shall define the external boundary(ies) of the control system. Procedural and policy security functions define the operational system boundary, the strength required of the boundary, and the respective barriers to unauthorized access and control of system assets and components.
The control system monitors and manages communications at the operational system boundary and at key internal boundaries within the system.



		FRS.10

		The security function shall establish a trusted communications path between the user and the system.



		FRS.11

		When cryptography is required and employed within the system, the organization shall
establish and manage cryptographic keys using automated mechanisms with supporting procedures or manual procedures.



		FRS.12

		The organization shall develop and implement a policy governing the use of cryptographic
mechanisms for the protection of control system information. The organization shall ensure all cryptographic mechanisms comply with applicable laws, regulatory requirements, directives, policies, standards, and guidance.



		FRS.13

		The use of collaborative computing mechanisms on control system is strongly discouraged and provides an explicit indication of use to the local users.



		FRS.14

		The system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between the enterprise information systems and the system.



		FRS.15

		The organization shall issue public key certificates under an appropriate certificate policy or obtains public key certificates under an appropriate certificate policy from an approved service provider.



		FRS.16

		The organization shall:

1. Establish usage restrictions and implementation guidance for mobile code technologies based on the potential to cause damage to the control system if used maliciously;

2. Document, monitor, and manage the use of mobile code within the control system.
Appropriate organizational officials should authorize the use of mobile code.



		FRS.17

		The organization shall:

1. Establish usage restrictions and implementation guidance for Voice over Internet Protocol (VOIP) technologies based on the potential to cause damage to the information system if used maliciously; and


2. Authorize, monitor, and limit the use of VOIP within the control system.



		FRS.18

		All external system and communication connections shall be identified and adequately protected from tampering or damage.



		FRS.19

		The system design and implementation shall specify the security roles and responsibilities for the users of the system.



		FRS.20

		The system shall provide mechanisms to protect the authenticity of device-to-device communications.



		FRS.21

		The system’s devices that collectively provide name/address resolution services for an organization shall be fault tolerant and implement address space separation.



		FRS.22

		The system resource (i.e., authoritative DNS server) that provides name/address resolution service shall provide additional artifacts (e.g., digital signatures and cryptographic keys) along with the authoritative DNS resource records it returns in response to resolution queries.



		FRS.23

		The system resource (i.e., resolving or caching name server) that provides name/address resolution service for local clients shall perform data origin authentication and data integrity verification on the resolution responses it receives from authoritative DNS servers when requested by client systems.



		FRS.24

		The security function shall restrict the ability to [selection: determine the behavior of, disable, enable, modify the behavior of] the functions [assignment: list of functions] to [assignment: the authorized identified roles].



		FRS.25

		The security function shall enforce the [assignment: access control security function policy(s), information flow control security function policy(s)] to restrict the ability to [selection: change, default, query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of security attributes] to [assignment: the authorized identified roles].



		FRS.26

		The security function shall ensure that only secure values are accepted for [assignment: list of security attributes].



		FRS.27

		The security function shall enforce the [assignment: access control security function policy, information flow control security function policy] to provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default values for security attributes that are used to enforce the security function policy.



		FRS.28

		The security function shall allow the [assignment: the authorized identified roles] to specify alternative initial values to override the default values when an object or information is created.



		FRS.29

		The security function shall use the following rules to set the value of security attributes: [assignment: rules for setting the values of security attributes]



		FRS.30

		The security function shall restrict the ability to [selection: change_default, query, modify, delete, clear, [assignment: other operations]] the [assignment: list of security function data] to [assignment: the authorized identified roles].



		FRS.31

		The security function shall restrict the specification of the limits for [assignment: list of security function data] to [assignment: the authorized identified roles].



		FRS.32

		The security function shall take the following actions, if the security function data are at, or exceed, the indicated limits: [assignment: actions to be taken].



		FRS.33

		The security function shall ensure that only secure values are accepted for [assignment: list of security function data].



		FRS.34

		The security function shall restrict the ability to revoke [assignment: list of security attributes] associated with the [selection: users, subjects, objects, [assignment: other additional resources]] under the control of the security function to [assignment: the authorized identified roles].



		FRS.35

		The security function shall enforce the rules [assignment: specification of revocation rules].



		FRS.36

		The security function shall restrict the capability to specify an expiration time for [assignment: list of security attributes for which expiration is to be supported] to [assignment: the authorized identified roles].



		FRS.37

		For each of these security attributes, the security function shall be able to [assignment: list of actions to be taken for each security attribute] after the expiration time for the indicated security attribute has passed.



		FRS.38

		The security function shall be capable of performing the following management functions: [assignment: list of management functions to be provided by the module's security function].



		FRS.39

		The security function shall maintain the roles [assignment: the authorized identified roles].



		FRS.40

		The security function shall be able to associate users with roles.



		FRS.41

		The security function shall maintain the roles: [assignment: authorized identified roles].



		FRS.42

		The security function shall ensure that the conditions [assignment: conditions for the different roles] are satisfied.



		FRS.43

		The security function shall require an explicit request to assume the following roles: [assignment: the roles].



		FRS.44

		The security function shall terminate the network session at the end of a session or after [Assignment: organization-defined time period] of inactivity.





3.2.6. Trust and Certificate Services (FTS)

Description of relationships between entities and the faith placed on the relationship certificates that have uses outside of cryptography for example, material relating to creation, storage, and revocation of certificates.


		FTS.1

		The security function shall issue public key certificates based on an appropriate certificate policy or obtain public key certificates under an appropriate certificate policy from an [assignment: approved service provider].



		FTS.2

		When cryptography is required and employed within the security function, the organization shall establish and manage cryptographic keys using automated mechanisms with supporting procedures or manual procedures.





3.3. Assurance


3.3.1. Development Rigor (ADR)

Not all solutions are created equal. Differing degrees of care and consideration can go into developing solutions that satisfy any given security requirement. This section contains requirements regarding the activities involved in developing smart grid system solutions. Topics including:

· acquisition issues


· configuration management


· development practices


This is about the creation of smart grid systems, not their deployment, operation, or maintenance.


		ADR.1

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, information system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the information system maintenance policy and associated system maintenance controls.



		ADR.2

		The organization shall schedule, perform, document and reviews records of routine preventative and regular maintenance (including repairs) on the components of the information system in accordance with manufacturer or vendor specifications and/or organizational requirements.



		ADR.3

		The organization shall approve, control and monitor the use of information system maintenance tools and maintains the tools on an ongoing basis.



		ADR.4

		The organization shall authorize, monitor and control any remotely executed maintenance and diagnostic activities, if employed.



		ADR.5

		The organization shall allow only authorized personnel to perform maintenance on the information system.



		ADR.6

		The organization shall obtain maintenance support and spare parts for [Assignment: organization-defined list of key information system components] within [Assignment: organization-defined time period] of failure.



		ADR.7

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, system and services acquisition policy that includes information security considerations and that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls.



		ADR.8

		The organization shall determine, document and allocate as part of its capital planning and investment control process, the resources required to adequately protect the information system.



		ADR.9

		The organization shall manage the information system using a system development life cycle methodology that includes information security considerations.



		ADR.10

		The organization shall include security requirements and/or security specifications, either explicitly or by reference, in information system acquisition contracts based on an assessment of risk and in accordance with applicable laws, Executive Orders, directives, policies, regulations, and standards.



		ADR.11

		The organization shall obtain, protect as required, and make available to authorized personnel, adequate documentation for the information system.



		ADR.12

		The organization shall comply with software usage restrictions.



		ADR.13

		The organization shall enforce explicit rules governing the installation of software by users.



		ADR.14

		The organization shall design and implement the information system using security engineering principles.



		ADR.15

		The organization shall:

1. Requires that providers of external information system services employ adequate security controls in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, guidance, and established service-level agreements; and


2. Monitors security control compliance



		ADR.16

		The organization shall require that information system developers create and implement a configuration management plan that controls changes to the system during development, tracks security flaws, requires authorization of changes, and provides documentation of the plan and its implementation.



		ADR.17

		The organization shall require that information system developers create a security test and evaluation plan, implement the plan, and document the results.



		ADR.18

		The organization shall develop, disseminate and periodically review/update:

1. A formal, documented, system and services acquisition policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s
personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the security
program to ensure compliance with the organization’s security policy and other
regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls.



		ADR.19

		The organization shall implement a process to determine, document, approve, and allocate the resources required to adequately protect the control system as part of its capital planning and investment control process.



		ADR.20

		The organization shall manage the control system using a system development life-cycle methodology that includes control system security considerations.



		ADR.21

		The organization shall include security requirements and/or security specifications, either explicitly or by reference, in control system acquisition contracts based on an assessment of risk and in accordance with applicable laws, Executive Orders, directives, policies, regulations, and standards.



		ADR.22

		The organization shall ensure that adequate documentation for the control system and its constituent components are available, protected when required, and are accessible to authorized personnel.



		ADR.23

		The organization’s security program shall deploy policy and procedures to enforce compliance with software license usage restrictions.



		ADR.24

		The organization shall implement policies and procedures to enforce explicit rules and management expectations governing user installation of software.



		ADR.25

		The organization shall design and implement the control system using security engineering principles and best practices.



		ADR.26

		The organization shall ensure that third-party providers of control system services employ adequate security mechanisms in accordance with established service-level agreements and monitor compliance.



		ADR.27

		The control system vendor shall create and implement a configuration management plan and procedures that limit changes to the control system during design and installation. This plan tracks security flaws. The vendor shall obtain the organization’s written approval for any changes to the plan.
The vendor shall provide documentation of the plan and its implementation.



		ADR.28

		The control system vendor shall develop a security test and evaluation plan. The vendor shall submit the plan to the organization for approval and implements the plan once written approval is obtained.
The vendor shall then documents the results of the testing and evaluation and submits them to the organization for approval.



		ADR.29

		The control system vendor shall adopt appropriate software development life-cycle practices to eliminate common coding errors that affect security, particularly with respect to input data validation and buffer management.



		ADR.30

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented Configuration Management policy that addresses:

a. The purpose of the configuration management policy as it relates to protecting the
organization’s personnel and assets;

b. The scope of the configuration management policy as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure contained in the
configuration management policy to ensure compliance with the organization’s security policy and other regulatory commitments

2. Formal, documented procedures to facilitate the implementation of the configuration
management policy and associated configuration management controls.

3. The personnel qualification levels required to make changes, the conditions under which changes are allowed, and what approvals are required for those changes.



		ADR.31

		The organization shall develop, document, and maintain a current baseline configuration of the control system and an inventory of the system’s constituent components.



		ADR.32

		The organization shall authorize, document and manage changes to the control system.



		ADR.33

		The organization shall implement a process to monitor changes to the control system and conducts security impact analyses to determine the effects of the changes.



		ADR.34

		The organization shall:

1. Approves individual access privileges and enforces physical and logical access restrictions associated with configuration changes to the control system;

2. Generates, retains, and reviews records reflecting all such changes.



		ADR.35

		The organization shall:

1. Establishes mandatory configuration settings for IT products employed within the control system;

2. Configures the security settings of control systems technology products to the most restrictive
mode consistent with control system operational requirements;

3. Documents the changed configuration settings.



		ADR.36

		The organization shall configure the control system to provide only essential capabilities and
specifically prohibit and/or restrict the use of functions, ports, protocols, and/or services as defined in an organizationally generated “prohibited and/or restricted” list.



		ADR.37

		The organization shall create and maintains a list of all end-user configurable assets and the
configurations of those assets used by the organization.



		ADR.38

		The organization shall implement policy and procedures to address the addition, removal, and disposal of all control system equipment. All control system assets and information shall be documented, identified and tracked so that their location and function are known.



		ADR.39

		The organization shall change all factory default authentication credentials on control system
components and applications upon installation.



		ADR.40

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, control system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the control system
maintenance policy and associated system maintenance controls.



		ADR.41

		The organization shall develop policies and procedures to upgrade existing legacy control systems to include security mitigating measures commensurate with the organization’s risk tolerance and the risk to the system and processes controlled.



		ADR.42

		The organization shall conduct periodic security vulnerability assessments according to the risk management plan. Then, the control system shall be updated to address any identified vulnerabilities in accordance with organization’s control system maintenance policy.



		ADR.43

		The organization shall make and secure backups of critical system software, applications and data for use if the control system operating system software becomes corrupted or destroyed.



		ADR.44

		The organization shall review and follow security requirements for a control system before
undertaking any unplanned maintenance activities of control system components (including field devices). Documentation includes the following:

1. The date and time of maintenance;

2. The name of the individual(s) performing the maintenance;

3. The name of the escort, if necessary;

4. A description of the maintenance performed;

5. A list of equipment removed or replaced (including identification numbers, if applicable).



		ADR.45

		The organization shall schedule, perform and document routine preventive and regular maintenance on the components of the control system in accordance with manufacturer or vendor specifications and/or organizational policies and procedures.



		ADR.46

		The organization shall approve, manage, protect and monitor the use of control system
maintenance tools and maintains the integrity of tools on an ongoing basis.



		ADR.47

		The organization shall document authorization and approval policies and procedures and maintains a list of personnel authorized to perform maintenance on the control system. Only authorized and qualified organization or vendor personnel shall perform maintenance on the control system.



		ADR.48

		The organization shall authorize, manage, and monitor remotely executed maintenance and diagnostic activities on the control system. When remote maintenance is completed, the organization (or control system in certain cases) shall terminate all sessions and remote connections invoked in the performance of that activity. If password-based authentication is used to accomplish remote maintenance, the organization shall change the password following each remote maintenance service.



		ADR.49

		The organization shall acquire maintenance support and spare parts for key control system
components within a specified time period of failure.



		ADR.50

		The organization shall:


1. Establish usage restrictions and implementation guidance for mobile code technologies based on the potential to cause damage to the information system if used maliciously; and


2. Authorize, monitor, and control the use of mobile code within the information system.



		ADR.51

		The security function shall separate user data from security function data when such data is transmitted between separate parts of the module.



		ADR.52

		The organization shall require that information system developers create and implement a configuration management plan that controls changes to the system during development, tracks security flaws, requires authorization of changes, and provides documentation of the plan and its implementation.





3.3.2. Organizational Rigor (AOR)

This section contains requirements regarding the policies employed by the organization(s) with access to assets of a deployed smart grid system. These requirements reflect on an organization's ability to continue to operate a smart grid system reliably over time. Topics include


· training procedures


· personnel security


· strategic planning


· monitoring and reviewing security policies


		AOR.1

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls.



		AOR.2

		The organization shall provide basic security awareness training to all information system users (including managers and senior executives) before authorizing access to the system, when required by system changes, and [Assignment: organization-defined frequency, at least annually] thereafter.



		AOR.3

		The organization shall identify personnel that have significant information system security roles and responsibilities during the system development life cycle, documents those roles and responsibilities, and provides appropriate information system security training:


1. Before authorizing access to the system or performing assigned duties;


2. When required by system changes; and


3. [Assignment: organization-defined frequency] thereafter



		AOR.4

		The organization shall document and monitor individual information system security training activities including basic security awareness training and specific information system security training.



		AOR.5

		The organization shall establish and maintain contacts with special interest groups, specialized forums, professional associations, news groups, and/or peer groups of security professionals in similar organizations to stay up to date with the latest recommended security practices, techniques, and technologies and to share the latest security-related information including threats, vulnerabilities, and incidents.



		AOR.6

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the media protection policy and associated media protection controls.



		AOR.7

		The organization shall restricts access to information system media to authorized individuals.



		AOR.8

		The organization shall:


1. Affix external labels to removable information system media and information system output indicating the distribution limitations, handling caveats and applicable security markings (if any) of the information; and


2. Exempt [Assignment: organization-defined list of media types or hardware components] from labeling so long as they remain within [Assignment: organization-defined protected environment].



		AOR.9

		The organization shall physically control and securely store information system media within controlled areas.



		AOR.10

		The organization shall protect and control information system media during transport outside of controlled areas and restricts the activities associated with transport of such media to authorized personnel.



		AOR.11

		The organization shall sanitize information system media, both digital and non-digital, prior to disposal or release for reuse.



		AOR.12

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls.



		AOR.13

		The organization shall develop and keep a current a list of personnel with authorized access to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and issues appropriate authorization credentials. Designated officials within the organization shall review and approve the access list and authorization credentials [Assignment: organization-defined frequency, at least annually].



		AOR.14

		The organization shall control all physical access points (including designated entry/exit points) to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and verifies individual access authorizations before granting access to the facility. The organization shall control access to areas officially designated as publicly accessible, as appropriate, in accordance with the organization’s assessment of risk.



		AOR.15

		The organization shall control physical access to information system distribution and transmission lines within organizational facilities.



		AOR.16

		The organization shall control physical access to information system devices that display information to prevent unauthorized individuals from observing the display output.



		AOR.17

		The organization shall monitor physical access to the information system to detect and respond to physical security incidents.



		AOR.18

		The organization shall control physical access to the information system by authenticating visitors before authorizing access to the facility where the information system resides other than areas designated as publicly accessible.



		AOR.19

		The organization shall maintain visitor access records to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) that includes:


1. Name and organization of the person visiting;


2. Signature of the visitor;


3. Form of identification;


4. Date of access;


5. Time of entry and departure;


6. Purpose of visit; and


7. Name and organization of person visited.


Designated officials within the organization shall review the visitor access records [Assignment: organization-defined frequency].



		AOR.20

		The organization shall protect power equipment and power cabling for the information system from damage and destruction.



		AOR.21

		The organization shall provide, for specific locations within a facility containing concentrations of information system resources, the capability of shutting off power to any information system component that may be malfunctioning or threatened without endangering personnel by requiring them to approach the equipment.



		AOR.22

		The organization shall provide a short-term uninterruptible power supply to facilitate an orderly shutdown of the information system in the event of a primary power source loss.



		AOR.23

		The organization shall employ and maintain automatic emergency lighting that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes.



		AOR.24

		The organization shall employ and maintain fire suppression and detection devices/systems that can be activated in the event of a fire.



		AOR.25

		The organization shall regularly maintain, within acceptable levels, and monitor the temperature and humidity within the facility where the information system resides.



		AOR.26

		The organization shall protect the information system from water damage resulting from broken plumbing lines or other sources of water leakage by providing master shutoff valves that are accessible, working properly, and known to key personnel.



		AOR.27

		The organization shall authorize and control information system-related items entering and exiting the facility and maintains appropriate records of those items.



		AOR.28

		The organization shall employ appropriate management, operational, and technical information system security controls at alternate work sites.



		AOR.29

		The organization shall position information system components within the facility to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.



		AOR.30

		The organization shall protect the information system from information leakage due to electromagnetic signals emanations.



		AOR.31

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the security planning policy and associated security planning controls.



		AOR.32

		The organization shall develop and implement a security plan for the information system that provides an overview of the security requirements for the system and a description of the security controls in place or planned for meeting those requirements. Designated officials within the organization shall review and approve the plan



		AOR.33

		The organization shall review the security plan for the information system [Assignment: organization-defined frequency, at least annually] and revises the plan to address system/organizational changes or problems identified during plan implementation or security control assessments.



		AOR.34

		The organization shall establish and make readily available to all information system users, a set of rules that describes their responsibilities and expected behavior with regard to information and information system usage. The organization shall receive signed acknowledgment from users indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to the information system and its resident information.



		AOR.35

		The organization shall conduct a privacy impact assessment on the information system in accordance with regulatory and the organization’s policy.



		AOR.36

		The organization shall plan and coordinate security-related activities affecting the information system before conducting such activities in order to reduce the impact on organizational operations (i.e., mission, functions, image, and reputation), organizational assets, and individuals.



		AOR.37

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

2. Formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls



		AOR.38

		The organization shall assign a risk designation to all positions and establishes screening criteria for individuals filling those positions. The organization shall review and revise position risk designations [Assignment: organization-defined frequency].



		AOR.39

		The organization shall screen individuals requiring access to organizational information and information systems before authorizing access.



		AOR.40

		The organization, upon termination of individual employment, shall terminate information system access, conducts exit interviews, retrieves all organizational information system-related property, and provide appropriate personnel with access to official records created by the terminated employee that are stored on organizational information systems.



		AOR.41

		The organization shall review information systems/facilities access authorizations when personnel are reassigned or transferred to other positions within the organization and initiates appropriate actions



		AOR.42

		The organization shall complete appropriate signed access agreements for individuals requiring access to organizational information and information systems before authorizing access and reviews/updates the agreements [Assignment: organization-defined frequency].



		AOR.43

		The organization shall establish personnel security requirements including security roles and responsibilities for third-party providers and monitors provider compliance.



		AOR.44

		The organization shall employ a formal sanctions process for personnel failing to comply with established information security policies and procedures.



		AOR.45

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented, personnel security policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the security
program to ensure compliance with the organization’s security policy and other
regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls.

3. Formal procedure to review and document list of approved personnel with access to control systems.



		AOR.46

		The organization shall assign a risk designation to all positions and establishes screening criteria for individuals filling those positions. The organization shall review and revise position risk designations periodically based on the organization’s requirements or regulatory commitments.



		AOR.47

		The organization shall screen individuals requiring access to the control system before access is authorized.



		AOR.48

		When an employee is terminated, the organization shall revoke logical and physical access to control systems and facilities and ensure all organization-owned property is returned and that organization-owned documents and/or data files relating to the control system that are in the employee’s possession be transferred to the new authorized owner within the organization.
Complete execution of this control shall occur within 24 hours for employees or contractors
terminated for cause.



		AOR.49

		The organization shall review logical and physical access permissions to control systems and facilities when individuals are reassigned or transferred to other positions within the organization and initiates appropriate actions. Complete execution of this control shall occur within 7 days for employees or contractors who no longer need to access control system resources.



		AOR.50

		The organization shall complete appropriate agreements for control system access before access is granted. This requirement applies to all parties, including third parties and contractors, who desire access to the control system. The organization shall review and update access agreements periodically.



		AOR.51

		The organization shall enforce security controls for third-party personnel and monitors service provider behavior and compliance.



		AOR.52

		The organization shall employ a formal accountability process for personnel failing to comply with established control system security policies and procedures and clearly documents potential disciplinary actions for failing to comply.



		AOR.53

		The organization shall provide employees and contractors with complete job descriptions and unambiguous and detailed expectations of conduct, duties, terms and conditions of employment, legal rights, and responsibilities.



		AOR.54

		The organization develops, implements, and periodically reviews and updates:

1. A formal, documented physical security policy that addresses:

a. The purpose of the physical security program as it relates to protecting the
organization’s personnel and assets;

b. The scope of the physical security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the physical
security program to ensure compliance with the organization’s security policy and other regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the physical and
environmental protection policy and associated physical and environmental protection
controls.



		AOR.55

		The organization shall develop and maintain lists of personnel with authorized access to facilities containing control systems (except for areas within facilities officially designated as publicly accessible) and issue appropriate authorization credentials (e.g., badges, identification cards, smart cards). Designated officials within the organization shall review and approve the access list and authorization credentials at least annually.



		AOR.56

		The organization shall limit physical access to all control system facilities and assets and verify individual access authorizations before granting access. The organization shall limit access to areas officially designated as publicly accessible, as appropriate, in accordance with the organization’s assessment of risk.



		AOR.57

		The organization shall monitor physical access to the control system facilities to detect and respond to physical security incidents.



		AOR.58

		The organization shall limit physical access to control systems by authenticating visitors before authorizing access to facilities or areas other than areas designated as publicly accessible.



		AOR.59

		The organization shall maintain visitor access records to the control system facility (except for those areas within the facility officially designated as publicly accessible) that include:

Name and organization of the person visiting;

1. Signature of the visitor;

2. Form of identification;

3. Date of access;

4. Time of entry and departure;

5. Purpose of visit;

6. Name and organization of person visited.



		AOR.60

		The organization shall retain all physical access logs for as long as dictated by any applicable regulations or based on an organization-defined period by approved policy.



		AOR.61

		For specific locations within a facility containing concentrations of control system resources (e.g., control centers, server rooms), the organization shall provide the capability of shutting off power to any component that may be malfunctioning (e.g., due to an electrical fire) or threatened (e.g., due to a water leak) without compromising personnel safety.



		AOR.62

		The organization shall provide a short-term Uninterruptible Power Supply (UPS) to facilitate an orderly shutdown of non-critical control system components in the event of a primary power source loss.



		AOR.63

		The organization shall employ and maintain automatic emergency lighting systems that activate in the event of a power outage or disruption and includes lighting for emergency exits and evacuation routes.



		AOR.64

		The organization shall implement and maintain fire suppression and detection devices/systems that can be activated in the event of a fire.



		AOR.65

		The organization shall regularly monitors the temperature and humidity within facilities containing control system assets and ensures they are maintained within acceptable levels.



		AOR.66

		The organization shall protect the control systems from water damage resulting from broken plumbing lines, fire control systems or other sources of water leakage by ensuring that master shutoff valves are accessible, working properly, and known to key personnel.



		AOR.67

		The organization shall authorize and limit the delivery and removal of control system components (i.e., hardware, firmware, software) from control system facilities and maintain appropriate records and control of that equipment. The organization shall document policies and procedures governing the delivery and removal of control system assets in the control system security plan.



		AOR.68

		The organization shall establish an alternate control center with proper equipment and
communication infrastructure to compensate for the loss of the primary control system worksite.
The organization shall implement appropriate management, operational, and technical security measures at alternate control centers.



		AOR.69

		The organization shall monitor and prohibit the use of unapproved portable media use on the control system.



		AOR.70

		The organization shall implement asset location technologies to track and monitor the movements of personnel and vehicles within the organization’s controlled areas to ensure they stay in authorized areas, to identify personnel needing assistance, and to support emergency response.



		AOR.71

		The organization shall locate control system assets to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.



		AOR.72

		The organization shall protect the control system from information leakage.



		AOR.73

		The organization shall protect control system power equipment and power cabling from damage and destruction.



		AOR.74

		The organization shall employ hardware (cages, locks, cases, etc.) to detect and deter unauthorized physical access to control system devices.



		AOR.75

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented, planning policy that addresses:

a. The purpose of the strategic planning program as it relates to protecting the
organization’s personnel and assets;

b. The scope of the strategic planning program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the strategic planning program to ensure compliance with the organization’s security policy and other regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the strategic planning policy and associated strategic planning controls.



		AOR.76

		The organization shall develop and implement a security plan for the control system that provides an overview of the security requirements for the system and a description of the security measures in place or planned for meeting those requirements. Designated officials within the organization shall review and approve the control system security plan.



		AOR.77

		The organization shall identify potential interruptions and classify them as to “cause,” “effects,” and “likelihood.”



		AOR.78

		The organization’s control system security plan shall define and communicate the specific roles and responsibilities in relation to various types of incidents.



		AOR.79

		The organization shall include training on the implementation of the control system security plans for employees, contractors, and stakeholders into the organization’s planning process.



		AOR.80

		The organization shall regularly test security plans to validate the control system objectives.



		AOR.81

		The organization shall include investigation and analysis of control system incidents in the planning process.



		AOR.82

		The organization shall include processes and mechanisms in the planning to ensure that corrective actions identified as the result of a cyber security and system incidents are fully implemented.



		AOR.83

		Risk-reduction mitigation measures shall be planned and implemented and the results monitored to ensure effectiveness of the organization’s risk management plan.



		AOR.84

		The organization shall regularly, at prescribed frequencies, review the security plan for the control system and revise the plan to address system/organizational changes or problems identified during system security plan implementation or security controls assessment.



		AOR.85

		The organization shall establish and make readily available to all control system users a set of rules that describes their responsibilities and expected behavior with regards to control system usage.
The organization shall obtain signed acknowledgement from users indicating that they have read, understand, and agree to abide by the rules of behavior before authorizing access to the control system.



		AOR.86

		The organization shall plan and coordinate security-related activities affecting the control system before conducting such activities to reduce the impact on organizational operations (i.e., mission, functions, image, and reputation), organizational assets, or individuals.



		AOR.87

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

2. Formal, documented procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls.



		AOR.88

		The organization shall provide basic security awareness training to all control system users (including managers and senior executives) before authorizing access to the system, when required by system changes, and at least annually thereafter. The effectiveness of security awareness training, at the organization level, shall be reviewed at a minimum [assignment: once a year, etc.].



		AOR.89

		The organization shall identify and train personnel with significant control system security roles and responsibilities. The organization shall document the roles and responsibilities and provide appropriate control system security training before authorizing access to the system, when required by system changes, and with periodic training thereafter.



		AOR.90

		The organization shall document, maintain, and monitor individual control system security training activities, including basic security awareness training and specific information and control system security training in accordance with the organization’s records retention policy.



		AOR.91

		The organization shall establish, participate with, and maintain contacts with special interest groups, industry vendor forums, specialized public or governmental forums, or professional associations to stay up to date with the latest recommended security practices, techniques, and technologies and to share the latest security-related information including threats, vulnerabilities, and incidents.



		AOR.92

		The organization shall document and test the knowledge of personnel on security policies and procedures based on their roles and responsibilities to ensure that they understand their responsibilities in securing the control system.



		AOR.93

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, media protection policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the media protection policy and associated media protection controls.



		AOR.94

		The organization shall ensure that only authorized users have access to information in printed form or on digital media, whether integral to or removed from the control system.



		AOR.95

		The organization shall review and classify all removable information storage media and the control system output to determine distribution limitations [assignment: public, confidential, classified, etc.].



		AOR.96

		The organization shall affix external labels to removable information system media and to the control system output that indicate the distribution limitations [assignment: public, confidential, classified, etc.] and handling caveats of the information. The organization may exempt specific types of media or hardware components from labeling as long as they remain within a secure environment (as defined by the organization).



		AOR.97

		The organization shall physically manage and securely store control system media within protected areas. The sensitivity of the material delineates how the media is stored.



		AOR.98

		The organization shall develop security measures for paper and digital media extracted from the control system and restricts the pickup, receipt, transfer, and delivery of such media to authorized personnel.



		AOR.99

		The organization shall sanitize control system digital and non-digital media, before disposal or release for reuse.



		AOR.100

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, monitoring and reviewing control system security management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;


2. Formal, documented procedures to facilitate the implementation of the monitoring and
reviewing control system security management policy and associated audit and accountability controls.



		AOR.101

		The organization’s security program shall implement continuous improvement practices to ensure that industry lessons-learned and best practices are incorporated into control system security policies and procedures.



		AOR.102

		The organization shall include a process for monitoring and reviewing the performance of their cyber security policy.



		AOR.103

		The organization shall incorporate industry best practices into the organization’s security program for control systems.



		AOR.104

		The organization shall authorize (i.e., accredit) the control system for processing before operations and periodically updates the authorization based on organization-defined frequency or when there is a significant change to the system. A senior organizational official shall sign and approve the security accreditation.



		AOR.105

		The organization shall conduct an assessment of the security mechanisms in the control system to determine the extent to which the security measures are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.



		AOR.106

		The organization shall establish policies and procedures to define roles, responsibilities, behaviors, and practices for the implementation of an overall security program.



		AOR.107

		The organization shall define a framework of management leadership accountability. This framework establishes roles and responsibilities to approve cyber security policy, assign security roles, and coordinate the implementation of cyber security across the organization.



		AOR.108

		Baseline practices that the organization shall employ for organizational security include, but are not limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient
authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,
accountability, and oversight for the organization’s security team. The security team assigns roles and responsibilities in accordance with the organization’s policies and confirms that processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security policies and procedures with business partners, third-party contractors, and outsourcing partners;

5. The organization’s security policies and procedures ensure coordination or integration with the organization’s physical security plan. Organization roles and responsibilities are
established that address the overlap and synergy between physical and control system security risks.



		AOR.109

		The organization’s security policies and procedures shall delineate how the organization implements its emergency response plan and coordinates efforts with law enforcement agencies, regulators, Internet service providers and other relevant organizations in the event of a security incident.



		AOR.110

		The organization shall hold external suppliers and contractors that have an impact on the security of the control center to the same security policies and procedures as the organization's own personnel. The organization shall ensure security policies and procedures of second- and third-tier suppliers comply with corporate cyber security policies and procedures if they will impact control system security.



		AOR.111

		The organization shall establish procedures to remove external supplier access at the conclusion/termination of the contract.



		AOR.112

		The organization shall:


1. Establish usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously; and 


2. Authorize, monitor, and control the use of VoIP within the information system.



		AOR.113

		The organization shall display an approved system use notification (message) before granting access to the system.



		AOR.114

		The organization shall develop a formal written policy and appropriate security procedures to address and protect against the risks of remote access to the system, field devices, and communication facilities.



		AOR.115

		The organization shall restrict the use of personally owned information copied to the system or system user workstation that is used for official organization business. This includes the processing, storage, or transmission of organization business and critical system information. The terms and conditions need to address, at a minimum:


1. The types of applications that can be accessed from personally owned IT, either remotely or from within the organization’s system;


2. The maximum security category of information that can processed, stored, and transmitted;


3. How other users of the personally owned system will be prevented from accessing organization information;


4. The use of virtual private networking (VPN) and firewall technologies;


5. The use of and protection against the vulnerabilities of wireless technologies;


6. The maintenance of adequate physical security mechanisms;


7. The use of virus and spyware protection software; and


8. How often the security capabilities of installed software are to be updated (e.g., operating system and other software security patches, virus definitions, firewall version updates, malware definitions).



		AOR.116

		The organization shall develop, disseminate and periodically review and update:


1. A formal, documented identification policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the identification policy and associated identification controls.



		AOR.117

		The organization shall develop, disseminate, and periodically review and update:


1. A formal, documented, access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;


2. Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.



		AOR.118

		The organization shall manage system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts. The organization reviews system accounts at least [assignment: period of time (e.g., annually)].



		AOR.119

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the accountability policy and associated audit and accountability controls.



		AOR.120

		The organization shall regularly review and analyze information system audit records:


1. For indications of inappropriate or unusual activity


2. To investigate suspicious activity or suspected violations


3. To report findings to appropriate officials, and


4. Take necessary actions.



		AOR.121

		The organization shall conduct audits at planned intervals to determine whether the security objectives, measures, processes, and procedures:


1. Conform to the requirements and relevant legislation or regulations;


2. Conform to the identified information security requirements;


3. Are effectively implemented and maintained;


4. Perform as expected;


5. Identify inappropriate activities.



		AOR.122

		The organization’s audit program shall specify auditor qualifications in accordance with the organization’s documented training program.



		AOR.123

		The organization under the audit program shall specify strict rules and careful use of audit tools when auditing control system functions.



		AOR.124

		The organization shall demonstrate compliance to the organization’s security policy through audits in accordance with the organization’s audit program.





3.3.3. Handling/Operating Rigor (AHR)

This section contains requirements regarding the activities involved in the day-to-day operation of deployed smart grid systems. Topics include


· information and document management policies


· incident response procedures


· maintenance procedures


· physical and environmental security


· media protection


		AHR.1

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls.



		AHR.2

		The organization shall develop and implement a contingency plan for the information system addressing contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption or failure. Designated officials within the organization shall review and approve the contingency plan and distribute copies of the plan to key contingency personnel.



		AHR.3

		The organization shall train personnel in their contingency roles and responsibilities with respect to the information system and provides refresher training [Assignment: organization-defined frequency, at least annually].



		AHR.4

		The organization shall:


1. Test and/or exercise the contingency plan for the information system [Assignment: organization-defined frequency, at least annually] using [Assignment: organization-defined tests and/or exercises] to determine the plan’s effectiveness and the organization’s readiness to execute the plan; and 


2. Review the contingency plan test/exercise results and initiates corrective actions.



		AHR.5

		The organization shall review the contingency plan for the information system [Assignment: organization-defined frequency, at least annually] and revises the plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing.



		AHR.6

		The organization shall identify an alternate storage site and initiates necessary agreements to permit the storage of information system backup information.



		AHR.7

		The organization shall identify an alternate processing site and initiates necessary agreements to permit the resumption of information system operations for critical mission/business functions within [Assignment: organization-defined time period] when the primary processing capabilities are unavailable.



		AHR.8

		The organization shall identify primary and alternate telecommunications services to support the information system and initiates necessary agreements to permit the resumption of system operations for critical mission/business functions within [Assignment: organization-defined time period] when the primary telecommunications capabilities are unavailable.



		AHR.9

		The organization shall conduct backups of user-level and system-level information (including system state information) contained in the information system [Assignment: organization-defined frequency] and protects backup information at the storage location.



		AHR.10

		The organization shall employ mechanisms with supporting procedures to allow the information system to be recovered and reconstituted to a known secure state after a disruption or failure.



		AHR.11

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls.



		AHR.12

		The organization shall train personnel in their incident response roles and responsibilities with respect to the information system and provides refresher training [Assignment: organization-defined frequency, at least annually].



		AHR.13

		The organization shall test and/or exercise the incident response capability for the information system [Assignment: organization-defined frequency, at least annually] using [Assignment: organization-defined tests and/or exercises] to determine the incident response effectiveness and documents the results.



		AHR.14

		The organization shall implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.



		AHR.15

		The organization tracks and documents information system security incidents on an ongoing basis.



		AHR.16

		The organization promptly reports incident information to appropriate authorities.



		AHR.17

		The organization shall provide an incident response support resource that offers advice and assistance to users of the information system for the handling and reporting of security incident (The support resource is an integral part of the organization’s incident response capability).



		AHR.18

		The organization shall develop, disseminate and periodically review/update:

1. A formal, documented, control system information and document management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.

2. Formal, documented procedures to facilitate the implementation of the control system
information and document management policy and associated system maintenance controls.



		AHR.19

		The organization shall manage control system related data, including establishing retention policies and procedures for both electronic and paper data, and manages access to the data based on formally assigned roles and responsibilities.



		AHR.20

		Organization implemented policies and procedures detailing the handling of information shall be developed and periodically reviewed and updated.



		AHR.21

		All information shall be classified to indicate the protection required commensurate with its sensitivity and consequence.



		AHR.22

		Formal contractual and confidentiality agreements shall be established for the exchange of information and software between the organization and external parties.



		AHR.23

		The organization shall develop policies and procedures to classify data, including establishing:

1. Retention policies and procedures for both electronic and paper media;

2. Classification policies and methods, (e.g., restricted, classified, general, etc.).;

3. Access and control policies, to include sharing, copying, transmittal, and distribution
appropriate for the level of protection required;

4. Access to the data based on formally assigned roles and responsibilities for the control system.



		AHR.24

		The organization shall develop policies and procedures that provide details of the retrieval of written and electronic records, equipment, and other media for the control system in the overall information and document management policy.



		AHR.25

		The organization shall develop policies and procedures detailing the destruction of written and electronic records, equipment, and other media for the control system, without compromising the confidentiality of the data.



		AHR.26

		The organization shall perform periodic reviews of compliance with the control system information and document security management policy to ensure compliance with any laws and regulatory requirements.



		AHR.27

		The control system shall automatically marks data output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.



		AHR.28

		The control system shall automatically label information in storage, in process and in transmission.



		AHR.29

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, incident response policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and compliance; and

2. Formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls.



		AHR.30

		The organization shall develop and implement a continuity of operations plan dealing with the overall issue of maintaining or re-establishing production in case of an undesirable interruption for a control system. The plan shall address roles, responsibilities, assigned individuals with contact information, and activities associated with restoring system operations after a disruption or failure. Designated officials within the organization shall review and approve the continuity of operations plan.



		AHR.31

		The organization’s continuity of operations plan shall define and communicate the specific roles and responsibilities for each part of the plan in relation to various types of control system incidents.



		AHR.32

		The organization shall train personnel in their continuity of operations plan roles and responsibilities with respect to the control system. The organization shall provide refresher training at least annually.
The training covers employees, contractors, and stakeholders in the implementation of the continuity of operations plan.



		AHR.33

		The organization shall test the continuity of operations plan to determine its effectiveness and documents the results. Appropriate officials within the organization shall review the documented test results and initiate corrective actions if necessary. The organization shall test the continuity of operations plan for the control system at least annually, using organization prescribed tests and exercises to determine the plan’s effectiveness and the organization’s readiness to execute the plan.



		AHR.34

		The organization shall review the continuity of operations plan for the control system at least annually and updates the plan to address system, organizational, and technology changes or problems encountered during plan implementation, execution, or testing.



		AHR.35

		The organization shall implement control system incident handling capabilities for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.



		AHR.36

		The organization shall track and document control system network security incidents on an ongoing basis.



		AHR.37

		The organization shall promptly report cyber and control system security incident information to the appropriate authorities.



		AHR.38

		The organization shall provide an incident response support resource that offers advice and assistance to users of the control system for the handling and reporting of security incidents (The support resource is an integral part of the organization’s incident response capability).



		AHR.39

		The organization shall document its policies and procedures to show that investigation and analysis of incidents are included in the planning process. The procedures shall ensure that the control system is capable of providing event data to the proper personnel for analysis and for developing mitigation steps. The organization shall ensure that a dedicated group of personnel is assigned to periodically review the data at a minimum monthly.



		AHR.40

		The organization shall include processes and mechanisms in the planning to ensure that corrective actions identified as the result of a cyber security incident are fully implemented.



		AHR.41

		The organization shall identify an alternate storage site and initiates necessary agreements to permit the storage of control system configuration information.



		AHR.42

		The organization shall identify alternate command/control methods for the control system and initiates necessary agreements to permit the resumption of operations for the safe operation of the control system within an organization-defined time period when the primary system capabilities are unavailable.



		AHR.43

		The organization shall identify an alternate control center, necessary telecommunications, and initiates necessary agreements to permit the resumption of control system operations for critical functions within [assignment: an organization-prescribed time period] when the primary control center is unavailable.



		AHR.44

		The organization shall conduct backups of critical control system information, including state of the user-level and system level information, process formulas, system inventories, etc., contained in the control system, on a regular schedule as defined by the organization, and stores the information at an appropriately secured location.



		AHR.45

		The organization shall employ mechanisms with supporting procedures to allow the control system to be recovered and reconstituted to the system’s original state after a disruption or failure.



		AHR.46

		The control system shall have the ability to execute an appropriate fail safe procedure upon the loss of communications with the control system or the loss of the control system itself.



		AHR.47

		The organization shall retain audit records for [Assignment: organization-defined time period] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.





3.3.4. Accountability (AAY)

"Security auditing involves recognizing, recording, storing, and analyzing information related to security relevant activities (i.e. activities controlled by the TSF). The resulting audit records can be examined to determine which security relevant activities took place and whom (which user) is responsible for them." [CC]

		AAY.1

		The organization shall manage control system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts. The organization shall review control system accounts [assignment: time period (e.g., at least annually)].



		AAY.3

		The organization shall manage information system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts. The organization shall review information system accounts [Assignment: organization-defined frequency, at least annually].



		AAY.4

		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system automatically [Selection: locks the account/node for an [Assignment: organization-defined time period], delays next login prompt according to [Assignment: organization-defined delay algorithm.]] when the maximum number of unsuccessful attempts is exceeded.



		AAY.5

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls.



		AAY.6

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the audit and
accountability policy and associated audit and accountability controls.



		AAY.7

		The control system shall generate audit records, at a minimum, for the following events whether or not the attempts were successful:

1. Attempts to logon;

2. Attempts to change local account attributes such as privileges;

3. Attempts to change local security policy.



		AAY.8

		The organization shall develop, implement, and periodically review and update:

1. A formal, documented, control system security policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s
personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the security
program to ensure compliance with the organization’s security policy and other
regulatory commitments.

2. Formal, documented procedures to implement the security policy and associated
requirements. A control system security policy considers controls from each of the families contained in this document.



		AAY.9

		The organization shall define a framework of management leadership accountability. This framework establishes roles and responsibilities to approve cyber security policy, assign security roles, and coordinate the implementation of cyber security across the organization.



		AAY.10

		Baseline practices that organizations employ for organizational security shall include, but are not limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient
authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,
accountability, and oversight for the organization’s security team. The security team assigns roles and responsibilities in accordance with the organization’s policies and confirms that processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security policies and procedures with business partners, third-party contractors, and outsourcing partners;

5. The organization’s security policies and procedures ensure coordination or integration with the organization’s physical security plan. Organization roles and responsibilities are
established that address the overlap and synergy between physical and control system security risks.



		AAY.11

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented system and communication protection policy that addresses:

a. The purpose of the system and communication protection policy as it relates to protecting the organization’s personnel and assets;

b. The scope of the system and communication protection policy as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the security
program to ensure compliance with the organization’s system and communications
protection policy and other regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the control system and communication protection policy and associated systems and communication protection controls.



		AAY.12

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, system and services acquisition policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s
personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the security program to ensure compliance with the organization’s security policy and other regulatory commitments.


2. Formal, documented procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls.



		AAY.13

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented Configuration Management policy that addresses:

a. The purpose of the configuration management policy as it relates to protecting the
organization’s personnel and assets;

b. The scope of the configuration management policy as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure contained in the configuration management policy to ensure compliance with the organization’s security policy and other regulatory commitments.


2. Formal, documented procedures to facilitate the implementation of the configuration
management policy and associated configuration management controls.

3. The personnel qualification levels required to make changes, the conditions under which changes are allowed, and what approvals are required for those changes.



		AAY.14

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented, personnel security policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the security program to ensure compliance with the organization’s security policy and other regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls.

3. Formal procedure to review and document list of approved personnel with access to control systems.



		AAY.15

		The organization shall employ a formal accountability process for personnel failing to comply with established control system security policies and procedures, and clearly document potential disciplinary actions for failing to comply.



		AAY.16

		The organization shall develop, implement, and periodically review and update:

1. A formal, documented physical security policy that addresses:

a. The purpose of the physical security program as it relates to protecting the
organization’s personnel and assets;

b. The scope of the physical security program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the physical security program to ensure compliance with the organization’s security policy and other regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the physical and
environmental protection policy and associated physical and environmental protection
controls.



		AAY.17

		The organization shall develop, disseminate, and periodically review and update:

1. A formal, documented, planning policy that addresses:

a. The purpose of the strategic planning program as it relates to protecting the
organization’s personnel and assets;

b. The scope of the strategic planning program as it applies to all the organizational staff and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the strategic planning program to ensure compliance with the organization’s security policy and other regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the strategic planning policy and associated strategic planning controls.



		AAY.18

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, monitoring and reviewing control system security management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;


2. Formal, documented procedures to facilitate the implementation of the monitoring and
reviewing control system security management policy and associated audit and accountability controls.



		AAY.19

		Baseline practices that the organization employs for organizational security shall include, but are not limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient
authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,
accountability, and oversight for the organization’s security team. The security team assigns roles and responsibilities in accordance with the organization’s policies and confirms that processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security policies and procedures with business partners, third-party contractors, and outsourcing partners;

5. The organization’s security policies and procedures ensure coordination or integration with the organization’s physical security plan. Organization roles and responsibilities are
established that address the overlap and synergy between physical and control system security risks.





3.3.5. Access Control (AAC)

"The focus of access control is ensuring that resources are only accessed by the appropriate personnel and that personnel are correctly identified. The first step in access control is creating access control lists with access privileges for personnel. The next step is to implement security mechanisms to enforce the access control lists. Mechanisms also need to be put into place to monitor access activities for inappropriate activity. The access control lists need to be managed through adding, altering, and removing access rights as necessary. 


Identification and authentication is the process of verifying the identity of a user, process, or device, as a prerequisite for granting access to resources in a control system. Identification could be a password, a token, or a fingerprint. Authentication is the challenge process to prove (validate) the identification provided. An example would be using a fingerprint (identification) to access a computer via a biometric device (authentication). The biometric device authenticates the identity of the fingerprint." [DHS]

		AAC.1

		The organization shall develop, disseminate, and periodically review/update:

1. A formal, documented, access control policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.



		AAC.2

		The organization shall supervise and review the activities of users with respect to the enforcement and usage of control system access control.



		AAC.3

		The security function shall enforce the [assignment: access control security function policy] on [assignment: list of subjects, objects, and operations among subjects and objects covered by the security function policy].



		AAC.4

		The security function shall enforce the [assignment: access control security function policy] on [assignment: list of subjects and objects] and all operations among subjects and objects covered by the security function policy.



		AAC.5

		The security function shall ensure that all operations between any subject controlled by the security function and any object controlled by the security functionare covered by an access control security function policy.



		AAC.6

		The security function shall enforce the [assignment: access control security function policy] to objects based on the following: [assignment: list of subjects and objects controlled under the indicated security function policy, and for each, the security function policy-relevant security attributes, or named groups of security function policy-relevant security attributes].



		AAC.7

		The security function shall enforce the [assignment: access control security function policy(s) and/or information flow control security function policy(s)] when exporting user data, controlled under the security function policy(s), outside of the module.



		AAC.8

		The organization shall develop, disseminate, and periodically review/update:


1. A formal, documented, access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and


2. Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.



		AAC.9

		The organization shall supervise and review the activities of users with respect to the enforcement and usage of information system access controls.



		AAC.10

		The security function shall enforce the [assignment: access control security function policy(s), information flow control security function policy(s)] to restrict the ability to [selection: change_default, query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of security attributes] to [assignment: the authorized identified roles].



		AAC.11

		The security function shall enforce the [assignment: access control security function policy, information flow control security function policy] to provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default values for security attributes that are used to enforce the security function policy.



		AAC.12

		The organization shall review logical and physical access permissions to control systems and facilities when individuals are reassigned or transferred to other positions within the organization and initiates appropriate actions. Complete execution of this control occurs within [Assignment: time period (e.g., 7 days)] for employees or contractors who no longer need to access control system resources.



		AAC.13

		The organization shall supervise and review the activities of users with respect to the enforcement and usage of system access control.





Appendix A: Architectural Description

This appendix contains information that is non-formative to the architecture of AMI security, but provides useful background and understanding.

A.1. Scope


Advanced Metering Infrastructure (AMI) Security Architecture as defined by the AMI-SEC taskforce is:
The communications hardware and software and associated system and data management software that creates a network between advanced meters and utility business systems and which allows collection and distribution of information to customers and other parties such as competitive retail providers, in addition to providing it to the utility itself. AMI is further defined as: 1) The hardware and software residing in, on, or closest to the customer premise for which the utility or its legal proxies are primarily responsible for proper operation; and 2) The hardware and software owned and operated by the utility or its legal proxies which has as its primary purpose the facilitation of Advanced Metering.


The goal of this document is to describe the abstract (logical, platform-agnostic) mitigation plan for addressing requirements identified in the Risk Assessment / System Requirements Document. The following approach has been taken in designing the system:


Approach


· Architectural Representation of Security Systems


· Logical Function Descriptions


· System, Subsystem, and Function Boundaries


· Reference: IEEE 1471-2000


This document is intended to focus on security architecture, and is not intended to cover enterprise level AMI architecture, except to describe a security concept. The objective of architecting is to decompose the system into its primary views in order to describe the system enough to complete the mission of AMI security. The architecture does not extend beyond the external visible properties of the elements of the system. That is, non-visible properties are left to the designers, implementers and integrators of the system.


The following image represents the 10,000 foot view of AMI. This document begins by explaining the interactions between external actors and the AMI system (see section 3.1). The next view zooms in on the AMI system by describing the system with a decomposition view (section 3.2). Each iteration provides deeper granularity and traceability between views.


AMI-SEC is developing other relevant documentation in parallel that supports the Architectural Description (AD) including the AMI Risk Analysis and System Security Requirements (SSR) documents. The Risk Analysis walks the utility through a method of determining a risk-to-value of an asset. Assets in terms of these documents are considered to be the business level value streams to the utility. The appendix of the AMI Risk Analysis includes catalogues for assets, vulnerabilities, and threats. The SSR document includes AMI-SEC’s approach to conducting a requirements assessment and applying requirements. Traceability between views in the AD and requirements defined in the SSR are maintained for consistency and rationale.


This document develops security around commonly known AMI use cases selected from use cases shared by utilities to AMI-SEC. It is assumed that AMI will evolve supporting additional uses and variants, but these uses cannot be predicted. Therefore, a goal of this AD is to group use cases that possess commonality in security treatment in order to support the evolution of AMI.


A.2. Mission


The mission of the AMI Security Architecture is to provide understanding of AMI security, communication among stakeholders and serve as a basis for system analysis. It is important to understand that the task of this architecture is not to provide the groundwork to build the entire AMI system, but to secure it, which is inherently nontrivial.


The information contained in this document will provide an introduction to AMI Security to interested parties. Newcomers will find this document a starting point for understanding the elements, interfaces, and structure of AMI security.


This document will serve to provide communication among stakeholders including designers of the system, implementers, integrators, testers and operators. All architecture is design, but not all design is considered architecture. The mission in communication is to produce sufficient guidance for stakeholders so that they understand the architecture well enough to perform their role.


The architecture will also serve to provide information needed the support analysis performed for security objectives including availability, integrity, confidentiality, access control and accounting.


The architecture will cross-check with information contained in the Requirements document to provide reasoning for requirements selection.


A.3. Stakeholders & Concerns


This section describes the stakeholders and their concerns. A stakeholder is any individual or group of individuals with interests or concerns associated with the system. All actors of the system are stakeholders, but not all stakeholders are actors. For example, an investor may have a stake in the success of the AMI system, but may not interact directly with the AMI system.


Stakeholders identified to be relevant to the security architecture are:


· Customer Users of the system

· Operators of the system

· Responsible Entities of the systems


· Developers of the system


· Implementers of the system

· Maintainers of the system


Concerns that stakeholders may have from a security perspective for the entire AMI system

General Stakeholder Concerns:

· Integrity of the system

· Availability of the system

· Confidentiality of the system

· The purpose or missions of the system as pertains to security

· The appropriateness of the system for use in fulfilling its missions to security

· The feasibility of constructing the system

· The risks of system development and operation to users, acquirers, and developers of the system

· Maintainability, deploy-ability, and evolve-ability of the system

Each viewpoint defined for AMI security possesses specific concerns defined with each viewpoint under the following section.


Potential examples of AMI security concerns by stakeholders:


		STAKEHOLDER

		SECURITY CONCERN



		Residential Customer

		Privacy



		Utility Operator

		Integrity of information and system control



		Regulators

		Integrity of system and compliance with regulations



		Telecom Provider

		Compliance with contractual obligations and regulations



		

		





Table 10 – Stakeholder Security Concerns


A.4. Security Analysis Approach


The security analysis approach is to evaluate each view under the security principles of availability, integrity, confidentiality, access control and accountability. The high level models are in the form of Use Cases. At least one security objective is identified with each Use Case by evaluating against these security principles.


· Availability


· Ensure the desired resource is available at the time it is needed.


· Ensure the desired resource is accessible in the intended manner by the appropriate entity.


· Integrity


· Ensure the desired resource contains accurate information.


· Ensure the desired resource performs precisely as intended.


· Confidentiality


· Ensure the desired resource is only accessible to the desired targets.


· Ensure the desired resource is only accessible under the designated conditions.


· Access Control


· Ensure resource access follows the designated procedure.


· Ensure access mechanisms provide sufficient management capabilities to establish, modify, and remove desired criteria.


· Accountability 


· Ensure system activities can be reconstructed, reviewed, and examined from transaction inception to output of final results.


· Ensure system controls are provably compliant with established policy and procedures.


A.5. Architecture Description Approach


This section is an introduction to the approach of describing the AMI architecture based on IEEE 1471-2000, IEEE Recommended Practice for Architectural Description of Software-Intensive Systems. This section serves as a Roadmap for appendix A and provides a guide for where to locate information.

This section introduces templates and patterns that will be used in subsequent sections. Each view describes:

· What viewpoint it realizes


· Name & definition of the viewpoint (external pointer or brief definition)


· What stakeholders and concerns it addresses (and to what extent)


· Language/notation to be used


· One or more models, where a model includes:

· Context diagram (i.e., how it relates to AMI as a whole or to other models within the same view)


· A picture or other primary presentation, always with a key or legend

· Brief descriptions (or pointers to such) for each element and relation type in the primary presentation


· Related models, such as scenarios related to the view


· Known or anticipated variations (likely very important here)


· Rationale, assumptions, or other background for the decisions depicted in the view


A.5.1. Viewpoints

IEEE 1471-2000 describes a viewpoint on a system as – “a form of abstraction achieved using a selected set of architectural constructs and structuring rules, in order to focus on particular concerns within a system. The relationship between viewpoint and view is analogous to that of a template and an instance of that template.” Therefore, a viewpoint may contain:

· Specifications of each viewpoint that has been selected to organize the representation of the architecture and the rationale for those selections


· One or more architectural views


· A record of all known inconsistencies among the architectural description’s required constituents


· A rationale for selection of the architecture


Each viewpoint shall be specified by:


1. A viewpoint name,


2. The stakeholders to be addressed by the viewpoint,


3. The concerns to be addressed by the viewpoint,


4. The language, modeling techniques, or analytical methods to be used in constructing a view based upon the viewpoint,


5. The source, for a library viewpoint (the source could include author, date, or reference to other documents, as determined by the using organization).


A viewpoint specification may include additional information on architectural practices associated with using the viewpoint, as follows:


· Formal or informal consistency and completeness tests to be applied to the models making up an associated view


· Evaluation or analysis techniques to be applied to the models


· Heuristics, patterns, or other guidelines to assist in synthesis of an associated view


Viewpoint specifications may be incorporated by reference (such as to a suitable recommended practice or previously defined practice).  An architectural description shall include a rationale for the selection of each viewpoint. The rationale shall address the extent to which the stakeholders and concerns are covered by the viewpoints selected.


A.5.2. Views


An architectural description is organized into one or more constituents called (architectural) views. Each view addresses one or more of the concerns of the system stakeholders. The term view is used to refer to the expression of a system’s architecture with respect to a particular viewpoint.

The relationship between viewpoint and view is analogous to that of a template and an instance of that template. The viewpoint is the template and the view is the instance of the template.

A.6 Contextual View


The primary goal of this view is to identify the external points of interaction (physical and logical/data) between AMI and anything outside of AMI. Once these points of interaction are defined, security architecture is developed to address the concerns of the stakeholders involved. Use cases are used to model customer, third party and utility interactions with AMI in sections 2.1.2, 2.1.3 and 2.1.4.


Elaborations of the interactions in this view are unlikely to be complete; they should however provide representative examples of –

· Use cases of the outside world interacting with (stimulating) AMI


· Use cases of AMI interacting with (stimulating) the outside world


· Misuse or abuse cases in either direction; that is, specific uses that should be prevented


· Any actor sub-categories where the actor uses the system in a fashion that implies security needs that differ from major actors (e.g., leading to identification of access domains/privilege levels)


· Physical interactions (e.g., installing a meter or physical access to assets like collectors)


· Logical interactions (e.g., user monitors or modifies settings with the utility via web browser or utility initiates a demand-response interaction with a residence)


Elements of the view are the AMI system (as a black box), human actors, and connected systems. Relations of the view are vague - "interacts with", with elaboration in the prose.


A.7 Top Level Model


The top level model represents a high level view of the external stakeholders that interact with the AMI system. This model is used to provide an understanding of security concerns of interaction with AMI for these stakeholders.

General security interaction needs: 


· Customers are the consumers of AMI services and have a primary desire of availability and privacy from AMI and service value.


· Third Parties manage AMI resources with delegated authority from the Customer or Utility through an established trust relationship.


· Utilities provide AMI services and primary desire reliably gather information from the Customer to support the availability, resiliency and survivability of the electric grid.


Constraints:


· Bandwidth – current technologies have limited bandwidth for providing security services (examples: encryption, network management services).


· Latency – the time between when data is requested or generated and the time it is received. In many cases, data is only useful if received within a specific window of time.


· Storage – devices that store information either persistently or stage data temporarily are limited in the amount of data they are capable of storing at any given time. 


· Processing – the rate at which a device can process information. It is important to keep in mind cryptographic functions require additional processing horsepower above normal processor usage.


A.7.1. Customer Model


The customer model focuses on the interactions between a customer and the AMI system. Customers may include sub-actors such as:


· Residential Customer (Private home owners)


· Commercial Customer (Office buildings, Apartment Complexes)


· Industrial Customer (Manufacturing plants)


· Municipalities Customer (Street lights, traffic lights, subways)


Sub-actors may be considered in the instance that there is different security treatment applied based on the role a sub-actor plays. If the security treatment of all sub-actors is the same or similar then the group is treated as a whole. The differentiating properties are identified in the cases where sub-actors only differ slightly in the treatment of security. The following diagram represents the relationship between the customer and AMI system where the customer may perform a stimulus on the AMI system or vice versa.

The following use cases are used to define the relationship between the customer and AMI:


Customer reduces their usage in response to pricing or voluntary load reduction event:

· The utility can notify customers through the AMI system that demand reduction is requested for the purposes of either improving grid reliability, performing economic dispatch (energy trading), or deferring buying energy.


There are two levels of advanced warning which are envisioned for AMI demand response systems as outlined in Distribution Use Case 2. The first being predicted energy shortages—a few hours notice in advanced—and the emergency shortages—minute to sub-minute notices.


Security Objective:

· Prevent false warnings from reaching the customer.

· Ensure that only people and/or systems that are authorized by the utility can send warnings to the customer

· Ensure that the system is resilient to periods of over-subscribed network utilization, especially in the case of emergency shortages.


· Customer has access to recent energy usage and cost at their site:


· Customers can view a variety of information being gathered by their meter, permitting them to make energy-efficient choices and to shift demand to off-peak periods.  Customers may access this information through a variety methods.


Security Objective:

· Protect the variety of methods of access from unauthorized access by unauthorized persons outside of the site.


· Protect the confidentiality of the usage and data associated with a particular customer or site.


· Protect the devices that communicate the usage and cost data from tampering.


· Validate that the communication of the usage and cost data is in a manner that is consistent with the utilities intent.  For example, display only “need to know” data; ensure that all displayed data is consistent with respect to reality.


Customer prepays for electric services:

· Customers of the AMI system can prepay their accounts and read their current balance. Pre-pay may be done through the internet, phone, or other method.


Security Objective:

· Compliance with PCI or other applicable standard is required by utilities or financial entities

· Ensure that the AMI system and/or payment devices are resistant to payment fraud of many types

· Ensure that payment data confidentiality is maintained

External clients use the AMI system to interact with devices at customer site:

· The Advanced Meter Infrastructure (AMI) will enable third parties, such as energy management companies, to use the communication infrastructure as a gateway to monitor and control customer equipment located at the customer’s premise.  The AMI will be required to enable on-demand requests and support a secure environment for the transmission of customer confidential information.

Security Objective:

· Ensure that all third-parties agree to some standard of data confidentiality agreement.


· Ensure that all third-parties agree to some standard of granting access to systems which allow access to monitor and control customer equipment at the premise.


· Ensure that all communications that result in an action with equipment at a customer premise is authorized, authenticated, non-repudiated, logged.


· Ensure that the communication path to a customer premise that allows control of equipment is secured and tamper proof.


· Ensure that customers are required to agree to specific third-party access to their premise gateway.


A.7.2. Third Party Model


The third party model represents the interaction between third parties and the AMI system. Third parties include utility contracted organizations such as a telecom provider, other utility, etc. Third parties may also include organizations that have established contracts with the customer for managing their premise devices within the home area network, for example an energy management system.



The following are use cases describing the relationships between potential third parties and the AMI system.


Multiple Clients Read Demand and Energy Data Automatically from Customer Premises:

· The AMI system can be used to permit gas and water utilities, contract meter readers, aggregators and other third parties to read electrical meters, read gas and water meters, or control third-party equipment on customer premises.


Security Objective:

· To protect customer information. Customer grants the right to what information is disseminated and to whom.


· To maintain integrity of meter data. Meter data should be protected from manipulation or deletion.


· To establish timely availability of the meter data to the clients for direct scheduled and non-scheduled reads.

A.7.3. Utility Model


The utility model describes interactions between the Utility stakeholder and the AMI system in order to describe the security treatments that need to be applied.



Utility stakeholder security concerns about AMI:


· Loss of competitive advantage


· Loss of billing integrity


· Service degraded


· Increased cost


· Regulatory compliance


The following are use cases describing the relationships between the Utility and AMI.


Remote Meter Reads


· The AMI system permits the utility to remotely read meter data in intervals so that customers may be billed on their time of use, and demand can therefore be shifted from peak periods to off-peak periods, improving energy efficiency.


Security Objective:

· To maintain privacy of customer information in transit and within temporary and permanent memory storage.


· To protect meter data from manipulation or deletion.


· To provide timely availability of meter data.


Remote Connect / Disconnect


· The AMI system permits customers' electrical service to be remotely connected or disconnected for a variety of reasons, eliminating the need for utility personnel to visit the customer premises.


Security Objective:

· To protect integrity of connect/disconnect control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages


· To establish a secure connection in transporting connect/disconnect control messages


· To establish timely connectivity to connect/disconnect service


· It should also provide an efficient way in which to initiate/terminate a service agreement between customer and utility via remote switching service(on/off)


Security Objective:

· To establish timely connectivity to connect/disconnect service


· Posses the ability to remotely limit customer usage as a response to constrained supply as well as the customer’s inability to pay the cost for the service


Security Objective:

· To protect integrity of connect/disconnect/limit control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages


· To establish a secure connection in transporting connect/disconnect/limit control messages


· In addition to the aforementioned the following business transactions should also be made available to the customer and utility:


· Routine shut-off of service (move out)

· Routine turn-on of service (move in)

· Credit & Collections termination of service

· Local/on site shut-off of service

· Local/on site turn-on of service

· Credit and Collection Service Limiting

Security Objective:

· To establish timely connectivity to connect/disconnect/limit service


· To produce historical, non-reputable record of event

Energy Theft


· The AMI system can be used to report when customers are stealing energy or tampering with their meter.


Security Objective:

· To produce reliable tamper indication


· To successfully transmit and receive a tamper signal


· To securely transmit tamper signal from a non-reputable source


Outage Management


· The AMI system can be used to report outages with greater precision than other sources, or verify outage reports from other sources.


Security Objective:

Power Quality Analysis


· The AMI system can be used to analyze the quality of electrical power by reporting harmonic data, RMS variations, Voltage and VARs, and can communicate directly with distribution automation networks to improve power quality and fault recovery times.


Security Objective:


· To maintain integrity of meter data sent; avoid manipulation and deletion


· To security meter data being transmitted; avoid customer’s private data being released or intercepted


· To maintain availability of quality analysis information 


Distributed Generation Management


· The AMI system can be used to dispatch, measure, regulate and detect distributed generation by customers.


Security Objective:

· To maintain integrity of AMI data being transmitted and stored to avoid manipulation and deletion


· To provide timely availability to system data


· Additional benefits include, but are not limited, to the following:


· An increase in customer’s willingness to participate in a load management program with the utilities


· Provides a channel of communication from utility to load management devices 


· Reduction in the costs associated with the installation of AMI system components which would enable customer-provided distributed generation (this could increase customer’s willingness to participate as well since there wouldn’t be any out of pocket costs for the customer)


· Creates an avenue for the utilities to dispatch and monitor those participants in distributed generation


Security Objective:

· To protect confidentiality of customer’s data and maintain customer trust

Optimizing Lifetime of Network


· With the advent of new communications, in particular: wireless communication systems, PLC, and BPL, AMI devices would have the ability to interact with the critical physical infrastructure (e.g. IED’s such as CBC (Capacitor Bank Controller) systems in order to improve: circuit efficiency, loss reduction, and energy savings). This will help optimize the lifetime of the physical infrastructure. (Ref: Distribution Use Case 2)


Security Objective:

· To protect integrity of data stored and in transit between AMI/Smart Grid devices


· To provide AMI/Smart Grid device information in a timely manner


· To protect AMI/Smart Grid communications from manipulation, deletion and interception


Management of the End-to-End Lifecycle of the Metering System


· An important requirement of such an AMI system would be the ability of the system to diagnose itself. The system should be able to: collect information about the status/health of certain devices, conduct remote diagnostics, and optimize operating parameters remotely.


Security Objective:

· To protect diagnostic data from being manipulated, deleted or masqueraded


· To validate the authenticity of the diagnostic messages being transmitted


· To provide timely availability to diagnostic data


· To secure diagnostic data from eavesdropping or capture


AMI system adaptability 


· The system should be able to adapt to anticipated changes that may or may not occur such as:


· New physical communications methods


· New features available from equipment vendors


· New tariffs possibly with certain restrictions (e.g. number of rates or time)


· Connections to new types of load control equipment


· New communications protocols 


· Changes to operating parameters 


· New computing applications


Security Objective:


· The aforementioned should be accomplishable with minimal incremental cost in stark contrast to a wholesale system replacement


Security Objective:

· Objectives to be determined and prioritized based on technology implemented

Prepay


· Utilities use the AMI system to enforce disconnection when the prepayment balance reaches zero.


Security Objective:

· To provide confidentiality to customer payment and associated information; avoid eavesdropping, interception or collection of customer data stored (temporary or permanent) or in transit


· To provide integrity of data being transmitted including non-repudiation and validation of customer information transmitted


· To provide the customer availability to their respective account(s) within customer payment services

A.8 Security Domains View


This section describes the internal use cases; cases where activity is stimulated from entirely within AMI itself. Examples are automation and intelligent responses. The following diagram describes the internal services provided by AMI. Assumption is made that measurement, monitoring, and application control encompass all services.
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Figure 8 - AMI Service Domains

Legend:


· Utility Edge Services – All field services applications including monitoring, measurement and control controlled by the Utility


· Premise Edge Services – All field services applications including monitoring, measurement and control controlled by the Customer (Customer has control to delegate to third party)


· Communications Services – are applications that relay, route, and field aggregation, field communication aggregation, field communication distribution information.


· Management Services – attended support services for automated and communication services (includes device management)


· Automated Services – unattended collection, transmission of data and performs the necessary translation, transformation, response, and data staging


· Business Services – core business applications (includes asset management)


Stakeholders:


· Customer Users of the system

· Operators of the system

· Responsible Entities of the systems


· Implementers of the system

· Maintainers of the system


Concerns:


How is integrity maintained for processes?


How is integrity maintained for data?


How is confidentiality of customer data maintained (e.g. customer usage)?


How is availability to utility assets maintained?


Viewpoint language:


Use Cases (Misuse Cases)


Note: Potentially move down from business functions.


Analytic Methods:


Penetration Testing


Auditing


Rationale:


This viewpoint was selected because it shows the relationship between AMI services requiring security measures. Drivers for this viewpoint include control, ownership, environmental, and functionality (capability) concerns.

A.8.1. Utility Edge Services Domain


Summary


The Utility Edge Services Domain allows the utility to interact with non-customer-owned edge assets, such a meter (electric, gas, or water) or other end-point device.


Assumptions


The Utility Edge Services Domain assumes a singular service endpoint (point of service).

Ownership and Control Concerns

The utility owns at least some of the assets within the Utility Edge Services Domain. Any asset not owned by the utility in question is owned by a peer entity, such as another utility.


The utility controls all assets within the Utility Edge Services Domain. Assets owned by another entity are controlled by the utility as a proxy for the owner.


A.8.2 Premise Edge Services Domain


Summary


The Premise Edge Services Domain allows the utility to interact with customer-owned edge assets, such as Home Area Network (HAN) devices.


Assumptions


The Premise Edge Services Domain assumes a singular customer.

Ownership and Control Concerns

The utility may own the assets within the Premise Edge Services Domain. Alternatively, assets in the Premise Edge Services Domain may be owned by the Customer or a Third Party Service Provider.


The utility controls all assets within the Premise Edge Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Premise Edge Services Domain.


A.8.3. Communication Services Domain


Summary


The Communication Services Domain facilitates communication between assets in adjacent service domains (Utility Edge, Premise Edge, Managed Network, and Automated Network) and may facilitate communication between assets within the same domain.


Assumptions


The Communication Services Domain assumes interfaces to multiple Utility Edge and Premise Edge Services Domains, and may include interfaces to multiple Managed Network and Automated Network Services Domains.

Ownership and Control Concerns

The utility may own the assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be owned by a Communication Services Provider.


The utility may control assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be controlled by a Communication Services Provider. Assets controlled by a Communication Services Provider may be included in a contractual services agreement with the utility.


A.8.4. Managed Network Services Domain


Summary


The Managed Network Services Domain allows the utility to manage communication configuration, settings, capabilities, and resources in each of the other service domains.


Assumptions


The utility primarily uses assets in the Managed Network Services Domain to manipulate configurations and settings in the Automated Network Services Domain (i.e., human interface).

Ownership and Control Concerns

The utility may own the assets within the Managed Network Services Domain. Alternatively, assets in the Managed Network Services Domain may be owned by a Communication Services Provider.


The utility controls all assets within the Managed Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Managed Network Services Domain.


A.8.5. Automated Network Services Domain


Summary


The Automated Network Services Domain allows the utility to implement the communication parameters specified using assets in the Managed Network Services Domain.


Assumptions


The utility primarily uses assets in the Automated Network Services Domain to perform routine and/or repetitive operations at high speed without manual intervention.

Ownership and Control Concerns

The utility may own the assets within the Automated Network Services Domain. Alternatively, assets in the Automated Network Services Domain may be owned by a Communication Services Provider.


The utility controls all assets within the Automated Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Automated Network Services Domain.


A.8.6. Utility Enterprise Services Domain


Summary


The Utility Enterprise Services Domain allows the utility to perform the business functions required by enterprise applications.


Assumptions


The assets in the Utility Enterprise Services Domain provide the interface to AMI systems and data for the remainder of the enterprise.

Ownership and Control Concerns

The utility owns all assets within the Utility Enterprise Services Domain. 

The utility controls all assets within the Utility Enterprise Services Domain.

Appendix B – Supplemental Material: Business Functions as Stakeholders in AMI Systems

B.1 Introduction


The information provided in this appendix provides supplemental background material for understanding potential business functions within AMI systems. Some of the business functions provide a forward-looking perspective into AMI systems. This information may be used in the development of a utility’s specific use cases, but the information in this section is not intended to be regarded as security requirements for AMI.

B.1.2 Scope of AMI Systems

As Smart Grid requirements drive the development new technologies and the deployment of new systems, more and more new and existing Business Functions are becoming stakeholders in these new systems. Advanced Metering Infrastructure (AMI) systems are prime examples of these new technologies: they clearly can provide Smart Grid benefits. However, AMI systems are still a work in process, which can clearly benefit some business functions, but which appear potentially useful for others while not yet obviously beneficial. In addition, there will inevitably be business functions which are not yet foreseen that will suddenly become viable.


AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems (see Figure 1).
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Figure 9 - Scope of AMI Systems

B.2 Overview of Business Functions Utilizing AMI Systems


Identifying and describing Business Functions are the most effective methods for understanding the information exchange requirements. The range of Business Functions utilizing the AMI systems is shown in Figure 2.
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Figure 10 - Business Functions Utilizing the AMI/Enterprise Bus Interface

The following sections expand on these Business Functions.

B.3 AMI Metering Business Functions


B.3.1 Metering Services


Metering services provide the basic meter reading capabilities for generating customer bills. Different types of metering services are usually provided, depending upon the type of customer (residential, smaller commercial, larger commercial, smaller industrial, larger industrial) and upon the applicable customer tariff.


B.3.1.1 Periodic Meter Reading

Traditionally for residential customers and the smaller C&I customers, periodic meter reading services are performed monthly via a meter reader, possibly using handheld or mobile meter reading tools. It takes the current index reading from the meter and records it for billing and other purposes. For Time-of-Use (TOU) data from net metering or other TOU meters, intervals can be established such as “on-peak” and “off-peak”, as defined in the utility’s tariffs. In some utilities or under certain circumstances, actual meter reading is done less frequently, and bills rely on meter reading estimates which are “trued up” later.


In AMI systems, periodic meter reading will retrieve interval data (usually hourly data but possibly 15-minute or 5-minute data). The frequency of retrieving the data from the meter can vary from every 5 minutes, to hourly, to daily, and to monthly. 


Among the benefits of AMI for periodic meter readings are the increased accuracy (fewer estimated reads, more exact reading dates/times), and the availability of the to-date meter readings during the billing cycle.


B.3.1.2 On-Demand Meter Reading


Traditionally, on-demand meter reading is performed by sending a meter reader to the meter site around the time requested for the meter reading. Typically reasons for on-demand meter readings include:


· Move in / move out


· Limited usage tariffs


· Billing questions by the customer


· Revenue protection concerns 


AMI systems will permit on-demand reads to take place almost immediately or more precisely at the scheduled date and time.


B.3.1.3 Net Metering for DER

When customers have the ability to generate or store power as well as consume power, net metering is installed to measure not only the flow of power in each direction, but also when the net power flows occurred. Often Time of Use (TOU) tariffs are employed.


Today larger C&I customers and an increasing number of residential and smaller C&I customers have net metering installed for their photovoltaic systems, wind turbines, combined heat and power (CHP), and other DER devices. As plug-in hybrid electric vehicles (PHEVs) become available, net metering will increasingly be implemented in homes and small businesses, even parking lots.


AMI systems can facilitate the management of net metering, particularly if pricing becomes more dynamic and/or more fine-grained than currently used for TOU rates.


B.3.1.4 Bill - Paycheck Matching


Today, depending on the utility bills arrive monthly, quarterly or yearly and not on a schedule selected by the customer, rather they are based on a schedule that matches the meter reading schedules. Small scale trials have proven that for customers who are living on the margin and miss occasional payments, that matching the date and frequency of the customer’s paycheck reduces the number of late or missing payments significantly, cutting collection costs and reducing the cost to all customers.


AMI systems provide the flexibility to provide customers with bills when the customers prefer to receive them.


B.3.2 Pre-Paid Metering


B.3.2.1 Prepayment Tariffs

Customers who either want a lower rate or have a history of slow payment can benefit from prepayment of power. Smart metering makes it easier to deploy new types of prepayment to customers and provide them with better visibility on the remaining hours of power, as well as extending time of use rates to prepayment customers.


AMI systems can also trigger notifications when the pre-payment limits are close to being reached and/or have been exceeded.


B.3.2.2 Limited Energy Usage


Traditionally, customers who use pre-payment tariffs need to go through the utility customer representatives to learn about their current usage or to extend their energy limits. With AMI systems, customers can see their current usage and limits, and may be able to automatically extend their limits electronically (e.g. pay over the Internet with the AMI system then updating their energy limits).

B.3.2.3 Limited Demand


Customers can also have tariffs that limit demand. Some C&I customers have rates that depended on the peak 15-minute demand. Some other customers actually have current limiting equipment to ensure limited demand.


AMI systems can provide the customer with the information necessary to manage their demand limits more precisely and effectively.

B.3.3 Revenue Protection

B.3.3.1 Tamper Detection

Non-technical losses (or theft of power by another name) has long been an on-going battle between utilities and certain customers. In a traditional meter, when the meter reader arrives, they can look for visual signs of tampering, such as broken seals and meters plugged in upside down. During the analysis of the data, tampering that is not visually obvious may be detected, such as anomalous low usage. 


With AMI systems, smart meters can immediately issue “tampering” alarms that are set off by a number of different sensors and routines in the meter. These tampering actions can include meter removal, tilt, and unauthorized access attempts (smart meters cannot be plugged in upside down).


B.3.3.2 Anomalous Readings


Some anomalous readings in the meter can trigger warning events which can be immediately investigated to determine if they are legitimate (people are on vacation or the factory has shut down an assembly line) or if they are due to tampering, such as wiring around the meter.


B.3.3.3 Meter Status


Some theft of power has occurred by the bypassing of the meter for a few days between scheduled readings by a meter reader. AMI systems will permit the status of meters to be verified at any time during the reading cycle.

B.3.3.4 Suspicious Meter


Some theft of power has occurred by the replacement of a certified meter with a “slow run” meter. AMI systems with smart meters will have each meter “registered” with an identity that cannot be tampered with without showing evidence of that tampering.

B.3.4 Remote Connect / Disconnect


B.3.4.1 Remote Connect for Move-In


The customer initiates a request to move into a location that has electric service but is currently disconnected at the meter. The request can be for immediate action or for a connection at a specific date and time. 

Traditionally, utilities send a metering service person to connect the meter. With an AMI system, the connection can be performed remotely by closing the remote connect/disconnect (RCD) switch, using the following steps:


· At the appropriate date and time, read the meter to get the latest reading and to verify that the meter is functional.


· Determine there is no backfeed current detected by the meter


· Issue the connect command to the meter


· Verify that the meter is connected


B.3.4.2 Remote Connect for Reinstatement on Payment


Once a customer pays who was disconnected due to non-payment (or works out some mutually accepted agreements), the meter needs to be reconnected by closing the remote connect/disconnect (RCD) switch. The same process as for a move-in would be used.


B.3.4.3 Remote Disconnect for Move-Out

Traditionally, move-outs are handled by performing a special meter read (“soft” disconnect) around the time of the move-out. Since the power is not actually disconnected, this method can lead to illegal use of power after the move-out and before the next move-in.


With an AMI system, a move-out can have a “hard” disconnect that opens the RCD switch, typically using the following steps:


· Verify that the meter can be disconnected remotely


· Issue the disconnect command at the appropriate date and time


· Verify that the meter is disconnected


· Read the meter for the final billing. 


In conjunction with the next meter reading during a move-in connection, any delta between the readings can be detected as a possible tampering or illegal usage of power.


B.3.4.4 Remote Disconnect for Non-Payment


The cost of collections is high, typically higher yet is the cost of disconnecting a customer – not only the lost revenue, but the cost of two special trips to the location, one to turn the power off and eventually another to turn it back on again. While remote disconnects are still pricy today, they offer a much lower cost for turning the power off and once customers understand that a disconnect can be done immediately, collections costs also seem to decline.


B.3.4.5 Remote Disconnect for Emergency Load Control


Some customers could get special rates if they agree to the temporary suspension of electric service in support emergency load shed activities.  This is an alternative to wide-scale rolling blackouts and circuit level interruptions.  Customers who choose to participate in such a program are eligible to have their power cut during the critical periods.

This type of selective black-out provides the means for reducing power demands on the overall grid while selectively maintaining service to critical customers such as public infrastructure (i.e. traffic lights) and medical facilities.


B.3.4.6 Unsolicited Connect / Disconnect Event


Unsolicited connect/disconnect events can be caused by a number of activities, covered in the following Business Functions:


· Meter manually switched off by utility employee, including both valid and invalid switching

· Meter manually switched off by unknown party, including both valid and invalid switching

· Software/hardware failure switches meter off/on (also includes unauthorized command causing switch)

· Miscellaneous event causes meter to switch off/on

· Meter manually switched on by utility employee, including both valid and invalid switching

· Meter manually switched on by unknown party, including both valid and invalid switching

B.3.5 Meter Maintenance

B.3.5.1 Connectivity Validation 


Determination that the customer is connected to the grid and even with the right signally which phase and circuit they are on. In several reviews of customer connectivity today for utilities the phase information is missing from many single phase connections and in some cases the circuit information is missing or wrong. Validation helps with making sure the data analysis is correct for engineering studies and other purposes.


B.3.5.2 Geo-Location


In asset data bases today many meters are literally miles (kilometers) from their physical location in the real world. During the installation of the meters GPS or other geo-location techniques can be used to provide accurate information on the meter’s location. If the location of the meter accidently is changed in the database it is possible to flag the problem. This is possible since the location of the circuit is known, helping to eliminate problems that creep in over the long life of electric (gas and water) networks.


B.3.5.3 Battery Management


If there were no smart meters, there would be no need to do battery management, so the benefit only works for smart meter equipped networks. In an operational world the meters communicate more, running the battery down faster. It is important to have good battery management or the cost of maintaining the system will skyrocket. Remote battery monitoring (as part of the regular communications) can help deal with battery replacement planning and battery life extension.


B.4 Distribution Operations Business Functions


B.4.1 Distribution Automation (DA)

B.4.1.1 DA Equipment Monitoring and Control


Some utilities are planning to use the AMI system for distribution automation, as a minimum for direct monitoring and more sophisticated control of capacitor banks and voltage regulators on feeders, rather than relying on local actions triggered by time, current, or voltage levels. Others also would like to monitor and control automated switches and fault indicators if the AMI network were able to stay alive during grid power outages, presumably via battery backup for critical nodes.


B.4.1.2 Use of Smart Meters for Power System Information

If more sensors were available in the distribution network, it would be possible to do distribution SCADA, with the deployment of smart meters and a near real-time communications network, it is possible to pick a sub-set of the smart meters and use them as bell weather devices in the grid to provide a distribution SCADA like capability. In addition some utilities are installing smart meters in place of RTUs for extending their current SCADA system further into the grid.


B.4.1.3 Power System Security/Reliability

As interference with the operation of the distribution grid becomes more common, it becomes more and more important to monitor the integrity of the grid at all times. Smart meters offer a way to get a “heart beat” from the whole of the distribution system on a regular basis thus providing assurance that the grid is intact. That it has not been attacked by a mad man in a backhoe or a copper thief with a chainsaw.


B.4.1.4 Power System Protection


Overloads on the system once were not a big issue devices could operate at two or even three times their rated capacity for several hours on a peak day. Today devices have been engineered to run at loads much closer to their ratings, and overloads of several hours can cause degradation in the devices. By being able to monitor the load on the device and with the deployment of direct load control or disconnect switches, the load on the device can be managed until it can be replaced or upgraded, the same goes for other physical assets that may be de-rated, allowing at least some of the lights to stay on.


B.4.1.5 Site/Line Status


Tag out procedures are supposed to render a segment of the network dead and safe to work on, unfortunately with the addition of true distributed generation, it is possible to have an islanding failure and to have a line that the crew expects to be ready for work, to actually still be live. With the correct smart metering system and the right connectivity mapping, it is possible to use the smart meters to determine if any power is still flowing through the lines. With the potential for the sales of plug-in hybrids to ramp up quickly in the next decade and the lack of protection schemes currently this may become an even larger issue.


B.4.1.6 Automation of Emergency Response


Today in a fire, the fire department normally handles the disconnection of the power and other utilities from the involved structures. Often with a fire axe! With the advent of remote disconnects in the meters it will be possible to cut the power to the structure, as well as gas and other utilities. This makes it easier to restore service after small problems and to more rapidly remove a possible source of problems from the structure.


B.4.1.7 Dynamic Rating of Feeders 

Operators can dynamically rate feeders based on the more accurate power system information retrieved via the AMI system from strategic locations. This permits the operators to decide when they can run feeders beyond their ostensible ratings or when to perform multi-level feeder reconfigurations to balance the loads and avoid overloads.

B.4.2 Outage Detection and Restoration


B.4.2.1 Outage Detection


Today the majority of real time information about a customer, comes from the customer, they pick up the phone and call about issues they have, such as an outage, and provide information to the utility. In the future, the smart meter will be able to provide up to date information about the customer and the status of their service.


B.4.2.2 Scheduled Outage Notification


For either scheduled outages for maintenance or for notification of a customer that the power is out in their home when they are at work or away from home, smart metering provides a needed piece. For scheduled outages, if there are in home displays deployed the metering system can provide the outage times and durations to the customers directly impacted and no others. This minimizes possible security issues of the information getting into the wrong hands as security systems that require power stop functioning, etc. It also helps with the number of phone calls that have to be placed to customers to let them know that maintenance is happening. With the connectivity verification, it is possible to really know who is on a specific path and to accurately manage the outage. For unscheduled outages, it possible to use the information coming from the meters to let customers know that they will be returning to a location with no power (water, gas) and that will let them make alternate plans, rather than walking into a surprise.


B.4.2.3 Street Lighting Outage Detection


Street lighting can be critical to safety and crime-prevention, and yet monitoring which street lights are out is currently performed haphazardly by civil servants and concerned citizens. AMI systems could be used to monitor these lights.

B.4.2.4 Outage Restoration Verification


Restoration verification has the metering system report in as the power it returned to the meters. This alert function is built into many meters that are being deployed as smart meters today and includes a timestamp for the restoration time. For some utilities this is improving their IEEE indices, since their crews may take several minutes to complete other actions before reporting the power back on. It can also be used to help isolate nested outages and help the field crews get to the root cause of those nested outages before they leave the scene.


B.4.2.5 Planned Outage Scheduling


Ideally, planned outages should be done at a time when they have the least impact on the customers. Today we use rules of thumb about when to take a planned outage, in the future with a complete data set it is possible to adjust the time of the outage to correspond with the lowest number of customers demanding power. This minimizes the impact to the customers.


B.4.2.6 Planned Outage Restoration Verification


In completing work orders, it is useful to know that all of the customers that were affected by the work order have power and that there are no outstanding issues that need to be corrected, prior to the crew leaving the area. The ability to “ping” every meter in the area that was affected by the work order and determine if there are any customers who are not communicating that they have power is useful to minimize return trips to the work area to restore single customers.


B.4.2.7 Calculation of IEEE Outage Indices


Today the IEEE indices are manually calculated in most utilities and they are not up to date, since the information needed to track them comes from field reports and other documents that do not feed into a central location. Additionally since not every single point is tracked in any system for outages, it is impossible to accurately determine the indices. Most utilities have gotten very good at the development of indices that are very close to the reality that their customers are seeing and to the limits of the information available.


B.4.2.8 Call Center Unloading


Today we rely on customers to call in when there is an outage; this normally is one of the factors in sizing call centers and staffing them. When smart metering is deployed in the right way, it is possible for the system to determine where the outages are and to let the utility call the customer with an outage message and an estimated time to repair. In the long run this will reduce the loading on the call center during periods of high outage levels.


B.4.3 Load Management


B.4.3.1 Direct Load Control


Direct Load Control provides active control by the utility of customer appliances (e.g. cycling of air conditioner, water heaters, and pool pumps) and certain C&I customer systems (e.g. plenum pre-cooling, heat storage management). Direct load control is thus a callable and schedulable resource, and can be used in place of operational reserves in generation scheduling. Customer like it (if it is invisible), because they do not have to think about it, they sign up, allow the installation and forget it.


AMI systems will enhance the ability of utilities to include more customers in (appropriate) programs of direct load control, since it will increase the number of appliances accessible for participation in load control, and will improve the “near-real-time” monitoring of the results of the load control actions.


B.4.3.2 Demand Side Management


Management of the use of energy is important in a number of ways. Demand Side Management is a step beyond just tariff based load reduction. It assumes that customer will setup or allow to be set up equipment to reduce load when signals are sent to the customer’s location. The customer is in charge of making demand side management decisions.


B.4.3.3 Load Shift Scheduling


Given the ability to get customers to shift load when requested, and to do bottom up simulation it becomes possible to work with customers who have the ability to shift load to different times of the day or week. This ability to do load scheduling could have an impact on transmission and other capital expenses.


B.4.3.4 Curtailment Planning


To do proper load reduction, for either de-rated equipment or for planned outage or even to deal with load growth that has gotten ahead of system upgrades takes having data on what the loads are and what can be curtailed. In California, load curtailment has been called rolling blackouts, the best that can be done without an ability to control the demand on the system in a more granular fashion. By using curtailment planning, notice can be given in advance to the impacted customers and they have enough time to respond if they have an option in their contract to keep the power on. 


B.4.3.5 Selective Load Management through Home Area Networks

With the deployment of home area networks the utility can choose to manage the load on the grid, to manage peak, to manage customer bills, to allow for a generation or transmission issue to be corrected or other reasons. This can permit, with the right equipment the reduction in the need for reserve margin in generation and for rolling reserve, the selective load management becoming a virtual power plant that is a callable and schedulable asset.


B.4.4 Power Quality Management


B.4.4.1 Power Quality Monitoring


Today for some larger customers and at select locations on the grid we are able to monitor harmonics, wave form, phase angles and other power quality indicators. The need continues to grow as large screen televisions and other consumer electronics devices are increasingly adding harmonics to the system. With the newest metering technology some power quality monitoring is built into the meter and more is on the way. While not every house needs to monitor power quality, a percentage of the meters deployed should probably have this advanced capability.


B.4.4.2 Asset Load Monitoring


With Connectivity Verification and Geo-Location information it is possible to group the devices in a tree structure that correctly shows connection points in the grid. With the ability to read intervals from the meters it is then possible to build a picture of the load that each asset (e.g. transformers, conductors, etc.) are subjected to. This allows an operator to monitor heavily loaded assets and look for ways to off load some of the demand from that asset. It also allows a maintenance planner to prioritize what maintenance should be done to maximize the reliability of the grid, as part of a reliability centered maintenance program. 


B.4.4.3 Phase Balancing


One of the least talked about issues with losses in the distribution grid today is single phase load and the imbalance it can cause between the phases. These losses have seldom been measured in the grid and little study has been done of the amount of phase imbalance on the grid today. In early studies the chronic phase imbalance in several circuits that were monitored averaged over 10 percent. While correction is hard when the circuit is run as single phase laterals, in many cases there is enough load on the feeder portion of the circuit to allow rebalancing of the circuit to eliminate more than half of the chronic phase imbalance.


B.4.4.4 Load Balancing


Where there is an option to move a portion of the load from one circuit to another, the instrumentation is not always available to make good choices or to be able to forecast the load in a way that makes the movement pro-active instead of reactive. Automated feeder switches, and segmentation devices are becoming more and more common in the grid. The ability to use metering data to support the operation of these devices will only increase their value to the grid operator. Today with information only at the substation end of the circuit, it is tough to determine where on the circuit the load really is and where to position segmentation and when to activate a segmentation device when more than one is available. Operators today typically learn the right way by trial and error on the system.


B.4.5 Distributed Energy Resource (DER) Management


In the future, more and more of the resources on the grid will be connected to the distribution network and will complicate the operation of the grid for the future. Failure to integrate these resources into the grid and understand their impact will only degrade the operation of the grid and its reliability. It is no longer an option to deal with distributed resources, the time for refusing to allow them has passed. The only choice is to either embrace them and manage their impact or ignore them and suffer the consequences.


B.4.5.1 Direct Monitoring and Control of DER


Some DER units at customer sites could be monitored in “near-real-time” and possibly directly controlled by the utility or a third party (e.g. an aggregator) via the AMI system, in an equivalent manner to load control.

B.4.5.2 Shut-Down or Islanding Verification for DER

Each time an outage occurs that affect the power grid with DER, the DER should either shut down or island itself from the rest of the grid, only feeding the “microgrid” that is directly attached to. In many cases the shut-down or islanding equipment in smaller installations is poorly installed or poorly maintained. This leads to leakage of the power into the rest of the grid and potential problems for the field crews. 


Each time an outage occurs, meters that are designed to monitor net power can tell if the islanding occurred correctly, if they are installed at the right point in the system. This reporting can minimize crew safety and allow the utility to let the customer know that maintenance is required on their DER system. In most cases when the islanding fails, other problems also exist that reduce the efficiency of the DER system, costing the customer the power that they expected to get from the system.


B.4.5.3 Plug-in Hybrid Vehicle (PHEV) Management


Depending on how plug-in hybrids are sold and how the consumers take to them, they may either become one of the largest new uses of power or they may not have an impact. A major problem is that planners are now assuming that they will be mobile generation plants, that the drivers will burn fuel and store power in the battery to be drawn during the peak times while parked in the company garage. Others have assumed that the cars will become the largest new consumer of power in the downtown grid, an overstressed part of the grid already. 


How plug-ins are managed and how consumers will use them is a social experiment. What is not is that they will draw a large amount of power from somewhere and have the potential to store a lot of power for later use. How the power company measures which car provides or takes how many megawatt hours and proves it and bills for it, will be an interesting change. Smart meters can help with this if the right standards are place to deal with communication from the car to the meter. 


B.4.5.4 Net and Gross DER Monitoring


There are two different generation results from distributed generation, the gross output of the device and the net input into the grid, after the owner takes their needed energy. The two can be very different at times when the DER is creating most power the owner may also be drawing so heavily that the net result to the grid is still negative. At other times, the demand from the owner may be less than the output, even though the output may be well under the design output of the device. 


Some utilities have decided to reward renewable generation owners on the gross output, while other utilities have decided to reward them on the net output, possibly with TOU rates. But to manage a utility and the reliability of the grid it is important to know both the net and the gross output of the device for simulation, load forecasting and for engineering design. 


B.4.5.5 Storage Fill/Draw Management


If someone has installed distributed storage, when should it be topped off, and when should the storage discharge? Today’s answer is to use a timer in most cases or a phone based trigger. For one utility the use of electric thermal storage for winter heat and time of use tariffs that encouraged topping up at a specific time of the day resulted in the destruction of a number of pieces of equipment on the grid as demand exceeded the local ability to supply that demand. The attempt to improve the load factor on the grid with this storage system resulted instead with demand that exceeded all expectations. 


Smart metering with a home area network capability can trigger each storage device based on the total load in the area, leveling out the peaks in the system and providing better use of generation resources that may be variable in nature.


B.4.5.6 Supply Following Tariffs


DER has a strong probability of having a large percentage of renewable generation which has a strong variable component. Since the supply will be variable and highly variable on short notice, it may be that to avoid either a large component of rolling reserve that uses fossil fuels, it may be that a supply following tariff could be possible. It would require a very high speed forecasting system, excellent weather information and near real time communications to devices in the homes and in businesses with almost instant response. This is a tall order in today’s world, but the cable companies have proven that millions of devices are possible to broadcast to in near real-time, so it is possible. 


Smart meters on the right communications network and with the right in home gateway could provide a piece of this supply following tariff system.


B.4.5.7 Small Fossil Source Management


There is a large amount of diesel generation that is installed on customer sites to deal with outages on the grid. Some companies are now forming to manage these resources, not for outage, but for peak power production, bidding into the market a few megawatts at a time. While the use of these resources is a good thing, the penetration of private companies will never be as complete as if the utility were to work with their customers to equip most of this generation with controls and monitoring equipment. 


Whether the utility operates and maintains these resources or allows third parties to take responsibility is not important. What is important is that smart metering can reduce the cost and complexity of making these resources available. In California more than 2,000 Megawatts of generation are already installed, more than enough to end most rolling blackouts (if the resources are in the right areas).


B.4.6 Distribution Planning


B.4.6.1 Vegetation Management


Momentary outages normally increase as vegetation grows back in an area and starts to become potential issue for overhead lines. Smart metering allows the return of momentary outage information and allows the outage counts to be overlaid on a GIS system. This allows the planners to better target vegetation management people to the right locations. In the underground world, cable failures and splice failures can be found early, prior to a complete failure.


B.4.6.2 Regional and Local Load Forecasting


Given the ability to draw a full data set from the field, it is now possible to forecast regional and local loads and generation that can be used to prepare for and to set prices for both demand and supply.


B.4.6.3 Simulations of Responses to Pricing and Direct Control Actions

As more detailed information is available through AMI systems on regional and local loads and generation, it will be possible to assess the responses of both customers and the power system to price-related actions as well as direct control actions. This ability to simulate the market a day or more in advance should allow for better planning and for the system to run with smaller amounts of rolling reserve and ancillary services.


B.4.6.4 Asset Load Analysis


With the ability to have a real load history on a specific asset and to be able to do bottom up forecasting, the same can be done for assets in the connection tree. This should allow planners and others to see potential problem areas before they really exist. 


B.4.6.5 Design Standards


Many of today’s standards assume that complete data is not available so there are factors of safety built into the calculations at each step of the design process for the transmission and distribution grid to make sure that the design is useful for its full design life. The improvement in load and demand data from the smart meters will make it possible to remove many of the rules of thumb and design to the real needs of the customers.


B.4.6.6 Maintenance Standards


Maintenance is done with incomplete information. So the maintenance standards allow for this, in some cases too much maintenance is done and sometimes too little is done, standards call for the best possible maintenance planning that incomplete information can provide. The good news is that the reliability of the system is very high, better than any other service (including telecommunications and cable TV) that is available to a customer. The bad news is with all the retirements in the industry, the experienced technicians that are required to make the judgment calls in the field will all be replaced in a few years. Improving the standards for maintenance with better information will mean that the new field workers will be routed to the highest priority work almost every time.


B.4.6.7 Rebuild Cycle


When is the right time to rebuild a circuit and how much of it really needs to be upgraded? Today with the information we have, we hang some recorders and use a few weeks or months of data from a few locations to determine what to rebuild, with the improved data set and the improved standards it is possible to actually determine the sections of the grid to rebuild and how much to reinforce them. 


B.4.6.8 Replacement Planning


Equipment replacement is based on the estimated load or a load study that is normally conducted with less than perfect information. This has resulted in the engineering team being conservative and over sizing many of the replacement equipment. Smart metering offers better information to make better sizing decisions.


B.4.7 Work Management


B.4.7.1 Work Dispatch Improvement


Today we use manufacturers’ recommendations, models, estimates, and visual inspection to determine when a lot of maintenance work should be done. While it works, in some utilities it means more maintenance than others think is required and in others it means less. In almost every case, some maintenance is performed that is not really required for reliability centered maintenance strategies. When smart metering information is available and used to do asset loading analysis and other data analysis, work can be more accurately dispatched to the crews in the field improving reliability in the system for the same number of jobs completed.


B.4.7.2 Order Completion Automation


Some utilities have the field crew log the completion of their job prior to packing up; others want the crew ready to roll prior to completion of the order. Some want the crews to look around before leaving, some want the crew to leave and let the customers call if there is still an issue in the area. With smart metering, as restoration alerts come in, it is possible to automate the time the job was completed and some of the closing paperwork, allowing the crew to stay in the field longer each day and to do less paperwork overall.


B.4.7.3 Field Worker Data Access


Today if a line worker wants to know the status of an area of the grid, she can measure power flow, she can look at meters or he can call dispatch. Access to near real time information on the status of the customers close to the worker’s location is limited today. With the deployment of smart metering, depending on how the software is configured and the security setup, it may be possible for a field worker to get access to the a near real-time map of the status of the customers in their working area, minimizing the need for dispatch to tell the worker where to go next and what to do. 


With experience, field workers have proven to be very good at determining where in their work area a likely root cause is, based on outage information, reducing the time it takes to find the cause and start the repair work.


B.4.7.4 Reliability Centered Maintenance (RCM) Planning


Today we guess at the loading on devices using models, and use that information to develop a reliability centered maintenance plan. Based on that information we do our best to perform the maintenance that the system requires to make sure that people have power. With the ability to do load monitoring and load forecasting more accurately, preseason maintenance can be scheduled based on the facts that the system generates. While it will never prevent all failures in the system, use of this information and a well designed RCM plan can result in significantly less outage for non-natural disaster causes.


B.5 Customer Interactions Business Functions


B.5.1 Customer Services


B.5.1.1 Remote Issue Validation


When a customer calls today with a problem, other than twenty questions on the phone or rolling a truck to the location, there is no way to understand if the customer really knows what the problem is or if they do not understand the problem. Use of near real time information from smart meters can allow the customer service representative (CSR) to provide better information to the customer and to provide better advice on what to do with the current situation. It can also reduce the dispatch of trucks for customer complaints. In general it reduces both call volume and call handling times.


B.5.1.2 Customer Dispute Management


The most frequent customer dispute is a high bill. They complain about the meter reading being wrong. In truth there are enough meter reading errors that high bills are a fact of life. But the ability to check the current meter reading directly from the meter while the customer is on the phone and re-calculate the bill if the bill was high, and to end the post call investigation, by being able to directly validate the customer dispute reduces the time to clear a complaint that is non-phone time and it reduces the call handling time of the life of the dispute. It is not unusual that the initial call time goes up, since the CSR has to explain how they are getting the information and may have to have the customer walk to the meter while on the phone and verify the numbers that show on the meter. This has reduced monthly disputes with chronic callers over a period of 3 to 6 months in most utilities that have this ability.


B.5.1.3 Outbound Customer Issue Notification


Not only can customers be called at work for problems with outage, but other problems can be determined and customers notified, in one case, a meter looked like it had been tampered with, but the customer had a complaint about low voltage on file. A review of the situation determined that one of the wires was probably loose in the customer’s breaker panel. That call resulted in the customer hiring an electrician and fixing a number of electrical problems in their home that the electrician uncovered while fixing the loose wire in the panel. This is one example of a number of proactive actions that can be taken with the customer to help them be safe and know what is going on with their energy consumption. Similar work was undertaken on behalf of a water company and a number of beyond the meter leaks were identified with night time readings on homes with high water bill complaints.


B.5.1.4 Customer Energy Advisory


Some utilities have undertaken to provide a customer energy consumption advisory that allowed customers to indicate what they have for energy consuming devices and information about their home. In return, the utilities rank their consumption against similar homes and provide feedback on the equipment and appliances that were consuming significant energy. 


This advisory can even suggest what should be replaced and the payback period on the replacement, based on energy usage. The comparison allows customers to see how they did against similar customers and where they ranked in energy consumption. This has been very useful in getting customers to pay more attention to their consumption.


B.5.1.5 Customer Price Display


To make a realistic decision about using or not using energy and water, customers need to know how much it will cost. As we have seen with Gasoline the global consumption decreased very little (in reality only the projection of growth in consumption declined, not the actual usage) when the price tripled at the pump in many countries. Electricity, gas and water today are in the noise of running a household for most families and for many businesses the cost does not enter the top five costs for the business. To this end, making a decision to consume energy and water is easy. 


For a few businesses and a small percentage of residential customers this is not true and they have strong motivation to conserve power. With critical peak pricing or time of use pricing and rising prices for energy and water, the percentage of the average family income consumed by these utilities will no longer be noise and having information about pricing, will drive some conservation. Expect that customers will need to know the price to wash a load of clothes, not the price of a kilowatt hour.


B.5.2 Tariffs and Pricing Schemes


B.5.2.1 Tariff Design


Today a sample of the customers is used to determine what the customer profile should be and how that profile should be priced. In many cases the classification of the customers is very broad and does not really take into account the different ways that customers actually consume power. 


For example, a young educated single male living in an apartment may have a lower usage than the young family across the hallway and they may both pay the same per kilowatt-hour of power.

However, the young male many actually cost the utility more to serve, since the load factor for that single male may be much lower than the load factor for the young family. By being able to provide accurate data, better tariffs can be designed and better segmentation done to support a fair power price.


B.5.2.2 Rate Case Support


Today to get almost any change in what can be charged to the customers or what is placed in the rate base, it requires a rate case. In some rate cases the documents filed fill rooms and rooms in a building, mostly because the issues can be handled in a black and white manner. Experts are required to testify on many aspects of the rate case using data from other locations, since the complete data set to answer the question does not exist at the utility. While experts will not go away, and there will still be a lot of estimating, it is important to realize that smart meters provide a large data set to assist with the rate cases.


B.5.2.3 Tariff Assessments

Do critical peak tariffs create the response expected, does it do it for all segments of customers, and does it impact some customer segments more harshly than others. Use of smart meter data allows a better review of how the customers are responding to the tariffs and how to re-work them to better fit the needs of the society.


B.5.2.4 Cross Subsidization


An issue that is raised over and over again is cross subsidization of customers, one group of customers paying part of the cost of another group of customers. With our example in Tariff Design, more than likely the young family is subsidizing the young male. Regulators want to know what the cross subsidization is, they do not always want to eliminate it (e.g. the long distance rates for the telephone companies for decades financed the ability of everyone to have a phone). By having complete data on each and every customer, subsidization arguments no longer fall on “I think” arguments, but fall into the “I know” allowing the regulator to only have intended subsidies.


B.5.2.5 Customer Segmentation


Customer segmentation has traditionally been done by industry or by business segment or by customer type, not by the actual needs or profile of the customers. Regulators have never had enough data to make segmentation decisions that really classify customers together by the way they consume power and their needs for power quality or their creation of power quality issues that the utility needs to fix. Smart metering can provide the data to make meaningful segmentation decisions.


B.5.3 Demand Response


Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. As noted below, real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.


Sub functions for demand response, which may or may not involve the AMI system directly, could include:


· Enroll Customer


· Enroll in Program


· Enroll Device


· Update Firmware in HAN Device


· Send Pricing to device


· Initiate Load Shedding event


· Charge/Discharge PHEV – storage device


· Commission HAN device


· HAN Network attachment verification (e.g. which device belongs to which HAN)


· Third Party enroll customer in program (similar to, but not the same as the customer enrolling directly)


· Customer self-enrollment

· Manage in home DG (e.g. MicroCHP)


· Enroll building network (C&I – e.g. Modbus)


· Decommission device


· Update security keys


· Validate device


· Test operational status of device


B.5.3.1 Real Time Pricing (RTP)

Use of real time pricing for electricity is common for very large customers affording them an ability to determine when to use power and minimize the costs of energy for their business, one aluminum company cut the cost of power by more than 70% with real time pricing and flexible scheduling. The extension of real time pricing to smaller customers and even residential customers is possible with smart metering and in home displays. Most residential customers will probably decline to participate individually because of the complexity of managing power consumption, but may be quite willing to participate if they are part of a community whose power usage is managed by an aggregator or energy service provider.


B.5.3.2 Time of Use (TOU) Pricing


Time of use pricing creates blocks of time and seasonal differences that allow smaller customers with less time to manage power consumption to gain some of the benefits of real time pricing. This is the favored regulatory method in most of the world for dealing with global warming.

Although Real Time Pricing is more flexible than Time of Use, it is likely that TOU will still provide many customers will all of the benefits that they can profitably use or manage.

B.5.3.3 Critical Peak Pricing


Critical Peak Pricing builds on Time of Use Pricing by selecting a small number of days each year where the electric delivery system will be heavily stressed and increasing the peak (and sometime shoulder peak) prices by up to 10 times the normal peak price. This is intended to reduce the stress on the system during these days. 


California is the largest proponent of this tariff program at this time. Most of the California utilities would prefer an incentive program instead to encourage the same behavior. There is some question as to whether retailers in unregulated markets would have to pass thru the Critical Peak Pricing to customers or if they could offer a flat price and hedge the risk of the critical peak pricing.


B.6 External Parties Business Functions


B.6.1 Gas and Water Metering


B.6.1.1 Leak Detection


In the world of gas and water, non-revenue water and leaking gas pipes are important to track down. In the water industry, use of pressure transducers on smart meters has proven useful when doing minimum night flows to find unexpected pressure drops in the system. Normally the need is one pressure transducer meter per 500 to 1000 customers in an urban environment.


B.6.1.2 Water Meter Flood Prevention


With a disconnect in the water meter, it is possible if there is a sudden increase in flow and a drop in pressure that is sustained and unusual, that the disconnect can be activated and prevent flooding. Much work will have to be done in the control software algorithms to make this a useful benefit and not one the shuts off the water when the sprinkler system and the shower are both running.


B.6.1.3 Gas Leak Isolation


Similar to flood prevention, again the software needs to get much better or their needs to be a gas leak sensor in the structure that communicates with the meter.


B.6.1.4 Pressure Management


If there is a home area network, then shut off devices or throttling devices can be attached to specific water taps and the gas meter can communicate to thermostats and water heater controls to manage the rate of consumption in the location and help with pressure management on critical days.

B.6.2 Third Party Access 

B.6.2.1 Third Party Access for Outsourced Utility Functions 


For some utilities, many of the business functions listed in the previous sections may be provided by third parties, rather than by the utility. In these situations, messaging will come through the "external party access" avenue, rather than an internally-driven messaging. The business processes will be fundamentally the same, but the security requirements could be significantly different and probably requiring stronger authentication at each system handoff.

Some of the business functions provided by third parties could include:


· Prepaid metering


· Remote connect/disconnect


· Load management


· Emergency control


· Distribution automation


· Customer usage information


· HAN management


B.6.2.2 Third Party Security Management of HAN Applications


Customers will need access to HAN application accounts through a secure web portal where they can upload device and software security keys.  Those keys will need to be sent through the AMI network to the meter to allow the HAN devices to provision and join with the meter.


Future functionality may include extraction of security keys out of the meter for storage in the utility’s database.  This will allow the keys to be downloaded back to a meter if it ever has to be replaced.  This functionality will be required to eliminate the need to re-provision all the HAN devices in the house in the event of a meter replacement.

B.6.2.3 Appliance Monitoring


Appliances seldom last as long in the home as they do in the lab, part of this is that home owners do not do maintenance when they should, and part of it is that when small problems occur that are not handled, so they become big and expensive problems. Smart meters are a key part of an appliance monitoring solution, even for appliances that were installed long ago.


B.6.2.4 Home Security Monitoring


Today’s security monitoring industry uses phone lines and other communications methods to monitor homes. The ability to hook security monitoring devices into a home area network and provide alerts and alarms over the smart metering network could lower the cost of home security monitoring making it more affordable to the people who live in areas most likely to need it. 


B.6.2.5 Home Control Gateway


Home owners may want to control their home devices themselves or they may want a third party to do so, in either case, the smart metering system can be a method of providing that home area network gateway and allowing that control to be done.


B.6.2.6 Medical Equipment Monitoring


More and more medical equipment is being installed in homes as nursing homes and hospitals are getting too expensive to live in and more life support equipment is required for people who still can live at home unassisted most of the time. Today that equipment is only monitored by specialized companies and this seldom happens. It is a growing need especially for the elderly customers of the utility. While utilities may not wish to step into this role, the smart metering infrastructure can provide a way for authorized third parties to do so.


B.6.3 External Party Information


B.6.3.1 Regulatory Issues


There are a number of issues that regulators need to judge the performance of a utility and the fairness of a utility to its customers. Smart metering has a role to play in providing facts to the regulator to help them manage these issues.


B.6.3.2 Investment Decision Support


When a utility goes to the regulator for a major capital expense there is a need for proof that the expense is required. Today like other regulator interactions, the data is typically made up of sampled data and expert opinions. With smart metering the complete data set is available to support the decisions.


B.6.4 Education


B.6.4.1 Customer Education


Customers today call the call center and receive bills. They have little interaction with their utilities, less than 40% of the customer base interacts with the utility annually. The majority of the call volume is related to outage or other power quality issues. The second highest interaction reason is billing issues. If the industry is to be successful in changing people’s habits and helping to reduce consumption, then there will need to be more interaction with customers, some on billing issues, some on power quality, but more on the way they consume power and what they have for appliances.


AMI systems will provide a means of interacting more with the customer, but only if the customer understands the capabilities – as well as being assured that AMI systems are not “Big Brother” watching over them.


B.6.4.2 Utility Worker Education


Utility workers will need significant education to learn not only their own roles in a utility with AMI, but also the issues of security and privacy that will become far more critical with the widespread scope of AMI systems.

B.6.5 Third Party Access for Certain Utility Functions 


For some utilities, many of the business functions listed in the previous sections may be provided by third parties, rather than by the utility. In these situations, messaging will come through the "external party access" avenue, rather than an internally-driven messaging. The business processes will be fundamentally the same, but the security requirements could be significantly different and probably requiring stronger authentication at each system handoff.
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Figure � SEQ Figure \* ARABIC �6� - Third Party Model







Figure � SEQ Figure \* ARABIC �5� - Customer Model







Figure � SEQ Figure \* ARABIC �4� – AMI Top Level Model
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� Includes cyber and physical attacks, such as attempts to physically tamper with a meter, and disruption of the supporting communications infrastructure.







��To review (Bobby & James)







<AMI System Security Specification v1.0

Page 81




_1301301333.doc
 
Vendor Response Form 



SECTION 5.1:  Minimum Requirements and Responsiveness

Form 5.1.1:  list of PRoposed Vendors


 [Use this space to compose a cover letter for your proposal.  NOTE: The cover letter is not intended to be a summary of the proposal itself; this is accomplished in Form 5.9.  Limit response to 1-2 pages.

TEXT WITHIN THE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.]


Form 5.1.2:  list of PRoposed Vendors


[Use this form to list the legal names of all firms participating in your proposal, along with their role (i.e. Meters, Communications, AMI Head-end System, etc.)  Limit response to 1 page.

TEXT WITHIN THESE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.]


		Proposed Vendors

		Role



		Primary Vendor:

		

		



		Additional Subcontracting Vendors: 

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		





FORM 5.1.3:  Legal Name Certification


[Use this space to enclose a certificate, copy of the web page, or other proof of the legal name of your company from the State Corporation Commission.  Include one certificate for the proposed primary vendor and one for each major subcontracting vendor. 

Many companies use a “Doing Business As” trade name or a nickname in their daily business.  However, the City requires the legal name of your company, as it is legally registered.  When preparing all response forms, be sure to use the proper company legal name. Your company’s legal name can be verified through the State Corporation Commission in the state in which you were established, which is often located within the Secretary of State’s Office for each state.  For the State of Washington, see   (http://www.secstate.wa.gov/corps/).

TEXT WITHIN THE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.]


FORM 5.1.4:  Vendor Questionnaire

[Use this form to provide required Vendor information for the Primary Vendor and each major subcontracting vendor. You must submit this form to the City with your proposal.  As a Proposer to the above referenced solicitation, provide the requested information, and sign, date, and submit this Vendor Questionnaire with your submittal.  If response is incomplete or the City requires further description, the City may require Vendor to provide such information within a mandatory due date or may determine the missing information is immaterial to award.   The City will evaluate the information and may, at its sole discretion, reject the Vendor’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Vendor  

THE TEXT WITHIN THESE BRACKETS IS TO BE DELETED AND REPLACED BY YOUR PROPOSAL SUMMARY.]


Vendor’s Name: ______________________________________________________


		Vendor Information



		Vendor’s Legal Name 


Verify at:  http://www.secstate.wa.gov/corps/

		     



		“doing Businses as” name if applicable

		     



		Mailing Address 

		     



		Contact Person and Title 

		     



		Contact Person’s Phone Number

		     



		Contact Person’s Fax Number

		     



		Contact Person’s E-Mail Address

		     



		State UBI Number

		     



		Federal TIN or EIN Number

		     





		Vendor Registration with City of Seattle



		Did your firm register on to the City’s Vendor Contractor Registration System at www.seattle.gov/purchasing/ ?

		Yes  FORMCHECKBOX 
                  No FORMCHECKBOX 
     





		Does your firm have a Seattle Business License?  Please attach.


http://www.seattle.gov/biz/

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     





		If your firm does not have a Seattle Business License, is your firm prepared to obtain one before contract signature?  If you do not intend to obtain one within 10 days of contract  award, the City reserves the right to reject your company as a condition of responsibility.  If you believe your firm has an exemption (for example, you are another government agency), explain or provide proof of the City confirmation that this is an applicable exemption.

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     





		Is your firm paid current on all taxes due to the City of Seattle?  Call 206-684-8484, or RCA staff (Anna Pedroso at 206-615-1611, Wendy Valadez at 206-684-8509 or Brenda Strickland at 206 684-8404).

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     





		If your firm is not current on all taxes due, do you intend to become current within 10 days of contract award?  If no, the City will reserve the right to reject your company as a condition of responsibility.

		Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     







		How Did Your Firm Learn About This Solicitation?

		Check all that apply



		City of Seattle Web Site

		 FORMCHECKBOX 
  



		The City’s Buyer sent it to me directly

		 FORMCHECKBOX 
  



		Seattle Daily Journal of Commerce

		 FORMCHECKBOX 
  



		State of Washington Web Site (WEBS)

		 FORMCHECKBOX 
  



		Contractor’s Competitive Development Center of Seattle (CCDC)

		 FORMCHECKBOX 
  



		Other (please specify)      

		 FORMCHECKBOX 
  





		Ownership

		Specify yes or no.  


If yes, explain.



		Is your firm a subsidiary, parent, holding company, or affiliate of another firm?

		     





		Financial Resources and Responsibility

		Specify yes or no.  


If yes, explain.



		Within the previous five years has your firm been the debtor of a bankruptcy?

		     



		Is your firm in the process of or in negotiations toward being sold?

		     



		As an Exhibit to this Vendor Questionnaire, attach a copy of your firm’s reviewed or audited Balance Sheets, Income Statements, and Cash Flow Statement for the most recent two years, and indicate the material changes, if any, between the years’ statements.  If reviewed financial statements are not available, attach a copy of your firm’s Income Tax Returns and all Schedules for the most recent two years, and indicate the material changes, if any, between the two years’ returns.      



		As an Exhibit to this Vendor Questionnaire, describe your firm’s ability to finance additional costs that would be incurred by your firm in the event your firm is awarded a Vendor Contract resulting from this solicitation.  State the amount your firm would need to borrow, and provide documentation from your firm’s lender stating its willingness to lend such amount to your firm.





		Affirmative Contracting – SMC 20.42

		Specify yes or no.  



		Within the previous five years has your firm been found to have violated any local, state, or federal anti-discrimination laws or regulations?

		      If yes, explain.





		Disputes

		Specify yes or no.  


If yes, explain.



		Within the previous five years has your firm been the defendant in court on a matter related to any of  the following issues:


· Payment to subcontractors?


· Work performance on a contract?

		     



		Does your firm have outstanding judgments pending against it?

		     



		Within the previous five years has your firm been assessed liquidated damages on a contract?

		     



		Has your firm received notice of and/or in litigation about patent infringement for the product and/or service that your firm is offering to the City?

		     





		Compliance

		Specify yes or no. 


 If yes, explain.



		Within the previous five years, has your firm or any of its owners, partners, or officers, been assessed penalties or found to have violated any laws, rules, or regulations enforced or administered by a government entity?  This does not include owners of stock in your firm if your firm is a publicly traded corporation.  

		     



		If a license is required to perform the services sought by this solicitation, within the previous five years has your firm had a license suspended by a licensing agency or been found to have violated licensing laws?

		     





		Business Integrity

		Specify yes or no.


  If yes, explain.



		Is a governmental entity or public utility currently investigating your firm for false claims or material misrepresentations?

		     



		Within the previous five years has a governmental entity or public utility determined your firm made a false claim or material misrepresentation?

		     



		Within the previous five years has your firm or any of its owners or officers been convicted of a crime involving the bidding on a government contract, the awarding of a government contract, the performance of a government contract, or of a crime of fraud, theft, embezzlement, perjury, bribery?  For this question, the term “owner” does not include those who own stock in a publicly traded corporation.

		     





		Involvement by Current and Former City Employees

		Specify yes or no. 


 If yes, explain.



		Is any one of your firm’s officers or employees also a current officer or employee of the City of Seattle?  If yes, that officer or employee must take actions to comply with The City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16. 

		     



		Is any one of your firm’s officers or employees also a former officer or employee of the City of Seattle having left City services for one year or less?  If yes, that officer or employee must take actions to comply with The City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16. 

		     





		Emergency Contact Information


The City would like information on how to reach the company during a 24-hour emergency, if the City needs your services or products during a disaster. If you have alternative contact information for emergency response during non-business hours, please provide below.  



		Contact Name

		     



		Emergency Phone Number

		     



		Back-up Emergency Phone Number

		     



		If your company has locations outside the Seattle area that be contacted in the event of an emergency for these products or services, please list that contact information as well:

		



		Alternative Location Address

		     



		Alternative Location Business Phone

		     



		Alternative Location Emergency Phone

		     





		Federal Debarment Certifications


The undersigned hereby certifies that the Vendor:



		My firm is not presently debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts by any Federal agency.



		My firm has not within a three-year period preceding this offer, been convicted of or had a civil judgment rendering against the firm for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Federal, state or local government, or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, or receiving stolen property, and my firm is not presently indicted for, or otherwise criminally or civilly charged by a Government entity with, commission of any of these offenses.



		My firm certifies to the best of its knowledge and belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress or an employee of a Member of Congress on his or her behalf in connection with the award of any resultant contract. (31 U.S.C. 1352).



		My firm certifies that they have not paid -  nor will we pay - any funds other than Federal appropriate funds (including profit or fee received under a covered Federal transaction), to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress on his or her behalf in connection with this solicitation, the Offeror shall notify the City of Seattle and complete and submit, with its offer, OMB standard form LLL, Disclosure of Lobbying Activities.



		My firm has not bee had a governmental or private entity contract terminated prior to contract completion, within the last five years.



		Within the previous five years, my firm has not used any subcontractor to perform work on a government contract when that subcontractor had been debarred by a governmental agency.





		Certification


The undersigned hereby certifies that the Vendor:



		Read the City’s Solicitation and all its addenda, and to the best of his/her knowledge has complied with the mandatory requirements stated herein;



		Vendor agrees to the Contract including all terms and conditions, and agrees to sign a contract that is the same or substantially similar as modified by the City; and that Vendor has submitted for consideration any contract exceptions (or “disputes”) but understands that the City may accept or reject such exceptions without further negotiation;



		Vendor is authorized reseller and/or is authorized to sell licenses of this product to the City; and/or is an authorized dealer, with proper certification from the manufacturer to sell this product to the City;



		Has had opportunity to ask questions regarding the Solicitation and that the questions have been answered by the City;



		Vendor’s Offer is valid until the date the City awards a Vendor Contract or rejects all offers;



		All information provided within the Vendor’s Offer, including but not limited to the information provided in response to this Vendor Questionnaire, is true and correct to the best of his/her knowledge;



		Vendor has not, either directly or indirectly, entered into any agreement, participated in any collusion, or otherwise taken any action in restraint of competitive pricing in the preparation and submission of its Offer to the City of Seattle;



		Vendor fully understands the character of the goods to be provided and/or services to be performed, the manner in which payment is to be made, and the terms and conditions of the draft Vendor Contract and the Solicitation.  The Vendor hereby offers to provide the goods and/or perform the services within the time required, upon the terms and conditions provided in the draft Vendor Contract and the Solicitation without exception, and at the prices offered.  



		That the person signing below has the authority to legally bind the Vendor.





Dated this _____ day of ________________________, 200__

_____________________________________
Signature

_____________________________________

Title


FORM 5.1.5:  Letter of Commitment for Bond 


[Use this space to enclose a Letter of Commitment for Bond from an approved surety.  This Letter of Commitment is a letter that confirms the intention of an appropriate surety to provide a bond as specified in this RFP should the company receive an award.  This letter does not actually supply the bond, but expresses that the surety can provide a qualified bond should an award be given.

· This Letter of Commitment may be for a Contract Bond.  The Letter shall be from a qualified Bond Agency as specified and shall confirm the willingness of the Bond Agency to provide a bond at 100% of the contract value that meets the form and requirements of the City Bond Form, should the vendor win award.


· Alternatively, the City will accept a Letter of Commitment for a Letter of Credit.  The Letter of Commitment shall be from a qualified Banking Institution as specified above, and confirm the willingness of the Banking Institution to provide a Letter of Credit in 100% of the contract value, should the Vendor win the award.


TEXT WITHIN THE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.]

FORM 5.1.6:  Acceptance & Exceptions to City Contract

[Use this space to provide a one-page statement that confirms acceptance of the City Contract (including Terms & Conditions), and represents complete review as needed by the Vendor.  If the Vendor has a legal office that must review contract prior to signature, the Vendor is to confirm that such review is complete.


If Vendor desires exceptions to the City Contract, attach the City Contract that shows all the proposed language (print out a version with your suggested new language clearly displayed in a track changes mode). You must provide the alternative language, and not simply list an exception you wish to discuss. You may attach a narrative of why each change is to the benefit of the City and any financial impact.  

As stated earlier in the RFP instructions, the City will not allow a Best and Final Offer. The City will review the proposed language, and will thereupon either accept or reject the language.  The City will then issue a contract for signature reflecting City decisions.  Any exceptions that are unacceptable to the City may be grounds for rejection of the proposal.

Limit response to 1 page, plus attachments as specified above.


TEXT WITHIN THE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.

FORM 5.1.7:  Equal Benefits Declaration

[Use this space to provide the completed Equal Benefits (EB) Declaration form below. Complete this form for the primary vendor and each major subcontracting vendor.  Vendors that do not submit the EB Declaration within their proposal are subject to rejection as indicated in the instructions provided previously herein.  If you submitted an EB Declaration to the City on any previous proposals, that does NOT waive your requirement to do so again with this proposal.  If you have multiple office locations, you may answer in relation to only those offices covered by the EB requirements for additional instructions).



[image: image1.emf]June 3 2008  EB_Declaration.pdf




TEXT WITHIN THE BRACKETS IS TO BE DELETED IN YOUR RESPONSE.
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Last Updated 5/30/08

(@, City of Seattle, Department of Executive Administration

Purchasing and Contracting Services Division

Equal Benefits Compliance Declaration

For help completing this declaration, see important information on reverse.

Company Information

Primary Contact Person Telephone Fax

Company Legal Name Seattle Business Lic. # (if available) Email

Company Address City State/Country Zip
Contract Title Contract # (if available)

Please declare one (1) option from the list below that describes the Contractor’'s compliance status with Seattle
Municipal Code Chapter 20.45 (City Contracts — Non-Discrimination in Benefits) and related rules.

Option A
[ | The Contractor makes, or intends to make by the contract award date, all benefits available on an equal basis

to its employees with spouses and its employees with domestic partners, and to the spouses and the domestic
partners of employees, in all Seattle locations and in other locations where work on the City of Seattle contract is
being performed.

Option B
[ ] The Contractor does not make benefits available to either the spouses or the domestic partners of its

employees.

Option C
[ | The Contractor has no employees.

Option D
[ ] The Contractor has been approved for Substantial Compliance Authorization from the City of Seattle allowing it

to delay implementation of equal benefits.

Option E
[] The Contractor has been approved for Reasonable Measures Authorization from the City of Seattle allowing it to

provide a cash equivalent payment to eligible employees in lieu of making benefits available.

Statement of Non-Compliance
[ | The Contractor does not comply and does not intend to comply with Seattle Municipal Code Chapter 20.45 and
related rules.

| declare under penalty of perjury under the laws of the State of Washington that the foregoing is true and correct, and
that | am authorized to bind this entity contractually.

Signature of Authorized Person Name of Authorized Person (please print) Date

Purchasing and Contracting Services Division
700 Fifth Ave., Suite 4112, Post Office Box 94687, Seattle, Washington 98124-4687
Tel: (206) 684-0430 TDD: (206) 615-0476 Fax: (206) 684-4511
Website: www.cityofseattle.net/contract/
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Last Updated 5/30/08

(@, City of Seattle, Department of Executive Administration

Purchasing and Contracting Services Division

Important Information for Completing the Equal Benefits Compliance Declaration

e Seattle Municipal Code Chapter 20.45 (SMC 20.45) requires contractors on City contracts to provide
employee benefits to their employees with domestic partners equivalent to those provided to their employees
with spouses. For more information, visit: http://www.seattle.gov/contract/equalbenefits/.

e “Contractor” means any person or persons, firm, partnership, corporation, or combination thereof, including a
“vendor” or a “consultant”, who submits a bid, proposal, and/or enters into a contract with the City of Seattle.

e The Equal Benefits Compliance Declaration constitutes the Contractor’s affirmation that it provides benefits
in accordance with SMC 20.45.

e “Equal Benefits” or "Non-discrimination in Benefits" means the provision of the same or equivalent
benefits to employees with spouses and employees with domestic partners, to spouses of employees and
domestic partners of employees, and to dependents and family members of spouses and dependents and
family members of domestic partners. Non-discrimination in Benefits is further defined by SMC 20.45.

e "Domestic Partner" means any person who is registered with his/her employer as a Domestic Partner or, in
the absence of such employer-provided registry, is registered as a Domestic Partner with a governmental body
pursuant to any state or local law authorizing such registration.

o "Employee Benefits" or "Benefits" means any plan, program or policy provided by the Contractor to its
employees as part of the employer's total compensation package. "Employee Benefits" includes, but is not
limited to: pension and retirement benefits; medical, dental and vision plans or other health benefits;
bereavement, family medical, parental and other leave policies; disability, life, and other types of insurance;
employee assistance programs; memberships or discounts; moving expenses; access to facilities, services
and events; travel and relocation expenses; incentive, stock option, and profit sharing plans and other
compensation programs; vacation; travel benefits; and any other benefits given to employees.

e Substantial Compliance Authorization may be granted to a contractor whose compliance with the equal
benefits requirement is delayed due to circumstances outside the contractor’'s control — for example, the
contractor cannot make eligibility changes to its health insurance plan until the next open enrollment period, or
the contractor cannot negotiate with one or more labor unions for additional benefits until the expiration of the
current collective bargaining agreement. The Contractor must request this authorization online and be approved
by the City of Seattle before submitting the EB Declaration. To apply, visit:
http://www.seattle.gov/contract/equalbenefits/eb-substantial.htm.

e Reasonable Measures Authorization may be granted to a contractor to provide eligible employees with a cash
equivalent payment in lieu of benefits that are unavailable due to circumstances outside of the Contractor's
control. The Contractor must request this authorization online and be approved by the City of Seattle before
submitting the EB Declaration. To apply, visit: http://www.seattle.gov/contract/equalbenefits/eb-reasonable.htm.

e Under limited circumstances, the City may waive the equal benefits requirement for the department that is
administering the contract and the Contractor may make a Statement of Non-Compliance. Please be advised,
if a waiver is not approved for the administering department, a Statement of Non-Compliance may result in the
rejection of your bid. For more information, see Chapter 13 of the Program Rules:
http://seattle.gov/contract/equalbenefits/docs/FINALrules.doc.

e For more information about contractors with multiple locations, visit:
http://www.seattle.gov/contract/equalbenefits/docs/EBLocationChart.pdf.

e Be prepared with documentation to support your declaration. All contracts awarded by the City may be audited
for equal benefits compliance. Non-compliance may result in the rejection of a bid or proposal, or termination of
the contract.

Purchasing and Contracting Services Division
700 Fifth Ave., Suite 4112, Post Office Box 94687, Seattle, Washington 98124-4687
Tel: (206) 684-0430 TDD: (206) 615-0476 Fax: (206) 684-4511
Website: www.cityofseattle.net/contract/

2

G:\WebPages\Inweb\CSD\docs\EB_Declaration.doc




http://www.seattle.gov/contract/equalbenefits/


http://www.seattle.gov/contract/equalbenefits/eb-substantial.htm


http://www.seattle.gov/contract/equalbenefits/eb-reasonable.htm


http://seattle.gov/contract/equalbenefits/docs/FINALrules.doc


http://www.seattle.gov/contract/equalbenefits/docs/EBLocationChart.pdf








_1261400770.pdf
W-9
Form

(Rev. November 2005)

Department of the Treasury
Internal Revenue Service

Request for Taxpayer
Identification Number and Certification

Give form to the
requester. Do not
send to the IRS.

Name (as shown on your income tax return)

2.

Business name, if different from above

Individual/

Check appropriate box: D Sole proprietor D Corporation

[] Partnership [ ] Other » . .___......._.....

D Exempt from backup
withholding

Address (number, street, and apt. or suite no.)

Print or type

Requester’'s name and address (optional)

City, state, and ZIP code

List account number(s) here (optional)

See Specific Instructions on page

Taxpayer ldentification Number (TIN)

Enter your TIN in the appropriate box. The TIN provided must match the name given on Line 1 to avoid
backup withholding. For individuals, this is your social security number (SSN). However, for a resident |
alien, sole proprietor, or disregarded entity, see the Part | instructions on page 3. For other entities, it is
your employer identification number (EIN). If you do not have a number, see How to get a TIN on page 3. or

Note. If the account is in more than one name, see the chart on page 4 for guidelines on whose

number to enter.

Social security number

I I

Employer identification number

S O O

Part Il Certification

Under penalties of perjury, | certify that:

1. The number shown on this form is my correct taxpayer identification number (or | am waiting for a number to be issued to me), and

2. | am not subject to backup withholding because: (a) | am exempt from backup withholding, or (b) | have not been notified by the Internal
Revenue Service (IRS) that | am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has

notified me that | am no longer subject to backup withholding, and

3. lam a U.S. person (including a U.S. resident alien).

Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup
withholding because you have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does not apply.
For mortgage interest paid, acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement
arrangement (IRA), and generally, payments other than interest and dividends, you are not required to sign the Certification, but you must

provide your correct TIN. (See the instructions on page 4.)

Sign Signature of
Here U.S. person P

Date P

Purpose of Form

A person who is required to file an information return with the
IRS, must obtain your correct taxpayer identification number
(TIN) to report, for example, income paid to you, real estate
transactions, mortgage interest you paid, acquisition or
abandonment of secured property, cancellation of debt, or
contributions you made to an IRA.

U.S. person. Use Form W-9 only if you are a U.S. person
(including a resident alien), to provide your correct TIN to the
person requesting it (the requester) and, when applicable, to:

1. Certify that the TIN you are giving is correct (or you are
waiting for a number to be issued),

2. Certify that you are not subject to backup withholding, or

3. Claim exemption from backup withholding if you are a
U.S. exempt payee.

In 3 above, if applicable, you are also certifying that as a
U.S. person, your allocable share of any partnership income
from a U.S. trade or business is not subject to the
withholding tax on foreign partners’ share of effectively
connected income.

Note. If a requester gives you a form other than Form W-9 to
request your TIN, you must use the requester’s form if it is
substantially similar to this Form W-9.

For federal tax purposes, you are considered a person if you
are:

® An individual who is a citizen or resident of the United
States,

® A partnership, corporation, company, or association
created or organized in the United States or under the laws
of the United States, or

® Any estate (other than a foreign estate) or trust. See
Regulations sections 301.7701-6(a) and 7(a) for additional
information.

Special rules for partnerships. Partnerships that conduct a
trade or business in the United States are generally required
to pay a withholding tax on any foreign partners’ share of
income from such business. Further, in certain cases where a
Form W-9 has not been received, a partnership is required to
presume that a partner is a foreign person, and pay the
withholding tax. Therefore, if you are a U.S. person that is a
partner in a partnership conducting a trade or business in the
United States, provide Form W-9 to the partnership to
establish your U.S. status and avoid withholding on your
share of partnership income.

The person who gives Form W-9 to the partnership for
purposes of establishing its U.S. status and avoiding
withholding on its allocable share of net income from the
partnership conducting a trade or business in the United
States is in the following cases:

® The U.S. owner of a disregarded entity and not the entity,

Cat. No. 10231X
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® The U.S. grantor or other owner of a grantor trust and not
the trust, and

® The U.S. trust (other than a grantor trust) and not the
beneficiaries of the trust.

Foreign person. If you are a foreign person, do not use
Form W-9. Instead, use the appropriate Form W-8 (see
Publication 515, Withholding of Tax on Nonresident Aliens
and Foreign Entities).

Nonresident alien who becomes a resident alien.
Generally, only a nonresident alien individual may use the
terms of a tax treaty to reduce or eliminate U.S. tax on
certain types of income. However, most tax treaties contain a
provision known as a “saving clause.” Exceptions specified
in the saving clause may permit an exemption from tax to
continue for certain types of income even after the recipient
has otherwise become a U.S. resident alien for tax purposes.

If you are a U.S. resident alien who is relying on an
exception contained in the saving clause of a tax treaty to
claim an exemption from U.S. tax on certain types of income,
you must attach a statement to Form W-9 that specifies the
following five items:

1. The treaty country. Generally, this must be the same
treaty under which you claimed exemption from tax as a
nonresident alien.

2. The treaty article addressing the income.

3. The article number (or location) in the tax treaty that
contains the saving clause and its exceptions.

4. The type and amount of income that qualifies for the
exemption from tax.

5. Sufficient facts to justify the exemption from tax under
the terms of the treaty article.

Example. Article 20 of the U.S.-China income tax treaty
allows an exemption from tax for scholarship income
received by a Chinese student temporarily present in the
United States. Under U.S. law, this student will become a
resident alien for tax purposes if his or her stay in the United
States exceeds 5 calendar years. However, paragraph 2 of
the first Protocol to the U.S.-China treaty (dated April 30,
1984) allows the provisions of Article 20 to continue to apply
even after the Chinese student becomes a resident alien of
the United States. A Chinese student who qualifies for this
exception (under paragraph 2 of the first protocol) and is
relying on this exception to claim an exemption from tax on
his or her scholarship or fellowship income would attach to
Form W-9 a statement that includes the information
described above to support that exemption.

If you are a nonresident alien or a foreign entity not subject
to backup withholding, give the requester the appropriate
completed Form W-8.

What is backup withholding? Persons making certain
payments to you must under certain conditions withhold and
pay to the IRS 28% of such payments (after December 31,
2002). This is called “backup withholding.” Payments that
may be subject to backup withholding include interest,
dividends, broker and barter exchange transactions, rents,
royalties, nonemployee pay, and certain payments from
fishing boat operators. Real estate transactions are not
subject to backup withholding.

You will not be subject to backup withholding on payments
you receive if you give the requester your correct TIN, make
the proper certifications, and report all your taxable interest
and dividends on your tax return.

Payments you receive will be subject to backup
withholding if:
1. You do not furnish your TIN to the requester,

2. You do not certify your TIN when required (see the Part
Il instructions on page 4 for details),

3. The IRS tells the requester that you furnished an
incorrect TIN,

4. The IRS tells you that you are subject to backup
withholding because you did not report all your interest and
dividends on your tax return (for reportable interest and
dividends only), or

5. You do not certify to the requester that you are not
subject to backup withholding under 4 above (for reportable
interest and dividend accounts opened after 1983 only).

Certain payees and payments are exempt from backup
withholding. See the instructions below and the separate
Instructions for the Requester of Form W-9.

Also see Special rules regarding partnerships on page 1.

Penalties

Failure to furnish TIN. If you fail to furnish your correct TIN
to a requester, you are subject to a penalty of $50 for each
such failure unless your failure is due to reasonable cause
and not to willful neglect.

Civil penalty for false information with respect to
withholding. If you make a false statement with no
reasonable basis that results in no backup withholding, you
are subject to a $500 penalty.

Criminal penalty for falsifying information. Willfully
falsifying certifications or affirmations may subject you to
criminal penalties including fines and/or imprisonment.

Misuse of TINs. If the requester discloses or uses TINs in
violation of federal law, the requester may be subject to civil
and criminal penalties.

Specific Instructions

Name

If you are an individual, you must generally enter the name
shown on your income tax return. However, if you have
changed your last name, for instance, due to marriage
without informing the Social Security Administration of the
name change, enter your first name, the last name shown on
your social security card, and your new last name.

If the account is in joint names, list first, and then circle,
the name of the person or entity whose number you entered
in Part | of the form.

Sole proprietor. Enter your individual name as shown on
your income tax return on the “Name” line. You may enter
your business, trade, or “doing business as (DBA)” name on
the “Business name” line.

Limited liability company (LLC). If you are a single-member
LLC (including a foreign LLC with a domestic owner) that is
disregarded as an entity separate from its owner under
Treasury regulations section 301.7701-3, enter the owner’s
name on the “Name” line. Enter the LLC’s name on the
“Business name” line. Check the appropriate box for your
filing status (sole proprietor, corporation, etc.), then check
the box for “Other” and enter “LLC” in the space provided.

Other entities. Enter your business name as shown on
required federal tax documents on the “Name” line. This
name should match the name shown on the charter or other
legal document creating the entity. You may enter any
business, trade, or DBA name on the “Business name” line.

Note. You are requested to check the appropriate box for
your status (individual/sole proprietor, corporation, etc.).

Exempt From Backup Withholding

If you are exempt, enter your name as described above and
check the appropriate box for your status, then check the
“Exempt from backup withholding” box in the line following
the business name, sign and date the form.
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Generally, individuals (including sole proprietors) are not
exempt from backup withholding. Corporations are exempt
from backup withholding for certain payments, such as
interest and dividends.

Note. If you are exempt from backup withholding, you
should still complete this form to avoid possible erroneous
backup withholding.

Exempt payees. Backup withholding is not required on any
payments made to the following payees:

1. An organization exempt from tax under section 501(a),
any IRA, or a custodial account under section 403(b)(7) if the
account satisfies the requirements of section 401(f)(2),

2. The United States or any of its agencies or
instrumentalities,

3. A state, the District of Columbia, a possession of the
United States, or any of their political subdivisions or
instrumentalities,

4. A foreign government or any of its political subdivisions,
agencies, or instrumentalities, or

5. An international organization or any of its agencies or
instrumentalities.

Other payees that may be exempt from backup
withholding include:

6. A corporation,

7. A foreign central bank of issue,

8. A dealer in securities or commodities required to register
in the United States, the District of Columbia, or a
possession of the United States,

9. A futures commission merchant registered with the
Commodity Futures Trading Commission,

10. A real estate investment trust,

11. An entity registered at all times during the tax year
under the Investment Company Act of 1940,

12. A common trust fund operated by a bank under
section 584(a),

13. A financial institution,

14. A middleman known in the investment community as a
nominee or custodian, or

15. A trust exempt from tax under section 664 or
described in section 4947.

The chart below shows types of payments that may be
exempt from backup withholding. The chart applies to the
exempt recipients listed above, 1 through 15.

IF the payment is for . .. THEN the payment is exempt

for...

All exempt recipients except
for 9

Interest and dividend payments

Broker transactions Exempt recipients 1 through 13.
Also, a person registered under
the Investment Advisers Act of
1940 who regularly acts as a

broker

Barter exchange transactions
and patronage dividends

Exempt recipients 1 through 5

Payments over $600 required
to be reported and direct
sales over $5,000 ’

Generally, exempt recipients
1 through 7

'See Form 1099-MISC, Miscellaneous Income, and its instructions.

2However, the following payments made to a corporation (including gross
proceeds paid to an attorney under section 6045(f), even if the attorney is a
corporation) and reportable on Form 1099-MISC are not exempt from
backup withholding: medical and health care payments, attorneys’ fees; and
payments for services paid by a federal executive agency.

Part I. Taxpayer Identification
Number (TIN)

Enter your TIN in the appropriate box. If you are a resident
alien and you do not have and are not eligible to get an SSN,
your TIN is your IRS individual taxpayer identification number
(ITIN). Enter it in the social security number box. If you do
not have an ITIN, see How to get a TIN below.

If you are a sole proprietor and you have an EIN, you may
enter either your SSN or EIN. However, the IRS prefers that
you use your SSN.

If you are a single-owner LLC that is disregarded as an
entity separate from its owner (see Limited liability company
(LLC) on page 2), enter your SSN (or EIN, if you have one). If
the LLC is a corporation, partnership, etc., enter the entity’s
EIN.

Note. See the chart on page 4 for further clarification of
name and TIN combinations.

How to get a TIN. If you do not have a TIN, apply for one
immediately. To apply for an SSN, get Form SS-5,
Application for a Social Security Card, from your local Social
Security Administration office or get this form online at
www.socialsecurity.gov. You may also get this form by
calling 1-800-772-1213. Use Form W-7, Application for IRS
Individual Taxpayer Identification Number, to apply for an
ITIN, or Form SS-4, Application for Employer Identification
Number, to apply for an EIN. You can apply for an EIN online
by accessing the IRS website at www.irs.gov/businesses and
clicking on Employer ID Numbers under Related Topics. You
can get Forms W-7 and SS-4 from the IRS by visiting
www.irs.gov or by calling 1-800-TAX-FORM
(1-800-829-3676).

If you are asked to complete Form W-9 but do not have a
TIN, write “Applied For” in the space for the TIN, sign and
date the form, and give it to the requester. For interest and
dividend payments, and certain payments made with respect
to readily tradable instruments, generally you will have 60
days to get a TIN and give it to the requester before you are
subject to backup withholding on payments. The 60-day rule
does not apply to other types of payments. You will be
subject to backup withholding on all such payments until you
provide your TIN to the requester.

Note. Writing “Applied For” means that you have already
applied for a TIN or that you intend to apply for one soon.

Caution: A disregarded domestic entity that has a foreign
owner must use the appropriate Form W-8.
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Part Il. Certification

To establish to the withholding agent that you are a U.S.
person, or resident alien, sign Form W-9. You may be
requested to sign by the withholding agent even if items 1, 4,
and 5 below indicate otherwise.

For a joint account, only the person whose TIN is shown in
Part | should sign (when required). Exempt recipients, see
Exempt From Backup Withholding on page 2.

Signature requirements. Complete the certification as
indicated in 1 through 5 below.

1. Interest, dividend, and barter exchange accounts
opened before 1984 and broker accounts considered
active during 1983. You must give your correct TIN, but you
do not have to sign the certification.

2. Interest, dividend, broker, and barter exchange
accounts opened after 1983 and broker accounts
considered inactive during 1983. You must sign the
certification or backup withholding will apply. If you are
subject to backup withholding and you are merely providing
your correct TIN to the requester, you must cross out item 2
in the certification before signing the form.

3. Real estate transactions. You must sign the
certification. You may cross out item 2 of the certification.

4. Other payments. You must give your correct TIN, but
you do not have to sign the certification unless you have
been notified that you have previously given an incorrect TIN.
“Other payments” include payments made in the course of
the requester’s trade or business for rents, royalties, goods
(other than bills for merchandise), medical and health care
services (including payments to corporations), payments to a
nonemployee for services, payments to certain fishing boat
crew members and fishermen, and gross proceeds paid to
attorneys (including payments to corporations).

5. Mortgage interest paid by you, acquisition or
abandonment of secured property, cancellation of debt,
qualified tuition program payments (under section 529),
IRA, Coverdell ESA, Archer MSA or HSA contributions or
distributions, and pension distributions. You must give
your correct TIN, but you do not have to sign the
certification.

What Name and Number To Give the

Requester

For this type of account:

Give name and SSN of:

1. Individual

2. Two or more individuals (joint
account)

3. Custodian account of a minor

(Uniform Gift to Minors Act)

4. a. The usual revocable
savings trust (grantor is
also trustee)

b. So-called trust account
that is not a legal or valid
trust under state law

5. Sole proprietorship or
single-owner LLC

The individual

The actual owner of the account
or, if combined funds, the first
individual on the account '

The minor 2

The grantor-trustee '

The actual owner '

The owner

For this type of account:

Give name and EIN of:

6. Sole proprietorship or
single-owner LLC

7. A valid trust, estate, or
pension trust

8. Corporate or LLC electing
corporate status on Form
8832

9. Association, club, religious,
charitable, educational, or
other tax-exempt organization

10. Partnership or multi-member
LLC

11. A broker or registered
nominee

12. Account with the Department
of Agriculture in the name of
a public entity (such as a
state or local government,
school district, or prison) that
receives agricultural program
payments

The owner
Legal entity *

The corporation

The organization

The partnership
The broker or nominee

The public entity

1Lis’( first and circle the name of the person whose number you furnish. If
only one person on a joint account has an SSN, that person’s number must

be furnished.

2Circle the minor’s name and furnish the minor’s SSN.

3
You must show your individual name and you may also enter your business
or “DBA” name on the second name line. You may use either your SSN or
EIN (if you have one). If you are a sole proprietor, IRS encourages you to

use your SSN.

* List first and circle the name of the legal trust, estate, or pension trust. (Do
not furnish the TIN of the personal representative or trustee unless the legal
entity itself is not designated in the account title.) Also see Special rules

regarding partnerships on page 1.

Note. If no name is circled when more than one name is
listed, the number will be considered to be that of the first

name listed.

Privacy Act Notice

Section 6109 of the Internal Revenue Code requires you to provide your correct TIN to persons who must file information returns
with the IRS to report interest, dividends, and certain other income paid to you, mortgage interest you paid, the acquisition or
abandonment of secured property, cancellation of debt, or contributions you made to an IRA, or Archer MSA or HSA. The IRS
uses the numbers for identification purposes and to help verify the accuracy of your tax return. The IRS may also provide this
information to the Department of Justice for civil and criminal litigation, and to cities, states, the District of Columbia, and U.S.
possessions to carry out their tax laws. We may also disclose this information to other countries under a tax treaty, to federal
and state agencies to enforce federal nontax criminal laws, or to federal law enforcement and intelligence agencies to combat

terrorism.

You must provide your TIN whether or not you are required to file a tax return. Payers must generally withhold 28% of taxable
interest, dividend, and certain other payments to a payee who does not give a TIN to a payer. Certain penalties may also apply.
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BIDDER/CONTRACTOR/BOND PRINCIPAL IDENTIFICATIONS:







LEGAL NAME:										



(Print/type legal name of entity submitting bid, signing contract, identified as “principal” in bond.)







DOING BUSINESS AS ( “d/b/a”)  								



(Print or type tradename or the name by which the above entity is commonly known or does business as a public works contractor or otherwise, if that name is different from the entity’s legal name)







THE ABOVE ENTITY IS A:   (Check (�symbol 52 \f "Monotype Sorts" \s 9�4�) the appropriate box and otherwise complete the following)







�symbol 255 \f "Symbol" \s 20�ÿ�	Sole proprietorship owned by 							



(If the owner (s) is/are married, specify the names of both spouses unless a separate property agreement provides for sole ownership.)







�symbol 255 \f "Symbol" \s 20�ÿ�	Partnership organized under the laws of the State of  _________________ in which the general partner(s) are 																		



	(If one or more of the general partners is a corporation, complete the following for each partner)







�symbol 255 \f "Symbol" \s 20�ÿ�	For-profit corporation organized under _________ State Law







�symbol 255 \f "Symbol" \s 20�ÿ�	Not-for-profit corporation organized under _______ State Law







�symbol 255 \f "Symbol" \s 20�ÿ�	Joint venture composed of 																			



(If the joint venture includes a corporation or partnership, provide the information requested above, as appropriate, for each of the joint venture participants.)







�symbol 255 \f "Symbol" \s 20�ÿ�	Limited Liability Company that is organized under the laws of the State of 	 and which the member(s) are 																			 and the manager(s) are 																		           .



(If any of the members is a corporation or partnership, complete the portion above for “corporation” or “partnership” for each such member, using additional pages if necessary)











THE ABOVE ENTITY OPERATES UNDER:  (Fill in all that are applicable.   If appropriate, insert “applied for”)







	Wash. State Business License # 							



	Wash. State Contractor Registration # 						



	City of Seattle Business License # 							



					 # 							







�







�







�







�
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THE CITY OF SEATTLE


PURCHASING SERVICES SECTION


INSTRUCTIONS TO BIDDERS/VENDORS/CONTRACTORS/SURETIES REGARDING


CONTRACT, PROPOSAL, & BID BONDS
& BONDS IN LIEU OF A RETAINED PERCENTAGE


NOTE TO BIDDERS/VENDORS/CONTRACTORS/PROPOSERS/SURETIES: These instructions are applicable to all bonds, including performance, labor and materials, payment, maintenance, personal surety, bonds in lieu of retained percentages of compensation payable to a contractor/vendor, etc.   


1. TYPE OF FORM THAT’S ACCEPTABLE:   The bond must be on the City’s form.   No substitutions will be acceptable.  


2. MANNER IN WHICH BLANK SPACES ARE FILLED IN:   All blank spaces to be filled in must be completed using a typewriter or by handwriting.   Photocopied insertions will not be accepted, nor will any bond form on which there is any evidence of correction fluid or tape (“white-out”).


3. IDENTIFICATION OF PRINCIPAL:   The bond must identify as the bond’s “Principal” whatever person or entity is legally obligated to provide the bond.  The Principal should be identified by its/his/her legal name.   If the proposer/bidder/vendor/contractor does business under an assumed name (a “d/b/a”) that has been registered with the State of Washington Dept. of Licenses or an equivalent governmental agency, that name may be separately stated in the separate blank space provided for further identification purposes.


4. IDENTIFICATION OF SURETY:   The bond must state the Surety’s legal name, the state in which the Surety was legally organized, and that the Surety is legally doing business in the State of Washington. Only sureties that are included in the U. S. Department of the Treasury’s Listing of Approved Sureties (Circular 570), and are included on the Washington State Insurance Commissioner’s Authorized Insurance Company List, and have a rating listed in the A. M. Best's Key Rating Guide of "A-: VII" or better are acceptable to the City.


5. AMOUNT OF BOND:   The dollar amount (the “penal sum”) of the bond must be stated as follows:


a.
For a contract bond for an awarded contract, the amount of the contract award including sales tax or use tax, whichever is applicable.


b.
For a bid bond, five percent (5%) of the amount bid.


c.
For a bond in lieu of a retained percentage of compensation payable under the contract (a “retainage bond” or “bond in lieu”), five percent (5%) of the amount of contract, as awarded, including sales or use tax, whichever is applicable.  


(Note that for contact bonds and retainage bonds, the amount of the bond is subject to change.)     


For each type of bond, the amount should be spelled out and written in numbers.  The spelled out dollar amount must be the same as the numerical dollar amount.


6. CONTRACT/PURCHASE ORDER NUMBER:   The Purchase Order/Vendor Contract number must appear on the Bond.  (This requirement does not apply to bid bonds and proposal bonds.)


7. PERSONS AUTHORIZED TO SIGN BOND FOR PRINCIPAL:   A person authorized to legally obligate the proposer/bidder/vendor/contractor as the Principal must sign the bond.


a.
For a corporation identified in the bond as the Principal, the signature of one of the following will be acceptable:


(1) 
the corporation’s president;


(2) 
a corporate vice president;


(3)
a person to whom signature authority has been delegated by the president or a vice president through a Power of Attorney (a copy of the Power of Attorney* must be attached); or 


(4)
a person authorized by a provision in the Corporate Articles of Incorporation, a By-Law, or Resolution of the Board of Directors (a copy of the pertinent Corporate Article of Incorporation, By-Law or Resolution* must be attached); or


(5)
a person to whom signature authority has been delegated by the corporation’s president or a corporate vice president through a specific delegation letter (a copy of which must be attached*).


b.
For a partnership identified in the Bond as the Principal, the signature of one of the following will be acceptable:


(1)
the managing general partner, or


(2)
any general (not a limited) partner, or


(3)
a person to whom signature authority has been delegated by a general partner through a Power of Attorney or specific delegation letter (a copy of which Power of Attorney or letter* must be attached).


c.
For a sole proprietorship identified in the Bond as the Principal, the Bond must be signed as follows:


(1)
If the proprietor (owner) is married but owns the business as his/her separate property, or if not married, by the signature of just that one person; or


(2)
If the proprietor (owner) is married and does not own the business as his/her separate property, by the signature of both the husband and wife; or



(3)
a person to whom signature authority has been delegated by the proprietor through a Power of Attorney or specific delegation letter (a copy of which Power of Attorney or letter* must be attached).


d.
For a Limited Liability Company (“LLC”) identified in the Bond as the Principal, the signature of the following will be acceptable. 


(1)
The LLC’s “Manager,” if the LLC has been established under Washington State Law and a Manager has been designated for such entity in the Certificate of Formation filed with the Secretary of State pursuant to RCW 25.15.070 (but if more than one Manager has been designated, then additional documentation must be submitted explaining how many managers must act to bind the LLC, and that number of signatures must be on the bond); or


(2)
If the LLC has been established under Washington State Law and no person has been designated as the “Manager” for such entity in the Certificate of Formation filed with the Secretary of State pursuant to RCW 25.15.070, then any person identified in such Certificate of Formation as a “Member” of the LLC; or


(3)
If the LLC is established under the laws of any state besides Washington, the legal representative of the LLC that is authorized by that state’s laws to execute binding commitments on behalf of the LLC (but documentation of the authority of the person signing the bond for the LLC will have to be provided to the City to establish that the signer is legally authorized to bind the LLC) ; or 


(4)
A person authorized by Power of Attorney from the LLC’s Manager or a member (a copy of the Power of Attorney* must be attached)


7. PERSON AUTHORIZED TO SIGN BOND FOR SURETY:   The bond must be signed by an authorized agent of the surety company.   A currently dated Power of Attorney* for the agent must be attached to the bond.


8. SIGNER’S NAMES AND TITLES MUST BE PRINTED OR TYPED BESIDE SIGNATURES:   The name and title of the person signing for the Principal and Surety must be legibly printed or typed adjacent to the signature of each such person.


*
SPECIAL INSTRUCTIONS REGARDING SUPPLEMENTARY DOCUMENTATION REQUIRED FOR BONDS:


Any supplementary material that these instructions indicate must be submitted with a bond, including but not limited to (a) a copy of a Power of Attorney; (b) excerpt from corporate Articles of Incorporation, By Laws or Resolution; (c) letter delegating signature authority; or (d) LLC Certificate of Formation or equivalent document, must be attached to a certificate that states that such material is a true and correct copy of the document that it purports to be, that the facts stated in such material have not been changed in any material respect, and that the authority as stated in such documentation is currently in full force and effect.  Such certificate must have been signed contemporaneously with the Bond by a person with the same authority to bind the principal as the person signing the bond for the principal or by a person who has authority to make representations of fact regarding the authority of representatives of the Principal (such as the Secretary of a corporation).


Ref:  j:contract\forms\bonds\instructions5.doc                                      Page 1  of 4                                                  9/28/01
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Purchasing and Contracting Services Division

(@l City of Seattle, Department of Executive Administration

Revised 6/5/08
Bond No.

PAYMENT AND PERFORMANCE BOND
THE CITY OF SEATTLE

We, (“Principal”), and
[Insert full legal name of Vendor / Contractor]

a corporation

[Insert legal name of Surety and its state of incorporation]

authorized to transact surety business in the State of Washington, (“Surety”), are held and firmly bound unto The City of
Seattle (“City”), as Obligee, in an amount equal to the total compensation and expense reimbursement payable to Principal

for satisfactory completion of Principal’'s work under Contract No. between Principal and City,
which total is initially Dollars
(% ), lawful money of the United States of America, for the payment of which sum Principal and Surety bind

themselves, their heirs, legal representatives, successors and assigns, jointly and severally, firmly by these presents. Said
contract (hereinafter referred to as "the Contract”) is for

and is
made a part hereof by this reference. The Contract includes the original agreement as well as all documents attached
thereto or made a part thereof and all addenda, amendments, change orders, and any other document modifying, adding to
or deleting from said Contract any portion thereof.

This Bond is executed in accordance with the laws of the State of Washington and is subject to all provisions thereof and the
Charter and ordinances of City insofar as they are not in conflict therewith, and is entered into for the use and benefit of City,
and all laborers, mechanics, subcontractors, and materialmen, and all persons who supply such person or persons, or
subcontractors, with provisions or supplies for the carrying on of the work covered by the Contract.

THE CONDITION OF THIS OBLIGATION is such that if Principal faithfully performs all the provisions of the Contract and
pays all laborers, mechanics, and subcontractors and materialmen, and all persons who supply such person or persons, or
subcontractors, with provisions and supplies for the carrying on of such work; and pays all other just debts incurred in the
performance of such work (provided, however, that the conditions of this obligation shall not apply to any money loaned or
advanced to any such contractor or subcontractor or other person in the performance of such work); and to the extent
permitted by law indemnifies, defends, and holds City harmless from all cost and damage by reason of Principal’s default,
then this obligation shall be null and void; otherwise it shall remain in full force and effect.

THE PARTIES FURTHER ACKNOWLEDGE AND AGREE AS FOLLOWS:

(1) Surety hereby consents to, and waives notice of, any alteration, change order, or other modification of the Contract and
any extension of time made by City, except that any single or cumulative change order amounting to more than twenty-five
percent (25%) of the penal sum of this bond shall require Surety's written consent.

(2) Surety recognizes that the Contract includes provisions for additions, deletions, and modifications to the work or
Contract Time and the amounts payable to Principal (i.e., Vendor/Contractor). No such change or any combination thereof
shall void or impair Surety's obligation hereunder.

(3) Whenever City has declared Principal (i.e., Vendor/Contractor) to be in default and City has given Surety written notice
of such declaration, Surety shall promptly (in no event more than thirty [30] days following receipt of such notice) specify, in
written notice to City, which of the following actions Surety intends to take to remedy such default, and thereafter shall:

(&) Remedy the default within fifteen (15) days after its notice to City; or

(b) Assume within fifteen (15) days following its notice to City, full responsibility for the completion of the Contract in
accordance with all of its provisions, and become entitled to payment of the balance of the Contract sum as provided in the
Contract; or

(c) Pay City upon completion of the Contract, in cash, the cost of completion together with all other reasonable costs
and expenses incurred by City as a result of Principal’s (i.e.,Vendor/Contractor's) default, including but not limited to those
incurred by City to mitigate its losses, which may include but are not limited to attorneys' fees and the cost of efforts to
complete the work prior to Surety's exercising any option available to it under this Bond; or

(d) Obtain a bid or bids for completing the Contract in accordance with its terms and conditions, and upon a
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determination by City and Surety jointly of the lowest responsible bidder, arrange for one or more agreements_between such
bidder and City, and make available as work progresses (even though there is a default or a succession of defaults under
such agreement(s) for completion arranged for under this paragraph) sufficient funds to pay the cost of completion of the
Contract less the balance of the Contract price, but not exceeding, including other costs and damages for which Surety may
be liable hereunder, the penal sum of this Bond. The term "balance

of the Contract price," as used in this paragraph, shall mean the total amount payable by City to Principal (i.e.,
Vendor/Contractor) under the Contract, less the amount properly paid by City to Principal (i.e., Vendor/Contractor).

In addition to (a) through (d) above, Surety shall pay City all other reasonable costs and expenses incurred by City as a
result of Principal’s (i.e. Vendor/Contractor’s) default, and prior to Surety’s exercising any option available to Surety under
this bond.

(4) The venue for any action arising out of or in connection with this bond shall be in King County, Washington.

(5) No right or action shall accrue on this Bond to or for the use of any person or corporation other than The City of Seattle
and, to the extent required under RCW Chapter 39, all laborers, mechanics, subcontractors, and materialmen, and all persons
who supply such person or persons, or subcontractors, with provisions or supplies for the carrying on of the work covered by
the Contract.

(6) Nothing of whatever kind or nature whatsoever that will not discharge the Principal shall operate as a discharge or a
release of liability of the Surety, any law, rule of equity, or usage relating to the liability of sureties to the contrary
notwithstanding.

(7) No rider, amendment, or other document modifies this Bond unless made in writing and accepted by Principal, Surety
and the City.

(8) Surety shall give to Principal and to City not less than sixty (60) days’ prior written notice by certified mail, return receipt
requested, of the effective date of the expiration or cancellation of this bond. Notice to City shall be mailed to: DEA, P. O.
Box 94687, Seattle, WA 98124-4687or delivered to DEA at 700 5th Av., Ste. 4112, Seattle, WA 98104-5042.

(9) Principal must provide City with a replacement bond, acceptable to City, not less than thirty (30) days before the
effective date of this bond’s expiration or cancellation as specified in the Surety’s notice provided pursuant to Condition (8)
above.

(20) If Principal fails to provide the replacement bond not less than thirty (30) days before the effective date of this bond’s
expiration or cancellation as specified in the Surety’s notice provided pursuant to Condition (8) above, such failure shall
constitute a default under this bond, for which City may make a claim, and Surety shall be obligated to make immediate
payment under this bond of all sums.

SURETY’S QUALIFICATIONS: Every Surety named on this bond must either appear on the United States
Treasury Department's most current list (Circular 570 as amended or superseded) or have a current rating of at
least A-:VIl in A. M. Best's Key Rating Guide. Additionally, every Surety named on this bond must be authorized by
the Washington State Insurance Commissioner to transact business as a surety in the State of Washington.

INSTRUCTIONS FOR SIGNATURES: This bond must be signed by the president or a vice-president of a
corporation; the managing general partner of a partnership; managing joint venturer of a joint venture; manager of a
limited liability company (“LLC") or, if no manager has been designated, a member of such entity; a general partner of
a limited liability partnership (“LLP”); or the owner(s) of a sole proprietorship. If the bond is signed by any other
representative, the Principal must attach written proof of that signer’s authority to bind the Principal, identifying and
quoting the provision in the corporate articles of incorporation, bylaws, Board resolution, partnership agreement,
certificate of formation, power of attorney, or other document authorizing delegation of signature authority to such
signer, and confirmation acceptable to the Seattle City Attorney’s Office that such delegation was in effect on the date
the bond was signed.

A NOTARY PUBLIC MUST ACKNOWLEDGE EACH SIGNATURE ON THIS BOND.
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Bond No.

FOR THE SURETY: FOR THE PRINCIPAL:
By By:

(Signature of Attorney-in-Fact) (Signature of authorized signer for Principal)

(Type or print name of Attorney-in-Fact) (Type or print NAME of signer for Principal)

(Type or print telephone number for Attorney-in-Fact) (Type or print TITLE of signer for Principal)
STATE OF )

) ss: ACKNOWLEDGMENT FOR PRINCIPAL

COUNTY OF )
| certify that | know or have satisfactory evidence that is the person who appeared before me, said

person acknowledged that he/she signed this bond, and on oath stated that he/she was authorized to execute the bond on
behalf of the Principal as the Principal’s free and voluntary act for the uses and purposes mentioned therein.

WITNESS my hand and official seal hereto affixed this day of ,
(Signature of Notary Public) (Print or type name of Notary Public)
Notary Public in and for the state of residing at
My commission expires . SEAL=>
STATE OF )
)ss:  ACKNOWLEDGMENT FOR SURETY
COUNTY OF )
| certify that | know or have satisfactory evidence that is the person who appeared before me as the

Attorney-in-Fact for the Surety that executed the foregoing bond, acknowledged said bond to be the free and voluntary act and
deed of the Surety for the uses and purposes therein mentioned, and on oath stated that he/she is authorized to execute said
bond on behalf of the Surety, and that the seal affixed on said bond or the annexed Power of Attorney is the corporate seal of
said Surety.

WITNESS my hand and official seal hereto affixed this day of ,
(Signature of Notary Public) (Print or type name of Notary Public)

Notary Public in and for the state of residing at

My commission expires . SEAL=>
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URGENT 


VENDOR:    FAX THIS PACKAGE TO YOUR INSURANCE BROKER


BROKER:    The City of Seattle intends to award a contract to your client.  The City requires these documents within 5 business days.  These forms are mandatory and failure to provide the forms to the City can result in cancellation of the contract award to your client.

· A Certificate of Insurance that meets all the insurance requirements listed on the attached 2-page Form; and 


· An Additional Insured Endorsement (CGL 2010 or equivalent), which names the City of Seattle as Additional Insured or blanket additional insured policy wording.

You may FAX or mail these to the address below:  


		Deliver to:


FAX:  206-460-1279


City of Seattle – Risk Management Division, Attn:  Bill Vaughn



		P.O. Box 94669

Seattle, WA  98124-4669


 



		



		



		



		





NOTE:  RESPONSES THAT DO NOT ATTACH THE ADDITIONAL INSURED ENDORSEMENT OR 

BLANKET ADDITIONAL INSURED WORDING WILL BE REJECTED AND NOT APPROVED!

Insurance Requirements and Transmittal Sheet
    Attachment No. 


City of Seattle
Purchasing Services
Ref: 

[image: image2.png]





INSURANCE AGENT/BROKER: 



 

*Name:      


Title:      

*Organization        

*Email:      

*Telephone:      

*Fax:        

Mandatory:  attach a Certificate of Insurance with Additional Insured Endorsement or blanket additional insured policy wording; and  send to each of the following:


		Deliver to:


FAX:  206- 460-1279


City of Seattle – Risk Management Division, Attn:  Bill Vaughn



		P.O. Box 94669

Seattle, WA  98124-4669

 



		



		



		



		





1.   In the “Certificate Holder” field of the Certificate of Insurance, write “Attention:     .”


2.    Upon award of the contract, Vendor shall, at its sole expense and for the entire term of the contract, provide insurance to the City of Seattle (“City”) as specified below in    days or the City may withdraw its intent to award:

( Commercial General Liability (CGL) including: ( Premises/Operations ( Products/Completed Operations  FORMCHECKBOX 
 Products-Completed Operations Additional Insured ( Personal/Advertising Injury ( Contractual ( Independent Contractors ( Fire/Tenant Legal ( Stop Gap/Employers Liability   FORMCHECKBOX 
 XCU and Subsidence Perils.  Minimum limits of liability:  $ 1,000,000 each Occurrence Combined Single Limit Bodily Injury and Property Damage except:  

		$ 1,000,000

		Each Offense Personal/Advertising Injury



		$     

		Each Occurrence Fire Damage/Tenant Liability ($100,000 if not otherwise stated)



		$  ,000,000

		Products/Completed Operations Aggregate



		$  ,000,000

		General Aggregate



		$1,000,000

		Each Accident/ Disease—Policy Limit/ Disease—Each Employee Stop Gap/Employer’s Liability 





( Automobile Liability insurance, including coverage as required for owned, non-owned, leased, or hired vehicles: Minimum limit of liability  FORMCHECKBOX 
 $500,000  FORMCHECKBOX 
$1,000,000 each occurrence combined single limit bodily Injury and property damage. (If neither box checked, minimum limit of liability of $500,000 applies.)   

 FORMCHECKBOX 
 Garage Liability insurance, including coverage for garage operations arising from premises/operations, product/completed operations, contracts, owned vehicles, non-owned vehicles and damage to vehicles owned by others (bailment): Minimum limit of liability of $1,000,000 each occurrence combined single limit bodily injury and property damage.  (Note: Garage Liability may substitute for both CGL and Automobile Liability insurance.)

 FORMCHECKBOX 
 Increased CGL and Business Automobile Liability or Garage Liability insurance limits of liability of 

$     .  This minimum total limit of liability requirement may be satisfied with increased primary insurance limits 

or primary limits in combination with primary and Excess/Umbrella Legal liability insurance limits.

 FORMCHECKBOX 
 Pollution Liability insurance: Minimum limit of liability of  FORMCHECKBOX 
 $1,000,000   FORMCHECKBOX 
 $       each claim.


 FORMCHECKBOX 
 In-Transit Pollution Liability under Automobile or Garage Liability insurance with  FORMCHECKBOX 
 CA 99 28  FORMCHECKBOX 
 MCS-90


 FORMCHECKBOX 
 Marine Workers Compensation   FORMCHECKBOX 
 Protection & Indemnity (P&I)  FORMCHECKBOX 
 U.S. L. & H.


 FORMCHECKBOX 
 Dealer’s Physical Damage insurance to cover City vehicles in vendor’s custody, including while in transit: minimum limit of liability of $       each occurrence. The City of Seattle shall be an additional insured and loss payee.

 FORMCHECKBOX 
 Property insurance to cover City property in vendor’s care, custody or control for  FORMCHECKBOX 
  All Risks Coverage  FORMCHECKBOX 
  Fire and Extended Coverage Perils  FORMCHECKBOX 
  Earthquake/Flood. Minimum limit of liability shall be $      subject to a 

maximum deductible of $     .  The City of Seattle shall be an additional insured and loss payee. 

 FORMCHECKBOX 
 Other:      $      


2. City of Seattle as Additional Insured: The CGL and Business Automobile liability insurance shall include the City of Seattle as an additional insured for primary and non-contributory limits.


3. No Limitation of Liability: Insurance coverage and limits of liability as specified herein are minimum coverage and limit of liability requirements only.  They shall not be construed to limit the liability of Vendor or any insurer for any claim that is required to be covered hereunder.  Moreover, the City shall be an additional insured, where additional insured status is required, for the full available limits of liability maintained by vendor, whether those limits are primary, excess, contingent or otherwise.  Vendor expressly understands and agrees that this provision shall override any limitation of liability or similar provision in any agreement or statement of work between the City and Vendor.

4. Claims Made Form:  If any policy is written on a claims made form, the retroactive date shall be prior to or coincident with the effective date of this contract.  Claims made coverage shall be maintained by the Vendor for a minimum of three (3) years following the expiration or earlier termination of this contract, and the Vendor shall provide the City with evidence of insurance for each annual renewal.  If renewal of the claims made form of coverage becomes unavailable or economically prohibitive, the Vendor shall purchase an extended reporting period (“tail”) or execute another form of guarantee acceptable to the City to assure financial responsibility for liability assumed under the contract.

5. Requirement for Workers Compensation Insurance.  The State of Washington is a monopolistic state where organizations are required to purchase workers' compensation insurance from the state unless they are an authorized self-insurer (see http://www.lni.wa.gov/ClaimsInsurance/RatePremium/AboutWorkersComp/default.asp ). The Vendor shall insure its liability for industrial injury to its employees in accordance with the provisions of RCW 51. The Vendor shall also be responsible for Workers’ Compensation Insurance for any sub-vendor or subcontractor that provides services under the contract.  If the Contract requires working on or around a navigable waterway, if legally required to do so in order to be in compliance with Federal Statutes, the Vendor shall secure United States Longshore and Harbor Workers (USL&H) coverage and/or coverage for Jones Act.

6. Deductibles and Self-Insured Retentions:  Any self-insurance program or any deductible in excess of $       ($10,000 if blank) must be disclosed and is subject to approval by the City’s Risk Management Division.  Should the Vendor be self-insured, Vendor shall state in writing that it will protect and defend the City as an additional insured within its self-insured layer and advise to whom a tender of a claim should be directed.   

7. Notice of Cancellation:   Under RCW 48.18.290 (1) (a) and (b) (“Cancellation by insurer”) applicable to insurers licensed to do business in the State of Washington, the City, as a certificate holder for the insurance requirements specified herein and an additional insured, has an interest in any loss which may occur; written notice of cancellation must therefore be actually delivered or mailed to the City not less than 45 days prior to cancellation (10 days as respects non-payment of premium).  As respects surplus lines placements, written notice of cancellation shall be delivered not less than 30 days prior to cancellation (10 days as respects non-payment of premium).

8. Qualification of Insurers:  Insurers shall maintain A.M. Best’s ratings of A- VII unless procured as a surplus lines placement under RCW chapter 48.15, or as may otherwise be approved by the City.


9. Changes in Insurance Requirements: The City shall have the right to periodically review the adequacy of coverages and/or limits of liability in view of inflation and/or a change in loss exposures and shall have the right to require an increase in such coverages and/or limits upon ninety (90) days prior written notice to the Vendor.  Should Vendor, despite its best efforts, be unable to maintain any required insurance coverage or limit of liability due to deteriorating insurance market conditions, it may upon thirty (30) days prior written notice request a waiver of any insurance requirement, which request shall not be unreasonably denied.

10. Evidence of Insurance:  

(   A Certificate of liability insurance evidencing coverages, limits of liability and other terms and conditions as specified herein;


(   An attached additional insured endorsement or blanket additional insured wording to the CGL or Garage Liability insurance policy.

At any time upon the City’s request, Vendor shall also cause to be furnished a copy of declarations pages and schedules of forms and endorsements to all policies or a full and certified copy of policies.
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APPLICATION FOR BUSINESS LICENSE Annual Fee $90.00

The license is for the calendar year, January through December. For a business that opens July 1 or thereafter, the half-year fee is $45.00*
The half-year fee does NOT apply to any years prior to 1998. The Seattle business license expires December 31.
*If worldwide annual gross income and/or value of products is estimated as $20,000 or less, the license fee
is $45.00 ($22.50 for half-year fee).

PLEASE PRINT OR TYPE - COMPLETE BOTH SIDES OF THE APPLICATION

Your business will be assigned a City of Seattle CUSTOMER NUMBER. Refer to the Customer Number in any future correspondence relating to your license.
Let us know if you previously had a Seattle business license. The account will be deemed a reinstatement ONLY if it has been closed for at least 12 months.

Please provide the information in the first section if it is available. The ID numbers are not required to obtain a City of Seattle business license.

State of Washington UBI # FEIN

State of Washington Contractor # City of Seattle Vendor ID # (if applicable)

Internet Address (if applicable) S.1.C. Code o (office use only)
Have you previously had a Seattle Business License? [J YES [J NO NAICS.Code (office use only)

PLEASE COMPLETE ALL SECTIONS BELOW and the REVERSE SIDE OF THIS FORM PROVIDING the BUSINESS INFORMATION

TYPE OF BUSINESS (Check ONE) [ Sole Proprigtor [] Corporation [ Partnership LILLC [ Other

Is the business a non-profit organization? [] Yes [INo (Non-profit organizations are required to be licensed and file tax returns as all other businesses.)

LEGAL NAME OF BUSINESS ENTITY

(If a sole proprietorship, please list your legal name, last name first, and include any middle initial.)

TRADE NAME or dba (doing business as)

WHAT IS THE STARTING DATE OF BUSINESS IN SEATTLE? Month Day Year

If the business was operating in Seattle before the current year, prior years' license fees, taxes, penalties and interest may be due.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance.
The location of your business should be indicated below. You must list a physical address (a post office box or mail drop is not considered a physical address).

PHYSICAL BUSINESS LOCATION:

ADDRESS CITY STATE ZIP
IS THIS LOCATION BEING ADDED AS A BRANCH ONLY TO AN EXISTING LICENSE? LJYES L[INO

Mailing address for LICENSE & RENEWAL

[ ] SAME AS ABOVE ADDRESS CITY STATE ZIP

Mailing address for TAX FORMS

[] SAME AS ABOVE ADDRESS CITYy STATE ZIP
BUSINESS PHONE: - CELLULAR PHONE - FAX -
LIST OTHER BUSINESS LOCATIONS IN SEATTLE - Each BRANCH LICENSE FEE is $10.00 per year (attach a separate sheet, if needed).
TRADE NAME ADDRESS SEATTLE ZIP CODE TELEPHONE "Separate" tax reporting status?
[JYes [ No
[JYes [ No

PLEASE COMPLETE THE BACK SIDE OF THE APPLICATION - ALL INFORMATION AND A SIGNATURE IS REQUIRED TO PROCESS
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NATURE OF BUSINESS: Check all that apply and provide detail below. THIS INFORMATION should be as detailed as possible.
[ Manufacturing-Extracting L Printing & Publishing L] Tour Operator L] Wholesale L] Retail [ Service L] Transportation LI Other

L] Utility Services (telephone services, pager services, cable television franchise) [ Charging Admission for Events/Shows ] Gambling Activity
DOES YOUR BUSINESS OWN OR OPERATE PRICE SCANNING EQUIPMENT? LIYES [INO
DESCRIBE IN DETAIL THE PRINCIPAL PRODUCT(s) OR SERVICE(s) RENDERED:

NOTE: Additional licenses or endorsements may be required depending on the business activity - please see instruction sheet under regulatory licenses.

NAME(S) OF SOLE PROPRIETOR, PARTNERS, CORPORATE OFFICERS, AND RESIDENT AGENTS: List true name(s), residence address,
telephone number and date of birth of the sole proprietor or all partners or corporate officers/directors and their titles (attach a separate sheet, if needed).

NAME AND TITLE RESIDENCE ADDRESS CITY, STATE, ZIP TELEPHONE  DATE OF BIRTH

TAX REPORTING STATUS - Seattle BUSINESS LICENSE TAX FORMS must be filed by every business, EVEN IF NO TAX IS DUE.
Based on the taxable revenue for your business as described below, please check one of the following reporting frequencies:

[0 QUARTERLY - Estimated taxable revenue will exceed $50,000 per year for entire entity - main location and branches (tax is due every quarter).
[J ANNUAL - Estimated taxable revenue will be less than $50,000 per year for entire entity (no tax due if revenue is less than $50,000).
A Business granted ANNUAL reporting status by Revenue and Consumer Affairs must file a combined tax return if there is more than one location.

Tax forms are mailed to the last known address - failure to receive the form does not preclude the requirements to file timely.

L1 YES My annual worldwide gross income and/or value of products will be $20,000 or less.
Should my gross income and/or value of products be greater than $20,000, | understand
| will be responsible for additional license fees.

IF YOU PURCHASED THIS BUSINESS, DID YOU TAKE OVER L] THE ENTIRE BUSINESS [J ONLY A PORTION

FORMER OWNER'S NAME CURRENT ADDRESS CITY, STATE, ZIP TELEPHONE CUSTOMER NUMBER

A SIGNATURE IS REQUIRED IN ORDER TO PROCESS THE APPLICATION

As applicant, | , certify or declare under penalty of perjury under the laws of the State of Washington
that the foregoing is true and correct. All information given is subject to verification with State of Washington, Department of Revenue.

SIGNATURE DATE
PLEASE PRINT your NAME TITLE
FEES DUE - MAKE CHECK PAYABLE TO CITY OF SEATTLE FOR OFFICE IU_StFION'-; ,
niuals ate

Business License Fee if OPEN date is January 1 - June 30 $90.00

If $20,000 or less in worldwide annual gross income $ 45.00 Processed by
Business License Fee if OPEN date is July 1 or laterin year ~ $ 45.00

If $20,000 or less in worldwide annual gross income $22.50 Tax Forms Mailed
Additional Seattle Locations X $10.00 = $ Enforcement

TOTALDUE ..., $ License # Issued
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City of Seattle


City Contracts -

Non-discrimination in Benefits


Seattle Municipal Code 20.45


____________


Equal Benefits Compliance Issues: 


Contractors with Several Offices


How to determine:


--which offices* are covered by the law; and


--what scope of coverage is required in each office?


Basic rules:


1. Equal Benefits compliance will be required either throughout an entire office or not at all.

2. Compliance is never satisfied by offering equal benefits to a subset of employees working with a particular office.


For Example: if 5 out of a total 100 employees in a Denver office are working on a contract with the City of Seattle, all 100 employees in that office must be offered equal benefits.


*As used herein, the term “offices” includes traditional workplaces as well as manufacturing sites and any other facilities within which, or out of which, employees work.

_______________


For more information, please contact Seattle’s Contracting Services Division at (206) 684-0430 and visit the Equal Benefits homepage at: 


http://www.cityofseattle.net/ contract/equalbenefits/

Equal benefits must be offered to all employees in these locations

Location


1) All offices located within the City of Seattle; and


2) All offices located on property outside the City that is owned or rightfully occupied by the City and where the contractor’s presence on such property is connected to a contract with the City.


Scope of Coverage


All employees in these locations must be offered equal benefits, regardless of whether any of these employees are doing work specific to the contract with the City of Seattle.

Location


All offices where work on the contract with the City of Seattle is being performed.


For Example:


--Manufacturing goods in a factory located in Tampa, FL.


--Consulting on a technology issue from an office located in Boston, MA.


Scope of Coverage


All employees in these locations must be offered equal benefits, regardless of whether each individual is doing work specific to the contract with the City of Seattle.


For Example:

If one employee in the Boston office is performing work on the contract with the City of Seattle, the law requires that all employees in the Boston office be offered equal benefits.


Equal benefits need not be offered to any employees in these locations

Location


All offices located within the City of Seattle where no work related to the contract with the City of Seattle is being performed.

Scope of Coverage


The law does not require that any employees in these locations be offered equal benefits.

Location


All offices located outside the City of Seattle where the only work performed on-site and related to a contract with the City of Seattle is administrative in nature.  Administrative work in this context means internal office functions that are not part of the performance elements of the contract with the City of Seattle.


For Example:


Administering payroll for employees in other locations who are working pursuant to a contract with the City of Seattle is an internal office function that is not a substantive performance element of the contract with the City.

Scope of Coverage


The law does not require that any employees in these locations be offered equal benefits.
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INFORMATION and INSTRUCTIONS FOR BUSINESS LICENSE APPLICANTS

Business License Required - Based on chapter 5.55 (formerly 5.44) of the Seattle Municipal Code, it is unlawful to engage in business in Seattle
without first obtaining a city business license. The license is valid only for the legal owner listed on the license. If your place of business, business office,
work space, or work location will be located within the City of Seattle; i.e., between 145th in the North end and approximately Roxbury Street in the South
end, you will need a City of Seattle business license. If your place of business is not located within the city limits, but you or sales agents will be physically
coming into the City to conduct business or to call on clients, you will need a Seattle business license.

The cost for a Seattle business license is $90.00 for the calendar year (January - December) or if opening after June 30, the license fee is $45.00. Effective
January 1, 2005, if a business has $20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar
year and $22.50 for the half year fee. The business license expires on December 31 of the year purchased. The license must be renewed annually. Non-
payment of a renewal does not close the business license account. Written notice of closing or sale of the business, including the effective date is required to
close the account. Final tax returns will be sent.

Requirement to File Tax Returns - All businesses are required to file business license tax returns (commonly referred to as the B & 0 tax) with the
City of Seattle. Per Seattle Municipal Code 5.55.040 D. Businesses with less than $50,000 annual taxable revenue for the calendar year (January through
December) may file annual reports if the revenue declaration on the application and/or renewal form is accepted by the Director. The annual return must list
the actual revenue figures, but the business may declare no tax due on the appropriate line of the form. Taxable revenue is gross revenue less allowable
deductions as defined in SMC 5.45.100. Businesses with $50,000 or greater annual taxable revenue are subject to tax on the entire amount. Quarterly, or
Annual returns as authorized, must be filed regardless of whether or not tax is owed. The Director may assign certain accounts to Monthly reporting. Returns
not received on or before the due date will be subject to late charges pursuant to SMC 5.55.110.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance. Call the Department of
Planning and Development at (206) 684-8850 if you have questions.

INSTRUCTIONS FOR THE LICENSE APPLICATION - This information follows the same order as the application.

If you have obtained a State of Washington Unified Business Identifier Number (UBI), a Federal Employer Identification Number (FEIN), a Contractor
Number, a City of Seattle Vendor Identification Number, or currently have an Internet address, please enter these in the spaces provided. None of these
items are required on the application if they are not available or not applicable. The S.I.C. code (Standard Industrial Classification code) and/or the
N.A.L.C.S. code (North American Industry Classification System) will be entered by office personnel at the time of processing.

TYPE OF BUSINESS - Check the box for the correct "nature" of the legal entity as registered with the State of Washington.
If your business is registered as a non-profit organization, please check the appropriate box on the application.

LEGAL NAME - Based on the entity please provide the full legal name as noted below:
Sole Proprietor - list last name, then the first name and middle initial;
Corporation - list the corporate name as filed with the State of Washington (not the shareholder's names);
Partnership - list the partners' last names only;
LLC - (Limited Liability Company), list the name as filed with the State (not the owner's names).

TRADE NAME - Commonly referred to as the dba (doing business as) for a business when the business name is different than the legal name.

STARTING DATE - The date the legal owner commenced business activity in the City of Seattle. Note: tax forms for all periods (from the starting or
opening date of the business as listed on the application) are required to be filed, even if no tax due, or no revenue generated.

PHYSICAL BUSINESS LOCATION AND MAILING ADDRESSES - Tax forms, licenses and license renewal notices will be sent to the mailing
addresses listed on the application if different than the physical location address. All Seattle locations must list a street address even though a PO. Box or
mail drop is used for mailing purposes. Please provide a current phone number for the business and if applicable, a cell phone number and/or fax number.

OTHER BUSINESS LOCATIONS IN SEATTLE - List the street address of all other locations in the City of Seattle; a $10.00 license fee is required
for each additional location. The renewal fee is $10.00 per calendar year. If you would like the branch location(s) to be sent a separate tax reporting form for
each quarterly tax period, check the appropriate box. All businesses that are granted "Annual” tax reporting status must report as one combined entity when
there is more than one location due to the $50,000 taxable revenue threshold.

NATURE OF BUSINESS - Be very specific, just indicating "service" or "retail" alone is not acceptable. List the type of service you provide and/or the
products sold. If you do not include enough specific information in this section, the application may be delayed until more details are provided. If you indicate
utility services, charging of admission or conducting any gambling activity, you will be required to complete additional registration paper work and tax liability
for utility tax, admission tax and/or gambling tax will be assigned to your business license account.

OWNERS, PARTNERS, OFFICERS - List full/true legal name, residential address, telephone and date of birth for all owners, partners, and officers.





Page 2 - Instructions for completing the City of Seattle business license application.

TAX REPORTING STATUS - Licensees are required to file Quarterly tax returns if taxable revenue for the entire entity is expected to exceed $50,000.
Only those businesses that estimate annual taxable revenue of less than $50,000 and are granted Annual tax reporting by the Department may file annually.
Total taxable revenue is determined by the licensee (legal entity), not for each location. If a business or licensee exceeds the $50,000 threshold for an
annual period, the Department will change the reporting status to quarterly for the following year. The Director may assign some businesses to a Monthly
reporting frequency. Tax forms are due on the last day of the month following each reporting period and must be filed even if no tax is due. All tax forms filed
after the due date are subject to late fees.

IF YOU PURCHASED THIS BUSINESS - Indicate former owner's forwarding address and phone number if known. Indicate the former owner's
customer number with the City of Seattle. Successors may be liable for back taxes on the business. If this is a new legal entity for you, provide your original
customer number.

SIGNATURE REQUIRED - Please sign the application. Also print the name and title of the signer. Provide the date the application was signed.

FEES DUE - Depending on the date of opening iin Seattle, the fee will be $90.00 or $45.00 for one location. Effective January 1, 2005, if a business has
$20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar year and $22.50 for the half year.
Indicate how many branch locations are being licensed and multiply that number times $10.00. Enter the total amount due for additional locations (if any)
and then total due for the application. Make your check payable to the City of Seattle. Include any past license fees if open date is prior to the current year.

REGULATORY LICENSES OR ADDITIONAL ENDORSEMENTS - If you are just starting your business and are not certain what business
activities you will be conducting, you may apply for additional endorsements at a later date. It is the owner's responsibility to apply for and maintain all
required licenses. Failure to be properly licensed may result in substantial penalties. If you will be performing as an adult entertainer or managing an adult
entertainment premise you must appear in person at the Revenue and Consumer Affairs Office, Suite 4250, of the Seattle Municipal Tower Building at 700
5th Avenue, Seattle, for a photo identification and a criminal background check.

Note: If you need a for-hire drivers license, please contact King County Licensing at (206) 296-2710. Taxicab association offices and taxicab owners should
apply for licenses at the Consumer Affairs Unit: 805 S. Dearborn Street, Seattle, WA 98134. Phone: (206) 386-1298. A criminal background check is
required.

You should contact Revenue and Consumer Affairs regarding additional licensing requirements if you will be doing any of the following:

operating a Trade Show; operating a utility, telephone network, pager services, or cable television franchise;
owning/operating a taxicab or taxicab association; charging admission for any event;

installing and/or maintaining burglar alarm systems; operating any type of gambling activity;

operating an all ages dance; operating a public parking garage;

operating a horse-drawn carriage; operating a tattoo shop;

operating as a panoram device location; owning/operating tow trucks;

operating as a residential seller (door to door); selling any type of used goods;

functioning as a weighmaster and/or weigher; operating a mobile home park;

operating an adult entertainment premise; or operating a public bathhouse;

owning/operating amusement devices; monitoring alarm systems.

Request for Additional Information

Note: The Seattle Municipal Code is located on the internet: http://clerk.ci.seattle.wa.us/-public/

If you would like to receive additional information from the Seattle Municipal Code concerning the following, you may return this section to the
address at the top of the instruction sheet. Please provide the name and address where the information should be mailed:

Please mail information on the following License Endorsements that are required in addition to the City Business License:

(] Adult Entertainment Premise (SMC 6.270) Exp. Dec 31 (] Public Garage/Parking Lots (SMC 6.48) Exp. Mar 31

(] AdultEntertainer (SMC 6.270) Exp. Dec 31 [J Residential Seller........ (SMC 6.260) Exp. May 31
(] Adult Entertainer Manager ... (SMC 6.270) Exp. Dec 31 [] Tatoo Shop (SMC 6.102) Exp. Feb 28
]  Amusement Devices___ . (SMC 6.270) Exp. Nov 30 [ Taxicabs (SMC 6.310) Exp. Aug 31
(] BurglarAlarmDealer. ... . (SMC 6.08) Exp. Dec 31 ] Taxicab Association.................... (SMC 6.310) Exp. Dec 31
(1 AlAgesDance . ... ... (SMC 6.294) Exp. Sept 30 ] Tow Trucks (SMC 6.214) Exp. Aug 31
(] Horse-drawn Carriages _ .. (SMC 6.315) Exp. Mar 31 (] Used Goods (SMC 6.288) Exp. Mar 31
[J Mobile Home Park ... (SMC 22.904) Exp. Jul 31 ] Weighmaster (SMC 7.04.565) Exp. Apr 30
(] Panoram Location/Device . .. (SMC 5.42) Exp. Dec 31 [J Trade Show License........... (SMC 6.20) Daily

] Public Bathhouse (SMC 6.36) Exp. Dec 31 (] Alarm System Monitoring (SMC 6.10) Exp. Dec. 31

Please mail the appropriate section of the SMC covering the City of Seattle business taxes for:

(] Gambling Tax (SMC 5.52) [] Business License Tax (SMC 5.45)
(] Admission Tax (SMC 5.40) [] Definitions (SMC 5.30)
(] Occupation Utility Tax (SMC 5.48) (] Administrative Provisions (SMC 5.55)
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IRREVOCABLE STANDBY LETTER OF CREDIT


Re:
Letter of Credit #_____________


Beneficiary:
The City of Seattle


Applicant:
______________________________________


[Insert the full legal name of Applicant]


We,






 (“Bank”), hereby issue this 


[Insert full legal name of bank issuing Letter of Credit]

Irrevocable Standby Letter of Credit in the amount of_______________________________ _____________________________________/100 Dollars ($_________________), lawful money of the United States of America, available to Beneficiary by draft drawn at sight on the Bank accompanied by the following two documents:


1. Beneficiary’s signed statement that:


(a)
the Applicant is in breach of the contract between it and Beneficiary, contract # _________________;  or


(b)
the Beneficiary has received notice pursuant to Additional Condition No. 1, below, that this Letter of Credit will not be renewed and the Applicant has failed to deliver to the Beneficiary within the period specified in the Beneficiary’s notice to the Applicant either a surety bond or a cash deposit in an amount equal to the amount remaining available to the Beneficiary under this Irrevocable Standby Letter of Credit  and either (i) the DEA Director has not yet determined that the requirements of the contract identified in paragraph 1.a, above, have been met or (ii) less than one (1) year has passed since such Director made such determination. 

and



2.
The original of this Letter of Credit and Amendments, if any.


ADDITIONAL CONDITIONS:


1.
This Letter of Credit shall be automatically renewed, without amendment, for an additional period of one (1) year from the present expiration date and each future expiration date unless the Bank has notified the Beneficiary in writing not less than thirty (30) days before such expiration date, that the Bank elects not to renew this Letter of Credit.  The present expiration date is _________________________.  All notices to the Beneficiary shall be in writing and sent via courier to the following address:


The City of Seattle, Department of Executive Administration, Purchasing Services,  700 Fifth Avenue, Suite 4112, Seattle, WA  98104. 

2.
Partial draws under this Letter of Credit are allowed.


3.
Drafts drawn under this Letter of Credit must bear the following clause: 


“Drawn under 






  Letter of 


[Insert full legal name of bank issuing Letter of Credit]

Credit No. 


.”


      [Insert appropriate number]

4.
All banking charges including but not limited to those of the issuing Bank are the responsibility of, and shall be paid by, the Applicant.


5.
 This Letter of Credit is subject to “The Uniform Customs and Practice for Documentary Credits” (1993 Revision) International Chamber of Commerce Publication No. 500.


6. Pursuant to U. S. law, the Bank is prohibited from issuing, transferring, accepting, or paying letters of credit to any party or entity identified by the Office of Foreign Assets Control, U. S. Dept. of Treasury, or subject to the denial of export privileges by the U. S. Dept. of Commerce.


7.
The Bank hereby engages with the Beneficiary that draft(s) drawn and/or documents presented under and in compliance with the terms of this Letter of Credit will be duly honored upon presentation to said Bank.


8. Except to the extent otherwise required by federal law, the Bank shall comply with all applicable laws of the State of Washington, and the applicable provisions of the Charter and ordinances of The City of Seattle.


9. The Bank agrees to be subject to the jurisdiction of the State of Washington, and the venue for any action hereunder shall be the King County Superior Court, King County, Washington.


10.
The Beneficiary is authorized to make any draw upon this Irrevocable Standby Letter of Credit at the following location in Seattle, Washington:


________________________________________________________________



[fill in local address of Bank]


By:
 ________________________



________________________



printed name and title of Bank officer



Legal name of Bank


STATE OF 



)







) ss:

ACKNOWLEDGMENT FOR BANK

COUNTY OF 



)


I certify that I know or have satisfactory evidence that                                                          , is the person(s) described in and who executed the foregoing Letter of Credit, and said person acknowledged to me that he/she signed and sealed said Letter of Credit as the free and voluntary act and deed of the Bank so identified in the foregoing Letter of Credit for the uses and purposes therein mentioned, and on oath stated that he/she is authorized to execute said Letter of Credit for the Bank named therein.


WITNESS my hand and official seal hereto affixed this _______ day of ______________, _______.


___________________________________

______________________________________



(Signature of Notary Public)





(Print or type name of Notary Public)


Notary Public in and for the State of  


 residing at 







My commission expires                              .

SEAL(
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