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                                       City Purchasing          General Information 206-684-0444

Current Contract Information

	ALERTS

This contract is not intended for anything that is more properly classified as Public Works.  

This contract is limited to only those items expressly provided for in this contract.

Do not use for federally funded purchases without a specific review for your grant funding requirements.

	Contract Title :  Software Support and Implementation for Seattle Police CAD & RMS
	Contract #0000001403

	Buyer
	Name: Vivian Uno

	Phone:  206-684-0449
	E-Mail:  Vivian.uno@seattle.gov


	Vendor 

	Versaterm, Inc.

	ID# 0000218113

	Vendor Address

	2300 Carling Avenue

Ottawa, Ontario K2B7G1
	

	Vendor Contact
	Warren Loomis                       


	
	Phone:  613-820-0311
	Fax:  613-596-5884
	e-mail:  Wloomis@versaterm.com

	WMBE Status
	Not a WMBE

	Description


	This is a single use contract for the Seattle Police Department for CAD and RMS System per “Contract for Computer Aided Dispatching (CAD), Record Management System (RMS), CAD Mobile and Automatic Field Reporting (AFR) system, Contract #0000001403)”

	Contract Term
	October 24, 2006 – October 24, 2016

	Future Extension Option
	8 years in two-year increments

	Freight Terms
	FOB Destination

	Prompt Pay Discount
	Per the Agreement

	Delivery ARO
	Per the Agreement

	Order Instructions
	This Contract is for the sole use of SPD
	

	Contracting Options
	This Contract was competitively bid for Seattle Police Department for a CAD/RMS.  Seattle Police Department is the only Department allowed to purchase off of this contract.for the support of its CAD/RMS.


	Comprehensive Contract
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	Current Pricing


	Original ITB / RFP 
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	Contract History
	Contract Start date

10/24/2006
Change Order #1
Change Order #2 
Change Order #3 



	Vendor Emergency Contact Information

	Emergency Contact Name
	

	Emergency Phone Number
	613-820-0383 (number will page the 7 x 24 on-call support persons)

	
	support@versaterm.com

	Contact information for company locations areas outside Seattle that can be called upon in an emergency

Alternative Address
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Pre-Proposal Conference:
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Chapter


1


Rules of Preparation


1.1 Introduction 


Through this Request for Proposal (RFP), the City of Seattle (City) Police Department (SPD) seeks to acquire a law enforcement technology solution, comprised of four integrated applications:


· Computer Aided Dispatch (CAD)


· Mobile CAD


· Records Management System (RMS), including automated reporting 


· Mobile RMS


The City is primarily seeking a solution from a single vendor that provides all four applications as part of an integrated law enforcement technology suite. The City recognizes that few Vendors are capable of offering such a suite of products. Therefore, the City is also interested in receiving responses from Vendors offering packaged solutions wherein a single vendor assumes financial and legal responsibility for providing a tightly integrated solution comprised of disparate products. Proposals that involve multiple vendors must clearly identify one Vendor as the “prime contractor”, and all others as subcontractors. The City is not interested in receiving responses from either “joint-venture entities”, wherein no prime contractor is assigned, or from a system integrator.


To complete this acquisition, the City seeks a Vendor (or Vendors) that will provide an effective and carefully structured approach to implementing a tightly integrated CAD, Mobile CAD, RMS, and Mobile RMS offering. In this context, implementation refers to all efforts required to provide a complete and functioning system and to prepare SPD to use it effectively, including; technology and implementation planning, detailed design, software integration, designing and implementing minimal software modifications, interfaces to external and internal applications, testing, training, data conversion, end user and technical documentation, project management, and post-implementation warranty and annual maintenance support. As a result of this acquisition the City expects to implement a contract(s) for the specified applications as well as potential future add-ons, enhancements, maintenance and support associated with those applications.


Project Objectives
 


With a new CAD and RMS, SPD’s ability to respond, manage and prevent criminal activity will be significantly enhanced.  An appropriately integrated CAD and RMS would lay the foundation for informed policing and enhanced criminal justice.  Three fundamental principles guide the project:


1. The systems must advance the overall mission, goals objectives and strategies of SPD by making personnel more effective in responding to, fighting, and preventing crime, and should enhance the development of relationships in the community.


2. The systems must have specific, measurable and achievable purposes for deployment.


3. The systems must enhance the quality, accuracy and retrievability of data and will operate on the principles of “single point of data entry” and “single point of data query”.


The objectives for the SPD SPIDER project are as follows: 


(1)  Procure CAD and RMS systems that:


· Meet the CAD and RMS functional and technical requirements for SPD, as defined in this procurement document.


· Are flexible enough to grow and change with future SPD-CAD and RMS technical and functional requirements.


· Provide a high level of availability, security, and reliability.  Events of recent years in Seattle and the rest of the country require that the City place a greater emphasis on security and reliability requirements for the new CAD and RMS systems.  The City intends to implement improved security technology and procedures concurrent with the new CAD and RMS systems.  


· Are highly configurable, allowing SPD to meet current and future needs without extensive software customization.  This should optimize both the ability of the Vendor to provide long-term support and the ability of SPD to implement future upgrades and enhancements to the product.


· Provide a high level of user satisfaction.


· Position SPD to take advantage of technology to improve departmental performance and efficiency.


· Allow easy access to the data for report and query generation without the need for a programming specialist.


· Facilitate bi-directional integration with other applications (such as between SPD RMS and SEAJIS). 


(2)    Enter into a long-term business relationship with a Vendor that:


· Has a history of successful implementation of comparable projects with agencies of similar size and complexity as the City.


· Has a long-term commitment to the CAD and RMS business in the United States.


· Has long-term viability as a company.


· Has qualified and experienced project staff to assign to the City's project for the duration of the entire project.


· Commits to long-term customer support on 24 hours per day, 7 days per week basis.


· Shows confidence in its ability to successfully complete the work by invoicing only at approved milestones. Invoices shall represent the delivery of products or services that are of value to the City. The City expects that larger payments will be associated with the milestones that occur in the latter stages of the project.


· Has a product enhancement strategy that factors in customer needs and wants, without reliance solely upon software customization.


· Will work with the City to develop a complete Fit and Gap Document  that identifies and addresses current CAD–RMS system requirements.  The goal of the Fit and Gap is to minimize the need for extensive software customizations and change orders.


The City desires to procure the most appropriate systems within its financial means from a qualified Vendor at a firm, fixed price.  The City prefers to purchase existing systems that are in use by other similar agencies and are proven to operate effectively.  Although the City is requesting proposals for complete systems, including hardware, software, and services that include any and all third-party components, the City may choose not to acquire all optional system components.  The City may also exercise the option to procure third-party components directly (e.g., PC's and monitors).


Product Vision - CAD


The SPD-CAD will proactively assist dispatchers in making resource allocation and dispatching decisions through such information as advanced mapping capabilities including possible future use of AVL, premises history and location hazard information, and the identification and recommendation of officers with unique skill sets for assignment to specific situations. SPD-CAD will also track the department personnel roster and duty status to aid in organizing, coordinating and responding to incidents and major events.  SPD’s current CAD is the product of many years of feature Customization, reflected by functional specifications herein.  The City does not expect all defined specifications to be met, but seeks a Vendor with a product which can meet as many as possible of the functional specifications through use of the standard product. 


Product Vision - RMS 


The SPD-RMS will provide for the electronic capture of data at its source and will organize this data in a highly indexed structure that eliminates duplication and enhances the accuracy and integrity of the data.  The system will support the mission of the Seattle Police Department and will significantly enhance the ability and effectiveness of SPD staff to complete this mission as they perform their jobs.  The system should be reliable and secure yet should facilitate the Department’s efforts to coordinate and share information internally and with our partners outside of the Department.  It should support an intelligence based approach to law enforcement as well as community policing.  Finally, the system should support important strategic and tactical decision making initiatives, including case management, property management, evidence, crime analysis, resource deployment, risk assessment and management, and accountability functionality.


Product Vision - Mobile CAD and RMS Field Reporting 


The mobile side of the proposed CAD/RMS solution should include a mobile CAD and a mobile RMS that includes an Automated Field Reporting (AFR) solution.  The system will be tightly integrated with, be an extension of (or a client of) the CAD and RMS systems and will be able to prioritize CAD operations over reporting or RMS operations.  The system will accommodate the display of digital photographs and digital maps, and will be able to handle electronic diagramming of crime and collision scenes.  It will also be able to utilize livescan devices and accommodate barcode scanning of vehicle and driver’s licenses as per NCIC 2000 standards.  Citations will be able to be generated electronically and printed in the car.  The system will be secure and highly configurable and will be able to run on a variety of wireless and LAN connected devices and will be able to connect to the main SPD LAN regardless of the device that is being used.


SPD’s hardware currently consists of a pair of Microsoft clustered servers, trunk mounted CPU clients with dashboard-mounted monitor for the vehicles and Panasonic laptops. SPD vehicles and laptops employ Sprint CDMA with NetMotion Mobility XE for data transport. [Please see Chapter 2: Current Environment for more detail.] 


For the mobile CAD, SPD is currently using an extension of their PRC CAD provided by Aether Systems. SPD is interested in replacing the Aether solution but keeping the functionality currently provided by the Aether system.  SPD already has a wireless carrier and data transport in place. 


For the mobile RMS/Field Reporting, SPD would prefer an RMS whose client is “wireless friendly,” thereby allowing officers to enter information directly into RMS whether they are in the field or in an office.  By “wireless friendly” SPD means the ability to support a slow connection and the ability to work for periods of time when the network will not transport data. SPD is interested in replacing Aether solution with a solution that has similar functionality.  However, SPD desires that the client interaction for officers entering reports look and act the same whether in the field or in the office, on wireless or wired connectivity, or in AFR or RMS.


Product Vision - Interfaces 


SPD has embarked on a major effort to achieve data interoperability and integration both within its own systems and with its many local, regional, and federal partners. These efforts are based on several key principles:


· Moving to standards based systems and exchanges


· Maximizing system reliability and security


· Facilitating timely access to accurate information


· Facilitating coordination and the exchange of information with other agencies and jurisdictions


The systems being acquired under this acquisition – CAD, mobile, RMS, Field Reporting – are central to this effort as they form the key data collection entities and data storage repositories for the majority of the data to be integrated and shared in this effort.  


SPD first documented its conceptual approach to this integration and interoperability in a Message Switching Strategy in 2002.  Central to SPD’s approach is the acquisition and implementation of a central and independent message switching ability for the many desired and anticipated interfaces.  While SPD recognizes that some interfaces may appropriately remain in the “historic” mode of “point-to-point interfaces” into the CAD or RMS applications (e.g., CAD to ANI/ALI), it is our expectation that the majority of interfaces desired and outlined in the specifications will interface to the independent switch and from [image: image10.emf]Netmotion 2


there to CAD or RMS as pictorially represented in the embedded figure (see left).   It is important to note that SPD is already in the process of acquiring the independent switch in a separate project and that SPD does NOT intend to use any switch embedded in either a CAD or RMS project to perform this function.


1.2 Administrative Requirements and Information 


Schedule of Events 


		Task Description

		Estimated Dates



		RFP Issued

		11/02/04



		Pre-Proposal Vendor Conference (optional attendance)

		11/17/04



		Letter of Intent (mandatory deadline)

		12/01/04



		Vendor Deadline to Submit Questions – 5:00 PM PST

		12/07/04 (est)



		Vendor Deadline to Request Addenda - 5:00 PM PST

		12/07/04 (est)



		City’s Final Issuance of Addenda/Answers to Questions

		12/10/04 (est)



		Proposal Due – 4:00 PM PDT  (mandatory deadline)

		12/17/04



		City Evaluation of Proposals, Demonstrations if any

		12/20/04 – 09/01/05 (est)



		City Announces Apparent Successful Vendor 


(Refer to City website for announcement of results)

		09/02/05 (est)



		Contract Negotiations  


(City schedule designates completion within 90 days)

		09/05/05 (est)



		Contract signature

		11/08/05 (est)





Objective


This section details the procedures that the City has established for managing and directing the RFP process.  The purpose of these procedures is to ensure that the City receives proposals through a fair and competitive process.  These procedures are also designed to help Vendors receive fair and equitable treatment in the solicitation, receipt, and review of their proposals.  In the event of an ambiguity in the RFP, the ambiguity shall be interpreted with these purposes in mind. 


The City Purchasing Manager reserves the right to reject the proposal of any Vendor, including those that fail to comply with any procedures outlined in this chapter or as otherwise considered in the best interest of the City.  The City Purchasing Manager reserves the right to waive as immaterial those matters of non-compliance that the City Purchasing Manager determines are inconsequential to the instructions and proposal response.

Process Overview 


The City will use a multi-phase selection process for this acquisition as described in the Proposal Evaluation section later in this Chapter.  Following selection of an apparent finalist, the City will continue with that finalist to prepare a Statement of Work (SOW) and initiate negotiations to develop a Purchase Contract and a Maintenance Support Contract.  As part of the negotiations phase, the city intends to engage the selected vendor in a Design effort that will be detailed enough to identify and quantify all known risks and consequently allocate risk to both parties in the resultant contract. 


The RFP is organized as follows:


· Chapter One - Rules of Preparation: This volume includes information regarding the objectives, the procurement process, the City's standard terms and conditions, and a description of the proposal evaluation methodology.


· Chapter Two - Current Environment


· Chapter Three - Vendor Response: The general specification requirements for the management and financial proposals. 


· Chapter Four - Technical and Functional Specifications: This Chapter contains detailed descriptions of specifications and requirements for the proposed CAD and RMS. The technical and functional specifications are grouped as follows: 


· General Functional - Applies to all proposed applications


· CAD Functional - Applies specifically to CAD and CAD Mobile


· RMS Functional - Applies specifically to RMS and RMS Mobile/AFR


· Mobile CAD and RMS Field Reporting Functional - Applies only to Mobile CAD and RMS Field Reporting


· Interfaces - Applies to all applications as described  


· General Technical - Applies to all proposed applications


· Appendix: Additional information is provided for the benefit of the Vendors including forms which must be completed.


Mandatory Requirements 


All Vendors must respond, as directed by the instructions herein, to be considered a valid offer. This includes the following:


· Submitting the proposal on or before the stated due date and time


· Use of the identified required forms


· Submission of a letter of intent to propose two weeks after the pre-proposal conference


RFP Procedure for Combined Vendor


Despite the City’s desire to have an integrated solution provided by a single vendor, the City reserves the right to (1) award a combined CAD/RMS/Mobile/Field Reporting contract ; or (2) award an individual CAD, RMS, Mobile, and Field Reporting (one or all); or (3) to reject all proposals and pursue a different contracting approach. 

Communication with the City 


All Vendor communications concerning this acquisition shall be directed to the RFP Coordinator – Mrs. Vivian Uno, Senior Buyer: 


The City of Seattle
Seattle Purchasing Services


Seattle Municipal Tower
700 5th Avenue   Suite 4112 Seattle WA 98104


P.O. Box 94687, Seattle, WA 98124-4687


Phone Number: 206-684-0449
E-mail Address: SPDCAD-RMS@Seattle.gov 

Prospective Vendors are advised that, unless authorized by the RFP Coordinator, no other City official or City employee is empowered to speak for the City with respect to this acquisition.  Vendors are advised that solicitation of such information, clarification, or interpretations from any other City official or City employee other than the RFP Coordinator may result in rejection of the proposal by the City Purchasing Manager.  Further, Vendors are advised that such material is used at the Vendor’s own risk.  The City will not be bound by any such information, clarification, or interpretation.  


Pre-Proposal Conference 


The City of Seattle will conduct a pre-proposal conference for this RFP. Vendors that wish to submit a response to this RFP are invited and strongly encouraged to attend the pre-proposal conference in person or by teleconference. Please notify the RFP Coordinator of your intention to attend on-site or by teleconference: 


Phone Number: 206-684-0449
E-mail Address: SPDCAD-RMS@Seattle.gov

Details regarding the pre-proposal conference are as follows:


		Date:

		November 17, 2004



		Time:

		9:00 AM – 5:00 PM (or until finished)



		Location:

		City of Seattle


Community Room 


West Precinct


810 Virginia Street


Seattle Washington 98101








For directions to this facility, or for answers to questions regarding the pre-proposal conference, contact the RFP Coordinator.  


Vendors may elect to participate in the pre-proposal conference via teleconference. Contact the RFP Coordinator at 206-684-0449, to receive the telephone conference bridge information. 


The purpose of the pre-proposal conference is to provide prospective Vendors with an opportunity to obtain clarification, from subject matter experts, regarding the specifications and requirements outlined in this RFP.  In an effort to reduce or eliminate any ambiguities, the City intends to discuss each specification in detail.  To get the most value from this pre-proposal conference, the City recommends that Vendors send a team to attend this conference. For example, a conference team might include an account executive, a project manager, and a technical expert that has significant knowledge of the Vendor’s system(s).


Prior to the pre-proposal conference, Vendors are encouraged to submit questions or comments, or make requests for information or clarifications.  The RFP Coordinator would like to receive all questions, comments, and requests, via e‑mail or fax, no later than two (2) days prior to the conference.  This will allow the RFP Coordinator time to review the questions and prepare responsive information prior to the pre‑proposal conference.  Vendors may also ask questions, make comments, or request information during the pre-proposal conference.


Mandatory Letter of Intent and City Distribution of Addendum and Materials


Vendors must submit a letter of intent to propose to the RFP Coordinator no later than two weeks following the pre proposal conference.  The City will make efforts to provide courtesy notices, reminders, addendums and similar announcements directly to such interested Vendors. The City may also make information available on the City website.  The letter of intent should provide the name, telephone, address and e-mail addresses of the designated contact person.  The City website for this RFP and related documents is: http://www.seattle.gov/html/business/RFP/SPD1403/ 


Notwithstanding efforts by the City to provide such notice to known Vendors, it remains the obligation and responsibility of the Vendor to learn of any addendums, responses, or notices issued by the City.  Such efforts by the City to provide notice or to make it available on the website does not relieve the Vendor from the sole obligation for learning of such material. 


Requirement for Receiving Appendices


Administrative appendices are made available to all Vendors. To access the complete set of appendices, Vendors must provide a signed Non-Disclosure agreement (see Appendix A.4).  


Questions


Due to the limited time and rapid due date, it is emphasized that all Vendors should address their questions to the City as early as possible and preferably, on or before the pre-proposal conference.  After the pre-proposal conference, Vendors that have additional questions or need clarification should submit their questions to the RFP Coordinator in writing, via e-mail.


All questions and answers will be posted to the City’s RFP website located at: http://www.seattle.gov/html/business/RFP/SPD1403/ The final deadline for submitting questions is 10 days prior to the proposal due date.


Failure to request clarification of any inadequacy, omission, or conflict will not relieve the Vendor of any responsibilities under this proposal or any subsequent contract.


Changes to the RFP


Every change to this RFP will be made by formal written addendum.  Addenda will be posted on the City’s RFP website located at: http://www.seattle.gov/html/business/RFP/SPD1403/ It will be the Vendor’s responsibility to check the City’s website for updates.  The City anticipates, but does not guarantee, that addenda, if any, will be issued no later than 7 days prior to the proposal due date as indicated in the Schedule of Events. 


The City reserves the right to make changes to this RFP as needed in the sole judgment of the City, to meet the City’s best interest. All Addenda issued by the City shall become part of this RFP specification and will be included as part of the final Contract.


Proposal Response Date and Location, Late Responses, Copies


The City RFP Coordinator must receive the Vendor’s response, in its entirety, at the address identified herein, as stated in the Schedule of Events at the beginning of this section. Responses arriving after the deadline may be returned, unopened, to the Vendor, or they may simply be declared invalid and not subject to evaluation, at the direction of the City Purchasing Manager.   


Late submittal tends to be a common cause for rejection of bids in the public sector, and Vendors are advised to prioritize a submittal of the response as early as possible, and to provide for unanticipated delays in delivery. 


Vendors assume the risk of the method of delivery chosen.  City Purchasing assumes no responsibility for delays caused by any delivery service.  Postmarking by the due date will not substitute for actual receipt of response by the RFP Coordinator.  Late responses will not be evaluated nor will additional time be granted to any Vendor.  Responses, except for portions specifically identified in this document otherwise, shall not be delivered by facsimile transmission or other telecommunication or electronic means.  The City Purchasing Manager reserves and retains sole rights to determine if a response shall be considered late. 


One (1) paper original (marked as Original), three (3) paper copies, and a disk (3.5 inch Floppy or CD) containing an electronic version of the Vendor’s proposal   If reference materials associated with the proposed system(s) are provided, three (3) full sets must be included.  


Certification of Proposals 


The Vendor shall certify that its proposal meets mandatory requirements, contains required documents, and is valid until the City completes award and contract signature with a winning Vendor. Appendix A.6 contains the Proposal Certification form.  The Proposal Certification form in Appendix A.6 must be signed by an authorized person to bind the Vendor.  The City may require proof from the Vendor that the person or persons who signed the certification is/are in fact authorized to make this commitment.

Contract Bond


The successful Vendor must have capacity to furnish a contract (performance), bond or a letter of credit as approved by the City, in an amount equal to 100% of the contract price plus sales or use tax.  At the time the Contract is signed and returned to the City, the Vendor must provide the Bond in an form acceptable to the City, and the Bond must be executed by a Company that is included in the U. S. Department of the Treasury’s Listing of Approved Sureties (Circular 570), and is included on the Washington State Insurance Commissioner’s Authorized Insurance Company List and has a rating of A-(VII) or better in the A. M. Best’s Key Rating Guide (These materials are also accessible on the Internet at http://www.fms.treas.gov/c570/c570.html).  During contract negotiations, the City reserves the option to require a bond for a lessor amount than the 100% value of the contract ; however, in all cases, the Contract Bond shall be at least 25% and the City shall retain the option to require a bond at 100% of the contract amount.  See the Standard Agreement icon below.  


For Vendors selected to proceed to Step 3 (Product Demonstrations) in the evaluation process, Vendors shall submit a letter of commitment from a Bond Agency before or at the time of the Product Demonstration.  This letter of commitment shall confirm the willingness of the Bond Agency to provide a bond that meets the form and requirements set forth in The Standard Agreement (icon below).  This letter of commitment shall not constitute or imply acceptance by the City as to Bond form or amount.  The Bond Agency providing such a letter is to be from a bond agency acceptable to the City as specified herein.   


Cover Letter


A cover letter shall accompany the proposal.  The cover letter shall certify that the initial cost information includes all expected applicable costs associated with the project as proposed.  An officer or employee empowered to legally bind the Company shall sign the letter.


The Vendor shall also identify the person who will act as the Vendor’s primary contact throughout the proposal evaluation process.  That person’s position in the organization, mailing address, telephone number, fax number, and e-mail address should be included in the cover letter.


Insurance Requirements


The City’s insurance requirements are presented in the Standard Agreement icon below.  Insurance requirements are mandatory.  When the apparent successful Vendor signs and returns the contract to the City, the Vendor must also provide proof of insurance to the City in the same package as the signed contract.  Signed contracts that do not also contain an acceptable proof of insurance may be held until proper insurance is provided.  


Vendors are encouraged to immediately contact their Broker to begin preparation of the required insurance documents, in the event that the Vendor is selected as a finalist.  Vendors may also elect to provide the requested insurance documents within their original proposal submittal.   Vendors shall respond to all inquiries by the City for insurance documents and/or corrections to those documents to meet the needs of the City, in a prompt manner.  


Vendors shall be allowed five (5) business days to provide documents and/or corrections following such request by the City, or the City will retain the right to reject the Vendor and proceed to the next finalist.

Mandatory Contract Terms and Conditions

[image: image11.emf]Netmotion 3


Vendors should carefully review the draft contract language (open the file to the left of this paragraph).  For the purposes of providing a comprehensive cost proposal, Vendors should assume full compliance with the terms and conditions of the City’s standard agreement (at left). Note that all conditions set in this RFP are also incorporated into the contract by reference. Vendors who wish to modify the standard language may provide alternative or additional contract language and provide an explanation as to the benefits (i.e. price reduction) to the City as a consequence of accepting the proposed language. Please note that some language is mandatory and required by law or policy and cannot be negotiated or waived.  Such language has been marked in bold.  


Equal Benefits    


Equal Benefit forms are mandatory per Seattle Municipal Code 20.45.  Compliance to the Equal Benefits statements made by the Vendor is required through the duration of the Contract.  If the Vendor indicates that the Vendor provides Equal Benefits, and then fails to continue offering such benefits compliant to SMC 20.45 throughout the duration of the contract, this can be cause for the City to impose actual damages and/or termination of the contract. Equal Benefit Forms may be audited at any time prior to contract award or during the contract. 


Submit the Equal Benefits forms contained in the Appendix with your Proposal. See Equal Benefits Worksheet and Declaration forms in Appendix A.3.  If you do not submit with your Proposal, the City reserves the right to request immediate return of the form at any time during the evaluation process and may reject those that do not return the form within 5 business days of such request 


Note that if a Vendor does not offer Equal Benefits and does not intend to do so, this does not automatically eliminate the Vendor from award consideration.  However, failure to submit the Form prior to award will result in elimination of the bidder as an issue of vendor responsibility prior to award.  


Information about the Equal Benefit requirements is available at the City website: http://www.cityofseattle.net/contract/equalbenefits/default.htm

Notwithstanding anything seemingly to the contrary herein, Vendors may contact Sheila Prieur, the City of Seattle Equal Benefits Manager (206-733-9583), for information regarding this requirement.  All other questions regarding this RFP must be directed to the City’s RFP Coordinator.


Proposal Format and Organization


Each complete proposal shall contain the following:


(1) Cover letter


(2) Verification of signatory authorization


(3) Proposal certification (Appendix A.6)


(4) Technical proposal


(5) Management proposal


(6) Financial proposal


(7) Acceptance, or modification, of City’s standard agreement 


(8) Equal Benefits Form (Appendix A.3) 


General Format 


Proposals should be prepared on standard 8 ½” by 11” paper.  The pages should be printed double-sided.  The final copies should be bound with tabs identifying and separating each major section. Financial proposals should be bound and sealed in a separate volume. Confidential proprietary information should be bound and sealed in separate volume.  Foldouts are permissible, but should be kept to a minimum.  Manuals, reference material, and promotional materials must be bound separately.   


Response Format


For the management proposal, each specification, including the section designator shall be restated in the proposal and followed by the Vendor’s response.  The specification responses in the management proposal should follow the numerical sequence set forth in the RFP.  Technical/functional proposals must use the electronic spreadsheets as provided in Chapter 4.


Readability


Vendors are advised that the City’s ability to evaluate proposals is dependent in part on the Vendor’s ability and willingness to submit proposals which are well ordered, detailed, comprehensive, and readable.  Clarity of language and adequate, accessible documentation is essential.


Proprietary Proposal Material


Subject to the requirements of the law, the City will exercise its best reasonable efforts to protect the legitimate trade secrets of any Vendor.  Examples of such information may include unpublished descriptions of proprietary aspects of the proposed system(s).  Any proprietary information contained in the proposal shall be clearly designated as such and shall be separately bound and labeled with the words “Confidential Proprietary Information.”  Appropriate references to this separately bound information shall be made in the body of the proposal.


The City is required by law to make records available for public inspection, with certain exceptions (see RCW Chapter 42.17 at http://www.leg.wa.gov/wsladm/rcw.cfm).  However, despite the submission of materials marked “Confidential Proprietary Information,” the Vendor acknowledges and agrees that the City will have no obligation or liability to the Vendor in the event that the City is required to disclose these materials.


Cost of Preparing Proposals


The City will not be liable for any costs incurred by the Vendor in the preparation and presentation of proposals submitted in response to this RFP including, but not limited to, costs incurred in connection with the Vendor’s participation in demonstrations and the pre-proposal conference.


Errors in Proposals


Vendors are responsible for errors and omissions in their proposals.  No such error or omission shall diminish the Vendor’s obligations to the City.


Withdrawal of Proposal


A withdrawal is a serious and terminating step, and should not be requested unless the Vendor is fully assured that this is a necessary and permanent action on the part of the Vendor.  Should it be necessary for a Vendor to withdraw the proposal prior to the City completing an award or other action that terminates the RFP process, the Vendor shall provide such notice in writing to the RFP Coordinator.  If a Vendor withdraws an Offer, the City retains the right to eliminate that Vendor from further consideration and from the Vendor list for future solicitation of the same or similar product.


Incorporation of RFP and Proposal in Contract


This RFP and the Vendor’s response, including all promises, warranties, commitments, and representations made in the successful proposal, shall be binding and incorporated by reference in the City’s contract with the Vendor.


Proposal Evaluation


The City will evaluate Vendors and their respective proposals in accordance with the following process and consistent with the evaluation criteria set forth in this section under the subheading Evaluation Ranking. The City is committed to a fair and competitive process and the City reserves the right to be flexible and modify the process as reasonable to make a selection. 


· Step 1:  Initial Review.  Proposals will be evaluated and ranked on a subset of specifications found in this RFP. In the opinion of the evaluation team, qualified Vendors shall continue to Step 2 as active proposals.  


· Step 2:  Detailed Review.  Active proposals will be evaluated and assigned a comprehensive rank for all proposal components.  This shall include technical/functional, management, cost, and integration.  Those that cluster within a competitive range in the opinion of the evaluation team shall then remain active and continue to step 3.  There may be one or more proposals that remain active to enter into step 3.  Only those proposals that are deemed competitive by the evaluation team will remain active to continue to product demonstrations.  


· Step 3:  Product Demonstrations, Site Visits and Reference Checks. Those proposals that remain active and competitive shall be identified for a product demonstration in Seattle and shall also undergo reference checks.  The City also may contact other users of the Vendor’s product and services, whether or not they have been submitted by the Vendor as references. Vendors shall be provided a script and then be scheduled for a full demonstration. 


Before or at the time of the Product Demonstration, each Vendor that remains active shall submit additional materials to the City in order to retain their eligibility as a responsible bidder.  


1. The City shall require the Vendor to submit a Letter of Commitment from an approved Bond Agency, 


2. The Vendor shall submit a comprehensive Financial Statement in the Form provided to the Vendor by the City;


The City shall rank the demonstrations.  Only the Vendors whose proposals are deemed competitive by the evaluation team will continue to the next step.  At the City’s option, the City may travel to the location of a Vendor for an on-site visit and/or to visit identified user site(s) to evaluate real-world use of one or more of the finalist Vendor’s respective solution(s), performance and customer service.  Should only a single Vendor remain active and eligible to provide a product demonstration, the City shall retain the option to proceed with a product demonstration or may waive this requirement and continue directly to step 4.


· Step 4:  Fit and Gap; Best and Final Offer.  Each of the remaining Vendors will participate in a process to evaluate their products’ capability to fit our requirements in order to show how best they can provide the services we need. At this stage, the finalist(s) will have access to SPD data, forms, business processes documentation and additional detail of the functional/technical specifications already contained in this procurement document. This process is discussed in more detail in Chapter 3: Implementation, Section 4.  Following this, at the City’s option, the Vendor(s) may be required to submit a best and final offer (BAFO) to the City which will be considered in the selection of the apparent successful Vendor. Vendor(s) that participate in this step shall be reimbursed the travel and per diem expenses for this step.


· Step 5:  Apparent Successful Vendor.  Based on the aforementioned evaluation processes, the evaluation committee will produce a ranking of the finalist vendors.  This information and the committee recommendation will be forwarded to the Steering Committee for a final decision.  The Steering Committee and the City Director of Purchasing Services will review the ranking of the Vendors submitted by the evaluation committee.  They will evaluate any other findings or factors deemed appropriate for this acquisition and then select and announce the apparent successful Vendor.

· Step 6:  Negotiations.  The City will initiate contract negotiations with the apparent successful Vendor.  


The apparent successful Vendor will work with the City’s project staff to develop a Statement of Work (SOW), and conduct a design exercise to the level of detail that will reduce uncertainty to a minimal level.  The SOW and the design work will become part of the contractual term for performance by the Vendor. The Contract will be executed upon the Vendor’s satisfactory completion of negotiations.  If negotiations cannot be completed to mutual satisfaction within 90 calendar days or in an otherwise reasonable time frame in the opinion of the City, then the City retains the sole option to terminate negotiation.  In such an event, the City reserves the right to name another apparent successful Vendor and restart with the new Vendor or to terminate the RFP process.


Review of the proposals will consist of a multi-phase process.  This process is designed to ensure fairness while minimizing schedule demands and evaluation/proposal costs.  The process is intended to ensure the best proposal at reasonable cost is selected.  


Evaluations are based only upon the quality of the proposed solution described in response to this solicitation, not any previously submitted materials.


Process Overview:  The evaluation shall be conducted in a multi-tiered approach.  Proposals must pass-through each step to proceed forward to the next step.  Those found to be outside the competitive range in the opinion of the evaluation team will not continue forward to the next evaluation tier.  Vendors should not rely on demonstrations to display the product since only the Vendor(s) advanced to step 4 will be offered the opportunity to conduct a product demonstration.


Repeat of Evaluation Steps If no Vendor is selected at the conclusion of all the steps, the City may return to any step in the process to repeat the evaluation with those proposals that were active at that step in the process.  In such event, the City shall then sequentially step through all remaining steps as if conducting a new evaluation process. The City reserves the right to terminate the process if it decides no proposals meet its requirements.


Points of Clarification:  Throughout the evaluation process, the City reserves the right to seek clarifications from any Vendor.  


Contacting References and Other Sources:  The evaluation committee may contact the client references of the Vendors or other sources in addition to those specifically provided by the Vendor, at any time to assist the City in understanding the product; although the City anticipates completing reference checks in step 3 of the process for those proposals that remain active. 


Proposal Ranking


The City shall evaluate each proposal using the process outlined in the Evaluation Criteria above.  The evaluation shall identify only those proposals that are considered the most competitive or within a competitive range, at each step in the evaluation process.  Step 2 shall be evaluated using weights on significant criteria as follows:


		Criteria

		Weight



		Integration

		10%



		Technical/Functional Proposal (Chapter 4 Embedded Specification Files)

		30%



		Management Proposal (Chapter 1 Embedded Standard Agreement and Chapter 3)

		30%



		Financial Proposal (Chapter 3 Embedded Bid Form)

		30%



		Total

		100%





Protests


Issues that could have been reasonably known prior to the bid deadline must be protested no later than 5:00 PM (PDT) on the third (3rd) business day prior to the bid deadline, or the Vendor waives the right to protest such issues.


Any protest of a notice of intent to award, or of a notice that a proposal is non-responsive, must be filed by 5:00 PM on the fifth (5th) business day following such notification.  All such protests shall be in writing, and must contain a complete statement of the grounds for protest.  Protests must be filed with the Purchasing Manager, 700 5th Avenue, #4112 Municipal Tower, Seattle, WA, 98104 (P.O. box 94687, Seattle, WA 98124-4687).


Any protesting party must demonstrate as part of the protest that every reasonable effort was made within the schedule and procedures of this RFP to resolve the basis of the protest during the procurement process.  Efforts to resolve the protest include asking questions, seeking clarification, requesting addenda, and otherwise alerting the City to any perceived problems that corrective action may be taken prior to the selection of the apparent successful Vendor.  


Proposers protesting this procurement must provide a written and signed statement by the protesting party.  The protest must state the grounds for the protest with the specific and complete statements of the actions being protested.  A description of the relief or corrective action being requested must also be stated.  Only protests stipulating an issue of fact concerning the following subjects shall be considered:


· A matter of bias, discrimination, or conflict of interest on the part of the evaluator;


· Non-compliance with procedures described in the RFP or City policy.


The filing of a protest shall not prevent the City from executing a contract with any Vendor.


Proposal Disposition


All material submitted in response to this RFP, with the exception of clearly-marked Confidential Proprietary Material, shall become the property of the City upon delivery to the RFP Coordinator.


Negotiating is Acceptable


Any conditions and provisions that a Vendor seeks shall be a part of the proposal.  Notwithstanding, nothing herein shall be interpreted to prohibit the City from introducing or modifying contract terms and conditions during negotiation of the final contract.  

Negotiation Time Limit and Contract Signature Response Time


The City has significant and critical time lines which frame this initiative. The City shall initiate contract negotiations with the apparent successful Vendor.  If the City determines that contract development is not proceeding within a reasonable period of time, the City may terminate the negotiation process. Upon such termination, The City may then proceed to the next apparent successful vendor.


The City requires the apparent successful Vendor to sign and return the Contract, insurance within an acceptable form, and all associated materials within fifteen (15) days after the Contract and notice of such materials has been given.  If the Apparent Successful Vendor fails to return such materials within fifteen (15) business days, the City may elect to cancel the original award and proceed to the next highest ranked eligible Vendor.
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Current Environment


Technology Overview 


Overview


This Chapter provides information on the current state of SPD information technology systems, including relevant standards.  Where appropriate, future directions are also noted.


Network


The City of Seattle maintains an extensive WAN throughout the City.   The SPD portion of the WAN connects to 17 locations throughout the City.


		Physical

		The core network is Gigabit Ethernet over fiber.  Connectivity to major sites is generally 1000BaseFx; to minor sites is either 100BaseFx or T-1. Connectivity to desktops is 100BaseT FDX on CAT5e copper.



		Protocol

		TCP/IP on Ethernet



		Routers/Switches

		Cisco. 4 major data centers.  Hubs and unmanaged consumer-product switches prohibited.



		Remote Access

		No dial-in; no ISDN/DSL



		Wireless

		Conversion to Sprint CDMA recently completed. 802.11, AX.25 is effectively prohibited.





Hardware


SPD supports over 1000 desktops on its WAN.  In addition, we support over 300 mobile units over the wireless network, and an additional 100+ non-wireless laptops.


		Desktop

		Current Standard:   New Purchase - Pentium-IV 2.0 – 2.8 GHz - 512 MB RAM – DVD - 40 GB Hard Drive –WinXP


Current Minimum Configuration for existing computers:  Pentium-400 - 64MB RAM (128 MB Recommended) - 1.3GB HD  Win2k or Win XP


Future Direction: - Intel – Microsoft,    N-1 for Desktop OS,  N-2 for MS Office Productivity Suite.



		Laptop

		Current Standard: New Purchase:  Pentium IV 1.5 GHz,  512mb Ram, DVD


Current Minimum Configuration for existing laptop:    Pentium,  16MB Ram,  1 GB HD


Future Direction:  - Intel – Microsoft,    N-1 for Desktop OS,  N-2 for MS Office Productivity Suite.



		Mobile Computer – Vehicles

		Current Standard:  L-3COM – PIII-600, 128mb Ram, 10GB HD, Ethernet,  12.1” LCD Touch Screen, 800x600



		Mobile Computer – Laptop

		Current Standard:  Panasonic TB-28, PIII-600 MHz,  128 MB RAM,  20 GB HHD,  Win 2K 



		LAN Servers

		Current Standard:  WinTel based servers..  3 year lifecycle.


Future Direction:  Dell, cabinet density only, minimum 2.2GHz CPU w/2MB minimum RAM.  3 year lifecycle.  Possibility of Sun, IBM, or other Unix platform.  NAS and SAN with fiber switched fabrics across separate datacenters.





Software – Operating Systems


		Network

		Current Standard:  Mixed levels of Cisco IOS with data centers trunked to allow DEC LAT (non-routable) protocol between CAD and RMS.  Network segmented from City via Firewall.  No ingress to Police network from City Intranet or Public Internet.


Future Direction:  Most current Cisco IOS available. Retire DEC LAT. Installation of Network and Host-based Intrusion Detection/Intrusion Prevention Systems (IDS/IPS)



		Server

		Current   Standard:  Microsoft NT 4.0 domain with W2k and W2k3 members.  VMS on CAD and RMS.  McAfee VirusShield.


Future Standard:  W2k3 Active Directory.  Possible entrance of Linux/Unix for either CAD or RMS.  McAfee VirusShield.  



		Desktop

		Current Standard:  W2k Professional, with appearances of W9x and Windows XP.  Some Novell clients for access to City systems.  Microsoft SMS 2.0 Clients.  McAfee AV.


Future Standard:  XP Professional with some Novell clients for access to City systems.  Microsoft SUS 2k4 Clients.  McAfee AV.



		Mobile Computers

		Current Standard:  Windows XP.


Future Standard:  XP Professional





Mobile Data


		CDMA

		Current: SPD uses 1xRTT based CDMA in vehicles and laptops. Supplier is Sprint.


Contact:


Linda M Baily


Desk 206-850-9790


lbaily01@sprintspectrum.com 


Future: SPD plans to upgrade along the CDMA line. However there is no schedule on this upgrade path.





Software – Mobile Application Environment


		Netmotion

		Netmotion middleware. “Wireless middleware” provides IP data transport. A combination of VPN, Proxy and “guaranteed” data delivery system. See embedded files for more detail. Also see www.netmotionwireless.com 
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Contact:


Juan Ramos


Sales Engineer


(206) 691-5621 Work



		Mobile CAD, RMS and Field Reporting

		Mobile CAD, RMS and Field Reporting 2000 enterprise edition. Client system management: Deliver applications, and patches to applications; Automatically update files and data on client; Change configuration settings on clients. More information on this product is at: www.mobileautomation.com

Contact:


Bruce Temesy 


Director of Strategic Partner Development


Mobile CAD, RMS and Field Reporting, Inc. 


310.265.8577 office 


btemesy@mobileautomation.com 



		Aether

		Current Standard: SPD uses a heavily modified version of Aether Packet Cluster Server (PCS) and Packet Cluster Mobile (PCM). Briefly the current SPD CAD is interfaced to an Aether created module called the translator. The translator then uses PCS/PCM to drive a user interface that is used instead of PCM. See the attached file (below: CAD_MDC_Screens) for screen snapshots of SPD client. More information on Aether is located at www.aethersystems.com.

Contact:
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Cathleen Crowley


Sales Account Manager


Northwest Territory


Aether Systems, Inc.


p: 408-997-8405


c: 978-985-1245


f: 781-240-6034


ccrowley@aethersystems.com  


www.aethersystems.com 


Future Standard: SPD is interested in replacing Aether solution with a solution that has similar functionality. 





Software – Applications


		Client

		Current Standard: Visual basic, Office 2000, Access 97


Future Standard: SPD’s preference is to move toward web based systems.



		Work Group (<10 users) database/backend

		Current Standard: Access 97


Future Standard: Access XP or above



		Department Wide database/backend

		Current  Standard: Oracle 8i and above.


Future Standard: Oracle 9i and above. SPD will consider other database servers given a valid set of supporting arguments that show reliability, scalability, security, standardization and flexibility





Hardware/Software Procured to Date


In its work leading up to this procurement, the City has already procured a variety of both Infrastructure Equipment and Software licenses that are available for use on this project.  It is the City’s desire that Vendor’s utilize as much of this previously purchased hardware/software as appropriate.  Specifically, this includes:


Hardware:


4 Dell 6650 Database Servers

4 Dell 2650 Application Servers


1 Dell/EMC CX-400 SAN


2 Dell 2650 Backup Server


1 Dell PV-132T Tape Library


2 EMC-Brocade DS-1662 FiberChannel Switches


2 Dell PowerConnect 5224 Ethernet Switches


2 f5 BigIP Load Balancers


Software:


8 Oracle Database EE Processors (with associated Tuning, Change Management & Diagnostics Packs)


8 Oracle 9iAS EE Processors (with associated Diagnostics and Change Management Packs)


6 Oracle Real Application Cluster Processors
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The embedded diagram (see left) provides a visual representation of the architecture Seattle would prefer to see implemented for the RMS system.  Having noted this, the City is open to discussion and modification of this architecture with the following exceptions:


1) the RMS must operate on an Oracle database utilizing Real Application Cluster (RAC)


2) the RMS must be able to be implemented on a multi-sited distributed SAN
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Vendor Response


Introduction


This Chapter provides the framework for Vendors to supply information to the City regarding their company, proposed solution and pricing. Vendors are required to respond to all questions in one of two ways:


(1) Provide information where requested directly in the spaces indicated; or


(2) Provide information requested in an attachment: The attachment must include a reference to the RFP page number and item number.  


Adherence to the overall format of the RFP is required.  Vendors who omit responses may be deemed unresponsive and risk being eliminated.


Multi-Vendor Responses


Any response that includes more than one vendor must submit a complete response to this Chapter for each vendor (excludes database and report generator applications such as Oracle or Crystal). For example, if Vendor A is the prime contractor offering a CAD product, with Vendor B supplying the RMS, and Vendor C supplying the mobile components, all three vendors must submit independent responses to this Chapter.    

Objectives of this Section 


The Vendor’s response to the specifications in this Chapter will help the City determine the Vendor’s ability to:  


(1) Maintain company longevity in the US CAD and RMS market.


(3) Develop a sound project implementation strategy.


(4) Successfully implement the proposed project as planned.


(5) Assign qualified and experienced team members for the duration of City’s project.


(6) Demonstrate confidence and willingness to deliver the scope of work required by the City.


(7) Develop a product enhancement strategy to meet customer needs without the requirement of software customization.


(8) Commit to and deliver long-term customer care.


(9) Successfully develop and implement a transition plan for the current CAD and RMS systems replacement project. 


Collaborate with the City to develop a Fit and Gap Document that identifies all present and future CAD and RMS system needs.  By working closely with the City, the Vendor will help ensure the City is able to make the best use of the system with minimal customizations and change orders.


A. Vendor Services Overview


1. Contractor Information 





Company Name:







Local Address Serving





The City:







Headquarters Address:







Representative(s) – Please highlight the authorized negotiator:


		Name

		

		Title

		

		Telephone

		

		Email



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







a.
Company Information/Experience


(10) How many years has the company actively participated in law enforcement systems?


Years:_________


(11) How many years experience does the company have with RMS solutions? 


Years:_________


(12) How many years experience does the company have with CAD solutions? 


Years:_________


(13) How many years experience does the company have with mobile RMS/Field Reporting solutions? 


Years:_________


(14) How many years experience does the company have with mobile CAD solutions? 


Years:_________


(15) Has the company supplied public or private entities three (3) or more continuous years prior to the submission of this proposal?


          Y/N______   


(16) Has the company completed, in the last five years, the installation of two or more RMS or CAD Systems which are currently operational, and have an operational configuration similar to what is being proposed? 


          Y/N______


(17) How many employees does the company have associated with law enforcement information systems?


North America:  ____ employees 
In local office:  ____ employees


(18) How many employees associated with law enforcement information systems does the company have in each of the following categories?







 Engineering__ Programming__ Quality Assurance__






 Help Desk__ Sales__ Project Management__ Admin__


(19) Location of office that will serve as the primary contact during implementation:  _________________



(20) Does the company have and support user group organizations?






 International:  Y/N_____ National  Y/N:  _____ Northwest  Y/N_____




b. Financial Information





(1)
What was the Vendor's annual gross revenue during the last previous three fiscal years?






Fiscal Year 2001 _________ 2002 _________ 2003 __________





(2)   Percentage of gross revenues invested in research and development? 




Research/Development % _________ 





(3)
Provide a copy of the company's financial statements for the last two years.
Attached? Y/N___ Attachment name/location:___________




(4)
Provide Dun & Bradstreet number  






(5)  Is there any pending or resolved litigation between the company and any purchaser of a law enforcement information system in the past 5 years?            Y/N______


If Yes, attach list with a description of the nature and resolution of the litigation                                                                 Attached? Y/N___ Attachment name/location:___________.


(6)  Has your company had any contracts cancelled or terminated for non-performance or any other client-initiated action?            Y/N______


If Yes, please provide a description of the issue, and the location: 


2.    Contractor Responsibility: If a proposal includes hardware, software and services available from a third party, the Vendor must act as prime contractor for the procurement of all proposed products and services.  In this role, the prime contractor must be the sole point of contact with regard to contractual issues including payment of any and all charges resulting from the purchase of the proposed hardware, software, and services.  The prime contractor must take full responsibility for the demonstration, delivery, installation, and acceptance testing of all items proposed.  The prime contractor must also provide maintenance and warranty for its products and ensure that all third-party warranties are extended to the City.

(a) In an attachment, the proposal shall clearly identify how the prime contractor will direct the work of all subcontractors to ensure the quality and timeliness of work performed by the Vendor and all subcontractors.               

Attached? Y/N___ Attachment name/location:___________


(b) Please complete the following chart that pertains to the roles of each vendor participating in the proposed solution:


		

		Number of previous partnerships with this vendor

		Location of previous partnerships

		Description of the installed configuration or service 

		Vendor providing product or service



		Prime Contractor

		

		

		

		



		Project Management Services

		

		

		

		



		CAD Software

		

		

		

		



		RMS Software

		

		

		

		



		Mobile CAD Software 

		

		

		

		



		Mobile RMS/Field Reporting Software 

		

		

		

		



		Application Software Programs

		

		

		

		



		Other Software

		

		

		

		



		Training (describe)

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		External System Interfaces

		

		

		

		



		Data Conversion

		

		

		

		



		Other (describe)

		

		

		

		



		

		

		

		

		



		

		

		

		

		





(c) For vendors offering a solution provided by a single vendor, describe whether any application within the suite has been previously owned by another company. For example, if your company purchased an RMS company’s product and then integrated it into your CAD and Mobile suite, you must divulge the RMS product’s historic ownership. 


B. Vendor Experience 


Instructions:  Vendors wishing to submit proposals shall have supplied public or private entities for a minimum of three (3) continuous years prior to the submission of this proposal. Further, in the past five (5) years, the vendor must have completed the installation of two (2) or more CAD or RMS systems with an operational configuration similar to what is being proposed. All such systems must be operational as of the date of the proposal submission. Please provide the following information for each reference, (expand table as necessary), as an attachment. Attached? Y/N___ Attachment name/location:___________


		
Name, Agency type, Address, Contact, Title,


Phone Number, email

		

		Configuration Installed (OS, DB and Software Version) and Scope of Product and Services

		

		Approximate


Service Area


Population

		

		Contract Value at:


1. Contract Signing


2. Cut Over 


3. Presently 

		

		Contract and Installation


Dates



		(1) 

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		(2) 

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		





C. Vendor References


Instructions:  Vendors shall provide a comprehensive list of all clients that have purchased CAD or RMS products and/or services during the life of the company.  The city reserves the right to contact any of these references at any time.  This list should include the following information (minimum) for each reference (expand table as necessary):


Provide a list of all reference sites.
Attached? Y/N___ Attachment name/location:___________

		GOVERNMENT aGENCY nAME

		

		Client Contact Name

		

		Client Contact Phone Number

		

		Client Contact E- Mail Address 

		

		Identify Products Installed and the Year cut over



		(1) 

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		(2) 

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		





D. Solution Architecture


1. What databases does your system run on? Include versions.  (eg Oracle 9, SQL Server 7)


2. All databases are compliant with open system standards such as ODBC?





Y/N ______


Describe any known conflicts:


3. Are temporary files (created on an ad hoc basis) automatically deleted in a reasonable time frame to minimize their impact on disk performance and disk space availability?





Y/N ______


Please elaborate on your response:


4. Are resource warnings (i.e. disk, CPU) provided to assist the system administrator in taking action to prevent the system from going down?





Y/N ______


Describe the method of alert:


5. Vendor is ISO 9000 certified?





Y/N ______


Define the date certified:


6. Please describe, in general, your product’s ability to use voice recognition software:


7. SPD uses NetMotion wireless middleware to transport data to MDC units. Netmotion compensates for loss of wireless connection and manages device IP. Netmotion will transport TCP and UDP and most ICMP (ping). From a network perspective, the Netmotion product has NAT, VPN, and proxy behaviors. For more info see http://www.netmotionwireless.com look at the Mobility XE product. The physical layer is currently CDMA (from Sprint) but upgrades and other faster city wide area wireless networks will be added over time. Can the mobile components of the proposed solution work with the described environment?




Y/N ______


Provide an explanation, if necessary:


E. Computer Hardware


1. Infrastructure Requirements

Please provide the minimum required hardware configurations for each component that will be part of the proposed architecture (e.g., application/database servers, storage devices, firewalls, network devices, etc). 


a. System Information


(1) Vendor(s)



(2) Model(s)



b. CPU


(1) Type (Current/Projected)



(2) Speed (Current/Projected)



c. # CPU’s (if multiprocessor capable)


(1) Minimum Required (Current/Projected)



(2) Recommended (Current/Projected)



d. Memory


(1) Minimum Required (Current/Projected)



(2) Recommended (Current/Projected)



e. Disk space capacity


(1) Minimum Required (Current/Projected)



(2) Recommended (Current/Projected)



f. Disk Array Configuration Proposed?
Y/N ______


(1) RAID Level(s) supported



(2) Hot-swappable drives/components included
Y/N ______


(3) Automatic, on-line data recovery supported
Y/N ______


g. Storage Area Network/NAS Proposed?


(1) Vendor(s)


(2) Model(s)


h. Network Infrastructure equipment Proposed?



(1) Device(s)


(2) Make(s)


(3) Model(s)


i. Other equipment proposed?


(1) Device(s)


(2) Make(s)


(3) Model(s)


2. User Workstation Requirements - Desktops


Please provide both the minimum required and recommended configurations for user workstations that will allow for proper performance of all proposed application functionality.


a. CPU Type/Speed


(1) Minimum required



(2) Recommended



b. Memory


(1) Minimum required



(2) Recommended



c. Disk Space


(1) Minimum required



(2) Recommended



d. Display resolution(s)


(1) Minimum required



(2) Recommended



(3) Supported



e. Other hardware


(1) Required



(2) Recommended



f. Operating System(s)


(1) Recommended



(2) Supported



g. Additional applications/software


(1) Required



(2) Recommended



3. User Workstation Requirements – Laptops/Mobile Devices


Please provide both the minimum required and recommended configurations for laptops and/or mobile devices that will allow for proper performance of all proposed application functionality.


a. CPU Type/Speed


(1) Minimum required



(2) Recommended



b. Memory


(1) Minimum required



(2) Recommended



c. Disk Space


(1) Minimum required



(2) Recommended



d. Display resolution(s)


(1) Minimum required



(2) Recommended



(3) Supported



e. Other hardware


(1) Required



(2) Recommended



f. Operating System(s)


(1) Recommended



(2) Supported



g. Additional applications/software


(1) Required



(2) Recommended



h. Types of wireless services supported?
_________________________




_________________________


4. Is the architecture of the software applications and their support for networked environments:


a. Client/Server 


Y/N ______


b. Web-based


Y/N ______


c. Thin Client


Y/N ______


d. Other – Specify :____________________________________________


5. Is there any loss in functionality from one architecture to another (e.g., Client/Server vs. Web-based)?





Y/N ______


If yes, please explain.


F. Software 


1. In an attachment, provide a list of planned enhancements with associated target release dates, upgrade version number, and associated upgrade costs to clients.





Attached? Y/N___ Attachment name/location:___________


2. In an attachment, provide a three year plan for technical and functional product development? 






Attached? Y/N___ Attachment name/location:___________


3. Describe the company’s selection criteria and processes for determining which new functions, features and enhancements will get incorporated in the future product releases.


4. In terms of software enhancements: describe how your clients request enhancements, and what process is followed for determining which enhancements will ultimately be incorporated into future products.


5. Describe how the company supports customized software for the life of an implementation.


6. In an attachment, provide a complete list of all standard ad-hoc reports.





Attached? Y/N___ Attachment name/location:___________


7. In an attachment, describe how ad-hoc reports are user configurable.





Attached? Y/N___ Attachment name/location:___________


8. In an attachment, provide a list and description of all reports provided with the base system and include a list and description of all standard reports available in the application.





Attached? Y/N___ Attachment name/location:___________


9. Software requires third-party software (database, word processor, spell checker, etc)?  Specify any required/recommended third-party software?





Attached? Y/N___ Attachment name/location:___________


10. Software includes third-party software (database, word processor, spell checker, components)?  Specify all included third-party software components:
Y/N _____


11. Software integrates with third-party software (office automation, Email)?  Specify supported third-party applications.
Y/N _____


12. Software allows the scheduling of commands within the application?
Y/N _____


Define any limitations to scheduling of commands:


13. The City is interested in the possibility of providing 2D drivers license readers and fingerprint scanners in the cars to comply with NCIC 2000 requirements. Please describe your overall approach or recommended alternative:



14. The City is interested in utilizing digital photographs (still and motion). Please describe your overall approach or recommended alternative:



15. The City is interested in facial recognition abilities. Please describe your overall approach or recommended alternative:



G. System Interfaces


1. Please fill in the requested information in the columns next to the interfaces the company has successfully implemented between the proposed Systems and the listed system.


		

		Vendor(s)

		Client Site(s)

		Client Contact



		(2) Computer Aided Dispatch (CAD)

		

		

		



		(3) Records Management Systems (RMS)

		

		

		



		(4) Mobile CAD Solution 

		

		

		



		(5) AFR 

		

		

		



		(6) ACCESS/WACIC/NCIC/DOL/DOC

		

		

		



		(7) City Email (Novell Groupwise)

		

		

		



		(8) SeaKING

		

		

		



		(9) Digital Photograph System (CRIMES)

		

		

		



		(10) PROMIS System

		

		

		



		(11) GIS 

		

		

		



		(12) Regional CAD and 800 MHz Radio (PSAP NET)

		

		

		



		(13) E911-ANI/ALI Phone Systems

		

		

		



		(14) Autodial

		

		

		



		(15) Fire CAD System

		

		

		



		(16) Paging System

		

		

		



		(17) Automatic Police Alarm (VARDA)

		

		

		



		(18) Automatic Vehicle Location Systems (AVL)

		

		

		



		(19) Crime Analysis

		

		

		



		(20) Records Imaging

		

		

		



		(21) Automated Fingerprint Identification System (AFIS)

		

		

		



		(22) SeaJIS

		

		

		



		(23) Special Assault Regional (HITS) Network

		

		

		



		(24) Electronic Citation System (currently AutoCite)

		

		

		



		(25) TOWS System

		

		

		



		(26) HRIS System

		

		

		



		(27) LINX System

		

		

		



		(28) RAIN System

		

		

		



		(29) Message Switch System

		

		

		





H. Data Conversion 


1. Overview


The Department has identified and prioritized the databases and applications that may be the object of data conversion/migration efforts.


Metrics for these databases are provided in Appendix C2.


The Department has collected information regarding the data structure, and any details documenting the application code and function that currently exist.  Where available, complete data documentation, including ER diagrams, have been obtained.  Erwin has been used to reverse engineer any database or application that did not have documentation available. This information will be available at the Vendor’s Conference to all having on record, a signed Non-Disclosure Agreement as provided in Appendix A.4.


The Seattle Police Department has a Certified Oracle DBA on Staff.  


2. In an attachment, please provide the following information: 


a. Company’s approach to, and methodology, for data conversion/migration and testing.





Attached? Y/N___ Attachment name/location:___________


b. Company’s qualifications and experience with data conversion and cleaning? 






Attached? Y/N___ Attachment name/location:___________


c. Any data conversion and/or cleaning tools used by the company in performing the work? 






Attached? Y/N___ Attachment name/location:___________


d. Any experience the company has converting data from PRC RMS Systems, include versions and contact information for clients.    






Attached? Y/N___ Attachment name/location:___________


I. Implementation


1. Methodology

a. Attach an implementation plan and schedule for a project of similar size and complexity that your company has completed with your offering response. 





Attached? Y/N___ Attachment name/location:___________


b. Attach a workplan to the offering that includes the following:


· Specific milestones and deliverables


· Estimated milestone completion dates


· System design and implementation plan


· Software integration and installation plan


· Detailed test plan


· Detailed training plan


· Follow up and evaluation plan 





Attached? Y/N___ Attachment name/location:___________


c. What software modules are typically grouped and installed together?


d. What amount of elapsed time (in months) is typically required to implement a project of this size and complexity?


2. Change Order Definitions 


a. Acceptable Change Orders: The City will consider a change order only if the City has requested a change to the functionality of the system.





Vendor agrees? Y/N ______


b. Unacceptable Change Orders: Product configuration does not constitute a change order. The configurations are dependent on the knowledge and design complexity of the Vendor’s system.  Assisting the City to get the most out of the system is the Vendor’s responsibility.  It is incumbent upon the Vendor to make sure the City users are well trained in the capabilities of the RMS and CAD systems so that they may work with the Vendor to define proper configurations from the user’s perspective





Vendor agrees? Y/N ______


3. Statement of Work


a. Prior to contract signature, the City must receive and approve a completed Statement of Work (SOW) from the Vendor. To complete this Statement of Work, the apparent successful Vendor must work with the City to accomplish the following tasks:


(1) Reconcile any and all differences between the SPD-RMS/CAD RFP and the Vendor’s proposal so that both parties understand and agree on each specification.


(2) Understand all features of the Vendor’s base system that are available in the base system price, but not included in the City’s Technical and Functional Specifications.


(3) Create an Interface Control Document (ICD) for each interface listed in the Technical and Functional Specifications. This document will describe the functional requirements and data elements for each interface to such level that ambiguity is reduced to a minimum. 


(4) Agree upon an implementation methodology that groups certain logical groups of modules (functionalities) for phased cut over.


(5) Identify any changes or enhancements to Vendor’s existing product that must be implemented.





Vendor commits to this process, and provisions? Y/N ______


b. The SOW shall describe the services to be performed by the Vendor during the project and should include: 


(1) Complete price proposal


(2) Complete network design diagram


(3) Complete list of required hardware and software


(4) Detailed project plan


(5) Preliminary system modification/development plan


(6) Preliminary training plan


(7) Preliminary documentation plan


(8) Preliminary data conversion plan


(9) Preliminary cutover plan


(10) Preliminary functional acceptance test plan for the applications and interfaces


(11) Preliminary system performance test plan


(12) A comprehensive list of City responsibilities that specifies the limit of City roles and responsibilities


(13) Post-cutover maintenance plan


(14) System administration plan





Vendor commits to this process, and provisions? Y/N ______


4. Fit and Gap Document


a. Prior to contract negotiations, the City and the selected Vendor(s) will complete a Fit and Gap Analysis. Before starting the Fit and Gap activities, the Vendor shall provide training to the City staff participating in the Fit and Gap, and other selected City staff, in the design and use of the software. At a minimum, the Fit and Gap Analysis should address the following requirements and specifications to the level that reduces risks to the City and the selected Vendor:  


(1) Functional and data requirements met with current product


(2) Functional and data requirements met by loading tables with City data


(3) Requirements met by modifying the software with user tools (configurations)


(4) Requirements met by modifying core parts of the system (future releases)


(5) User interface specifications  (may include screen and report layouts)


(6) Hardware, network, and communication specifications for the system


(7) Descriptions of transactions, data, and database structures


(8) Interface Control Document (ICD)


(9) System testing specifications


(10) Conversion specifications





Vendor commits to this process, and provisions? Y/N ______


b. The Vendor shall acknowledge that if contracted, it shall engage the necessary resources to produce a Fit and Gap Document .The Vendor shall work directly with the City project team to develop the Fit and Gap Document.  The Vendor shall acknowledge that the City has the sole authority to approve or reject the Vendor’s Fit and Gap document, and the City shall authorize work on the proposed RMS and CAD systems only after acceptance of the Fit and Gap Document by the City.  





Vendor commits to this process, and provisions? Y/N ______


c. In an attachment, please describe, in detail, the methodology and strategies that are likely to be used to develop the Fit and Gap Analysis.  The resulting Fit and Gap Document shall include sufficient detail to support project goals noted below.  





Attached? Y/N___ Attachment name/location:___________


(1) Technical and Functional Goals: The Vendor shall utilize the Fit and Gap information to configure and design a RMS and CAD that fulfills the technical and functional features required by the City. 





Vendor commits to this process, and provisions? Y/N ______


(2) User Interface Goals: The Vendor shall utilize the Fit and Gap information to develop a RMS and CAD user interface that is considered user friendly and flexible by the various Police Department stakeholders, including end users and system administrators. 





Vendor commits to this process, and provisions? Y/N ______


5. Cut Over Plan


a. In a separate attachment, please describe a cutover plan that minimizes impact to daily SPD operations. This plan should address any data conversion issues represented by the cutover.  Vendors should describe the procedures that will be used to ensure that the data conversion is successful prior to the cutover date.  





Attached? Y/N___ Attachment name/location:___________





Vendor commits to this process, and provisions? Y/N ______


b. In the Cut Over Plan attachment, please describe what contingency plans and problem resolution measures the Vendor will have in place during cutover.  





Attached? Y/N___ Attachment name/location:___________


6. Installation


a. Describe the software installation services included in this offering.


b. Describe all customer installation responsibilities.


c. Software installation is to be performed at the client site.






Vendor commits to this provision? Y/N ______


d. Upon completion of the system design, development, integration and installation, and prior to the start of the functional systems test, the City requires that Vendors conduct unit tests of all software to demonstrate to the City’s Project Manager (or designee) satisfaction that the system and its components meet all required functionality and adhere to the specifications and procedures incorporated in the RFP and that the system operates as defined by the RFP. Describe any objections:


7. Certification, System and Acceptance Testing 


a. The selected Vendor is expected to jointly develop mutually agreeable system certification, acceptance and testing procedures. Please describe your approach to such procedures. 


b. Provide the exact transaction response times for your proposed system, assuming that the City uses your minimum hardware specifications. These shall be used as the basis for the response time testing and acceptance.  Response time for data retrieval shall be measured from the point of issuing the request (pressing the enter key) to displaying the record at the client.


		· Transaction

		· Response Time



		Simple RMS/CAD/AFR update and/or indexed query (single transaction)

		· 



		Complex RMS/CAD/AFR update and/or query (multiple transactions) excludes external database queries

		· 



		CAD and RMS Address verification

		· 





8. Implementation Team Resources 


a. In an attachment, describe how you propose to supplement the City’s project team.  Describe the project organization for implementation, including: 


(1) Project organization chart clearly illustrating lines of authority


(2) Number of resources, the role of each individual, and expected duration and cost of service for each individual


(3) Identification of the (Prime) Vendor project manager responsible for day-to-day operations for the project and on-site activities


(4) Identification of the technical lead for the project, who will play the primary hands-on leadership role in all technical aspects of the project  





Attached? Y/N___ Attachment name/location:___________


b. Include a resume and three (3) references from previous clients for each member of the proposed implementation team. Resumes shall include the following information:


(1) Current position with the Vendor/subcontractor


(2) Years with the company(s)


(3) Project position to be staffed


(4) Education


(5) Work experience, including past positions with the Vendor’s/subcontractors company(s)


(6) Technical skills and qualifications relevant to the project 


(7) Specific description of experience in working with the proposed system, including experience in system design, installation, support, training, or management





Attached? Y/N___ Attachment name/location:___________


c. The Vendor will warrant that any key staff members, including the Project Manager, identified by the Vendor and accepted by the City shall be dedicated to the City’s project as that person’s primary assignment


 


Vendor agrees? Y/N ______


d. The Vendor will warrant that any change in assigned key staff, including the Project Manager, is subject to prior City approval in writing.  


 


Vendor agrees? Y/N ______


e. Define the required City staff and related training during implementation, testing and recurring support of the proposed solution:


J. Training


Training shall be a combination of direct and “Train the Trainer” method and shall be provided to City personnel who shall be responsible for ongoing training of all City end users. In addition, supervisory levels will receive training tailored to their purposes, as will the systems staff responsible for administering and maintaining the system. 


1. In summary, describe the training courses, type (e.g., lead instructor, interactive CD), and associated hours which are included with the proposed system?


2. How many hours and/or days of training are typically required for a comparable sized customer?


3. Can training be scheduled to accommodate multiple shifts and alternative working hours?





Y/N ______


a. Is there an additional cost associated with this training approach?





Y/N ______


4. Indicate the hardware and software training included in this offering.  All training costs should be identified in the pricing forms section.


		

		

		Recommended number of:



		

		

		

		

		Hours



		Course Description

		

		Persons

		

		On-Site

		

		Off-Site



		System Administrator Hardware operations and System Management:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		System Administrator System Software and Utilities:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		Direct Training to City Technical Staff:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		Help Desk Training:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		Train-the-Trainer Training:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		Other:

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		Total

		

		

		

		

		

		





a. All data (incident codes, geo-codes) used in the training examples shall be the actual system and data developed for the City by the Vendor. Please note any objections:


5. Training manuals must include the following: 


a. Instructor Manual(s) 


Y/N ______


b. Student Training Manual(s)


Y/N ______


c. All manuals in MS Word format


Y/N ______


d. All manuals in other media format (HTML, PDF)
Y/N ______


e. Master videos or DVDs of recorded training

Y/N ______


K. Documentation


1. Is the Information Model (e.g., data dictionaries and schema information) provided to clients for all databases?
Y/N ______


If yes, describe how and in what form the Information Model is made available to users.  That is, is it on CD, the web, hardcopy, etc?


		2. The City will require the selected Vendor to place all source code in a third party escrow account. The account must include all historic and current software releases, documentation for the duration of the City’s ownership of the Vendor supplied products and the Department must reserve unmitigated access to the source code for Department-only usage.  


Vendor agreement: Y/N_______





L. Warranty, Support and Maintenance


The proposed system(s) shall be warranted by the contractor to be free of all defects in software, hardware, user interfaces, materials and workmanship for the duration of one (1) year following the issuance of the final acceptance certificate by the City. During the warranty period, the vendor shall replace or repair any defects and provide maintenance services at no additional cost to the City. Complete the warranty and maintenance matrix below based on your proposed approach.  Complete one matrix per Vendor offering warranty/maintenance services.


		

		Vendor ____________



		

		

		



		Proposed Services

		System


 Software

		Application


 Software



		What are the hours of warranty coverage (e.g., M-F  0700-1800)?

		

		



		What are the hours of maintenance coverage (after the warranty expires)?

		

		



		Warranty/Maintenance Services:

		

		



		· Telephone Support (Y/N)?

		

		



		· Toll Free “800” number (Y/N)?

		

		



		· Remote dial-up software diagnostics (Y/N)?

		

		



		· Updates, enhancements and bug fixes included (Y/N)?

		

		



		· How often are enhancements provided?

		

		



		· User group membership (Y/N)?

		

		



		· Newsletter (Y/N)?

		

		



		Service/Support Response Time (hours):

		

		



		· Via telephone/modem

		

		



		
-
Average?

		

		



		
-
Guaranteed?

		

		



		· On-site

		

		



		
-
Average?

		

		



		
-
Guaranteed?

		

		



		On-Call “After Hours” Services (e.g., M-F 1800-0700): 

		

		



		· Hourly rate for service personnel?

		

		



		· Minimum hours charged?

		

		



		How many years will you guarantee support of the proposed software?

		

		





1. Please answer the following regarding the preceding matrix:


List any exceptions or limitations to your proposed warranty/maintenance services for the software as indicated within the matrix.


2. Please explain how the product will keep up with new releases of the operating system, office automation products, underlying database and any other integral third party software products.  Describe any testing or certification processes you have as part of this:

3. System Maintenance and Operation


a. What are the City’s obligations following a new release/major redesign of an application?


b. The City requires that backup and archiving must not require system interruption. Confirm that your solution meets this requirement.





Y/N _____


c. Define a plan for daily, weekly, monthly backup and archiving:


d. Does the Vendor mandate the installation of new releases?
Y/N _____


(1) How soon?
Months _____


(2) Is there an additional charge for the new release?
Y/N _____


(3) Is conversion assistance provided, if necessary?
Y/N _____


(4) Is new documentation supplied?
Y/N _____


(5) Is additional training provided?
Y/N _____


(6) Is maintenance continued for the old release?
Y/N _____


(7) If yes, for how long?
Months _____


e. Describe your policy and timing for dropping support of client operating system(s), server operating system(s) and database versions.


f. List contact names, phone numbers and addresses for user groups that focus on elements of the proposed solution set.


g. Describe problem management and escalation procedures.


h. Does the system provide knowledge base keyword search capability to facilitate a search of the knowledge base to facilitate problem resolution?





Y/N ______


Describe the support knowledge base format (e.g., web site, distributed media).


3. Post Implementation Support 

Support after the new software is introduced is as important to the City as implementation assistance. Please describe post-implementation system support, including the following:

a. Transition from implementation team to another party (if appropriate)?



Months _____


b. Describe all parties with which the City would be working.


c. Response procedures for priority vs. non-priority calls 

d. Hours of service:


e. Remote site support: 


f. The City anticipates a comprehensive support agreement to be forged with the finalist Vendor. Please identify your proposed recurring support plans, with associated pricing: 


g. In an attachment, please include copies of your standard maintenance agreement(s) with option plans shown. Location of attachment:__________


h. Describe how switching between versions and portions of software, will be handled: 


i. Describe the procedures for trouble notification: 


j. Describe the procedures for customer initiated trouble reporting, status tracking and correction: 


k. Describe the procedures for using the 24-hour hot line service: 


l. Describe any software or hardware used to assist in technical troubleshooting (indicate any costs in pricing forms): 


M. Financial Proposal  


1. Objectives: The objectives of the Financial Proposal Specifications are to provide the Vendor with instructions and formatting information for the preparation of the Financial Proposal. The Financial Proposal response will allow the City to:

· Fairly compare the financial proposals from each Vendor


· Better understand the Vendor’s overall proposal


· Determine what the best CAD-RMS-Mobile options are, based on funds available and project costs


· Adjust volumes and services using the financial information provided without requiring the Vendor to resubmit the entire financial proposal


· Allow the option for the City to directly purchase 3rd party software and hardware


2. Budget: The overall budget, including all required hardware, Vendor supplied software, 3rd party supplied software, including enhancements, installation, interface, labor, training, data conversion and professional services is $4.5M.

3. Financial Proposal Preparation Instructions: 


a. Financial Proposal Packaging: The Vendor should prepare a separate Financial proposal volume.  This volume should be sealed separately.


b. Proposal Forms: The Vendor must use the Financial Proposal Bid form to propose a CAD-RMS-Mobile solution.  The Bid Form is embedded at the end of the Financial Proposal section. 


c. Effective Dates for Pricing: The total system prices and other costs quoted in this proposal must be valid until the City completes an award decision and has successfully negotiated a contract to signature.  Should any Vendor object to this condition, the Vendor must object through the protest process prior to the bid closing date, as described elsewhere herein.


During contract period, pricing shall remain firm and fixed for the initial term of the contract.  During the term of this contract, should the contractor enter into pricing agreements with other customers providing greater benefits or pricing, contractor shall immediately amend the contract to provide similar pricing to the City if the contract with other customers offers similar usage quantities and similar conditions impacting pricing.  Contractor shall immediately notify the City of any such contracts entered into by the Contractor.


4. Hardware and Software Buyback: Hardware and Software Buyback:  Should the system fail to meet the City final acceptance test case requirements, the Contractor will be required to repurchase any hardware and software specified in the Contractor’s response that was purchased by the City from the Prime Contractor and any subcontractors and third party suppliers.  Notice shall be provided to the Contractor of the City’s intent to employ this condition.  The City may collect such payment from the Contractor using that approach considered in the best interest of the City, including but not limited to submitting an invoice to the Contractor for the repurchase, or to withhold payment of any amount due from the City to the Contractor, or may evoke the Contract Bond for such pay-back, or may take other action considered necessary for the City to enforce this condition. 


5. Bid Form Instructions


a. Clarity:  The Vendor should be as specific as possible.  The Vendor should indicate if the cost of a specific deliverable is included within the cost of another line item.  For example, if the cost of a peripheral is included in the price of a PC, please include the peripheral as a line item and indicate that it is included in the PC line item cost.


b. Column Item Formatting: Vendors should take care to place the pricing information in the proper column. The columns are set up as follow:


(1) Column A: Item descriptions


(2) Columns B, C, D are for RMS products


(3) Columns E, F, G are for CAD product


(4) Columns H, I, J are for the Mobile portion of CAD product


(5) Columns K, L, M are for Mobile/AFR portion of RMS product


(6) Columns N,O, P, Q are for annual post warrantee maintenance pricing for a separate, RMS, CAD, CAD-Mobile and RMS Mobile/AFR, (respectively)


c. Row Item Formatting: The vendor should take care to limit proposed row items to the following categories: 


(1) Vendor supplied software


(2) Server Hardware and Software

(3) Third party software


(4) Work Station/Mobile Client Software

(5) Data Network  (to be provided by City)

(6) Interfaces


(7) Training


(8) Data Conversion Services


(9) Professional services


(10) Paid Enhancement function software


d. Adding, Modifying and Deleting Row Items: Within each of the categories, the City has listed certain row items as a sample to help clarify the format.  The Vendor should feel free to add, modify, or delete row items within each category to present a complete financial proposal.


e. Categories Instructions: Cells highlighted in yellow in the Bid Proposal Form contain self-calculating mathematical formatting. No entries are required or shall be made by Vendor in these highlighted cells.


(1) Vendor Supplied Software:  The Vendor supplied software price should include a site license for all Vendor server and client software for the entire system; with every module listed. The modules may be priced individually or together, or in a combination thereof.


(2) Server Hardware and Software: The Vendor supplied hardware price should include all servers needed to support the system with an architecture that provides for load balancing and fail-over.  It should also include test, training, and quality assurance systems. 


(3) Third Party Software: The third party software price should include all software not owned by the Vendor that is required for the system to work. Please include the company name, what is proposed and the cost.


(4) Work Station/Mobile Client Software: Complete this section only if site license is not offered.


(5) Data Network: The City has an extensive data network and transmission system that may be utilized by the Vendor to connect the proposed system. The City will work with the successful Vendor to design the required data network. Therefore, Vendors do not need to propose a data network for the system.


(6) Interface: The interface price should include the price for each interface listed on the bid form. Please note that the City may choose not to concurrently implement all proposed interfaces. Therefore each interface cost should be self-contained and inclusive of testing.


(7) Training: The training price should include all classes. For each class provide the unit price/cost per class in the unit cost column. Also, please provide number of students per class in the description column.


(8) Data Conversion Services: Please provide cost for each type of data listed. Please note that the City may choose not to concurrently implement all proposed data conversion. Therefore each data conversion cost should be self-contained and inclusive of testing. 


(9) Professional Services: The professional service price should include the price for each professional service listed on the bid form. If the cost of a line item has been included previously, so indicated.


(10) Paid Enhancement Function Software: Some enhancement are already in the Vendor’s planned development path and should not be priced. Some City desired enhancements are not supported by the Vendor current and planned product, these should not be priced. Only those enhancements that City desire and Vendor is willing to provide should be priced. Given the City may not concurrently implement all such enhancements, it is important that each enhancements should be separately priced.


(11) Multi-System Discount: If the vendor is offering a multi-system discount, please indicate the amount of the discount and specify the conditions of the discount.

f. Cost Breakdown: Vendors shall provide a cost breakdown for staffing services and expenses associated with the SPD-CAD/RMS/Mobile. Please provide below, the hourly rate for the Vendor’s Project Manager, the Vendor’s Programmer, and the Vendor’s Installer:


(1) Project Manager_________

(2) Programmer____________

(3) Installer________________

6. Bid Form: Double click the icon below to open the Financial Proposal Bid form.  This embedded Excel file contains the required formulas and categories needed to complete the financial proposal. 

a.  Clarity: The Vendor should be as specific as possible.  The Vendor should indicate if the cost of a specific deliverable is included within the cost of another line item.  For example, if the cost of a peripheral is included in the price of a PC, please include the peripheral as a line item and indicate that it is included in the PC line item cost.
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N. Exceptions to Terms and Conditions


Please describe in detail any exceptions to RFP terms and conditions.


		



		



		



		



		



		



		



		



		



		



		



		



		



		



		



		



		



		



		



		





[image: image22.wmf]"CAD MDC Screen 


Shots.doc"


[image: image23.emf]Switch Connections




Chapter 4


 ADVANCE \y561.6BACKGROUNDSpecification Response

[image: image24.wmf]"SPIDER City 


Standard Terms and ConditionsTB.pdf"


 ADVANCE \y681.12 

Chapter


4

Specification Response 


		Response Code

		

		Definition



		

		

		



		A

Existing

		

		The require​ment will be met by proposed existing soft​ware that is in​stalled and opera​tional at other sites and can be demonstrat​ed to the City.  An “A” response to any require​ment phrased “...ability to...” signifies that the proposed system provides the actual capability to meet the requirement without extensive user intervention.  Indirect or implied solutions to meet the requirement should not be coded “A”.



		

		

		



		B


Under


Development

		

		Requirement will be met by software that is cur​rently under development, in Beta test, or not yet re​leased.



		

		

		



		C


Customization

		

		Require​ment will be met with minor modifi​ca​tions to exist​ing software or use of software tools such as applica​tion report writ​er, query, etc.  All work shall be performed by the Vendor - any addi​tional costs must be noted on the Bid Form.



		

		

		



		D


Third Party Products

		

		Requirement could be met by the use of proposed soft​ware tools, such as a report writer, query lan​guage or spread​s​heet. 



		

		

		



		E


Not


Available

		

		Requirement cannot be provided.





Additional Instructions:



1. The specifications are located in Microsoft Excel spreadsheets that are embedded into the RFP on the following page. Proposing Vendors must respond to each specification, in each column, by selecting a single character choice (A-E). Any errant data entry will be scored as an ‘E’ response.


2. One column within each spreadsheet is titled “Dependency”, with a response choice of Yes, or No. Vendors must choose Yes whenever the functionality is made available only by purchasing another product, module or feature. Any Yes answers must include a definition of the product, module or feature to the right, in the column titled “Explanation (If Required)”.   


3. An omitted response will be scored as an ‘F’ response. 


4. Any deviation from the response codes will be interpreted at the discretion of the City.


5. All costs associated with C or E responses must also be included on the Bid Form.


6. Whenever a description or narrative is requested, Vendors should specifical​ly cite the location of such information within the Vendor's proposal.


Functional Specifications 


General (applies to all proposed applications)
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CAD, CAD Mobile -Specific
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RMS, RMS Mobile/Field Reporting-Specific
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Mobile CAD, RMS and Field Reporting-Specific




[image: image5.wmf]"Mobile 


Functional.xls"




Interfaces
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Technical Specifications 


General (applies to all proposed applications)
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� Please refer to Appendix B.3 for the CAD Business Case and Appendix C.4 for the RMS Business Case.



� If sending by US mail, please use the PO Box and allow sufficient time for delivery. 



� The City will require additional financial information from those Vendors who are chosen as semi-finalists.



� Retaining at least 24 months of detailed incident data.







�Old language.
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Security for Wireless Networks



In an enterprise network that includes a wireless network (WLAN or WWAN), authenticating users and 
keeping communications confidential are more problematic than they are with a wired network. Read 
this white paper to get an overview of wireless security and find out how NetMotion Mobility™ prevents 
unauthorized users from gaining access to your system and stops eavesdropping, replay, and other net-
work-level a�acks.



Introduction
In modern network topologies, physical boundaries between public and private networks no longer exist. 
Wireless networks and Internet-based VPNs (virtual private networks) are two examples of this, and the 
security implications are apparent.
 First, whether a user has the necessary permissions for access to a system can no longer be as-



sumed based on physical location, as with a wired LAN in a secure facility. 
 Second, data is broadcast using radio frequencies, which can travel beyond the control of an 



organization: through walls and ceilings, and even out into the parking lot or onto the street. The 
information traversing the wireless network is susceptible to eavesdropping. 



These problems represent a violation of two fundamental network security policies: authentication and 
confidentiality.



Wireless LAN Standards
In the WLAN industry, the IEEE 802.11b standard has made it possible for hardware vendors to create 
interoperable systems. The Wi-Fi Alliance works to certify this interoperability and to promote Wi-Fi™ 
(IEEE 802.11 High Rate) as a global wireless standard.
There are two currently implemented standards that try to address the security problems of wireless local 
area networks, but neither of them offers as complete a solution as NetMotion Mobility:
 WEP (Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access) 
 Mobile IP 



WEP (Wired Equivalent Privacy)
As its name implies, the goal of WEP is to provide a level of privacy that is equivalent to that of an unse-
cured wired LAN. To qualify for the Wi-Fi™ seal of approval from the Wi-Fi Alliance, a WLAN must also 
include it. Though WEP is an optional part of the 802.11 specification, almost all vendors include it be-
cause a wireless LAN without some form of authentication and confidentiality would not be acceptable. 



Authentication and confidentiality
WEP relies on a default set of keys that are shared between wireless devices (like laptops with wireless 
LAN adapters) and wireless access points. A client with the correct key can communicate with any access 
point on the wireless network; without the key, a link-level connection request is rejected.
If they are configured to do so, the wireless device and access point will also encrypt data before transmit-
ting it, and an integrity check ensures that packets are not modified in transit. Without the correct key, 
the transmi�ed data cannot be decrypted, preventing other wireless devices from eavesdropping on the 
conversation. 



Limitations
But WEP alone is not enough to ensure authentication and confidentiality, which the Wi-Fi Alliance 
makes clear [1]:



“WEP and other wireless encryption methods operate strictly between your Wi-Fi com-
puter and your Wi-Fi access point or gateway. When data reaches the access point or 
gateway, it is unencrypted and unprotected while it is being transmi�ed out on the public 
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Internet to its destination—unless it is also encrypted at the source with SSL when pur-
chasing on the Internet or when using a VPN. So while using WEP will protect you from 
most external intruders, you may want to implement additional techniques to protect 
your transmissions as they travel on public networks and the Internet. There are several 
technologies available, but currently VPN works best.”



The core algorithm used by WEP is RC4, a stream cipher from RSA Data Security. Several analyses have 
shown that WEP can be compromised. There are tools currently available on the Internet that permit WEP 
encryption keys to be cracked by passively eavesdropping on wireless networks. There are many articles 
on the subject—describing encryption algorithms is beyond the scope of this white paper—here are two 
of them: 
 Unsafe at any key size: An analysis of the WEP encapsulation 



This document identifies “... significant deficiencies in the WEP data encapsulation that renders 
its data privacy claims meaningless, regardless of the key size. Increasing the WEP key from 40 to 
104 or 128 bits does nothing to increase WEP’s resistance to a�ack. This is because the deficiencies 
are related to how WEP uses cryptography, not the key size. WEP’s design a�empts to adapt RC4 
to an environment for which it is poorly suited, with potentially catastrophic consequences for its 
intended users.” [2] 



 Security of the WEP algorithm     
“We recommend that anyone using an 802.11 wireless network not rely on WEP for security, and 
employ other security measures to protect their wireless network. Note that our a�acks apply to 
both 40-bit and the so-called 128-bit versions of WEP equally well. They also apply to networks 
that use 802.11b standard (802.11b is an extension to 802.11 to support higher data rates; it leaves 
the WEP algorithm unchanged).” [3] 



Access control lists
An access control list (“only these IDs are allowed access to the network”) can provide a minimal level of 
security. But in a wireless LAN using WEP, the IDs are assigned at the MAC (Media Access Control) level. 
The problem with this approach is that a MAC-based address can be “sniffed” out by a network intruder 
fairly easily. The intruder can then masquerade as a legitimate user by just changing the MAC address of 
his wireless network card. 



Shared keys
Users who are allowed to connect to the network use the same key, and that key is associated with one or 
more wireless devices, not individual users. The keys are administered separately from other user pass-
words for network or application access. This authentication method can verify that a particular wireless 
device has access rights to the network, but there is no way to distinguish one user from another.
Another security weakness is that the shared-key system uses one-way (not mutual) authentication. An 
access point authenticates a mobile device, but a mobile device does not authenticate an access point, 
which makes an a�ack using a “rogue” access point (an illegitimate access point that is introduced into 
the network) possible. 



Key management
Another aspect of security that is not addressed by the WEP specification is key management. Key man-
agement methods are determined by the specific implementation of a wireless LAN product, not by the 
802.11 specification. Generally, keys are distributed and configured manually on each device or access 
point, which is a management nightmare for the IT department and the help desk.
In practice, many WLAN installations use a single key that is shared between all mobile devices and ac-
cess points. If the system is compromised, making the network secure again entails a lot of manual work. 
If a mobile device or adapter is lost or stolen, for example, the network administrator must recode static 
encryption keys on all clients that use the same keys as the missing device. The more clients there are, the 
longer it will take to manually reprogram all the WEP keys.
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Mobile IP (RFC 2002)
Mobile IP is a modification to IP that allows a node to continue to send and receive datagrams no ma�er 
where it happens to be a�ached to the network. The security components of Mobile IP address only one 
security problem: redirection a�acks. While this might seem limited, it is reasonable when you consider 
that redirection a�acks are the only new vulnerability introduced in a Mobile IP network versus a tradi-
tional IP network. 
A redirection a�ack occurs when a malicious node gives false information to a home agent in a Mobile IP 
network. The home agent is informed that the mobile node has a new care-of address. In reality, this new 
care-of address is controlled by the malicious node. A�er this false registration occurs, all IP datagrams 
addressed to the mobile node are redirected to the malicious node. 
Mobile IP does not address other security risks associated with distributed networks. Any implementa-
tion of Mobile IP that is targeted at unsecured networks, such as a wireless network, should incorporate 
other security mechanisms. 
See [7] for the original text of RFC 2002, and read NetMotion Mobility and Mobile IP for a side-by-side 
comparison of Mobility and Mobile IP.



Using the Wireless Application Protocol (WAP)
WAP is a protocol designed to transmit data over low-bandwidth wireless networks to devices like mo-
bile telephones, pagers, and PDAs. The WAP gateway connects the mobile device to the Internet, and a 
micro-browser on the WAP client uses an XML document format known as WML (wireless mark-up lan-
guage) to display pages. WAP has protocol layers that are similar to the layers of the OSI reference model. 
The security layer uses the Wired Transport Layer Security (WTLS) protocol and provides privacy, data 
integrity, and authentication between two WAP-based applications. 



The data is transmi�ed to the WAP gateway using the WAP protocol. The gateway then converts the WAP 
protocol and data to standard web and Internet protocols (which include HTTP and TCP/IP). If security is 
required, WTLS is used to create a secure, encrypted pipe.
A major problem with this model is that the end-to-end security required for something like e-commerce 
is compromised. Data is decrypted on the intermediate WAP gateway, and it sits there for a short time in 
an unencrypted state. This intermediate step presents an opportunity for the security of the system to be 
compromised, making WAP unsuitable for sensitive data transactions.



Wireless Wide Area Networks (WWAN)
The security used for the wireless link on WWANs depends on the access technology and the telecom-
munications carrier. For example, in GSM and derivative networks, Subscriber Identity Mechanism cards 
are used to supply key information used during encryption. Although wireless WAN security systems 
encrypt the data while it is being transmi�ed on the wireless network, security becomes the responsibility 
of the individual user once the data leaves the carrier and travels the Internet. To protect data from end to 
end, enterprises typically deploy wireless optimized VPNs (just as they do with Wi-Fi networks). A good 
VPN for WWANs provides optimizations specific to wireless networks and uses standard protocols like 
L2TP/IPSec.
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The NetMotion Mobility Solution
The approach taken by Mobility is to apply a VPN 
model to enforce security policy. 
A VPN connects the components and resources of one 
network over another network. VPNs accomplish this 
by allowing the user to tunnel through the wireless 
network or other public network in such a way that 
the tunnel participants enjoy at least the same level of 
confidentiality and features as when they are a�ached 
to a private wired network. 
Before a tunnel can be established, cryptographic 
methods are used to establish the identity of the tunnel 
participants (authentication). For the duration of the 
VPN connection, information traversing the tunnel can 
be encrypted (confidentiality). 



Application session persistence and wireless optimizations
In addition to being a wireless VPN, NetMotion Mobility offers wireless optimizations, plus network and 
application session persistence:
 Wireless optimizations mean that data is transmi�ed as efficiently as possible: NetMotion Mobility 



considers the variables associated with the wireless network and then makes the most efficient 
use of the given bandwidth. Mobility can also be configured to switch automatically to the fastest 
bandwidth network connection when multiple connections (Wi-Fi and GPRS, for example) are 
active. (For more on how Mobility provides optimum performance over intermi�ent and band-
width-challenged network links, see our white paper, NetMotion Mobility Link Optimizations.) 



 Network session persistence means that users don’t have to repeat the login process when they 
move from one IP subnet to another, or when they go out of range of the network and return. 
NetMotion Mobility automatically re-authenticates the connection every time users roam, with-
out user intervention. 



 Application session persistence means that standard network applications remain connected to 
their peers, preventing the loss of valuable user time and data. For example, some major airline 
carriers offer high-speed, wireless access using the 802.11b protocol (“hotspots”) in their termi-
nals and waiting areas. Any customer with a mobile device equipped with a WLAN card can 
gain access to the Internet, corporate network, and e-mail. You open your laptop in the nearest 
cafe, log in to the corporate network, and start transferring data. But what happens when your 
flight is announced and you move to the gate at the other end of the terminal? The Mobility user 
suspends his laptop, moves to the new area, and then resumes the session. The user without 
NetMotion Mobility has to start from the beginning again: log in, get authenticated, re-open the 
application, and restart the transfer. 



NetMotion Mobility Security Architecture
Authentication
Before Mobility begins transporting data between the network and NetMotion Mobility Client, it must 
ensure that the end user has the required permissions. A user establishes his identity by logging in to the 
Mobility client using his Windows domain user name and password. Using the Windows domain creden-
tials allows for a single sign-on process and involves no extra work for the IT department. Single sign-on 
also gives users access to other domain resources, such as file system shares. Once a user has been au-
thenticated, NetMotion Mobility establishes the communications path for transporting application data. 
NetMotion Mobility supports two protocols for user authentication:



CIFS (Common Internet File System)
NetMotion Mobility supports the CIFS authentication protocol (also known as the NTLM version 2 
challenge/response protocol) authentication of NetMotion Mobility users on all client platforms. Native 
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support on the Windows 98 and Windows CE operating systems is limited to NTLM version 1 and LAN 
Manager authentication, respectively. NTLM version 2 authentication means be�er security for Mobility 
clients on these platforms.



RADIUS (Remote Authentication Dial-In User Service)
When the Mobility server is configured to use RADIUS for user authentication, the Mobility server acts 
as a Network Access Server (NAS) in the RADIUS security system. When it receives a connection request 
from a Mobility client, it uses EAP-MD5 (Extensible Authentication Protocol using an MD5 hash) or 
LEAP (Lightweight EAP, an EAP implementation developed by Cisco) to secure an initial access negotia-
tion that establishes the user’s user name and password. The Mobility server passes this information to 
the RADIUS server and requests authentication.
With Mobility, unlike WEP, passwords are user-specific. Only one password is required of a user within 
the Windows domain, and any policies applied to that user (limited login times, for example) will also 
apply to his or her Mobility network access and all resources in the domain. 



Integration with Active Directory
When the Mobility server is configured to use the NTLM protocol for user authentication (the default), 
NetMotion Mobility security is integrated with the security features in Windows 2000 and Windows 
2003, including the Active Directory service. For a Mobility client to connect to a Mobility server and use 
Mobility XE services, the person using the client must have a user account on the Mobility server or in 
the domain in which the server participates, and must be a member of either the local NetMotion Users 
group or of a specified domain user group. The Mobility XE setup program creates the local NetMotion 
Users group during installation, and allows the administrator to specify a global domain user group that 
contains users who are allowed to connect to a Mobility server.



NetMotion Mobility Client and Server
On the mobile device running the NetMotion Mobility Client, data is processed at the session level. All 
application data destined for TCP and UDP sessions can be secured. (Most connection-oriented applica-
tions use TCP for communications; a few, like streaming media, use UDP.) Address management allows 
all IP datagrams destined for mobile devices to be secured by the NetMotion Mobility Server. For more 
detail, read about the NetMotion Mobility system architecture and its components.



Encryption
Once a datagram has been received, Mobility can protect its contents via encryption before forwarding it 
across the network. NetMotion Mobility offers the following levels of encryption, allowing administrators 
to weigh performance against security strength:
 AES/Rĳndael (128-bit encryption), the Advanced Encryption Standard for the United States 
 Twofish (128-bit encryption) 
 Triple-DES (112-bit encryption) 
 56-bit Data Encryption Standard (DES) 



For a quick comparison of encryption algorithms used in NetMotion Mobility, see Technical Note 2105; 
more detail on cryptography can be found in [4]. 



Security protocols
For secure connections, authentication and encryption processes are shared between the NetMotion 
Mobility Server and the NetMotion Mobility Client. NetMotion Mobility synchronizes the processes by 
exchanging security protocol messages between the server and client. The basic components of this ex-
change are as follows:
 NetMotion Mobility uses the CIFS (Common Internet File System) authentication protocol (also 



known as the NTLM version 2 challenge/response protocol) to validate the user. The client sends 
the user name and domain information, and the server challenges the client with a nonce. The client 
then uses the challenge, password, and other information to generate a response. The connection is 
disallowed if this response does not match the value calculated by the server. If the values match, 
the user is successfully authenticated. See [6] for a complete description. 
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 The NetMotion Mobility Server sends the NetMotion Mobility Client a data-security-level specifi-
cation (turning encryption on or off). The server mandates the data security level; it is not negoti-
ated, which prevents possible downgrade a�acks. 



 A Diffie-Hellman key exchange [4] occurs between the Mobility client and server that establishes 
the encryption keys for the session. When a NetMotion Mobility Client connects to a Mobility 
server, the fastest key computation method that they have in common is automatically negoti-
ated. 
o  For NTMLv2 and LEAP authentication, NetMotion Mobility protects against man-in-the-



middle a�acks by signing the Diffie-Hellman parameters in the key exchange. The receiver 
authenticates the parameters by checking the signature.



o  EAP-MD5 does not provide keys to sign this exchange but once the Diffie-Hellman exchange 
is done, all subsequent packets are cryptographically signed.



Remote access VPN capabilities
The Mobility architecture permits the use of standard remote access protocols, as summarized here:



VPN



NetMotion Mobility Client 
Operating System



PPTP L2TP/IPSec NetMotion  
Mobility/IPSec



NetMotion  
Mobility



Windows XP ✔ ✔ ✔ ✔



Windows 2000 ✔ ✔ ✔ ✔



Windows 98 ✔ ✔



Pocket PC 2002, 2003 ✔ ✔



When used with other VPNs, NetMotion Mobility protocols are treated as payload; encryption can be 
enabled or not.



Internet Protocol Security (IPSec)
Windows 2000 and Windows XP support IPSec, a standard protocol that secures IP packets, protects data 
privacy, and provides defense against network a�acks. IPSec is defined by the IETF and supported by all 
major VPN and firewall products. NetMotion Mobility supports IPSec on the Windows 2000 and Win-
dows XP client platforms.
IPSec policies can be assigned through the group policy feature of Active Directory. This allows IPSec 
policy to be assigned at the domain or organizational level, reducing the administrative overhead of con-
figuring each computer individually. An on-demand security negotiation and automatic key management 
service is also provided using the IETF-defined Internet Key Exchange (IKE) specified in RFC 2409. 
The implementation of IKE and IPSec provides IETF standards-based authentication methods to establish 
trust relationships between computers:
 Public/Private Key signatures using certificates: compatible with several certificate systems, in-



cluding Microso�, Entrust, VeriSign, and Netscape. 
 Passwords: also known as pre-shared keys. 



(Kerberos v5.0 is the default authentication mechanism used in Windows 2000 and Windows XP, but it 
cannot be specified in your IP Security policy with NetMotion Mobility.) 



Public Key Infrastructure
NetMotion Mobility supports the Windows 2000 and Windows XP public key infrastructure (PKI) tech-
nology specified in the ITU-T X.509 version 3 (X.509v3) international standard. (Windows certificates are 
issued according to the clarifications in RFC 2459 but are still called X.509v3 certificates.) 
Examples of security solutions that can be used with Mobility include the following: 
 Secure mail, which uses certificates and the Secure/Multipurpose Internet Mail Extensions (S/



MIME) protocol to ensure the integrity, origin, and confidentiality of e-mail messages. 
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 Secure web sites, which map certificates to network user accounts in order to control user rights 
and permissions for web resources. 



 Secure web communications, which use certificates and the Secure Sockets Layer (SSL) and Trans-
port Layer Security (TLS) protocols to authenticate servers, to authenticate clients, and to provide 
confidential communications between servers and clients. 



 Smart card logon process, which uses certificates and private keys stored on smart cards to au-
thenticate local and remote access network users. 



 Internet Protocol security (IPSec) client authentication, which has the option to use certificates to 
authenticate clients for IPSec communications. 



Deploying NetMotion Mobility securely
For Mobility security to be effective, it must be deployed in a secure fashion in concert with other security 
mechanisms and practices. 



Topology
The following examples illustrate possible network topologies that complement Mobility security. When 
using Mobility as a firewall it is important to take the necessary precautions with regard to the Windows 
configuration of the NetMotion Mobility Server. See the section at the end of this document for some 
guidelines to securing Windows 2000 and Windows 2003 servers.



NetMotion Mobility Client Connectivity



In this example, the private wireless network is connected to the wireline network through the NetMo-
tion Mobility Server. All application traffic generated on or destined for the wireless network is secured 
by NetMotion Mobility, and no other network traffic is bridged or routed to the wireless network. Using 
standard firewall features found in the operating system, the system can be further configured to allow 
only Mobility traffic to be processed by the NetMotion Mobility Server on the wireless network.
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Public Transit Network



In this example, the mobile devices are connected to a diverse, public wide area network. The enterprise 
is also connected to the public network through a traditional firewall. The firewall is modified to allow 
Mobility connections, specifically to the address of the NetMotion Mobility Server. These connections are 
then protected by Mobility security, as described above. 
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Corporate Campus



In this example there is a private, wired network on a corporate (or hospital) campus, and a wireless LAN 
supporting mobile devices is connected to it (and the Internet) through a traditional firewall. Traffic from 
the public to the private network that is not destined for the correct port is denied using firewall rules. 
The firewall rules can specify either the domain (“allow access to 123.111.x:5008”) or the addresses of par-
ticular NetMotion Mobility Servers (“allow access to 123.111.22.3:1002 and 123.111.23.4:5008”)—the la�er 
approach is more secure. (On a smaller campus a single, multi-homed server running NetMotion Mobil-
ity could handle both the “hard-wired” and wireless LAN traffic.)
Once a user is authenticated, he or she has access to the wired network. A NAT (network address transla-
tor) reduces the number of public (routable) IP addresses required: in this example, it is set up as a many-
to-one relationship so that the mobile devices use just one of two IP addresses (instead of requiring one 
each). Any traffic coming from the wireless LAN access points must satisfy both the firewall rules and be 
cleared by the NetMotion Mobility Server. With encryption enabled, this configuration protects the wired 
network while offering legitimate wireless users full, secure access to corporate data.
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Secure InterNetwork Roaming with IPSec



In this example NetMotion Mobility allows users to roam securely across different networks both inside 
and outside of the corporate firewall. The NetMotion Mobility Server sits behind the firewall. 



1.  The Mobility client is inside the corporate firewall, connected to the wireless LAN (WLAN), and 
has been authenticated to the Mobility server. Packets are flowing normally and the communica-
tion channel between the client and the NetMotion Mobility Server (mobile VPN) is protected 
using IPSec. (Either PKI or passwords can be used to perform the key exchange for the IPSec tun-
nel.) For added protection, the WLAN access points inside the firewall can be configured to filter 
all protocols except IPSec. The Mobility server acts as a VPN protecting the data as it traverses the 
wireless network with IPSec encryption. The Mobility server also acts as a firewall and prevents 
intruders from accessing the private network. 



2.  Now the Mobility client has moved into range of the corporate network on a different subnet. 
It acquires a new point-of-presence (POP) address on the new subnet, negotiates a new secure 
channel back to the Mobility server using IPSec, re-authenticates with the Mobility server, and 
resumes the previously suspended application sessions, all without user intervention. If the client 
were not running Mobility, the TCP connections would be dropped and applications would stop 
working once this network transition occurs. 



3.  The client has moved into a dead spot and lost connectivity with the network, but the Mobility 
server is maintaining the NetMotion Mobility Client’s TCP sessions. Without NetMotion Mobility, 
the client’s TCP sessions are dropped. 



4.  The client has le� the corporate network and roamed into range of public networks. The NetMo-
tion Mobility Client’s traffic must now pass through the corporate firewall. The firewall is con-
figured to directly pass IPSec traffic intended for the NetMotion Mobility Server. The new secu-
rity association is created without user intervention when the client roams back into range of a 
wireless network. The radio technology used outside the corporation may not be the same as that 
used inside. NetMotion Mobility roams securely across heterogeneous networks. 
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Extending the Corporate Firewall 



The network configuration illustrated above extends the protection of the enterprise firewall to its mobile 
clients. In this example, the NetMotion Mobility Client on Windows 2000 or Windows XP has been con-
figured to use an L2TP/IPSec tunnel from the client to the corporate firewall. IPSec filters on the client are 
configured to pass only authenticated IPSec packets to the client’s TCP/IP protocol stack. All other packets 
are rejected.
The corporate firewall has been configured to reject all packets except the following:
 Authenticated IPSec packets for trusted clients 
 Any control channels necessary to set up secure connections 
 Responses to packets that originate from within the corporate firewall for specifically permi�ed 



Internet services 
The NetMotion Mobility Server, located behind the corporate firewall, acts as a transport-level, proxy 
firewall. By proxying all network traffic, user transactions are forced through controlled so�ware that 
protects the user’s machine from a�acks using malformed packets, buffer overflows, fragmentation er-
rors, and port scanning. Because NetMotion Mobility is a transport-level proxy, it provides this protection 
for a wide range of applications.
A�acks against the enterprise are blocked by both the filter rules configured on the firewall and the proxy 
firewall capabilities of the Mobility server. A�acks against the client are prevented by the IPSec filter 
rules configured on the client. A�empts to crack user passwords using sniffer a�acks are thwarted by the 
secure tunnel provided by IPSec.
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Quarantining users and devices
Though an administrator can terminate an existing connection immediately using the “abort connection” 
feature, it’s o�en useful to quarantine Mobility users or devices for security reasons. Placing a device or 
user in quarantine does not terminate an existing connection, but the user or device will not be able to 
establish a new connection:
 A quarantined user will be unable to connect with any Mobility client. For example, when an 



employee is no longer with a company he can be put in quarantine so that he no longer has access 
to the corporate network.



 A quarantined Mobility client (device) will be unable to connect even if the user has valid creden-
tials and has not been quarantined (a valid user will still be able to use another, non-quarantined 
device). This is useful if a device is lost or stolen; even if it is set up for automatic logon and 
authentication, a quarantined device will not be allowed to connect to the Mobility server. 



Another useful security measure is to put the entire New Devices class under quarantine. A device con-
necting for the first time can register with the Mobility server but is then immediately disconnected. This 
allows the administrator to then go back and validate any newly connected devices (is this a recognized 
new device or is it unauthorized?), moving them to the appropriate non-quarantined device groups to 
allow connectivity.



E-Commerce Using the NetMotion Mobility Model



Like WAP, NetMotion Mobility provides optimizations that enhance performance and reliability on slow 
and unreliable wireless networks. But unlike WAP, the Mobility model doesn’t allow data to sit on an 
intermediate server in an unencrypted state. The NetMotion Mobility architecture allows standard web 
protocols such as HTTP and TLS to be used for e-commerce transactions (the web traffic is treated as 
payload). The encrypted data is forwarded to its final destination (the web server), where it is processed 
in the same way it would be if two wired peers were performing the same transaction. 
In addition to the optimizations for wireless networks, Mobility provides seamless roaming between 
different networks and application session persistence while devices are suspended or out of range of a 
wireless base station. When combined with Mobility’s support for public key infrastructure, these capa-
bilities form a powerful mobile e-commerce platform.











14
TM



Guidelines for securing Windows
When using Mobility as a firewall, follow standard precautions for securing a PC running Windows 2000 
or Windows 2003. From a security standpoint, if Mobility is being used as a firewall, it is best if no other 
applications are running on the same PC as the Mobility service. In addition, you should disable the fol-
lowing Windows services: 
 IP forwarding, also known as “routing” 
 DNS server 
 TCP/IP printing 
 Inbound NetBIOS and SMB connections 
 Remote access service server 
 Simple TCP services—echo, chargen, discard, daytime, quotd 
 SNMP service 



NetBIOS and SMB services
NetBIOS and SMB services allow unauthenticated users to create NULL sessions, thus permi�ing a�ack-
ers to gain access to information about the machines they exploit. These services are enabled by default 
on Windows systems.
Windows 2000 and Windows XP use ports 135 through 139, and port 445. In addition to filtering these 
ports at your network perimeter, you should disable NetBIOS over TCP/IP on the NetMotion Mobility 
Server.



Password protection
User passwords are literally the keys to security. NetMotion Mobility never copies passwords, nor does it 
send them over the network. As a convenience for the user, however, authentication is done only once per 
user session: an encrypted form of the password is dynamically stored by the NetMotion Mobility Client 
and kept for the duration of the session. The cached credentials are flushed when the user logs out or the 
system is shut down.
There are also cryptanalysis methods that can recover passwords by guesses combined with analysis of 
the security protocols. A strong password policy is the best defense against these a�acks:
 Change passwords frequently 
 Avoid short, common words 
 Use a combinations of le�ers, numbers, and other characters 



Ongoing Development
New security standards and technologies continue to be developed and adopted. NetMotion Wireless is 
actively engaged in the international community of industry trade groups and standards-making bod-
ies that follow and shape security, mobility, and wireless technologies. We continue to incorporate and 
complement these standards and technologies as they are adopted in the marketplace. 
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RMS General


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)


						I. RMS GENERAL


						1)      Major Functions and Features


						a.       Ability to default screens to display all fields, with optional ability to set parameters to suppress display of fields with no data and fields with sensitive data (e.g., juvenile-related data).																								A


						b.      On all screens and fields, validate entry of coded fields against the appropriate code table; if invalid entry, the following should occur:																								B


						(1)   Highlight field on screen																								C


						(2)   Display appropriate error messages																								D


						(3)   Display pop-up or pull down window containing the valid entries (code and code description) for the field																								E


						(4)   Pop-up or pull down window of valid field entries should be:


						(a)    Scrollable																								Yes


						(b)   Searchable by code value or description																								No


						(c)    Provide ability to update table with new entries, changes or deletions


						(5)   Select valid entry and return to entry screen without losing data


						c.       Ability to print report-identifying records that will be purged in a specific date range (i.e., day, week, month, etc.).


						d.    System has the following modules or functional areas:


						(1)   Arrest and Booking


						(2)   Incident Entry and Field Interview Reports (FIRS)


						(3)   Master Indexes, including:


						(a)   Name


						(b)   Vehicle


						(c)    Location


						(d)   Organization


						(4)   Traffic


						(a)   Collisions


						(b)   Citations


						(c)   DUI


						(5)  Property and Evidence


						(a)   Management and Control


						(b)   Pawn


						(6)   Case Management


						(7)   Permitting and Licensing


						e.       Ability to flag information associated with records.


						f.       Ability for user to perform optional “Super-Query” search in which multiple databases (ACCESS, SeaKing, CAD, etc) chosen by the user in addition to the RMS can be searched in one query step.


						II. MASTER INDECES


						1)      General


						a.       Input and linking of all Master Indexes at a minimum should automatically be derived from the following areas:


						(1)   CAD/Calls For Service


						(2)   Offense / Incident entry


						(3)   Arrest – Adult and Juvenile


						(4)   Incident entry


						(5)   Field contact / interview


						(6)   Citations (Criminal, Infraction, and Parking)


						(7)   Warnings


						(8)   Vendor Cards


						(9)   Business License and Permit Files


						(10)     Registrants


						(11)     Employees


						(12)     Probation


						(13)     Courts


						(14)     Traffic


						(15)     External databases


						(16)     Missing persons


						(17)     Parks exclusions


						(18)     Trespassers


						(19)     Property report


						(20)     Vehicle entry


						(21)     Any other business area currently conducted using included sample reports


						b.      Ability to attach electronic files to any master record including but limited to:


						(1)   Video files


						(2)   Picture files


						(3)   Scanned document images (MS Office, PDF, Etc.)


						c.       All entry of Master Index items in all reports are validated at time of entry against the Master Indexes.


						2)       Master Name Index (MNI)


						a.       Ability to create and maintain detailed person records (adult and juvenile) including but not limited to the following elements:


						(1)   Unique Identifier / master number per subject


						(2)   Full name (First, Middle (2), Last, Hyphenated Last, and suffix - Jr., Sr., etc.)


						(3)   Unique name formats


						(4)   Aliases/AKA (multiple)


						(5)   Monikers / nicknames (Multiple)


						(6)   Maiden name


						(7)   Previous name


						(8)   Address (Multiple)


						(9)   Telephone number (Multiple with title for each)


						(10)     Relatives (Multiple)


						(a)    Full name details


						(b)   Full address details (multiple per relative)


						(c)    Full telephone details (multi per relative)


						(d)   Relationship to person


						(11)     Occupation / school  (Multiple)


						(a)    Type (Occupation or School)


						(b)   Current status & to/from dates


						(c)    Employer / school Name


						(d)   Employer / school address(es)


						(e)    Employer / school phone(s)


						(12)     Date of birth (alias Date of Birth)


						(13)     Age range including to / from


						(14)     Place of birth


						(15)     Sex


						(16)     Race


						(17)     Ethnicity


						(18)     Height (exact and to / from)


						(19)     Weight (exact and to / from)


						(20)     Hair


						(a)    Color(s)


						(b)   Style(s)


						(c)    Length


						(d)   Type


						(e)    Facial hair


						(21)     Glasses / contacts


						(22)     Eye color


						(23)     Scars/Marks/Tattoos/Piercing


						(a)    Type (scar, mark, tattoo, or piercing)


						(b)   Body position


						(c)    Description


						(24)     Social security number (alias social security numbers)


						(25)     Drivers license number and state/province (Multiple)


						(26)     Physical description


						(a)    General appearance


						(b)   Distinguishing features


						(c)    Speech


						(d)   Accent


						(e)    Native language


						(f)     Skin tone


						(g)    L or R handed


						(h)    Shoe size


						(i)      Build


						(27)     Fingerprints on file


						(28)     Passport Number and issuing Country


						(29)     Alien Registration Number


						(30)     Photo on file


						(31)     ID coding


						(a)    Fingerprint (AFIS #)


						(b)   DNA #


						(c)    SID#


						(d)   CCN#


						(e)    FBI #


						(f)     Department of Corrections (DOC) number


						(g)    State/province Identification number and Issuing agency/state (two letter identifier)


						(32)     Local booking numbers (agency-specific, minimum of 12-character alpha-numeric field)


						(a)    Agency name / location


						(33)     Detailed MO (multiple)


						(34)     Medical Information


						(a)    History of:


						(i)      CT Scans


						(ii)    X-Rays


						(iii)   Surgery


						(iv)  Childbirth


						(v)    Broken bones


						(b)   Surgical Appliances


						(c)    Dental records


						(d)   Blood Type


						(35)     Clothing


						(a)    Type (pants, shirt, shoes, etc)


						(b)   Description


						(c)    Size


						(d)   Color


						(e)    Markings


						(36)     Jewelry


						(a)    Type (ring, necklace, watch, etc)


						(b)   Color


						(c)    Description


						(d)   Body location


						(37)     Facial characteristics:


						(a)    shape


						(b)   complexion


						(c)    oddities


						(d)   teeth


						(38)     Narrative and or comment field


						(39)     Additional agency definable fields  (Must explain limits and assumptions)


						b.      All elements except unique number identified should be able to change and be non-destructively tracked over time.


						c.       Ability to "flag" or indicate the following information associated with a subject record:


						(1)   Juvenile


						(2)   Officer safety


						(3)   Hazard to officers


						(4)   Registered sex offender


						(5)   Registered drug offender


						(6)   Gang registrant


						(7)   Gun owner/permit


						(8)   Person with DOC conditions


						(9)   Convicted Felon


						(10)     Court orders


						(11)     Hate crime


						(12)     Domestic violence


						(13)     Special assault


						(14)     Victim follow up left at scene


						(15)     Other (multiple agency definable fields)


						(16)     Specified crime


						(17)     Registered arson offender


						d.      Ability to verify and edit names based on:


						(1)   Name


						(2)   Gender


						(3)   Date of birth (multiple)


						(4)   Drivers license number


						(5)   Address


						(6)   Social Security number (multiple)


						(7)   FBI number


						(8)   DOC number


						(9)   AFIS number


						(10)     SID number


						(11)     Local arrest number


						e.       Ability to perform Soundex search on the following:


						(1)   Full or partial name (first, last or middle name)


						(2)   Commonly used nicknames for standard names (i.e., William will also check for Bill, Willy, etc.)  EXPLANATION REQUIRED: Vendors should describe how their solution would enable this functionality, and define the number of levels possible.


						(3)   Moniker(s)


						(4)   Alias(es)


						f.        Ability to limit search by additional criteria including date of birth, address, gender, etc.


						g.       Ability to track date of last record activity (addition, edit, new report, follow-up, etc.)


						h.       Ability to selectively purge records and subject information based on user defined criteria (date, age, etc.)


						i.         Ability for system administrator to create, maintain and modify “purge levels”, wherein the view and use of data may be automatically restricted to select user groups after a pre-defined period of time, while remaining viewable and usable to other defined user groups.  EXPLANATION REQUIRED: Vendors should describe how their solution would enable this functionality, and define the number of levels possible


						j.        Ability to combine records of an individual if they have been entered under different names and to automatically track those names as aliases of the individual


						k.      Ability to cross reference Master Name file to all other records associated with an individual.


						3)      Master Vehicle Index  (MVI)


						a.       Ability to create and maintain detailed vehicle records (Automotive, Watercraft, and Aircraft) including but not limited to the following elements.  All elements except unique number identifier should be changeable and non-destructively tracked:


						(1)   Unique Identifier / master number per subject


						(2)   Automotive


						(a)    Type (Car, truck, trailer, motorcycle, etc)


						(b)   License number


						(c)    License State, or Province two letter designator


						(d)   License year


						(e)    License Tab#


						(f)     VIN


						(g)    Vehicle Year


						(h)    Vehicle Make


						(i)      Vehicle Model


						(j)     Body Style


						(k)   Color (multiple)


						(l)      Associations to all other master indexes (multiple)


						(m)  Taxi license number


						(n)    Taxi license jurisdiction


						(o)   Descriptive notes


						(p)   Additional agency definable fields  (Must explain limits and assumptions)


						(3)   Watercraft


						(a)    Registration number


						(b)   Registration State or Province with two letter designator


						(c)    Boat Name


						(d)   Hull number


						(e)    Engine serial number (multiple)


						(f)     Number of engines


						(g)    Boat year


						(h)    Boat make


						(i)      Boat model


						(j)     Boat Type (inflatable, catamaran, sail, etc)


						(k)   Length


						(l)      Beam


						(m)  Color(s)


						(n)    Associations to all other master indexes


						(o)   Descriptive notes


						(p)   Additional agency definable fields  (Must explain limits and assumptions)


						(4)   Aircraft


						(a)    Registration number


						(b)   Registered country


						(c)    Serial Number


						(d)   Year of manufacture


						(e)    Number of engines


						(f)     Make


						(g)    Model


						(h)    Type (Floatplane, Turbine, helicopter, etc.) (Multiple)


						(i)      Color(s)


						(j)     Associations to all other master indexes


						(k)   Descriptive notes


						(l)      Additional agency definable fields  (Must explain limits and assumptions)


						4)       Master Location Index (MLI)


						a.       Ability to capture and maintain the following location information:


						(1)   Common name


						(2)   House/Building Main #


						(3)   House/Building Auxiliary Identifier (e.g. A, ½, 3, etc.)


						(4)   Unit #


						(5)   Hundred Block Number


						(6)   Street Directional Prefix (e.g. N, NE, S, SE)


						(7)   Street Name


						(8)   Street Type (Avenue, Street, Road, etc.)


						(9)   Street Directional Suffix (e.g. (e.g. N, NE, S, SE)


						(10)     Intersecting Street Directional Prefix (e.g. N, NE, S, SE)


						(11)     Intersecting Street Name


						(12)     Intersecting Street Type (Avenue, Street, Road, etc.)


						(13)     Intersecting Street Directional Suffix (e.g. (e.g. N, NE, S, SE)


						(14)     Descriptor of the location in addition to the physical address (i.e., alley to the rear)


						(15)     PO Box


						(16)     City


						(17)     County


						(18)     State/Province


						(19)     Country


						(20)     Postal Code


						(21)     Latitude


						(22)     Longitude


						(23)     Geo-Coded x/y coordinates


						(24)     All related GIS data   (e.g. Precinct,  Beat, Reporting Area, Census Tract Census Block)


						(25)     Any/all known telephone numbers linked to the address


						(26)     Notes Field


						(27)     Ability to add agency defined fields


						b.      Ability to validate addresses against the master GIS file used by CAD


						c.       Once validated, ability to store x/y location data


						d.      Ability to validate addresses against the master street address guide (MSAG)


						e.       The MLI should indicate all incidents, arrests and events associated with an address


						f.        The RMS shall have the ability to enter all parts of an address including x/y coordinates


						g.       The RMS shall allow a user to override the validated address field to enter a non-validated address and allow them to enter other descriptions (alley to the rear)


						h.       The RMS shall flag non-validated addresses for follow up, including:


						(1)   Auto creation of a report


						(2)   Automatic routing of report to GIS personnel


						5)      Master Topic / Object Index (MTI)


						a.       Ability to create an master index record for topics of interest (gambling, drunk-driving, etc.) that captures and maintains information in a central record. This index should be fully agency-defined fields.  EXPLANATION REQUIRED: Vendors should describe how their solution would enable this functionality, and define the number of levels possible.


						6)      Master Organization Index (MOI)


						a.       Ability to capture and maintain the following organization information:


						(1)   Organization Name


						(2)   Organization Type


						(3)   Parent Organization


						(4)   Child Organization


						(5)   Organization Hierarchy


						(6)   Ability to add agency defined fields


						7)      Reports and Output


						a.       Ability to print confirmation listing prior to purging


						b.      Ability to search and index by any field in master record using relational criteria and logical operators


						c.       Ability to preview search results prior to printing


						d.      Ability to print a detailed and a public dissemination report for each master record.


						8)      Internal Linkage


						a.       Ability to cross reference master files with all other records associated with an individual, location, vehicle, organization, topic, or report.


						9)      On-line Inquiries


						a.       Ability to search for and retrieve master file data based on any user defined criteria including any field or combination of fields


						b.      Ability to inquire on records using partial information


						c.       Ability to open multiple files/records in a single transaction


						d.      Ability to select and view detailed online record from index listing


						e.       Ability to return to index listing with single transaction


						10)  28 CFR, Part 23 Compliance: Vendors must review each specification and provide a response code indicating whether the proposal system complies with the state parameters:


						a.       Information maintained is labeled to indicate levels of sensitivity and levels of confidence (Section 23.20 (g), 28 CFR Part 23).  The combination of the lowest descriptors of source reliability and content validity do not meet submission criteria and should be blocked from entry into the database.


						b.      An audit trail is provided for when information is disseminated from the database. A record must be kept indicating who has been given information, the date the information was disseminated, and reason for release of the information (Section 23.20 (g), 28 CFR Part 23).


						c.       A record or file on individuals and organizations is maintained only if an individual or organization is reasonably suspected of criminal activity and the information is relevant to that criminal activity (Section 23.20 (a) and (b), 28 CFR Part 23). This provision applies to all names maintained in the database—primary subjects, associates, gangs, groups, organizations, business, employers, employees, relatives, attorneys, and so forth. Provisions should be made in the system to link all names entered to a criminal activity. A record or file on individuals and organizations may be maintained only if an individual or organization is reasonably suspected of criminal activity and the information is relevant to that criminal activity (Section 23.20 (a) and (b), 28 CFR Part 23).


						d.      A data field is provided so that a determination can be made of how long information has been in the system and when it is due for purge. The purge date is automatically calculated based on the submittal date.


						e.       System provides a data field for DISSEMINATION CODE used for participating agencies to designate any restrictions on the release of the information they submit to the system.


						f.        Information that does not meet reasonable suspicion requirements, but is relevant to the identification of the criminal suspect or the criminal activity the suspect is engaged in, may be entered in the criminal intelligence database under the following circumstances (policy clarification issued by US DOJ December 1998): The information must be labeled or contain a disclaimer that it is non-criminal identifying information carrying no criminal connotation; The criminal suspect identified by this information must meet all requirements of 28 CFR Part 23 and; The identifying information cannot be used independently to meet the reasonable suspicion requirement needed to create a record or file in the database.


						III. ARREST AND BOOKING


						1)       Major Functions and Features


						a.       Ability to capture and maintain the following arrest information:


						(1)   All data elements on the "SuperForm", booking form (see Appendix C.3)


						(2)   Arrest date/time


						(3)   Arresting officer/ID arrest number


						(4)   Arrest location with all Master Location Index data elements


						(5)   Citizen’s arrest


						(6)   Violation (with English translation)


						(a)    Code


						(b)   Section


						(c)    Bail amount


						(d)   Felony/misdemeanor/infraction


						(e)    Agency turned over to


						(7)   Case number


						(8)   Booking type


						(9)   All Master Name index data elements


						(10)     Police department number (local arrest number)


						(11)     Citation number (s)


						(12)     Sobriety


						(13)     Notice to appear date


						(14)     Notice to appear court


						(15)     Medical condition


						(16)     Biological hazard


						(17)     Property information


						(18)     Parole/probation


						(19)     Probable cause statements


						(20)     Approving declaration Officer ID number


						(21)     Comment field


						b.      Ability to batch enter mass arrest information


						c.       Ability to track photograph and fingerprint card completion (arrestees, applicants, and registrants):


						(1)   Photos/fingerprints taken


						(2)   Cards submitted/returned


						(a)    DOJ


						(b)   FBI


						d.      Ability to retrieve and display a person's prior arrest records to be used as a basis for adding new arrest records for that person


						2)      Reports and Output


						a.       Provide a list of all arrests for a user-specified time period to quickly determine personal and incident-related descriptions of the arrested person


						b.      Ability to print mandated statistical, custody and arrest reports for the following:


						(1)   Hate crimes


						(2)   Crimes against senior citizens


						(3)   Domestic violence


						(4)   Arson


						(5)   Officer assault


						(6)   Supplemental homicide


						(7)   Return A


						(8)   Adult and juvenile reports


						(9)   Arrest reports


						(10)     Release report


						(11)     Arrest and Citation register


						(12)     Juvenile Dispo. DOJ Reg JUS 8716 and 8617-Mandatory reporting


						(13)     Blotter report


						(14)     Citation reports


						3)      On-line Inquiries


						a.       Ability to select any field or fields in the arrest record and perform a search using relational criteria and wild card search capability using description, aliases or distinguishing marks


						IV. REPORT WRITING


						Vision:  The city wishes to aquire a system that is data-centric rather than forms based.  It wants the ability to use all the data elements as needed from the master indexes and use them with the appropriate data elements for the type of Incident or Occurance being documented.  The city has included sample copies of current reports but does not nessessarily want to duplicate these.  The city wishes to streamline report data entry at the source by building report entry screens that meet business needs.


						1)      Major Functions and Features


						a.       System should require data be entered only once and utilize that data in all other needed forms and reports


						b.      System should prompt for needed information


						c.       Ability to work on or have open more than one report at time.


						d.      Ability to electronically complete the following standard forms and reports:


						(1)         Incidents (all types)


						(2)         Follow-Ups / Supplementals


						(3)         Arrest


						(4)         Booking


						(5)         Collision Reports (Both Traffic and Boat)


						(6)         Crime reports


						(7)         Vehicle Reports  (Both Vehicle and Vessel)


						(8)         DUI reports (both Traffic and Boating)


						(9)         Field Interviews


						(10)     Missing Persons reports


						(11)     Probable Cause/Declaration reports


						(12)     Property/Evidence reports


						(13)     Criminal Citations


						(14)     Infractions


						(15)     Warnings


						(16)     Trespasses


						(17)     Parks Exclusions


						(18)     CSI Reports


						(19)     Summary of Arrest reports


						(20)     Patrol officer shift activity reports


						(21)     Narcotics reports


						(22)     Domestic Violence reports


						(23)     Subpoenas and Warrant Service


						(24)     Animal control reports


						(25)     Communications Center reports


						e.       Ability to automatically populate reports in progress with information gathered from:


						(1)         CAD Events


						(2)         ACCESS query responses  (DOL, WACIC, NCIC, DOC, etc)


						(3)         RMS query responses


						(4)         SEAKing query responses


						f.        Ability to electronically produce crime scene, injury, and traffic diagrams within report.


						g.       Ability to scan and/or import in diagrams or other documents or files and attach to a specific report, case or incident using the RMS application


						h.       Ability to capture and maintain the following crime report information:


						(1)         Incident number


						(2)         Case number (multiple)


						(3)         Type of incident


						(4)         Report type (original, supplement)


						(5)         Code section (RCW, County Health Code, Seattle Municipal Code, etc)


						(6)         Classification


						(7)         Date/time/day occurred (or range)


						(8)         Date/time reported (or range)


						(9)         Location including all data elements available in Master Location Index


						(10)     Persons / Organizations involved including all data elements in Master Person Index


						(11)     Vehicles involved including all data elements available in Master Vehicle Index


						(12)     Property stolen/recovered including all data elements from Property Index or Property module


						(a)    UCR type


						(b)   Local type


						(c)    Value


						(d)   Serial number


						(e)    Description


						(f)     Date stolen


						(g)    Recovery date


						(h)    Brand / Make


						(i)      Model


						(j)     Drugs with type and weight


						(13)     Summary


						(14)     Detailed narrative


						(15)     Disposition


						(16)     Reporting officer(s) (Multiple)


						(17)     Approving Supervisor


						(18)     Solvability factors


						(19)     Crime analysis coding


						(a)    Premise type


						(b)   Method


						(c)    iii


						(d)   Weapon/device involved


						(e)    Motive/property


						(f)     Estimated loss


						(g)    Extent of injuries


						(h)    viii


						(i)      Agricultural Crime


						(20)     Latent prints taken (Y/N)


						(21)     Hate crime (flag)


						(22)     Domestic Violence (flag) (mandatory reporting)


						(23)     Sexual Assault (flag)


						(24)     Juvenile


						(25)     Hazard flag


						(26)     Hospital information


						(27)     Additional charges


						(28)     Specified crime (flag)


						(29)     Officer Assaulted / Killed


						(30)     Elder Abuse


						(31)     Child abuse


						(32)     Anti-reproductive


						(33)     MO Characteristics (Incident Specific)


						(34)     DNA evidence collected


						(35)     Stolen elsewhere and recovered locally


						i.         Ability to track associated case numbers with a crime report


						j.        Ability to route completed reports to supervisor for review, approval, or rejection.


						k.      Ability to cross reference incident report number to all subsequent reports filed for an incident:


						(1)         System should display previous report version(s) to user and provide ability to change, modify, delete, or add directly to the previous report and then save these items only as a new supplemental or follow-up.


						(a)    Ability to configure application to record changes made to a report over time, maintaining version control


						(b)   Ability to modify original report elements (ie, height of suspect) directly from the supplemental report screen


						(c)   System should display previous report version(s) to user and provide ability to change, modify, delete, or add directly to the previous report and then save as a new supplemental or follow-up.


						(2)         Arrest and booking


						(3)         Property and evidence


						(4)         Collision report


						(5)         All others


						l.         Ability to perform on-line validation of data entry:


						(1)         Incident number


						(2)         Report type


						(3)         Crime classification


						(4)         Reporting district


						(5)         Disposition


						(6)         Crime analysis coding


						(7)         Logical date sequence


						(8)         WACIC/NCIC


						(9)         All Master Indexes items.


						m.     Ability to utilize PC word processing software or similar functionality to create integrated narrative for all reports (Microsoft Word – City Standard)


						n.       Ability for supervisors to review and/or approve reports on-line


						o.      Ability to identify assigned reports not completed or missing


						p.      Ability to easily navigate between screens associated with a report for the review/approval of the report


						q.      Ability to lock original report after supervisor approval


						r.        Ability to selectively edit and purge incident information to comply with mandated record sealing:


						(1)         Purge single record


						(2)         Purge group/all records


						(3)         Purge all except specific records


						(4)         Purge specific information from a single record


						s.       Ability to generate hard copy listing of purged data


						t.        Ability to establish summary and purge criteria for on-line information and off-line storage


						u.       Ability to track incident classification changes:


						(1)         Original/dispatched as


						(2)         Reporting Officer changes


						(3)         Investigative re-classification


						v.       Ability for more than one officer to work on a single report concurrently EXPLANATION REQUIRED: Explain how this is accomplished


						w.       Ability to electronically route reports to specific individuals, roles, people, and groups.


						2)  Reports and Output   


						a.       Ability to print all reports generated in the system individually or in batch.


						b.      UCR reports are provided by the vendor and at a minimum include:


						(1)         Monthly Return of Offenses known to Police


						(2)         Property Stolen by Classification


						(3)         Type of clearance


						(4)         Property type and value


						(5)         Additional Analysis of Larceny and Auto Theft


						(6)         Supplement to Return A - Evaluation of Stolen Property


						(7)         Monthly Returns of Arson Offenses


						(8)         Property recovered sorted by property classification


						(9)         Age, Sex and Race of Person Arrested - 18 & Over


						(10)     Age, Sex and Race of Person Arrested - Under 18


						(11)     Elder abuse


						(12)     Domestic violence


						(13)     Anti-Reproductive


						(14)     Arrest and Citation Register


						(15)     Law Enforcement Officers killed or assaulted report


						(16)     Hate crime statistics for reporting period


						(17)     Supplementary Homicide Report


						(18)     Juvenile Arrest and Citation Register


						(19)     All other reports required by the Department of Justice (DOJ)


						c.       System meets all (NIBRS) reporting requirements


						d.      System collects all data elements required to meet WIBRS reporting requirements (see Appendix C.5 for WIBRS details)


						e.       Ability to print listing of related reports


						f.        Ability to track or print a list of open or unapproved reports (tickler for follow-up):


						(1)         By investigator or officer


						(2)         By month


						(3)         By date


						(4)         By severity of crime.


						g.       Ability to review and approve reports on-line (goes with closing/locking report by supervisor).


						h.       Ability to selectively print incident and crime report information


						i.         Ability to generate and print redacted versions of all reports for public dissemination


						3)      On Line Inquiries


						a.       Ability to view individual incident and crime reports (including narrative) on-line with access security.


						b.      Ability to retrieve records by single or combined criteria:


						(1)         Report number


						(2)         Date or date range


						(3)         Day of week


						(4)         Involved party name


						(5)         Involved party description


						(6)         Location/reporting district (geographic area)


						(7)         Crime classification


						(8)         Reporting officer


						(9)         Vehicle description


						(10)     Time of day


						(11)     Any field or combination of fields in the record


						V. TRAFFIC


						1)      Major Functions and Features


						a.       Ability to enter and retain data from:


						(1)   Traffic collision reports


						(a)    Fatality


						(b)   Injury


						(c)    Hit and run


						(d)   Non-injury


						(e)    Private/public property


						(2)   Traffic citations


						(3)   Traffic Infractions


						(4)   Warning / Contact reports


						(5)   Vehicle Reports


						(6)   Parking citations


						(7)   Driving under the influence (DUI) reports (including drugs)


						(8)   Towed /Impounded vehicle reports including:


						(a)    Elements on both Vehicle and Vessel reports in Appendix C.3


						(b)   TOWS #


						(c)    Who pays?


						(d)   Pay justification


						(e)    Release notification


						(9)   Stored vehicle reports


						(10)     Stolen or recovered vehicles


						(11)     Vehicle evidence


						(12)     Repossessed vehicles


						(13)     Suspect vehicles (incomplete information)


						b.      Ability to track blood alcohol content (BAC) and drug level related to traffic incidents and collisions


						c.       Ability to track stolen vehicles or suspect vehicles that have been involved in traffic collisions


						2)      Collision Reporting


						a.       Ability to capture and maintain all traffic citation/collision information contained within the USDOT/NHTSA Model Minimum Uniform Crash Criteria Guideline (MMUCC) Schema.  (http://www.mmucc.us)


						b.      Traffic collision report data including:


						(1)   Case number


						(2)   Date/time occurred


						(3)   Reporting district


						(4)   Collision location (geocoded X/Y)


						(a)    Primary and secondary roads


						(b)   Intersection and / or actual address


						(c)    Distance and direction from defined point


						(5)   For each party (driver, registered owner, passenger, pedestrian, etc.) Including all data elements from Master person Index


						(6)   For each vehicle (using validation table): Include all data elements from Master Vehicle Index


						(7)   Narrative


						(8)   Reporting officer/ID (multiple)


						(9)   Citations (number and description)


						(10)     Hospitals used and locations


						c.       Vendor has reviewed the State of Washington mandated traffic forms and asserts that the proposed application will include all required data fields and elements.


						d.      Ability to use agency definable race coding in addition to the standard coding on all citations


						e.       Ability to generate pre-defined identifiers (numbers) for all State supplied documents including citations and traffic reports


						f.        Ability to print reports in State-required format.


						g.       Ability to import 2D bar code data from State of Washington driver’s licenses


						3)      Citations


						a.       Vendor has reviewed the City’s citation forms and confirms that the proposed application includes fields for all data elements identified in the citation and can produce the output format.


						b.      Traffic citation data including:


						(1)   Citation number (alphanumeric)


						(2)   Case number (should not be a required field)


						(3)   Date/time issued


						(4)   Officer(s)


						(5)   Violation(s)


						(6)   Location


						(7)   Vehicle description using validation table


						(a)    Make


						(b)   Model


						(c)    Year


						(d)   Color


						(e)    License number/State/province


						(8)   Operator


						(a)    Name


						(b)   Address


						(c)    License number/State/province


						(d)   Date of birth


						(e)    Race


						(f)     Ethnicity


						(g)    License number/State


						(h)    Physical descriptors (height, weight, eye, hair, etc)


						(9)   Court information


						(a)    Court location


						(b)   Date/time of appearance


						(10)     Classification


						(a)    Moving


						(b)   Non-moving


						(c)    Equipment


						(d)   Secondary types (SS – Stop Sign, S – Speed, etc.) (multiple)


						(e)    Warning (multiple)


						c.       RMS can generate a traffic citation in the field


						4)      Reports and Output


						a.       Ability to compare citation locations and types with accident locations and types


						b.      Ability to import, export, or attach accident scene drawings into/out of RMS


						c.       Traffic Citation Written Report:


						(1)   By day


						(2)   By officer


						(3)   By type


						(4)   By time of day


						(5)   By violation


						(6)   By location


						(a)    Intersection


						(b)   Street


						(7)   High Citation Locations Report


						d.      Ability to print a report listing the number of citations written by:


						(1)   Officer(s)


						(2)   Location (reporting area, precinct, sector, beat, census tract, census block)


						(3)   Date or date range


						e.       Traffic Accidents Report:


						(1)   By time and day of week


						(2)   By type of accident


						(3)   By date range


						(4)   By location


						(5)   Summary statistics


						(6)   Primary violation


						(7)   Injury type(s)


						(8)   High Accident Locations Report


						(9)   Vehicle code


						f.        Ability to query traffic accident data and produce reports by:


						(1)   Location/intersection


						(2)   Date and time


						(3)   Violation type(s)


						(4)   Citation number


						(5)   Incident number


						(6)   Officer name/ID number


						(7)   License number/State/province


						(8)   Involved parties names


						(9)   Location (reporting area, precinct, sector, beat, census tract, census block)


						(10)     Day of week


						(11)     Internal Traffic Collision only


						(12)     Any field or combination of fields


						g.       Ability to inquire on vehicle information by user definable criteria


						5)      Other


						a.       Have the ability to create billing summary (dispatcher, officer and vehicle time involved) for DUI convictions


						b.      Citation and collision information should be down-loadable to geographical analysis sub-system


						c.       Ability to track stored/impound vehicle release fees


						d.      RMS includes VIN verification tools


						e.       In an attachment, provide a description of the accident / crime scene diagram drawing tools included with the RMS


						VI. PROPERTY AND EVIDENCE


						1)      Major Functions and Features


						a.       Ability to capture and maintain the following property information:


						(1)   Incident number


						(2)   Case number


						(3)   Crime type/classification


						(4)   Item number


						(5)   Property classification (found, safekeeping, evidence, etc.)


						(6)   Category (uses NCIC type & category codes)


						(7)   Serial number


						(8)   Description


						(a)    Make


						(b)   Model


						(c)    Owner applied number


						(d)   (Part) Serial number


						(e)    Weight


						(f)     Color(s)


						(9)   Guns description (validation codes)


						(a)    Caliber of weapon


						(b)   Barrel length of weapon


						(10)     Quantity


						(11)     Owner name


						(12)     Disposition


						(13)     Days held


						(14)     Property status (active / gone / out to court, etc.)


						(15)     Destruction / release date


						(16)     Property value


						(17)     Text field


						(18)     Storage location


						(a)    Multiple nested levels.  (Minimum of 4 levels)


						(b)   Separate field for "home" (in-facility) location


						(c)    "Current" (actual, real time) location


						(d)   Vehicles as property including all data elements in Master vehicle index.


						(19)     Barcode (text entry, print barcode)


						(a)    Auto-generated (default value is case number and item number) with ability for real-time override


						(b)   Pre-pend static value to barcode string (necessary for data exchange with property auction company)


						(20)     15 agency-definable fields per item type


						b.      Ability to track current location of evidence (chain of evidence):


						(1)   Checked out by


						(2)   Checked in by


						(3)   Date/time checked out


						(4)   Check out reason


						(5)   Destination/location


						(6)   Actual return date


						(7)   Comment field


						c.       Ability to capture evidence and stolen property numbers separately


						d.      Utilizes barcode technology to record and document field collection of evidence and found property.


						e.       Utilizes barcode technology to provide chain of custody and evidence management.


						(1)   Support multiple b/c symbologies, including but not limited to Code 3 of 9, Code 128A/B/C, PDF417


						f.        Ability to print and utilize bar code labels and portable reader(s) for property management:


						(1)   Entry


						(2)   Status change


						(3)   Date of status change


						(4)   Date of location change


						(5)   Bulk transactions  (Moving multiple items from multiple cases simultaneously


						(6)   Inventory


						(7)   Application reconciles pending transactions against database for duplication and out of sequence actions (ex - can't move an item to a location it's already in, won't update an item's location from a transaction that is timestamped days ago if there is a more recent movement already recorded)


						(8)   Application supports wireless communications standards (802.11x, Bluetooth, etc) (vendor to specify which standards are supported)  for real time access to data from portable devices


						(9)   Perform  bulk transactions (single case/multiple items, multiple cases/single item each, multiple cases/multiple items) in batch mode or real time)


						g.       Ability for (user) agency-defined disposition dates based on days property/evidence held and property/evidence type


						h.       Ability to automatically notify property clerk if case disposition is changed elsewhere in records system (to allow release/disposal of property):


						(1)   Disposition change from District Attorney via message


						(2)   Any disposition change via message


						(3)   Prompt officers for property disposition based on case management entries


						i.         Ability to validate at time of data entry:


						(1)   Report number


						(2)   Property type


						(3)   Category


						(4)   Disposition


						j.        Ability to change incident report number on groups of items with single entry or command


						k.      Ability to update next review date for all items associated with a case using one transaction


						l.         Ability to produce form letters (per government code)


						(1)   Owner notification to pick up property


						(2)   Safekeeping


						(3)   Evidence


						(4)   Purge


						(5)   Other reports


						m.     Ability to add notes to property item records


						n.       Ability to add notes to property transaction records


						o.      Data screens hide or display field dynamically based on  selections in other fields (ex - only fields relevant to fireams are visible if that is the article type selected)


						p.      Ability to attached electronic files (pictures, sound recordings, etc) to records


						q.      Utilize electronic signature capture devices such as pen writer, card reader, etc


						r.        Non-property room personnel can set alerts for property items of interest.


						s.       Ability to capture and maintain the following pawned property information:


						(1)   Pawn location


						(2)   Pawn ticket number


						(3)   Date pawned


						(4)   Person pawning


						(5)   Item type


						(6)   Serial number


						(7)   Description of item


						(a)    Manufacturer/make/model


						(b)   Caliber/size


						(c)    Color


						(d)   Applied number


						(e)    Text


						(8)   Pawn employee


						t.        Ability to automatically compare pawned property descriptions against reported stolen items in both RMS and WACIC/NCIC for potential matches and provide a printed report of results.


						2)      Reports and Output


						a.       Ability to create a stolen property inventory listing by:


						(1)   Category


						(2)   Report number


						(3)   Item number


						(4)   Owner number


						(5)   Manufacturer (Brand)


						(6)   Make


						(7)   All gun information


						(8)   Model


						b.      Ability to list property due for disposition review by date (disposal, release, etc.)


						c.       Print 'pick lists' for items authorized for disposal based on user-selected run-time parameters (ex - item type, item status, item category, location range, etc)


						d.      Ability to print monthly Activity Summary Report:


						(1)   Cases in


						(2)   Cases disposed


						(3)   Number of new items


						(4)   Number of new items disposed


						e.       Ability to check found bicycles against lost bicycles:


						(1)   Serialized


						(2)   Non-serialized


						(3)   Manufacturer (Brand)


						(4)   Description


						f.        Print 'pick list' for items being returned from out of the unit to facilitate return to 'home' (in facility) location


						g.       Print chain of custody receipts


						h.       Include scanable, scalable barcode font in printed output


						3)      On-line Inquiries


						a.       Ability to sort and select property reports by:


						(1)   Report number


						(2)   Serial number


						(3)   Description/item/category


						(4)   Date received


						(5)   Owner


						(6)   Storage location


						(7)   Tickler date


						(8)   Officer ID


						(9)   State license number


						(10)     Other (maximum of 5 data elements)


						b.      Ability to view incident/crime reports and dispositions at property records workstation


						c.       Proposed solution uses bar coding devices as proposed (no change order), with related equipment indicated in deliverables


						VII. INVESTIGATIVE CASE MANAGEMENT


						1)      Major Functions and Features


						a.       Ability to capture and maintain the following case management information:


						(1)   Incident number


						(2)   Case number


						(3)   Crime code section(s)


						(4)   Case status


						(5)   Assigned to/officer number


						(6)   Date assigned


						(7)   Status due date


						(8)   Summary


						(9)   Date cleared


						(10)     Officer clearing


						(11)     Arrested – How cleared


						(12)     Date sent to prosecutor


						(13)     Prosecutor Follow Up requests


						(14)     Supervisor Comments/Direction (Narrative)


						(15)     Child protective services referral and number


						(16)     Adult protective services referral and number


						(17)     Prosecutor decision


						(18)     Case Disposition


						(19)     Clearance type


						b.      Ability to define case information purge criteria


						c.       Ability to track activity of cases:


						(1)   Type of activity


						(2)   Investigator


						(3)   Hours per type of activity


						d.      Ability to track next steps


						e.       Ability to set a flag to denote that a person, property, or vehicle is being investigated


						f.        Ability to set a "blind" or covert flag to denote that a person, property, or vehicle is being investigated


						g.       Ability to automatically return a filed report to the assigned patrol officer for follow up/clarification


						2)      Reports and Output


						a.       Ability to print the following Case Management Reports:


						(1)   Cases assigned by report number


						(2)   Cases assigned by detective


						(3)   Cases forwarded to Prosecuting Attorney


						(4)   Closed and suspended cases


						(5)   Juvenile vs. adult


						(6)   Juvenile petitions


						(7)   Declinations by prosecutor


						b.      Ability to generate caseload statistics by date and date range:


						(1)   Total number of cases reviewed


						(2)   Total number of arrests by Patrol


						(3)   Total number of arrest by Investigations


						(4)   Total number of warrant requests


						(5)   Total number of cases closed and reason for closure by disposition


						(6)   Total number of cases suspended


						(7)   Total number of cases still open and classification


						(8)   Total number of search warrants


						(9)   Total number of CPS referrals


						(10)     Total number of APS referrals


						(11)     Case tracking and status


						c.       Ability to print case summary statistics and hours utilized by investigators:


						(1)   Case activity


						(2)   Cases assigned by crime type.


						(3)   Cases cleared


						(a)    Percent cleared


						(b)   By crime type


						(c)    Percent cleared by crime type


						(d)   By clearance type


						(4)   Total hours worked on cases


						(a)    By detective


						(b)   By Unit of assignment


						(5)   Cumulative total hours by case


						(6)   Overtime worked by case


						d.      Some of the specific reports needed include:


						(1)   Unassigned Cases - provide a chronological list of all unassigned cases in ranked solvability factor order for assigning case priority


						(2)   Case Status Summary (Case Closing Analysis) provide a summary of the status of all assigned cases including actual number of case closures as well as closure rate


						(3)   Case Aging - provide the time frame between the assigned date, follow-up date and if necessary time overdue to allow reassessment of scheduled follow-up time frames and/or reallocate resources to assist in a faster case closure


						(a)    Flag supervisor for user-defined period of inactivity


						(4)   Assigned Case (Investigator workload) - list solvability factors of all cases assigned by investigator


						(5)   Division Case Counts - summary of all cases assigned, broken down by investigator with individual totals and division totals


						(6)   Case Activity Summary - list of cases and corresponding status whether assigned or not assigned


						(7)   Follow-Up Due Report - summary of all assigned cases based upon a user-specified due date


						e.       Provide ad hoc report capability to generate user-defined reports, including but not limited to:


						(1)   Person By Name - list of all persons contacted by user-specified date range


						(2)   Vehicle By Area/Beat - list of all vehicles for a user-specified date range


						(3)   Vehicle By License - list of all vehicles by license contacted for a user-defined date range


						(4)   Vehicle By Color - list all vehicles by color contacted for a user-specified date range


						3)      On-line Inquiries


						a.       Ability to display specific records by searching for a specific case number.  If the case number is not known, then a general file search using any other field can be initiated


						b.      Ability to display a warning flash (or similar indicator) indicating that the queried item has been “tagged” for investigative purposes


						c.       Ability to search and retrieve information from any field or combination of fields.


						VIII. CRIME ANALYSIS


						1)      Major Functions and Features


						a.       Ability to conduct crime distribution analysis:


						(1)   By area/beat, by reporting district


						(2)   By time, date, and day of week


						(3)   Frequency of occurrence


						(4)   Citation


						(5)   Crime/Incident Report data


						(6)   Field Interview Data


						(7)   Search Warrant Data


						(8)   Vehicle Information


						(9)   Type (residential, auto, business, etc.)


						(10)     Current period vs. previous period


						(11)     Current period vs. historical average


						(12)     Percentage of total crimes for period


						(a)    Reporting districts


						(b)   Areas/Beats/Zones


						(c)    Squads/Shifts/Precincts etc.


						(13)     Percentage change from prior periods (trend)


						2)      Reports and Output


						a.       Ability to present crime distribution statistics in graphical format:


						(1)   Bar graphs


						(2)   Pie charts


						(3)   Line graphs


						b.      Ability to perform searches across all master name files for given set of MO or input criteria


						c.       Offense Activity Report - functions as overall criminal activity analysis, showing offenses reported and their dispositions for a specified time period (generally one month)


						d.      Offenses Activity By Hour of Day - analyzes the incidence of criminal activity by hour of day showing counts for each offense category.  The offense classification used should be generated from the offense record for a defined range


						e.       Offense Activity By Day of Week - analyzes the incidence of criminal activity by day of week showing counts and totals for each offense category.  The tallies should be generated from the offense record for a defined date range using the offense code date occurred (or earliest) fields


						f.        Offense Activity By Area/Beat - analyzes the incidence of criminal activity by area/beat, showing counts and totals for each offense category


						3)      On-line Inquiries


						a.       Ability to produce ad hoc reports selected on multiple fields across multiple (more than 3) files


						b.      Ability to query crime activity between a user- defined range of hours, over a user-defined historical period:


						(1)   By area/beat


						(2)   By reporting district


						(3)   By type of crime


						(4)   Location/address range


						(5)   Date


						(6)   Time of day


						(7)   Day of week


						(8)   MO


						(9)   Property type involved


						(10)     Any field or combination of fields


						c.       Ability to create temporary data subset files for inquiries and manipulation


						d.      Ability to search for an incident number using the date the offense was reported


						e.       Display list of possible offenses showing the time received, activity code, area/beat and incident number for all offenses that occurred during the date specified


						IX. ACTIVITY LOG


						1)      Major Functions and Features


						a.       Ability to capture and maintain the following Officer activity information:


						(1)   Officer name


						(2)   ID number


						(3)   Radio call sign


						(4)   Vehicle number


						(5)   MDC number


						(6)   Equipment information


						(7)   Reports filed and type


						(8)   Arrests (by type)


						(9)   Citations written


						(10)     Field interviews completed


						(11)     Court time


						(12)     CAD events


						(13)     Community Oriented Policing


						(14)     Demographic Data Collections


						(15)     Report Writing Time


						(16)     Agency defined activity


						(17)     Overtime by category


						b.      Ability to enter and maintain various shift types, including but not limited to, 24 hour, 9-day/80-hour, 12-hour, 10 hour, etc.:


						(1)   Start time


						(2)   End time


						(3)   Day of week


						c.       Ability to maintain a daily roster function to include, but not be limited to, the following:


						(1)   Agency


						(2)   Employee ID


						(3)   Name


						(4)   Shift


						(5)   Roster


						(6)   Assignment


						(7)   Precinct


						(8)   Schedule code


						(9)   Date range


						(10)     Beginning hours


						(11)     Ending hours


						(12)     Date


						(13)     Off duty


						(a)    Vacation


						(b)   Floating holiday


						(c)    Furlough days


						(d)   Multiple other fields


						(e)    Comp time off


						(f)     Workers’ compensation


						(g)    Sick


						(h)    Leave without pay


						(i)      Military leave


						(j)     Administrative leave


						(k)   Leave of absence


						(l)      School/training


						d.      Ability to maintain department schedules


						e.       Ability to identify staffing shortfalls in roster (based on minimum staffing levels for specific day and time of week) for overtime assignment


						f.        Ability to maintain maximum number of positions allowed time off


						g.       Ability to maintain promotion/special assignments


						h.       Ability to manage employee attendance and exceptions:


						(1)   Agency


						(2)   Employee ID


						(3)   Name


						(4)   Beat assignment


						(5)   Date/Time range


						(6)   Type of exception (e.g., sick, court, comp, etc.)


						(7)   Person replacing


						i.         Ability to process shift trades


						j.        Ability to update roster in real-time during roll call


						k.      Ability for roll call to update schedule


						l.         Ability to schedule up to 12 months in advance


						m.     Ability to maintain a 12 month leave schedule


						2)      Reports and Output


						a.       Ability to summarize Officer activity by:


						(1)   Individual


						(2)   Grouped by squad, etc.


						(3)   Shift


						(4)   Timeframe (e.g., hour range)


						b.      Ability to print (multiple copies) of predetermined interval (incident log, etc.) and external reports (news release information - blotter, etc.)


						c.       Ability to itemize patrol activity by:


						(1)   Type of crime


						(2)   Date range


						(3)   Calls for service report by date range with output showing by day of week and hour of day


						d.      Ability to produce Officer Activity Summary, for entire Squad, Watch, Precinct or individual Officer, including:


						(1)   Calls by type by day of week for every Officer and/or beat car in the primary unit which handled a call within the time period


						(2)   Total time (dispatch to clear) units spent in service each type, including free time


						(3)   Percentage of calls and total time as compared to all calls


						(4)   Average response time (call receipt to on-scene) for each type with a grand total of all activity for every Officer with daily averages.


						e.       Ability to print roster report based on:


						(1)   Date range


						(2)   Schedule code


						f.        Ability to summarize employee scheduled leave, sick leave, comp time, and total out-of-service time:


						(1)   By employee (multiple)


						(2)   By date range


						(3)   By shift code


						3)      On-line Inquiries


						a.       Ability to retrieve individual employee activity by:


						(1)   Employee name


						(2)   Employee ID


						(3)   Date/Time range


						(4)   Specific group (e.g., Watch, Squad)


						X. PERMITS AND LICENSES


						1)      Major Functions and Features


						a.       Ability to maintain information for the following permits:


						(1)   Alarm installer


						(2)   Massage


						(3)   Weapons


						(4)   Vendor


						(5)   Taxi


						(6)   Burglar alarms


						(a)    Ability to track commercial and residential security and fire alarm permits


						(b)   Ability to track false alarms by location and frequency


						(c)    Ability to generate form letters for false alarm occurrences, warnings, no response pending, contested, and school alarms


						(d)   Ability to calculate false alarm charges and on-time fees


						(e)    Ability to print summary of fines and false alarm responses


						(f)     Ability to generate invoices for excessive false alarm responses


						(g)    Ability to handle any special requirements for grace periods, etc.


						(7)   Others


						b.      Ability to track permit detail master name information, expiration date and fee information


						c.       Ability to tie permit information to all master indexes


						d.      Ability to flag inquiry if permit/license expired, permit holder in custody or has felony arrest


						e.       Track the following information for permits:


						(1)   Owner name


						(2)   Address


						(3)   Telephone number


						(4)   License number


						(5)   Serial number


						(6)   Color


						(7)   Size


						(8)   Type


						(9)   Date licensed/expiration


						(10)     Impound Information


						(11)     Batch numbers in financial


						(12)     Fee collected


						(13)     Type of license


						(a)    License


						(b)      Replacement


						(c)     Penalty


						(14)     Alter date


						(15)     Date license paid


						(16)     Ability to create notice to pay


						(17)     Ability to create delinquent notice


						(18)     Ability to create vaccination expiration notices


						(19)     Ability to create financial status license numbers


						2)      Reports and Output


						a.       Ability to print expired license/permit listing by license type


						b.      Ability to print detail license/permit information


						c.       Ability to generate serial numbers for licenses/permits


						d.      Ability to print license/permit forms


						e.       Ability to print reports showing which permits are due to be renewed


						f.        Ability to print calculated fees and charges


						3)      On-line Inquiries


						a.       Ability to review alarm installer permit status:


						(1)   Number of alarm installer permits for user-defined period


						(2)   Last notice


						(3)   Billing/invoice data


						b.      Ability to inquire license/permit information by:


						(1)   Name


						(2)   Permit number


						(3)   Serial number


						(4)   City


						(5)   Zone


						(6)   Manufacturer/model


						c.       Ability to review permit and false alarm status:


						(1)   Number of permits or false alarms for user-defined period


						(2)   Last notice


						(3)   Billing/invoice data


						XI. MAPPING


						1)      General Mapping Requirements


						a.       The RMS/AFR application shall include a tightly integrated mapping subsystem that can be used to provide geographic context to RMS/AFR records and perform spatial analysis of RMS/AFR data.


						b.      The mapping display and location verification process shall utilize the same geographical data sets or be created from the same data file.  Maintaining two separate geographical data files is not acceptable.


						c.       Ability to equip each workstation with an integrated map display.


						d.      Ability to allow the authorized user to set the following attributes for the map:


						(1)   The default display position on the monitor.


						(2)   The default size of the map when it is displayed.


						(3)   The default view and zoom level.


						(4)   The default layers which will be displayed on the map.


						(5)   The colors utilized on the map shall be consistent with those used on textual status displays.


						e.       Ability to include the following map manipulation functions:


						(1)   Zoom in and zoom out.


						(2)   Pan in any direction.


						(3)   Add and remove layers of the map.


						f.        Ability to allow the user to manipulate the map (pan, zoom, etc.) from the command line, a menu command or with a mouse.


						g.      Ability to display any GIS layer that is part of the proposed system, on the map.


						h.       All map symbols representing an underlying text record will be connected to the text record such that a user can double‑click, right-click or position the mouse on the icon and the textual record will be displayed.


						(1)   Ability to display the element on a map for printing or static viewing


						i.         Ability to include summary information with each icon displayed on the map. For example, if the icon represents an incident a tag that lists the incident number will accompany the icon.


						j.        The user shall be able to turn graphic elements on and off as necessary.


						k.      The mapping subsystem shall have the ability to support the following features:


						(1)   256 layers for the storage of geographic data


						(2)   256 colors for differentiating geographic data


						(3)   Multiple geographic coordinate projection systems, including latitude/longitude and state plane


						(4)   Hyperlink of line elements and graphic data to underlying database records


						l.         Users shall have the ability to view individual or multiple RMS/AFR records plotted on a map.


						m.     It is anticipated that the application will offer a single command to plot the results of any search or report on a map.


						n.       Ability to enter a street address, intersection, commonplace name, or other verifiable location and have the map zoom to the location and place an icon in the correct position.


						o.      Ability to query outside systems for additional GIS information. For example, it shall be possible for a user to retrieve and display an aerial photo of a given area of the map from the City’s remote GIS database.


						p.      Ability to allow a user to select a location by clicking on the map screen with a mouse (or other pointing device) and the application will display the nearest legal street address or intersection name (if the location is on land and within the City).


						q.        Ability to allow the location information to be inserted into a screen by executing a “cut-and-paste” procedure or by some other simple function.


						r.       If the identified location is on water and within the map area the application shall provide the user with the latitude/longitude coordinates.


						s.        Ability to allow the latitude/longitude coordinates information to be inserted into a screen by executing a “cut-and-paste” procedure or by some other simple function.


						t.       Ability to display the location of route blocks and impediments on the map by using different icons to represent common categories of impediments.


						u.     Ability to create and view tables for underlying data depicted on map.


						v.       Ability to include graphical tools for the maintenance, viewing and printing of the GIS database. These tools shall have the following minimum capabilities:


						(1)   Add, modify, or delete any graphic element (e.g., a street or intersection).


						(2)   Move any graphic element.


						(3)   Add, modify, or delete the database record associated with any graphic element.


						(4)   Add, modify, or delete the text labels associated with graphic elements on the map.


						w.       Modifications made to the GIS database with the RMS/AFR tools shall be available immediately and shall not require the system to be halted.


						x.       Ability to define map plotter and print size.


						y.   Ability to elect to print supporting table with map or independently.


						z.  Ability to allow user to physically identify located on map to generate x/y coordinates for location specific data that doesn’t geocode.
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RMS General


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)


						I. INTERFACES


						1)      General (Common to all applications)


						a.       Ability to conduct superqueries of all internal database files and all user-definable external files (to the extent such interfaces exist to external systems), including ACCESS.																								A


						b.      It shall be possible for the System Administrator to define the trigger terms which the application searches for to determine if an inquiry return is “hot”. (See message switching requirements)																								B


						c.       Ability to secure access to any interface by user category.																								C


						d.      The application will allow the System Administrator to define to which external system queries each user category has access.																								D


						e.        Ability to selectively encrypt all application data exchanges.																								E


						f.       Ability to routinely schedule the creation of the import/export file at a user-specified time.


						g.       The proposed application shall allow the System Administrator to map the fields in a file that is being imported to fields which exist in the application database.																								Yes


						h.         Ability to allow the System Administrator to define the fields that will be included in an import file.																								No


						i.        The proposed application shall allow the System Administrator to define the fields which will be included in any transfer of data to an external application.


						j.      If an external system to which the CAD/RMS is interfaced becomes unavailable for any reason, the application shall send a message to logged on CAD/RMS users authorized to access the unavailable interface, stating that the interface is currently down.


						k.         Once the interface is restored the application will send another message indicating that the interface is operational.


						2)      General CAD


						a.       Ability to transfer records manually, when the event record is closed, or on a scheduled basis.


						b.      The application will allow the System Administrator to define which records are to be transferred to each external system by event type.


						3)      CAD to RMS General (Bidirectional Interface)


						a.       The proposed application shall automatically transfer the following information to the RMS application:


						(1)   All CAD data related to a CAD event.


						(2)   All CAD data related to officer or staff activity.


						b.      The proposed application shall allow data from event records to be transmitted asynchronously.  For example, it shall be possible to transfer the basic event data when it is entered into CAD and the unit data when the event is closed.


						c.  For audit purposes the proposed application shall record the time and date that a CAD record was transmitted to the RMS.


						d.      In the event that an RMS user enters a case report for which there is no corresponding CAD event, the CAD will have the ability to receive basic incident information from the RMS application and issue a CAD event record number in return.


						e.       It shall be possible to transmit to the RMS only that information which was added after the last recorded transmission to the RMS.


						f.        Ability to enter previously assigned RMS numbers, such as citations and contact reports, into event number fields.


						g.        This interface can exchange the following data elements from CAD to RMS:


						(1)   All data related to an incident which has generated a case number


						(2)   Any entered people, addresses or vehicle attributes


						(3)   All Officer related activity (log information)


						(4)   All call data useful for populating AFR report fields


						(5) All event data


						4)      RMS to CAD General (Bidirectional Interface)


						a.      This interface can exchange the following data elements from RMS to CAD:


						(1)    Search returns on CAD-initiated “super queries” of people or vehicles


						(2)     Master location index information on CAD-validated entries (including hazard files)


						(3)  Obtain case numbers without dispatcher intervention (telephone reporting unit)


						(4) Validate RMS address inquiries against CAD Geofile and provide x/y coordinates


						5)      ACCESS Interface


						a.       The proposed application shall include an interface to the Washington State Law Enforcement switch (ACCESS).


						b.      The proposed application shall include the ability to complete any and all ACCESS supported queries.


						c.       At a minimum, the proposed application shall include forms for the following kinds of inquiries to ACCESS:


						(1)  Property by property type, serial number, and owner applied number;


						(2)   Boat registrations by registration number and boat serial number;


						(3)   Driver’s license inquiry by name, date of birth, race, and gender, or by driver’s license number;


						(4)   Gun registration by brand name, caliber, and serial number;


						(5)   Originating agency identification by ORI number;


						(6)   Chemical substance identification by CHEMTREC code;


						(7)   Canadian driver’s licenses;


						(8)   Securities by CUSIP number;


						(9)   Vehicle registration and wanted vehicle inquiries by license plate number and VIN number.


						(10)           Wanted person inquiries by name, date of birth, race, and gender. (Shall be the same form as the driver’s license inquiry form.)


						(11)           From one command, vehicle want and registration inquiries by license plate number and VIN number and wanted person inquiries by name, date of birth, race, and gender. (Shall be the same form as the driver’s license inquiry form.)


						(12)           SMF (System Message File)


						d.      The proposed application shall include an interface to the Washington State Law Enforcement switch (ACCESS) from the production, training and test systems.


						e.      Ability to automatically transmit data from RMS to State systems, including:


						(1)   Wanted persons


						(2)   Missing and found persons


						(3)   Stolen and recovered vehicles


						(4)   New and Cleared Warrants


						(5)   Stolen and recovered property, including guns


						f.      Ability to return criminal history or "rap sheets" on individuals and import/attach that data to the Master Name Index for that individual.


						g.       Ability to compare pawned property descriptions from RMS against reported stolen property descriptions in WACIC/NCIC for potential matches and return results


						6)      City Email (Novell GroupWise) Interface


						a.      Ability for the SA to define groups for emailing.


						b.       Provide a command that allows a user to send an event summary notification via email to a defined group by entering the applicable event or unit number.


						c.      The proposed application shall allow the System Administrator to define the information that will be included with each type of event summary notification.


						d.       The proposed application shall allow a user to attach an event summary to an email.


						e.        The application shall allow the System Administrator to create pre-defined messages which can be sent by the user on command.  These canned messages may be sent to an individual or a group.


						f.       Information regarding all email alerts, including date, time, recipient, and the message, shall be saved for later search and retrieval.


						g.       Ability to allow agency-defined events to trigger actions (Email, Printing, RMS update, etc)?


						COUNTY INTERFACES: King County is moving to a single outward facing message broker supporting SeaKing, CRIMES and PROMIS interfaces.  Refer to Appendix D.8 (a) & D.8 (b)  For technical specifications. For information on the County message broker, please contact Trever Esko at (206) 263-4780 or trever.esko@metrokc.gov


						7)      SeaKING Interface.  See Appendixes D.4 & D.5 For information on specific data elements to be exchanged.


						a.       The proposed application shall include an interface to the King County SeaKing (SIP, Suspect in Process) booking system.


						b.      The application shall support the ability to transmit available pre-booking information to SeaKing prior to a suspect's arrival, thus reducing the time/complexity associated with the booking process.


						c.       User should also be able to view inmate disposition (released, ORI, etc.).


						d.      The proposed application shall include the ability to complete any and all SeaKing supported queries.


						e.  Ability to transmit Superform (jail booking) data from RMS to the Jail.


						8)     Digital Photograph System (CRIMES) Interface


						a.   The proposed application shall include an ability to interface to the County's Mugshot repository system (CRIMES).


						b.   Ability to import mugshot images from CRIMES, in TIFF format with attached XML details, and link them with the appropriate individual in the master name index.


						c.   Ability to provide a compressed version of the mugshots into the mobile environment.


						9)      PROMIS Systems  Interface


						a.   Ability to transfer case information to a County prosecutor.


						b.  Ability to receive filing decision and case disposition data from the County Prosecutor.


						10)      GIS Interface


						a.       Ability to connect to the City GIS application (ArcSDE/Oracle Spatial ArcGIS 8.3) and import spatial data or flat files to update CAD Geofile or other Geographic files as required.


						b.       Ability to export failed geocode list and common place name change files to City GIS application.


						11)  PSAPNet Interface: King County and its associated communications centers are in the process of creating a network to link the CAD systems of the various jurisdictions.  One of the functions of this network is to link the Motorola Smartzone radio controller to each user agency. Another function is to create a network for the exchange of messages between the County's various CAD systems.


						a.       The proposed CAD application will be interfaced to the PSAPNet message switch through the message switch provided with the CAD.  The CAD application will support the following features.


						(1)   Data Messages


						(a)    The proposed application shall have the ability to send an event record from the proposed CAD application to PSAPNet in real-time.


						(b)   The proposed application shall have the ability to send unit statuses from the proposed CAD application to PSAPNet in real-time.


						(c)    The proposed application shall have the ability to send event statuses from the proposed CAD application to PSAPNet in real-time.


						(d)   CAD users shall have the ability to inquire about the status of outside agency units from PSAPNet.


						(e)    CAD users shall have the ability to inquire about the status of outside agency events from PSAPNet.


						(f)     CAD users shall have the ability to send messages to external jurisdictions via PSAPNet in real-time.


						(g)    CAD users shall have the ability to send messages to MDCs of external jurisdictions via PSAPNet in real-time.


						(h)    Events which have been defined and configured as multi-service events by the System Administrator will automatically be routed to PSAP Net for  transmisstion to another agency's CAD


						(i)      The proposed application shall include a function which will allow a user to send a message to another agency based on the event number.


						(2)   Push-to-Talk Marquee


						(a)    The proposed application shall have the ability to receive Push-to-talk identifiers from the PSAPNet message switch. The PTT identifiers will be displayed in a marquee on each dispatcher’s workstation.


						(b)   The proposed application shall have the ability to convert the radio number reported by PSAPNet controller into the call sign of the unit to which that radio is assigned.


						(c)    At the option of the System Administrator the marquee shall also display all status changes which are entered into the system by an MDC.


						(d)   The marquee will only display PTT’s and status changes for the units that are under the control of the dispatcher using the workstation.


						(e)    At all times, the marquee will display the last ten PTT ID’s and status changes received for that particular workstation.


						(f)     The marquee must be visible at all times, including when operator is logged off.


						(g)    The marquee shall use color to differentiate between portable and mobile radios.


						(3)   Radio Interface


						(a)    When the proposed CAD application receives a notification from the PSAPNet that a unit has activated the emergency button on its radio the proposed application shall display an unmistakable warning on every CAD dispatch workstation immediately.


						(b)   The warning shall not overwrite or erase any other work that the user is working on when the warning is displayed. After acknowledging the message the user will be able to resume their work immediately.


						(c)    When a radio emergency signal is received the application will display the unit ID in the PTT Marquee in a way that maintains the differentiation between portable and mobile but also indicates the emergency activation.


						(d)   The CAD system and radio system management terminal shall be interfaced to allow the dispatcher to dynamically regroup all units assigned to an event to another talk group.  Proposals shall describe any experience interfacing with radio systems especially any offering dynamic regrouping or similar advanced features. EXPLANATION REQUIRED.


						(e)    The radio system interface will allow the dispatcher to inhibit and uninhibit portable and mobile radios.  This ability should be controlled by workstation and/or user security privilege.


						12)  911 Interface


						a.       The proposed application shall have an interface to the Positron Lifeline 100 ANI/ALI controller and or Positron Power911 server.


						b.      The proposed application shall have the ability to receive and process caller location coordinates as reported by ANI/ALI providers, consistent with the data format described in the Appendixes B.1 & B.2.


						c.       The proposed application shall capture each discreet data element included in the ANI/ALI data stream and allow the user agency to choose which elements to transfer to the event record or display for the user.


						d.      The CAD system will receive messages from the Positron ANI/ALI controller which specify a position number and have an attached ANI/ALI packet.  The CAD application will route the System Administrator-defined information contained in the packet to the CAD


						e.       In the event that the voice call is transferred to another position within the 9-1-1 Center, the CAD application shall ensure that the ANI/ALI information is also available at the second position.


						f.       The proposed application shall keep a separate record of all ANI/ALI packets transferred from the CAD server regardless of whether they result in a new event being created.


						g.       The proposed application will include a command to view or print the detail of the last 50 ANI/ALI records received by:


						(1)   The 9-1-1 Center regardless of whether they resulted in an event


						(2)   The given position within the 9-1-1 Center


						h.         A user shall be able to view or print the detail of the last fifty ANI/ALI records received for a given position within the 911 Center.


						i.        Each position shall be able to display the last ten (10) ALI records answered at that position and the application will allow the user to reuse any of those records in an event entry screen.


						j.      The abbreviations used by the MSAG differ from the abbreviations used by the GIS file.  The CAD application shall be tolerant of these different conventions and shall not require the user to edit the ALI-reported address for address verification purposes.


						13)  Autodial  Interface


						a.       The proposed application shall have the ability to dial any telephone number displayed on the screen. The user will be required to place the cursor in the field in which the telephone number is located.


						b.      The proposed application shall include a command which will autodial a user specified telephone number. For example, the user might enter the command AD 2066487777 to cause the system to dial 206-648-7777.


						c.       Once the application has completed the dialing function the modem will go on hook (hang up) automatically.


						d.      The application shall provide the user’s long-distance authorization code to the PBX prior to making long-distance calls.


						14)  Fire CAD Interface


						a.       The application shall include an interface to the Fire Department’s new TriTech CAD system via the message switch.  It shall not utilize the PSAPNet interface for the following transactions.


						b.      Applicable events which have been defined and configured as multi-service Police/Fire events by the System Administrator will automatically be transmitted to the Fire Dept via the interface.


						c.       The proposed application shall have the ability to forward a copy of any event, with comments, to the Fire CAD system.


						d.      Users shall have the ability to send to and receive messages from users of the Fire CAD system.


						e.       Users shall have the ability to view a read-only copy of all the active fire events and unit statuses.


						f.        The proposed application will have the ability to echo all event and unit status information to the Fire CAD.


						g.       Fire CAD users shall have the ability to send/append updates to Police CAD events.  For example, an update to the event advising "Fire/Aid Responding".


						h.       The proposed interface will also allow Fire dispatchers utilizing the Fire CAD to perform the same functions from the Fire CAD application. For example, the proposed CAD shall have the ability to receive messages from Fire CAD users to police CAD users.


						i.         The proposed application shall include the ability to request Fire Department assistance at an event scene.  When used in conjunction with an event number or assigned unit, the CAD will send the event record to the Fire CAD system preceded by an unmistakakable "Request for Fire Assistance"  or "Request for Medical Assistance" designation, sender's terminal ID and comments.  This command and any comments shall append to the resource and/or event audit trail.


						15)  Paging Interface


						a.       The proposed application shall have the ability to address pages to pagers or other electronic devices with telephone numbers capable of receiving a page.  The pages will be sent to the message switch for formatting and sending.


						b.      The proposed application shall include a pager list which users can use to address alphanumeric pages to selected individuals or groups.


						c.      Ability for the SA to define groups for paging.


						d.       The System Administrator will have the ability define automatic pager alerts to specified individuals by event type. (Event Page)


						e.        When sending an event page the CAD shall include the event type, location, units assigned, date and time of occurrence, and comments.


						f.       The proposed application shall allow the System Administrator to define the information that will be included with each type of automatic pager alert.


						g.       The proposed application shall have the ability to send pages to individuals or groups with pagers according to any of the following criteria:


						(1)   Name,


						(2)   Rank,


						(3)   Serial number


						(4)   Phone number


						(5)   Precinct assignment,


						(6)   Unit assignment,


						(7)   Shift assignment, and


						(8)   Event assignment.


						h.         The proposed application shall not require the information contained in the pager list to be entered more than once. (If the information is contained in the personnel profile it shall be available for paging purposes as well.)


						i.        When sending a manual page, the operator shall be able to enter a free form text message.


						j.      The proposed application shall allow a user to attach an event summary to a manual page.


						k.         The application shall allow the creation of pre-defined messages by the System Administrator which can be sent by the user on command.  These canned messages may be sent to an individual or a group.


						l.     The proposed application shall allow a maximum of 2000 characters per page.


						m.       Information regarding all alphanumeric pages, including date, time, recipient, and the message, shall be saved for later search and retrieval.


						16)  VARDAS Wireless Alarms Interface


						a.       The proposed application shall include an interface to the VARDAS wireless alarm controller.


						b.      The connection to the VARDAS controller shall be via a RS-232 serial cable connected to a LAN-connected terminal controller.


						c.       The CAD system will receive a four digit wireless alarm number and translate this into a pre-defined event.  Once the alarm identifier has been received the application will transfer a new event to the appropriate dispatch zone.


						17)  AVL Interface


						a.       The proposed application shall have the ability to receive unit position updates from an AVL controller via the message switch.


						b.      The proposed application will make position updates available for use in unit recommendation within one second of their receipt.


						c.       The proposed application shall include a command for users to manually poll an AVL-equipped unit to determine its present location.


						d.      The proposed application will maintain a log of all AVL–reported position updates for a period of not less than 180 days.


						e.       The proposed application will include an animation feature which will allow the user to display all AVL position reports on a map for a user-specified date and time period.


						f.        The user shall have the ability to pause, reverse or fast forward the AVL playback.


						g.        Ability to capture latitude / longitude data from AVL system to populate location data in RMS or Mobile Reporting application.


						18)  Crime Analysis Interface


						a.        The Department may elect to retain its independent Oracle-based Crime Analysis Warehouse.  If so, the vendor will need to provide the ability to:


						(1)   Ability to load RMS data into the data warehouse


						(2)   Ability to load CAD data into the data warehouse.


						19)  Imaging System Interface


						Currently, SPD optically archives reports using Keyfile Document Server 6.50 for Windows 2000 from Lexign Inc. (for more details, review the company website at http://www.lexign.com/products/lexign_keyfile.htm).


						a.      Vendors must propose an interface between the proposed RMS solution and the existing Keyfile system for the following:


						(1)   Accessing Keyfile data and images from within RMS by the following parameters:


						(a)  Master number


						(b)  Incident number


						(c)  Date entered into system


						(d)  Date range


						(e)  Serial number of employee who entered the documents


						(f)  BA (booking/arrest) number


						(g)  Citation number


						(2)   Updating Keyfile with indexed electronic images of reports scheduled for archive


						b.       As an option, vendors may also propose an imaging solution that has been developed and tested to perform optimally with the proposed RMS solution. In such cases, cite the location(s) installed and describe how existing Keyfile data would be accessed.


						20)  Automated Fingerprint Identification System (AFIS) Interface


						a.       The proposed application shall include an ability to interface to the regional AFIS system.


						b.             Ability to interface with the AFIS LiveScan ability to populate forms with existing name information.


						c.       Ability to import/attach fingerprint images from AFIS and link them with the appropriate individual in the master name index.


						d.       Ability to import fingerprint images obtained from a mobile scanner in the field and link with the appropriate individual in the master name index.


						e.       Ability to export fingerprint images obtained in the field to the regional AFIS system.


						21)  SeaJIS Interface.  See Appendix D.5 For more information on specific data elements to be exchanged.


						a.      The proposed appliation shall include the ability to interface to the SeaJIS message broker, Sonic Enterprise Service Bus, to send and retrieve messages using a JMS Connector.


						b.     Ability to host and interact with a Sonic Java Container that is co-hosted on the application's platform.


						c.  Ability to communicate, using standard JMS protocols, with the SeaJIS message broker to send and receive secured XML messages between the broker and the application.


						d.  The proposed application must not inhibit the ability to accept and interpret standardized XML schemas.


						e.  Ability to transmit case data to the Seattle Law Department (prosecutors).


						f.  Ability to received charging decision data from the Seattle Law Department.


						g.  Ability to transmit  data to the Municipal Court, including:


						(1) Citation Data (moving, parking, infraction, criminal)


						(2) Officer Schedules


						(3) Incidents


						(4) Arrests


						(5) Property/Evidence


						h.  Ability to import information from the Court, including:


						(1) Court Orders


						(2) Dispositions


						(3) Evidence Information & Notifications


						(4) Warrants


						(5) Court Event Date


						22)  Special Assault Regional (HITS) Network Interface


						a.       The new RMS will be capable of providing HITS with incident, name and location data relative to specific activity correlations (i.e., all incidents, names, locations linked with an assault).


						23)  Electronic Citation System Interface (currently AutoCite)


						a.      Ability to interface with AutoCite Parking Enforcement System


						b.  Ability to export data on stolen vehicles and warrants to a Citation System.


						c.  Ability to import citation data from AutoCite or other system into RMS.


						d.  Ability to export citation data out of RMS to an external system (e.g., Courts, State, etc.)


						24)  TOWS Systems Interface


						a.  Ability to query informaiton related to towed vehicles recorded in the TOWS system, incluidng:


						(1) vehicle


						(2) driver


						(3) owner


						(4) impound activity


						(5) hold type


						(6) vehicle location data


						25)  HRIS Systems Interface.   The City utilizes a Peoplesoft product (HRIS) as its central personnel system.


						a.  Ability to query SPD personnel data held by HRIS.


						b.  Ability to export updates of employee personnel data to HRIS.


						c.  Ability to access HRIS data using a view created iwthin the HRIS database.


						d.  Ability to import personnel data (initial and updates) from HRIS.


						26)  LINX Systems Interface.  LINX is a federal Navy (NCIS) initiative to collect and share information among local, regional, and federal law enforcement agencies in the Puget Sound Area.


						a.  Ability to export RMS case and incident data to shared regional/federal database.


						27)  RAIN Systems  Interface.  RAIN is a regional information sharing system currently being implemented among muliple police agencies within King County.  Please See Appendixes D.7(a) & D.7(b) For details.


						a.  Ability to allow other regional police agencies to access SPD data about identities, property, and events, using the RAIN system.





&L&10SPD SPIDER RFP&R&10INTERFACES SPECIFICATIONS


Currently, SPD optically archives reports using Keyfile Document Server 6.50 for Windows 2000 from Lexign Inc. (for more details, review the company website at http://www.lexign.com/products/lexign_keyfile.htm).
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Mobile Functionality 


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)


						I. GENERAL


						1)      General Specifications


						a.       The proposed CAD or RMS system allows for digital mapping.																								A


						b.      The selected vendor is expected to be responsible for the implementation of the mobile data software on the hosts and mobile data computers. EXPLANATION REQUIRED Vendors shall propose a design and configuration that they believe best meets the requirements contained herein.																								B


						c.       Does the proposed mobile CAD provide the ability to perform the same commands and inquiries as a CAD workstation so long as:																								C


						(1)   The command or inquiry is authorized for an MDC by the System Administrator																								D


						(2)   There is no wireless network limitation?																								E


						d.      Do the proposed mobile clients run in both mobile and LAN environment. (If a client is installed on LAN workstation, will it work)? EXPLANATION REQUIRED Vendors should address any limitations


						e.       Receive and store voiceless dispatch messages from CAD.																								Yes


						f.        Submit inquiries to designated databases and receive responses.																								No


						g.       Electronic messaging between the Communication Center and one or more selected MDC's or defined groups of MDC's


						h.       Automatic Vehicle Location (AVL) the ability to send the unit's current geographic location (from a GPS receiver) to the CAD system for translation to a street address


						i.         Ability for mobile data devices to "toggle" between different functions (i.e., electronic messaging, database inquiry, report writing). This ability should include any future functions. (Please see Chapter 2, Current Environment for Screen Shots)


						j.        Provide ability for the user to easily turn off and on any audible alerts associated with incoming dispatches, data inquiry responses, etc.


						k.      System must provide for the ability to disassociate a device from a resource remotely.  (i.e., dispatcher disassociates a patrol unit from his/her device, by logging the device off, but leaving the unit logged into the system.)


						l.         The MDC system shall have the same security and auditing capabilities as specified in Technical Specifications Section 7.   Identify each specification in Section 7 that is not met by the proposed MDC system.


						m.     Ability to provide Drivers License readers and fingerprint scanners in the cars to comply with NCIC 2000 requirements. EXPLANATION REQUIRED.


						n.       Ability to utilize digital photographs (still and motion). EXPLANATION REQUIRED.


						o.      Ability to perform facial recognition.  EXPLANATION REQUIRED.


						2)      Software Installation and Updating


						a.       The selected vendor will be responsible for providing the MDC software packaged for automated installation. SPD uses Mobile Automation to manage the MDC clients. Vendor software may be installed, re-installed, or patched using an automated installation package delivered and managed by Mobile Automation. Can the proposed system be supported in this manner?  EXPLANATION REQUIRED: Describe how Mobile Automation would be used to install, re-install, or patch the proposed clients. If the proposed system is delivered /managed using another type of technology such as Web or Java describe how this would be used to install, re-install, or patch the proposed clients.


						b.      When making updates to the help file, provide the ability to download only the changes to the MDC not the entire file.


						c.       The system shall be able to download changes without requiring user intervention or degrading application performance.


						3)      MDC Wireless Transport:


						a.       Ability for the vendor’s mobile components to work under the following SPD environment.  
NetMotion wireless middleware transports data to MDC units. Netmotion compensates for loss of wireless connection and manages device IP. Netmotion transports TCP and UDP and most ICMP (ping). From a network perspective, the Netmotion product has NAT, VPN, and proxy behaviors. For more info see http://www.netmotionwireless.com look at the Mobility XE product. The physical layer is currently CDMA (from Sprint) but upgrades and other faster citywide area wireless networks will be added over time.


						b.      All commands performed from an MDC that allow a unit as one of the parameters, will default the user’s unit name unless otherwise entered.  (i.e., A unit updates comments to his/her event by entering comment text and sending.   The system would automatically use the unit’s name as the default and append the comments to the unit’s current event and/or unit history.)


						c.       Ability to launch additional queries from a record or list of records (drill down).


						d.        Ability to persist data in all input and checkbox fields.


						e.       Data would persist at all times unless the user:


						(1)   Logged off


						(2)   Cleared the screen with one keystroke/function


						(3)   Cleared all screens with one keystroke/function


						f.       Provide equal access to functions by touch screen, mouse and keyboard.


						g.         Provide a “flat screen” design.  For example, no pop up windows that must be closed before any other work can be done in the application.


						h.        Ability for a user to temporarily “lock” the MDC in one step to prevent unauthorized user from accessing the device.


						i.      If the username/password is the person currently logged to the device, the application will be returned to the previous state of operation.


						j.         Ability to unlock the device by entering the username/password of the person currently logged to the device and return the application will be returned to the previous state of operation


						(1)   Ability for the system to return a warning message and not allow access to the device if an authorized or unauthorized user other than the person currently logged enters a username/password


						k.     The MDC should support the following information to remain in view at all times (Please see Chapter 2, Current Environment for Screen Shots):


						(1)   Transaction Error/Success information


						(2)   Unit status information


						(3)   Coverage/Signal Indicator information


						(4)   Date/Time


						l.         Ability to operate in a "multiple window" environment to support concurrent functions with true "multi-tasking" (e.g., processing a license inquiry in its own "window" while working on an AFR report in another "window").


						4)      Feature Set


						a.       The system shall provide the ability to use a single keystroke (i.e., function key) to transmit the following information in an officer emergency situation:


						(1)   Officer ID


						(2)   Officer name


						(3)   Unit ID


						(4)   Vehicle Location


						b.      Ability to send the information as an automatic notification along with an audible alert tone. This alert should appear:


						(1)   On all active MDC's


						(2)   On Communications Center workstations


						(3)   On Supervisor workstations


						(4)   Any other system administrator defined devices.


						c.       Ability to increase a unit’s AVL updates during an emergency situation


						d.        Ability to create individual user "scratch pad" files.


						e.       To minimize transmitted data, all messages should use predefined data entry forms/screens (masks) providing the following:


						(1)   Ability to store predefined screens, forms, query masks, etc., in the MDC. EXPLANATION REQUIRED: The vendor is responsible for programming screens per Department specifications. Explain any limitations on this capability.


						(2)   Ability to access forms using dedicated function keys, menus, or commands


						(3)   Ability for authorized users (i.e., system administrators) to generate and store new forms and query screens as needed. For example, a new CAD command being incorporated into a new form.


						f.       Ability to run and prioritize multiple commands from one screen at the same time.


						g.       System must support the following log on/off functionality from an MDC:


						(1)        Unit is logged into the CAD system without a device by the dispatcher.  The system must support the unit then signing onto a MDC as a re-log or unit update without disturbing the initial log on status.  (Associate unit with a device)


						(a)      Any call or activity the unit may have been assigned to should then automatically route to the MDC


						(2)         Unit is logged into the CAD system when the user logs onto the MDC application running on a LAN device.  The user then logs off device only in the Precinct, and signs onto the MDC in a vehicle.  The system should treat this as a re-log or unit update without disturbing the initial log on status.  (Re-associates unit with a different device).


						(3)     Log onto an MDC (mobile or LAN) to access only “office” functions such as City email, RMS, Word, etc. without logging into CAD.


						(4)       Sign-on user to the MDC device and CAD.


						(5)      From a MDC device already signed on, provide the ability to sign-on a unit without an MDC (log a resource onto CAD not affiliated with the device). For example, a walking beat unit walks up to an officer already logged to an MDC in the vehicle.  The walking beat officer uses the device to log into the CAD system as a non-MDC unit.


						(6)     Ability to cancel a log on process


						(7)       Ability to capture the “state” of an MDC at time of log off, then retrieve that “state” within a system administrator defined time, when logging back on to any MDC.  (i.e., all events, data responses, messages, etc. currently being held on the device.)


						h.       Ability to “mirror” one MDC device’s session on a second device.  The system must provide the ability for the user to be signed on to two devices at the same time for this functionality:


						(1)   A user can only “mirror” their own session.


						(2)   A LAN device can mirror a MDC. (Mirroring a MDC from another MDC would not be allowed)


						(3)   A LAN device can mirror another LAN device


						(4)   The system must validate the user’s username and password on the mirroring device in order to activate the “mirror”.


						(5)   Once the “mirror” session is active, all messages, queries, responses etc., directed to the user’s unit name, will be routed to both devices.


						(6)   The user will have access to all functions in the application while in a mirrored session.


						5)      Database Inquiries/Message Switching


						a.       Ability to save results of inquiries on the MDC. (Please see Chapter 2, Current Environment Mobile Data Computer Data Response Screen Shot)


						b.      Ability to provide data mining of query returns, i.e., a license plate inquiry returns the name of the registered owner, then a registered owner inquiry is automatically generated.


						c.       Ability to handle queries that result in large volumes of data by:


						(1)   Providing a warning of the numbers of records found


						(2)   Requesting users to prompt the system to continue the query


						(3)   Return a limited number of records


						6)      Dispatch-Related Features


						a.       Upon dispatch of unit(s) to an incident, ability to display and retain the following dispatch information until logoff (Please see Chapter 2, Current Environment Mobile Data Computer Dispatch Screen Shot):


						(1)   Call for service event number


						(2)   Call for service type description


						(3)   Call precedence (priority)


						(4)   Call status (dispatched, handled, etc.)


						(5)   Lapse time of status


						(6)   Call for service text narrative


						(7)   Call response location


						(8)   Supplemental response location information (alley, on n/side, etc.)


						(9)   Call occurrence location


						(10)     Supplemental call occurrence location information (alley, on n/side, etc.)


						(11)     Listing of all units assigned


						(12)     Suspect and vehicle information


						(13)     Time call for service received


						(14)     In progress or just occurred indicator


						(15)     Weapons involved


						(16)     Beat of response location


						(17)     Name of position (resource) that entered the call


						(18)     Census tract number


						(19)     Lat/long and variance


						(20)     Class of service (pay phone, residence, cell phone, etc.)


						(21)     Call source (9-1-1, 7 digit, administrative line, etc)


						(22)     Thomas Guide reference


						(23)     All name information provided by the call taker (victim, RP, witness, etc.)


						(24)     All phone information provided by the call taker


						(25)     All address information provided by the call taker


						b.      The application will give the user two separate visual indicators that a displayed call has: a) premise history and/or b) premise information.  The user should have the ability to view either one or both as separate returns.


						c.       The application will give the user the option to query and view premise history and information separately from a call:


						d.      Each MDC user will have the option to choose a summary or detail display of the premise records.


						e.       The summary display for premise history will display a single line for each of the ten previous incidents showing the date, time, location, type and disposition of the incident.


						f.        The detail display for premise history will concatenate the entire content of each premise history record into a continuous text file that the user can quickly review.


						g.       The summary display for the premise information will display an indication of the type and number of records found.


						h.       The detail display for premise information will concatenate the entire content of each premise information record into a continuous text file that the user can quickly review.


						i.         Each MDC user will have the option of choosing the specificity of the premise history and information records sent to the unit.  Hence, the user will be able to limit the display to the apartment number, the street address, or the general vicinity of the call to which they are responding.


						j.        When displaying premise history records the application shall display the records first by their proximity to the incident address, and second by the date and time of occurrence (most recently occurring displayed first).


						k.      The MDC must have the ability to support “call stacking” of events in different statuses.   (i.e., At any given time, a unit may have dispatched, pending, handled and closed calls in their MDC device summary.) (Please see Chapter 2, Current Environment Mobile Data Computer Dispatch Screen Shot).


						l.         Ability to sort the summary by system administrator defined order.  (i.e., by event status; by precedence; by time in precedence).


						m.     With the exception of closed calls, officers must be allowed to dispatch themselves to any call within their MDC summary without dispatcher intervention.


						n.       Ability for the MDC user to delete any call from the MDC summary except for the one they are currently assigned to.


						o.      The dispatch window should display the officer’s event summary.  Whichever event line is highlighted, the subsequent call detail information would display accordingly. (Please see Chapter 2, Current Environment Mobile Data Computer Dispatch Screen Shot)


						p.      Provide ability for user to jump to “top of “ call details with one stroke.


						q.      Provide ability for user to jump to “bottom of” call details with one stroke.


						r.        Provide user the ability to expand/zoom in and out of the call detail portion of an event in order to view more text information on one screen. (Please see Chapter 2, Current Environment Mobile Data Computer Zoom Dispatch Screen Shot)


						s.       Ability to view events in the list (backwards and forwards while in zoom mode).


						t.        Ability to receive notification of all updates and changes to all calls currently residing on the unit’s MDC: (dispatched, pending, handled, closed, etc.)


						u.       The application will give the user an audible and visual indicator whenever the user displays an event that has new updates to view.


						v.       The application will display the event changes/updates dynamically for the event currently displayed including but not limited to suspect information, vehicle information and additional names, location changes or main fields of an event.


						w.     The application will provide a button or key that takes the user directly to the oldest, un-read update/change text of the event displayed.


						x.       Ability to be automatically notified of dispatcher-initiated unit status or assignment changes, such as:


						(1)   Preempt


						(2)   Cancellation


						(3)   Re-assignment


						(4)   Unit exchange


						y.       Ability for an Officer to update their status with defined hotkeys (or programmable function keys) with standard functions and status information, including, but not limited to:


						(1)   Unit In service, but out of car


						(2)   Unit In-service but busy (downtime, eating, garage, etc.)


						(3)   Unit on a call, but available


						(4)   Unit en-route


						(5)   Unit Arrived


						(6)   Unit Clear -Available.  Clear from downtime (eating, garage, etc.), or backing on a call.


						(7)   Clear unit timer


						(8)   Other status as defined by the System Administrator


						z.       Ability to spawn automatic vehicle data queries (including out of state), with subsequent data mining, on officer initiated events and return the data to the MDC


						aa.      Ability to receive automatic notification of advisories and view information on demand.


						bb.       Supported advisories shall include but not be limited to the following:


						(1)   The proposed application will have the ability to receive notification of advisories to MDC’s automatically at time of logon or during the session.


						(2)   The system shall give the user a visual indicator that there is advisory information available.


						cc.       Ability to store messages in the MDC for later viewing, and include the following functions:


						(1)   Ability to store MDC user messages in the host when an MDC buffer is full.
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General Requirements-CAD & RMS


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)
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						1)      Major Functions and Features


						a.       Ability to perform functions with minimal keystrokes																								A


						b.      Ability to move forward and backward to complete data fields without having to retype the entire field or delete field spaces (e.g., insert and delete)																								B


						c.       Ability to toggle or hot key to any screen, table or application																								C


						d.      Provide “type ahead” capabilities to allow data entry during computer processing																								D


						e.       Ability to maximize the use of the following to help users process information:																								E


						(1)   Colors


						(2)   Reverse video																								Yes


						(3)   Audible tones																								No


						f.        Ability to advise users of data entry or command errors with clear and concise messages


						g.       Provide help facility via function key or icon from any screen or field


						h.       Ability to use upper and lower case letters


						i.         Ability to define fields as all upper or lower case letters


						j.        Ability to process dates regardless of style of entry into the MM/DD/CCYY format


						k.      Ability to log times in 12-hour format (e.g., hour/ minute/second) and military time


						l.         Provide name search capability via:


						(1)   Wild cards


						(2)   Nicknames


						(3)   Soundex (first, last name and nicknames)


						(a)    EXPLANATION REQUIRED: Please provide a description of Soundex algorithm that will be used.


						(4)   Phonetically


						(5)   Date of Birth and age range (e.g., 20-25 years)


						(6)   Any field or combination of fields


						m.     Ability to perform a string search on any narrative text


						n.       Ability to validate entries against the following data types:


						(1)   Date (i.e., past date, current date, future date, logical date parameters)


						(2)   Numeric


						(3)   Alpha


						(4)   Alpha numeric


						(5)   Code tables


						o.      Ability to have system automatically convert date to day of the week


						p.      Ability to use standard Windows look-up functionality for searching and selecting items within a table.


						q.        Provide hot key or icon that displays the code table screen whenever the cursor is on a field that contains or requires a code table choice.  (ie violations, vehicle makes, etc.)


						r.       Provide consistent, common screen formats system-wide which display the following information:


						(1)   Current system date


						(2)   Current time


						(3)   Screen name/description


						(4)   System name/description


						(5)   User ID


						(6)   Current screen number and total number of screens (e.g., page 1 of #)


						s.        Provide quick method to access any screen or transaction through:


						(1)   Command line entry


						(2)   Tool bar icon


						(3)   Pull down menus/windows


						(4)   Function key


						t.       When multiple screens exist, provide quick method to page forward, backward, "go to" or scroll using any of the following:


						(1)   Page Up, Page Down keys


						(2)   Function keys


						(3)   Arrow keys


						(4)   Mouse


						u.       Provide quick method to erase or cancel the screen entry prior to update (i.e., refresh screen)


						v     Ability to update system information real-time with each transaction


						w.       Provide capabilities for user-created specialty entry screens (Vendor should describe proposed approach)


						x.       Ability to identify (e.g., highlight, etc.) required entry fields


						y.   Ability to automatically "save" and "log-off" via a hot button or function key


						z.  Ability to default screens to display all fields, with optional ability to set parameters to suppress display of fields with no data and fields with sensitive data (e.g., juvenile-related data)


						aa.   On all screens and fields, validate entry of coded fields against the appropriate code table; if invalid entry, the following should occur:


						(1)   Highlight field on screen


						(2)   Display appropriate error messages


						(3)   Display pop-up or pull down window containing the valid entries (code and code description) for the field


						(4)   Pop-up or pull down window of valid field entries should be:


						(5)   Scrollable


						(6)   Searchable by code value or description


						(7)   Provide ability to update table with new entries, changes or deletions


						(8)   Select valid entry and return to entry screen without losing data


						2)      Reporting and Output (Note: Detailed mgmt reports identified in later sections)


						a.       Ability to generate ad hoc reports using 4th generation, user-friendly applications (i.e., Crystal Reports)


						b.      Ability to print all tables and screens (long and short versions) by ranges


						c.       Ability to schedule and automatically generate daily, weekly, monthly, annually, and user-defined date range reports based on the pre-determined scheduled, and based on request


						d.      Ability to selectively edit and/or print information:


						(1)   Print single record


						(2)   Print group/all records


						(3)   Print all except specific records


						e.       Ability to download statistical data to an off-the-shelf spreadsheet program [e.g., Excel (City Standard), Lotus, as appropriate]


						f.        Capability when printing reports to:


						(1)   Determine length of report prior to printing


						(2)   Queue reports for later printing


						(3)   Select printer


						(4)   Specify number of copies


						(5)   Specify page ranges and multiple pages


						(6)   Cancel report print jobs


						g.       Ability to send reports to screen (on-line viewing)


						h.       Ability to e-mail reports


						i.         Ability to record and print (on the printed document) the following information when a report is printed:


						(1)   User ID


						(2)   Number of pages printed


						(3)   Destination of report printed (e.g., user, courts, insurance company, etc.)


						(4)   Name of user printing report


						(5)   Date and time printed


						(6)   Workstation ID


						(7)   Confidential Banner


						(8)   Date range which report covers (for date-range oriented reports)


						(9)   Agency logos


						j.        Ability to create and automatically generate notification letters, courtesy notices and forms on-line as a result of transactions processed


						k.      Ability to mail merge names and addresses into standard notices, letters and forms


						l.     Provide tools to generate user-defined, customized screens, forms and reports


						m.       Ability to print screens (including any error messages)


						3)      Documentation


						a.       Ability to maintain on-line user-defined, agency-specific documentation and procedures:


						(1)   Provide spell check capability


						(2)   Searchable by key words


						(3)   Download information from existing text files


						(4)   Glossary of terms


						(5)   Definitions


						(6)   Staff procedures/ready references


						(7)   Standard operating procedures


						(8)   Policy/procedure statements


						(9)   Statutes and codes


						b.      Ability to track User ID and revision dates when on-line user documentation is revised/changed


						c.       The system should allow for on-line context-sensitive help features and provide the user with the ability to access directly on the screen help information regarding the operation in progress:


						(1)   On-line context-sensitive help functions


						(2)   On-line user-friendly tutorial


						(3)   Site-specific on-line documentation + user guide


						(4)   Keyboard templates


						(5)   System design documentation describing file layouts and program design


						(6)   Dispatcher’s Guide


						(7)   System Manager’s Guide


						(8)   RMS User's Guide


						d.      A full set of documentation should be available electronically including:


						(1)   DBA Documentation (including ERD documentation, UML documentation or equivalent)


						(2)   Operator’s Guide


						(3)   System Manager’s Guide


						(4)   Field Level Help


						(5)   Fly Over Messages


						4)      Other


						a.       Solution includes report generator


						b.      Ability to electronically distribute all forms, notices, letters to interested parties; either via electronic mailing to other CAD/RMS-accessible parties or faxing to non-CAD/RMS accessible parties with faxing capabilities.


						c.       The system allows for electronic workflow capabilities:


						(1)   Electronic review and approval process


						(2)   Supports digital signatures


						(3)   Supports record sealing


						(4)   Tracks changes by user
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Technical Requirements


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)


						1)      General Technical Requirements


						a.       The proposed system is limited to TCP/IP for networking.  Within the TCP/IP suite, UDP is not preferred.  EXPLANATION REQUIRED: Describe how network communications is managed by your proposed system, e.g., list all protocols used.


						b.      The proposed application shall be designed as a distributed system, both in physical network topology and application architecture across two sites. Does the proposed system support this? EXPLANATION REQUIRED: Please show how the proposed application accomplishes this requirement.


						c.       For n-tiered RMS systems, Application Servers would be load-balanced by external network devices, not by the application or operating system. Does the proposed system support this? EXPLANATION REQUIRED: please show how the proposed architecture accomplishes this requirement.																								A


						d.      Uptime availability is at least 99.99? If not, specify what the uptime guarantee will be. EXPLANATION REQUIRED.																								B


						e.       All proposed servers and workstations must use either an open-source or other industry standard operating system, such as Microsoft Windows, Linux, or Unix.  EXPLANATION REQUIRED: List all operating systems that can be utilized and indicate the preferred systems and why. Include make and version of operating system (Unix BSD 4.3, Windows Server 2003). For the proposed system, include a diagram listing proposed servers and operating system(s) installed.																								C


						f.        The proposed system should be compatible with current patches for operating systems and third party software (for instance critical patches for Windows OS, or accident reporting software like Scene PD). EXPLANATION REQUIRED: Please describe procedure Seattle must follow in applying patches. Examples: “For Windows OS critical patches: have automatic updates turned on and apply patches as they become available.” Or, “Windows critical patches have automatic updates turned off, vendor will supply list of patches that can be applied on a weekly bases.”																								D


						g.       The proposed system is designed such that it will be possible to load new versions of the application on the servers without making the application unavailable to the user for a period of more than 2 minutes.																								E


						h.       It is desired that the proposed system be designed so that application, operating system and database upgrades can be installed and tested on one server/ host computer while the application continues to serve the users from another server/ host computer.


						i.         Does the proposed system client or clients, and/or an application interface automatically keep the vendors workstation software at the most current revision, or not require any updates to the workstation?																								Yes


						j.        Does the proposed system operate in a mixed Wired and Wireless environment, where the wireless client is not necessarily authenticated to the Department Domain?																								No


						k.      Does the proposed software pre-requisites adhere to a N-2 release state for operating systems, office tools, or other third party software?


						l.         Does the proposed system support the application integration such as EAI via SOAP/HTTP, JMS, JCA, XML. XSLT, etc?


						m.     All proposed system should be compatible with anti-virus. EXPLANATION REQUIRED: List all anti-virus systems proposed system works with.


						n.       Software supports various input mechanisms:


						(1)   Keyboard


						(2)   Pen-based


						(3)   Touch screen


						(4)   Voice-recognition


						(5)   Other


						o.      Ability to selectively edit and purge information (based on security level):


						(1)   Purge single record


						(2)   Purge by type of record


						(3)   Purge by date


						(4)   Purge group/all records


						(5)   Purge all except specific records


						(6)   Agency defines purge parameters


						p.      Ability to retain deleted table information with the capability to perform an archive and final purge


						q.      Ability to print report-identifying records that will be purged in a specific date range (i.e., day, week, month, etc.).


						r.      Ability to generate hard copy listing of purged data.


						s.      Running standard or ad hoc reports shall not degrade call taking and performance.


						t.       When a failure occurs the proposed system shall create an error log which will provide sufficient documentation for a technical support person to establish the cause of the failure.


						u.     In the event that the application fails for any reason it shall automatically recover from the failure and restore availability to users within thirty seconds.  If the failure is associated with a server failure the application shall be restored as it was when the failure occurred within 30 seconds. If the failure is a database failure the application may failover to a back-up database, or roll back and retry the transaction.  Regardless of the reason for the failure the application will be designed to recover within thirty seconds. Note: Finalists will be required to demonstrate this capability in on-site demonstrations.


						v.       For RMS, SPD intends to use a distributed SAN with fiber optic fabric over two sites, with both sites operating real-time, not in failover mode.  Does the proposed system support this? EXPLANATION REQUIRED: please show how the proposed architecture accomplishes this requirement.


						w.       Ability to access the RMS system from mobile data devices via common public safety mobile data services.


						x.       It is desired that the proposed application include a thin client that is capable of searching for and retrieving CAD data records.


						y.        It is desired that the proposed application offer a secondary client for call taking that is thin. This will allow the precincts and other remote locations to enter new events when necessary.


						z.       It is desired that the proposed application offer a secondary client for dispatching that is thin.  This will allow a more economical solution for a back-up center and for special event dispatching when necessary.


						aa.   For CAD, the proposed application shall not, under any circumstances, prohibit one user from reading or modifying an event, unit or unit activity record while another user has the same record open.


						2)      Computer Hardware Requirements


						a.       Are there any limits to how many concurrent users your application can handle? If Yes, EXPLANATION REQUIRED


						b.      Ability to add workstations to the system without requiring the system to be restarted.


						c.       The proposed application shall include a means of displaying the version number of the application currently in use.


						d.      The proposed or recommended hardware shall be compatible with existing 9-1-1 Center furniture.  Proposals shall identify any incompatibilities between the proposed system and the current communications center configuration such as a monitor which is too large for the console furniture.  (The 9-1-1 Center utilizes Watson Basik 5 consoles for dispatchers and Basik 2 consoles for call takers.)


						e.       The proposed CAD system shall respond to any user request from any device, excluding transactions which involve interaction with an application or system not supplied by the vendor and exclusive of network delay, within one second under the following load:


						35 concurrent call takers logged on and operating normally,


						40 concurrent dispatchers logged on and operating normally,


						2000 resources logged on,


						500 wireless devices logged on and operating normally,


						3500 events pending or waiting for action, and


						500 events active.


						EXPLANATION REQUIRED: Vendors shall describe how they intend to demonstrate the ability of the proposed system to meet these performance requirements.


						f.        The proposed CAD/RMS system shall have the ability to respond to any user request, excluding transactions which involve interaction with an application or system not supplied by the vendor and searches involving more than two search criteria, within 2 seconds under the following load:


						1,000 desktops logged on


						500 mobile devices logged on


						150 concurrent clients entering new records


						EXPLANATION REQUIRED: Vendors shall describe how they intend to demonstrate the ability of the proposed system to meet these performance requirements


						3)      Workstation Requirements


						a.       Ability to use the following mobile data equipment:


						(1)   Mounted in patrol vehicles:


						(a)    Litton Pentium III 600mhz Intel CPU, 10Gb Hard Drive, Mobile Vu Display


						(2)   Portable units:


						(a)    Panasonic Toughbook CF-28  CDMA modem, PIII 600 MHz Processor,  256 MB RAM, 20 GB HHD, 56k integrated modem, 13.31 XGA TFT Touch screen


						b.      The proposed application shall provide the ability to define and assign descriptive names or identifiers to uniquely identify each position. These pseudonyms will be used for workstation history reports, messaging, activity logging, etc. (i.e. PD01, PD02, SO01, EM01)


						4)      Configuration and Application Options


						a.       Ability for the System Administrator to add/remove, configure or change user-defined fields to the user interface.                                    EXPLANATION REQUIRED: Vendors shall describe any limitation on the number of fields, type or any other restriction in their response.


						b.      Ability to allow the user to save an incomplete report, transaction, or request. EXPLANATION REQUIRED: Vendors shall describe any limitation on the number of fields, type or any other restriction in their response.


						c.       Ability to provide system administrator controlled pull-down or pop-up lists for each restricted-entry field. (e.g. incident type codes, call source, etc.).


						d.      Ability to allow the user to type an entry into a field that is not offered in the pull-down list.  The user would not have to select an item off of the list to complete the entry.


						e.       When typing in a restricted entry field the application will automatically pre-fill the field with the next value in the restricted list that matches the first two characters already entered.


						f.       Ability to allow the System Administrator to define aliases for any pull-down or pop-up list value. For example, if “ST” is the pick-list abbreviation for street, the System Administrator will be able to define “STR” as an alias for “ST”. When “STR” is entered, the application will convert the entry to “ST” instead.


						g.       The proposed application shall incorporate a windowed design that allows the operator to view at least multiple different forms or process multiple commands simultaneously.  For example, a detective may be filling out a report and wish to get information from an incident that occurred last week. Without closing the current incident record, the detective should be able to initiate a search for a previous incident and view the details of that record.


						h.         Ability to allow multiple physical monitors to be combined to create one virtual operating space. EXPLANATION REQUIRED: Describe any limitations as to the number of monitors or virtual viewing space supported by each proposed workstation.


						i.        Software allows agency configurations:


						(1)   Agency defined validations and edits


						(2)   Agency defined forms


						(3)   Agency specific processes/workflow


						(4)   Tools provided to allow agency to develop additional custom forms and/or modify existing forms without assistance from vendor, with proper training.


						j.      It shall be possible for the System Administrator to assign commands and functions to short-cut key sequences and to the right-button mouse menu. For example, Control + I might be short-cut to initiate a new event


						k.         The System Administrator shall have the ability to define which fields and parameters are mandatory for a given command or function.


						l.     The proposed application shall include the ability to create macros that combine two or more individual commands or other actions.


						m.       The system administrator shall be able to set the default size and location of events being recalled in a dynamic (real time) mode.


						n.      Ability to include a prominent and user-controllable visual and audible notification of the following:


						(1)   New messages waiting for the workstation or operator


						(2)   New inquiry returns waiting for the workstation or operator


						(3)   Reports or requests waiting to be completed


						(4)   Reports returned for correction waiting to be completed


						(5)   Reports waiting for supervisory review


						o.      The proposed application shall allow the System Administrator to define the event number format. For example, AAXXNNNNNNN, or AAYYMMDDNNNN where AA is the agency ID, YY is the year, MM is month, DD is day, and N digits.


						(1)   EXPLANATION REQUIRED: Describe the available formats.


						p.       Ability for the system to draw numbers, such as case or citation, from either RMS or CAD.


						q.      Ability for the system to draw numbers, such as case or citation, from a third party source.


						5)      System Commands – Features and Options


						a.       Ability to offer a command or action that can be used to close all active windows.


						b.      Ability to offer a command or action that can be used to close all active windows and log the user off the system.


						c.       Ability to offer a command or action to print the various elements of a displayed record at any time.


						(1)   When this command is invoked the application shall allow the user to select which components of the record (incident report, investigation report, member injury form, etc.) will be printed.


						d.      Ability to allow the system administrator to create a command file to allow for the batch processing of routinely executed commands.


						e.       Ability to schedule commands to be repeated every x number of minutes, hours or days or daily, weekly, or monthly, or to only be run once at a designated date and time.


						f.        Ability to allow scheduled inquiries and executable routines to be automatically pushed to user workstations, or scheduled for automatic and recurring execution.


						g.       Ability to allow the operator to initiate any command by selecting a menu option.


						h.       Ability to allow the operator to initiate any command by entering a short-cut key sequence.


						i.         Ability to make logical use of function keys to expedite the user’s interaction with the application and initiation of key commands.


						j.        Ability to include commonly used mouse capabilities.


						k.      In the event that the application is unavailable the dispatcher workstation will store all details about the waiting, pending, handled and dispatched events assigned to that workstation and will print them on operator command.


						l.         In the event that the application is unavailable the dispatcher workstation will store all information about the present status, location and configuration of units controlled by that workstation and will print them on operator command.


						m.     The application will allow the System Administrator to define the set of commands and functions accessible for each position type (call taker, dispatcher, supervisor, desk sergeant, etc.) and individual.


						6)      Reporting


						a.       The proposed system shall include a 4th generation ad hoc reporting application with which end users can construct queries, reports, charts, and graphs with only minimal training. EXPLANATION REQUIRED: Describe the capabilities of the product and the training required for baseline proficiency.


						b.      Ability for the System Administrator to add/remove user-defined fields to the reports. EXPLANATION REQUIRED: Vendors shall describe any limitation on the number of fields, type or any other restriction in their response.


						7)      Security and User Profiles


						a.       Any access to databases must first pass through system security, regardless of the route or purpose of access (including ad-hoc inquiries).


						b.      The proposed application shall incorporate role-based security.  EXPLANATION REQUIRED: Vendors are required to describe role based security features if these features are a part of the application.


						c.       Security should support a multi-jurisdiction law enforcement environment including the ability to define intra-jurisdiction access


						d.      Security levels and user profiles may be defined by remote workstation administrators


						e.       Provide user security at the following levels:


						(1)   Application/subsystem


						(2)   Screen/transaction


						(3)   Record


						(4)   Field


						f.        The proposed solution offers user-account auditing.  EXPLANATION REQUIRED: Describe the capabilities offered by the solution.


						g.       Maintain the following user security information and audit trail:


						(1)   User ID


						(2)   User name


						(3)   Security level


						(4)   Last inquiry, update or delete--date, time, user initials, transactions


						(5)   Device ID


						(6)   Last file printed


						(7)   Last file accessed


						h.       Ability to allow for an export of the entire user database and their activity.                                          EXPLANATION REQUIRED: Describe the tools offered to conduct such auditing.


						i.         If a user unsuccessfully attempts to logon to a position a System Administrator defined number of times, the user’s account will be suspended and the user will be unable to logon at any position.


						j.        The proposed application shall include a security profile for devices which can be used to limit access to forms, commands, features, interfaces and other aspects of the application.


						k.      Device security permissions shall always supersede the permissions of the logged on user. For example users might be prohibited to run NCIC III inquiries from mobile devices.


						l.         Ability to maintain a history of de-activated user IDs and prevent using de-activated user IDs when adding new users


						m.     Ability to highlight, flag, or otherwise alert users with the appropriate security access that a record or data element is to be sealed/expunged


						n.       Ability to alert users without security access "record not on file" when searching for a sealed/expunged item


						o.      Ability to alert users to seal an item if user-defined file parameters are met


						p.      Ability to flag a data element as sealed/expunged for security purposes, including Narrative Section


						q.      Ability to note sealed/expunged items as "confidential" when included in a print


						r.        Ability to sort sealed/expunged items at the beginning/ end when included in a print


						s.       Ability to lock a record once a record has been approved


						t.        Ability to provide the following security features:


						(1)   Track files that have been read, altered and printed


						(2)   Provide appropriate security access to correspond with a user name and password


						u.       Ability to incorporate a security table which allows the System Administrator to indicate whether each user category has the following access to each field:


						(1)   Read


						(2)   Write


						(3)   Edit


						(4)   Delete


						v.       Ability to prevent any external agency from having access to update, alter or delete data


						w.     Ability to prevent the members of one jurisdiction to access the application, incident, or unit files for another user jurisdiction, (unless permitted by the System Administrator).


						x.       Ability to prevent files from being viewed by unauthorized personnel (e.g., juvenile-related information)


						y.       Ability to prevent various files from being viewed by the DBA


						z.       Ability for users’ security access to be modified


						aa.   Ability to prevent a user from printing RMS files


						bb.  Ability to define a ‘field security officer’ that is in charge of a group of users (such as a bomb squad, or a precinct) to be able to change a user’s password.


						cc.   Ability to define what information will display on screen by security level


						dd.  Ability for the proposed application to be configured to prevent or allow logons to more than one workstation at a time.


						ee.   Ability to automatically log off user after a system administrator defined period of inactivity, with no loss of data


						ff.      Ability to automatically log user off from a device when they sign onto another device


						gg.  Ability for all passwords to be changed at agency-defined intervals, by user, with the ability to set a global maximum time


						hh.   Ability to maintain user profiles for:


						(1)   User role


						(2)   User ID


						(3)   User name


						(4)   Location


						(5)   Default printer location/address


						(6)   Date of last update and user ID


						ii.       Ability to log date, time and user ID associated with:


						(1)   File maintenance transactions (e.g., create, read, add, update, delete transactions)


						(2)   Inquiry transactions


						(3)   Transaction entries


						(4)   Any changes made to a record, with previous information intact and visible


						(5)   Any report sent to a printer


						(6)   Print screen functions


						(7)   Ability to log data if material is saved or exported to removable media


						(8)   Capture time to complete transactions by user


						jj.      Ability to track user sign-on/off times for time reporting purposes.


						kk.  Ability to log printing transactions, including:


						(1)   From where the file was printed


						(2)   Who printed the file


						(3)   Details regarding what was printed (i.e., file information)


						(4)   Date and time of print


						(5)   Number of pages printed


						ll.             Ability to allow the System Administrator to define an unlimited number of user categories.


						mm.     Ability to allow the System Administrator to assign individual users to more than one user category.


						nn.         Ability to secure access to any individual function by user category.


						oo.        Ability to secure file access to specific workstations.


						pp.        Ability to secure access to any interface by user category.


						qq.        Ability to retain all user access records for the entire life of that user plus two years, with regular extracts. This is a State law requirement.


						rr.           Ability to allow the System Administrator to define the following aspects of a user password:


						(1)   Length of characters


						(2)   Either all alpha, numeric or symbol characters, or a combination


						(3)   Expiration date or valid time period for a password


						(4)   Prohibited passwords


						(5)   Number of times a password can be re-used


						ss.          All passwords shall be encrypted and stored.


						tt.            Ability to require all users to enter a user name and password prior to being granted access to the application.


						uu.         Ability to provide a means for users to change their password at any time.


						vv.         Ability to prevent display, view and print of passwords — all passwords must be encrypted


						ww.     When the user is logging onto the system, the password shall not be echoed on the screen.


						xx.         Ability for the application to offer users a “hint” to remember forgotten passwords.


						yy.         Ability for an authorized user to execute a command to log off a user signed on to any position.


						zz.          Ability to integrate with common user directory systems. EXPLANATION REQUIRED


						aaa.      The proposed application shall include a command to determine where a user is located, logged on.


						bbb.    Are there any limits to the number of user roles the System Administrator can define for the application? If yes, EXPLANATION REQUIRED


						ccc.      Are there any limits to the number of user categories the System Administrator can define for the application? If yes, EXPLANATION REQUIRED


						ddd.    The proposed application shall allow the System Administrator to assign individual users to user categories.


						eee.      The system shall record the following:


						(1)   Record and time stamp all event record modifications


						(2)   Record the initial viewing of each new event by the dispatcher.


						(3)   Record the premise records which were viewed by the operator at the time the event was entered.


						(4)   Record the premise records which were viewed when received by the dispatcher.


						(5)   Record the system-generated unit recommendation immediately prior to dispatching units.


						(6)   Record a page in the event audit trail when sent in relationship to an event.


						(7)   Record the initial event type as well as any changes to the event type during the processing of the event.


						(8)   Record whether the event was geo-verified prior to being closed.


						fff.          The secondary client shall maintain the same audit functionality as a regular CAD workstation for the activities it can do:


						(1)   record unit history


						(2)   queries,


						(3)   record ID user of the workstation


						(4)   Record CAD messaging


						ggg.      The proposed application shall maintain an audit record of all messaging activity, including forwarded messages, that includes:


						(1)   Identification of the sender,


						(2)   Identification of the recipients,


						(3)   Time and date a message was sent,


						(4)   Subject,


						(5)   Content,


						(6)   Workstation from which the message was sent.


						hhh.      It shall be possible to search for and retrieve messages from the audit file by the following:


						(1)   Sender’s name,


						(2)   Recipient’s name,


						(3)   Sending workstation,


						(4)   Receiving workstation, or workstation groups


						(5)   Message priority,


						(6)   Time and date,


						(7)   Subject,


						(8)   Content.


						iii.            The search capability shall allow use of wildcards.


						8)      Training and Test System Requirements


						a.       The City desires separate full functionality test, and training environments separate from the production environment. EXPLANATION REQUIRED:  Describe how you handle test, training and production environments.  


						b.      The use of the training and test system will not degrade the performance of the production system.


						c.       The training and test system will record the entries made in secondary storage files where they can be retrieved for review.


						d.      Ability to transfer all configurations from test environment to live environment without having to recreate them.


						e.       Ability to transfer all configuration from the live environment to the test or training environment without having to recreate them.


						f.        The system will not mingle training records with production records.


						g.       Users logged on to the training and test system will have access to all application commands and functions.


						h.       The System Administrator will have the option to enable or disable system interfaces for users logged on to the training and test system.


						i.         When a dispatcher in training is logged on to a workstation, the system will allow the trainer to be logged on to another workstation in a training role. This training role will allow the trainer’s workstation to monitor and receive a copy of all activity bound for the trainee’s workstation.


						9)      Geofile Requirements


						a.       Ability to perform address geocoding using the City of Seattle's GIS data and to store the xy values in the database.


						b.      Ability to allow an authorized user to modify street address files, including the ability to temporarily edit blockface, dummy intersections, aliases, and commonplace files on site. EXPLANATION REQUIRED.


						c.       Ability to create application geofile from the City of Seattle Public Utilities Department central geographic database file as described in the GIS Appendix D.2. EXPLANATION REQUIRED: Vendor must review existing GIS Appendix and provide an explanation of the methodology that will be used to meet this requirement for both the current and future GIS environment.


						d.      The geofile will include all of the Seattle metropolitan area.


						e.       Ability to support projection standards used by the City of Seattle as described in the GIS Appendix D.2.


						f.        Ability to support latitude/longitude coordinates expressed in degrees.


						g.       Ability to import and assimilate into the Geofile, native files from All ESRI products including Spatial Database Engine, running on Oracle Spatial Data Server as outlined in the GIS Appendix D.2. EXPLANATION REQUIRED Provide step by step description of all processes required to import and update the geofile.


						h.       Ability to automatically utilize geofiles of decreasing or increasing granularity to obtain geocoding of the greatest accuracy given the address provided in the applicable field. EXPLANATION REQUIRED.


						i.        Modifications made to the GIS database with the System tools shall be available immediately and shall not require the system to be halted.


						10)  Data Import and Export


						a.       Ability to import or export any record or report to a file.


						b.      At a minimum, the proposed application shall have the ability to support data import/export in the following file formats:


						(1)   ASCII


						(2)   Comma delimited format


						(3)   Character delimited format


						(4)   .xls


						(5)   .dbf


						(6)   .mdb


						(7)   .rtf


						(8)   XML


						(9)   Visio files


						(10)     non-database file types
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1 CITY STANDARD TERMS AND CONDITIONS 
The City’s Mandatory Contract Terms and Conditions are shown in bolded text for easy 
identification.  



Please review the following City’s standard terms and conditions and respond after each 
section in one of the following manners: 



a) In agreement 
b) Will suggest some minor modifications, but nothing substantive 
c) Exception and reason why 
d) Major exception and explain why. 



1.1 Parties 
THIS AGREEMENT is made and entered into by and between THE CITY OF 
SEATTLE (“City”), a municipal corporation of the State of Washington and     
(“Vendor”), a [insert here description of form of business structure used by Vendor] 
organized and existing under the laws of the State of                                           and 
authorized to do business in the State of Washington. 



1.2 Term 
This Agreement shall be effective for an initial term commencing on the Effective Date 
and extending for ten (10) years after the City’s Final Acceptance. By mutual agreement, 
the term may be extended in two-year increments for an additional six years. 



1.3 Work Order Process 
The vendor shall furnish all systems pursuant to work orders issued under this Agreement. 
Each work order shall be subject to the terms and conditions of this Agreement, and is 
incorporated into this Agreement by this reference. The vendor shall furnish to the City in 
aggregate as a single, complete transaction and not as separate items the goods and 
services identified in the work order.  For each work order under this Agreement, vendor 
shall commence work upon issuance of a notice to proceed by the City. 



Signature of the contract will authorize Work Order #1 for the systems that will satisfy the 
requirements of the City’s Seattle Police Department Computer Aided Dispatch, Records 
Management System and Mobile CAD, RMS and Field Reporting Specification No.1403 
(hereinafter called the “System”). 



Additional work orders under this Agreement may be generated by the City under the 
following conditions: 



(1) A post-warranty annual maintenance agreement is accepted by the City; 
(2) The City issues a request to upgrade equipment, software, or to change quantities 



of any deliverable; 
(3) The City orders additional custom features or interfaces for the Systems prior to or 



after the Police acceptance period; or 
 











For any subsequent work order(s) requested by either party, the vendor shall submit a 
detailed proposal for the change. The vendor shall analyze, record, estimate and submit to 
the City, for its approval, the proposed scope for the changed or new work, a work 
schedule, and a rate or price adjustment for completion of the work to be changed or 
added.  Once this proposal is received and approved by the City, a new work order will be 
issued for the changed or additional work. Upon the City’s written approval and notice to 
proceed, the vendor shall implement the change or additional work and invoice for the 
changed or additional work consistent with the City’s approval notice and the terms and 
conditions of this Agreement.  



The City may, at its option, add, delete or modify any part of any work order by giving 
vendor notice of such change within the time period specified in the applicable work 
order.  Within seven (7) days after the date of such notice, the vendor shall deliver to the 
City an amended work order reflecting the change in description, schedule and/or dollar 
amount due using the unit prices as proposed for the specific work order in vendor’s 
Proposal. 



The City does not guarantee utilization of goods and services provided for in this 
Agreement for which the City has not issued a work order(s).  The City may itself provide 
these goods or services or may award contracts to other vendors for similar goods and 
services.  In such instances, the vendor shall not be responsible for the operation, 
performance or maintenance for equipment so obtained. 



1.4 Documentation 
Vendor shall provide City with all associated documentation for each Deliverable and any 
modification or enhancement thereof.  The City reserves the right to withhold payment for 
a Deliverable, modification or enhancement until it receives all documentation associated 
with the same.   



1.5 Payment 
The vendor shall only invoice upon the City’s approval of the deliverable.  Once the City 
has received and approved the invoice, the City will provide payment within thirty (30) 
days.  The aggregate amount set forth in the work order represents the full and final 
amount to be paid by the City for all hardware, software, and/or services rendered and for 
all investigation, analysis, design, and supervision performed, and all labor, supplies, 
materials, equipment or use thereof provided, and for all other expenses incurred and 
incidentals necessary to complete the work to provide a fully integrated and operational 
System.  



The City shall not be obligated to pay any other compensation, fees, charges, prices or 
costs, nor shall vendor charge any additional compensation for completing the work order 
of the Statement of Work. All costs invoiced to the City, shall be associated with an active 
and open work order. 



Invoices for hardware and software installed in City facilities and other work performed 
under this Agreement shall be submitted, in writing to the City’s Project Director.  In 
addition to agreed upon charges, invoices shall include such information as is necessary 
for the City to determine the exact nature of all expenditures and shall reference this 











Agreement.  Additional payment terms or invoice instructions may be mutually agreed 
upon by the City and the vendor.  



If between the date of this Agreement and the date the System is delivered to the City, the 
vendor announces a reduction in the price for any of the System equipment or software 
contained herein, then the price for such System equipment or software shall be decreased 
by an amount equal to the general reduction in the price for such System equipment or 
software. 



Payment does not constitute whole or partial acceptance of the System; City acceptance of 
the System shall only occur by formal written notice to that effect. 



1.6 Timely Completion 



1.6.1 Time is of the Essence 
The City has an immediate need to implement the System because it is critical to the 
management and operation of the City.  Therefore, time is of the essence in all matters 
relating to this Agreement. 



1.6.2 Liquidated Damages 
The vendor and the City acknowledge that a delay in the vendor’s completion of the 
individual work items specified in the Statement of Work by the time specified therein 
for such task would seriously affect the public safety and the governmental operations 
of the City. The vendor and the City further acknowledge that the calculation of the 
damages that would be suffered by the City because of a delay in the vendor’s 
satisfactory performance of work under this Agreement would be extremely difficult, 
if not impossible, to calculate, and that an alternative means of defining the City’s 
damages is appropriate.  For that reason, the compensation payable to the vendor for 
the performance and completion of any work identified as a milestone event under this 
Agreement shall be reduced by                   Dollars       ($  ) per 
calendar day for each and every day (or portion thereof) after the scheduled milestone 
date set forth in the Agreement that performance and completion of such work is 
delayed, as liquidated damages suffered by the City for the vendor’s breach of this 
Agreement. 



Neither the provisions of this subsection nor their application or implementation shall 
limit the City’s right to pursue any other remedy available to it in law or at equity 
under this Agreement.  The City shall have the right to assess Liquidated Damages as 
calculated by the City given the provision above, from any payments due to the 
Vendor. 



1.7 Taxes 
The City shall pay sales and use taxes imposed on the City’s acquisition of Software 
licensed hereunder.  The vendor shall pay all other applicable state, local or federal taxes 
including, but not limited to, state and local business and occupational tax, taxes on the 
vendor’s gross or net income, and personal property taxes levied or assessed on personal 
property to which the City does not hold title. 











1.8 License for Use  
As part of the price of the System, the vendor hereby grants to the City, and the City 
accepts from the vendor, for so long as the City continues to use the System, a non-
exclusive, perpetual license to unlimited use of the Software and related documentation 
for use on the System acquired by the City under this Agreement. 



1.9 Escrowing of Source Language of Licensed Software 
Concurrent with the installation of the System at the City and thereafter, as soon as any 
update or modification is made to the Software, the vendor shall deposit with an escrow 
agent (the “Escrow Agent”) mutually acceptable to the vendor and the City, a copy of all 
Software in that Software’s source language form and its documentation (including but 
not limited to all relevant commentary and explanations as well as instructions to compile 
the source code) provided under this Agreement.  Such depositing shall be subject to an 
escrow agreement that is subject to the City’s prior approval.  Such escrow agreement 
shall obligate the vendor to identify, in a notice to the Escrow Agent and the City sent 
concurrently with such depositing, what material is being deposited with the Escrow 
Agent. 



The City may access any or all of the escrowed material upon the occurrence of any one of 
the following instances of default: 



A. Vendor defaults with respect to any of the terms of this Agreement; 
B. Vendor ceases its ongoing business operations; 
C. Vendor stops maintenance support of the Software or any portion thereof; 
D. Vendor fails to perform its obligations under this Agreement in a timely 



fashion; 
E. Vendor suffers any act of insolvency or is declared bankrupt; or 
F. Vendor fails to maintain technical staff capable of supporting or modifying 



the System; or 
G. Any Software is no longer protected by the laws respecting copyright 



interests. 



The City shall give written notice by certified mail to the Escrow Agent and the vendor of 
the occurrence of any instance of default.   The vendor shall have thirty (30) calendar days 
from the date the notice is sent to cure the default, but if the default has not been cured 
within such period, then upon the thirty-first (31st) calendar day and the Escrow Agent’s 
receipt of notice from the City, the Escrow Agent shall deliver to the City all of the 
escrowed material without the payment of any compensation to the vendor or the Escrow 
Agent.  In the event of the occurrence of any of the conditions listed in subparagraphs (a) 
through (g) above, or upon the direct request from the vendor, the City shall have the 
unconditional right to immediately obtain and use the escrowed material. 











1.10 Ownership of Deliverables  
Except for the licensed System Software specifically identified in this Agreement, and its 
related documentation, all Deliverables produced under this Agreement, shall be the 
exclusive property of the City.   



1.11 Contract Bond  
Concurrent with the vendor’s execution of this Agreement, the vendor shall furnish to the 
City’s Purchasing Manager a contract (payment and performance) bond in an amount 
equal to the aggregate contract price plus estimated retail sales and use taxes. The vendor 
shall be named as Principal and the City shall be named as Obligee in such bond. 



The bond shall be conditioned upon full performance of all obligations imposed upon the 
vendor in this Agreement, including, without limitation, delivery and installation of 
necessary equipment, warranty service and extended service for the required Agreement 
term.  The bond shall be subject to approval by the City Attorney as to company, form and 
sufficiency of surety.  If the bond is found by the City Attorney to be flawed, the vendor 
must correct the flaw within twelve (12) working days after the date of written notification 
to the vendor that the bond is flawed or this Agreement shall be terminated.  APPENDIX  
A.1 and A.2 contain the form of contract bond acceptable to the City Attorney. 



The bond must be executed by a company that is included in the U. S. Department of the 
Treasury’s Listing of Approved Sureties (Circular 570), and is included on the 
Washington State Insurance Commissioner’s Authorized Insurance Company List. 



1.12 Risk of Loss  
The vendor shall bear the risk of loss or damage to the Deliverables during the period of 
transportation, installation and Acceptance Testing up to the date of the City’s acceptance 
of the System, except when said loss or damage is due to the sole fault or negligence of the 
City.   



1.13 Protection of Persons and Property 



1.13.1 Property 
The vendor shall take reasonable steps to protect the City’s property from injury or 
loss arising in connection with the vendor’s performance or failure of performance 
under this Agreement. 



1.13.2 Persons 
The vendor and the City shall each take reasonable precautions for the safety of 
employees of the other, and shall each comply with all applicable provisions of 
federal, state, and local laws, codes and regulations to prevent or avoid any accident or 
injury to a person on, about or adjacent to any premises where work under this 
Agreement is being performed. 











1.13.3 Cleaning Up 
The vendor shall ensure that project work sites are maintained in a clean and orderly 
fashion.  Immediately after completion of the work contemplated in this Agreement, 
the vendor shall clean up and remove all refuse and unused materials resulting from 
such work. 



Upon the vendor’s failure to complete such clean-up and removal activity within 
twenty-four (24) hours after having been notified in writing by the City of the vendor’s 
obligation to complete such activity, the clean-up and removal activity may be done 
by one or more other parties at the direction of the City.  The cost of all such clean-up 
and removal activity performed by a person or entity other than the vendor shall be 
charged to the vendor or deducted from any payment due to the vendor. 



1.13.4 No Smoking 
The vendor shall not allow any employee of the vendor or any subcontractor or agent 
thereof to smoke inside any City facility. 



1.13.5 OSHA/WISHA 
The vendor certifies that it is in compliance with the conditions of the Federal 
Occupational Safety and Health Act of 1970 (OSHA), the Washington Industrial 
Safety and Health act of 1973 (WISHA), and the standards and regulations issued 
thereunder and certifies that all items furnished or purchased under this Agreement 
will conform to and comply with said standards and regulations.  The vendor shall 
indemnify, defend, and hold the City harmless from all damages assessed against the 
City as a result of the vendor’s failure to comply with the OSHA and WISHA and the 
standards issued thereunder and for the failure of any of the items furnished to the City 
under this Agreement to so comply. 



1.14 Termination 



1.14.1 Termination for Default 
1.14.1.1 Vendor’s Default 



The City shall provide the Vendor a written notice of Default.  The vendor shall 
have  



(a) thirty (30) days to effect a cure of any Default involving the delivery of 
any Hardware or Software item that is to be delivered to the City, or  
(b) ten (10) days to effect a cure of any other Default.  



 



Each such cure period shall commence upon the vendor’s receipt of the City’s 
notice specifying such Default and demand for its correction.  In the event the 
vendor fails to comply with a provision of this Agreement (“Default”) and such 
Default has not been cured by the vendor within the time specified above for such 
cure, the City may immediately terminate this Agreement by delivering written 
notice of such termination to the vendor.    











1.14.1.2 City Default 
The City shall not be in default unless the City fails to perform an obligation 
required of it within a reasonable time, which time shall not extend more than 
thirty (30) days after written notice by the vendor to the City specifying the 
particular obligation that the City has failed to perform. 



1.14.1.3 Extension of Cure Period 
Notwithstanding the time deadlines established in Subsections 1.14.1.1 and 
1.14.1.2, if the nature of either obligation is such that more than thirty (30) days 
are required for performance, then such party shall not be in default if it 
commences performance within such specified period and thereafter diligently 
prosecutes the same to completion. 



1.14.2 Termination for Convenience of the City 
The City may terminate this Agreement at any time by giving thirty (30) days written 
notice to the vendor of such termination, and the effective date thereof.  The vendor 
shall be paid for all services performed to the satisfaction of the City up to the 
effective date of termination at the rates set forth in the Work Order.  The amount paid 
shall in no event exceed the total Agreement amount for the services rendered. 



1.14.3 Acts of Insolvency 
The City may terminate this Agreement by written notice to the vendor if the vendor 
becomes insolvent, makes a general assignment for the benefit of creditors, suffers or 
permits the appointment of a receiver for its business or assets, becomes subject to any 
proceeding under any bankruptcy or insolvency law whether domestic or foreign, or is 
wound up or liquidated, voluntarily or otherwise. 



1.14.4 Force Majeure; Suspension and Termination 
In the event that either party is unable to perform all of its obligations under this 
Agreement or to enjoy any of its benefits because of a natural disaster or action or 
decree of a superior governmental body (hereinafter referred to as a “Force Majeure 
Event” or “Event”), the party that has been so affected immediately shall give notice 
to the other party and shall do everything possible to resume performance.  



Upon receipt of such notice, the affected party shall be excused from such 
performance as is affected by the Force Majeure Event for the period of such Event; 
but if the period of the non-performance exceeds fifteen (15) days from the date of the 
other party’s receipt of the notice of the Force Majeure Event, the party that has not 
had its ability to perform so affected may terminate this Agreement by giving written 
notice of termination to the party suffering from the effect of the Event.  If such Event 
affects the delivery date or warranty provisions of this Agreement, such date or 
warranty period shall automatically be extended for a period equal to the duration of 
such Event. 











1.14.5 Notice of Termination 
Termination of this Agreement may only occur under the conditions specified herein, 
and must be by written notice to the other party specifying the date when the 
termination shall be effective.  



1.15 Insurance 



1.15.1 Insurance Required; Insurance Documentation Required 
Prior to undertaking any work under this Agreement, the vendor shall obtain, and shall 
thereafter maintain continuously, at no expense to the City, and file with the City’s 
Purchasing Services and the City’s Risk Management Administrator in the 
Contracting Services Division, evidence of a policy or policies of insurance as 
specified below. 



1.15.1.1 Commercial General Liability Insurance 
A policy of commercial general liability insurance, written on an occurrence form, 
including all the usual coverages known as: 



• Premises/Operations Liability 
• Products/Completed Operations 
• Personal/Advertising Injury 
• Contractual Liability 
• Independent Contractors Liability 
• Stop Gap or Employers Contingent Liability 
• Fire Damage Legal 



Such policy(ies) must provide the following minimum coverage: 



Bodily Injury and Property Damage 



$1,000,000    General Aggregate 
$1,000,000    Products & Completed Operations Aggregate 
$1,000,000    Personal & Advertising Injury 
$1,000,000    Each Occurrence 
$   100,000    Fire Damage 
 



Stop Gap/Employers Liability 



$1,000,000     Each Accident 
$1,000,000     Disease – Policy Limit 
$1,000,000     Disease – Each Employee 
 
1.15.1.2 Business Automobile Liability Insurance 



A policy of Business Automobile Liability, including coverage for owned, non-
owned, leased or hired vehicles written on an insurance industry standard form 
(CA 00 01) or equivalent. 











Such policy(ies) must provide the following minimum limit: 



Bodily Injury and Property Damage  



$ 300,000 per accident 
 



1.15.1.3 Errors and Omissions Liability Insurance 
A policy of Errors and Omissions Liability Insurance appropriate to the vendor’s 
profession. Coverage should be for a professional error, act or omission arising out 
of the scope of services shown in the contract. The policy form may not exclude 
Bodily injury or Property damage.  The minimum limit of coverage shall be 
$1,000,000 per Claim/Aggregate. 



1.15.1.4 Worker’s Compensation 
A policy of Worker’s Compensation. As respects Workers’ Compensation 
insurance in the state of Washington, the vendor shall secure its liability for 
industrial injury to its employees in accordance with the provisions of Title 51 
RCW. If the vendor is qualified as a self-insurer in accordance with Chapter 51.14 
RCW, vendor shall so certify by delivering to the Risk Management 
Administrator in the City’s Contracting Services Division a letter signed by an 
authorized representative of the vendor indicating that the vendor is a qualified 
self-Insured, and setting forth the limits of any policy of excess insurance covering 
its employees; or any similar coverage required.  The vendor further waives, 
with respect to the City only, its immunity under RCW Title 51, Industrial 
Insurance. 



1.15.1.5 Assumption of Risk 
Vendor hereby assumes all risk of damage to its property, or injury to its officers, 
directors, agents, contractors, or invitees, in or about the Property from any cause, 
and hereby waives all claims against the City.  



1.15.1.6 Other Requirements for Vendor’s Insurance 
The insurance provided pursuant to Sections 1.15.1.1 and 1.15.1.2, shall be 
endorsed to include The City of Seattle, its officers, elected officials, employees, 
agents and volunteers as additional insured, and shall not be reduced or canceled 
without forty-five (45) days prior written notice to the City.  In addition, vendor’s 
insurance shall be primary, as respects the City and any other insurance 
maintained by the City shall be excess and not contributing insurance with the 
vendor’s insurance. 



1.15.2 Claims Made Form and Deductibles 
If any such policy(ies) above is written on a Claims Made Form, the retroactive date 
shall be prior to or coincident with the effective date of this Agreement. The policy 
shall state that coverage is Claims Made, and state the retroactive date. Claims made 
form coverage shall be maintained by the vendor for a minimum of three years 
following the expiration or earlier termination of this Agreement.   The vendor shall 
annually provide the City with proof of renewal. If renewal of the claims made form 











of coverage becomes unavailable, or economically prohibitive, the vendor shall 
purchase an extended reporting period (“tail”) or execute another form of guarantee 
acceptable to the City to assure financial responsibility for liability for services 
performed. 



Any deductible or self-insured retention must be disclosed and is subject to approval 
by the Risk Management Administrator in the City’s Contracting Services Division. 
The cost of any claim payments falling within the deductible shall be the responsibility 
of the vendor. 



1.15.3 Evidence of Insurance 
The following documents must be provided as evidence of insurance coverage.  



(1) A copy of the policy’s declarations pages, showing the Insuring Company, policy 
effective dates, limits of liability and the Schedule of Forms and Endorsements 
including any company-specific or manuscript endorsements. The City reserves 
the right to require a copy or certified copy of said policy or policies including all 
forms and endorsements attached. 



(2) A copy of the endorsement naming The City of Seattle as an Additional Insured 
(excluding Professional Liability Insurance), showing the policy number, and 
signed by an authorized representative of the insurance company on Form CG 
2026 or equivalent. 



(3) A copy of an endorsement stating that the coverages provided by this policy to 
the City or any other named insured shall not be terminated, reduced or otherwise 
materially changed without providing at least forty-five (45) days prior written 
notice to The City of Seattle, c/o Risk Management Administrator. 



(4) With respect to the Commercial General Liability and Business Automobile 
Liability Insurance to be provided under Subsections 5.15.1.1 and 5.15.1.2, a 
copy of a “Separation of Insureds” or “Severability of Interests” clause indicating 
essentially that except with respect to the limits of insurance and any rights or 
duties specifically assigned to the first named insured, this insurance applies as if 
each named insured were the only named insured, and separately to each insured 
against whom claim is made or suit is brought. 



1.15.4 Insurance Policy Rating 
All policies shall be subject to approval by the Risk Management Administrator in the 
Contracting Services Division as to company (must be rated A-(VII) or higher in the 
A.M. Best’s Key Rating Guide and licensed to do business in the State of Washington 
or issued as a surplus line by a Washington Surplus lines broker), form and coverage, 
and primary to all other insurance. 











1.15.5 Self-Insurance 
If the vendor is self-insured for purposes of the Commercial General Liability and the 
Business Automobile to be provided under Subsections 5.15.1.1 through 5.15.1.2, a 
letter to the City’s Project Director must be submitted by the vendor’s Risk Manager 
or appropriate Finance Officer, indicating whether the self-insurance is actuarially 
funded and if so, what the fund limits are. Such letter shall be accompanied by any 
declaration pages of excess coverage required to meet the Agreement limit 
requirements. Further, this letter should advise how the vendor would protect and 
defend The City of Seattle as an Additional Insured in the vendor’s Self-Insured layer, 
and include claims handling directions in the event of a claim. 



1.15.6 Sub-Contractors 
Vendor shall include all subcontractors as insureds under its policies or shall furnish 
separate evidence of insurance as stated above for each subcontractor. All coverages 
for subcontractors shall be subject to all the requirements stated herein and applicable 
to their profession. 



1.16 Indemnification 
Vendor shall indemnify, hold harmless and defend (including paying reasonable attorney’s 
fees and costs) the City, and any officer, employee or agent thereof, (each of the foregoing 
being hereinafter referred to individually as an “Indemnified Party”) against all claims of, 
and liability to, third parties (other than liability solely and entirely the fault of the 
Indemnified Party) arising from or in connection with any act or omission of the vendor or 
any of its officers, employees, agents or subcontractors under this Agreement; or the sale 
or license to or use by the City of the System, including but not limited to, the violation of 
any third party’s trade secrets, proprietary information, trademark, copyright, or patent 
rights in connection with goods to be provided and services to be performed under this 
Agreement. The vendor’s obligation to indemnify, hold harmless and defend any 
Indemnified Party shall survive the expiration or termination of this Agreement by either 
party for any reason. Vendor shall conduct the defense in any such third party action 
arising as described herein and the City promises to cooperate fully with such defense.  
The indemnification obligation set forth in this section shall survive the expiration or 
earlier termination of this Agreement. 



1.17 Confidentiality 
The vendor shall not permit the disclosure or duplication of any information received from 
the City unless such disclosure or duplication is specifically authorized in writing by the 
City.  Please refer to the Non-Disclosure Agreement in Appendix A.4. The City shall not 
permit the duplication by, or disclose any information conspicuously designated in 
advance by the vendor as “Confidential and Proprietary” information to, any person (other 
than City officers, employees, or consultants who must have such information for the 
performance of their City duties or obligations), unless such duplication, use or disclosure 
is specifically authorized in writing by the vendor or is required by law.  The term 
“Confidential and Proprietary” information is not meant to include ideas, concepts, know-











how or techniques related to any information that, at the time of disclosure, is in the public 
domain unless the entry of that information into the public domain is a result of any breach 
of this Agreement.  In the event any request is made for material that the vendor has 
designated as containing Confidential Information, the City will notify the vendor of the 
request pursuant to RCW 42.17.320 or its successor legislation. Upon receipt of such 
notice, the vendor shall take such action as it deems necessary and appropriate to prevent 
the release of such information pursuant to RCW 42.17.330 or its successor legislation, 
and the City shall have no further obligations in this regard provided, however, that the 
vendor may not take any action that would affect a) the ability of the City to use the goods 
or services provided under this Agreement or b) the obligations of the vendor under this 
Agreement.  In the event the vendor does not take action to prevent the disclosure of its 
Confidential Information within the time period required by law, the vendor shall be 
deemed to have authorized the release of such information and the City shall not be liable 
to the vendor in the event the Confidential Information is released. 



1.18 Publicity 
No news release, advertisement, promotional material, tour, or demonstration related to 
the City’s purchase or use of the vendor’s product or any work performed pursuant to this 
Agreement shall be produced, distributed or take place without the prior, specific approval 
of the City’s Project Director or his/her designee. 



1.19 Warranties 



1.19.1 Warranty of the System 
Commencing on the date that the City issues its Final Acceptance Certificate, and 
extending for a period of one (1) year, the vendor warrants that the Software furnished 
hereunder shall be free from programming errors and that the Software and hardware 
shall be free from defects in workmanship and materials and shall operate in 
conformity with the performance capabilities, specifications, functions and other 
descriptions and standards applicable thereto and as set forth in this Agreement 
including but not limited to the City’s Request for Proposals; that the services shall be 
performed in a timely and professional manner by qualified professional personnel; 
and that the services, Software and Hardware shall conform to the standards generally 
observed in the industry for similar services, Software and hardware.  This warranty 
shall not be affected by the City’s modification of the Software (including source 
code) so long as the licenser can discharge any warranty obligations notwithstanding 
such modifications or following their removal by the City.  If the vendor is not the 
original Software or hardware manufacturer, the vendor shall obtain in writing the 
manufacturer’s consent to pass through all Software and hardware warranties for the 
City’s benefit.  During this warranty period, the vendor shall replace or repair any 
defect appearing in the Software or hardware, or deficiency in service provided at no 
additional cost to the City. 











1.19.2 Warranty Against Planned Obsolescence   
The vendor warrants that the products proposed to and acquired by the City under this 
Agreement are new and of current manufacture, and that it has no current plans for 
announcing a replacement line that would be marketed by vendor as a replacement for 
any of the products provided to the City under this Agreement and would result in 
reduced support for the product line within which the System furnished to the City is 
contained. 



The vendor further warrants that, in the event that a major change in hardware, 
software, or operating system occurs that radically alters the design architecture of the 
System and makes the current design architecture obsolete within three (3) years after 
full execution of this Agreement, and if the City continues its annual maintenance 
agreement with the vendor, the vendor shall provide the City with a replacement 
hardware, software, or operating system(s) that continues the full functionality of the 
systems, at no extra cost to the City.   



1.19.3 No Surreptitious Code Warranty 
The vendor warrants to the City that no copy of the licensed Software provided to the 
City contains or will contain any Self-help Code or any Unauthorized Code as defined 
below. This warranty is referred to in this Agreement as the “No Surreptitious Code 
Warranty.” 



As used in this Agreement, “Self-help Code” means any back door, time bomb, drop 
dead device, or other Software routine designed to disable a computer program 
automatically with the passage of time or under the positive control of a person other 
than the licensee of the Software.  The term “Self-help Code” does not include 
Software routines in a computer program, if any, designed to permit an owner of the 
computer program (or other person acting by authority of the owner) to obtain access 
to a licensee’s computer system(s) (e.g. remote access via modem) for purposes of 
maintenance or technical support. 



As used in this Agreement, “Unauthorized Code” means any “virus,” “Trojan horse,” 
“worm” or other Software routines or Equipment components designed to permit 
unauthorized access to disable, erase, or otherwise harm Software, Equipment, or data 
or to perform any other actions.  The term Unauthorized Code does not include Self-
help Code. 



The vendor shall defend City against any claim, and indemnify the City against any 
loss or expense arising out of any breach of the No Surreptitious Code Warranty. 



1.19.4 Title Warranty and Warranty against Infringement  
The vendor warrants and represents that the hardware and Software provided under 
this Agreement is the sole and exclusive property of the vendor or that the vendor is 
authorized to provide full use of the hardware and Software to the City as provided 
herein. The vendor warrants that it has full power and authority to grant the rights 
granted by this Agreement to the City without the consent of any other person or 
entity. 











In the event of any claim by a third party against the City asserting a patent, copyright, 
trade or secret, or proprietary right violation involving the System acquired by the City 
hereunder or any portion thereof, vendor shall defend, at its expense, and shall 
indemnify the City against any loss, cost, expense, or liability arising out of such 
claim, whether or not such claim is successful; provided, however, that vendor is 
notified by the City in writing within a reasonable time after the City first receives 
written notice of any such claim, action, or allegation of infringement. In the event a 
final injunction or order is obtained against the City’s full use of either the System or 
any portion thereof as a result of any such claim, suit or proceeding, and if no further 
appeal of such ruling is practicable, vendor shall, at the City’s option and at vendor’s 
expense: 



(5) procure for the City the right to continue full use of the System; or 
(6) replace or modify the same so that it becomes non-infringing (which modification 



or replacement shall not affect the obligation to ensure the System conforms with 
applicable specifications); or 



(7) if the product was purchased and the actions described in item (1) or (2) of 
Section 5.19.4, are not practicable, re-purchase the product from the City at a 
price mutually agreed upon, which shall relate to the value and utility of the 
product to the City; or 



(8) if the System was leased, licensed, or rented, and the actions described in item 
(1), (2), or (3) of Section 5.19.4, are not practicable, remove such System from 
the City’s site(s) and pay the City promptly after notification for all direct and 
consequential damages suffered by the City as a result of the loss of the infringing 
product and any other continued utility of which to the City is adversely affected 
by the removal of the infringing product, and hold the City harmless from any 
further liability therefore under any applicable Order, Settlement, or other 
agreement. In no event shall the City be liable to vendor for any lease, rental, or 
maintenance payments after the date, if any, that the City is no longer legally 
permitted to use the System because of such actual or claimed infringement. In 
the event removal or replacement of the System is required pursuant to this 
paragraph, vendor shall use reasonable care in the removal or modification 
thereof and shall, at its own expense, restore the City’s premises as nearly to their 
condition immediately prior to the installation of the System as is reasonably 
possible. 



No settlement that prevents the City from continuing to use the Software, other 
products or Software documentation as provided in this Agreement shall be made 
without the City’s prior written consent.  In all events, the City shall have the right to 
participate at its own expense in the defense of any such suit or proceeding through 
counsel of its own choosing. 
The indemnification obligation set forth in this section shall survive the expiration or 
earlier termination of this Agreement. 











1.19.5 No Liens 
The vendor warrants that the Software and Equipment is the sole and exclusive 
property of the vendor and that the vendor is authorized to provide full use of the 
Software to the City as provided herein and that such Software is not subject to any 
lien, claim or encumbrance inconsistent with any of the City’s rights under this 
Agreement and that the City is entitled to and shall be able to enjoy quiet possession 
and use of the Software and Equipment without interruption by vendor or any other 
person making a claim under or through the vendor or by right of paramount title. 



1.19.6 Prices and Charges 
The vendor warrants that the price or charges for Software acquired by the City during 
the term of this Agreement shall be equal to or less than the prices or charges given to 
any other customer for the same product or service. 



1.19.7 Services Warranty 
The vendor warrants that, in performing the services under the Maintenance 
Agreement appended as Appendix [       ] , a future Appendix. 



The vendor shall strictly comply with the descriptions and representations as to the 
services, including performance capabilities, accuracy, completeness, characteristics, 
specifications, configurations, standards, function and requirements, which appear in 
this Agreement and in the vendor’s response to the City’s Request for Proposal 
Specification No.55.  



Its products shall be uniform in appearance and clean and presentable in accordance 
with generally applicable standards in the industry.  



Any preparation Software or data analysis used in the Services shall be available to the 
City for a period of five (5) years following the completion of the Services.  This 
warranty shall apply only to preparation Software or data analysis owned by or under 
the control of the vendor.  Errors or omissions committed by the vendor in the course 
of providing Services shall be remedied by the vendor at its own expense. 



1.19.8 Equipment 



The vendor warrants and represents that the Equipment provided to meet the 
requirements of the Statement of Work shall be free from all defects, shall be in good 
operating order, and shall operate in conformity with the descriptions and standards as 
set forth in the vendor’s Proposal and the City’s RFP for a period of one (1) year from 
and after the Acceptance Date.  During the warranty period, vendor shall promptly, 
without additional charge, repair or replace the equipment or any part thereof that fails 
to function according the vendor’s specifications or the specifications of the 
manufacturer thereof. 











1.19.9 Merchantability and Fitness Warranty 
Vendor represents and warrants that the Software, other products and Software 
Documentation will be merchantable and will be fit for the particular purposes 
established in the City’s RFP and the vendor’s response to the City’s RFP. 



1.20 Compliance with Applicable Law 
The vendor warrants that the System, and the manufacture and production thereof, are in 
compliance with any and all applicable laws, rules, and regulations. 



1.21 Survival of Warranties and Representations 
The representations and warranties of the vendor made pursuant to this Agreement shall 
survive the delivery of the System, the payment of the purchase price, and the expiration 
or earlier termination of this Agreement. 



1.22 ACCESS TO BOOKS AND RECORDS 
FOR A PERIOD OF SIX (6) YEARS AFTER THE COMPLETION OF THIS AGREEMENT, THE 
CITY OR ITS AGENTS SHALL HAVE THE RIGHT AT REASONABLE TIMES TO AUDIT IN KING 
COUNTY, WASHINGTON, THE BOOKS AND RECORDS OF THE VENDOR BEARING UPON OR 
CONNECTED WITH THE TERMS AND CONDITIONS OF THIS AGREEMENT IN ORDER TO 
DETERMINE COMPLIANCE WITH THE PROVISIONS OF THIS AGREEMENT.  THE VENDOR 
SHALL REQUIRE ITS SUBCONTRACTORS TO ALLOW THE CITY OR ITS AGENTS TO AUDIT 
THE SUBCONTRACTORS’ BOOKS AND RECORDS AS NECESSARY IN ORDER TO DETERMINE 
COMPLIANCE WITH THE PROVISIONS OF THIS AGREEMENT.  IN THE EVENT THAT THE 
AUDIT REVEALS THAT THERE HAS BEEN AN ERROR IN PAYMENT, THE PARTIES AGREE TO 
IMMEDIATELY CORRECT SUCH ERRORS.  A WRITTEN REQUEST FOR AUDIT 
DOCUMENTATION SHALL BE PROVIDED TO THE VENDOR. THE VENDOR, WITHIN THIRTY 
(30) DAYS FROM AND AFTER ITS RECEIPT OF THE REQUEST, SHALL FURNISH THE 
REQUIRED DOCUMENTATION.  SUCH DOCUMENTATION SHALL BE CONFINED TO THOSE 
MATTERS DIRECTLY RELATED OR PERTINENT TO THE VENDOR’S PERFORMANCE OF THIS 
AGREEMENT. 



1.23 EQUAL EMPLOYMENT 
THE VENDOR WILL NOT DISCRIMINATE AGAINST ANY EMPLOYEE OR APPLICANT FOR 
EMPLOYMENT BECAUSE OF CREED, RELIGION, RACE, AGE, COLOR, SEX, MARITAL 
STATUS, SEXUAL ORIENTATION, GENDER IDENTITY, IDEOLOGY, ANCESTRY, NATIONAL 
ORIGIN, OR THE PRESENCE OF ANY SENSORY, MENTAL OR PHYSICAL HANDICAP, UNLESS 
BASED UPON A BONA FIDE OCCUPATIONAL QUALIFICATION.  THE VENDOR WILL TAKE 
AFFIRMATIVE ACTION TO ENSURE THAT APPLICANTS ARE EMPLOYED, AND THAT 
EMPLOYEES ARE TREATED DURING EMPLOYMENT, WITHOUT REGARD TO THEIR CREED, 
RELIGION, RACE, AGE, COLOR, SEX, NATIONAL ORIGIN, MARITAL STATUS, POLITICAL 
IDEOLOGY, ANCESTRY, SEXUAL ORIENTATION, GENDER IDENTITY, OR THE PRESENCE OF 
ANY SENSORY, MENTAL OR PHYSICAL HANDICAP.  SUCH ACTION SHALL INCLUDE BUT 
NOT BE LIMITED TO THE FOLLOWING:  EMPLOYMENT, UPGRADING, DEMOTION OR 
TRANSFER, RECRUITMENT OR RECRUITMENT ADVERTISING, LAYOFF OR TERMINATION, 











RATES OF PAY OR OTHER FORMS OF COMPENSATION AND SELECTION FOR TRAINING, 
INCLUDING APPRENTICESHIP.   



THE VENDOR SHALL POST IN CONSPICUOUS PLACES, AVAILABLE TO EMPLOYEES AND 
APPLICANTS FOR EMPLOYMENT, NOTICES TO BE PROVIDED BY THE CITY SETTING 
FORTH THE PROVISIONS OF THIS NONDISCRIMINATION CLAUSE.   



1.24 NON-DISCRIMINATION IN BENEFITS  
THE VENDOR SHALL COMPLY WITH THE REQUIREMENTS OF SMC CH.20.45 AND THE 
EQUAL BENEFITS PROGRAM RULES.  FAILURE TO COMPLY WILL SUBJECT THE 
CONTRACTOR TO ONE OR MORE OF THE FOLLOWING PENALTIES:  DISQUALIFICATION 
FROM BIDDING ON OR BEING AWARDED A CITY CONTRACT FOR A PERIOD OF UP TO 5 
YEARS, ACTUAL DAMAGES, TERMINATION OF THE CONTRACT, OR OTHER REMEDIAL 
ACTIONS SUCH AS PAYMENT OF CASH EQUIVALENT PAYMENTS OR EXPEDITED 
IMPLEMENTATION OF EQUAL BENEFITS. 



1.25 WOMEN AND MINORITY BUSINESS ENTERPRISE 
REQUIREMENTS 



NOTWITHSTANDING ANY OTHER PROVISION IN ANY PROCUREMENT DOCUMENT, CITY 
WOMEN- AND MINORITY-OWNED BUSINESS (WMBE) UTILIZATION REQUIREMENTS 
SHALL NOT APPLY TO THIS AGREEMENT.  ANY AFFIRMATIVE ACTION REQUIREMENTS 
SET FORTH IN ANY FEDERAL REGULATIONS OR STATUTES INCLUDED OR REFERENCED IN 
THE AGREEMENT SHALL APPLY.  



THE CITY ENCOURAGES THE VENDOR TO EMPLOY A WORKFORCE REFLECTIVE OF THE 
REGION’S DIVERSITY.  THE VENDOR SHALL ADHERE TO ALL NONDISCRIMINATION 
REQUIREMENTS AS SET FORTH IN FEDERAL AND STATE LAWS AND REGULATIONS AND 
SEATTLE MUNICIPAL CODE PROVISIONS.  



1.25.1 NON-DISCRIMINATION  



THE VENDOR SHALL NOT CREATE BARRIERS TO OPEN AND FAIR OPPORTUNITIES FOR 
WMBES TO PARTICIPATE IN ALL CITY CONTRACTS AND TO OBTAIN OR COMPETE 
FOR CONTRACTS AND SUBCONTRACTS AS SOURCES OF SUPPLIES, EQUIPMENT, 
CONSTRUCTION AND SERVICES.  IN CONSIDERING OFFERS FROM AND DOING 
BUSINESS WITH SUBCONTRACTORS AND SUPPLIERS, THE VENDOR SHALL NOT 
DISCRIMINATE ON THE BASIS OF RACE, COLOR, CREED, RELIGION, SEX, AGE, 
NATIONALITY, MARITAL STATUS, SEXUAL ORIENTATION OR THE PRESENCE OF ANY 
MENTAL OR PHYSICAL DISABILITY IN AN OTHERWISE QUALIFIED DISABLED PERSON. 



1.25.2 RECORD-KEEPING  



THE VENDOR SHALL MAINTAIN, FOR AT LEAST TWELVE (12) MONTHS AFTER 
COMPLETION OF THIS AGREEMENT, RELEVANT RECORDS AND INFORMATION 
NECESSARY TO DOCUMENT THE LEVEL OF UTILIZATION OF WMBES AND OTHER 
BUSINESSES AS SUBCONTRACTORS AND SUPPLIERS IN THE AGREEMENT AND IN ITS 
OVERALL PUBLIC AND PRIVATE BUSINESS ACTIVITIES.  THE VENDOR SHALL ALSO 
MAINTAIN ALL WRITTEN QUOTES, BIDS, ESTIMATES, OR PROPOSALS SUBMITTED TO 











THE VENDOR BY ALL BUSINESSES SEEKING TO PARTICIPATE AS SUBCONTRACTORS 
OR SUPPLIERS IN THIS AGREEMENT.  THE CITY SHALL HAVE THE RIGHT TO INSPECT 
AND COPY SUCH RECORDS.  IF THIS AGREEMENT INVOLVES FEDERAL FUNDS, THE 
VENDOR SHALL COMPLY WITH ALL RECORD-KEEPING REQUIREMENTS SET FORTH IN 
ANY FEDERAL RULES, REGULATIONS OR STATUTES INCLUDED OR REFERENCED IN 
THE AGREEMENT DOCUMENTS. 



1.25.3 AFFIRMATIVE EFFORTS TO UTILIZE WMBES   



THE CITY ENCOURAGES THE UTILIZATION OF MINORITY OWNED BUSINESSES 
(“MBES”) AND WOMEN-OWNED BUSINESSES (“WBES”) (COLLECTIVELY, 
“WMBES”), IN ALL CITY CONTRACTS.  THE CITY ENCOURAGES THE FOLLOWING 
PRACTICES BY THE VENDOR TO OPEN COMPETITIVE OPPORTUNITIES FOR WMBES: 



A. ATTENDING A PRE-BID OR PRE-SOLICITATION CONFERENCE, IF SCHEDULED BY 
THE CITY, TO PROVIDE PROJECT INFORMATION AND TO INFORM WMBES OF 
CONTRACTING AND SUBCONTRACTING OPPORTUNITIES. 



B. PLACING ALL QUALIFIED WMBES ATTEMPTING TO DO BUSINESS IN THE CITY 
ON SOLICITATION LISTS, AND PROVIDING WRITTEN NOTICE OF 
SUBCONTRACTING OPPORTUNITIES TO WMBES CAPABLE OF PERFORMING THE 
WORK, INCLUDING WITHOUT LIMITATION ALL BUSINESSES ON ANY LIST 
PROVIDED BY THE CITY, IN SUFFICIENT TIME TO ALLOW SUCH BUSINESSES TO 
RESPOND TO THE WRITTEN SOLICITATIONS. 



C. BREAKING DOWN TOTAL REQUIREMENTS INTO SMALLER TASKS OR 
QUANTITIES, WHERE ECONOMICALLY FEASIBLE, IN ORDER TO PERMIT 
MAXIMUM PARTICIPATION BY SMALL BUSINESSES, INCLUDING WMBES. 



D. ESTABLISHING DELIVERY SCHEDULES, WHERE THE REQUIREMENTS OF THIS 
AGREEMENT PERMIT, THAT ENCOURAGE PARTICIPATION BY WMBES. 



E. PROVIDING WMBES THAT EXPRESS INTEREST WITH ADEQUATE AND TIMELY 
INFORMATION ABOUT PLANS, SPECIFICATIONS, AND REQUIREMENTS OF THE 
AGREEMENT. 



F. UTILIZING THE SERVICES OF AVAILABLE MINORITY COMMUNITY 
ORGANIZATIONS, MINORITY CONTRACTOR GROUPS, LOCAL MINORITY 
ASSISTANCE OFFICES, THE CITY, AND OTHER ORGANIZATIONS THAT PROVIDE 
ASSISTANCE IN THE RECRUITMENT AND PLACEMENT OF WMBES. 



1.25.4 SANCTIONS FOR VIOLATION   



ANY VIOLATION OF THE REQUIREMENTS OF SECTIONS 1.25.1 AND 1.25.2 SHALL BE A 
MATERIAL BREACH OF CONTRACT FOR WHICH THE VENDOR MAY BE SUBJECT TO 
DAMAGES AND SANCTIONS PROVIDED FOR BY CONTRACT AND BY APPLICABLE LAW. 



1.26 FAIR CONTRACTING PRACTICES 
THE CONTRACTOR SHALL COMPLY WITH THE FAIR CONTRACTING PRACTICES 
ORDINANCE OF THE CITY OF SEATTLE (ORDINANCE 119601), AS AMENDED.  CONDUCT 
MADE UNLAWFUL BY THAT ORDINANCE CONSTITUTES A BREACH OF CONTRACT.  
ENGAGING IN AN UNFAIR CONTRACTING PRACTICE MAY ALSO RESULT IN THE 











IMPOSITION OF A CIVIL FINE OR FORFEITURE UNDER THE SEATTLE CRIMINAL CODE AS 
WELL AS VARIOUS CIVIL REMEDIES. (SEE SMC 14.10 AT 
http://clerk.ci.seattle.wa.us/~public/code1.htm) 



1.27 Dispute Resolution 
Any dispute concerning the vendor’s performance of this Agreement that is not disposed 
of by agreement between the vendor and the City shall be referred to the referred to the 
appointed authority designated by the City, and to the Vendor’s Top-Level person of 
authority.  If such parties’ representatives do not agree upon a decision within a reasonable 
period of time, either of the parties may pursue other legal means to resolve such disputes.  
Either party may terminate the dispute resolution process and proceed to the Default 
process at any time. 



1.28 Notices 
All notices and other material to be delivered hereunder shall be in writing or facsimile 
and shall be delivered or mailed to the following: 



If to City:  [         ]  



If to Vendor:  [            ] 



or such other respective name(s) and address(es) as either party may, from time to time, 
designate for itself, by notice to the other party in writing. 



1.29 Miscellaneous 



1.29.1 Amendments 
The Parties hereto reserve the right to make amendments or modifications to this 
Agreement by written agreement signed by an authorized representative of each party.   



1.29.2 Applicable Law 
This Agreement shall be governed by the laws of the State of Washington and the 
Charter and Ordinances of the City.  The venue of any action thereunder shall be in 
King County, Washington. 



1.29.3 Compliance with Law  
1.29.3.1 General 



The vendor shall comply with all applicable federal or state laws and City 
ordinances and with applicable directions, rules and regulations of public officials 
and departments in enforcement of City ordinances and with directions, rules, and 
regulations from the State of Washington or from the United States of America 
with respect to any portion of this Agreement. 



1.29.3.2 Licenses and Similar Authorizations 
The vendor, at no additional expense to the City, shall secure and maintain in full 
force and effect during the term of any Agreement resulting from this procurement 











process, all required licenses, and similar legal authorization, and comply with all 
legal requirements. 



1.29.4 Attorneys’ Fees 
Subject to the indemnification and limitation of vendor’s liability provisions set forth 
in this Agreement, if any action or suit is brought with respect to a matter or matters 
covered by this Agreement, each party shall be responsible for all its own costs and 
expenses incident to such proceedings, including reasonable attorneys’ fees. 



1.30 Assignment 
Neither party shall assign any of its obligations under this Agreement, in whole or in part, 
without the other party’s written consent. 



1.31 Binding Effect 
The provisions, covenants and conditions in this Agreement apply to bind the parties, their 
legal heirs, representatives, successors, and assigns. 



1.32 Remedies 
All remedies available at law or in equity to either party for breach of this Agreement are 
cumulative and may be exercised concurrently or separately, and the exercise of any one 
remedy shall not be deemed an election of such remedy to the exclusion of other remedies. 



1.33 Gratuities 
The City may, by written notice to the vendor, terminate the right of the vendor to proceed 
under this Agreement upon one (1) calendar day’s notice, if it is found that a gratuity in 
the form of a bribe, gift, or otherwise was offered or given by the vendor, or any agent as 
representative of the vendor, to any official, officer or employee of the City, provided that 
the existence of the facts upon which the City makes such findings may be reviewed by a 
competent court.  In the event of such termination, the City shall be entitled to pursue the 
same remedies against the vendor as it could pursue in the event of default by the vendor.  
The above restrictions are not to be interpreted as prohibiting the vendor from providing 
room and board for the City personnel to attend vendor-sponsored training seminars or 
schools that are generally held at plant sites and are available to all vendor’s customers, 
and are a regular element of vendor’s training program. 



1.34 Headings 
Section, subsection and paragraph headings are included in this Agreement for 
convenience only and do not change, modify or limit any right or obligation of this 
Agreement. 



1.35 Independent Status of Parties  
Both parties hereto, in the performance of this Agreement, will be acting in their 
individual capacities and not as agents, employees, partners, joint venturers or associates 











of the other.  The employees or agents of one party shall not be deemed or construed to be 
the employees or agents of the other party for any purpose whatsoever. 



1.36 Severability  
If any term or condition of this Agreement or the application hereof to any person(s) or 
circumstances is held invalid, such invalidity shall not affect other terms, conditions or 
applications which can be given effect without the invalid term, condition or application; 
to this end the terms and conditions of this Agreement are declared severable. 



1.37 Waiver 
The waiver of any breach or failure of either party to exercise in any respect any right 
provided for in this Agreement shall not be deemed a waiver of any further, prior or future 
breach or right thereunder.  No right or obligation of this Agreement shall be deemed to be 
waived, modified or deleted except by an instrument, in writing, signed by both parties. 



1.38 Authority 
Each party has full power and authority to enter into and perform this Agreement, and the 
person signing this Agreement on behalf of each party has been properly authorized and 
empowered to enter into this Agreement.  Each party further acknowledges that it has read 
this Agreement, understands it, and shall be bound by it. 











 



1.39 Entire Agreement 
This Agreement, including all Appendices, Supplements and Exhibits referenced herein, 
constitutes the entire agreement between the City and the vendor.  The City’s Request for 
Proposal Specification No. 04-147 (“RFP”), the Addenda to the RFP; and the vendor’s 
Proposal submitted in response to the RFP are explicitly included as Supplements to this 
Agreement.  Where there is any conflict between or among these documents, the 
controlling document will first be this Agreement, as amended, then the RFP and 
Addenda, and then the vendor’s Proposal.  



IN WITNESS WHEREOF, the City and the vendor have caused this Agreement to be 
executed. 



[Insert the Vendor’s name here]  THE CITY OF SEATTLE 
 
            
        



By:      By:  
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General


						Functionality			CAD			RMS			Mobile CAD			Mobile RMS			Dependency			Explanation (If Required)


						I. GENERAL


						1)      Numbering


						a.       Ability for a user to enter an old case number into a new event.																								A


						b.      Ability to assign the same case number to multiple events.																								B


						c.      Ability to record multiple numbers to one event within the number field.																								C


						d.      Ability to record several number formats within the same number field.																								D


						e.     Ability to use a separate event number queue for each different agency using the system.																								E


						2)      General Log On/Off Requirements																								Yes


						a.       Prior to using the CAD application users shall be required to logon with a minimum of the following:																								No


						(1)   Valid user ID


						(2)   Password


						(3)   Resource (unit name - ID)


						b.      Logging on to the application and logging in as a unit shall be a one step process; logging the user to the device and logging the user as a resource/unit into the CAD.


						c.       The S/A will be able to set a default resource ID for any workstation.


						d.      The application shall include a command to logoff a workstation. When invoked the user will be signed off and the workstation will return to a logon screen.


						e.       The proposed application shall allow a user to log off a system in two ways; either logging off the device and resource or just logging off the device only.


						3)      Command Line


						a.       Ability to process a command contrary to the default order.


						b.      Command line codes shall not be case sensitive.


						c.       Ability to process two or more commands at once, by concatenating them on a command line.


						d.      Ability to recall previously entered commands onto the command line for reprocessing.


						e.       The applications command line should word wrap and expand dynamically so that all text may be seen by the user.


						f.        When a user submits a command or a form with an error the application shall return the cursor to the first field in which an error has been made.


						g.       Input forms should have related command line commands.


						4)      General


						a.       The proposed application shall include the ability to record timestamps for notifications and requests associated with events.


						b.      The proposed application shall utilize short-cut keys and command identifiers consistently throughout the application.  For example, if F6 pages an event record it should also be used to page a unit record.


						c.       Ability for agency to modify function key assignments without vendor intervention.


						d.        Ability for the SA to define the foreground and background color used for each event.


						5)      Telephone Reporting Unit


						a.       Seattle uses telephone report officers to complete crime reports on some minor offenses. The proposed application shall allow call takers to route appropriate events to a dispatch zone or waiting call queue for TRO's.


						b.      TRU events will by-pass the normal routing tables (therefore not being routed to a field dispatcher).


						c.     The TRO's will have the ability to assign themselves to an event as if they were a field resource.


						d.       It is desirable for the proposed application to automatically route certain events to the TRO's based on the event type, time of day, and day of week.


						e.     It is desirable for a supervisor to be able to activate the automatic routing of events to the TRO queue when they are on duty. Routing in this case will be based on the event type alone.


						II. PERSONNEL


						1)      Personnel Record Requirements: The SPD anticipates using the CAD application to track the location and status of all employees at all times.  The application shall be sized to handle this load without degrading performance below limits set herein.  Additionally, the City is interested in exploring the option of an application capable of receiving employee location updates from door card readers and other devices located at the entrance to police and city facilities. The purpose of this function is many-fold.  For example, one use would be to have a fairly accurate estimate of the number of personnel in a building if it should collapse from an earthquake.  Another application would be to know the availability and status of employees when they are needed for a major event, such as an earthquake.  Another application would be to inform the message switch of the probable location of employees and so to assist in delivering messages.


						a.       Ability of the application to maintain an unlimited list of personnel (officers, technicians, investigators, civilians, etc.)


						b.      Ability for the application to receive employee status updates from WAN remote computer workstation, a Departmental web server and MDC and other kinds of smart devices.


						c.      Ability to enter or auto populate the following data elements for each employee:


						(1)   First, middle and last name,


						(2)   Rank,


						(3)   Gender,


						(4)   Race,


						(5)   Date of birth, age,


						(6)   Height and weight,


						(7)   Duty assignment, (precinct, sector, beat, etc.) with address and phone number,


						(8)   Resource assignment,


						(9)   Shift assignment,


						(10)     Serial number (5 alphanumeric digits),


						(11)     Employee number, (minimum of 11 alphanumeric characters),


						(12)      Badge number,


						(13)     Contact telephone numbers (minimum of three, minimum field length ten digits, plus a 10 character label for each),


						(14)     Home address,


						(15)     Emergency contact name, address and phone,


						(16)     Email addresses with labels


						(17)     Blood type,


						(18)     CAD user name,


						(19)     CAD password


						(20)     Portable radio number,


						(21)     Pager numbers,


						(22)     Special skills,


						(23)     Roles,


						(24)     Comments


						d.       Ability to search for an employee file by any of the above listed data elements except password.


						e.        Ability to perform online editing of the profile of any employee


						f.        When viewing an employee record the date, time and author of the last update shall be available.


						g.       Ability to designate certain fields of an employee record as public.  Any user will be able to view and search the public fields.


						h.         Ability for an employee to edit their own record.


						i.          Ability to give system authorization rights to a supervisory employee to edit other employee's records.


						j.         Ability for supervisors to view and modify the personnel records of employees they supervise.


						k.       Ability to associate each employee with up to three other employees that function as their supervisors.


						l.     Provide a command that will query an employee file by:


						(1)    Name,


						(2)    Badge number,


						(3)   Serial number (5 alphanumeric digits), and return the following employee information:


						(4)   Full name,


						(5)   Serial number (5 alphanumeric digits),


						(6)   Rank,


						(7)   Duty assignment, (precinct, sector, beat, etc.) with address and phone number,


						(8)   Current or last device and/or unit that the employee was logged on as,


						(9)   Date and time of current or last logon,


						(10)     Call sign of unit


						(11)     Portable radio number,


						(12)     Car radio number,


						(13)     Vehicle ID number,


						(14)     Pager number,


						(15)     Cell number,


						(16)     Skills.


						m.       Information concerning current assignment shall be drawn from the most recently updated source.


						n.        Ability for SA to define a minimum of 100 skill types for employees.


						III. EVENT INITIATION


						1)      Event Entry


						a.       Ability for the user to choose a function key, command or graphic command button to display a blank event entry screen.


						b.      Ability for a user to enter more than one new event simultaneously without having to save one and retrieve it later.


						c.       When entering multiple calls at one time the application shall display a visual warning whenever a new event has been started but not completed.


						d.      The proposed application shall only require the user to enter a valid event location, type, and precedence in order for the event to be routed to a dispatcher.


						e.       The user shall have the option to route the event with the minimum required fields and invoke an indicator to the dispatcher that there is more information to follow.


						f.        When invoking this option, the application will allow the user to continue updating the event without having to recall the event or enter additional commands.


						g.       The user shall have the option to use a command, function key, or graphic command button to route a new event to the appropriate dispatcher.


						h.       The proposed application shall route new events to the dispatcher logged on to control the area in which the event is occurring.


						i.         The proposed application shall allow the user to force the routing of an event to an alternate dispatch position. For example, be able to route new events to a tactical zone for a special event.


						j.        At a minimum the proposed application shall include the following fields on the event entry form:


						(1)   Response location,


						(2)   Supplemental response location information, (e.g. in front of, alongside, in the alley, etc.)


						(3)   Apartment or suite number (alphanumeric),


						(4)   Occurrence location


						(5)   Supplemental occurrence location information, (e.g. in front of, alongside, in the alley, etc.)


						(6)   Event type,


						(7)   Sector,


						(8)   Event priority,


						(9)   Beat of response location


						(10)     Caller's name,


						(11)     Caller's street address,


						(12)     Caller's city,


						(13)     Caller's current location,


						(14)     Caller's phone number,


						(15)     Callback number (in case the complainant is not reporting the event from their own phone),


						(16)     Call source (911, 7 digit, administrative line, etc.),


						(17)     Class of service code (pay phone, cell phone, etc.)


						(18)     In-Progress or Just Occurred indicator field, and


						(19)     Narrative (minimum of 32,000 alphanumeric characters).


						k.      The proposed application shall automatically display, but not insert into a new event entry form, the ANI/ALI-reported address, phone number, or other information.


						l.         The proposed application will allow the call taker to choose either a single function key or graphic command button to transfer the ANI/ALI information to the appropriate fields in the new event entry form.


						m.     If the user has entered data into any field prior to accepting the ANI/ALI information, the ANI/ALI reported data shall not overwrite the data already entered by the user.


						n.       The proposed application will append to the event as an attachment, all ANI/ALI information transferred via the phone interface whether used on the event or not. The attachment will be available for display on demand by the user.


						2)      Duplicate Call Check


						a.       The system must provide the ability to automatically perform an RMS premise history and duplicate call check query for both the response and occurrence address. The user must be able to easily distinguish which address the response is for and provide a one step process to review the details without interrupting the call process.


						b.      The proposed application shall examine each new event as the address is verified to determine if it is a potential duplicate of an existing event.


						c.       The proposed application shall check within the default radius and time period for duplicate events.


						d.      If a potential duplicate(s) is identified the application shall display a list showing each event, the event type and location.


						e.       The user shall have the option to display the details of each potential duplicate event directly from the potential duplicate list. It shall not be necessary to terminate the event entry process to do so.


						f.        If the dispatcher determines that the event is a duplicate, he or she shall have the following options:


						(1)   Initiate a new event,


						(2)   Add the new caller's name, address, phone number and comments to the existing event as an update


						(3)   Discard the duplicate call information altogether.


						g.        The application will also search any events which have been force routed to TRU or any other zone when checking for duplicate events.


						h.      When checking for duplicate events the application will also include events that have been closed within a default period of time.


						3)      Priority


						a.       The proposed application shall allow the user entering a new event to override the default event priority.


						b.      The system shall have the option to assign default event priorities.


						4)      Roles


						a.       The proposed application shall allow the call taker to record the personal information (name, address, phone number, etc.) for multiple persons associated with an event.  For example, an event might have separate information for the caller, victim, suspect, and witness information associated with it.


						b.      The application will include roles for each personal information field.  For example, it shall be possible to record whether a person associated with an event is a complainant, witness, victim, off-duty officer, etc. Further it shall be possible to indicate whether a phone number provided by a person associated with an event is a work, home cell number, etc.


						5)      Suspect and Vehicle Form


						a.       At a minimum, the suspect form shall include a field for the following suspect information:


						(1)   First name,


						(2)   Middle name,


						(3)   Last name,


						(4)   Address,


						(5)   Alias or nickname


						(6)   Date of birth and age,


						(7)   Race


						(8)   Gender


						(9)   Free form notes field


						(10)           Ability to create a suspect master name index file based on the CAD-entered data.


						(11)           The suspect form shall include a separate free form text box for describing weapons.


						b.      The suspect form shall also include fields to describe the suspect vehicle including:


						(1)   Make,


						(2)   Model,


						(3)   Manufacture year,


						(4)   Body type,


						(5)   Top color,


						(6)   Bottom color,


						(7)   License plate number,


						(8)   Licensing State and tab year,


						(9)   License Type


						(10)     Note field.


						c.       The user shall be able to add field separated suspect or vehicle information by command line or mask.


						6)      Q & A - Question and Answer


						a.       The proposed application shall include the ability to associate question and answer (Q&A) sequences with each event type.  For example, on a larceny the application might prompt the operator to ask whether the value of the goods stolen was less than $100, if there is any physical evidence at the scene, or if a suspect is known.


						b.      Ability for SA to define which questions require an answer before an event can be completed.  (Q&A)


						c.       The proposed application shall allow the user to abort the Q&A sequence at any time during the processing of the event.


						d.      The proposed application shall allow the user to re-start the Q&A sequence at any time during the processing of the event.


						e.       If the ability to define event questions is provided the application should record the answers in the event record.


						7)      System Administrator Settings


						a.       Ability for SA to define an unlimited number of event types and a minimum two character type code.


						b.      Ability to use alpha or numeric characters for event types and codes.


						c.       Ability for the SA to set geo-coding of the response and occurrence locations as mandatory prior to call closure.


						d.      Ability for the SA to define the status of events to be searched during duplicate event processings.  For example, include or exclude closed events.


						e.       Ability for the SA to define a different duplicate event search radius for each event type.


						IV. GEOFILE


						1)      GEO-Verification


						a.       Ability to geo-verify separately or in one step, both the occurrence and response location of an event.


						b.      Ability to verify the entered location(s) at any point in the event initiation process with a single keystroke.


						c.       Ability to return addresses which most closely match the entered address if not unique.


						d.      Ability to automatically geo-verify the addresses when the user transmits the completed event record if verification has not occurred previously.


						e.       Ability to override the verification process and manually route an event, including addresses that are unverifiable.


						f.        Ability to provide a record of all address verification processes that have been overridden due to unverifiable addresses.


						g.       Ability to choose whether an address entered into an onview event is automatically verified.


						h.       Ability for the user to re-verify an address each time a unit's location is changed or anytime an event has not been previously verified.


						i.         Ability to define an unlimited number of commonplace or alias names for any given address, street, commonplace, pier or other physical location.


						j.        Ability to accept street type abbreviations from the ANI/ALI system and convert to those used by the application.


						k.      Ability for a user to enter a location occurring within a hundred block as opposed to the "00" address in a particular block.  For example, enter a location for the 1200 block of Alaskan Wy as opposed to 1200 Alaskan Wy.


						l.         Ability to verify addresses in which a directional is part of the street name.  For example, 6300 E Greenlake Wy N


						m.     Ability to verify two street names as an intersection, separated by a unique character, preferably a slash.


						n.       Ability to enter a single street with a unique character in order to display all records in which the given street intersects with another street, and the valid ranges.


						o.      Ability to define whether the system will verify the new address each time a unit changes location.


						p.      Ability for the user to enter either street in an intersection first.  The application should not require two different records to be created to accomplish this.


						q.      Ability to validate phantom intersections where streets cross but do not physically intersect.


						r.        Ability for system to allow multiple intersections of the same two streets and provide a means of differentiating between them.


						s.       Ability to verify locations on state and interstate highways by mile or kilometer markers, exits, direction of travel or commonplace names.


						t.        Ability to return a visible warning to a user verifying an address outside the jurisdictional boundary and return the telephone number and name for the agency serving that area.


						u.       Ability to create and route an event for dispatch even though the event is in another jurisdiction.


						v.       Ability to utilize agency defined geographic polygon layers that define zones for footbeats, bicycle units, towing contractors, etc.


						w.     Ability to enter a single word or a string of words in a common place name and have the system return a list of possible common places that contain the word(s) regardless of their position in the name.


						x.       Ability for a user to enter all or part of a street address and a common place name to further differentiate commonplaces with like names.  For example, 7-11 may be the common place name entered for 7 different locations.


						y.       Ability to record the names of businesses and tenants at a given street address.


						z.       Ability to provide the user with a list of all valid tenants for a given address.


						aa.   Ability to concatenate the commonplace or tenant name for a given address to the end of the official address on the event.


						bb.  Ability to record geographic features and objects with a positional accuracy of not less than 2 feet.


						2)      Mapping


						a.       Ability to indicate an address on the map display using a standard input device (I.e., mouse), then utilizing that address to create a new event, change an officer's location, etc.


						b.      The colors utilized on the map shall be consistent with those used on the textual status displays. For example, if a timed out unit on the status monitor is red, the symbol representing that unit on the map display shall also be red.


						c.       The proposed application shall have the ability to display any layer of the geofile on the map.


						d.      The proposed application shall have the ability to display the coordinates of any position on the map identified by the user with any user input device (mouse, etc.).


						e.       The proposed application shall have the ability to display symbols and use colors to differentiate geographic attribute data.


						f.        The proposed application will have the ability to display a different symbol for units according to the activity in which they are involved. For example, it should be possible to set a different symbol for a traffic stop or shake, a pursuit, or an off-duty employment detail.


						g.       Ability for the agency to configure any label for a symbol.


						h.       Ability to configure the label for any symbol with a label.


						i.         The proposed application, at a minimum, shall display symbols which represent the following information on the map:


						(1)       The location of each unit under the dispatcher's control, (last known location)


						(2)     The location of each active event under the dispatcher's control.


						j.         All map symbols representing an underlying text record will be linked to the underlying record such that selecting the symbol will display the underlying record.


						k.     The proposed application shall have the ability to display position updates from an AVL controller on the map in real-time.


						l.        Both call takers and dispatchers shall have access to the integrated map display.


						m.    The map must be separate from the working CAD screen and run on a separate monitor.


						n.      The user must have the ability to manipulate the map with the mouse, keyboard or command line.


						o.        The proposed application shall include the ability to zoom in and zoom out, pan in any direction, and display additional layers of the map.


						p.       The user shall be able to turn graphic layers on and off as necessary.


						q.        The proposed application shall allow the user to print the underlying text record.


						r.       The proposed application shall allow the user to set the following attributes for the map:


						(1)   The default display position on the monitor,


						(2)   The default size of the map when it is displayed,


						(3)   The default view and zoom level, and


						(4)   The default layers which will be displayed on the map.


						(5)   The user shall be able to filter the display of events by:


						(6)   Event number,


						(7)   Event type,


						(8)   Beat, and


						(9)   Event priority.


						s.         The user shall be able to filter units being displayed by:


						(1)           Unit type,


						(2)           Unit status,


						(3)           Type of assigned event, and


						(4)           Priority of assigned event.


						t.       Ability for a user to control map functions from the CAD command line, including but not limited to:


						(1)   Entering a street address, intersection, commonplace, geographic coordinate or other verifiable location to zoom and display the location on the map.


						(2)      Entering a dispatched unit to zoom and display his/her location on the map.


						(3)      Entering a command to zoom or pan the existing view of the map.


						(4)      The proposed application shall automatically zoom to the area of a new call for service each time a new 9-1-1 call is received at a call taker position.


						u.   The proposed application shall allow the call taker to reset the map manually, or it will automatically reset when a new 9-1-1 call is received.


						v.  Whenever a new event location is verified by the calltaker the map shall zoom to the area of the verified location and place an icon on the map indicating the location of the new event.


						w.   Ability for user to configure the application to automatically zoom to the location of an event when it is opened.


						x.  The application will allow the agency to determine a time-out value for the automatic zoom. When the automatic zoom times out the map display will return to a default view defined by the System Administrator for that CAD position.


						y.   The proposed application shall offer a command with which the user can highlight the map symbols representing the units recommended for an assignment.


						z.      The proposed application shall display the ESN for any point on the map selected by a user with any standard input device (i.e., mouse).


						aa.   The proposed application shall have the ability to determine and display a route of travel for a unit from one user-designated location to another.


						bb.   The proposed application shall have the ability to determine and display a route of travel for a unit from its present AVL reported location to any user-designated location.


						cc.       Routes shall be based on least travel time, and


						dd.      Routes shall be based on least travel distance.


						ee.  The user shall have the choice of displaying the recommended route of travel either as textual travel directions or as a graphic map.


						ff.       The proposed application shall include the ability for a user to insert a block or impediment on any existing street segment, intersection, bridge, tunnel, causeway, wharf, pier, interstate highway, or highway ramp. For example, if a bridge is closed for repairs the authorized user will be able to record the impediment into the system.


						gg.     The unit recommendation and routing functions shall consider any blocks that have been entered.


						hh.   The proposed application shall display the location of route blocks and impediments on the map by using different symbols to represent common categories of impediments.


						ii.  The user shall have the ability to highlight the recommended route of travel for the recommended units on the map with a single command.


						V. PREMISE FILE


						1)      Premise File


						a.       The proposed application shall include a premise history file.  The premise history file will track all events at all locations within the City.


						b.      The proposed application shall have the ability to attach informational records to specific addresses. (Premise Information Record). For example, a user may attach a dangerous persons warning record to a specific address in order to warn future responders of the danger.


						c.       The proposed application shall include appropriate forms and fields for capturing information related to a premise information record. For example, the business owner/ key holder form should include separate fields for:


						(1)   Business Address


						(2)   Business Name


						(3)   Owner Name


						(4)   Owner Telephone Number


						(5)   Key Holder Name


						(6)   Key Holder Address


						(7)   Telephone Number


						(8)   Form Information


						(9)   Date and Time Entered


						(10)           Creator's Identity (i.e., serial number)


						d.      The application will allow the user to categorize premise information records according to agency-defined keywords.  For example, keywords might include school, pier, water tower, hazardous materials, dangerous person, business record, etc.


						e.       It shall be possible to associate more than one keyword with a given premise information record.


						f.        The proposed application shall automatically record the date and time that each premise information record is entered or edited, and the identity of the user entering or editing the record.


						g.       Ability for the SA to define a minimum of 50 keywords or categories for classifying premise information files.


						h.       Ability for remote users to create, retrieve, view and edit premise information files from a thin client.


						i.         Ability to define expiration dates for each premise information record.


						j.        Ability for the SA to set the default display order for premise information files by keyword or category.


						k.      Ability for the system to pre-notify the SA prior to a premise information record expiring.


						l.         Ability for the system to automatically remove a premise information record when it has reached expiration.


						m.     Ability for the SA to filter the types of events displayed during the premise history search function.


						n.       Ability for the SA to define the time period for which premise history records will be displayed.


						o.      Ability for the SA to define the maximum number of premise history records that are displayed for a given address.


						p.      Ability for the SA to set the search radius for each category of premise information and premise history record.


						q.      The application will check for premise information and premise history records within a System Administrator-defined time period and radius of the specific address being entered (to the apartment, space number as in a retail mall, lot number, or business name) at the following times:


						(1)   When the operator invokes the address verification routine,


						(2)   Each time a unit changes location or an event location is changed, and


						(3)   On demand (user shall have access to a function key or some other simple method which will allow them to view the records for a given event location).


						r.        The proposed application shall allow an authorized user to search for premise information or history records for a given address at any time without having to initiate a new event, or use an event form.


						s.       Premise history and information records shall be accessible from any position, local or remote, so long as the user has the appropriate security clearances.


						t.        It shall be possible to search for premise information records by the date and time of entry or the initiator's name.


						u.       It shall be possible to search for premise information and history records by the following:


						(1)   Address,


						(2)   Address range,


						(3)   Reporting area,


						(4)   Beat,


						(5)   Sector,


						(6)   Precinct,


						(7)   Municipality,


						(8)   Keyword(s)


						v.       It shall be possible to determine when viewing a premise information record when the record was entered and by whom.


						w.     It is desired that the application provide a summary indication of the type and number of premise information and history records during a search.  For example, if a given address has a record for the business owner as well as guard dogs, the application should provide a separate indication for each category of record.


						x.       It is further desired that the premise information record notification differentiate between premise information records at the exact address and those found within the search radius.  For example, the application would indicate in some manner that hazardous material was found at the exact address and a business owner record was found near-by.


						y.       The application shall include an option to retrieve the summary list of premise information records found by a search.  When this option is chosen the application will provide a continuous list of all the records without forcing the user to drill down to retrieve and see the detailed individual records.


						z.       When displaying premise information records the application shall display the most recent record in each keyword category first and then allow the user to scroll or step through the records sequentially.


						aa.   When displaying premise history records the application shall display the most recent record first and then allow the user to scroll or step through the records sequentially.


						bb.  The proposed application shall allow the user to dynamically sort premise information records by:


						(1)   Keyword,


						(2)   Location,


						(3)   Date of entry,


						(4)   Time of entry,


						cc.   The proposed application shall allow the user to dynamically sort the premise history records according to the following criteria:


						(1)   In reverse chronological order,


						(2)   By event type, and


						(3)   By event priority.


						dd.   The user shall be able to easily select and display the original call record from the premise history listing. For example, a hyperlink.


						ee.  It shall be possible for a user to cross-reference a premise information record and vice versa.


						ff.   When a premise information record is cross-referenced to an event it shall be possible for the user to display the event directly from the premise information record and vice versa.


						gg.   Ability to attach external files to a premise information record (i.e., .doc, jpg, gif, etc.).


						VI. EVENT TYPE AND STATUSES


						1)      Event Statuses


						a.       At a minimum, the proposed application shall include the following event statuses:


						(1)   Waiting, (new and not yet assigned)


						(2)   Pending/ Stacked, (pre-assigned to a unit(s) but not yet being responded to)


						(3)   Handled (previously handled by unit or workstation but not ready to be closed),


						(4)   Dispatched, (assigned to a unit(s) but not yet acknowledged by any assigned unit)


						(5)   Enroute, (indicates at least one unit has been marked enroute).


						(6)   Arrived, (indicates at least one unit has been marked as arrived).


						(7)   Scheduled, (entered into the system but not due for service until a scheduled time and date), and


						(8)   Closed.


						b.      The proposed application shall have the ability to convert a waiting event to a pending or handled event.


						c.       The proposed application shall have the ability to convert a previously pending or handled event to a waiting event.


						d.      The proposed application shall include the ability to convert a pending call to a handled call, or a handled call to a pending call.


						e.       The proposed application shall allow a dispatcher to pre-assign events to a busy unit. When the unit clears its current assignment the application shall notify the dispatcher that pre-assigned events are waiting for the unit.


						f.        The proposed application shall allow a dispatcher to convert any event to a handled status for a specific unit so long as a unit is not currently assigned.  When the unit clears its current assignment, the application shall notify the dispatcher that the handled event(s) is waiting for the unit.


						g.        When an event is pending, the application shall track the time that the event is in a pending status separately from the other statuses.   The purpose of this requirement is to be able to determine how long an event was stacked to a unit as opposed to being in a waiting status.


						h.       The proposed application shall create statistically correct reports for unit busy times, event processing times and all other mathematical calculations when pre-assigned events are involved.


						2)      Scheduled Events


						a.       It is desirable that the proposed application allow a user to schedule an event for police service at a later time and date. (Scheduled Event)


						b.      It is desirable that the proposed application allow scheduled events to be scheduled to occur on a recurring basis.


						3)      Advised Events


						a.       The proposed application shall allow a user to enter and immediately close an event without routing it to a dispatcher or TRO. (Advised Event) For example, an unidentified caller wants to report that a house is being used by drug users as a shooting gallery. If there is no activity at the house at that time the City may wish to record the information provided by the caller but not dispatch a field resource.


						b.      An advised event shall include the same fields as a regular event.


						4)      Cataloged Alarms


						a.       The proposed application shall allow the user to enter an event of a predefined type and location by entering a unique pre-defined event number. This command will most commonly be used for alarms at commercial establishments and government buildings. (Cataloged alarms)


						5)      On-view Events


						a.       The proposed application shall include a command for CAD or MDC users to create an event, assign and arrive a unit in a single step. (On-view event)  For example, an officer comes upon an accident while on routine patrol.


						b.      The on-view event command shall include separate fields for recording the following information:


						(1)   Primary unit number,


						(2)   Event type code,


						(3)   Location,


						(4)   Assisting units, and


						(5)   Comments.


						6)      Copy Event


						a.       The proposed application shall include the ability for the user to create a copy of an existing event.


						b.      The user shall have the option of specifying the event to be copied by the existing event number or by any unit assigned to the event.


						c.       The application will automatically assign a new event number to a copied event.


						d.      The user will have the option to edit the copied event record.


						e.       At a minimum the copy command will include a parameter which will allow the user to change either the location or the type code and add comments.


						f.        The copy function will also include an option to copy the comments from the original event record to the new event.


						7)      Informational Event Copies


						a.       The proposed application will include the ability to make an informational copy of an existing event or provide the ability to send a hyperlink to the event with a message.


						b.      When initiated the application will allow the user to specify the workstation or recipient(s) of the informational copy and route the copy accordingly.


						c.       Information copies will retain the same event number as the original and a visual indication that it is a copy.


						d.      Users shall be able to modify information copies, but all changes to an informational copy will route the update to the dispatcher controlling the original event and any other user who received the event copy, (as long as the event is still active in their summary).


						e.       Changes to informational copies will be recorded in the audit trail of the original event.


						8)      Re-Open Event


						a.       The application shall allow an authorized user to reopen an event that has been closed.


						b.      When a closed event is reopened the application will record the following:


						(1)   User ID,


						(2)   Workstation number,


						(3)   Time and date that the event is reopened,


						(4)   Any changes made to the event while reopened will append to the event as normal.


						c.       Prior to closing a reopened event, the application shall require an authorized user to validate or provide a new disposition.


						9)      Off Duty Event


						a.       The proposed application will include an Off-Duty Employment command.  When initiated this command will log on an officer that is working off-duty and log the officer to the off-duty employment location.


						b.      The Off-Duty Employment command will include a parameter for entering the unit's portable radio number and time and date that the off-duty employment will expire.


						10)  Traffic Stops & Field Interviews


						a.       The proposed application shall include a command for CAD or MDC users to record a traffic stop.


						b.      The proposed application shall include a command for CAD or MDC users to record a field interview.


						c.       Units on a traffic stop or field interview shall be unavailable for other calls.


						d.      The proposed application shall allow multiple units to be associated with a traffic stop or field interview.


						e.       The traffic stop function shall include separate fields for recording the following information:


						(1)   Primary unit number,


						(2)   Location,


						(3)   Assisting units,


						(4)   Vehicle plate number,


						(5)   State of issue,


						(6)   Expiration year,


						(7)   License type,


						(8)   Description of vehicle (use the suspect form from event initiation), and


						(9)   Comments.


						f.        When either the traffic stop or field interview function is used the application will automatically change the location of the involved unit to the reported location on the status monitor and map and show the unit as arrived.


						g.       When the traffic stop or field interview is initiated, if the requisite information has been entered, the proposed application shall automatically format and send an inquiry to the message switch.


						h.       The proposed application shall allow a unit to conduct a traffic stop or field interview while assigned to an event or activity. It shall not be necessary to clear the unit from the other activity before the traffic stop or field interview can be initiated. (The other activity shall be pended for the unit.)


						i.         The field interview function shall include separate fields for recording the following:


						(1)   Primary unit number,


						(2)   Location,


						(3)   Assisting units,


						(4)   Subject name,


						(5)   Race,


						(6)   Gender,


						(7)   Vehicle plate number,


						(8)   State of issue for vehicle plate,


						(9)   Expiration year for vehicle plate,


						(10)           License type,


						(11)           Comments.


						11)  Traffic and Foot Pursuits


						a.       The proposed application shall include a command for a user to record a traffic pursuit.


						b.      The proposed application shall include a command for a user to record a foot pursuit.


						c.       If the unit in pursuit is not assigned to an event, the application will create a new event and place the unit in a foot or traffic pursuit status.


						d.      If the unit is assigned to an event the application will place the unit in a pursuit status and update the current event with the pursuit information.


						e.       The traffic pursuit function shall include separate fields for recording the following:


						(1)   Primary unit number,


						(2)   Location,


						(3)   Assisting units,


						(4)   Vehicle plate number,


						(5)   State of issue for vehicle plate,


						(6)   Expiration year for vehicle tabs,


						(7)   License type


						(8)   Description of suspect and vehicle (use the suspect form from event initiation),


						(9)   Comments.


						f.        The foot pursuit function shall include separate fields for recording the primary unit number, location, assisting units, description of suspect and vehicle, and comments.


						12)  Priority Alarm Events


						a.       The proposed application shall include a command for a user to record a priority alarm event.


						b.      The priority alarm function shall include fields for recording the following:


						(1)   Primary unit number,


						(2)   Location,


						(3)   Assisting units,


						(4)   Comments.


						c.       When the priority alarm, foot or traffic pursuit function is initiated the application will automatically insert the priority change of location command on the command line and be ready to receive location changes and comments from the dispatcher. Each time the dispatcher enters a change the application will again insert the priority change of location command on the command line and be ready to receive another change. When the dispatcher is finished updating the event he/she will clear the command line to terminate the priority of change of location command.


						d.      When a traffic, foot pursuit, or priority alarm is initiated the CAD system will automatically send an urgent message to System Administrator-defined workstations or MDCs indicating the event number, unit number, location and type of emergency (foot, vehicle or priority alarm).


						13)  System Catch-Up Events


						a.       The proposed application shall allow any authorized user to add events after they have occurred. (Catch-up Mode)


						b.      The application shall allow the user to indicate to the application that the event being entered is a catch-up event.  This will avoid the application making unit recommendations or taking other inappropriate actions.


						c.       The method for entering after-the-fact events shall not vary from a normal event entry.


						d.      The proposed application shall offer a simple means of entering event details (units assigned, status changes, dispositions, etc.) and the times associated with them.


						e.       The proposed application shall allow the user to enter previous case numbers, cross-reference events and any other associated numbers with the event.


						f.        The proposed application shall not make unit recommendations when entering an event which occurred previously.


						g.       The proposed application shall capture the identification of the user that handled the event and the identification of the user entering the event .


						h.       The proposed application shall clearly indicate in the event record that the information was entered after the fact.


						i.         The proposed application shall have the ability to process both real-time and catch up events at the same workstation at the same time.


						14)  System Administrator Settings


						a.       Ability for the SA to define which event types are multi-service events.


						b.      Ability for the SA to define an unlimited number of event sources.  For example, common source types are 911, walk-in and on-view).


						c.       Ability for the SA to pre-fill any field of a catalogued or scheduled event.


						d.      Ability for the SA to define an unlimited number of event statuses.


						VII. EVENT UPDATE AND ACTIONS


						1)      Event Updates


						a.       Ability to enter updates to or change any field on an existing event directly from the command line, without routing the change to the dispatcher.


						b.      Ability for a user to update or change (on the command line) a unit's most recent event by using the call sign of the unit or any unit that is currently assigned.


						c.       The user shall have the option of specifying the event to update or change by entering the event number.


						d.      The proposed application will allow an authorized user to update any field of the event even if the event has been closed.


						e.       When updating a closed event, the application shall display a notification to the user if the call has been closed.


						f.        Once the closed call notification has been displayed the user shall have the option to:


						(1)   Continue with the update or continue with the update but reopen the call and reroute it to the dispatcher


						(2)   Cancel the update


						g.       In the event that User A is saving modifications to a field, and that field has been modified by another user since User A retrieved the event record, the application shall notify User A that the field that he/she is modifying has been changed since User A retrieved the record and confirm that User A wants to continue with the update.  This requirement shall not apply to the comments or notes field.


						h.       Ability to recall a current event using one of the event field parameters and route update information to the dispatcher in one step.


						i.     Ability for the user to continue entering and routing updates without recalling the event.


						j.      The user shall have the option to utilize the suspect and suspect vehicle form when updating the event.


						k.     Whenever an active event record is updated the application shall, by default, display a notification of the event update at each position logged on to monitor (training mode), or control the area in which the updated event is occurring.


						l.         The user making the update to the record shall not receive the update.


						m.       The user(s) who are monitoring the event record shall not be required to acknowledge the update.


						2)      Dispatcher Notification of Updates


						a.       The dispatcher shall have a permanently unobstructed visual indication that a call has been updated without having to rely on the Status Monitor.


						b.      It is preferred that indicators and updates be presented on the main working screen.


						c.       If a generic update button indicator is used to alert the user that a call has been updated the dispatcher shall be able to click on the button and be presented with the updated event.


						d.      The event detail with oldest, unread message should be in the forefront and the update visually differentiated from the other call details, e.g. highlighted. No scrolling or searching through the record shall be required.


						e.       Once viewed the details shall display as normal and the update indicator returned to neutral. If there are more updates to view, the update button would continue to be lamped.


						f.        The user will be able to perform these functions via a function key as well as the mouse.


						3)      Priority Update Command


						a.       The proposed application shall include a priority event update command, by use of the unit or event number. When invoked the application will recall the specified event and will allow the user to add comments to the event continuously until a specific action is taken to abort the priority update command.


						4)      Cross-Referencing


						a.       In the event that the dispatcher determines that two CAD events reference the same call for service it shall be possible to cross-reference the two events, canceling and giving a disposition for the one specified.


						b.      When cross-referencing two incidents the application will enter the event number of each cross-referenced event into the audit trail of the other event(s).


						c.       The proposed application shall include the ability to cross-reference the following, in one step:


						(1)   Two or more events.


						(2)   A second event to an event to which a unit is already assigned by specifying the unit call sign.


						(3)   Two or more events by specifying unit call signs.


						(4)   Two or more events whether active or closed.


						(5)   The proposed application shall include a method to remove a cross-reference of two or more events.


						5)      Free Units


						a.       The proposed application shall include the ability to free one or more assigned unit(s) from an event.


						b.      By initiating the free function and indicating an event number, all assigned units will be freed from the event.


						c.       Once all units have been freed from an event, the event will revert to a waiting status and be listed with other waiting events for further action.


						6)      Free & Dispatch Units


						a.       The proposed application shall include the ability to free an assigned unit and dispatch a second unit to the event from which the first is being freed with a single command.


						b.      The proposed application shall automatically preempt a unit(s) when they are assigned to a different event.


						c.       Whenever a unit is preempted, the orphaned event shall be pended to the originally assigned unit.


						7)      Change Unit Location


						a.       The proposed application shall include a command for changing the location of one or more units assigned to an event to a secondary location (hospital, jail, etc.).


						b.      It shall be possible for a user to add supplemental address information to the new location.  For example, it shall be possible to indicate that a unit is in the alley behind a modified address instead of in front of the address.


						c.       When an event is recalled by using the number of an assigned unit, and that unit has changed location, the application will display the unit's new location as well as any supplemental information that was previously entered.


						d.      It shall be possible to use the event number to change the location of all units assigned on an event to the secondary location.


						e.       The proposed application shall in one command/action, include the ability to change location for all units on an event and provide exceptions.  For example, 2K1, 2K2, 2K3, and 2K90 are all assigned to an event.  All except 2K90 will be changing to a new location.


						f.        The proposed application shall include a command for canceling the change of location command for one or more units. When initiated the application will return the unit(s) to the original location of the event.


						g.       It shall be possible to enter the event number instead of the unit number when utilizing this command. When this is done the location of all units assigned to the event will be returned to the original location.


						8)      Priority Change Unit Location


						a.       The proposed application shall include a priority change of location command. When invoked the user will be able to enter new locations and comments on the command line continuously until a specific action is taken to abort the priority update command.  For example, 2R5 is following a suspect and calling out the progress of the incident every 15 seconds. The dispatcher will be able to enter each new location provided by the unit and any comments, such as where evidence was discarded.


						9)      Unit Transport


						a.       The application shall include a command to place a unit in a transport en route status.  When invoked the command shall require the user to enter the destination to which the unit is transporting.


						b.      The application shall include the option to update the destination for a transport without interfering with the transport status.


						c.       The proposed application shall include a command to place a unit in a transport arrived status.  When invoked the unit will be shown as arrived at the transport destination.


						d.      The proposed application shall include a command to place a unit in a transport complete status.


						e.       When invoked the default location for the unit will be the original event location, unless otherwise modified by the user.


						f.        The application shall include the ability to cancel a transport prior to completion. When this command is invoked the unit will be returned to the status and location it was in prior to the transport. For example, if a unit was in service, it shall be returned to an in service status.  If the unit was logged at the station doing paperwork, it shall be shown at the station in the appropriate status.


						g.       A disposition shall not be required to complete or cancel a transport.


						10)  Event & Unit Timers


						a.       When a unit or event timer expires, the line on the status monitor for that unit or event shall also provide a visual indication.


						b.      The proposed application shall provide the ability to manually initiate user-defined timers for an event (e.g., hostage events, event mayday declarations, etc.), or a unit status.


						c.       Timers should be displayed separately from the "standard" timers.


						d.      Timers should be marked in the event and/or unit record when activated and when they expire.


						e.       The proposed application shall allow the user to attach a message to the timer. When the timer expires the message will be displayed to the dispatcher.


						f.        Each unit status will have an associated timer. The timer will start when the unit is placed in the status. When the status expires the visual display of the unit will change as defined by the System Administrator.


						g.       Ability to suspend the status timer for any unit.


						h.       Ability to reduce the default time for any timer.


						i.         Ability to reset an active timer for a unit.


						j.        The proposed application shall include a default timer for each event status.


						k.   The proposed application shall allow a dispatcher to reset or suspend the status timer for any event.


						l.         Ability for SA to define a different default timer for each unit status associated with each event type.    For example, it shall be possible to define the enroute timer for a burglary in progress as 2 minutes while the enroute time for a shoplift is 30.


						(1)        Ability for the SA to define the time out value for each unit status.


						(2)      Ability for the SA to define a different time-out value for each unit status associated with a particular event type.


						11)  Significant Events


						a.       Proposed application will include a searchable flag to designate an event as "significant".


						b.      Ability for a user to mark an event as significant whether the call is active or closed.


						c.       Ability for a user to remove the significant event flag if it is entered in error.


						d.       Based on the significant incident flag, the application will automatically send a copy of the event to persons or workstations defined by the SA.


						12)  Primary Unit


						a.      The first assigned unit will be considered the primary unit by default.


						b.       The proposed application shall include the ability to reassign the primary unit designation for an active or closed event.


						12)  Estimated Time of Arrival


						a.       The proposed application will allow a user to enter an estimated arrival time in the event the unit failed to be shown as arrived in the CAD (with appropriate audit).


						VIII. EVENT UNIT RECALL


						1)      Event Recall


						a.       Whenever an active event is displayed, updates to the event will be dynamically displayed for the user.  It shall not be necessary for the user to close and reopen the window, or take any other action, in order to see an update which is made while the event is open. (Dynamic Event Window)


						b.      The proposed application shall only require the user to enter the significant digits (those which uniquely identify the desired event from any other active event) when entering an event number on the command line.  For example, if there are currently 45 events active and the dispatcher wishes to view the event ending in 45 he/she shall only be required to enter the portion of the event number which is different from the other active events.


						c.       The proposed application shall allow a user to retrieve an active event record by any of the following:


						(1)   Selecting the event summary line in any status monitor,


						(2)   Selecting the event symbol on the map display,


						(3)   Selecting the unit summary line of any unit assigned to the event in any status monitor,


						(4)   Selecting the unit symbol of any unit assigned to the event on the map display,


						(5)    By entering the event number or any assigned unit on the command line


						(6)    Entering an event location on the command line,


						d.        The proposed application shall allow the dispatcher to select the oldest, highest priority event shown on the waiting event status monitor with a single function key.


						e.       It is desired that the application sequentially display the event record for each waiting event in order of priority with each press of this function key.


						f.       When recalling an active event by the unit number or identifier, the application will clearly show both the original response location as well as the most recently recorded resource location with any supplemental location information associated with either address.


						g.         When recalling the event it shall display dynamically and the unit's most current location with supplemental should be shown on the working screen. The dispatcher should not have to rely on the status monitor or map for this information.


						h.        Whenever an event record is displayed the event status shall be displayed as part of the event record.


						i.      The proposed application shall include a command that will retrieve the most recent call assigned to a specified unit.


						j.         The proposed application shall include a command which will, in one step, retrieve the most recent call assigned to a specified unit and recommend back-up units to respond.


						k.     In all instances where a command or action relates to an assigned unit, it shall be possible to identify the unit by the event number. For example, if 2K20 and 2K10 are assigned to a larceny and they request back up, it shall be possible to enter the back-up command and then the event number instead of either 2K10 or 2K20.


						l.       If one or more units are assigned to an event and the event number is used in the command or action, all units assigned to the event will be affected by the command equally. For example, if the dispatcher selects event #5320 and utilizes an arrive function, all units assigned to the event will be placed in an arrived status.


						m.      When a user utilizes an event command or action, the user shall have the option to list the unit numbers that shall not be affected. For example, if the dispatcher selects event #5320 and lists 2K10, when the "arrive" function is utilized all units assigned to the event except 2K10 will be placed in an arrived status.  This includes but is not limited to change location, transports, etc.


						n.      In all instances where a command or action relates to an event, it shall be possible to identify the event by the number of any of the units assigned to the event. For example, if 2K20 and 2K10 are assigned to a larceny and they request back up, it shall be possible to enter the back-up command and then 2K20.


						2)      Abbreviated Event Recall


						a.       The proposed application shall also include an abbreviated display of the event audit trail.  Audit trail entries for this display shall be listed from most recent first, and shall include only the following information:


						(1)   Event location


						(2)   Type


						(3)   Priority


						(4)   Beat


						(5)   Complainant information


						(6)   Position at which the call was created


						(7)   All comments associated with the record


						(8)   All timestamps associated with the record


						3)      Event Search/Inquiry


						a.       The ability to use a form to search for active or closed events.


						b.      The proposed application shall include the ability to display the event history search form by utilizing a function key.


						c.       The proposed application shall allow a user to search for an active or closed event by any data field contained in the event record.


						d.    Ability to use wildcards in an event history search.


						4)      Event Summary


						a.       The proposed application shall include a command which will generate a summary list of the active event records for a given:


						(1)   Event Number


						(2)   Dispatch zone,


						(3)   Beat,


						(4)   Sector,


						(5)   Precinct,


						(6)   Citywide, and


						(7)   Unit group or groups


						(8)   The event summary list shall include the following information for each event:


						(9)   Single Event Number


						(10)           Event Status (Waiting, pending, handled, dispatched: enroute, arrived)


						(11)           Type


						(12)           Reporting parties name


						(13)           Location


						(14)           Precedence


						(15)           Beat


						(16)           Time of event creation


						b.      Once the application has listed the event records the user shall be able to sequentially display the records with a single keystroke or user action.


						c.       The user shall have the option to filter the display of events by any combination of event statuses (waiting, pending, handled, dispatched).


						d.      The user shall have the option to display an event summary showing the resources assigned to each event in the summary list with the location of any units that have had their location changed.


						5)      Unit Summary


						a.       The proposed application shall include a command which will display a status summary of all units for a given:


						(1)   Unit (resource)


						(2)   User  group or groups


						(3)   Dispatch zone,


						(4)   Beat,


						(5)   Sector,


						(6)   Precinct, or


						(7)   Citywide


						b.   The unit summary list shall include the following information for each unit:


						(1)   Unit name


						(2)     Status


						(3)     Time in status


						(4)     Event number (if applicable)


						(5)     Type of event


						(6)     Location


						c.      The user shall have the option to filter the display of events by any combination of unit statuses (for example, enroute, arrived)


						d.       The user shall have the option to display the events assigned to each resource in the summary list, including calls that are pending or handled for each resource.


						6)      Unit Roster List


						a.       The proposed application shall include a command which will display a list of all units assigned to a given:


						(1)   Beat,


						(2)   Sector,


						(3)   Precinct (Dispatch Zone)


						(4)   Precincts


						(5)   Predefined unit group(s)


						b.      The display will include the name(s) of the officer(s) assigned to each unit, and their radio numbers (provided that they were entered at the time of log-on).


						7)      Unit Audit and Tracking


						a.       The proposed application shall include a unit history log.


						b.      The unit history log will capture all actions and activities for a unit from the time that an officer logs on to the unit until the officer logs off.


						c.       The proposed application shall record and time stamp each action taken with regard to field units including all:


						(1)   Event assignments


						(2)   Activity assignments


						(3)   Status changes


						(4)   Staff changes


						(5)   Equipment changes


						(6)   Log On


						(7)   Log Off


						(8)   Changes to the unit profile


						(9)   Unit change


						d.      At a minimum, the application will track the following information about each unit:


						(1)   Unit call sign,


						(2)   Vehicle number,


						(3)   Vehicle plate number,


						(4)   Installed radio number,


						(5)   Beat assignment,


						(6)   MDC ID number,


						(7)   Windows workstation name,


						(8)   Minimum of 256 character note field,


						(9)   Minimum of 10 equipment type fields,


						(10)     Minimum of 10 equipment serial number fields,


						(11)     Minimum of 10 unit capabilities fields,


						(12)     Portable radio numbers for each officer aboard,


						(13)     Officer names,


						(14)     Officer serial numbers,


						8)      Unit History


						a.       Users shall have the option to add comments to a unit history log even when the unit is not assigned to an event or activity.


						b.      Any actions added to a unit log which is assigned to an event will be logged to the event record and the unit history.


						c.       The proposed application shall allow a user to retrieve a unit history record by any of the following:


						(1)      Selecting the unit summary line on the unit status monitor or on the unit symbol on the map.


						(2)      Entering the appropriate command code on the command line and the desired unit's identification number.


						d.        The proposed application shall include a command to display the unit history log for a designated unit for a designated time and date range. (Unit History)


						e.       The proposed application shall include the following options for the Unit History function:


						(1)       Default the history for the designated unit since the unit was last logged on.


						(2)    Include an option to filter the history for a unit by date and time, and event or activity type.


						(3)       List the entries in descending chronological order.  (Most recent first).


						(4)       List the entries in reverse chronological order.


						IX. EVENT AND UNIT CLEARANCE


						1)      Event Closure


						a.       The proposed application shall not allow an event to be closed without a valid disposition code.


						b.      The proposed application shall not allow the final unit assigned to an event to clear until a valid disposition is entered.


						c.       The proposed application shall include a method for adding a disposition to an event record without clearing the assigned units.


						d.      It shall be possible for the dispatcher to clear an event and enter a specific disposition code, without first assigning units to it.


						e.       It shall be possible for the dispatcher to clear an unassigned event by entering a specific disposition code and assigning a unit(s) as arrived in one step. For example, the dispatcher voices a call for auto accident at 7 and Pine. 2K20 advises that he/she is sitting at the intersection and there is no accident.  The Dispatch-Arrive-Clear function would dispatch/arrive 2K20 to the call and then clear them from the call with a disposition specified by the dispatcher.


						f.        When an event is closed the dispatcher or MDC user shall have the option to send a copy of the event to the persons and workstations defined by the user or System Administrator for notification of an event.


						g.       Any unit assigned to an event may provide the disposition for that event.


						h.         The proposed application shall include the ability to clear all units assigned to an event, and log the disposition for the event to the primary unit.


						i.        The proposed application shall include the ability to clear all but the specified unit(s) assigned to an event.


						j.      When clearing a unit the user shall have the option to enter comments to the record at the same time.


						k.         The application shall have the ability to store multiple dispositions for one event.


						l.     The application shall consider the unit which enters the last disposition code the primary unit no matter which unit was previously designated.


						m.        Ability for the SA to define an unlimited number of valid disposition codes.


						2)      Profile Data


						a.       The proposed application shall provide a means of collecting profile data according to the call type and/or call disposition, from either a workstation, MDC, or other wireless device, including the following:


						(1)   Date


						(2)   Time


						(3)   Location


						(4)   City of origin (multiple)


						(5)   Zip code of origin (multiple)


						(6)   MIR (clearance code)


						(7)   Disposition


						(8)   Sector


						(9)   Beat


						(10)           Unit


						(11)           Reason for stop


						(12)           Searched?


						(13)           Weapon, drugs, alcohol or contraband recovered?


						(14)           Race of subject(s)  (multiple)


						(15)           Gender of subjects(s)  (multiple)


						(16)           Adult or Juvenile subject(s)  (multiple)


						b.      The proposed application shall allow the System Administrator the option of setting the collection of this data as mandatory.


						3)      Event Activity Codes


						a.       The proposed application shall include a field (eight or more alphanumeric characters) that can be used to indicate an event's association with a specific activity to be tracked (i.e. community policing initiative, special event, etc.), no matter what clearance code is entered.


						b.      It shall be possible to indicate an event’s specific activity code at anytime, no matter if the event is open or closed.


						c.      It shall also be possible to indicate a specific activity reference at the same time the user enters a clearance code for the event.


						4)      Canceling Events


						a.       The proposed application shall allow a call taker to cancel an event without notification to the dispatcher, so long as units have not been assigned to the event (close the event and add a disposition that indicates that the call was cancelled before dispatch).


						b.      If units have been assigned to the event the application will update the event with a cancellation request and route the update to the controlling dispatcher.


						c.       Ability for the user to recall an active event using one of the event field parameters and route a cancellation request, with optional comments, to the dispatcher in one step.


						d.      When any user cancels an event the application shall require the user to explain the reason for the cancellation in the comment field.


						X. DISPATCH WORKSTATION


						1)      Logging On/Off Workstations


						a.       The proposed application shall include a command and a form that allows up to two dispatchers to log on to the application simultaneously by specifying the following: ID of the user(s), password(s), and users role (unit).  For example a dispatcher trainer and trainee are logged to role, WD, at the same device/workstation.


						b.      The proposed application will allow two separate devices at one workstation to be logged as the same role.  For example, dispatcher 1 and dispatcher 2 are both assigned to co-dispatch West Dispatch (WD).  Dispatcher 1 will log on to device 1 as WD and Dispatcher 2 will log on to device 2 as WD.


						c.      In lieu of associating themselves with beats, sectors, and precincts it shall be possible for a dispatcher to associate themselves with the default responsibilities of a role. For example, if role WD (West Dispatch) is associated with the geographical area, West Precinct, it shall be possible for the dispatcher to sign on to the area in one step.


						d.       The proposed application shall allow a relief dispatcher to sign on to a workstation without first signing off the previous dispatcher or disturbing the workstation's units and events. The status monitor and marquee must always be visible during the logoff and logon.


						e.       A workstation shall be capable of receiving calls and messages when the user is logged off so that there is no disruption of workflow during transition from one dispatcher to another.


						f.         Ability to retrieve a call without logging into the CAD workstation.


						g.       The proposed application shall allow the dispatcher to control specific field resources without signing on to a geographic area. For example, a tactical dispatcher might want to control SWAT or crime patrol units which are not recommended for events or restricted to a defined patrol area. At times, the City may also set-up a Citywide zone for investigators and other special units.


						h.       The proposed application shall allow multiple dispatchers to control the same geographic area. For example, West Dispatch (WD) may be handling the West Precinct area as described in 4.1.4 at the same time that another dispatcher is handling a large scale event in the same geographic area on Other Dispatch (OD).


						i.        Regardless of what area or resources a dispatcher is logged on to cover, he/she shall have the ability to dispatch or modify any active event or resource.


						j.       Dispatchers shall have access to all call taker functions and commands.


						2)      Receiving & Processing Events


						a.       When a new event is routed to the dispatcher the application shall display the details of the new event immediately.


						b.      The application will also display a prominent visual notification of the arrival of a new event.


						c.       Once a dispatcher has reviewed the details of a new event they will have the following options:


						(1)      Dispatch the event immediately,


						(2)      Acknowledge the event and return it to the waiting event queue,


						(3)       Use a command to acknowledge the event and modify the event priority and/or type code.


						d.       The application shall provide a distinctive notification to the dispatcher when the call taker has selected to enter an incomplete event with more details to follow.


						e.       The proposed application shall provide a distinctive notification to the dispatcher that a new event has a suspect description form attached.


						f.         The new event record will prominently display which call taker entered the call.


						g.        Users shall have the ability to display and update two or more events on the main working screen simultaneously.


						3)      Recommended Units


						a.       The proposed application shall have the ability to recommend patrol units, bike and foot patrols, parking enforcement officers, community patrol units, investigators and other resources for assignments.


						b.      The proposed application shall have the ability to recommend units for assignment based on the following:


						(1)   Location of call,


						(2)   Type of call,


						(3)   Number of units required by the event type,


						(4)   Availability of units.


						c.       The application shall have the ability to utilize AVL-reported location when making unit recommendations.


						d.      The proposed application shall have the ability to utilize unit capabilities when making recommendations. For example, an accident with injuries might require a patrol unit for the report as well as a unit equipped with a camera.


						e.       The proposed application shall have the ability to recommend units based on the skills of the officer(s) currently assigned to the unit. For example, an accident with injuries may require the attendance of an officer trained in accident investigation. If the event type requires such skills the application will automatically consider this in the recommendation.


						f.        The proposed application shall include a command which will allow the dispatcher to recommend additional units for assignment based on the skills of the officer(s) assigned.  For example, if a Spanish-speaking officer is required at a scene the dispatcher would be able to recommended only units that have Spanish-speaking officers on-board.


						g.       The application shall have the ability to split a street so that there is a different recommendation on each side of the street. This would apply when the street is the dividing line between two beats, sectors or precincts.


						h.       The application shall have the ability to alter the unit recommendation according to the location type.


						i.         At a minimum, the proposed application shall have the ability to create classifications for the following types of locations:


						(1)        A single specified address, (e.g. a hospital, mall, or local trouble spot)


						j.      The proposed application shall allow the user to select a different unit recommendation scheme than the default for each dispatch.


						k.         The proposed application shall display the next recommended units to assign to an event each time the event record is displayed.


						l.     Once the event is displayed it is desirable that the application have a refresh capability to allow the user to get current recommended units without redisplaying the event.


						m.       The proposed application shall allow the dispatcher to override the system recommended units and assign other units.


						n.      If sufficient units are not available to fill the equipment complement for any event, the application shall provide the dispatcher with an unmistakable visual warning.


						o.      The insufficient units warning shall indicate the type and number of units which are missing from the recommendation.


						p.      If a unit is temporarily assigned to another dispatch zone it will not be included in the unit recommendation list until it is returned to the home zone.


						4)      Dispatching Units


						a.       Ability to designate citywide, unmonitored units,  as “recommended”  at all workstations.


						b.    If assigned on a call, a citywide, unmonitored unit would display on the applicable dispatcher’s monitor until the unit is cleared from the call


						c.       The proposed application shall allow an authorized user to use the command line, a function key or mouse to dispatch a unit to an event.


						d.      The proposed application shall offer dispatchers the ability to use the command line, a function key or mouse to dispatch selected units from the recommended units.


						e.       Dispatchers shall be able to dispatch all the units recommended for an event with a single command.


						f.        It is desired that the proposed application include a function key for dispatching only the first recommended unit.


						g.       It is desired that the proposed application include a function key for dispatching only the second recommended unit.


						h.       It is desired that the proposed application include a function key for dispatching only the first and second recommended units.


						i.         It is desired that the proposed application include a function key for dispatching only the first, second and third recommended units.


						j.        The proposed application will include a single command which allows the dispatcher to assign a unit to an event and place the unit in the "enroute" status at the same time.


						k.      The proposed application will include a single command which allows the dispatcher to assign a unit to an event and place the unit in an "arrived" status at the same time.


						l.         Once a unit equipped with a mobile data computer is assigned to a call it shall be automatically placed in a "dispatched" status.


						m.     If the unit does not have an MDC or other mobile data device that can acknowledge a dispatch assignment the unit will be automatically placed in an "en route" status.


						5)      Back-Up Units


						a.       The proposed application shall allow the dispatcher to assign one or more back-up units to an event number with a single command.


						b.      The proposed application shall allow the dispatcher to assign one or more back-up unit(s) to an assigned unit with a single command.


						c.       The proposed application shall include a command which will recommend back-up units for any assigned event or unit.


						d.      The dispatcher will be able to assign units directly from the list of recommended resources, or assign units that are not listed at all.


						e.       When the back-up command is initiated the event to which back-up units are being recommended will be displayed dynamically.


						6)      Off-Duty Officer


						a.       The proposed application shall have the ability to associate the event record with an officer's identification number without dispatching the officer to the event. For example, if an off-duty officer makes an arrest and on-duty units are dispatched to assist him or her, it would be desirable to record the off-duty officer's involvement.


						7)      Transferring Beats, Units and Events


						a.       The proposed application shall include a command to transfer any active event or events, and the associated field units, to another workstation. For example, if one zone has a hostage situation they can transfer the event to another workstation for handling.


						b.      If a transferred event has already been dispatched, the event and units assigned to it will display on the status monitor of both the original zone and the zone to which the event and units have been transferred.


						c.       The status monitor will visually differentiate events that have been transferred to another zone.  The indicator shall appear on both the home zone and the zone to which the unit and/or event has been transferred.


						d.      The proposed application shall include a command to transfer any unit or group of units to another workstation. (Transfer Units)  For example, if one zone has need for extra units another zone can transfer a unit or units to the other workstation..


						e.       The proposed application shall include a method of transferring any beat or group of beats to the control of any other workstation. (Beat Transfer).


						f.        Once a beat has been transferred to the control of another workstation the application will route all new events to the new workstation until such time as the beats are returned to the original workstation.


						g.       The proposed application shall include a single command to transfer all resources, beats and active events from one workstation to another.


						(1)       Once the default beats have been transferred to the control of another workstation the application will route all messages for the zone and inquiry returns to the new workstation until such time as the beats are returned to the original workstation.


						h.         The proposed application shall include a single command to transfer all resources, beats and active events except selected resources, beats or events from one workstation to another.


						i.        The application shall allow the user to transfer events, units or beats to another workstation that is not signed on.


						j.      The proposed application shall include a command to return transferred unit(s) back to their default zone.


						k.         The proposed application shall include a command to return transferred event(s) back to their default zone.


						l.     The proposed application shall include a command to return both a transferred event and the units associated with that event back to their default zone.


						m.       The proposed application shall include a command which lists all units not under the control of the default zone.


						n.      The proposed application shall include a command which lists all events not under the control of the default zone.


						o.      The proposed application shall include a command to display which workstations have control over which beats.


						8)      System Administrator Settings


						a.       Ability for the SA to set the default unit recommendation scheme.  (Traditional, AVL)


						b.      Ability for the SA to define the assignment order for each beat.


						c.       Ability for the SA to define whether a unit will be recommended for a new event when they are in a given unit status.


						d.      Ability for the SA to define for each unit status whether or not the unit should be recommended for assignment.


						e.       Ability for the SA to define an unlimited number of unit "out service" activity types.  (Eating, court, etc.)


						f.        Ability for the SA to define for each unit activity type whether a unit can be recommended for an event assignment.


						g.       Ability for the SA to define for each unit activity type, whether a unit can be assigned to an event without first being cleared from the activity.


						h.       Ability for the SA to define an unlimited number of unit activity disposition codes.


						i.         Ability for the SA to define status timers for each unit activity type.


						j.        Ability for the SA to define an unlimited number of unit statuses.


						k.      Ability for the SA to define the on-screen color used for each unit status.


						l.         Ability for the SA to define for each unit whether or not the unit is available for assignment to another event without first being cleared from the previously assigned event.


						XII. MONITORS


						1)      Monitors


						a.       Ability to monitor unit and event status on a dedicated screen separate from the working CAD screen (incident entry, dispatch functions, messaging, etc.), that is user configurable.


						b.      The status monitor shall provide real-time, continuous status for the units and events controlled by the user.


						c.       Exclusive of network delays, the application shall refresh monitors within one second of a status change or other transaction.


						d.      Ability to sort all active events by the following:


						(1)   Status


						(2)   Precedence within each status (highest to lowest)


						(3)   By time of event creation within each precedence group (oldest to most recent)


						e.       Ability for the System Administrator to assign each resource/unit in the system to a monitor group that has a defined alphanumeric sort order.


						f.        Ability for the System Administrator to define the sort order by which the groups are viewed (see Appendix B.6 for a sample of the current sort order).


						g.       Ability for the user to configure their own status monitor and display any data attribute associated with an event or unit record on the monitor.


						h.       Ability for a user to dynamically sort the displayed records in any unit or event status window by any displayed column or data attribute.


						i.         Ability for the user to quickly return to the user or system administrator's default configuration by a command or other function.


						j.        Ability for any authorized user to view any status monitor, regardless of whether the user has responsibility for the area or resources they wish to view.


						k.      Ability to view a status monitor from a remote location.


						l.         For each status window, the user will have the ability to choose to display events and /or resources by one or more statuses.


						m.     Ability to display units that are available and unavailable (with their event information) in the same window.


						n.       Ability to select any summary line on the status monitor to retrieve the underlying record.


						o.      Ability to indicate when a resource is not in MDC coverage.


						p.      The proposed application shall include a simple command/function to indicate to the CAD application that the MDC in a particular unit is not functioning.  The application shall respond by changing the MDC indicator on the status monitor and by removing the unit from the list of units able to receive digital dispatches.


						XIII. UNIT LOG OFF AND ON


						1)      Unit Logging


						a.       The proposed application shall include a command and a form which allows a user to log up to ten units on to the application simultaneously.


						b.     The unit logon function shall provide fields to specify the following:


						(1)   Unit name


						(2)   Identification numbers of the officer(s) assigned


						(3)   Password(s) (if logging a device and resource)


						(4)   Portable radio numbers of the officer(s) assigned


						(5)   Vehicle number


						(6)   Special equipment


						(7)   Comments


						(8)   MDC number


						(9)     Vehicle radio number


						(10)     Zone (geographic area default override)


						c.      The application shall allow up to fifteen officers to be associated with each field unit.


						d.       The proposed application shall allow either a CAD user or an MDC user to log a unit to other than the unit's default zone.


						e.      The application shall automatically place units (by default), on duty when logging on.


						f.       On-duty units will be available for calls, unless they are changed to an "unavailable" (on a call or downtime activity) status.


						g.        The proposed application shall allow the user to change any information about the unit from either a form or the command line without disturbing or affecting the logon status. (Relog)


						h.       The application will check units being logged into the system against a valid unit table


						(1)   The application will allow an invalid unit to be logged temporarily to the system, but will alert the user that the unit is not valid


						(2)   The application will provide a means for the SA to check for a list of invalid units previously logged to the system in order to permanently add units to the valid unit table when necessary


						2)      Student Officer Log-On


						a.       When a field unit is logged on with a student officer the application shall record the student officer's name and ID number in the unit audit trail as if he/she were a commissioned officer, however the unit status monitor shall indicate the unit is a single officer unit with a unique identifier which indicates that the unit is a student officer unit.


						3)      Quick Log


						a.       The proposed application will allow a dispatcher to quickly log a resource on without entering any information other than the unit call sign, and the unit will automatically default to control of the entering user's workstation.


						b.      Units that have been logged on by quick logon shall remain logged on to the system until logged off by a user.


						4)      Auto-Log


						a.       The proposed application shall allow the dispatcher to assign any valid field unit or resource to an event even if that unit is not already logged on to the system. (Automatic log on)


						b.      If an event is assigned to a unit or resource that has not been logged on prior to the assignment, the unit will automatically be controlled by the workstation owning the event.


						5)      Unit Log-Off


						a.       The proposed application shall include the ability for the user to logoff one or more units, in one step.


						b.      If an attempt is made to log off a unit currently assigned to a call, the system will only "schedule" the unit for log-off and provide notification to the user and or affected unit that the call clearance is still pending.


						6)      System Administrator Settings


						a.       Ability for the SA to define an unlimited number of field units/resources.


						b.      Ability for the application to allow field units to be assigned to a dispatch zone based on a default precinct, group of precincts, sector or beat.


						c.       Ability for the SA to associate field units to roles.


						d.      Ability for the SA to set a flag to indicate mutual aid units.


						e.       Ability for the SA to define types of resources.


						XIV. ROSTER AND LINEUP


						1)      Roster and Lineup


						a.       Ability to establish a roster of all employees with the following information:


						(1)    ID number,


						(2)    Rank,


						(3)    Precinct assignment,


						(4)    Shift,


						(5)    Default unit assignment,


						(6)    Skills,


						(7)   Assigned portable radio number.


						b.      Ability for the application to auto-populate data from the CAD personnel module or elsewhere into the roster file.


						c.       Ability for the SA to define the duty hours for each shift and to manually set the duty hours for a specific line-up if necessary.   This might be necessary when additional units are staffed for a special event.


						d.      Ability to assign up to fifteen officers to a single unit.


						e.       Ability for supervisors to create shift line-ups from the roster.


						f.        Ability for the supervisor to define the precinct, sector, shift and date for which they are creating the lineup.


						g.       Ability to retrieve the line-up for a given date and time.


						h.      Ability for supervisors to search for and retrieve a previously completed line-up, modify any information and save it as a new line-up.


						i.       Ability to enter the following information for each on-duty officer:


						(1)   Assigned unit (call sign),


						(2)   Vehicle number,


						(3)   Vehicle radio number,


						(4)   Portable radio number, and


						(5)   Vehicle equipment


						(6)   Duty times.


						j.      Ability to enter a command or action which will place a specified line-up on duty.


						k.       Ability to enter a command or action which will place a specified unit or units in the line-up on duty.


						XV. INQUIRIES, MESSAGING & BOLOS


						1)      Inquiries and Messaging


						a.       The proposed application shall have the ability to format and send any ACCESS (State/Federal) inquiry to the message switch., including:


						(1)   Generic name (criminal and driver's license)


						(2)   Vehicle (plate and VIN),


						b.      Users shall have the option of formatting and sending messages and inquiries from either the command line or from a form.


						c.       The proposed application shall have the ability to format and send multiple internal (RMS), and external (i.e.  SeaKing, ACCESS), database inquiries to the message switch initiated from one user action, For example, the user enters a license plate on a form and selects RMS and DOL to query in one step.


						d.      The proposed application shall have the ability to run a plate from the command line in conjunction with any other command.  For example, the dispatcher is changing the location of a unit assigned to a prowler call and at the same time comes upon the suspect vehicle.  The proposed application should include a symbol or some other means of indicating to the system that the following data is to be interpreted as a vehicle plate inquiry.


						e.       The application will have the ability to generate automatic inquiries whenever sufficient name, location, license plate, institution name, or telephone number data is entered either into a form or on the command line.  For example, it should be possible for the system to initiate and send an inquiry when a call taker enters a license plate number into a BOLO form.


						f.        The application must allow the user to enter or by default track the unit who ran the query and have that information return with the response.


						g.       Unless otherwise noted the application will automatically assume that all vehicle plates entered are issued by the State of Washington.


						h.       The proposed application shall offer a separate window for creating, reading and managing messages.


						i.        The proposed application shall have the ability to send messages to and receive messages from users of other SPD systems via the message switch.


						j.         The application shall enable users to send messages to any other logged-on user or unit.


						k.        When sending a message to another logged on CAD user, it shall be possible to address the message to a person by name (John Smith) or serial number, a CAD workstation (#233), a patrol zone (the dispatcher covering the West Precinct), an alias for a CAD workstation (West Precinct Front Desk), a field unit (2B12) or an MDC.


						l.      Senders shall have the option to address CAD messages to any mixture or number of recipients.


						m.         The proposed application shall include the ability to define groups of recipients and aliases for those groups.


						n.     Recipients shall be able to see to whom messages have been addressed.


						o.       The proposed application shall allow senders to assign a priority to CAD messages.


						p.      The message waiting indicator will differentiate between the highest priority messages and all other messages.


						q.      User shall have the option to add an "acknowledgement requested" tag to a message. When this function is used the recipient will see a banner or other visual queue, indicating that the sender has requested acknowledgement that the message was received.


						r.      The proposed application will include queues for storing incoming messages and inquiry returns.


						s.        Except to display information that pertains to the immediate safety of an officer, the application shall not automatically display dialog boxes or obscure the user's standard information display unless in response to a user initiated command.  For example, if data inquiry return is received the application will advise the user that it is waiting in queue.


						t.       The application will differentiate waiting messages from inquiry returns.


						u.        Users shall be able to open the message or inquiry returns queue with a single keystroke or user action.


						v.       When the message or inquiry returns queue is opened the user will see unopened returns first.


						w.       Employees shall have the option to save, delete, forward or print any message or inquiry return.


						x.     The proposed application will allow the user to take the following actions with regard to messages and inquiry returns sent to the zone:


						(1)   Save to the zone queue,


						(2)   Save to the user's inbox,


						(3)   Save to a specified event history, and/or


						(4)   Save to a specified unit history,


						(5)   Reply to another terminal, unit or terminal or unit group,


						(6)   The recipient shall have the option to reply with a single button or command.


						(7)   Forward with optional comments to another terminal, unit or terminal or unit group.


						(8)   Discard


						y.       In the event that an individual recipient or a device is not signed on when a message is sent the application will deliver the message to the message switch where it will be processed according to System Administrator-defined rules. For example, it might be converted to an email message and delivered via email, or it might be held until the user signs on to CAD again.


						z.       The proposed application shall have the ability to receive administrative messages from the message switch and route those to the appropriate user. For example, if the message switch sends a message stating that a message has been successfully sent, the CAD will have the ability to direct the acknowledgement to the user sending the original message.


						aa.       The application shall maintain a searchable historical file of inquires in which the following were associated with an event or inquiry:


						(1)   Name


						(2)   License plate number


						2)      Instant Messaging


						a.       The proposed application shall include a command to send an instant message. Instant messages will be handled the same as all other messages, except that instant messages will automatically display on the recipient's screen when they are received.


						b.      The proposed application shall have the ability to receive instant messages sent by another user through the message switch.  The application will display the messages in a separate window similar to the AOL and Yahoo instant messaging feature.


						3)      Memo's


						a.       The proposed application shall include the ability to create and route memo messages.  Memo messages are messages to one or more individuals or units, or group of individuals or units, which are automatically routed at a user-defined date and time.


						b.      Authorized users shall have the ability to send user-defined broadcast messages to devices associated with a beat, sector, precinct, or all devices connected citywide.  Once formatted the message will be sent to workstations, MDCs, pagers, WAP phones, PDAs, email accounts, or any other defined communications device.


						4)      Action Messages


						a.       The proposed application shall allow users to send Action Messages.  An Action Message is a message to another CAD user to perform an action on an existing event or for a specified unit. For example, if a field unit needs the Chief Dispatcher to notify the Chief of Operations about an officer involved shooting, the field unit or the dispatcher will send a message to the CD asking them to make the notification.


						b.      The user will have the option to send Action Messages associated with an event or unit number either from the command line or from a form.


						c.       When sending an Action Message the user will specify the action category, the recipient(s), and free form text.  The action will be recorded to the applicable event and/or unit history audit trail.


						d.      Users shall have the option of choosing an Action Message category from the list defined by the System Administrator or entering an ad hoc action description.


						e.       The application will include an "Action Completed" command.  Action Message recipients will be able to notify the sender of an Action Message that a requested action has been completed by initiating this command. The action will be recorded in the applicable event and/or resource history audit trail.


						f.       Ability for the SA to define a minimum of 64 action message categories.


						g.       The event or unit audit trail will record and timestamp any action message or action complete message associated with the unit and/or event.


						5)      Bolo's


						a.       The proposed application shall include the ability to enter hazard records associated with non-geographic items such as vehicles and persons.  For example, if a particular person is known to be a threat to police officers it shall be possible to enter a warning which will be flagged whenever the individuals' name is encountered in a CAD operation.


						b.      The proposed application shall allow an authorized user to create a BOLO.


						c.       It shall be possible for the user to cross-reference a BOLO to an event.


						d.      The proposed application shall include a form for BOLOs that at a minimum includes:


						(1)   BOLO number,


						(2)   Event number,


						(3)   Name of wanted person,


						(4)   Alias,


						(5)   Known associates,


						(6)   Last known address,


						(7)   Date of birth, age,


						(8)   Race,


						(9)   Gender,


						(10)     Weapon type, caliber, and color,


						(11)     Issuing agency,


						(12)     Issuing Officer,


						(13)     Reason for BOLO,


						(14)     Comments.


						e.       The BOLO form shall include the following fields for involved vehicles:


						(1)         Make,


						(2)         Model,


						(3)         Year,


						(4)         Body type,


						(5)         Top color,


						(6)         Bottom color,


						(7)         State issuing license plate,


						(8)         License plate number,


						(9)         Year of license tab expiration,


						(10)     License Type


						(11)     Comments.


						f.        When initiating a BOLO the user shall be required to add an expiration date for the BOLO.


						g.       The proposed application will allow the initiator of a BOLO to instruct the application to notify them at a pre-defined time prior to the expiration of the BOLO.


						h.       The proposed application shall allow the creator of a BOLO to specify the following:


						(1)         How frequently the BOLO is routed to dispatchers for announcement over the radio,


						(2)        An expiration time and date for the BOLO, and


						(3)      To which units or groups of units the BOLO will be routed.


						i.         The proposed application shall allow a user to search for a BOLO by any data field included on the form.


						j.     The proposed application shall allow a user to cancel a BOLO prior to the expiration date.


						k.       The proposed application shall have the ability to search for these non-geo hazards and warnings whenever a name or vehicle is queried in CAD.


						l.      The proposed application shall also have the ability to search for non-geographic hazards and warnings on the SPD RMS application.


						6)      CAD File Searches


						a.       Provide user a single search capability across all CAD files to:


						(1)      Identify all occurrences of a given name, regardless of whether the name was entered as a complainant, suspect, business owner, on a BOLO form or elsewhere.


						(2)       Identify all records associated with a given vehicle license plate number so long as the plate number was entered into a field designated for vehicle license plate numbers.


						(3)      Identify all records of a given location or address, so long as the location was entered into a field designated for addresses and locations.


						(4)       Identify all occurrences of a given phone number, so long as the phone number was entered into a field designated for phone numbers.


						b.        Ability to search for previous event records against the following fields:


						(1)   Address of the event,


						(2)   Caller's address


						(3)   Caller's phone number


						(4)   Call back number


						(5)   Vehicle description


						(6)   Suspect name


						c.       If any records are located during this search the application will present a summary list indicating the type of record and the association with the event.


						d.      The proposed application shall categorize all event updates such that a user can search for and retrieve updates of like types.  For example, a user might want to search for and retrieve all data inquiries or unit status changes associated with an event.


						7)      Auto Notification


						a.       Ability for a user to be notified when a particular person, vehicle, location or phone number has been entered into an event.


						b.      Ability for the SA to define the rules for notifying a member when a person, vehicle, location or phone number that they are interested in has been entered into CAD.


						(1)   If the member is logged on to a workstation, MDC or other intelligent device, the application will send a message to the device where the person is logged on


						8)      Telephone & Resource List


						a.       The proposed application shall include the ability to add user-defined telephone and resource lists.  For example, telephone lists for towing companies, social services, and other referral agencies.


						b.      At a minimum, telephone lists shall contain a field for each of the following:


						(1)   Contact name,


						(2)   Business or agency name,


						(3)   Address,


						(4)   Telephone number(s),


						(5)   Business type,


						(6)   Comments.


						c.       The proposed application shall allow the user to search the information lists by any field except comments.


						XVI. TOWING AND CONTRACTORS


						1)      Towing and Contractor Functions


						a.       The proposed application shall offer the ability to recommend towing or contractor services based on the location where the tow truck or contractor is required, the category of towing or contractor service required (flat bed, heavy tow, glass replacement, etc.), and the last time that particular service was used. SPD may wish to rotate towing companies or contractors in sequence.


						b.      The proposed application shall include the ability to rotate multiple towing companies or contractors within a single user-defined geographic zone.


						c.       The proposed application shall allow the user to record the time and date of each attempt to contact a tow company or contractor for an assignment and add comments.


						d.      The proposed application shall allow the user to record that a tow company or contractor was not available for an assignment and add comments.


						e.       The proposed application shall allow the user to sequentially display the next tow company or contractor in the rotation order.


						f.        Once a tow company or contractor has been either assigned to an event or passed over, the contractor will be placed last in the rotation list order.


						g.       The proposed application shall include a simple log for recording the impound location of towed vehicles.


						h.       Whenever a vehicle plate is searched the search will include the tow and impound log file.


						i.         The application will maintain a unit history log for contractors in the same manner as for field units.  From this log it shall be possible to create a step-by-step history of notifications to contractors and their responsiveness.  This log would be used to determine such things as how quickly a contractor's units arrived on scene, how often they were called, how often they were unavailable, etc.


						j.        It shall be possible for a user to send a tow request, to a wired or wireless device, to a towing company recommended by the system or specified by the user from directly within the CAD application.


						k.      When sending the tow request the application will allow the user to specify the following:


						(1)   Location of the tow,


						(2)   Number of tow trucks required,


						(3)   Type of tow trucks required,


						(4)   Description of the auto to be towed,


						(5)   Name or unit number of the requesting officer,


						(6)   Comment.


						l.         The application will track the time that the request was sent and have the ability to receive an acknowledgement from the requested company that they are responding.


						m.     It shall be possible for the tow company to note the number of trucks assigned and the ETA for the trucks in the response.


						n.       Users shall also have the ability to send messages to and receive messages from tow companies.


						XVII. FALSE ALARM MANAGEMENT


						1)      False Alarms


						a.       The proposed application shall include a module for managing false alarms.


						b.      The False Alarm module shall allow an authorized user to enter a “No-Response” message for a business or residence that has had an excessive number of alarms.  A “No-Response” message will notify the call taker that alarm responses to that address have been suspended.


						c.       The clearly visible “No-Response” message shall be displayed at the same time as the premise records search results.


						d.      If police service is denied as a result of a “No-Response” message, the application will provide the user with a one-step ability to record the request for service, with a specific “No-Response” disposition code.


						e.       Call takers shall have the ability to override the “No-Response” notification and enter the event for a response.


						f.        The application shall include the ability to create a report on alarm calls with specified dispositions so that the false alarm coordinator can manage the “No-Response” list.


						g.       Through on-line inquiries, the ability to review false alarm status as follows:


						(1)   Number of false alarms for user-defined period.


						h.       Ability for CAD system to access the following alarm information:


						(1)   Emergency contacts


						(2)   Alarm company office


						(3)   No response hits





&LSPD SPIDER RFP&RCAD / CAD MOBILE SPECIFICATIONS







_1160550990.xls

equalized financial proposals


			Seattle Police Department (SPD) SPIDER Financial Bid Form (Draft)


			Budget for CAD, CAD Mobile, RMS and RMS Mobile/Automated Field Reporting is $4,500,000.00


			Vendor notes: Please complete the financial bid form under each of the major grouping of RMS, CAD, CAD-Mobile and RMS Mobile-AFR. If certain items in the vendor's financial proposal cannot be separated but affect more than one group, then enter the cost in one group, and specifically refer to it from another group at the appropriate box. (for example: a single software module will serve both RMS and CAD that is priced at $1000.00; enter the name of software module under item description column, enter $1000.00 on the same row under RMS column, enter "included in RMS price" in the same row under CAD column.)


						Qty			Unit price			Extended price			Qty			Unit price			Extended price			Qty			Unit price			Extended price			Qty			Unit price			Extended price			Annual post warrantee Maintenance Price


			1) Vendor supplied software


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total Vendor Supplied Software Cost									0									0									0									0			0			0			0			0


			2) Server Hardware and software


			Vendor Note: If the vendor proposes to use the hardware and software already purchased by the City (please see list in Chapter two), please enter the name of hardware/software under the item description column, enter quantities under the appropriate QTY column and enter "city list" instead of cost under the appropriate cost columns.


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total Server Hardware and Software Cost									0									0									0									0			0			0			0			0


			3) Other 3rd parties software


			Vendor Note: If the vendor proposes to use the hardware and software already purchased by the City (please see list in Chapter two), please enter the name of hardware/software under the item description column, enter quantities under the appropriate QTY column and enter "city list" instead of cost under the appropriate cost columns.


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total 3rd Party Software Cost									0									0									0									0			0			0			0			0


			4) Work Station / Mobile Client Software (please do not provide work station hardware cost)


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total work station Software Cost									0									0									0									0			0			0			0			0


			Total Vendor proposed Software and Hardware that is subject to Washington sale tax									0									0									0									0			0			0			0			0


			with sales tax									0									0									0									0			0			0			0			0


			5) Data Network to be provided by City


			Subtotal Data Network									0									0									0									0			0			0						0


			6) Interfaces


			Vendors Note: If an interface is not needed due to integrated solution, please enter " Integrated" in the cost column.


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


			CAD to RMS Interface									0									0									0									0


			RMS to CAD Interface									0									0									0									0


			ACCESS(WACIC/NCIC/DOL/DOC) Interface									0									0									0									0


			City Email (Novell Groupwise) Interface									0									0									0									0


			SeaKING Interface									0									0									0									0


			Digital Photograph System (CRIMES) Interface									0									0									0									0


			PROMIS Systems Interface									0									0									0									0


			GIS Interface									0									0									0									0


			PSAPNet Interface									0									0									0									0


			911 Interface									0									0									0									0


			Autodial Interface									0									0									0									0


			Fire CAD Interface									0									0									0									0


			Paging Interface									0									0									0									0


			VARDAS Wireless Alarms Interface									0									0									0									0


			AVL Interface									0									0									0									0


			Crime Analysis Interface									0									0									0									0


			Records Imaging System Interface									0									0									0									0


			Automated Fingerprint Identification System (AFIS) Interface									0									0									0									0


			SeaJIS Interface									0									0									0									0


			Special Assault - Regional (HITS) Network Interface									0									0									0									0


			Electronic Citation System (currently AutoCite)									0									0									0									0


			TOWS System Interface									0									0									0									0


			HRIS Systems Interface									0									0									0									0


			LINX System Interface									0									0									0									0


			RAIN System Interface									0									0									0									0


												0									0									0									0


			Total Interface Cost									0									0									0									0			0			0			0			0


			7) Training


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


			Train the trainer									0									0									0									0


			System Admin									0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total Training cost									0									0									0									0


			8) Data Conversion Services


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


			Data conversion (RMS)									0									0									N/A									N/A


			Data conversion (Sex Offender database)									0									0									N/A									N/A


			Data conversion (False Alarms database)									0									0									N/A									N/A


			Data conversion (Domestic Violence)									0									0									N/A									N/A


			Data conversion (Juvenile Log)									0									0									N/A									N/A


			Data conversion (Gang)									0									0									N/A									N/A


			Data conversion (Special Assault Unit-statistics)									0									0									N/A									N/A


			Data conversion (AutoCite database)									0									0									N/A									N/A


			Data conversion (Latent Print Request (FAR))									0									0									N/A									N/A


			Data conversion (Legal Request for Info log)									0									0									N/A									N/A


			Data conversion (PARS)									0									0									N/A									N/A


			Data conversion (Photo Lab Request)									0									0									N/A									N/A


			Data conversion (Seattle Team for Youth)									0									0									N/A									N/A


			Data conversion (South precinct CRT)									0									0									N/A									N/A


			Data conversion (South Precinct NARS)									0									0									N/A									N/A


			Total Data Conversion Services Cost									0									0									0									0


			9) Professional Services


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


			Project Management									0									0									0									0


			Business analysis									0									0									0									0


			System Hardware installation and Testing									0									0									0									0


			System Software configuration and testing									0									0									0									0


			Overall System testing									0									0									0									0


			Cutover preparations									0									0									0									0


			Documentations									0									0									0									0


			First year Warranty and Maintenance									0									0									0									0


			Performance bond (25% of contract value)									0									0									0									0


			Air fare									0									0									0									0


			per diem									0									0									0									0


			Total Professional Services Cost									0									0									0									0			0			0			0			0


			10) Proposed Software Enhancements


			Items Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total Proposed Software Enhancement Cost									0									0									0									0			0			0			0			0


			Subtotal  price									0									0									0									0			0			0			0			0


			Total Price									0																														0


			Proposed Discounts for multi-system purchases


			Vendors Note:  If the vendor proposes a discount which applies to the acquisition of more than one of the four product lines, the description should specify.


			Descriptions			RMS									CAD									CAD-Mobile									RMS Mobile - AFR									RMS			CAD			CAD-Mobile			RMS Mobile - AFR


												0									0									0									0


												0									0									0									0


												0									0									0									0


												0									0									0									0


			Total Proposed Discounts									0									0									0									0			0			0			0			0


												0																														0


			Total discounted price									0																														0
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What is Session Persistence? 
A Primer on Mobile Computing’s Essential Element



The mobility made possible by wireless networks introduces challenges that aren’t an issue in a wired 
environment. In particular, network applications that rely on an “always-on” connection do not function 
properly and, in many cases, crash when the mobile user encounters interference or moves outside of 
wireless network coverage.
Most applications are “stateful,” requiring a communication link with the network server that is always 
open. If the link between the device and the server is broken—a frequent occurrence in wireless net-
works—the application loses the information it needs to run correctly.
One way to resolve this problem is to rewrite or replace applications with ones that are specifically de-
signed to handle network disruptions. But to take this approach with every application that will be used 
over a wireless network would be very expensive and time-consuming.



Some connections are more persistent than others
The simplest way to solve wireless mobility problems is to implement a solution that offers persistent 
connections to all your applications. Be cautious, however, of vendors claiming session persistence or ap-
plication persistence. These terms can mean different things to different vendors:
Logon credentials caching: If a user moves out of wireless network coverage, that user’s network logon 
credentials—typically the name and password—are stored and automatically re-sent to the network. 
Upon returning to coverage, the user’s network connection is automatically reestablished. Caching logon 
credentials eliminates the need for users to reenter the information every time they come back into con-
tact with the wireless network.
Network session persistence: Network session persistence is an improvement over logon credentials 
caching because it keeps the existing network session alive at both ends of the connection while the con-
nection itself is down. The actual network session is maintained as the user moves in and out of wireless 
coverage. However, network session persistence does nothing to keep applications functioning longer 
than a few seconds: your network session might be intact, but your applications have crashed.
Application session persistence: Keeping all IP-based applications alive while you are outside of wire-
less network coverage, whether for a short or extended period of time, requires far more than caching 
credentials and maintaining a persistent network connection. Application session persistence ensures 
that all of the applications remain “on hold” until network coverage is restored. When it is, applications 
resume exactly where they le� off, without user intervention. Comprehensive solutions also allow shared 
network drives, directories, printers, and other non-application network resources to persist through 
coverage gaps.



Two approaches to session persistence
Generally speaking, there are two approaches to providing session persistence: 
Packet-forwarding hardware: Packet-forwarding solutions usually require installing proprietary hard-
ware devices in the physical network infrastructure behind each access point or on each subnet. These 
hardware devices forward application data (packets) to the mobile device as it roams through a wireless 
network. Unfortunately, packet-forwarding solutions continue to stream data to the last known location 
of the device, even when the device encounters interference or is out of range. Any forwarded data gets 
lost, causing the applications relying on that data to fail. Packet-forwarding solutions do not provide true 
application session persistence.
Wireless infrastructure so�ware: Generally, these are so�ware solutions in which the server so�ware 
acts as a proxy for the data transmi�ed between the wireless device and the network applications and 
resources to which it has access. If implemented correctly, this approach is capable of delivering true 
application persistence. An optimized link for transmi�ing data over an existing network infrastructure 
is established from the server so�ware to the client so�ware on the wireless network. The link maintains 
logical connectivity, security, and control of information to the home network.











© 2004 NetMotion Wireless, Inc. All rights reserved. NetMotion and the NetMotion logo are registered trademarks, and NetMotion 
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Inc. NetMotion technology is protected by US Patent 6,546,425, other US and foreign patents pending.
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NetMotion Mobility is wireless infrastructure so�ware that provides true application session persistence 
in local and wide area wireless networks. It maintains secure and reliable connections to important net-
work applications and resources as users roam between IP subnets or between different wireless net-
works, such as corporate wireless LANs, wireless LAN “hot spots,” and wide-area wireless networks. 



How to spot true application persistence
Asking a few simple questions will clearly identify which vendors provide true application session 
persistence, and not just logon credentials caching or network session persistence. Here’s how a vendor 
providing true application session persistence will answer the following questions:
What happens to my applications if I roam outside of network coverage? 
Your IP-based applications will automatically resume where they le� off as soon as you come in range of 
network coverage, even if the application was using network resources at the moment you went out of 
range, or if you were out of range for an extended period of time.
What happens to printers and shared network drives if I roam outside of network coverage? 
Any open printers, shared drives, and shared folders will again be available as soon as you come within 
range of the network.
What happens if I suspend or hibernate my device while receiving or transmi�ing data? 
Any IP-based application will automatically resume right where it le� off before you suspended the de-
vice, even if the application was using network resources at the moment you suspended or hibernated.
How long will my applications persist when I’m outside of network coverage? 
Your IP-based applications can persist indefinitely, although most network operating systems and net-
worked applications have session timeouts that prevent indefinite persistence when out of network range. 
(By default, NetMotion Mobility will maintain application sessions for several days.)
What happens to my applications if I undock my laptop before I plug in my wireless network card? 
You don’t need to shut down any network applications if you undock your laptop before plugging in 
your network card, even if you’re in the middle of transmi�ing or receiving data over the network. Dur-
ing the time the laptop is without a network connection, the network applications will appear to be on 
hold until connectivity is restored.
What happens if I need to change network cards? 
You can switch freely between different network cards, and even move to a different subnet, before you 
plug in a new wireless network card.
What if I need to connect using someone else’s network (like a WLAN hotspot or a wireless WAN 
carrier’s service)? 
All your IP-based applications have the benefit of application session persistence and run as though you 
were in the office, even when you need to use a foreign network or roam between different networks as 
you transmit and receive data. True application session persistence works in any type of IP network envi-
ronment, in both LANs and WANs.
What happens if the network becomes congested or I encounter interference that degrades the speed 
of my connection? 
True application persistence recognizes when connection speeds change or when there’s a high rate of 
data packet loss. The link between the wireless device and server is optimized to improve performance, 
even in low-bandwidth situations.
Do I have to log on to the network again if I move out of range? 
The only time you need to log on to the network is when you boot up. If your network administrator has 
set up the network to force you to re-authenticate on a periodic basis, you will have to do so. Otherwise, 
once you’re logged on, moving out of network range or suspending your device won’t invalidate your 
network credentials.
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NetMotion Mobility Policy Management Module:
Fulfilling the Promise of Wireless Networking



NetMotion Mobility is an easily deployed, low-impact so�ware solution created specifically to address 
the many challenges of mobile computing. 
Mobility consists of two main components: server so�ware that, among other things, acts as a proxy to 
enterprise application servers, and lightweight client so�ware that is installed on every wireless device. 
Through this simple architecture, Mobility provides continuous, secure connectivity between mobile 
workers and enterprise applications—over any networks they use or traverse. 
NetMotion Mobility also offers an optional Policy Management module that provides centralized, flexible 
tools for managing applications, devices, and users in a wireless network environment. Mobility Policy 
Management enables IT managers to control network costs, improve productivity, and ensure data se-
curity over any wireless network. Ultimately, Policy Management allows IT managers to ensure wireless 
network usage and performance are aligned with corporate IT policies and ROI goals. 



Fine-tuned control of mobile devices 
With Policy Management, IT managers have more complete control over their wireless networks, including: 
 Bandwidth usage
 User access to applications, hosts, networks, and subnets on internal and external networks
 Types of traffic traversing a specific network
 Applications used over designated networks
 Traffic based on application name, port, or IP address
 Type or speed of a network interface



Policy Management enables IT managers to define and enforce network policies without having to 
change the underlying wireless infrastructure, which results in substantial cost savings. This is especially 
useful for companies that subscribe to networks under the management of a separate organization or 
service provider. 











3
TM



Rules and policies can be created to control virtually every aspect of network usage



How it works 
Mobility’s Policy Management module enables IT managers to prevent or restrict mobile workers from 
using designated applications or networks based on the type, speed, or name of a network to which a 
user or device is connected. In addition, IT managers can use Policy Management to create detailed rules 
that allow, deny, pass through, or disconnect traffic based on application name(s), port addresses, or IP 
and network addresses. 
Policies are established centrally on the Mobility server and then distributed to individual clients. Compa-
nies can enforce IT and corporate security policies by assigning rules globally, to workgroups, by class of 
device, or to individual users and devices. 



Centrally managed, remotely enforced 
Mobility Policy Management is centrally managed: an administrator with appropriate permissions creates 
rules from a central location on the network. An administrator, with appropriate permissions, can then 
create libraries of individual rules. Drawing from the rule library, they can then build policy sets. This 
allows the administrator to leverage their common rules repeatedly in various policies. Once the resulting 
policies are assigned, they are distributed to the appropriate devices (or clients), where they reside and 
are enforced. 
Client-side enforcement cuts down on the transmission cost of verifying and enacting policies at the 
server. Distributing policies to mobile clients allows very granular of control while conserving network 
resources. This also ensures that policies are enforced even when the client is out of range of the network 
or the policy server.
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Defining policies
Using Policy Management, network managers define rules associated with a set of conditions that invoke 
specified actions. These rules (which can be as general or specific as needed) are then aggregated into 
policies that are then deployed to the clients. 
Policies can be assigned to four general classifications: 



1.  Global—affecting all connected Mobility users 
2.  Class of devices connected to the Mobility server 
3.  Device name 
4.  Individual user 



Rules and Policies can be assigned globally, to device classes, specific devices or specific users



Rules are enforced based on the ‘most specific’ classification specified: global would be the least specific 
while individual user would be the most specific (an individual user policy overrides a globally assigned 
policy). 
Each rule within a policy can be configured to match conditions based on type of network interface, 
speed of the network, or designated network name (by keyword).
When defined conditions are met, policies can be enforced based upon: 
 Specified applications 
 Specified IP addresses 
 Specified subnets 
 Specified ports/protocols 



The actions that can be applied to designated network traffic are:
 Allow—Allows inbound and outbound network traffic, via the Mobility VPN, through the Mobility 



server
 Pass Through—Traffic is not directed through the NetMotion Mobility VPN
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 Block—Network traffic, which would otherwise be Allowed, is paused for the duration of a de-
fined condition (once the condition is no longer met, traffic resumes)



 Disconnect—Terminates allowed or pass-through traffic and closes any active sessions
When a rule is defined, the Policy Management interface provides a natural language representation of 
the rule so the administrator can easily verify actions to be applied.



Rules can be created to allow, pass through, block or disconnect specific traffic over designated networks
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Example



The following is an example of a rule that prevents mobile workers from using a bandwidth-intensive ap-
plication when using a GPRS wireless WAN:



Keep bandwidth-intensive application off of the wireless WAN



When this rule is applied, Policy Management detects when the GPRS network is in use and temporar-
ily blocks traffic from the “Bandwidth Eater” application, while allowing all other traffic. If the mobile 
worker roams to another network (802.11b for example), then network traffic from the “Bandwidth Eater” 
application will again be allowed. This example illustrates how Policy Management can be used to con-
trol costs and preserve bandwidth for priority applications while safeguarding mobile worker data.
Below are additional examples of the types of policies that can be defined.
 Prevent an e-mail program (such as Microso�® Outlook®) or web browser from running over 



the GPRS or 1xRTT networks, but allow them to run whenever an 802.11b (Wi-Fi) network is in 
range.



 Block file downloads (such as FTP) when mobile devices roam to a network with speeds less than 
11Mb per second, but allow all other traffic to pass.



 Limit access to corporate data and applications by isolating traffic to specific, internal network 
(intranet) servers.
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Inc. NetMotion technology is protected by US Patent 6,546,425, other US and foreign patents pending.



WP2022  05/04 7
TM



The value of Policy Management
With the increasing number of applications and networks that mobile workers now use, it’s a challenge 
for network managers to keep data secure and maintain worker productivity and still keep costs con-
tained. Policy Management makes an increasingly complex wireless network landscape manageable. 



Cost savings
Tight control of network traffic is especially valuable for enterprises using wide-area networks as part of 
their mobile computing solution. By tailoring rules to ensure that bandwidth-intensive applications are 
not used over wide-area wireless, IT managers can immediately begin to control network costs through 
management and reduction of network traffic. 



Security
Security is critical in multi-network and single-network wireless environments alike. Policy Management 
gives IT managers tight control over network traffic and security—whether the network is private or pro-
vided by a carrier. Managers define what networks or subnets every mobile device and user has access to 
and the applications these users and devices can use. For instance, to meet security requirements, a policy 
can be created to prevent access to a sensitive internal application via any external 802.11b hotspot. 
The Policy Management module can restrict devices and individuals from having access to anything 
other than what has been explicitly allowed by an IT manager. Policy Management provides additional, 
flexible network protection such as quarantine, which prevents a specified user or device from gaining 
access to any network. This is essential when dealing with employee departures, or lost or stolen devices.



Ease of use
With its simple, centralized, web-based console, Mobility Policy Management makes it easier to deploy 
and manage a wireless solution. IT managers log in to the server through a browser window and can 
define policies, monitor the status of the Mobility server and manage connected users. 



Redundancy and backup protection
Policy Management lets IT managers designate a separate network repository for saving copies of policies 
and policy sets. Such an approach provides redundancy in the event of an enterprise network failure and 
enables managers to make restoration of these policies part of an organization’s existing, standard backup 
procedures.



Superior user experience
Even with precise network usage controls in place, Mobility makes mobile computing simple for mobile 
workers. Mobile workers can roam freely between networks, through coverage gaps or suspend-and-re-
sume conditions, without losing data or being forced to restart applications. Applications, connections, and 
VPN logins resume automatically when mobile workers re-enter network coverage. Mobility automatically 
selects the fastest network connection available (within the parameters defined by Policy Management). 
The combined effect is to make wireless computing much more like a wired computing experience. 



Summary
Mobility with Policy Management offers IT managers a unique and powerful mechanism to control wire-
less network usage and costs while increasing mobile worker productivity.
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NetMotion Mobility™ Architecture



A Look Under the Hood



Wireless networking introduces many challenges: reduced bandwidth, high error rates, limited
battery life, and applications that may not behave reliably under these conditions. Mobile devices
are sometimes on, sometimes connected, and not always in range. And when a device reconnects, it
may be at a different point on the network, or on a different network entirely.



NetMotion Mobility™ delivers the reliability of a wired computing experience to wireless data users
by providing a reliable, continuous, and secure computing experience—even when your wireless
network connections aren’t. NetMotion Mobility reduces the complexities of wireless mobility and
provides an environment in which applications that are not mobile-aware can operate reliably and
securely.



Functional overview
There are two main components of the NetMotion Mobility system:



! The Mobility client software is installed on each wireless device—typically a laptop or
handheld.



! The Mobility server software is installed on a server (usually located behind the firewall) on
your network. The Policy Management module (described below) is available as an add-on
to the server.



Together, these components provide the functions and services described next: mobility, reliability,
security, and central management.



Mobility



NetMotion Mobility’s roaming technology is more flexible, resilient, and easier to enable than other
approaches. It allows devices to roam within and between networks without requiring
reconfiguration or modification; the only requirement is that the Mobility server be reachable from
the different networks.



Upon connecting, each Mobility client is assigned a virtual IP address by the Mobility server on the
wired network. The Mobility server manages network traffic on behalf of the client, intercepting
packets destined for the client’s virtual address and forwarding them to the client’s current POP
(point of presence) address. While the POP address may change when the device moves to a different
subnet, from one coverage area to another, or even from one network to another, the virtual address
remains constant while any connections are active.



Roam out of range and across coverage gaps:  Application sessions are maintained by NetMotion
Mobility when you move out of range of all access points, an access point is powered down, or you
stop and remove the current network interface card and replace it with another one.



WLAN mobility (roaming between subnets):  On 802.11-based networks, the methods NetMotion
Mobility uses to detect that a client has moved to a new subnet or network require that DHCP
services be available on the network and that the Mobility client is configured to acquire its IP
address from DHCP. (See diagram next page.)



WWAN mobility:  On wide area wireless networks, the carrier’s infrastructure typically handles
roaming between areas of coverage and between service providers, while NetMotion Mobility
ensures that application sessions are not shut down when the connection is temporarily lost.
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InterNetwork mobility:  If you’re moving between wireless technologies—swapping a WLAN card
with a WWAN card, for example—NetMotion Mobility keeps your application sessions alive.



Compatibility with other mobility mechanisms:  NetMotion Mobility and Mobile IP are complemen-
tary technologies. Mobile IP (RFC 2002) enables networked devices to move from one point of net-
work attachment to another without having to change IP addresses. Mobile IP assures correct
routing of data packets to moving clients, but leaves session maintenance to TCP or the application.



Reliability



NetMotion Mobility maintains the state of each client’s network transactions and application
sessions by acknowledging receipt of data and queuing requests when a device becomes unreach-
able, which can happen in many different situations:



! Suspending operation on the device and later resuming it
! Moving to a different location on the network
! Connecting over slow, bandwidth-challenged, or high-latency networks
! Getting interference from microwaves, stairwells, elevator shafts—anything that interrupts



radio signals
! Changing network interfaces (for example, from a wireless LAN to a CDPD card)
! Moving through gaps in coverage



Even if your network connection is interrupted, you can resume whatever application work you
were doing, right where you left off, when the connection is reestablished.



Security



It is generally accepted that security mechanisms need to be implemented at multiple levels in
networks. In an enterprise network that includes a wireless network (WLAN or WWAN) authenti-
cating users and keeping communications confidential are more problematic than they are with a
wired network. NetMotion Mobility applies a VPN (Virtual Private Network) model to enforce
security policy.



Subnet roaming:  NetMotion Mobility is installed on a subnetted wireless LAN
network. The mobile device (1) can roam to a new subnet and (2) acquire a new
IP address, while the Mobility server continues to properly route packets to the
device, keeping all active network application sessions alive.
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When a device running the Mobility client software attempts to log on to the network, the server
authenticates that user against the enterprise’s directory using NTLMv2, Active Directory, RADIUS,
or Kerberos. After the user is authenticated, the Mobility server establishes a VPN tunnel that
encrypts all traffic to and from the Mobility client. The VPN tunnel extends from the device through
the access points and back to the Mobility server, securing wireless communications seamlessly
when a device acquires a new IP address.



When the Mobility server is configured to use RADIUS for user authentication, it acts as a Network
Access Server (NAS) in the RADIUS security system. This allows organizations implementing
wireless networks to use their existing RADIUS database to centrally manage remote users. Sup-
ported features include EAP-MD5 and LEAP authentication, failover to alternate RADIUS servers if
the primary server is unreachable or unavailable, user filtering so that only a subset of RADIUS
users is given permission to use the Mobility network, and packet signing for security against man-
in-the-middle attacks.



NetMotion Mobility is also fully compatible with network address translators (NATs), allowing
users to connect securely on either side of the corporate firewall. Our Roamable IPSec™ technology
allows WLAN or WWAN users to seamlessly roam while maintaining an authenticated, secure
connection—no other vendor allows for seamless roaming and application session persistence with
IPsec in and across any network infrastructure.



Authentication



Mobility supports native authentication with RADIUS, NT domains, Active Directory, Kerberos, PKI,
and workgroup-level authentication without extra configuration or setup. Devices running on the
Windows 9x or CE operating system use NTLMv2 authentication (natively, these operating systems
only support the weaker NTLMv1 or LANMan authentication, respectively). With integrated, single
sign-on authentication, mobile workers use their standard Windows logon credentials to authenti-
cate with their network over NetMotion Mobility. Signing the Diffie-Hellman key exchange param-
eters between the server and client prevents man-in-the-middle attacks.



Encryption



NetMotion Mobility can encrypt data transmitted between the NetMotion Mobility Server and the
NetMotion Mobility Client. There are five possible levels of encryption using three different encryp-
tion algorithms: none, 56-bit DES, 112-bit DES (triple-DES), 128-bit Twofish, and 128-bit AES. Encryp-
tion can be configured globally or on a per-user basis.



Third-party security compatibility



The security features in NetMotion Mobility can be deployed in many different ways, using one or
both of the following:



! Securing data transmitted over a wireless link
! Securing the wired network from unauthorized wireless access



In other words, if there are other security measures already in place, using the security features in
NetMotion Mobility is not required.



The Roamable IPSec™ technology in NetMotion Mobility allows WLAN or WWAN users to
seamlessly roam while maintaining an authenticated, secure connection—no other vendor allows
for seamless roaming and application session persistence with IPSec in and across any network
infrastructure.



Management



With NetMotion Mobility, a system administrator can configure and manage remote connections,
troubleshoot remote connection problems, and gather metrics and statistics about the server and
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mobile devices (there are over 100 cumulative statistics for all connections, and over 100 per connec-
tion, including battery life and operating system).



An optional browser-based remote management interface allows administrators to do their moni-
toring from any secure web browser connection.



System architecture
Now that you know what NetMotion Mobility can do for you, let’s take a look at how the technology
works.



The illustration below shows how NetMotion Mobility uses the UDP protocol as a transport to
provide a reliable, wireline TCP connection between a mobile device running NetMotion Mobility
Client and an application server on the wired network.



The Mobility connection between the mobile device and the server transmits all traffic via the UDP
protocol, instead of TCP. All application data transmitted between the mobile device and server is
encapsulated into a single, optimized UDP tunnel. The NetMotion Mobility system automatically
compensates for differences between wireline and wireless networks by adjusting frame sizes and
protocol timing to reduce network traffic. This is important when bandwidth is limited or when
battery life is a concern. In some network environments, Mobility may provide better performance
than transports that are not mobile-aware.



The session maintenance features in the Mobility software on the mobile device allow the wireless
device to maintain application sessions when it goes out of range or suspends operation, and to
resume the sessions when it returns to service, without user intervention.



The Mobility system does not require replacement or modification of the existing operating system’s
TCP/IP stack. All components of your operating system are left in place, allowing you to apply
system upgrades as they become available without having an impact on the Mobility software
functionality. NetMotion Mobility supports Windows networking using NetBIOS over TCP/IP to
give users access to mapped Windows networking drives and printers.
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If the connection between the mobile device and wireless LAN or WAN is interrupted, the Mobility
server causes the application to pause its transmission of data (packets) until the connection is re-
established. When the mobile device begins communicating again, the Mobility server automatically
resumes sending and receiving data between the device and the network server right where things
left off before the interruption.



In addition to encrypting wireless data transmitted between the Mobility client and server, the
Mobility server can also be deployed to strengthen data security with a basic firewall function that
gives only authenticated devices access to the enterprise’s network.



Quarantining devices or users



IT managers can “quarantine” Mobility users or devices for security reasons (for example, to prevent
lost or stolen devices from gaining access to their network), or for testing. When a device is quaran-
tined, it cannot be used to connect to a Mobility server. Existing connections are not terminated, but
the user or device is unable to establish a new connection. A quarantined user is also unable to
connect with any Mobility client.



2. Acting on behalf ofthe mobile device, the
Mobility server opens communication with
the LAN server. The LAN server lets the
user log on and communication proceeds
between it and the Mobility server over the
LAN: the LAN server thinks it is communi-
cating with a wired PC, not a mobile device.



1.  The wireless user running NetMotion
Mobility Client on a mobile device starts an
application that requires a connection to a
server on the network.  The request is sent
to an access point (WLAN or WWAN) via
radio signals, and then is relayed to the
NetMotion Mobility Server.



1



2
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System components
The NetMotion Mobility software can be installed in less than an hour on new or existing wireless
networks—LAN or WAN—typically without modifying your network.



NetMotion Mobility Server



The NetMotion Mobility Server software includes several applications and system-level services
that run on a server inside the enterprise, service provider, or carrier network:



NetMotion Mobility Client



The NetMotion Mobility Client software works transparently with operating system features. It
runs on any device running the Windows CE (including Pocket PC), Windows 98, Windows 2000, or
Windows XP operating system and has the following components:
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Technical specifications



Supported mobile device platforms



Pocket PC



Pocket PC 2002, 2003



Windows CE 3.0



Windows 2000



Windows XP Professional



Windows 98



Mobility features



NetMotion Mobility subnet roaming



NetMotion Mobility InterNetwork Roaming™



Compatible with Mobile IP



Supported server platforms



Windows NT 4.0



Windows 2000



Authentication



Kerberos



Microsoft Active Directory



Microsoft NTLM



PKI



RADIUS



Compatible with Cisco LEAP



Public Key Exchange



Diffie-Hellman (1024-bit key)



ECC Diffie-Hellman (128-bit key, 256-bit curve)



Supported encryption schemes



AES (128-bit)



Twofish (128-bit)



3DES (112-bit)



DES (56-bit)



WP2019  9/03



VPN compatibility



PPTP



L2TP



IPSec



Cisco



Nortel



Wireless LAN compatibility



802.11a



802.11b (Wi-Fi)



802.11g



HomeRF



Wireless WAN compatibility



CDPD



GPRS



GSM



EDGE 1 & 2



UMTS



W-CDMA



CDMAone (IS-95A & IS-95B)



CDMA2000 (1xRTT & 1xEV-DO)



802.11b hotspots



Wireless PAN



Bluetooth



IrDA



NAT support



All



Wired LAN/WAN



Ethernet



Dial-up (circuit-switched)



ISDN



DSL



Cable modem
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