Attachment 1
Blanket Contract # 0000002480va1
Modus Technology, Inc.

City of Seattle

Microfilming, Scanning, Indexing and Web Hosting 

Scope of Work

Services provided to City Departments are in accordance with the terms and conditions of City of Seattle Request for Proposal #DPD-2357, a competitive solicitation.  The contractor shall provide all of the types of the services described below.  

1. DOCUMENTS
1A. Document Pick Up and Delivery:  

1A.1 
Transport all documents, media and microfilm in a secured, enclosed vehicle.

1A.2
Provide daily pick up and delivery, unless otherwise agreed upon by both parties. 
1A.3
For scanning documents, provide a turnaround time of no more than five working days, for digital images, with the ability to recall a single document in a shorter time frame.

1A.4  
Should a City Department need the files that are at the Vendor’s place of business, the Vendor shall fax or deliver the documents as needed within 1 business day.  

1A.5
For routine microfilming, provide a turnaround period of twenty (20) working days for original documents unless another time is agreed upon.  Documents shall be returned within 1 business day or as agreed upon turnaround period.

1A.6
For specific microfilm projects, the turnaround time shall be negotiated on a case by case basis.    

1A.7 
Original files will be delivered back to the Ordering City Department.  

1B. 
Document Retention:  At the request of the City Department, physical documents will be stored at a secure site and will be able to destroy documents per the City’s Retention Schedule (to be provided by City Department).
1C. 
Preparation of Files:  If requested, prepare files for scanning or filming without harming originals and return in the original order
1D. 
Document Storage:  When not in production, documents shall be locked and secured by a monitored alarm system at the Vendor’s facility.
1E.  
Ownership:  The city retains exclusive ownership of all documents, in hardcopy or electronic format.  No city document may be disclosed or transferred to another agency without permission of the data owner.  

2.  MICROFILMING
2A. Quality Control:  

2A.1   Vendor will perform quality control on the microfilmed images.  These measures include a spot check of various frames on the film to insure clarity.  The roll of film is checked for proper resolution and density readings that meet or exceed State standards.  

2A.2 All microfilm service needs to pass State Archive Requirement or be redone at expense of vendor.

2C. Silver Duplicate Roll:  

2C.1   Vendor will create a silver duplicate roll for archival storage, unless other method is approved by the state.  

2D Jackets and Jacketing:  

2D.1  Insert microfilm into microfiche jacket with indexing as specified by each City Department.
3. SCANNING & INDEXING

3A.
Service:  

3A.1
Provide scanned images electronically to City Department (on CD as multi page tiff or other acceptable format) accompanied by simple delimited text index file.

3A.2
Provide output in PDF, TIF, JPEG, or GIF.  The vendor will recommend the format when the specific work is requested and at that time they will also provide the information.  The vendor will normally use the most current version of the selected format unless the city requests a different format.

3A.3
Provide with OCR when requested.

3A.4
Provide PDF file conversions including hidden text applications.

3A.5
Provide indexing & coding services.

3B
Quality Control:  

3B.1
Provide large format document scanning up to 42” at 300 or better dpi resolution.  

4. WEB HOSTING OF CITY OF SEATTLE DATA

4A.
Change Control Process:  

4A.1   Data hosted off site must be accessible 100% of the time and any downtime planned or unplanned must be coordinated. The total system availability should exceed 98% including all planned and unplanned downtime.  City of Seattle should be involved in and informed of any operational changes made that affect access to the data.  That includes but is not limited to:

· Migration, upgrades or other changes to the server that require downtime or a server reboot must be coordinated at least 10 working days in advance.  Security patches and other emergency requirements can be coordinated with less notice but a designated City Staff Member must be contacted prior to rebooting the server.

· A designated City Staff Member must be notified within 30 minutes of an unplanned outage and must be given an estimated recovery time or hourly status updates until the recovery time is known.  

· There must be a formal process for a designated City Staff Member to request or terminate access for a staff member.  Requests made to add or terminate access should be completed within 1 working day of the request.


4B
Single Sign on and Security 

 4B.1
If the vendor is hosting several different projects, there should be a single sign on per user.  Once the user signs on, they should be provided access only to the libraries or volumes of data for which the City has explicitly been given permission.  Also, there should be privilege levels and individuals should only have rights to the least privilege. Privileges include read, print, modify index fields, and delete documents from the library.  Most users will only have read and print access.  Only specifically designated users will be able to update indexes or delete documents. 


4C
Back up and Recovery
 4C.1
All documents and meta-data will be backed up every 24 hours at the vendor site.  Back up information will be stored in a different location from the computer center where the hosting servers are located.  If restoral of data is required, the vendor will be notified and the data will be restored within one business day.

4D 
Website Vulnerability testing 

4D.1 
Vulnerability testing may not exist today, but may be required of the vendor in the future.  If awarded a contract, the Vendor must be willing to submit their application for security vulnerability testing and correct any significant defects sighted by the Chief Information Security Officer.  The City of Seattle has a requirement to ensure that all websites hosting city-owned data must pass a formal vulnerability test by a Demand Application Security Testing Company and provide a test report for the City of Seattle Chief Information Security Officer to review. The City may request that this testing is completed by a vendor of their choosing and the vendor must provide the application code and access to the application for testing on a test site.
4E 
Information Systems Security Policy
4E.1
The vendor must comply with the Information Systems Security Policy as described in the following document:  http://www.seattle.gov/informationsecurity/pdf/ISSP-Web.pdf
4E.2
If the City determines that it wishes to terminate hosting with the Vendor, the vendor must provide the documents and metadata as an exportable format that can be recovered into an Oracle database and used.

4E.3
If the Vendor is at fault for a disclosure of Personally Identifiable Information that is covered by state statutes and requires filing of a Breach Report, then the vendor will bear all costs related to the filing or the Breach Report and any resultant actions to correct damage done to individuals whose personal data has been compromised.
5. QUOTE PROCESS
At the sole discretion of the City, Departments may request a single quote or multiple quotes from vendors for a specific requirement that does not vary the essential identity of main purpose of the scope and contract. Request for quotes may be placed by email, fax or by telephone.
Orders may be placed with vendors selected based on requirements that best meets the needs of the ordering department. 

6. PRICING:    Please see price list, Attachment 2 for Microfilm/Scanning & Indexing and Attachment 3 for Web hosting. 
7. PAYMENT TERMS:  Net 30
8. BILLING:  Each City department will be billed separately by invoice
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