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Category 3:  Data Communications, Network LAN/WAN Design, Development, Implementation, Technical Support, Monitoring and Maintenance

Environment
· Internet applications including E-mail (Groupwise), FTP, Domain Name Services

· Communications protocols include TCP/IP, IPX/SPX, SDLC, and HDLC

· Server platforms include Novell NetWare 4.x,5.x, Microsoft NT/Win 2000 server and UNIX

· LAN and WAN manager systems include CA Unicenter TNG, Insight Manager, Novell ManageWise, Nortel, Optivity, Cisco works, Sun net manager, HP Open view, Netview/6000, SMS and Sniffer

· Router switch and hub products for Cisco and nortel

· Various firewall, VPN and Proxy services

· Communications services include remote dial-in, VPN, Metaframe, ISDN, DSL, fiber optics, T1, T3, frame relay, wireless, microwave satellite


Typical Work

· Perform service design, configuration, installation and technical support

· Provide LAN/WAN design, installation, operations, maintenance and technical support.

· Provide Intranet and Internet web server, design, installation, operations, maintenance, and technical support

· Perform network monitoring, measuring, tuning, trouble shooting, and problem diagnosis

· Research, install and monitor network management tools

· Develop action plans based on results of network management tools

· Research, engineer, install, configure, operate and maintain a wide variety of network configurations and equipment.

· Develop and maintain a network security plan.

· Perform research and development activities on upgrades, new and prototype communication products and services to determine feasibility of use in IT environment

· Install, configure, and troubleshoot routers, switches and hubs.

· Provide a wide rage of communications infrastructure & security services to include but not limited to PDC, BDC, DHCP, DNS, RAS, Q of S, Web access, metaframe, GroupWise E-mail, firewall, VPN, proxy services, microwave, wireless, Metricom, CPPD, paging, cell phone, PDA, network appliances, intrusion detection, virus protection, etc.

· Engineer, configure, operate and trouble shoot a cable infrastructure that consists of wired, wireless and fiber optic components

· Provide network server administration services

· Prepare network infrastructure drawings, document network infrastructure recommendations

· Diagnose and resolve building premise wiring problems 

· Provide LAN/WAN network topology support, configuration and maintenance 
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Note: platforms in italics are legacy 



and may be phased out early in the life of the contract


