
HOME COMPUTER SECURITYHOME COMPUTER SECURITY

A Workshop by the Seattle
Office of Information Security

Whatever problems you may be having with computer security, 
I can assure you that mine are far greater.

- With apologies to Albert Einstein



THIS IS PART OF A SERIESTHIS IS PART OF A SERIES
• Infosec 101: Web and e-mail self defense 

techniques
• Infosec 102: Home computer security
• Infosec 103: Home network security



HOW THIS PRESENTATION WILL HOW THIS PRESENTATION WILL 
GOGO

• Introductions to the OIS
• Vocabulary
• Examples and scary stuff
• Web and e-mail self-defense
• Break
• Computer controls

• Anti-Virus
• Patching
• Firewalls
• Browser configuration



TODAY YOU WILL LEARNTODAY YOU WILL LEARN
• A bit about what we do at the City
• The Who, What, Why and How of 

Attacks Against
– Your Computer
– Your Money
– Your Privacy

• Controls to implement on your home 
computers

• How to fight back



OFFICE OF INFORMATION OFFICE OF INFORMATION 
SECURITYSECURITY

• Cross-department function
• Citywide IT governance
• Policies, standards, procedures
• Network security
• Desktop security
• Awareness and outreach
• Security monitoring
• Incident response



• H/R Records
• Constituent Data
• Business License Information
• Justice Information
• Cardholder Data
• Critical Infrastructure
• Brand Value

WHAT INFORMATION DOES WHAT INFORMATION DOES 
LOCAL GOVERNMENT PROTECT?LOCAL GOVERNMENT PROTECT?

Add Public Disclosure, E-Discovery, Shake Well



WHY ARE WE DOING THIS?WHY ARE WE DOING THIS?
• The more we all know about 

computing hygiene at home, the safer 
we’ll all be

• It’s part of the mission of the Office of 
Information Security

• We really don't want anyone losing 
their bank accounts



USEFUL TERMSUSEFUL TERMS
• Threat: something that could go wrong
• Vulnerability: susceptibility to attack
• Exploit: leveraging a vulnerability to 

realize threat (noun and verb)
• Impact: consequence of the threat
• Risk: product of threat probability and 

impact
• Zero-day exploit: one for which no fix 

exists



A FEW MOREA FEW MORE

• Adware: generates advertising 
messages

• Spyware: tracks online activity
• Malware: general term
• Trojan: program that lies in wait on your 

computer
• Rootkit: method of hiding malware
• Botnet: collection of compromised computers 

under central command and control



The 

Cartoon 

Botnet



VULNERABILTY EXAMPLEVULNERABILTY EXAMPLE
US-CERT Current Activity
Adobe Flash Player Vulnerability
Original release date: May 27, 2008 at 6:44 pm
Last revised: May 27, 2008 at 6:44 pm

US-CERT is aware of public reports of a vulnerability in Adobe Flash 
Player. By convincing a user to open a specially crafted Flash file, a 
remote, unauthenticated attacker may be able to execute arbitrary 
code.

Public reports indicate that this vulnerability is being actively exploited.  
To help mitigate the risks, US-CERT encourages users to implement 
best security practices as described in the Securing Your Web Browser 
document.

US-CERT will provide additional information as it becomes available.



THREAT EXAMPLETHREAT EXAMPLE
US-CERT Current Activity
United States Tax Court Spear-Phishing Attack
Original release date: May 15, 2008 at 3:15 pm
Last revised: May 15, 2008 at 3:15 pm

US-CERT is aware of public reports of a spear-phishing attack circulating 
via email messages that claim to be petitions from the US Tax Court. 
These messages appear to be legitimate because they may contain 
very specific information about the message recipient. The message 
requests that the user follow a link to download additional information 
about the petition, but if a user clicks on this link, malicious code may 
be installed on the system.



POTENTIAL IMPACTSPOTENTIAL IMPACTS
• Nuisance – SPAM, Adware, slow 

computer
• Cost: Computer Cleaning Software, 

Technician Time, New Disk (or 
Computer!)

• Disclosure of financial or other 
passwords

• Loss of privacy; threat to safety



– “Willie Sutton used to 
say he robbed banks 
because that’s where 
the money is.  The 
same applies today to 
crooks and the 
Internet.”

Keith Lordeau
FBI, Special Agent

WHAT'S THE MOTIVE?WHAT'S THE MOTIVE?



• This is a BUSINESS
• Profit maximization
• Low Risk
• Global market access

• Home base in weak states
• Safe haven for international ops
• Added protection from law 
enforcement: “jurisdictional arbitrage”

• The Internet is anonymous

ORGANIZED CYBERCRIMEORGANIZED CYBERCRIME



• Cybercrime is worth $105 billion/year
• More lucrative than the drug trade
• Well-resourced, professional developers
• “Industry” groups, coding contests
• A zero-day exploit is worth $100K

THE PROBLEM IS HERE TO STAYTHE PROBLEM IS HERE TO STAY

“If you rob a 7-11 you’ll get much harsher punishment 
than if you steal millions online.” 

- David DeWalt, CEO McAfee



• Email threats decline while malicious web 
content grows
• More trojans, fewer “viruses”
• Malware types differ according to location

• >30% of all malware is now written in 
China, most of it taking the form of 
Trojans used for gaining a backdoor into 
users' computers.

TODAY'S LANDSCAPETODAY'S LANDSCAPE



Malware writers earn more than legitimate 
technology jobs in some parts of the world.

In China, 43 per cent of IT graduates are 
unemployed, and hacker "training" web 
sites are creating a pool of effective 
malware authors and paying them like a 
legitimate business.

Source: Computing Magazine, 2-26-08

LACK OF IT JOBS DRIVING IT LACK OF IT JOBS DRIVING IT 
PROS TO MALWAREPROS TO MALWARE



EXAMPLESEXAMPLES



• You have received a card from an admirer!
• Yassar Arafat’s Wife: Nigerian 419 scams
• Become an EBay Powerseller!
• Your card was used in Bulgaria
• Saddam Hussein Found Alive!
• Check out this video of the lunar eclipse!

EE--MAIL ATTACKSMAIL ATTACKS



• Can exploit vulnerabilities on your computer just 
by visiting
• Usually deploy adware and spyware
• Golf site, gambling site – it doesn't matter
• Russian (and other) kits available to equip 
websites with deployment functionality: $999.00
• 285,000,000 clicks to compromised sites every 
month
• Newer payloads are keystroke loggers

HOSTILE WEBSITESHOSTILE WEBSITES



•
DRIVEDRIVE--BY DOWNLOADBY DOWNLOAD



• Bad decisions on the part of the user
• Vulnerable computers
• Readily-available exploits

WHAT MAKES THESE ATTACKS WHAT MAKES THESE ATTACKS 
WORK?WORK?





Have a stretch… 
back in 10 minutes

LET'S TAKE A BREAKLET'S TAKE A BREAK



• Awareness and good decisions
• Manage your passwords
• Anti-virus/anti-spyware software
• Patches and updates
• “Personal” firewall
• Secure browser configuration
• Consider encryption (advanced)
• Make backups!

LAYERED CONTROLSLAYERED CONTROLS



• Learn to recognize attacks
• Know what's happening today

• www.us-cert.gov
• www.secunia.com
• www.securitytracker.com
• www.theregister.com

BE AWAREBE AWARE



–Be very cautious about unexpected 
email, especially if it has an attachment

–Don’t follow links that you aren’t sure 
about – or surf dangerous sites

–Don’t open executable attachments 
(.exe, .com, .scr) or any attachment you 
weren’t expecting (even if it’s from a 
friend)

BE SUSPICIOUSBE SUSPICIOUS



–Know the types of activities to avoid
–Check for the lock symbol if you are 

disclosing confidential information
–Know what your kids are doing online –

make rules
–Watch for symptoms

• Computer slow to start or shut down
• Applications lock up

BE ALERTBE ALERT



–Use at least 8 characters
–Think of a “Pass Phrase”
–Use mix of numbers, letters (upper and 

lower case) and non-alphanumeric 
characters: $ # @ ! * &
Example: The pass phrase, “I hate to 

be late” would look like: Ih82BL8!

PASSWORD MANAGEMENT: PASSWORD MANAGEMENT: 
FINANCIAL SITESFINANCIAL SITES



–On First Login, Set up a Password So 
Complex You Will Never Remember

–Each Time You Return, Have Your 
Password E-Mailed To You

–On Login, Change it to Something You 
Will Never Remember

PASSWORD MANAGEMENT: PASSWORD MANAGEMENT: 
OCCASIONAL SHOPPING SITESOCCASIONAL SHOPPING SITES



–Lower Risk than Financial or Shopping
–Substitute 2-3 Numbers for Letters 

Inserted Into a Word: N0v3mb3r
–Change Routinely

PASSWORD MANAGEMENT:PASSWORD MANAGEMENT:
EE--MAIL SITESMAIL SITES



–Keeping your computer patched
–Anti-virus and anti-spyware programs
–Use a firewall
–Browser configuration
–Make backups
–Consider the use of encryption

TECHNICAL CONTROLSTECHNICAL CONTROLS



–Updating vulnerable applications and 
operating system components

–Use a tool to see what needs to be 
patched (secunia.com has a good free 
one)

–Make sure “Automatic Updates” is 
turned on!

PATCHINGPATCHING



AUTOMATIC UPDATESAUTOMATIC UPDATES



–Subscription-based service
–Use on-access AND weekly sweeps
–Use “signatures” to detect attempts at 

exploiting vulnerabilities
• McAfee
• Norton/Symantec
• Webroot Spysweeper
• AVG

ANTIANTI--VIRUS AND ANTIVIRUS AND ANTI--SPYWARESPYWARE



VERIFYING ANTIVERIFYING ANTI--VIRUSVIRUS



VERIFYING ANTIVERIFYING ANTI--VIRUSVIRUS



–One comes with XP/Vista
–Will block attempts to send packets to 

your computer
–Others

• Norton Internet Security/Norton 360
• Zonealarm Internet Security Suite
• Kaspersky Internet Security

PERSONAL FIREWALLPERSONAL FIREWALL



MICROSOFT FIREWALLMICROSOFT FIREWALL



Set up Internet 
security zone and 
use custom settings

BROWSER CONFIGURATION: BROWSER CONFIGURATION: 
SECURITYSECURITY



Set to prompt for 
Active-X controls

BROWSER CONFIGURATION: BROWSER CONFIGURATION: 
SECURITYSECURITY



Privacy settings are 
all about cookies.

BROWSER CONFIGURATION: BROWSER CONFIGURATION: 
PRIVACYPRIVACY

http://images.google.com/imgres?imgurl=http://www.girlscoutslolc.org/images/c_shortbread.bmp&imgrefurl=http://www.girlscoutslolc.org/Product_Sales/2007/P_GSCS_Customer.htm&h=430&w=451&sz=570&hl=en&start=7&tbnid=cIN-52XPKHlC0M:&tbnh=121&tbnw=127&prev=/images%3Fq%3Dgirl%2Bscout%2Bcookies%26gbv%3D2%26hl%3Den


–One for routine surfing – expect it to be 
attacked

–Another for financial transactions
• Mozilla, Opera, etc.
• Be fastidious about keeping it 

updated
–A “clean” computer in the house is even 

better

USING TWO BROWSERSUSING TWO BROWSERS



–Critical questions to ask:
– What files?
– How often?
– What media?
– Store where?
– How long?

BACKUPSBACKUPS



–Make copies of important information on 
CD or DVD (external drives work well)

– Backup frequency depends on how 
often the information changes

– Put a reminder on your calendar
– Home: store in a safe if you have one
– If it’s your business, invest in backup 

software and store off-site

BACKUPS BACKUPS -- SUGGESTIONSSUGGESTIONS



–Disconnect from all networks
–Back up important files
–Spysweeper and A/V will find many 

trojans, keystroke loggers, etc.
–Special applications to find rootkits

• PCTools (.com)
• RootkitRevealer

IF YOU THINK YOU'VE BEEN IF YOU THINK YOU'VE BEEN 
HACKEDHACKED



– If you have a sample, upload it to 
virustotal.com

–Scan backup files before restoring
–CHANGE ALL PASSWORDS!

IF YOU THINK YOU'VE BEEN IF YOU THINK YOU'VE BEEN 
HACKEDHACKED



–Organized crime is rampant on the 
Internet, and will not go away

– In order to avoid being a victim:
• Know they're out there, and be wary
• Keep your computer and applications 

patched, or updated
• Use a set of layered technical 

controls

LET'S SUMMARIZELET'S SUMMARIZE



Threat and vulnerability information
- www.theregister.com/security
- www.secunia.com
- www.cnet.com

Mailing Lists
- www.seattle.gov/informationsecurity
- www.us-cert.gov

MORE INFORMATIONMORE INFORMATION



US-CERT Computer Virus Resources http://www.us-cert.gov/other_sources/viruses.html

Before You Connect a New Computer to the Internet
http://www.us-Cert.gov/reading_room/before_you_plug_in.html

Home Network Security http://www.us-cert.gov/reading_room/home-network-security/ 

Home Computer Security http://www.us-cert.gov/reading_room/HomeComputerSecurity/ 

Understanding Firewalls http://www.us-cert.gov/cas/tips/ST04-004.html 

Good Security Habits http://www.us-cert.gov/cas/tips/ST04-003.html

Continuing Threats to Home Users http://www.us-cert.gov/cas/alerts/SA04-079A.html 

Windows Update http://windowsupdate.microsoft.com/ 

Protect Your PC http://www.microsoft.com/security/protect/default.asp

Increase Your Browsing and E-Mail Safety 
http://www.microsoft.com/security/incident/settings.mspx

FURTHER READINGFURTHER READING



Anti-Virus and Spyware Vendors
- www.webroot.com
- www.mcafee.com
- www.symantec.com
- www.kaspersky.com
- www.trendmicro.com

STILL MORE INFORMATIONSTILL MORE INFORMATION



City of Seattle
Office of Information Security

ois@seattle.gov

IF ALL WENT WELL, WE HAVE IF ALL WENT WELL, WE HAVE 
TIME FOR QUESTIONSTIME FOR QUESTIONS
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