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REQUEST FOR INFORMATION

Finance and Administrative Services Treasury Division is seeking marketplace knowledge for consultative services for PCI compliance subject matter expertise.

Submittal Schedule 
Table 1: Schedule
	Event
	Date

	City posts Request for Information
	Friday, 9/4/2015

	Q&A  Conference – OPTIONAL:  (Seattle Municipal Tower, Room 4090, 3pm-4pm)
	Thursday, 9/10/2015

	Questions--UNTIL
	Monday, 9/14/2015

	Submit your Response 
	Friday, 9/18/2015





The City reserves the right to modify this schedule at the City’s discretion.  
Notification of changes will be posted on the City website or as otherwise stated.


Point of Contact:
Nicholas Ziesmer
Nicholas.Ziesmer@seattle.gov
206-727-8433

Table 2: Delivery Address
	US Post Office - Mailing Address


	Fed Ex & Hand Delivery - Physical Address



	Nicholas Ziesmer
FAS Treasury
700 Fifth Avenue STE 4250
PO Box 34214
Seattle, WA 98124-4669


	Nicholas Ziesmer
FAS Treasury
Floor 42 Reception Desk
700 Fifth Avenue
Seattle, WA 98124



	
	



1. [bookmark: _Toc292443390]Purpose and Background

Introduction 
The City of Seattle is a Level 1 Payment Card Industry (PCI) compliant organization. As part of an ongoing compliance effort, the City engages with a PCI Qualified Security Assessor (QSA) annually to determine the City’s compliance with the PCI Data Security Standard (PCI-DSS).

The City seeks to engage with a consultative services firm for assisting in the interpretation of the PCI-DSS, conducting internal self-assessments of compliance, and working to sustain PCI compliance at the City.

The purpose of the engagement is to identify PCI Subject Matter Expert (SME) consultants who can enhance understanding of the PCI-DSS as it applies to the City, build awareness of PCI compliance requirements, establish higher levels of operational excellence for the PCI program, and facilitate the City’s engagement with and responses to the QSA during the annual assessment process.

The ultimate vision is to refine the existing PCI compliance program to enhance agility and adapt to changes in the PCI-DSS, develop a more rigorous self-assessment process to identify compliance concerns proactively, and to aligning sustainment efforts spanning multiple overlapping compliance frameworks.

Defined PCI consultant services desired at the time of this RFI include
	Desired Service Description

	Receive guidance on PCI DSS requirements

	Review and enhance existing documentation of processes, procedures and systems

	Advise on hardening physical and logical components of the Cardholder Data Environment (CDE)

	Refine existing policies and procedures to support ongoing PCI compliance efforts

	Assist in developing training materials to support increased awareness of PCI compliance

	Enhance project and program management methodologies to support ongoing compliance efforts

	Observe and validate compliance controls

	Develop compensating controls as needed



[bookmark: OLE_LINK1][bookmark: OLE_LINK2]At the time of this RFI the requirements are not fully gathered and the marketplace offerings are not fully understood.  The RFI will assist in the project team’s familiarization of the marketplace offerings.  As part of this RFI process, there will be a Questions & Answers (Q&A) conference.  The responses submitted will be reviewed by the project team.

The vendor must prepare and submit a written response to this RFI as outlined below in the section called “Response Format.”

Budget and Future Consultant Contract Opportunity
There are funds set aside to support the PCI compliance program once the team decides to pursue next steps, which may include a solicitation for services.
 
Alert
This RFI may shape the functional and technical requirements for a PCI SME consultative services solicitation.  The program team intends to initiate a competitive solicitation process after deciding on a direction; the solicitation could heavily reflect one or more responses.  Interested responders should participate to ensure their ideas are considered to the extent they wish to shape the program’s direction.

Response Disposition 
This RFI is not a selection process for a technology or consultant contract. It is only to provide ideas/solutions which the program team may use in helping develop an RFP for the consultative services solicitation.



2. [bookmark: _Toc292443396]Instructions 
[bookmark: _Toc521141113][bookmark: _Toc524484956][bookmark: _Toc524754143][bookmark: _Ref525440530][bookmark: _Ref525440556][bookmark: _Toc526492388][bookmark: _Toc528557443][bookmark: _Toc529153503][bookmark: _Toc30899403]Q &A Conference
The City has scheduled an optional Q&A conference at the time, date and location in page 1.  Respondents are encouraged to attend, but not required to attend.  The meeting answers questions, begins a discussion, and can address issues.  
[bookmark: _Toc521141117][bookmark: _Toc524484959][bookmark: _Toc524754146][bookmark: _Toc526492391][bookmark: _Toc528557446][bookmark: _Toc529153506][bookmark: _Toc30899404]
Questions
Respondents can freely submit written or verbal questions to the Point of Contact designated on page 1. 
[bookmark: _Toc524484961][bookmark: _Toc524754148][bookmark: _Ref525440624][bookmark: _Ref525440637][bookmark: _Toc526492393][bookmark: _Toc528557448][bookmark: _Toc529153508][bookmark: _Toc30899406]
Receiving additional information
The City Project Manager, or designee, will post up any new information gained as a result of questions, which may be of interest to all respondents.  The City will post that information on the same Seattle Consultant portal.

Hard Copy Submittal or Email Submittal
1. The City seeks responses by the date and time on page 1.  The City can accept late responses since this is not a formal competition.  However, the City prefers all responses received on the desired date, in order to review and consider all of them equally.

2. Please number your pages sequentially and closely follow the requested formats.

3. The City does not have page limits. 

4. Hard-copy responses should be in a sealed box or envelope addressed to the Point of Contact. The Submittal may be hand-delivered or otherwise be received by the Point of Contact at the addresses provided on page 1.  Please use no plastic or vinyl binders or folders.  The City prefers simple, stapled paper copies. If a binder or folder is essential due to the size of your submission, you should use fully 100% recycled stock.

5. The City allows, prefers, and will accept an electronic submittal, in lieu of a paper submittal.  The electronic submittal is e-mailed to the Point of Contact designated on page 1.  Title the e-mail clearly so it won’t be lost in an e-mail stream (Subject=PCI Consultative Services RFI Response by <firm name>). The City e-mail system will allow documents at least 18 Megabytes in size (depending on how much text is in the E-Mail itself).
[bookmark: _Toc524484966][bookmark: _Toc524754153][bookmark: _Toc526492398][bookmark: _Toc528557453][bookmark: _Toc529153513][bookmark: _Toc30899411]Cost of Preparing Submittals
The City will not be liable for any costs incurred by the Respondent to prepare, submit, and present Submittals, perform interviews and/or demonstrations.
[bookmark: _Toc521141126][bookmark: _Toc524484973][bookmark: _Toc524754160][bookmark: _Toc526492402][bookmark: _Toc528557457][bookmark: _Toc529153517][bookmark: _Toc30899415]Proprietary and Confidential Material
By submitting a response, the Respondent agrees that the City of Seattle and its member agencies may copy and distribute the response, in whole or in part, for the purpose of facilitating the review of the response. The Respondent consents to such copying by submitting a response and warrants that such copying does not violate the rights of any third party.

Requesting Disclosure of Public Records
The City asks interested parties to withhold public disclosure requests until the City completes deliberation. This is intended to shelter respondent materials for a period of time.  However, responses will eventually be public information and the City will respond to public record requests as required by State Law.

Marking and Disclosing Material.
Washington’s Public Records Act (Release/Disclosure of Public Records)

Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all materials received or created by the City of Seattle are public records.  Washington’s Public Records Act requires that public records must be promptly disclosed by the City upon request unless a judge rules that RCW or another Washington State statute exempts records from disclosure.  Exemptions are narrow and explicit and are in Washington State Law (Reference RCW 42.56 and RCW 19.108).  

Respondents should be familiar with the Washington State Public Records Act and limits of record disclosure exemptions.  For information, visit the Washington State website.

If you believe records you submit to the City as part of your response or work product are exempt from disclosure, you may request the City not release such records until the City notifies you about the pending disclosure.  

The City will not withhold materials from disclosure because you mark them with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  Identify no entire page as exempt unless each sentence is within the exemption scope; instead, identify paragraphs or sentences that meet the specific exemption criteria you cite in your submittal. Only the specific records or portions of records properly listed in your submittal will be protected and withheld for notice.  All other records will be considered fully disclosable upon request. 

If the City receives a public disclosure request for any records you have properly listed, the City will notify you in writing of the request and postpone disclosure, providing sufficient time for you to pursue an injunction and ruling from a judge.  While it is not a legal obligation, the City, as a courtesy, allows up to ten business days to file a court injunction to prevent the City from releasing the records (reference RCW 42.56.540).  If you fail to obtain a Court order within the ten days, the City may release the documents. 

By submitting, the respondent acknowledges the obligation to identify such records within the response and that the City has no obligation or liability to the Respondent if the records are disclosed.

Ethics Code
Please familiarize yourself with the City Ethics code.  Attached is a pamphlet for Consultants, Customers and Clients.  Specific question should be addressed to the staff of the Seattle Ethics and Elections Commission at 206-684-8500 or via email: (Executive Director, Wayne Barnett, 206-684-8577, wayne.barnett@seattle.gov or staff members Kate Flack, kate.flack@seattle.gov and Mardie Holden, mardie.holden@seattle.gov).



No Gifts and Gratuities
Respondents shall not directly or indirectly offer anything (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work, or meals) to any City employee, volunteer or official, if it is intended or may appear to a reasonable person to be intended to obtain or give special consideration to the Consultant.  An example is giving sporting event tickets to a City employee on the evaluation team of a solicitation to which you submitted. The definition of what a “benefit” would be is broad and could include not only awarding a contract but also the administration of the contract or evaluating contract performance.  The rule works both ways, as it also prohibits City employees from soliciting items from Consultants.  Promotional items worth less than $25 may be distributed by the Consultant to City employees if the Consultant uses the items as routine and standard promotions for the business.
 
Involvement of Current and Former City Employees
The City Ethics Code has limits as to involvement of current or former City employees, official or volunteer, that is working or assisting in your response.  Become familiar with those requirements.  For questions, contact the Ethics and Elections Office (see contacts above).

No Conflict of Interest
Respondents (including officer, director, trustee, partner or employee) must not have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluating Consultant performance. The City shall make sole determination as to compliance.  


3. [bookmark: _Toc292443397][bookmark: _Toc521141123][bookmark: _Toc524484970][bookmark: _Toc524754157]Response Format
Please submit response as described below.

1. Letter of interest that includes a very clear designation of any materials you believe fall within the exemptions for public record disclosure.

2. Write a concise paper to describe your ideas for the PCI Consultative Services solicitation.  Ideas may include PCI compliance sustainment methodologies, typical skill sets of PCI consultants, control validation philosophies and approaches, training program curricula, policy and procedure development approaches, or others.

3. Provide

a. Cover Page

i. Please include the name of the organization submitting the response and signed by authorized official(s).  The cover page should also include the name, title, phone number and email address for the person authorized to clarify information in the response.

b. Table of Contents

c. Executive Summary

d. Response Detail

i. Describe your PCI compliance assessment philosophy in general, and methodologies used for control validation to prepare for assessment by a QSA.

ii. Describe areas of assessment or validation where organizations might be most likely to discover unexpected gaps in compliance.

iii. Describe best practice approaches to enhancing awareness of PCI compliance within an organization.

iv. Describe ways in which a PCI consultant would stay apprised of changes in the PCI or information security landscape which would help set them apart from their competition.

v. Describe ways in which the experience level of a PCI consultant might be measured, based on experience or specific professional associations, certifications, licensing, etc.

vi. Describe approaches used to efficiently achieve compliance across multiple overlapping requirements frameworks, where a nexus exists between standards.

vii. Describe effective methodologies for addressing remediation of PCI compliance gaps in an organization.

viii. Provide any additional information you would find useful in defining the range of consultative services offered by a PCI subject matter expert to help ensure compliance in a large, highly complex, distributed organization.



4. Next Steps

The City program manager and the program team will review all responses.  The team may ask respondents to meet with the team, to discuss their responses further.

The City will then make a decision about how to proceed with its search for PCI subject matter expert consultative services.
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THE SEATTLE ETHICS & ELECTIONS COMMISSION

The SEEC is a seven-member, independent panel
of citizen volunteers. The Commission and its staff
are responsible for administering the City of Seattle
Ethics, Elections, and Whistleblower Protection
Codes. Three Commissioners are appointed by the
Mayor, three by the City Council, and the seventh
by the other six. They are confirmed by the City
Council and serve overlapping three-year terms.

The Commission is supported by a staff of six
employees who provide training, investigate
complaints, and issue advisory opinions.

TRAINING AND INFORMATION

Ethics training and brochures are available by
request. Information is also available at the
Commission website: http:/www.seattle.gov/ethics/.

CoMMISSION MEETINGS

You are invited to attend any Commission meeting.
Meetings are usually the first Wednesday of the
month in the Seattle Municipal Tower.

Copies of the meeting agenda, including time and
location, are in our office and on our Internet web
site under Commission/Agendas & Minutes. You
can also call 206-684-8500 for meeting times and
locations.

This brochure highlights portions of the Seattle
Ethics Code, SMC 4.16. The complete law is on the
City Clerk’s Seattle Municipal Code (SMC) web site,
http://clerk.ci.seattle.wa.us/~public/code1.htm.
Copies are also available in the SEEC office.

ETHICS COMPLAINTS AND CONSEQUENCES

Anyone who feels a City officer or employee has
violated the Ethics Code may complain to the Ethics
and Elections Commission. Commission staff will
investigate whether there is a Code violation.

If it is found that an employee or official violated the
City’s Ethics Code, the Commission may fine that
person up to $5,000 per violation plus costs and
restitution. The Commission may also recommend
disciplinary action, including suspension or discharge.

A complaint may be dismissed if there is no violation
of the Code or if the violation is minor and inadvertent
or has already been remedied.

ADVICE

City employees and officers may seek advice on
whether a planned action or activity raises issues
under the City’s Ethics Code.

@) city Of Seattle
ETHICS AND ELECTIONS COMMISSION

Seattle Municipal Tower
700 Fifth Avenue, Suite 4010

Mon - Fri: 8am - 5pm
Tel: 206-684-8500 Fax: 206-684-8590
E-mail: ethicsandelections@seattle.gov
Postal mail: PO Box 94729, Seattle, WA 98124-4729

Internet: http://www.seattle.gov/ethics/
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@ City of Seattle

An Explanation

of the
City of Seattle’s
Ethical Standards
for

Contractors, Vendors,
Customers and Clients

This pamphlet is intended to help you understand
the conduct expected of City employees, elected
officials, and members of City boards and
commissions under the Seattle Ethics Code.

SEATTLE ETHICS AND ELECTIONS
COMMISSION

Your advocate for fair, open, and honest government.





An Explanation

The City of Seattle’s
Ethical Standards

Contractors, vendors, customers, and clients:
We appreciate doing business with

you and hope that you find this
information helpful.

The Code of Ethics
Seattle Municipal Code (SMC) 4.16

The Seattle Ethics Code was created to inspire
public trust in City government and ensure that
City officers and employees are “independent,
impartial, and responsible to the people.”
The law is administered by an independent
commission of citizen volunteers.

The Code sets ethical standards about work
activities, business relationships, and the use
of City resources that apply to all City employees,
elected officials, and members of most City
boards and commissions.

This brochure highlights areas of the Code that
pertain to contractors, vendors, and regulated

parties, and also to customers and clients. It is
one of our efforts to increase awareness of the
Code and to help you better understand what

employees can and cannot do.

If you would like more information or have

questions, please call us at 206-684-8500

or visit our web site:
http://www.seattle.gov/ethics/

This brochure is a general summary of the

Seattle Ethics Code. If you have questions

or would like advice on a specific issue,

please contact Commission staff.
206-684-8500

HIGHLIGHTS

THANKING CITY EMPLOYEES

The best way to thank a City employee is to
write a letter of praise to the employee’s
supervisor. City employees may not accept
gifts, loans or other things of value in
appreciation for their work or services.

Example: Employees responsible

for purchasing cannot receive

gifts or premiums for the City

orders they place.
Employees may accept promotional items or
items such as flowers or candy to share with co-
workers or the public, as long as they are valued
at $25 or less. However, the Commission limits
the value of such items to $50 from a single
source in a calendar year.

SOLICITING ITEMS
City employees may not ask people with whom
they do City business to donate items, whether
for personal, charitable, or other purposes.
Example: Inspectors may not ask businesses
they inspect for donations of meeting spaces
or supplies.
No FREE MEALS
Employees may not accept free meals from
people with whom they do City business, or from
people who wish to do business with the City.
Example: An employee who is
meeting with a vendor or client
for lunch cannot have the lunch
paid for by the vendor or client.

REFRESHMENTS AT MEETINGS
Employees may accept basic refreshments—
such as coffee, tea, soft drinks, doughnuts, or
cookies—when attending meetings in your office.

USE oF CITY FACILITIES AND RESOURCES
City employees cannot use City
resources for non-City purposes.
City property, including City paid
time, vehicles, and equipment, may
only be used for a City purpose.

CONFLICT OF INTEREST
Employees may not take part in City business
where they, or an immediate family member,
have a financial or private interest. Employees
also may not take part in City business where
they would appear to have a conflict of interest.

Example: City employees must withdraw from
a vendor selection process if one of the
competitors is the employee’s spouse or
domestic partner, or if a competitor has been
the employee’s business partner or client
within the last twelve months.
ADVERTISING
Employees cannot use their positions for
anyone’s private gain or use City resources
for a non-City purpose. Therefore, they cannot
hand out or post advertising materials.

INVITATIONS TO SEMINARS & CONFERENCES
> City employees may attend
°m = o educational programs paid for by
City vendors or potential vendors
only under limited conditions. Neither the City
nor the employee can accept reimbursement for
expenses incurred that are not allowable under
the City's Travel Policies and Procedures. In all
cases, the event must serve a City purpose
Example: An employee may not attend a
conference at your expense unless you are
required by contract to provide training or
education to City employees, or the employee
is directed by his or her supervisor to attend.
Reimbursement for travel or lodging must be
made to the City, not to the individual.

AFTER LEAVING CITY EMPLOYMENT
Employees must wait one year after leaving
the City before they can (i) assist others in
proceedings involving their former agency, (ii)
assist or represent others on matters in which
they were officially involved, or (iii) compete for
contracts when they helped determine the scope
of work or the process for selecting a contractor.

Example: For one year, former employees
may not assist their new employers in seeking
permits from the City department they left.






