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                                       City Purchasing          General Information 206-684-0444

Current Contract Information

	ALERTS

This contract is not intended for anything that is more properly classified as Public Works.  

This contract is limited to only those items expressly provided for in this contract.

Do not use for federally funded purchases without a specific review for your grant funding requirements.

	Contract Title:    SOFTWARE – Operational Technology (including EMS) Software Integrator 


	Contract # 3339


	Buyer
	Name: Presley Palmer
	Phone:  206-233-7158

	E-Mail:  presley.palmer @Seattle.gov 


	Vendor 

	Accenture LLP (Formerly Structure Consulting Group LLC)
	ID #0000426525


	Vendor Address

	161 North Clark Street
Chicago, IL 60601


	

	Vendor Contact
	Name:   James Harvey

	
	Phone:  720-635-1100
	Fax: 

	E-Mail:  james.harvey@thestructuregroup.com 



	WMBE Status
	 FORMDROPDOWN 


	Description


	This is for the integration of Operational Technology software (including EMS software)

	Contract Term
	02/25/2015 – 02/24/2025

	Future Extension Option
	This contract may be extended in one-year increments for as long as it is required by City Light.

	Freight Terms
	N/A

	Prompt Pay Discount
	Net-30

	Delivery ARO
	As required

	Order Instructions
	For Use By: Seattle City Light
	Order Limit:  N/A

	Contracting Options
	This is a sole-source contract for the support of City Light’s existing Warehouse Management Inventory System. 

	Contract Change History
	Contract Start date

02/25/2015 – 02/24/25
Change Order #1 – Assignment
03/12/2015
Change Order #2 – 

Change Order #3 

Change Order #4- 



	Comprehensive Contract


[image: image1.emf]0000003339_Contract NoSOW.pdf


	Current Pricing
(Redacted by Vendor – Contract Buyer for More Information)


[image: image2.emf]0000003339_PricingR edacted.pdf



	Original ITB / RFP 

[image: image3.emf]0000003339_RFP_Fin al.docx





	Vendor Emergency Contact Information

	Emergency Contact Name
	

	Emergency Phone Number
	

	Back-Up Emergency Phone Number 
	

	Contact information for company locations areas outside Seattle that can be called upon in an emergency

Alternative Address
	


PAGE  
2

_1486369455.pdf
> .
KX Structure SCL EMS System Integrator Selection
RFP-SCL-3339 — BAFO

ATTACHMENT 4B

ALTERNATE PRICING MODEL — EXCEL SPREADSHEET

The SOW Implementation Response Excel Spreadsheet divides the major activities into discrete efforts for costing. This is somewhat difficult to model
because a typical EMS Implementation is not necessarily managed as a waterfall-type project. There are synergies that are gained by leveraging a cohesive
team and tackling some activities in parallel.

To illustrate this different methodology, we have included an UPDATED alternate price approach that models the work effort by resource. The total cost

estimate in this model correlates very closely to the model developed using the format in the SOW Implementation Response spreadsheet.

Copyright 2014, Structure Consulting Group, LLC October 9, 2014
All rights reserved. Proprietary and confidential. 15 of 15
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The City of Seattle
PURCHASING SERVICES
700 — 5™ Ave Suite 4112

P.O. Box 94687

Seattle, WA 98124-4687

Vendor #: 0000426525
Accenture LLP

161 North Clark Street
Chicago, IL 60601

Contact: James Harvey
Phone #: 720-635-1100
E-mail:

james.harvey@thestructuregroup.com

VENDOR CONTRACT
Vendor Contract # Date Change Order #
0000003339 03/12/2015 1
Payment Terms Freight Terms
N30 Days Prepaid/Allowed: FOB Destination
Buyer: FAX: Phone:

206-233-5155

206-684-4515

Jeremy Doane

Ship To:
Seattle City Light

Bill To:

Seattle City Light

ATTN: ACCOUNTS PAYABLE
PO Box 34023

Seattle, WA 98124-4023

Structure Consulting Group, LLC is awarded a term contract for providing Seattle City Light with
integration of new smart grid technologies as defined in the SCL Power Delivery Strategic Plan, per RFP-
SCL-3339. This contract is for ten (10) years, with unlimited one (1) year extensions at the City’s option.

Contract Term: 02/25/2015 — 02/24/2025

Change Order #1: 03/12/2015 - Assignment (Previously The Structure Group LLC)

Orders shall be placed by Seattle City Light. Invoices shall be mailed in duplicate to Seattle City Light
Attn: Accounts Payable, PO Box 34023, Seattle, WA 98124-4023. Each invoice shall indicate Vendor

Contract #0000003339.

The City does not guarantee utilization of this contract. The City may award contracts to other vendors for
similar products or services. Actual utilization will be based on availability, proximity of vendor facilities,
frequency of deliveries, or any other factor deemed important to the City.

For all contractual issues contact Jeremy Doane, Purchasing & Contracting Services at 206-684-4515 or

jeremy.doane@seattle.gov

Authorized Signature/Date
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City of Seattle
Department of Finance and Administrative Services
,//-
) *’«1@ TWO PARTY ASSIGNMENT

LL(

Accenture, (“Assignee”), agrees to assume all rights, title, and interest in the City of Seattle
Contract #3339 previously executed with Structure Consulting Group LLC., originally
dated 02/25/2015, including any attachments, amendments, schedules, and work orders
thereto (“Agreement”). Assignee agrees to assume all responsibility and provisions of the
Agreement.

Assignee hereby accepts the foregoing assignment and agrees to perform all duties
and obligations to be performed by Assignor under the above-mentioned Agreement to the
same extent as if it had been an original party thereto.

pate: 7 1AL (S AENTRE, Lo
Company Nam Asmgn j
e

Signaturek\ -
Printed Name: ‘\),AM J I/\ijﬂ\(\ Ve

Title:_ MANAEWAN & DiIRICTOR

CONSENT TO ASSIGNMENT

Subject to the terms and conditions of the above-mentioned acceptance of Assignment, City
of Seattle hereby consents to the foregoing acceptance of contract assignment.

Date: LA LY - R AO/S City of Seattle, City Purchasing
Signature: ‘%/',./( o~ ///:_459

Printed Name: é/i‘é//’//mj c’/}‘L/ &
2 ) o . \ 4 - = i
Title: S2UCC 415, 4 ) S LS o)L

Fred Podesta, Director, Department of Finance and Administrative Services
City Purchasing Division

Nancy Locke, City Purchasing Director Phone (206) 684-0444
700 Fifth Avenue, 41 Floor Fax (206)684-8286
PO Box 94687 TDD (206) 615-0476
Seattle, Washington 98124-4687 nancy.locke@seattle.gov

http://www.seattie.gov/purchasing





@ VENDOR CONTRACT

The City of Seattle Vendor Contract # Date Change Order #
PURCHASING SERVICES 0000003339 02/25/2015
70057 Ave Suite 4112 Payment Terms Freight Terms
P.O. Box 94687
Seattle, WA 98124-4687 N30 Days Prepaid/Allowed: FOB Destination

Buyer: FAX: Phone:

Jeremy Doane 206-233-5155 206-684-4515
Vendor #: 0000228678 Ship To:

Structure Consulting Group, LLC Seattle City Light
12335 Kingsride Ln #401
Houston, TX 77024

Contact: James Harvey Bill To:

E-mail: ATTN: ACCOUNTS PAYABLE
james.harvey@thestructuregroup.com PO Box 34023

Seattle, WA 98124-4023

Structure Consulting Group, LLC is awarded a term contract for providing Seattle City Light with
integration of new smart grid technologies as defined in the SCL Power Delivery Strategic Plan, per RFP-
SCL-3339. This contract is for ten (10) years, with unlimited one (1) year extensions at the City’s option.

Contract Term: 02/25/2015 — 02/24/2025

Orders shall be placed by Seattle City Light. Invoices shall be mailed in duplicate to Seattle City Light
Attn: Accounts Payable, PO Box 34023, Seattle, WA 98124-4023. Each invoice shall indicate Vendor
Contract #0000003339.

The City does not guarantee utilization of this contract. The City may award contracts to other vendors for
similar products or services. Actual utilization will be based on availability, proximity of vendor facilities,
frequency of deliveries, or any other factor deemed important to the City.

For all contractual issues contact Jeremy Doane, Purchasing & Contracting Services at 206-684-4515 or
jeremy.doane@seattle.qov

Authorized Signature/Date
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TECHNOLOGY CONTRACT

City of Seattle
CONTRACT FOR: EMS and Operational Technology System Integrator
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TECHNOLOGY CONTRACT

City of Seattle
CONTRACT FOR EMS and OT System Integrator

This Contract is made and entered into by and between City of Seattle (“City”), a Washington municipal
corporation; and Structure Consulting Group, LLC. (Address: 12335 Kingsride Lane #401, Houston, TX
77204), a corporation of the State of Delaware, and authorized to do business in the State of Washington.

Vendor Business: Structure Consulting Group, LLC

Name of Representative: James Harvey (720-835-1100)

Vendor Address: 12335 Kingsride Lane #401, Houston, TX 77024

Vendor Phone: Representative — (720) 635-1100, general number — (713) 783-0500
Vendor Fax:  (832) 482-0871

Vendor e-mail: james.harvey@thestructuregroup.com

WHEREAS, the purpose of this contract is to implement the SCADA/EMS and provide optional
future implementation services as required by the Seattle City Light for Operational
Technology (“OT”) software that fits into the City of Seattle’s Technology Vision 2020
described in Exhibit 2; and

WHEREAS, Vendor was selected as a result of a Request for Proposal process initiated as
required by Seattle Municipal Code since costs are anticipated to exceed $47,000 in
value; and

WHEREAS, funds for this purpose are authorized through the City of Seattle annual budget;

NOW, THEREFORE, in consideration of the terms, conditions, covenants, and performance of the
Statement of Work contained herein, as attached and made a part hereof, the City and Vendor mutually
agree as follows:

4. Term of Contract

Contract Term: This contract shall be for a period of ten (10) years effective from the date of
contract execution. Continuous one-year extensions shall continue thereafter such extensions
shall be automatic, and shall go into effect without written confirmation, unless the City provides
advance notice of the intention to not renew. The Vendor may provide also provide a notice to
not extend, but must provide such notice at least 45 days prior to the otherwise automatic
renewal date.

2. Survivorship

All purchase transactions and deliverables executed pursuant to the authority of this Contract
shall be bound by all of the terms, conditions, prices and price discounts set forth herein,
notwithstanding the expiration of the initial term of this Contract or any extensions thereof.
Further, the terms, conditions and warranties contained in this Contract that by their sense and





context are intended to survive the completion of the performance, cancellation or termination of
this Contract. In addition, the terms of the sections titled Overpayments to Vendor, Warranties,
Publicity, Section Headings, Incorporated Documents and Order of Precedence, Publicity,
Review of Vendor Records, Patent and Copyright Indemnification, Disputes and Limitations of
Liability, shall survive the termination of this Contract.

3. Statement of Work

Vendor shall provide the products services and tasks as described in the Contract attachments.
The Statement of Work may also be termed “work” herein.

4. Expansion Clause

Expansion Clause: Any resultant contract may be expanded as mutually agreed, if such
expansion is approved by the City RFP Coordinator (Buyer). These expansions should include
all Operational Technology contracts. The only person authorized to make such agreements is
the Buyer from the City Purchasing Office of the Department of Executive Administration, City of
Seattle. No other City employee is authorized to make such written notices. Expansions must be
issued in writing from the City Buyer in a formal notice. The Buyer will ensure the expansion
meets the following criteria collectively: (a) it could not be separately bid, (b) the change is for a
reasonable purpose, (c) the change was not reasonably known to either the City or vendors at
time of bid or else was mentioned as a possibility in the bid (such as a change in environmental
regulation or other law); (d) the change is not significant enough to be reasonably regarded as an
independent body of work; (e) the change could not have attracted a different field of competition,
and (f) the change does not vary the essential identity or main purpose of the contract. The
Buyer shall make this determination, and may make exceptions for immaterial changes,
emergency or sole source conditions, or for other situations as required in the opinion of the
Buyer.

5. Work Order Process

The Vendor shall furnish all systems pursuant to work orders issued under this Contract. The
implementation of System Control and Data Acquisition/ Energy Management System
(“SCADA/EMS”) shall be Work Order #1 under this contract. Each work order shall be subject to
all of the terms and conditions of this Contract, and incorporated into this Contract by this
reference. The Vendor shall furnish all the goods and services (“deliverables”) specified in the
Work Order in an aggregate, single, complete transaction and not as separate items. For each
work order under this Contract, Vendor shall commence work upon issuance of a notice to
proceed by the City. Work orders under this Contract may be generated by the City under the
following conditions:

(1) The Work Order is within the scope of the original solicitation and contract or is within the
allowed conditions for expansions under Section 5 (Expansion Clause) above;

(2) A post-warranty annual maintenance agreement is accepted by the City;

(3) The City issues a request to upgrade equipment, software, or to change guantities of any
deliverable;

(4) The City orders additional custom features or interfaces for the Systems prior to or after the
acceptance period.

For any subsequent work order(s) requested by either party, the Vendor shall submit a detailed
proposal for the change. The Vendor shall analyze, record, estimate and submit to the City, for its
approval, the proposed scope for the changed or new work, a work schedule, and a rate or price
adjustment for completion of the work to be changed or added. Once this proposal is received
and approved by the City, a new work order will be issued for the changed or additional work.





Upon the City’s written approval and notice to proceed, the Vendor shall implement the change or
additional work and invoice for the changed or additional work consistent with the City’s approval
notice and the terms and conditions of this Contract.

The City may, at its option, add, delete or modify any part of any work order by giving Vendor
notice of such change within the time period specified in the applicable work order. Within seven
(7) days after the date of such notice, the Vendor shall deliver to the City an amended work order
reflecting the change in description, schedule and/or dollar amount due using the unit prices as
proposed for the specific work order in Vendor's Proposal.

The Vendor shall not proceed unless authorized by a mutually agreed upon amendment. Such
extra work shall be in compliance with Section 4 (Expansion Clause) and shall be authorized in
writing only by the City Purchasing Buyer, Department of Finance and Administrative Services.
Any costs incurred due to the performance of extra work will not be reimbursed until or unless an
amendment is agreed upon.

The City does not guarantee utilization of goods and services provided for in this Contract
for which the City has not issued a work order(s). The City may itself provide these goods
or services or may award contracts to other Vendors for similar goods and services. In
such instances, the Vendor shall not be responsible for the operation, performance or
maintenance for equipment so obtained.

6. Documentation

Unless specified otherwise in Contract attachments, Vendor will provide two (2) complete sets of
documentation for all work delivered under this Contract, including technical and maintenance
information, and, where applicable, installation information. Vendor shall also provide two (2)
complete sets of documentation for each updated version of work that vendor provides. Vendor
shall provide the documentation on or before the date Vendor delivers its respective work. There
shall be no additional charge for this documentation or the updates, in whatever form provided.
Vendor's Software documentation shall be comprehensive, well structured, and indexed for each
reference. If Vendor maintains its technical, maintenance and installation documentation on a
web site, Vendor may fulfill the obligations set forth in this section by providing Purchaser access
to its web-based documentation information.

The City reserves the right to withhold payment for a deliverable, modification or enhancement
until it receives all documentation associated with the same.

7. Payment Procedures

Vendor shall only invoice upon the City’s approval of the deliverable and in a manner consistent
with the payment schedule attached, if any. Once the City has received and approved the
invoice, the City will provide payment within thirty (30) days. The aggregate amount represents
the full and final amount to be paid by the City for all expenses incurred and incidentals
necessary to complete the work.

The City shall not be obligated to pay any other compensation, fees, charges, prices or costs, nor
shall Vendor charge any additional compensation for completing the work order of the Statement
of Work. All costs invoiced to the City, shall be associated with an active and open work order.

Invoices for hardware and software installed in City facilities and other work performed under this
Contract shall be submitted, in writing to the City’s Project Manager. Invoices shall include such
information as prescribed in the Specifications or Statement of Work, and is necessary for the
City to determine the exact nature of all expenditures and shall reference this Contract.
Additional payment terms or invoice instructions may be mutually agreed upon by the City and
the Vendor.





7.1.

Payment does not constitute whole or partial acceptance; City acceptance of the System shall
only occur by formal written notice to that effect.

Advance Payment Prohibited
The City does not accept requests for early payment, down payment or partial payment, unless
the Bid or Proposal Submittal specifically allows such pre-payment proposals or alternates within
the bid process. Maintenance subscriptions may be paid up to one year in advance provided that
should the City terminate early, the amount paid shall be reimbursed to the City on a prorated
basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory
compliance.

7.2. Travel and Other Direct Charges

If the specifications and scope of work for this purchase have specifically identified travel and/or other
direct costs that the City intends to reimburse, then the following requirements shall apply. All such
expenses must be pre-approved in writing by the Project Manager. If the specifications and scope of
work do not clearly identify such costs for compensation, than no compensation will be given.

City will reimburse the Contractor at actual cost for expenditures that are pre-approved by the
City in writing and are necessary and directly applicable to the work required by this Contract
provided that similar direct project costs related to the contracts of other clients are consistently
accounted for in a like manner. Such direct project costs may not be charged as part of overhead
expenses or include a markup. Other direct charges may include, but are not limited to the
following types of items: travel, printing, cell phone, supplies, materials, computer charges, and
fees of subconsultants or subcontractors.

The billing for third party direct expenses specifically identifiable with this project shall be an
itemized listing of the charges supported by copies of the original bills, invoices, expense
accounts, subconsultant/subcontractor paid invoices, and other supporting documents used by
the Contractor to generate invoice(s) to the City. The original supporting documents shall be
available to the City for inspection upon request. All charges must be necessary for the services
provided under this Contract.

The City will reimburse the actual cost for travel expenses incurred as evidenced by copies of
receipts (excluding meals) supporting such travel expenses, and in accordance with the City of
Seattle Travel Policy, details of which can be provided upon request.

Airfare: Airfare will be reimbursed at the actual cost of the airline ticket. The City will reimburse
for Economy or Coach Fare only. Receipts detailing each airfare are required.

Meals: Meals will be reimbursed at the Federal Per Diem daily meal rate (excluding the
“Incidental” portion of the published CONUS Federal Mé&! Rate) for the city in which the work is
performed. Receipts are not required as documentation. The invoice shall state “the meals are
being billed at the Federal Per Diem daily meal rate”, and shall detail how many of each meal is
being billed (e.g. the number of breakfasts, lunches, and dinners). The City will not reimburse for
alcohol at any time.

Lodging: Lodging will be reimbursed at actual cost incurred up to a maximum of the published
Runzheimer Cost Index for the city in which the work is performed (the current maximum allowed
reimbursement amount can be provided upon request). Receipts detailing each day / night
lodging are required. The City will not reimburse for ancillary expenses charged to the room (e.g.
movies, laundry, mini bar, refreshment center, fitness center, sundry items, etc.)

Vehicle mileage: Vehicle mileage will be reimbursed at the Federal Intemal Revenue Service
Standard Business Mileage Rate in affect at the time the mileage expense is incurred (currently





that rate is 56 cents per mile.) Please note: payment for mileage for long distances traveled will
not be more than an equivalent trip round-trip airfare of a common carrier for a coach or economy
class ticket.

e Rental Car: Rental car expenses will be reimbursed at the actual cost of the rental. Rental car
receipts are required for all rental car expenses. The City will reimburse for a standard car of a
mid-size class or less. The City will not reimburse for ancillary expenses charged to the car rental
(e.g. GPS unit).

e Miscellaneous Travel (e.g. parking, rental car gas, taxi, shuttle, toll fees, ferry fees, etc.):
Miscellaneous travel expenses will be reimbursed at the actual cost incurred. Receipts are
required for each expense of $10.00 or more.

e Miscellaneous other business expenses (e.g. printing, photo development, binding): Other
miscellaneous business expenses will be reimbursed at the actual cost incurred and may not
include a mark-up. Receipts are required for all miscellaneous expenses that are billed.

s Subcontractor: Subcontractor expenses will be reimbursed at the actual cost incurred and may
not include a mark-up. Copies of all subcontractor invoices that are rebilled to the City are
required.

7.3. Disputed Work
Notwithstanding all above, if the City believes in good faith that some portion of Work has not
been completed in accordance with the SOW, the City may require Vendor to correct such work
prior to The City payment. In such event, the City will provide to Vendor an explanation of the
concern. The City may withhold from any payment that is otherwise due, an amount that the City
in good faith finds to be under dispute.

8. Taxes, Fees and Licenses

a. Taxes: Where required by state statute, ordinance or regulation, Vendor shall pay for and
maintain in current status all taxes that are necessary for contract performance. Unless
otherwise indicated, The City agrees to pay State of Washington sales or use taxes on all
applicable consumer services and materials purchased. No charge by the Vendor shall be
made for federal excise taxes and The City agrees to furnish Vendor with an exemption
certificate where appropriate.

b. Fees and Licenses: Vendor shall pay for and maintain in a current status, any license fees,
assessments, permit charges, etc., which are necessary for contract performance. Itis the
Vendor's sole responsibility to monitor and determine any changes or the enactment of any
subsequent requirements for said fees, assessments, or charges and to immediately comply
with said changes during the entire term of this Contract. Vendor must pay all custom duties,
brokerage or import fees where applicable as part of the contract price. Vendor shall take all
necessary actions to ensure that materials or equipment purchased are expedited through
customs.

c. Vendor is to calculate and enter the appropriate Washington State and local sales tax on the
invoice. Tax is to be computed on new items after deduction of any trade-in, in accordance
with WAC 458-20-247.

9, Warranties

The following warranty information will be used on the all work orders executed under this
contract agreement if applicable.





9.1 Warranty on the Work

Commencing on the date that the City issues its Final Acceptance Certificate, and extending for a
period of 90 days, Vendor warrants that the services shall be performed in a timely and
professional manner by qualified professional personnel; and that the services conform to the
standards generally observed in the industry for similar services. During this warranty period,
Vendor shall correct any deficiency in service provided at no additional cost to the City. The
above is a limited and exclusive warranty. Vendor expressly disclaims all other warranties and
representations, including all warranties of merchantability, fitness for a particular purpose, and
non-infringement.

9.2 Warranty Against Infringement

The Vendor warrants and represents that any work provided under this Contract is the sole and
exclusive property of the Vendor or that the Vendor is authorized to provide full use of the workto
the City as provided herein. The Vendor warrants that it has full power and authority to grant the
rights granted by this Contract to the City without the consent of any other person or entity.

In the event of any claim by a third party against the City for software used in the United States
asserting a patent, copyright, trade secret, or proprietary right violation involving the work
provided by Vendor hereunder or any portion thereof, Vendor shall defend, at its expense, and
shall indemnify the City against any loss, cost, expense, or liability arising out of such claim,
whether or not such claim is successful; provided, however, that Vendor is notified by the City in
writing within a reasonable time after the City first receives written notice of any such claim,
action, or allegation of infringement. In the event a final injunction or order is obtained against the
City’s full use of either the work or any portion thereof as a result of any such claim, suit or
proceeding, and if no further appeal of such ruling is practicable, Vendor shall, as mutually
agreed upon and at Vendor's expense:

a. procure for the City the right to continue full use of the work; or

b. replace or modify the same so that it becomes non-infringing (which modification or
replacement shall not affect the obligation to ensure the work conforms with applicable
Statement of Work).

In no event shall the City be liable to Vendor for any lease, rental, or maintenance payments after
the date, if any, that the City is no longer legally permitted to use the work because of such actual
or claimed infringement. In the event removal or replacement of the work is required pursuant to
this paragraph, Vendor shall use reasonable care in the removal or modification thereof and shall,
at its own expense, restore the City’s premises as nearly to their condition immediately prior to
the installation of the work as is reasonably possible.

No settlement that prevents the City from continuing to use the work as provided in this Contract
shall be made without the City’s prior written consent. In all events, the City shall have the right
to participate at its own expense in the defense of any such suit or proceeding through counsel of
its own choosing.

The indemnification obligation set forth in this section shall survive the expiration or earlier
termination of this Contract.

9.3 Survival of Warranties and Representations

The representations and warranties of the Vendor made pursuant to this Contract shall survive
the delivery of the work, the payment of the purchase price, and the expiration or earlier
termination of this Contract.

10. Ownership of Deliverables

Background Information. Each Party is and will be the sole and exclusive owner of all right, title





and interest in and to all of its Background Information and any associated Intellectual Property Right.
“Background Information” means all technical information, computer programs, algorithms, source code,
object code, know-how, ideas, concepts, processes, procedures, designs, schematics, works of
authorship, inventions, and discoveries — that are or may be patented, copyrighted, registered as a mask
work, protected as a trade secret or otherwise protected as an Intellectual Property Right — owned or
licensed (with a right to sublicense) by a Party and any related Intellectual Property Rights that are:
owned or licensed by a Party prior to the commencement of the Agreement or discovered, developed or
acquired by a Party outside the scope of the Agreement, and derivatives thereof. “Intellectual Property
Rights” means with respect to the rights of any person or entity in and to the commercially valuable and
proprietary property — in tangible or intangible form — including:

(i) Copyrights, trademarks, trade names, domain names, goodwill associated with
trademarks and trade names, designs, and patents;
(ii) Rights relating to innovations, know-how, trade secrets, and confidential, technical, and

non-technical information;

(iii) Moral rights, mask work rights, author's rights, and rights of publicity; and

(iv) Other industrial, proprietary and intellectual-property-related rights anywhere in the world,
that exist as of the effective date of the Agreement or later come into existence.

Rights in the Work. Except for Vendor's Background Information, to which the City is granted a
perpetual license below, City owns any Intellectual Property Right in and to the Services and the
deliverables, which are deemed “Work for Hire” as that term is used under United States copyright law
and comparable Laws worldwide.

As between the parties, the Vendor is and will be the sole and exclusive owner of all right, title and
interest in and to all its Background Information and any associated Intellectual Property Right. The City
acquires no ownership interest under the Agreement to any Vendor Background Information or any
related Intellectual Property Right. To the extent any Vendor Background Information is provided to the
City in connection with the work or is embedded into the work or deliverables, Vendor grants to the City a
perpetual, nonexclusive, non-transferable, royalty-free, worldwide license to use this Vendor Background
Information solely in conjunction with the use of the work.

11. Protection of Persons and Property

1.1, Person

The Vendor and the City shall each take reasonable precautions for the safety of employees of the
other, and shall each comply with all applicable provisions of federal, state, and local laws, codes and
regulations to prevent or avoid any accident or injury to a person on, about or adjacent to any
premises where work under this Contract is being performed.

11.2. Property
The Vendor shall take reasonable steps to protect the City’s property from injury or loss arising in
connection with the Vendor's performance or failure of performance under this Contract.

11.3. No Smoking
The Vendor shall not allow any employee of the Vendor or any sub or agent thereof to smoke inside
any City facility.

11.4. OSHA/WISHA

The Vendor certifies that products are designed and manufactured to meet the current federal and
state safety and health regulations, including Federal Occupational Safety and Health Act of 1970
(OSHA), the Washington Industrial Safety and Health act of 1973 (WISHA). Vendor shall indemnify,
defend, and hold the City harmless from all damages assessed against the City as a result of the
failure of the products furnished under this Contract to so comply.





11.5. Workers Right to Know

“Right to Know" legislation required the Department of Labor and Industries to establish a program
to make employers and employees more aware of the hazardous substances in their work
environment. WAC 296-62-054 requires among other things that all manufacturers/distributors of
hazardous substances, including any of the items listed on this ITB, RFP or contract bid and
subsequent award, must include with each delivery completed Material Safety Data Sheets (MSDS)
for each hazardous material. Additionally, each container of hazardous material must be
appropriately labeled with: the identity of the hazardous material, appropriate hazardous warnings,
and the Name and Address of the chemical manufacturer, improper, or other responsible party.

Labor and Industries may levy appropriate fines against employers for noncompliance and
agencies may withhold payment pending receipt of a legible copy of the MSDS. OSHA Form 20 is
not acceptable in lieu of this requirement unless it is modified to include appropriate information
relative to “carcinogenic ingredients: and “routes of entry” of the product(s) in question.

12. Contract Notices, Deliverable Materials and Invoices Delivery

Official Contract notices shall be delivered to the following addresses (or such other address as either
party may designate in writing):

If delivered by the U.S. Postal Service, it must be addressed to:
Jeremy Doane, Sr. Buyer
City of Seattle Purchasing and Contracting Services
PO Box 94687
Seattle, WA 98124-4687

If delivered by any other company, it must be addressed to:
Jeremy Doane, Sr. Buyer
City of Seattle Purchasing and Contracting Services
Seattie Municipal Tower
700 5t Ave., #4112
Seattle, WA 98104-5042

Phone: (206) 684-4515
Fax: (206) 233-5155
E-Mail: jeremy.doane @seattle.gov

Project work, invoices and communications shall be delivered to the City Project Manager:
City of Seattle
Attention: Rob Mahoney
PO Box 34023
Seattle, WA 98124-4023

13. Representations

Vendor represents and warrants that it has the requisite training, skill and experience necessary to
provide Work and is appropriately accredited and licensed by all applicable agencies and
governmental entities.

14. Inspection

Work shall be subject, at all times, to inspection by and with approval of the City, but the making (or
failure or delay in making) such inspection or approval shall not relieve Vendor of responsibility for

performance of the Work in accordance with this Contract, notwithstanding the City’s knowledge of
defective or noncomplying performance, its substantiality or the ease of its discovery. Vendor shall





15.

16.

provide sufficient, safe, and proper facilities and equipment for such inspection and free access to
such facilities.

Affirmative Efforts for Utilization of Women and Minority Subcontracting, Non-
Discrimination

" Employment Actions: Contractor shall not discriminate against any employee or applicant for
employment because of race, religion, creed, age, color, sex, marital status, sexual
orientation, gender identity, political ideology, ancestry, national origin, or the presence of any
sensory, mental or physical handicap, unless based upon a bona fide occupational
qualification. Contractor shall take affirmative action to ensure that applicants are employed,
and that employees are treated during employment, without regard to their creed, religion,
race, age, color, sex, national origin, marital status, political ideology, ancestry, sexual
orientation, gender identity, or the presence of any sensory, mental or physical handicap.
Such action shall include, but not be limited to employment, upgrading, promotion, demotion,
or transfer; recruitment or recruitment advertising, layoff or termination, rates of pay, or other
forms of compensation and selection for training.

® |n accordance with Seattle Municipal Code Chapter 20.42, Contractor shall actively solicit the
employment and subcontracting of women and minority group members when there are
commercially useful purposes for fulfilling the scope of work.

= | a WMBE Inclusion Plan is requested by and submitted to the City, the WMBE Inclusion
Plan is material to the contract. The requirements and conditions stated in the WMBE
Inclusion Plan shall be enforced as a contract requirement.

= |f upon investigation, the Director of Purchasing and Contracting Services finds probable
cause to believe that the Contractor has failed to comply with the requirements of this
Section, the Contractor shall be notified in writing. The Director shall give Contractor an
opportunity to be heard with ten calendar days’ notice. If, after the Contractor’s opportunity to
be heard, the Director still finds probable cause, s/he may suspend the Contract and/or
withhold any funds due or to become due to the Contractor, pending compliance by the
Contractor with the requirements of this Section.

Any violation of the mandatory requirements of this Section, or a violation of Seattle Municipal Code
Chapter 14.04 (Fair Employment Practices), Chapter 14.10 (Fair Contracting Practices), Chapter
20.45 (City Contracts — Non-Discrimination in Benefits), or other local, state, or federal non-
discrimination laws, shall be a material of contract for which the Contractor may be subject to
damages and sanctions provided for by the Vendor Contract and by applicable law. In the event the
Contractor is in violation of this Section shall be subject to debarment from City contracting activities
in accordance with Seattle Municipal Code Section 20.70 (Debarment).

Assignment

Contractor shall not assign any of its obligations under this Contract without Seattle’s written consent,
which may not be unreasonably withheld.

Subcontracting: Contractor shall not subcontract any of its obligations under this Contract without
Seattle’s written consent, which may not be unreasonably withheld. Contractor shall ensure that all
subcontractors comply with the obligations, requirements and terms and conditions of the
subcontract, except for Equal Benefit provisions. Seattle’s consent to subcontract shall not release
the Contractor from liability under this Contract, or from any obligation to be performed under this
Contract, whether occurring before or after such consent to subcontract.





17. Key Persons and Subcontractors

Contractor shall not transfer, reassign or replace any individual or subcontractor that has been
agreed upon in the Contractor's Subcontracting (Inclusion) Plan, without express written consent
of Seattle, except in the case of death, injury, illness, termination or suspension of employment,
grave personal circumstances or inability to travel. If during the term of this Contract, any such
individual is unable to continue the work or any named subcontract is terminated for any reason,
Contractor shall notify Seattle and seek approval for reassignment or replacement with an
alternative individual or subcontractor. Upon Seattle's request, the Contractor shall present to
Seattle, one or more subcontractors or individual(s) with greater or equal qualifications as a
replacement.  Continued achievement of the Subcontracting (Inclusion) Plan that was
incorporated into this Contract by reference, if any, and the associated subcontract awards,
aspirational goals and efforts, will be one of the considerations in approval of such changes.
Seattle's approval or disapproval shall not be construed to release the Contractor from its
obligations under this Contract.

18. Equal Benefits

a.

Compliance with SMC Ch. 20.45: The Vendor shall comply with the requirements of SMC Ch. 20.45
and Equal Benefits Program Rules implementing such requirements, under which the Vendor is
obligated to provide the same or equivalent benefits (“equal benefits”) to its employees with
domestic partners as the Vendor provides to its employees with spouses. At The City's request, the
Vendor shall provide complete information and verification of the Vendor's compliance with SMC
Ch. 20.45. Failure to cooperate with such a request shall constitute a material breach of this
Contract. (For further information about SMC Ch. 20.45 and the Equal Benefits Program Rules call
(206) 684-0430 or review information at http://cityofseattle.net/contract/equalbenefits/.)

Remedies for Violations of SMC Ch. 20.45: Any violation of this Section shall be a material breach
of Contract for which the City may:

o Require the Vendor to pay actual damages for each day that the Vendor is in violation of

SMC Ch. 20.45 during the term of the Contract; or

Terminate the Contract; or

o Disqualify the Vendor from bidding on or being awarded a City contract for a period of up to
five (5) years; or

> Impose such other remedies as specifically provided for in SMC Ch. 20.45 and the Equal
Benetfits Program Rules promulgated thereunder.

(2]

19. General Legal Requirements

a.

General Requirement: Vendor, at no expense to The City, shall comply with all applicable laws of
the United States and the State of Washington; the Charter and ordinances of The City; and
rules, regulations, orders, and directives of their administrative agencies and the officers thereof.
Without limiting the generality of this paragraph, the Vendor shall specifically comply with the
following requirements of this section.

Licenses and Similar Authorizations: Vendor, at no expense to The City, shall secure and
maintain in full force and effect during the term of this Contract all required licenses, permits, and
similar legal authorizations, and comply with all requirements thereof.

Performance Standard. All duties by Vendor or designees shall be performed in a manner
consistent with accepted practices for other similar Work.
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20. Indemnification

Vendor shall defend, indemnify, and save City harmless from and against all claims, including
reasonable attorneys’ fees resulting from such claims, by third parties for any or all injuries to
persons or damage to property of such third parties to the extent arising from intentional, willful,
or negligent acts or omissions of Vendor, its officers, employees, or agents, or Subcontractors,
their officers, employees or agents.

21. Limitations of Liability

Except as set forth in a SOW, the sole liability of either Party for any and all claims in any manner
related to this Agreement, including the deliverables or services provided hereunder, will be the
payment of direct damages, not to exceed the total value of the applicable SOW. In no event will
Vendor or City be liable to each other, whether in contract, tort, under any warranty or any other
theory of liability, for any special, incidental, indirect or consequential damages, including, but not
limited to, lost business or profits.

22. Insurance

Except as specified otherwise, Vendor shall obtain at time of award and maintain in force,
minimum coverages and limits of liability of insurance specified below. If the Vendor fails to
obtain or maintain these coverages, the City may withdraw its intent to award. All costs are borne
by the Vendor.

1. MINIMUM COVERAGES AND LIMITS OF LIABILITY. Vendor shall at all times during the
term of this Agreement maintain continuously, at its own expense, minimum insurance
coverages and limits of liability as specified below:

A. Commercial General Liability (CGL) insurance, including:
- Premises/Operations
- Products/Completed Operations
- Personal/Advertising Injury
- Contractual
- Independent Contractors
- Stop Gap/Employers Liability
with minimum limits of liability of $1,000,000 each occurrence combined single limit
bodily injury and property damage (“CSL"), except:
$1,000,000 Personal/Advertising Injury
$1,000,000 each accident/disease/employee Stop Gap/Employer’s Liability
- Umbrella or Excess Liability with Minimum Limits of $5,000,000
- Network Security/Cyber Liability (Cyber Protection) with minimum limits of $2,000,000

B. Automobile Liability insurance, including coverage for owned, non-owned, leased or hired
vehicles with @ minimum limit of liability of $1,000,000 CSL.

C. Worker's Compensation for industrial injury to Vendor's employees in accordance with the
provisions of Title 51 of the Revised Code of Washington.

2. CITY AS ADDITIONAL INSURED. The City of Seattle shall be included as an additional
insured under CGL and Automobile Liability insurance for primary and non-contributory
limits of liability.

3. NO LIMITATION OF LIABILITY. The limits of liability specified herein in subparagraph 1.A.

are minimum limits of liability only and shall not be deemed to limit the liability of Vendor or
any Vendor insurer except as respects the stated limit of liability of each policy. Where
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required to be an additional insured, the City of Seattle shall be so for the full limits of liability
maintained by Vendor, whether such limits are primary, excess, contingent or otherwise.

4. MINIMUM SECURITY REQUIREMENT. All insurers must be rated A- VIl or higher in the
current A.M. Best's Key Rating Guide and licensed to do business in the State of
Washington unless coverage is issued as surplus lines by a Washington Surplus lines
broker.

5. SELF-INSURANCE. Any self-insured retention not fronted by an insurer must be disclosed.
Any defense costs or claim payments falling within a self-insured retention shall be the
responsibility of Vendor.

6. EVIDENCE OF COVERAGE. Prior to performance of any scope of work under paragraph 5,
Vendor shall provide certification of insurance acceptable to the City evidencing the
minimum coverages and limits of liability and other requirements specified herein. Such
certification must include a copy of the policy provision documenting that the City of Seattle
is an additional insured for commercial general liability insurance on a primary and non-
contributory basis. Certification should be issued to The City of Seattle, Risk Management
Division, Seattle, WA and shall be delivered in electronic form either as an email attachment
to riskmanagement @ seattle.gov or faxed to (206) 470-1270.

23. Review of Vendor Records

Vendor and its Subcontractors shall maintain books, records, documents and other evidence
relating to this Contract, including but not limited to protection and use of City’s Confidential
Information, and accounting procedures and practices which sufficiently and properly reflect all
direct and indirect costs of any nature invoiced in the performance of this Contract. Vendor shall
retain all such records for six (6) years after the expiration or termination of this Contract.
Records involving matters in litigation related to this Contract shall be kept for six (6) years from
the date the litigation is settled or complete.

All such records shall be subject at reasonable times and upon prior notice to examination,
inspection, copying or audit by personnel so authorized by the City's Contract Administration
and/or the Office of the Auditor and federal officials so authorized by law, rule, regulation or
contract, when applicable, at no additional cost to the City. During this Contract's term, Vendor
shall provide access to these items at a mutually agreeable time and place. Vendor shall be
responsible for any audit exceptions or disallowed costs incurred by Vendor or any of its
Subcontractors. Vendor shall incorporate in its subcontracts this section’s records retention and
review requirements.

It is agreed that books, records, documents and other evidence of accounting procedures and
practices related to Vendor's cost structure, including overhead, general and administrative
expenses, and profit factors shall be excluded from City's review unless the cost or any material
issue under this Contract is calculated or derived from these factors.

24. Independent Contractor

The relationship of Vendor to The City by reason of this Contract shall be that of an independent
Vendor. This Contract does not authorize Vendor to act as the agent or legal representative of
the City for any purpose whatsoever. Vendor is not granted any express or implied right or
authority to assume or create any obligation or responsibility on behalf of or in the name of The
City or to bind The City in any manner or thing whatsoever.

It is the intention and understanding of the Parties that Vendor shall be an independent Vendor

and that the City shall be neither liable for nor obligated to pay sick leave, vacation pay or any
other benefit of employment, nor to pay any social security or other tax that may arise as an

12





incident of employment. The Vendor shall pay all income and other taxes as due. Industrial or
other insurance that is purchased for the benefit of the Vendor shall not be deemed to convert
this Contract to any employment contract. It is recognized that Vendor may or will be performing
professional Work during the term for other parties and that The City is not the exclusive user of
the Work that Vendor will provide.

25. No Conflict of Interest

Contractor confirms that Contractor does not have a business interest or a close family
relationship with any City officer or employee who was, is, or will be involved in the Contractor
selection, negotiation, drafting, signing, administration, or evaluating the Contractor's
performance.

26. No Gifts or Gratuities

Contractor shall not directly or indirectly offer anything of value (such as retainers, loans,
entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work or
meals) to any City employee, volunteer or official, that is intended, or may appear to a reasonable
person to be intended, to obtain or give special consideration to the Vendor. Promotional items
worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the
items as routine and standard promotions for business. Any violation of this provision may result
in termination of this Contract. Nothing in this Contract prohibits donations to campaigns for
election to City office, so long as the donation is disclosed as required by the election campaign
disclosure laws of the City and of the State.

27. Current and Former City Employees, Officers, and Volunteers

Throughout the life of the contract, Contractor shall provide written notice to City Purchasing and
the City Project Manager of any current or former City employees, officials or volunteers that are
working or assisting on solicitation of City business or on completion of the awarded contract.
The Vendor must be aware of the City Ethics Code, Seattle Municipal Code 4.16 and advise
Contractor workers as applicable.

28. Contract Workers with 1,000 Hours

Throughout the life of the Contract, Contractor shall provide written notice to City Purchasing and
the City Project Manager of any contract worker that shall perform more than 1,000 hours of
contract work for the City within a rolling 12-month period. Such hours include those that the
contract worker performs for the Contract, and any other hours that the worker performs for the
City under any other contract. Such workers are subject to the requirements of the City Ethics
Code, Seattle Municipal Code 4.16. The Contractor shall advise their Contract workers as
applicable.

29. Errors & Omissions

Vendor shall be responsible for the professional quality, technical accuracy, and the coordination of all
designs, drawings, Statement of Work, and other services furnished by or on the behalf of the Vendor
under this Contract. The Vendor, without additional compensation, shall correct or revise any errors or
omissions in the designs, drawings, Statement of Work, and/or other Vendor services immediately upon
notification by The City. The obligation provided for in this section with respect to any acts or omissions
during the term of this Contract shall survive any termination or expiration of this Contract and shall be in
addition to all other obligations and liabilities of the Vendor to the requirements set forth in the Statement
of Work.
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30. Proprietary and Confidential Information

Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all
materials received or created by the City of Seattle are public records. These records include
but are not limited to bid or proposal submittals, agreement documents, contract work product, or
other bid material. Some records or portions of records are legally exempt from disclosure and
can be redacted or withheld. The Public Records Act (RCW 42.56 and RCW 19.10)8 describes
those exemptions. Contractor must familiarize itself with the Washington State Public Records
Act (PRA) and the City of Seattle’s process for managing records.

The City will try to redact anything that seems obvious in the City opinion for redaction. For
example, the City will black out (redact) Social Security Numbers, federal tax identifiers, and
financial account numbers before records are made viewable by the public. However, this does
not replace Contractor's obligations to identify any materials Contractor wishes to have redacted
or protected, and that Contractor believes are so under the Public Records Act (PRA).

Protecting your Materials from Disclosure (Protected, Confidential, or Proprietary)
Contractor must determine and declare any materials you want exempted (redacted), and that
Contractor also believes are eligible for redaction. This includes but is not limited to Contractor's
bid submissions, contract materials and work products

Proposal Submittals

Asserted exemptions for Proposal Submittals shall be those exemptions that, Contractor
identified on the City Non-Disclosure Request included in the City of Seattle Vendor
Questionnaire for Request for Proposal #SCL-3212. If the Contractor did not submit a request
within the Vendor Questionnaire, the Contractor is deemed to have authorized releasing any and
all information submitted to the City.

Contract Work Producis

If Contractor wishes to assert exemptions for its contract work products Contractor must notify the
City Project Manager at the time such records are generated.

Please note the City cannot accept a generic marking of materials, such as marking everything
with a document header or footer, page stamp, or a generic statement that a document is non-
disclosable, exempt, confidential, proprietary, or protected. You may not exempt an entire page
unless each sentence is entitled to exemption; instead, identify paragraphs or sentences that
meet the RCW exemption criteria you are relying upon.

City’s Response to a Public Records Act Requests

The City will prepare two versions of your materials:

Full Redaction: A public copy that redacts (blacks out) both the exemptions (such as social
security numbers) identified by the City and also materials or text you identified as exempt. The
fully redacted version is made public upon contract execution and will be supplied with no
notification to you.

Limited Redaction: A copy that redacts (blacks out) only the exemptions (such as social security
numbers) identified by the City. This does not redact (black out) exemptions identified by
Contractor. The Limited Redaction will be released only after Contractor is provided “third party
notice” that allows Contractor the legal right under RCW 42.56.540 to bring a legal action to
enjoin the release of any records you believe are not subject to disclosure.

If any requestor seeks the Limited Redacted or original versions, the City will provide Contractor
“third party notice”, giving ten business days to obtain a temporary restraining order while
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Contractor pursues a court injunction. A judge will determine the status of your exemptions and
the Public Records Act.

If the Contractor does not obtain and serve an injunction upon the City within 10 business days of
the date of the City's notification of the request, the Contractor is deemed to have authorized
releasing the record.

Notwithstanding the above, the Contractor must not take any action that would affect (a) the
City’s ability to use goods and services provided under this Agreement or (b) the Contractor's
obligations under this Agreement.

The Contractor will fully cooperate with the City in identifying and assembling records in case of
any public disclosure request.

31. Publicity

No news release, advertisement, promotional material, tour, or demonstration related to the City’s
purchase or use of the Vendor's product or any work performed pursuant to this Contract shall be
produced, distributed or take place without the prior, specific approval of the City’'s Project
Manager or his/her designee.

32. Interlocal Agreement Act

RCW Chapter 39.34 allows cooperative purchasing between public agencies, non profits and
other political subdivisions. Public agencies that file an Intergovernmental Cooperative
Purchasing Agreement with the City of Seattle may purchase from Contracts established by the
City. The seller agrees to sell additional items at the bid prices, terms and conditions, to other
eligible governmental agencies that have such agreements with the City. The City of Seattle
accepts no responsibility for the payment of the purchase price by other governmental agencies.
Should the Vendor require additional pricing for such purchases, the Vendor is to name such
additional pricing upon Offer to the City.

33. Background Checks and Immigrant Status

The City has strict policies regarding the use of Background checks, criminal checks and
immigrant status for contract workers. The policies are incorporated into the contract and
available for viewing on-line at http://www.seattle.gov/business/WithSeattle.htm

34. Dispute Resolution

The parties shall endeavor to resolve any dispute or misunderstanding that may arise under this
Contract concerning Vendor's performance, if mutually agreed to be appropriate, through
negotiations between the Vendor's Project Manager and the City’s Project Manager, or if mutually
agreed, referred to the City's named representative and the Vendor's senior executive(s). Either
party may discontinue such discussions and may then pursue other means to resolve such
disputes, or may by mutual agreement pursue other dispute alternatives such as alternate dispute
resolution processes. Nothing in this dispute process shall in any way mitigate the rights, if any, of
either party to terminate the contract for cause or convenience.

35. Termination

a.

For Cause: Each party may terminate this Contract if the other party is in material breach of any
of the terms of this Contract, and such breach has not been corrected in accordance with the
Contract terms in a timely manner.
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b. For City's Convenience: The City may terminate this Contract at any time, without cause and for
any reason including the City’s convenience, upon 20 days’ written notice to the Vendor.

c. Nonappropriation of Funds: The City may terminate this Contract at any time without notice due
to nonappropriation of funds, whether such funds are local, state or federal grants, and no such
notice shall be required notwithstanding any notice requirements that may be agreed upon for
other causes of termination.

d. Acts of Insolvency: The City may terminate this Contract by written notice to Vendor if the Vendor
becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits the
appointment of a receiver for its business or assets, becomes subject to any proceeding under
any bankruptcy or insolvency law whether domestic or foreign, or is wound up or liquidated,
voluntarily or otherwise.

e. Termination for Gratuities and/or Conflict of Interest: The City may terminate this Contract by
written notice to Vendor if The City finds that a conflict of interest exists in violation of the city
Ethics Code, or that any gratuity in the form of entertainment, a gift, or otherwise, was offered to
or given by the Vendor or any agent therefore to any City official, officer or employee.

f.  Notice: If the RFP Coordinator issues a termination notice with an effective date later than the
termination notice itself, the Vendor shall continue to provide products and services as required
by the RFP Coordinator until the effective date provided in the termination notice.

g. Actions Upon Termination: In the event of termination, the following shall apply:

1. Vendor shall be paid for all products and services that have been delivered prior to the
effective termination date or ordered before the effective termination date, together with
any reimbursable expenses then due.

2. For System development projects, Vendor shall be paid for progress performed on or
prior to the effective termination date, but in no event shall such compensation exceed
the maximum compensation to be paid under the Contract.

3. Vendor agrees that such payment shall fully and adequately compensate Vendor and all
subs for all profits, costs, expenses, losses, liabilities, damages, taxes, and charges of
any kind whatsoever (whether foreseen or unforeseen) attributable to the termination of
this Contract.

4. Upon termination for any reason, Vendor shall provide The City with the most current
design documents, contract documents, writings and other product it has completed to
the date of termination, along with copies of all project-related correspondence and
similar items. The City shall have the same rights to use these materials as if termination
had not occurred.

5. Inthe event this Contract expires or is terminated for any reason, the City shall retain its
rights in all Products, services and system progress that is in transit or delivered prior to
the effective termination date.

36. Force Majeure— Suspension and Termination

This section applies in the event that either party is unable to perform the obligations of this contract
because of a Force Majeure event as defined herein, to the extent that the Contract obligations must
be suspended in full. A Force Majeure event is an event that prohibits performance and is beyond
the control of the party. Such events may include natural or man-made disasters, or an action or
decree of a superior governmental body, which prevents performance.
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37.

Force Majeure under this Section shall only apply in the event that performance is rendered not
possible by either party or its agents. Should it be possible to provide partial performance that is
acceptable to the City under Section #2 (Emergencies or Disasters), Section #2 below shall instead
be in force.

Should either party suffer from a Force Majeure event and is unable to provide performance, such
party shall give notice to the remaining party as soon as practical and shall do everything possible to
resume performance.

Upon receipt of such notice, the party shall be excused from such performance as is affected by the
Force Majeure Event for the period of such Event. If such Event affects the delivery date or warranty
provisions of this Agreement, such date or warranty period shall automatically be extended for a
period equal to the duration of such Event.

Major Emergencies or Disasters

The City may undergo an emergency or disaster that may require the Vendor to either increase or
decrease gquantities from normal deliveries, or that may disrupt the Vendor's ability to provide normal
performance. Such events may include, but are not limited to, a storm, high wind, earthquake, flood,
hazardous material release, transportation mishap, loss of any utility service, fire, terrorist activity or
any combination of the above. In such events, the following shall apply.

a. The City shall notify the Vendor that the City is experiencing an emergency or disaster, and will
request emergency and priority services from the Vendor.

b. Upon such notice by the City, the Vendor shall provide to the City goods and/or services in the
quantities and schedule specified by the City, following the conditions named in this Section.

c. The Vendor shall provide its best and priority efforts to provide the requested goods and/or
services to the City of The City in as complete and timely manner as possible. Such efforts by
the Vendor are not to be diminished as a result of Vendor providing service to other customers.

d. If the Vendor is unable to respond in the time and/or quantities requested by the City, the Vendor
shall make delivery as soon as practical. The Vendor shall immediately assist the City to the
extent reasonable, to gain access to such goods and/or services. This may include:

o Coordinating with other distributors or subsidiaries beyond those in the local region to
fulfill order requests;

o Offering the City substitutions provided the Vendor obtains prior approval from the City
for such substitution.

e. The Vendor shall charge the City the price determined in this Contract for the goods and services
provided, and if no price has been determined, it shall charge the City a price that is normally
charged for such goods and/or services (such as listed prices for items in stock). However, in the
event that the City's request results in the Vendor incurring unavoidable additional costs and
causes the Vendor to increase prices in order to obtain a fair rate of return, the Vendor shall
charge the City a price not to exceed the cost/profit formula found in this Contract.

38. Debarment

In accordance with SMC Ch. 20.70, the Director of Finance and Administrative Services or
designee may debar a Vendor from entering into a Contract with the City or from acting as a sub on
any Contract with the City for up to five years after determining that any of the following reasons
exist:

a. Vendor has received overall performance evaluations of deficient, inadequate, or substandard
performance on three or more City Contracts.

b. Vendor failed to comply with City ordinances or Contract terms, including but not limited to,
ordinance or Contract terms relating to small business utilization, discrimination, prevailing
wage requirements, equal benefits, or apprentice utilization.
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c. Vendor abandoned, surrendered, or failed to complete or to perform work on or in connection
with a City Contract.

d. Vendor failed to comply with Contract provisions, including but not limited to quality of
workmanship, timeliness of performance, and safety standards.

e. Vendor submitted false or intentionally misleading documents, reports, invoices, or other
statements to the City in connection with a Centract.

f.  Vendor colluded with another Vendor to restrain competition.

g. Vendor committed fraud or a criminal offense in connection with obtaining, attempting to obtain,
or performing a Contract for the City or any other government entity.

h. Vendor failed to cooperate in a City debarment investigation.

i. Vendor failed to comply with SMC 14.04, SMC Ch. 14.10, SMC Ch. 20.42, or SMC Ch. 20.45,
or other local, State, or federal non-discrimination laws.

The Director may issue an Order of Debarment following the procedures specified in SMC
20.70.050. The rights and remedies of the City under these provisions are in addition to any other
rights and remedies provided by law or under the Contract.

39. Recycle Products Requirements

As required by Seattle Municipal Code 20.60, whenever practicable, Vendor shall use reusable
products, recyclable products and recycled-content products including recycled content paper on all
documents submitted to the City.

Vendors are to duplex all materials that are prepared for the City under this Contract, whether such
materials are printed or copied, except when impracticable to do so due to the nature of the product
being produced. Vendors are to use 100% post-consumer recycled content, chlorine-free paper in
such products that are produced for the City, whenever practicable, and to use other paper-saving
and recycling measures in business they conduct with and for the City. This directive is executed
under the Mayor's Executive Order, issued February 13, 2005.

40. Section Headings, Incorporated Documents and Order of Precedence

40.1.

40.2.

40.3.

The headings used herein are inserted for convenience only and do not define or limit the
contents.

No verbal agreement or conversation between any officer, agent, associate or employee of The
City and any officer, agency, employee or associate of the Vendor prior to the execution of this
Contract shall affect or modify any of the terms or obligations contained in this Contract.

The following documents are incorporated. Where there is conflict or gap between or among
these documents, the controlling document will be resolved in the following order of precedence
(first listed being the precedent):

a. Applicable federal, state and local statutes, laws and regulations;

b. Sections of this Contract

All Attachments to this Contract, including Pricing, Management, and Technical
Specification Agreements

Licensing and Maintenance Agreements

RFP issued by the City

Vendor Proposal Response

City Purchase Order documents issued, if any; and

Vendor or manufacturer publications or written materials Vendor made available to City
and used to affect the sale.

o

samoa
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. Entire Agreement

This Contract sets forth the entire agreement between the parties with respect to the subject matter
hereof. No changes to provisions, price, quality, or Statement of Work of this Contract will be
effective without the written consent of both parties.

. Authority for Modifications and Amendments

The Parties hereto reserve the right to make amendments or modifications to this Contract by written
agreement, signed by an authorized representative of each party. No modification, amendment,
alteration, or waiver of any section or condition of this Contract shall be effective or binding unless it is
in writing and signed by the City RFP Coordinator and Vendor Contracting Officer. Only the City RFP
Coordinator shall have the express, implied, or apparent authority to alter, amend, modify, add, or
waive any section or condition of this Contract on behalf of the City.

. Severability

If any term or provision of this Contract is determined by a court of competent jurisdiction to be invalid
or unenforceable, the remainder of this Contract shall not be affected thereby, and each term and
provision of this Contract shall be valid and enforceable to the fullest extent permitted by law.

. Miscellaneous Provisions

a. Binding Contract: This Contract shall not be binding until signed by both parties. The
provisions, covenants and conditions in this Contract shall bind the parties, their legal heirs,
representatives, successors, and assigns.

b. Applicable Law/Venue: This Contract shall be construed and interpreted in accordance with
the laws of the State of Washington. The venue of any action brought hereunder shall be in
the Superior Court for King County.

c. Remedies Cumulative: Rights under this Contract are cumulative and nonexclusive of any
other remedy at law or in equity.

d. Waiver: No term or condition or breach thereof shall be deemed waived, except by written
consent of the party against whom the waiver is claimed. Any waiver of the breach of any
term or condition shall not be deemed to be a waiver of any preceding or succeeding breach
of the same or any other covenant, term or condition. Neither acceptance by The City of
Vendor performance nor payment to Vendor for any portion of Work shall constitute a waiver
by The City of the breach or default of any term or condition unless expressly agreed to by
The City in writing.

e. Negotiated Contract: The parties acknowledge that this is a negotiated Contract, that they
have had the opportunity to have this Contract reviewed by their respective legal counsel,
and that the terms and conditions of this Contract are not to be construed against any party
on the basis of such party's draftsmanship thereof.

f. Attorneys’ Fees: Subject to the indemnification provisions set forth in this Contract, if any
action or suit is brought with respect to a matter or matters covered by this Contract, each
party shall be responsible for all its own costs and expenses incident to such proceedings,
including reasonable attorneys’ fees.

g. Authority: Each party represents that it has full power and authority to enter into and perform
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this Contract, and the person signing this Contract on behalf of each party has been properly
authorized and empowered to enter into this Contract. Each party further acknowledges that
it has read this Contract, understands it, and shall be bound by it.

IN WITNESS WHEREOF, in consideration of the terms, conditions, and covenants contained herein, or
attached and incorporated and made a part hereof, the parties have executed this Contract by having
their authorized representatives affix their signatures below.

Structure City of Seattle
,/ S T o
B/ / i *ﬂ ) %/ [ 2EANTYS By ?OVW\ Yl s in 2)as]is
™ é|gnature Date Signature A\ Date
St
James Harvey, Partner <> NANCY LOCKE, City Purchasing Director

By

Signature

JORGE CORRASCO, General Manager
& CEO
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		Solicitation Schedule 

		Date
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		Deadline for Questions
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		Anticipated Contract Agreement
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*Estimated dates
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[bookmark: _Toc393713940]Introduction

Seattle City Light (SCL) is currently engaged in the process of replacing their System Control and Data Acquisition/ Energy Management System (“SCADA/EMS”) systems.  This RFP will be for a System Integrator to implement the SCADA/EMS, and at the City’s sole option, provide future implementation services for Operational Technology (“OT”) software that fits into the City of Seattle’s 2020 Software Vision described in Section 3. 

[bookmark: _Toc393713941] Purpose and Background

Proposers are required to read and understand all information contained within this entire Proposal package. By responding to this RFP, the Proposer agrees that Proposer has read and understands the requirements and documents in this package. 

[bookmark: _Toc393713942]Purpose 

Through this RFP, Seattle City Light (“City Light”) is requesting a written proposal from Vendor(s) to implement City Light’s new SCADA/EMS System and provide, as requested by the City, future implementation services for other OT software modules described in Section 3.

City Light has selected OSI’s software for a new state of the art SCADA/EMS system to replace its highly customized Siemens Spectrum 1.8.2 last upgraded in 1997.   



City of Seattle is seeking proposals from qualified EMS integration vendors to implement the SCADA/EMS system solutions at City Light. These proposals should address the vendor’s systems integration capabilities, methodologies for developing and implementing revised business processes and organizational change, software implementation expertise, company strength and viability, and pricing.  This RFP is for services only and excludes software and hardware.



The awarded contract is expected to provide professional services to meet the needs of the project.  Anticipated professional services that should include, but are not limited to, project management, business process best practices, technology development, organizational change readiness, training, software implementation, and “go live” support.  The project scope is covered more fully in Section 7.



Throughout this document the EMS Software Replacement RFP Technical Specifications will be referenced and is attached as Attachment #3.

[bookmark: _Toc393713943]Background

SCL is a publicly owned utility that operates a generation, transmission and distribution system to serve over 403,000 customers living in the City of Seattle, WA and parts of its metropolitan area.



Currently, the generation portfolio is approximately 2,000 MW and entirely hydro (100%) that relies on City Light’s own seven (7) Hydro-electric power plants located over the following rivers: Pend Oreille (Boundary Dam), Skagit, Cedar and Tolt. The rest of the generation comes from several long-term Hydro contracts with other utilities, power plants, and from treaty rights with British Columbia, Canada. City Light’s generation facilities are connected with SCL service area  via 650 miles of high-voltage transmission lines, 14 major substations and distribution system of more than 2,500 miles of overhead lines and underground cable.



City Light's mission-critical SCADA/EMS is used to monitor, control, and optimize the performance of its generation, transmission and distribution systems. The EMS must operate 24/7 to support the system operations and ensure SCL's production and delivery of environmentally responsible, safe, low cost and reliable power to its customers while in compliance with the NERC and WECC reliability standards.



SCL’s current EMS is a unique, customized Siemens Spectrum 1.8.2 last upgraded in 1997. This system is over fifteen (15) years old and will be replaced with a new EMS System its current state is rapidly nearing the end of its useful life.



The goal is to implement a system that will position SCL to manage the EMS environment with minimal risk to reliability and Critical Infrastructure Protection (CIP) regulatory compliance for a minimum of 10 years while meeting existing and future business needs.



The new EMS shall be able to provide a secure, flexible and scalable platform that can easily be adapted/modified to meet emerging business and growth requirements for: Monitoring and Control of Generation and Market operations as well as the Transmission and Distribution operations. In addition, the new system shall support current and future needs in the areas of Power Network Analysis, Dispatcher Training, and Interfaces with internal/external systems. Finally, the new system shall include a robust platform that supports the Database, Display and Configuration Management of its different applications.



A new EMS will move City Light towards a more commercially sustainable system that will support integration with new smart grid technologies as defined in the company’s Power Delivery Strategic Plan.  Coordination among concurrent and inter-related initiatives will be key to the success of project delivery. 

[bookmark: _Toc393713944]Objectives

[bookmark: _Toc393713945]3.1	RFP Objectives 

Through this RFP, The City intends to enter into a contract on behalf of SCL to purchase the professional services of an SI to implement its new SCADA/EMS software. Anticipated professional services that should include, but are not limited to; project management, business process best practices, technology development, organizational change readiness, training, software implementation, and “go live” support.



The City also intends to evaluate SI vendors based on their experience with a range of Operational Technology (OT) software that fits into the cities 2020 Software Vision.  It is the city’s goal to enter into an agreement with an integrator that will provide long term benefits and efficiencies while implementing the OT applications included in this software vision.  This integration contract is expected to cover an initial period of 10 years, with continuous one year extensions after the initial period.







	Fig 1 – 2020 Software Vision	





Fig 2 - 2020 Software Vision Definitions



The OT software applications includes

· Generation Plant Control Systems including  RCOS and  HMI

· Energy and Distribution Systems including OMS and  DMS

· Substation and Distribution Automation including RTUs, FLSR, Station Controllers.

· Customer Information System including AMI, MDM, SGG.



The City intends to select a vendor that best meets its needs for the EMS project, as well as future implementations.

0. [bookmark: _Toc393713946]EMS Replacement Objectives

The current EMS system is a unique, customized vendor product deployed by Siemens in 1997.  Therefore, the EMS is at end-of-life and due for a major software and hardware upgrade, which will require a forklift replacement to minimize risks of failure.

· A new EMS will move City Light towards a more commercially sustainable system that integrates with the Power Delivery strategic horizon plan and new electric grid and business intelligence technologies

· EMS shall provide a safe, reliable, efficient, cost effective system for managing City Light’s generation, transmission and distribution systems 24/7 all year round

· EMS shall comply with current and foreseen NERC/WECC Reliability Standards  requirements

· EMS shall comply with current and foreseen NERC CIP requirements

[bookmark: _Toc393713947]EMS Implementation Strategy

All Disciplines require unique staffing considerations.  This section outlines resourcing considerations, recommended role definitions, and responsibilities outside of standard Project Management roles.    

The following criteria are used when defining the typical Source for each Role: 

1. SCL – Includes any roles required for this component that are typically performed by Seattle City Light PMO, SMEs and Business users.

2. System Integrator (SI) – Includes specific roles that are required for project delivery and are provided by the Vendor selected as a result of this RFP.  

3. EMS Software Vendor – Includes specific roles that are required for project delivery and are typically provided by additional vendor personnel.  Note that all Components will not necessarily require additional vendor roles. 



In general, the SI project team assigned to the EMS implementation shall bring past SCADA/EMS implementation experience and become an advocate for SCL to ensure the solution delivered meets and/or exceeds stakeholder expectations.







Figure 1 - Project Team & Governance

[bookmark: _Toc393713948]Single Award

With this solicitation, the City intends to award a contract to a single Vendor that best meets City Light’s needs. The City reserves the right to make multiple or partial awards. 

[bookmark: _Toc393713949]Minimum Qualifications 	

The following are minimum qualifications and licensing requirements that the Vendor must meet in order for their proposal submittal to be eligible for evaluation. The City requests a one-page or appropriate-length document as part of your proposal response, to clearly show compliance to these minimum qualifications.  The RFP Coordinator may choose to determine minimum qualifications by reading that single document alone, so the submittal should be sufficiently detailed to clearly show how you meet the minimum qualifications without looking at any other material. Those that are not clearly responsive to these minimum qualifications shall be rejected by the City without further consideration:



		1.

		Vendor to have implementation or upgrade experience with both OSI and Siemens EMS software.





		2.

		The firm must have a minimum 10 years of consulting experience with the electric utility EMS implementations.







[bookmark: _Toc393713950]Mandatory Technical Requirements 



The following are mandatory technical requirements that the Vendor must meet for the proposal to remain eligible for consideration. You must clearly show that your product or service meets these mandatory technical requirements, or your proposal will be rejected as non-responsive. The City requests a one-page or appropriate-length document as part of your proposal response, to clearly show compliance to these mandatory technical requirements. The RFP Coordinator may choose to determine mandatory technical requirements by reading that single document alone, so the submittal should be sufficiently detailed to clearly show how you meet the mandatory technical requirements without looking at any other material. Those that are not clearly responsive to these mandatory technical requirements shall be rejected by the City without further consideration:



The Mandatory Technical Requirement(s) are the following: 



		1.

		The Vendor shall have successfully implemented EMS systems with the attributes and requirements listed below for at least two (2) different electric utilities in the last six (6) years.  At least one (1) of the required EMS system implementations shall be for a system implementation completed within the last three (3) years.

 Implementations shall have been for EMS System with the following attributes:

· A minimum of 2000 MW of generation including hydro

· A minimum of 30 RTUs

· Registered as a Balancing Authority, Transmission, Generation and Distribution Operator according with NERC Reliability Standards.

· With applications  that include Automatic Generation Control, SCADA for GT&D, Transmission  Analysis, DTS, GUI, DB and Display Management System, Trending, Historian, and Reporting

· Compliant with NERC CIP standards. 



		2.

		The Vendor must include with its proposal, a minimum of two (2) electric utility references.  Both references from Mandatory Technical Requirement 1 must be provided.



		3. 

		 Ability to meet EMS project implementation schedule (18-24 months)







[bookmark: _Toc393713951]Minimum Licensing and Business Tax Requirements



This solicitation and resultant contract may require additional licensing as listed below. The Vendor needs to meet all licensing requirements that apply to their business immediately after contract award or the City may reject the Vendor. 

Companies must license, report and pay revenue taxes for the Washington State Business License (UBI#) and Seattle Business License, if they are required to hold such a license by the laws of those jurisdictions.  The Vendor should carefully consider those costs prior to submitting their offer, as the City will not separately pay or reimburse those costs to the Vendor.  



Seattle Business Licensing and Associated Taxes



1. If you have a “physical nexus” in the city, you must obtain a Seattle Business license and pay all taxes due before the Contract can be signed.  

2. A “physical nexus” means that you have physical presence, such as: a building/facility located in Seattle, you make sales trips into Seattle, your own company drives into Seattle for product deliveries, and/or you conduct service work in Seattle (repair, installation, service, maintenance work, on-site consulting, etc.). 

3. We provide a Vendor Questionnaire Form in our submittal package items later in this RFP, and it will ask you to specify if you have “physical nexus”.

4. All costs for any licenses, permits and Seattle Business License taxes owed shall be borne by the Vendor and not charged separately to the City.  

5. The apparent successful Vendor must immediately obtain the license and ensure all City taxes are current, unless exempted by City Code due to reasons such as no physical nexus. Failure to do so will result in rejection of the bid/proposal.  

6. Self-Filing You can pay your license and taxes on-line using a credit card  https://dea.seattle.gov/self/

7. For Questions and Assistance, call the Revenue and Consumer Affairs (RCA) office which issues business licenses and enforces licensing requirements.  The general e-mail is rca@seattle.gov.  The main phone is 206-684-8484, or call RCA staff for assistance (Anna Pedroso at 206-615-1611, Wendy Valadez at 206-684-8509 or Brenda Strickland at 206 684-8404).

8. The licensing website is http://www.seattle.gov/rca/taxes/taxmain.htm.  

9. The City of Seattle website allows you to apply and pay on-line with a Credit Card if you choose.

10. If a business has extraordinary balances due on their account that would cause undue hardship to the business, the business can contact our office to request additional assistance. A cover-sheet providing further explanation, along with the application and instructions for a Seattle Business License is provided below.

11. Those holding a City of Seattle Business license may be required to report and pay revenue taxes to the City.  Such costs should be carefully considered by the Vendor prior to submitting your offer.  When allowed by City ordinance, the City will have the right to retain amounts due at the conclusion of a contract by withholding from final invoice payments.







 



     State Business Licensing and Associated Taxes



Before the contract is signed, you must provide the City with your State of Washington “Unified Business Identifier” (known as UBI #) and a Contractor License if required.  If the State of Washington has exempted your business from State licensing (for example, some foreign companies are exempt and in some cases, the State waives licensing because the company does not have a physical or economic presence in the State), then submit proof of that exemption to the City.  All costs for any licenses, permits and associated tax payments due to the State as a result of licensing shall be borne by the Vendor and not charged separately to the City.  Instructions and applications are at http://bls.dor.wa.gov/file.aspx 

[bookmark: _Toc393713952]Statement of Work and Specifications 

[bookmark: _Toc393713953]Scope of Work 

In general, the EMS implementation requirements shall cover the following high level scope of work executed by a System Integration (SI) Project Team.  The detailed requirements can be found below in sections 7.1.1.  Some details about key project activities are provided herein for initial guidance, although proposer is expected to propose their own Scope of Work based upon the implementation methodology.  



· [bookmark: _Toc371588290]Provide thought leadership and bring best practices in support of project goals and objectives.

· Support project management activities.

· Provide Subject Matter Expertise for creating and contributing to the authoring of project artifacts.

· Analysis, assessment, roadmap and planning of the EMS implementation.

· Gather detailed EMS implementation requirements, e.g. situational awareness strategy definition, dashboard/display visualization, alarm configuration, custom functionality, etc.

· Lead quality assurance activities like verification of proper documentation and training, definition and/or review of testing procedures, performance of testing certification and other related services.

· Regulatory assessment and readiness services (e.g., FERC, NERC, etc.).

· Evaluation of Data Readiness and systems’ data and displays conversion/migration.

· System Control Center Operations’ evaluation and recommendation of best practices for improvements.

· Create and implement the approach, plan, process and activities associated with End User and Technical Staff training. 

· Create and implement the approach, plan, process and activities associated with EMS deployment.

· Create and implement the approach, plan, process and activities associated with EMS go-live and transition to support.



[bookmark: _Toc197882265][bookmark: _Toc294710088][bookmark: _Toc371588291][bookmark: _Toc197243894]Custom Functionality

In general, the future SCADA/EMS system should retain all existing functionality in use by system operators today. Although currently available products may include changes and technological advances in the industry that may provide better capabilities, it is important to note that there is functionality critical to the current system operation that needs to be preserved in the new system. These requirement incorporates current and future custom functionality needs that might not be implemented by the selected EMS vendor that have been evaluated as critical to the operation of SCL’s Generation Fleet, Balancing Authority and Transmission System. 



		Req #

		Name

		Description



		1. 

		Custom Functionality review

		Work with SCL to determine which custom functionalities are critical to SCL Operations.  SI Project team will be expected to develop and implement all critical functionalities previously listed, or identified during the review process.   



		2. 

		Custom Functionality management

		The SDLC process to deliver requirements, design, development and verification of the custom functionality including the review and supervision of the development by the EMS vendor or the SI Team.



		3. 

		Create Custom Reports 

		Includes all reports, approximately 15-30 out of the EMS that are required by the operators, marketing, after-the-fact and other user or support groups not built by the EMS vendor.



		4. 

		Create Custom Alarms 

		Includes the configuration of all required custom alarms to match the company Alarm Strategy



		5. 

		Custom configuration of power applications functionality not delivered by the EMS vendor

		Includes the design and development of functionality not delivered by the EMS vendor that is required by SCL



		6. 

		Custom Configuration of the Energy Accounting (EA) Function 

		Includes the configuration of accounts and calculations required, among others,  to monitor energy MWh quantities  for metered points and inadvertent interchange, split rules, etc.



		7. 

		Custom Configuration of the Interchange Transaction Scheduling (ITS)

		Includes the custom configuration of Interchange Transaction Scheduling functions to be able to create and receive interchange, generation and load schedules from Power Ops, Western Interchange Tool, and/or System Operator.



		8. 

		Custom configuration of EMS interfaces

		These includes the configuration of all EMS interfaces identified in the Technical Requirements documents found in Attachment 3





[bookmark: _Toc226859246][bookmark: _Toc197243895]

[bookmark: _Toc371588292][bookmark: _Toc197243896][bookmark: _Toc197882269][bookmark: _Toc197244128]Architecture and Infrastructure

The following table summarizes the high level implementation requirements related to the architecture and infrastructure, security, interface, data retention and compliance. SCL personnel will supervise and approve the design, build and configuration, test and deploy of the hardware and software infrastructure at the SCL control centers. The specific details will be worked through as the project team creates the Architecture/Infrastructure Staging Approach and Plan document. This will be accomplished with the assistance of System Integrator and the EMS vendor during the planning phase of the implementation





		Req #

		Name

		Description



		1. 

		Support Staging of the EMS at the vendor’s Factory

		Provide support to stage Production/Backup, DTS, QAS, PDS, DMZ, Services, and Printers at the vendor’s facility. The implementation support includes facilitating IP addresses, firewalls/switches, firewall-rules, RTU simulators, third-party software/hardware, etc., to configure and test all the new EMS environments prior Pre-FAT.



		2. 

		Staging of all the EMS environments at the company’s Primary and Backup Sites

		Includes implementation services to stage the PDS for Database, display and system configuration required prior Pre-FAT as well as the staging of all the EMS environments and associated communication links at the company primary and backup sites prior SAT.



		3. 

		Configuration of the EMS security access and AORs

		Configuration of the user’s access and AORs for local and remote users where applicable.



		4. 

		Custom configuration of system parameters

		Support the custom configuration of system master parameters for application communication, access and sizes, monitoring software, data replication, backup services, etc.



		5. 

		Custom configuration of system interfaces

		The design, development and testing of required interfaces with other systems and applications external to the EMS.



		6. 

		Facilities 

		Includes the evaluation, requirements and proposed modifications of existing company facilities to support new EMS systems. 



		7. 

		As-Built Design

		As-Built Design and documentation of any changes made to Hardware, Software, and Networking Architecture during the project



		8. 

		HA & DR

		Assist in system integration and architecture services to implement a high availability (HA) environment and disaster recovery design.





[bookmark: _Toc371588293][bookmark: _Toc197882270]Database Migration

The following table summarizes the high level implementation requirements related to the Database Migration to the new EMS. The Systems Integrator will assist with the data migrations from the current to the new EMS system. The specific details will be worked though as the team creates the Data Migration Approach and Plan document. This will be accomplished with the assistance of SCL and the EMS vendor during the planning phase of the implementation



		Req #

		Name

		Description



		1. 

		Create Database conversion approach and plan

		To facilitate the migration to the new SCADA/EMS system, it is required to have a repeatable conversion process for the existing SCADA/EMS database and network model to the new system’s database that does not invalidate point-to-point checkout. This document Includes, but not limited to:

· High Level DB Migration Plan

· Data Mapping Document: Source-Target

· Data Migration Testing

· Data point naming convention



		2. 

		Create Database conversion tools that support full and incremental database updates

		The conversion process should support full and/or incremental database and network model conversions. Therefore, it is required to create tools to extract and import full or incremental updates.



		3. 

		Establish Database standardization and naming convention for the new EMS SCADA points that matches the expected vendor target system.

		SCL and the Vendor will jointly develop a database export/import format to be utilized during the conversion. SCL will export all required data and network model from the existing SCADA/EMS system into this agreed upon format and provide the file to the Vendor.  The Vendor shall process and import this data file into the new system.  



		4. 

		Migrate, Maintain and Validate the SCADA Database

		Migration, build and maintain the SCADA data from the source to the target EMS system, including but not limited to RTU Analog, Status, Accumulators, Setpoint controls, ICCP, PI-Historian, map board, etc.



		5. 

		Migrate, Maintain and Validate Power Systems Network Model  

		Although the EMS vendor shall be responsible for the convergence of the state estimator after each database conversion, SCL shall validate that the load flow matches the current system load flow results.   SCL is responsible to extract and provide currently used network model for the new EMS. System Integrator may have to update network model as necessary to reflect current system conditions. In addition, SI is required to configure the power applications to match the model and validate that the model and applications are working properly



		6. 

		Configure system and power application parameters

		Configure system telemetry and power application parameters. 



		7. 

		Configuration of the Dispatcher Training Simulator (DTS)

		Includes the custom configuration of the DTS parameters, training scenario events, etc.



		8. 

		Configure RTU and ICCP communications

		Configuration of redundant Telecommunications during ‘listening mode’ and during ‘close-loop’ control for all RTUs and ICCP modeled in the system



		9. 

		Integrate the vendor data conversion tools into the DB Migration Process

		All import/export scripts, applications or tools developed by the Vendor, shall be provided to SCL. It shall be possible for a user to perform the import/export process without assistance from the Vendor.



		10. 

		Perform four major/incremental database migrations

		SCL expectation is that the EMS vendor with the assistance from SI vendor performs a minimum of four (4) full database conversions: before Pre-FAT, FAT, SAT and Go-Live. It is expected that SCL is able to perform incremental database conversions with minimum assistance of the EMS vendor in between full conversions. The SI vendor shall provide estimated costs and duration for each database conversion.



		11. 

		Parallel maintenance of the EMS

		Parallel maintenance of the EMS software, database and interfaces is required during parallel operations period
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Display Migration

The following table summarizes the high level implementation requirements related to the Display Migration to the new EMS. The Systems Integrator will lead the display migrations from the current to the new EMS system. The specific details will be worked through as the project team creates the Display Migration Approach and Plan document. This shall be accomplished with the assistance of SCL and the EMS vendor during the planning phase of the implementation.  SCL currently expects approximately 400 displays to be migrated.  A breakdown of the displays can be seen below the requirements table.





		SCL

		Number



		Station One Lines

		80



		Area One Lines   

		20



		AGC              

		90



		Mapboard         

		10



		Load Shedding     

		4



		Reactive Reserve 

		4



		Region Maps      

		1



		Black Start      

		4



		Alarm Summaries  

		6



		Specials         

		80



		Tabulars         

		50



		Network subnets  

		30



		Total

		379





















































		Req #

		Name

		Description



		1. 

		Create the Display Migration Approach and Planning document

		The plan includes the conversion of displays from the existing Siemens System to the new EMS vendor. The Plan documents include, but not limited to:

· High Level Display Build Approach and Plan

· Inventory of Source displays

· Inventory of Target Displays

· Inventory of Source Symbols

· Inventory of Target Symbols and Widgets

· Display requirements for target display, which also impact the Requirement Traceability Matrix

· Situational Awareness Strategy Document

· Display Build Standards document 



		2. 

		Create the Display Migration and Build process

		Create the Display Migration and Build Process that includes the development of display templates, linking of dynamic elements, Quality Assurance (testing), etc.



		3. 

		Migrate/Build all target symbols, displays

		Migrate/Build all target symbols, displays



		4. 

		Build all required real-time calculations that drive displays

		Build all required real-time calculations that drive new system Dashboards and/or custom displays



		5. 

		Configure Situational awareness as required per display

		Configure Situational awareness: audible alarms and visualizations as required per display



		6. 

		Create new Custom Dashboards

		This includes but is not limited to the migration of the custom displays according to the company situational awareness strategy used to show Generation, Transmission, Distribution summaries, as well as the system status summaries used by operations and support groups. Other custom screens include one-line diagrams, tracking of load forecast and actual, custom trends and trend-boards, toolbars and menus, symbol library, etc.
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Security and Compliance



		Req #

		Name

		Description



		1. 

		Security







		The requirements related to the design and verification of the ability of the solution to have acceptable levels of security measures in place to prevent sabotage or unauthorized access for both physical and cyber security.



		2. 

		Compliance



		This refers to implementation requirements to comply with FERC/NERC/WECC and SCL reliability and cyber security standards and policies.







Test Coordination and Quality Assurance

The following table summarizes the high level implementation requirements related to the test coordination, execution, and quality assurance of the new EMS. The SI will lead (and help perform) the Testing activities with the assistance of SCL and the EMS vendor. The SI will facilitate test team responsible of the coordination, execution, defect resolution and approval of each test cycle.



		Req #

		Name

		Description



		1. 

		Create Test Plan and approach document

		Creates the Testing Approach and Planning document that includes but is not limited to:

· Test Strategy (what, when, how much)

· Test Toolset

· Variance Classification & Resolution

· Test Cycles

· Test Environment



		2. 

		Create and Review Test Cases

		Creates Test Cases to validate custom functionality, integration end-to-end functions, and critical vendor provided functions. In addition, facilitates the review of the Test documentation provided by the EMS vendor to validate adequacy and traceability with Functional and Technical Requirements.



		3. 

		Maintain Requirement Traceability Matrix

		Updates the Requirement Traceability Matrix to ensure all Functional and Technical requirements have been traced to a detailed design document, business process, or test case that has been approved by SCL



		4. 

		Establish the event (variance) report system

		Prior to executing the Test Cycle, an established issue reporting system for communicating defects to the responsible parties shall be established. If applicable, it is expected that existing SCL Testing Tools are used for this effort.



		5. 

		Create, review and distribute relevant test metrics

		The test team shall create, review and distribute relevant test metrics. Based upon the approved test approach, plan and cases, metrics will be established for tracking testing progress.



		6. 

		Coordinate the multiple test cycles

		Once all development efforts have been completed and unit tested, the test team will execute the Test Phase, composed of multiple Test Cycles, including but not limited to:

· Database Conversion Testing

· Display Conversion Testing

· Field (point-point) Testing

· Pre-Factory Acceptance Test (Pre-FAT)

· Factory Acceptance Test (FAT)

· Site Acceptance Test (SAT)

· User Acceptance Test (UAT)



		7. 

		Manage closure of variances found during various test cycles

		It shall manage the test cycle and ensure any variances found during a test cycle, are corrected within the tolerances noted under the acceptance criteria. 



		8. 

		Business Readiness

		Conduct business readiness assessments, Go Live Planning, and Go Live Rehearsals to insure a smooth transition to the new system
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Transition and Go Live

The following table summarizes the high level implementation requirements related to the transition and go live of the new EMS. The Systems Integrator will lead transition and go-live activities with the assistance of SCL and the EMS vendor. The SI will facilitate coordination, execution, defect resolution and approval of each transition phase and final go-live operation.



		Req #

		Name

		Description



		1. 

		Transition Plan



		Transition Plan: Document the transition period, identifying transition activities, resources roles & responsibilities, etc.



		2. 

		Operational Readiness Assessment



		This is the plan and assessment of the production environment to determine when the infrastructure, network, desktop, database, environments, application, staff, etc., are ready to initiate the Production Cutover process.



		3. 

		Go Live - Parallel Operation & Cutover

		· Go Live Planning

· Go Live Rehearsals

· Production Installation Procedure

· Production Parallel Operation Procedures

· Production Cutover Procedures

· Production Availability Period Procedures

· Warranty Period including patching and release management procedures

· Deactivate & surplus Siemens 1.8.2







Project Management



The following table summarizes the high level implementation requirements related to the project management of the new EMS. Seattle City Light PMO provides program and project management expertise across the implementation. The Systems Integrator Technical PM will report into SCL Project Manager. The Systems Integrator PM shall ensure compliance with PMO process and following of industry best practices.





		Req #

		Name

		Description



		1. 

		Define and Execute Communication Plan

		· Define communication plan

· Implement and Execute communication plan



		2. 

		Track Project Budget, Deliverables and Resources

		· Actively manage and communicate project budget (Actuals and Estimates to completion) 

· Ensure timeliness and quality of deliverables throughout the project

· Continuously balance resource load based on project delivery

· Establish and execute project governance, controls and status reporting process



		3. 

		Mitigate Project Risks and Issues

		· Proactively identify and mitigate project risks and issues 

· Track all software/hardware defects and required solutions



		4. 

		Manage Vendor Relationships

		· Monitor vendor resources and implementation service commitments

· Coordinate vendor software delivery (initial for PDS and subsequent releases pre FAT, SAT, Cutover and Post Cutover)



		5. 

		Manage Project Scope and Change Requests

		· Manage project scope.

· Determine which project issues warrant change request evaluation and determine course of action with project sponsors 

· Institute a process to evaluate the feasibility of change requests and assess the impacts to the overall project budget, timeline and resource allocation. 



		6. 

		Develop resource allocation Plan

		· Develop resource allocation plan which will include SCL (project, business, IT), SI and Vendor resources participating in implementation



		7. 

		Project schedule

		· Building project schedule/plan.

· Actively manage and communicate project schedule (Actuals and Estimates to completion) 

· Ensure timeliness and quality of deliverables throughout the project

· Continuously balance resource load based on project delivery milestones

· Establish and execute project governance, controls and status reporting process to ensure timeliness.





[bookmark: _Toc371588297]Business Process Maps (BPMs) and System Operating Procedures 

The following table summarizes the high level implementation requirements related to the business Process for the new EMS. The Systems Integrator will lead (and help perform) the business process activities with the assistance of SCL and the EMS vendor.  Deliverables include



		Req #

		Name

		Description



		1

		Review Existing Business Processes Process Maps (BPMs) and System Operating Procedures (SOPs)

		Review existing business and IT processes and procedures related to current EMS functionalities.  Complete BPMs and SOPs documentation deficiencies.   SOPs are traceable to one more elements of a BPM.  Define the BPM and SOP standards and use them consistently.  BPMs and SOPs are included with change management.



		2

		Develop Future State BPMs and SOPs

		Revise current state BPMs and SOPs to define the new EMS BPMs and SOPs.  The BPMs and SOPs will be traceable to test procedures. BPMs and SOPs are included within the scope of change management. BPMs and SOPs are part of the system traceability requirements.  Testing coverage must include all revised and future BPM and SOPs.





[bookmark: _Toc371588298]Documentation and Change Management 

The following table summarizes the high level implementation requirements related to system documentation and Change Management activities for the new EMS. The Integrator will lead (and help develop) the required project documentation and change management activities with the assistance of SCL and the EMS vendor. The SI will assign business analyst to the project that will be responsible for the coordination, execution, defect resolution and seek approval for the technical and change management documentation



		Req #

		Name

		Description



		1. 

		Develop and Execute Change Management Plan

		· Define Change Management Plan

· Implement and Execute Change Management Plan



		2. 

		Develop implementation Strategy and Plan

		· Define the implementation strategy and plan in coordination with the EMS vendor as well as all the  SI leads in charge of database and display migration and architecture/infrastructure 



		3. 

		Assist with the creation and review of Technical Project Documentation

		Assist with the creation and review of Technical Project Documentation, including but not limited to:

· Functional Specification Document (Customs)

· Requirement Traceability Matrix

· Use Case Models and diagrams

· Non Functional Requirements Document

· Report Specification Document

· Current State (As-is) Business Process Flows

· Future State (To-Be)Business Process Flow

· Job Impact assessment

· Technical Specification Documents: Architecture, Interface Design, Configuration Specification, List of deliverables, infrastructure layout, 

· Disaster recovery approach and Plan

· Training Approach and Plan

· Deployment Approach and Plan

· Decommission Approach and Plan

· Physical Support Model and Tools

· Custom Help and FAQs manuals



		4. 

		Develop and Maintain Requirement Traceability Matrix

		· Develop Requirement Traceability Matrix from the SOW

· Include requirements related to new dashboards, alarms, reports and functionality to be developed by the SI team

· Perform gap analysis to determine how requirements are met in vendor base application and identify custom components (report, interface, message, complex configuration, etc.) that need to be built by the SI or by the EMS vendor







[bookmark: _Toc371588299]Training and Knowledge Transfer

The following table summarizes the high level implementation requirements related to the training of SCL personnel on the new EMS.  In order for the City to experience complete project success, the City staff must be able to provide ongoing support and maintenance for the EMS Solution to its user base.  The EMS Vendor shall plan and conduct knowledge transfer to the SCL technical staff during the software installation and configuration to ensure that the City has adequate skills to maintain and operate the system after implementation.  Knowledge transfer is critical not only from the technical perspective; it is also needed to support the functional aspects of the project which would include areas like change management, and business process redesign.  Knowledge transfer includes the development of written materials that convey the “knowledge” to be transferred in addition to the anticipated work session with City, SI and EMS Vendor staff. A comprehensive knowledge transfer plan is expected and will be tied to a specific payment milestone. This should be an ongoing process throughout the project life cycle.  The City expects the SI to conduct quarterly assessments of knowledge transfer activities and provide a written assessment and recommendations. 



		Req #

		Name

		Description



		1. 

		Define Training Approach and Plan

		Define Training Approach and Plan



		2. 

		Create custom operational (business) training courses

		Create curriculum for custom operational (business) training courses



		3. 

		Create custom support (IT System Admin and Maintenance) courses

		Create custom support (IT System Admin and Maintenance) courses



		4. 

		Deliver custom Training courses

		· Deliver operational and functional training (role-based user, super user)

· Deliver technical training (system administration, application support)



		5. 



		Coordinate Knowledge Transfer from SI to SCL EMS support team

		Develop and document a knowledge transfer plan.  During the course of the project, the Proposer shall engage in a series of activities to transfer knowledge regarding aspects of the EMS implementation, operation & maintenance from the development team to the production team, who will ultimately be operating and supporting the system.  All knowledge transfer activities and content shall be documented and reported in a quarterly status report.
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The following table describes the roles, responsibilities and skill level required for external SI full-time resources assigned to this project. At the minimum the SI Project team should include:

		Role

		Responsibility

		Skills



		Project Manager

		· Reports to SCL Project Manager

· Creation of project planning artifacts, e.g. Project Charter and Schedule

· Show on-going leadership, sponsorship, and support of all project activities

· Ensure that necessary resources (e.g., personnel, materials, etc.) are available for all activities

· Provide energy management systems Business and Technical Expertise as needed throughout the project, particularly for X and Y internal deliverables

· Provide support to the SCL Project Manager in the development of the approach and the on-going management of the overall project including: management of the overall schedule, budget and scope; managing staffing requirements, issues and risks, the change control process, project communications, quality assurance, project close out and other monitoring and controlling activities.  

· Contribute to effective Risk Mitigation throughout the project by ensuring timely communications and appropriate escalation regarding issues that may impact schedule, budget and scope (e.g., issues related to project deliverables, vendors, resources, etc.)

· Manage, track and report the schedule, budget and scope where the System Integrator has primary responsibility as detailed herein

· Provide additional project reporting as required by SCL PMO methodology process (status reports, budget reporting, Steering Committee reports, ad hoc reports, etc.)  

· Manage and coordinate resources assigned to the project

· Facilitate team meetings, workshops and other meetings with appropriate periodicity

· Provide formal document acceptance (via review and approval) for deliverables and other project artifacts

· Manage vendor relationships, including service commitments, software delivery, etc.

		· Strong PM Experience

· Vendor System Expertise

·  SCADA/EMS Functional Experience





		SCADA/EMS Business Analyst and Change Management Process Lead

		· Develop business readiness plan that integrates training, communications, business process designs and testing

· Compile and produce deliverables

· Document meeting notes and status reports

· Facilitate distribution and review of  meeting notes and status reports 

· Provide support to user acceptance testers when performing testing activities

· Assist Project Managers in confirming scope, stakeholders, schedule, and communications in project management documents

· Prepare Project presentations

· Record test results and log issues

· Review, augment, and create test scripts as required

· Contribute to development of training material and delivery of training sessions

· Contribute to business process redesign and change management artifacts and deliverables

		· Strong Business Analyst Skills

· Strong Change Management Skills

· SCADA/EMS Functional Experience 

· Knowledge of Electric Utility Business and Operations best practices





		SCADA/EMS Subject Matter Experts (Project Advisors)

		· Contribute expertise, advisory services and lessons learned from previous projects Subject Matter Expert Consulting Services for creating and/or contributing to the authoring of project artifacts, for example:

· Business and Technical Requirements

· Business Process Redesigns

· Architecture and Infrastructure Designs

· Cyber Security 

· Disaster Recovery 

· Cutover and Decommission Plan

· Required and Recommended Training Courses

· Provide expertise and best practices with regard to the requirements of regulatory entities such as North American Energy Reliability Corporation (NERC), Critical Information Protection (CIP) from Department of Homeland Security, and Federal Energy Regulatory Commission (FERC), as those requirements relate to the EMS upgrade project.

· Provide expertise and best practices with regards to Transmission and Distribution operations’ requirements and industry trends

· Support and participate in Project meetings as required

· Provide inputs to the Scope of Work

· Provide inputs to the Project Management Plan

· Provide inputs to Project presentations for stakeholder groups including Executive stakeholders

· Be available to the Design Teams or Technical Leads (Client,  or Vendor) to answer questions and help complete various Design deliverables 

· Be available to the Development Teams to answer questions and help complete Development deliverables.

· Be available to User Acceptance Test Teams to answer questions and help complete various User Acceptance deliverables (e.g., Test Cases, test log.)

· Support Test Planning, Test Preparation, Test Execution, and Test Closure

· Provide expertise to business process redesign and change management workshops and deliverables

		· EMS Vendor System Expertise

·  SCADA/EMS Functional Expertise

· SCADA/EMS Industry Advisors



		SCADA/EMS System Admin and Database Migration Lead 

		· Lead the data migration activities

· Create and facilitate the approval of the Data Migration Approach and Plan, which includes DB standardization

· Manage the database developers involved in the DB and power network migration

· Support the design, development and test activities related to the migration of the SCADA data and applications configuration

· Act as a liaison between different groups within the project to ensure a smooth work flow of the new system 

· Identify system issues ahead of time, such that they can be mitigated before causing disruption

· Troubleshoot the target environment at a systems level

· Lead the creation of tools/scripts in a variety of technologies to enhance activities in the project interfaces 

· Review release notes for all significant system changes and evaluate impact

· Lead Integration of external components with the new system

· Transfer knowledge to SCL resources through one-on-one exchanges, documentation, and formal/informal training sessions.

		· Strong Management Experience

·  Vendor System Expertise

· Database Conversion experience 

·  SCADA/EMS Functional Experience

· System Administration Expertise on selected EMS



		Power Network Model  Migration and Transmission Applications SME

		· Evaluate  and make recommendations to the consolidation of the power network model into one single model

· Facilitate the design, development and test of the network model migration

· Support the  migration of the power applications database

· Creation  of artifacts related to power network model and transmission applications database migration, testing and training

· Support parallel maintenance as needed

· Support testing of the database migration 

· Support testing of the power applications

· Support during cutover activities

· Provide post-cutover support as needed

		· EMS Vendor System Expertise

·  Strong EMS Model Experience 

· Software Development Experience

· EMS Power Applications configuration experience



		Display Migration Lead

		· Lead the display migration activity

· Create and facilitate the approval of the Display Migration Approach and Plan, which includes display standardization

· Manage resources to build/migrate displays

· Review and approve display verification process

· Provide information and expertise with respect to sources being used for building displays

· Review and approve displays

· Development of the display maintenance process

· Provide best practices in Situational Awareness for existing displays

· Transfer knowledge to SCL resources through one-on-one exchanges, documentation, and formal/informal training sessions.

· Provide cutover/post-cutover support as needed

		· Strong Management Experience

· Vendor System Expertise 

·  SCADA/EMS Functional Experience

· Situational Awareness Expertise



		Test Lead

		· Lead and coordinate the Testing activities with assistance of SCL and the EMS vendor: Migration Testing, Field testing, Pre-FAT, FAT, SAT, UAT, Regression/Stress Testing, etc.

· Contribute in the creation of the Test approach and Plan document

· Creation of the DR Plan

· Creation of the Cutover Plan

· Overall management of testing Metric Tracking using SCL PMO required tools

· Identification of test cases for all test cycles

· Execution of test cases as required

· Manage defect resolution process to achieve required defect criteria

· Manage resources assigned to the testing activities: analyst, testers, SMEs

· Attend and help coordinate testing at X and or SCL

· Review, augment, and create test scripts as required

		· Strong Management Experience 

· EMS Vendor System Expertise

·  Strong EMS Testing Experience 

· Strong Test Coordination expertise



		Business Process Lead

		· Lead business process design activities

· Mange business process analysts

· Creation of the business readiness plan

		· Strong Management Experience

· Strong Business Process Experience

·  SCADA/EMS Functional Experience



		Database Analysts

/Interface and Report Developer

		· Create detailed design documents required for database migration

· Build and/or test tools required for database migration as needed

· Migrate the database

· Maintain the database during parallel operations

· Create detailed design, develop and test of new reports

· Create detailed design, develop and test of new interfaces

· Create detailed design, develop and test of new data structures and calculations required to drive new dashboard displays

· Provide peer review for other Developers

		· Strong SCADA DB Migration  Expertise

·  Vendor EMS experience

· Strong software development expertise



		Display Developers 

		· Create detail design documents required for selected operations’ Dashboards

· Build/migrate target displays

· Maintain approved displays during parallel operations

· Create detailed design, develop and test of new dashboards

· Support the creation of user interface for new reports

		· Strong SCADA Display  Migration  Expertise

·  Vendor EMS Display editor experience





		Tests Analysts

		· Support Test Planning, Test Preparation, Test Execution, and Test Closure

· Team with Client staff to facilitate testing

· Leverage functional expertise to analyze test results

· Generate performance reporting and log defects

· Notify Test Lead of issues and risks

· Train support personnel

		· SCADA/EMS Functional Expertise

· Vendor EMS experience 

· Business Analysis Expertise

· EMS Testing experience



		Business Process Analyst

		· Review existing process and procedures

· Develop future state process and procedures

· Contribute to business readiness plan

		· Business Process Experience

· SCADA/EMS experience 









[bookmark: _Toc393713955]OT Technology Experience

As shown in figure 1 2020 Software vision City light will be looking to evaluate vendors on their ability to perform system integration work on not just the EMS software, but multiple OT systems.  The city will evaluate the vendors OT experience based on the following points



		Req #

		Name

		Description



		1. 1

		Experience

		Provide an executive summary of your experience with the OT software SCL has presented in Fig 1.  This summary should include the software, clients(2 available for reference calls) and a brief description of the project(s)



		2. 

		Price

		Provide a detailed brake down of rates that will cover a 5 time frame.  Be sure to include yearly escalation



		3. 

		Methodology

		Describe the method in which your company plans, designs, implements, and supports the implementation and integration of OT projects



		4. 

		Practice Area Leads

		Provide the resumes of your practice area leads.







[bookmark: _Toc393713956]Independent Contractor and City Space Requirements



The Vendor is working as an independent contractor.  Although the City provides responsible contract and project management, such as managing deliverables, schedules, tasks and contract compliance, this is distinguished from a traditional employer-employee function.  This contract prohibits vendor workers from supervising City employees, and prohibits vendor workers from supervision by a City employee.  Prohibited supervision tasks include conducting a City of Seattle Employee Performance Evaluation, preparing and/or approving a City of Seattle timesheet, administering employee discipline, and similar supervisory actions.

Contract workers shall not be given City office space unless expressly provided for below, and in no case shall such space be made available for more than 36 months without specific authorization from the City Project Manager.  

The City expects that at least some portion of the project will require the Vendor workers to be on-site at City offices.  This benefits the City to assure access, communications, efficiency, and coordination.  Any vendor worker who is on-site remains, however, a vendor worker and not a City employee.  The vendor shall ensure no vendor worker is on-site at a City office for more than 36 months, without specific written authorization from the City Project Manager.  The vendor shall notify the City Project Manager if any worker is within 90 days of a 36 month on-site placement in a City office.  

The City will not charge rent.  The Bidder is not asked to itemize this cost. Instead, the vendor should absorb and incorporate the expectation of such office space within the vendor plan for the work and costs as appropriate.  City workspace is exclusively for the project and not for any other vendor purpose.  The City Project Manager will decide if a City computer, software and/or telephone is needed, and the worker can use basic office equipment such as copy machines.  If the vendor worker does not occupy City workspace as expected, this does not change the contract costs.

[bookmark: _Toc393713957]Background Checks and Immigrant Status



The City has strict policies regarding the use of Background checks, criminal checks and immigrant status for contract workers.  The policies are incorporated into the contract and available for viewing on-line at http://www.seattle.gov/business/WithSeattle.htm  

[bookmark: _Toc393713958]Instructions to Proposers 

[bookmark: _Toc393713959]    Proposal Procedures and Process

This chapter details City procedures for directing the RFP process.  The City reserves the right in its sole discretion to reject the proposal of any Proposer that fails to comply with any procedure in this chapter.
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All Vendor communications concerning this acquisition shall be directed to the RFP Coordinator.  The RFP Coordinator is:

Jeremy Doane, Senior Buyer

206-684-4515

Jeremy.Doane@Seattle.gov 



Unless authorized by the RFP Coordinator, no other City official or City employee is empowered to speak for the City with respect to this acquisition.  Any Proposer seeking to obtain information, clarification, or interpretations from any other City official or City employee other than the RFP Coordinator is advised that such material is used at the Proposer’s own risk.  The City will not be bound by any such information, clarification, or interpretation.  

Following the Proposal submittal deadline, Proposers shall not contact the City RFP Coordinator or any other City employee except to respond to a request by the City RFP Coordinator.

[bookmark: _Toc521141113][bookmark: _Toc524484956][bookmark: _Toc524754143][bookmark: _Ref525440530][bookmark: _Ref525440556][bookmark: _Toc526492388][bookmark: _Toc528557443][bookmark: _Toc529153503][bookmark: _Toc30899403]Contact by a vendor regarding this acquisition with a City employee other than the RFP Coordinator or an individual specifically approved by the RFP Coordinator in writing, may be grounds for rejection of the vendor’s proposal.

[bookmark: _Toc393713961] Optional Pre-Proposal Conference and Site Tour

The City shall conduct an optional pre-proposal conference and site tour on the time and date provided in page 1, at the System Control Center, 614 NW 46th Street, Seattle 98107.  Though the City will attempt to answer all questions raised during the pre-proposal conference, the City encourages Vendors to submit questions Vendors would like addressed at the pre-proposal conference to the RFP Coordinator, preferably no later than three (3) days in advance of the pre-proposal conference.  This will allow the City to research and prepare helpful answers, and better enable the City to have appropriate City representatives in attendance.



The purpose of the meeting and site tour is to provide potential Proposers a better understanding of City Light’s system requirements by giving potential Proposers the opportunity to view the facility in which the EMS will be installed, and to answer questions potential Proposers may have regarding the solicitation document and to discuss and clarify any issues.  This is an opportunity for Proposers to raise concerns regarding specifications, terms, conditions, and any requirements of this solicitation.  Failure to raise concerns over any issues at this opportunity will be a consideration in any protest filed regarding such items that were known as of this pre-proposal conference.

[bookmark: _Toc521141117][bookmark: _Toc524484959][bookmark: _Toc524754146][bookmark: _Toc526492391][bookmark: _Toc528557446][bookmark: _Toc529153506][bookmark: _Toc30899404][bookmark: _Toc393713962]    Questions

Questions are to be submitted to the Buyer no later than the date and time on page 1, in order to allow sufficient time for the City Buyer to consider the question before the bids or proposals are due.  The City prefers such questions to be through e-mail directed to the City Buyer e-mail address. Failure to request clarification of any inadequacy, omission, or conflict will not relieve the vendor of any responsibilities under this solicitation or any subsequent contract.  It is the responsibility of the interested Vendor to assure that they received responses to Questions if any are issued.

[bookmark: _Toc521141118][bookmark: _Toc524484960][bookmark: _Toc524754147][bookmark: _Toc526492392][bookmark: _Toc528557447][bookmark: _Toc529153507][bookmark: _Toc30899405][bookmark: _Toc393713963]    Changes to the RFP/Addenda

A change may be made by the City if, in the sole judgment of the City, the change will not compromise the City’s objectives in this acquisition.  A change to this RFP will be made by formal written addendum issued by the City’s RFP Coordinator Addenda issued by the City shall become part of this RFP and included as part of the Contract. It is the responsibility of the interested Vendor to assure that they have received Addenda if any are issued.

[bookmark: _Toc524484961][bookmark: _Toc524754148][bookmark: _Ref525440624][bookmark: _Ref525440637][bookmark: _Toc526492393][bookmark: _Toc528557448][bookmark: _Toc529153508][bookmark: _Toc30899406][bookmark: _Toc393713964]    Bid Blog

The City Purchasing website offers a place to register for a Blog related to the solicitation.  The Blog will provide you automatic announcements and updates when new materials, addenda, or information is posted regarding the solicitation you are interested in.  http://www.seattle.gov/purchasing/default.htm

[bookmark: _Toc393713965]    Receiving Addenda and/or Question and Answers 

The City will make efforts to provide courtesy notices, reminders, addendums and similar announcements directly to interested vendors. The City makes this available on the City website and offers an associated bid blog:  http://www.seattle.gov/purchasing



Notwithstanding efforts by the City to provide such notice to known vendors, it remains the obligation and responsibility of the Vendor to learn of any addendums, responses, or notices issued by the City.  Such efforts by the City to provide notice or to make it available on the website do not relieve the Vendor from the sole obligation for learning of such material.  



Note that some third-party services decide to independently post City of Seattle bids on their websites as well.  The City does not, however, guarantee that such services have accurately provided bidders with all the information published by the City, particularly Addendums or changes to bid date/time.



All Proposals sent to the City shall be considered compliant to all Addendums, with or without specific confirmation from the Proposer that the Addendum was received and incorporated.  However, the Buyer can reject the Bid if it does not reasonably appear to have incorporated the Addendum.  The Buyer could decide that the Bidder did incorporate the Addendum information, or could determine that the Bidder failed to incorporate the Addendum changes and that the changes were material so that the Buyer must reject the Offer, or the Buyer may determine that the Bidder failed to incorporate the Addendum changes but that the changes were not material and therefore the Bid may continue to be accepted by the Buyer.

[bookmark: _Toc393713966]    Proposal Submittal Instructions

· Proposals must be received no later than the date and time specified on the Solicitation Schedule or as otherwise amended.  



· Fax, e-mail and CD copies will not be an alternative to the hard copy. If a CD, fax or e-mail version is delivered to the City, the hard copy will be the only official version accepted by the City.

[bookmark: _Toc393713967]    Proposal Delivery Instructions

a) The Submittal may be hand-delivered or must otherwise be received by the Buyer at the address provided below, by the submittal deadline.  Please note that delivery errors will result without careful attention to the proper address.  



TABLE 2 – PROPOSAL DELIVERY ADDRESS



		Physical Address (courier)

		Mailing Address (For U.S. Postal Service mail)



		City Purchasing and Contracting Services Div.

Seattle Municipal Tower

700 Fifth Ave Ste 4112

Seattle, WA 98104-5042

Attention: Jeremy Doane, Sr. Buyer

Re:  RFP-SCL-3339

		City Purchasing and Contracting Services Div.

Seattle Municipal Tower

P.O. Box 94687

Seattle, WA 98124-4687

Attention: Jeremy Doane, Sr. Buyer

Re:  RFP-SCL-3339









b) Hard-copy responses should be in a sealed box or envelope clearly marked and addressed with the CPCS Buyer Name, RFP title and number.  Submittals and their packaging (boxes or envelopes) should be clearly marked with the name and address of the Proposer.



c) If packages are not clearly marked, the Proposer has all risks of the package being misplaced and not properly delivered. 



Late Submittals: 

The submitter has full responsibility to ensure the response arrives at City Purchasing within the deadline. A submittal after the time fixed for receipt will not be accepted unless the lateness is waived by the City as immaterial based upon a specific fact-based review.  Responses arriving after the deadline may be returned unopened to the Vendor, or the City may accept the package and make a determination as to lateness. 

[bookmark: _Toc393713968] 	No Reading of Prices

The City of Seattle does not conduct a bid opening for RFP responses. The City requests that companies refrain from requesting proposal information concerning other respondents until an intention to award is announced, as a measure to best protect the solicitation process, particularly in the event of a cancellation or re-solicitation.  With this preference stated, the City shall continue to properly fulfill all public disclosure requests for such information, as required by State Law.

[bookmark: _Toc393713969]  	Offer and Proposal Form

Proposer shall provide the response in the format required herein and on any forms provided by the City herein.  Provide unit prices if appropriate and requested by the City, and attach pages if needed. Proposer shall quote prices with freight prepaid and allowed.  Proposer shall quote prices FOB Destination.   All prices shall be in US Dollars.  



[bookmark: _Toc393713970] 	Best and Final Offer (Optional)

The City reserves the right to make an award without further discussion of the responses submitted; the best and final offer procedure associated with selecting the Apparently Successful Vendor will be optional and at the sole discretion of the city.  Therefore, Vendor’s Response should be submitted on the most favorable terms that Vendor can offer.

[bookmark: _Toc393713971] 	Contract Terms and Conditions

The contract that has been adopted for the City Technology projects is attached and embedded on the last page of this RFP Solicitation. Proposers are responsible to review all specifications, requirements, Terms and Conditions, insurance requirements, and other requirements herein. To be responsive, Vendors must be prepared to enter into a Contract substantially the same as the attached Contract.  The Vendor’s failure to execute a Contract substantially the same as the attached Contract may result in disqualification for future solicitations for this same or similar products/services. 



Submittal of a proposal is agreement to this condition.  Vendors are to price and submit proposals to reflect all the specifications, requirements, in this RFP and terms and conditions substantially the same as those included in this RFP.



Any specific areas of dispute with the attached Contract must be identified in Vendor’s Response and may, at the sole discretion of the City, be grounds for disqualification from further consideration in award of a contract.



Under no circumstances shall a Vendor submit its own standard contract terms and conditions as a response to this solicitation. Instead, Vendor must review and identify the language in the City’s attached Contract Attachment 2 that Vendor finds problematic, state the issue, and propose the language or contract modifications Vendor is requesting.  Vendor should keep in mind, when requesting such modifications, that the City is not obligated to accept the requested areas of dispute.



The City will not sign a licensing or maintenance agreement supplied by the Vendor. If the vendor requires the City to consider otherwise, the Vendor is also to supply this as a requested exception to the Contract and it will be considered in the same manner as other exceptions.  



The City may consider and may choose to accept some, none, or all contract modifications that the Vendor has submitted with the Vendor’s proposal.  



Nothing herein prohibits the City, at its sole option, from introducing or modifying contract terms and conditions and negotiating with the highest ranked apparent successful Proposer to align the proposal to City needs, within the objectives of the RFP.   The City has significant and  critical time frames which frame this initiative, therefore, should such negotiations with the highest ranked, apparent successful Proposer fail to reach agreement in a timely manner as deemed by the City, the City, at its sole discretion, retains the option to terminate negotiations and continue to  the next-highest ranked proposal.

[bookmark: _Toc393713972] 	Prohibition on Advance Payments

No request for early payment, down payment or partial payment will be honored except for products or services already received.  Maintenance subscriptions may be paid in advance provided that should the City terminate early, the amount paid shall be reimbursed to the City on a prorated basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory compliance.

[bookmark: _Toc393713973] 	Partial and Multiple Awards

Unless stated to the contrary in the Statement of Work, the City reserves the right to name a partial and/or multiple awards, in the best interest of the City.   Proposers are to prepare proposals given the City’s right to a partial or multiple awards.  Further, the City may eliminate an individual line item when calculating award, in order to best meet the needs of the City, if a particular line item is not routinely available or is a cost that exceeds the City funds. 	

[bookmark: _Toc393713974] 	Prime Contractor

The City intends to award to the highest ranked Vendor that will assume financial and legal responsibility for the contract.  Proposals that include multiple vendors must clearly identify one Vendor as the “prime contractor” and all others as subcontractors.

[bookmark: _Toc393713975][bookmark: _Toc524484966][bookmark: _Toc524754153][bookmark: _Toc526492398][bookmark: _Toc528557453][bookmark: _Toc529153513][bookmark: _Toc30899411] 	Seattle Business Tax Revenue Consideration

SMC 20.60.106 (H) authorizes that in determining the lowest and best bid, the City shall consider the tax revenues derived by the City from its business and occupation, utility, sales and use taxes from the proposed purchase.   The City of Seattle’s Business and Occupation Tax rate varies according to business classification.  Typically, the rate for services such as consulting and professional services is .00415% and for retail or wholesale sales and associated services, the rate is .00215%.  Only vendors that have a City of Seattle Business License and have an annual gross taxable Seattle income of $100,000 or greater are required to pay Business and Occupation Tax.  The City will apply SMC 20.60.106(H) and calculate as necessary to determine the lowest bid price proposal.

[bookmark: _Toc393713976] 	Taxes

	The City is exempt from Federal Excise Tax (Certificate of Registry #91730099K exempts the City). Washington state and local sales tax will be an added line item although not considered in cost evaluations.

[bookmark: _Toc393713977] 	Inter-local Purchasing Agreements

This is for informational and consent purposes only, and shall not be used for evaluation.  The City has entered into Interlocal Purchasing Agreements with other governmental agencies, pursuant to RCW 39.34.  The seller agrees to sell additional items at the offer prices, terms and conditions, to other eligible governmental agencies that have such agreements with the City.  The City of Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.  Should the Proposer require additional pricing for such purchases, the Proposer is to name such additional pricing upon Offer to the City.

[bookmark: _Toc393713978] 	Equal Benefits

Seattle Municipal Code Chapter 20.45 (SMC 20.45) requires consideration of whether bidders provide health and benefits that are the same or equivalent to the domestic partners of employees as to spouses of employees, and of their dependents and family members.  The bid package includes a “Vendor Questionnaire” which is the mandatory form on which you make a designation about the status of such benefits. If your company does not comply with Equal Benefits and does not intend to do so, you must still supply the information on the Vendor Questionnaire. Instructions are provided at the back of the Questionnaire.



[bookmark: _Toc393713979] 	Women and Minority Opportunities 

The City intends to provide the maximum practicable opportunity for successful participation of minority and women owned firms, given that such businesses are underrepresented.  The City requires all Bidders agree to SMC Chapter 20.42, and will require bids with meaningful subcontracting opportunities to also supply a plan for including minority and women owned firms.  



If the City believes there is meaningful subcontracting opportunity, the solicitation will require you to submit an Inclusion Plan, which will be a material part of the bid and contract.  The Plan must be responsible in the opinion of the City, which means a meaningful and successful search and commitments to include WMBE firms for subcontracting work when applicable.  They City reserve the right to improve the Plan with the winning Bidder before contract execution.  Performance will be a material contract provision. 



Bidders should use whatever selection methods and strategies the Bidder finds effective for successful WMBE participation.  The City may reject bids that do not provide a substantial responsive Plan with an intentional and responsible commitment.  The City may use availability based on City analysis, or may use comparative participation from other incoming bids to establish a baseline of responsible efforts.



At the request of the City, Vendors must furnish evidence of the Vendor's compliance, including documentation such as copies of agreements with WMBE subcontractor either before contract execution or during contract performance.  



The winning Bidder must request written approval for changes to the Inclusion Plan once it is agreed upon before contract execution.  This includes goals, subcontract awards and efforts. See the attached Contract.

[bookmark: _Toc393713980] 	Insurance Requirements

[bookmark: _Toc524484967][bookmark: _Toc524754154][bookmark: _Toc526492399][bookmark: _Toc528557454][bookmark: _Toc529153514][bookmark: _Toc30899412]Insurance requirements presented in the Contract shall prevail.  If formal proof of insurance is required to be submitted to the City before execution of the Contract, the City will remind the apparent successful proposer in the Intent to Award letter.  The apparent successful proposer must promptly provide such proof of insurance to the City in reply to the Intent to Award Letter.  Contracts will not be executed until all required proof of insurance has been received and approved by the City.

Vendors are encouraged to immediately contact their Broker to begin preparation of the required insurance documents, in the event that the Vendor is selected as a finalist.  Proposers may elect to provide the requested insurance documents within their Proposal.

[bookmark: _Toc393713981][bookmark: _Toc524484968][bookmark: _Toc524754155][bookmark: _Toc526492400][bookmark: _Toc528557455][bookmark: _Toc529153515][bookmark: _Toc30899413] 	Effective Dates of Offer

Proposer submittal must remain valid until City completes award.  Should any Proposer object to this condition, the Proposer must provide objection through a question and/or complaint to the RFP Coordinator prior to the proposal due date.

[bookmark: _Toc521141126][bookmark: _Toc524484973][bookmark: _Toc524754160][bookmark: _Toc526492402][bookmark: _Toc528557457][bookmark: _Toc529153517][bookmark: _Toc30899415][bookmark: _Toc393713982] 	Proprietary Proposal Material

Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all materials received or created by the City of Seattle are public records.  These records include but are not limited to bid or proposal submittals, agreement documents, contract work product, or other bid material.  Some records or portions of records are legally exempt from disclosure and can be redacted or withheld. The Public Records Act (RCW 42.56 and RCW 19.10)8 describes those exemptions.  Contractor must familiarize itself with the Washington State Public Records Act (PRA) and the City of Seattle’s process for managing records.



The City will try to redact anything that seems obvious in the City opinion for redaction.   For example, the City will black out (redact) Social Security Numbers, federal tax identifiers, and financial account numbers before records are made viewable by the public.  However, this does not replace Contractor’s obligations to identify any materials Contractor wishes to have redacted or protected, and that Contractor believes are so under the Public Records Act (PRA).



Protecting your Materials from Disclosure (Protected, Confidential, or Proprietary) 

Contractor must determine and declare any materials you want exempted (redacted), and that Contractor also believes are eligible for redaction.  This includes but is not limited to Contractor’s bid submissions, contract materials and work products   



Proposal Submittals

Asserted exemptions for Proposal Submittals shall be those exemptions that, Contractor identified on the City Non-Disclosure Request included in the City of Seattle Vendor Questionnaire for Request for Proposal SCL-3212.  If the Contractor did not submit a request within the Vendor Questionnaire, the Contractor is deemed to have authorized releasing any and all information submitted to the City. 



Contract Work Products 

If Contractor wishes to assert exemptions for its contract work products Contractor must notify the City Project Manager at the time such records are generated.



Please note the City cannot accept a generic marking of materials, such as marking everything with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  You may not exempt an entire page unless each sentence is entitled to exemption; instead, identify paragraphs or sentences that meet the RCW exemption criteria you are relying upon.  



City’s Response to a Public Records Act Requests

The City will prepare two versions of your materials:



Full Redaction: A public copy that redacts (blacks out) both the exemptions (such as social security numbers) identified by the City and also materials or text you identified as exempt. The fully redacted version is made public upon contract execution and will be supplied with no notification to you.



Limited Redaction:  A copy that redacts (blacks out) only the exemptions (such as social security numbers) identified by the City.  This does not redact (black out) exemptions identified by Contractor. The Limited Redaction will be released only after Contractor is provided “third party notice” that allows Contractor the legal right under RCW 42.56.540 to bring a legal action to enjoin the release of any records you believe are not subject to disclosure.



If any requestor seeks the Limited Redacted or original versions, the City will provide Contractor “third party notice”, giving ten business days to obtain a temporary restraining order while Contractor pursues a court injunction.  A judge will determine the status of your exemptions and the Public Records Act. 



If the Contractor does not obtain and serve an injunction upon the City within 10 business days of the date of the City’s notification of the request, the Contractor is deemed to have authorized releasing the record.



Notwithstanding the above, the Contractor must not take any action that would affect (a) the City’s ability to use goods and services provided under this Agreement or (b) the Contractor’s obligations under this Agreement.



The Contractor will fully cooperate with the City in identifying and assembling records in case of any public disclosure request.



Requesting Disclosure of Public Records

The City asks proposers and their companies to refrain from requesting public disclosure of proposal records until an intention to award is announced.  This shelters the solicitation process, particularly during evaluation and selection or if a cancellation occurs with resolicitation.  With this preference stated, the City will continue to respond to all requests for disclosure of public records as required by State Law.  If you do wish to make a request for records, please address your request in writing to:  Zuzka Lehocka-Howell at Zuzka.Lehocka-Howell@seattle.gov.

[bookmark: _Toc521141127][bookmark: _Toc524484974][bookmark: _Toc524754161][bookmark: _Toc526492403][bookmark: _Toc528557458][bookmark: _Toc529153518][bookmark: _Toc30899416][bookmark: _Toc393713983] 	Cost of Preparing Proposals

The City will not be liable for any costs incurred by the Proposer in the preparation and presentation of proposals submitted in response to this RFP including, but not limited to, costs incurred in connection with the Proposer’s participation in demonstrations and the pre-proposal conference.

[bookmark: _Toc521141125][bookmark: _Toc524484972][bookmark: _Toc524754159][bookmark: _Toc85261716][bookmark: _Toc393713984][bookmark: _Toc521141129][bookmark: _Toc524484976][bookmark: _Toc524754163][bookmark: _Toc526492405][bookmark: _Toc528557460][bookmark: _Toc529153520][bookmark: _Toc30899418] 	Readability

Proposers are advised that the City’s ability to evaluate proposals is dependent in part on the Proposer’s ability and willingness to submit proposals which are well ordered, detailed, comprehensive, and readable.  Clarity of language and adequate, accessible documentation is essential.

[bookmark: _Toc393713985] 	Proposer Responsibility

It is the Proposer responsibility to examine all specifications and conditions thoroughly, and comply fully with specifications and all attached terms and conditions.  Proposers must comply with all Federal, State, and City laws, ordinances and rules, and meet any and all registration requirements where required for Vendors as set forth in the Washington Revised Statutes.  

[bookmark: _Toc393713986] 	Changes in Proposals

Prior to the Proposal submittal closing date and time established for this RFP, a Proposer may make changes to its Proposal provided the change is initialed and dated by the Proposer.  No change to a Proposal shall be made after the Proposal closing date and time. 

[bookmark: _Toc393713987] 	Proposer Responsibility to Provide Full Response

It is the Proposer’s responsibility to provide a full and complete written response, which does not require interpretation or clarification by the RFP Coordinator.  The Proposer is to provide all requested materials, forms and information. The Proposer is responsible to ensure the materials submitted will properly and accurately reflects the Proposer specifications and offering.  During scoring and evaluation (prior to interviews if any), the City will rely upon the submitted materials and shall not accept materials from the Proposer after the RFP deadline; however this does not limit the right of the City to consider additional information (such as references that are not provided by the Proposer but are known to the City, or past experience by the City in assessing responsibility), or to seek clarifications as needed by the City. 

[bookmark: _Toc393713988] 	Errors in Proposals

Proposers are responsible for errors and omissions in their proposals.  No such error or omission shall diminish the Proposer’s obligations to the City.

[bookmark: _Toc393713989] 	Withdrawal of Proposal

A submittal may be withdrawn by written request of the submitter, prior to the quotation closing date and time.  After the closing date and time, the submittal may be withdrawn only with permission by the City.

[bookmark: _Toc521141131][bookmark: _Toc524484978][bookmark: _Toc524754165][bookmark: _Toc526492407][bookmark: _Toc528557462][bookmark: _Toc529153522][bookmark: _Toc30899420][bookmark: _Toc393713990] 	Rejection of Proposals, Right to Cancel

The City reserves the right to reject any or all proposals at any time with no penalty.  The City also has the right to waive immaterial defects and minor irregularities in any submitted proposal.

[bookmark: _Toc521141132][bookmark: _Toc524484979][bookmark: _Toc524754166][bookmark: _Toc526492408][bookmark: _Toc528557463][bookmark: _Toc529153523][bookmark: _Toc30899421][bookmark: _Toc393713991] 	Incorporation of RFP and Proposal in Contract

This RFP and the Proposer’s response, including all promises, warranties, commitments, and representations made in the successful proposal, shall be binding and incorporated by reference in the City’s contract with the Proposer.

[bookmark: _Toc393713992] 	Non-Endorsement and Publicity

In selecting a Vendor to supply to the City, the City is not endorsing the Vendors products and services or suggesting that they are the best or only solution to the City’s needs.  Vendor agrees to make no references to the City or the Department making the purchase, in any literature, promotional materials, brochures, news releases, sales presentation or the like, regardless of method of distribution, without prior review and express written consent of the City RFP Coordinator.



The City may use Vendor’s name and logo in promotion of the Contract and other publicity matters relating to the Contract, without royalty.  Any such use of Vendor’s logo shall inure to the benefit of Vendor. 

[bookmark: _Toc521141134][bookmark: _Toc524484981][bookmark: _Toc524754168][bookmark: _Toc526492410][bookmark: _Toc528557465][bookmark: _Toc529153525][bookmark: _Toc30899423][bookmark: _Toc393713993] 	Proposal Disposition

All material submitted in response to this RFP shall become the property of the City upon delivery to the RFP Coordinator.

[bookmark: _Toc393713994] 	Ethics Code

Please familiarize yourself with the new code:  http://www.seattle.gov/ethics/etpub/et_home.htm.  Attached is a pamphlet for Vendors, Customers and Clients.  Specific question should be addressed to the staff of the Seattle Ethics and Elections Commission at 206-684-8500.









No Gifts and Gratuities.  Vendors shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work, or meals) to any City employee, volunteer or official, if it is intended or may appear to a reasonable person to be intended to obtain or give special consideration to the Vendor.  An example is giving a City employee sporting event tickets to a City employee that was on the evaluation team of a bid you plan to submit. The definition of what a “benefit” would be is very broad and could include not only awarding a contract but also the administration of the contract or the evaluation of contract performance.  The rule works both ways, as it also prohibits City employees from soliciting items of value from vendors.  Promotional items worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the items as routine and standard promotions for the business.

 

Involvement of Current and Former City Employees

If a Vendor has any current or former City employees, official or volunteer, working or assisting on solicitation of City business or on completion of an awarded contract, you must provide written notice to City Purchasing of the current or former City official, employee or volunteer’s name.  The Vendor Questionnaire within your bid documents prompts you to answer that question.  You must continue to update that information to City Purchasing during the full course of the contract.  The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.



Contract Workers with more than 1,000 Hours

The Ethics Code has been amended to apply to vendor company workers that perform more than 1,000 cumulative hours on any City contract during any 12-month period.  Any such vendor company employee covered by the Ethics Code must abide by the City Ethics Code. The Vendor is to be aware and familiar with the Ethics Code, and educate vendor workers accordingly.

 

No Conflict of Interest.  

Vendor (including officer, director, trustee, partner or employee) must not have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluating Vendor performance. The City shall make sole determination as to compliance.  

[bookmark: scheduleofevents][bookmark: _Toc524484969][bookmark: _Toc524754156][bookmark: _Toc526492401][bookmark: _Toc528557456][bookmark: _Toc529153516][bookmark: _Toc30899414][bookmark: _Toc393713995][bookmark: _Toc521141123][bookmark: _Toc524484970][bookmark: _Toc524754157]Proposal Format and Organization

Note:  Before submitting your proposal, make sure you are already registered in the City Registration System Women and minority owned firms are asked to self-identify.  Call 206-684-0444 for assistance.  Register at:  http://www2.seattle.gov/VendorRegistration/



General Instructions



a) Number all pages sequentially.  The format should follow closely that requested in this RFP



b) The City requires One (1) original, Ten (10) copies and one (1) CD/DVD/Flash Drive copy of the response.  If your response contains proprietary information, please submit one (1) additional redacted CD/DVD/Flash Drive copy of your proposal.



c) All pricing is to be in United States dollars.



d) If the City has designated page limits for certain sections of the response.  Any pages that exceed the page limit will be excised from the document for purposes of evaluation.  .



e) Please double-side your submittal



f) The City will consider supplemental brochures and materials. Proposers are invited to attach any brochures or materials that will assist the City in evaluation



Preferred Paper and Binding

The City requests a particular submittal format, to reduce paper, encourage our recycled product expectations, and reduce package bulk.  Bulk from binders and large packages are unwanted. Vinyl plastic products are unwanted. The City also has an environmentally-preferable purchasing commitment, and seeks a package format to support the green expectations and initiatives of the City. 



a) City seeks and prefers submittals on 100% PCF paper, consistent with City policy and City environmental practices.  Such paper is available from Keeney’s Office Supply at 425-285-0541 or Complete Office Solutions at 206-650-9195. 



b) Please do not use any plastic or vinyl binders or folders.  The City prefers simple, stapled paper copies. If a binder or folder is essential due to the size of your submission, they are to be fully 100% recycled stock. Such binders are available from Keeney’s Office Supply at 425-285-0541 or Complete Office Solutions at 206-650-9195.



Proposal Format

Submit your proposal in the following format and attachments as follows:



Cover Letter (Recommended).



Legal Name Verification (Recommended):  Submit a certificate, copy of web-page, or other documentation from the Secretary of State in which you incorporated that shows your legal name as a company.  Many companies use a “Doing Business As” name or a nickname in their daily business.  However, the City requires the legal name of your company, as it is legally registered.  When preparing all forms below, be sure to use the proper company legal name. Your company’s legal name can be verified through the State Corporation Commission in the state in which you were established, which is often located within the Secretary of State’s Office for each state.  http://www.coordinatedlegal.com/SecretaryOfState.html



Vendor Questionnaire (Mandatory): The Vendor Questionnaire includes the Equal Benefits Compliance Declaration and the City Non-Disclosure Request that will allow you to identify any items that you intend to mark as confidential.









Inclusion Plan (Mandatory):  The City finds that this Solicitation has the opportunity for significant subcontracting with woman and minority-owned firms, and/or diverse employment (This form is also embedded in the Vendor Questionnaire).  







Minimum Qualifications (Mandatory):  Using the form embedded below, describe exactly how you achieve each minimum qualification.  Attach proof of any license and/or certification, if applicable.  Remember that the determination that you have achieved all the minimum qualifications is made from this page. The Buyer is not obligated to check references or search other materials to make this decision however; the City reserves the right, but is not obligated, to obtain clarification from the Vendor if compliance to the minimum qualifications is not clear in the Vendor’s response. 





[bookmark: _MON_1453537852]	

	Mandatory Technical Requirements (Mandatory):







Management Response (Mandatory):

       	







SOW Implementation Response (Mandatory):  









Pricing Response (Mandatory):  Use only the attached pricing response template when responding.







Project Team Response (Mandatory):









OT Response (Mandatory):  







Acceptance & Exceptions to City Contract (Mandatory):  Provide a one-page statement that confirms acceptance of the City Contract (including Terms & Conditions), and represents complete review as needed by the Vendor.  If the Vendor has a legal office that must review contract prior to signature, the Vendor must clearly confirm that such review is complete.



If Vendor desires exceptions to the City Contract, attach the City Contract that shows the alternative contract language (print out a version with your suggested new language clearly displayed in a track changes mode). You must provide the alternative language, and not simply list an exception you wish to discuss. You may attach a narrative of why each change is to the benefit of the City and any financial impact.  Also attach any licensing or maintenance agreement supplements. 



As stated earlier in the RFP instructions, the City will not allow a Best and Final Offer. The City will review the proposed language, and will thereupon either accept or reject the language.  The City will then issue a contract for signature reflecting City decisions.  Any exceptions or licensing and maintenance agreements that are unacceptable to the City may be grounds for rejection of the proposal. 



TABLE 3 – SUBMITTAL CHECKLIST 

Each complete proposal submittal to the City must contain the following:

		Cover Letter

		Recommended

		



		Legal Name

		Recommended

		



		Vendor Questionnaire

		Mandatory

		



		Inclusion Plan

		Mandatory

		



		Minimum Qualification 

		Mandatory

		



		Mandatory Technical Requirements 

		Mandatory

		



		Management Response

		Mandatory

		Attachments:  These attachments are to be provided in the Management Response. If the necessary attachments are not included or are incomplete, the City may reject your proposal or may require the Vendor to submit the missing information within a specified deadline.

Company Experience Statement

Company Organization Chart 

Dunn & Bradstreet “Business Information Report” 

Current Commitments

Previous Experience

List of Terminations (if any)

Description of Subcontracting Supervision 

Description of Prime – No Subs (if applicable)

Project Schedule



		SOW Implementation Response

		Mandatory

		



		Price Response

		Mandatory

		



		Project Team Response

		Mandatory

		



		Operational Technology Response

		Mandatory

		



		City Contract Acceptance & Exceptions

		Mandatory
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[bookmark: _Toc351462752][bookmark: _Toc351462851]The evaluation shall be conducted in a multi-tiered approach.  Proposals must pass through each step to proceed forward to the next step.  Those found to be outside the competitive range, in the opinion of the evaluation team, will not continue forward to the next evaluation round.  



Round 1 – Responsiveness, Responsibility and Minimum Qualifications
City Purchasing shall first review submittals for initial decisions on responsiveness and responsibility.  The Vendor Questionnaire, Equal Benefits will be screened.  Then, City Purchasing and the Evaluation Team shall review the minimum qualification for responsiveness.  Those found responsive and responsible will be ranked and shall proceed to Round 2. 



Round 2 – Proposal Evaluation   

After evaluations in Round 1 are complete, the City will select one or more proposals that are within a competitive range to proceed forward with further evaluation, unless all proposals are rejected.  The City will determine which proposals are within a competitive range.  Proposals will be placed into the competitive range in the order in which they scored, unless a proposal is so deficient in a particular component, with high associated risks and a low probability of making it acceptable, as to preclude meaningful negotiations.  Those companies the City deems to be within a competitive range will proceed to Round 3



ROUND 2 SCORING



		Proposal Scoring

		POINTS



		Response: Management

		10



		Response: SOW Implementation

		40



		Response: Project Team

		20



		Response: Inclusion Plan

		10



		Response: OT Experience

		5



		Response: Cost Proposal

		15



		Total

		100







Round 3 – Interviews, Presentations 

The City, at its sole option, may require that Vendors who remain active and competitive participate in one day of interviews and presentations in Seattle.     

The purpose of this is to provide the Vendor an opportunity to discuss the City’s existing systems, processes and procedures, and to discuss the vendor’s methodology and approach to this project.  This round will be used to assess the vendors approach and for the vendor gather all of the necessary information for preparation of their Best and Final Offer (BAFO) if applicable.

Vendors shall be provided a script or an agenda 5 business days prior to their assigned interview date.  Dates for each Vendor will be assigned at random. 

The Vendor will submit to the Buyer a list of names and company affiliations who will be performing the demonstration.  Vendors invited are required to bring the assigned Project Manager and all key personnel that have been named by the Vendor in the Proposal. The Vendor shall not, in any event, bring an individual who does not work for the Vendor or for the Vendor as a subcontractor on this project, without specific advance authorization by the City Buyer.



Round 4 - BAFO:  Best and Final Offer (Optional)

The City, at its sole opinion may conduct a round of Best and Final Offers.  It is understood that vendors that participate in the interviews and presentation round could determine to update their proposals based on the discussions that take place.  It is solely up to the vendor(s) to determine if there is any information that would warrant an update of their proposal. Each Vendor’s BAFO, containing a revised Cost Proposal and revised Statement of Work, will be due ten business days from their Fact Finding date. The results of round 2 scoring will be updated based on the BAFO round. Proposals will be placed into the competitive range in the order in which they scored, unless a proposal is so deficient in a particular component, with high associated risks and a low probability of making it acceptable, as to preclude meaningful negotiations.  Those companies the City deems to be within a competitive range will proceed to Round 5



Round 5 - Site Visits, Reference Checks

Site Visit:  At the City’s option, City staff may travel to the location of references provided by selected Vendor(s) for an on-site visit. The City may elect to conduct site visits for all top ranked candidates, or only those as needed to obtain additional understanding of the Vendor proposal.   The Vendor will not be present on these site visits.  Transportation costs for City staff shall be at the City cost.  Site Visits are pass/fail.  Those Vendors receiving a failed site visit may be disqualified from consideration.  

References: The City may contact clients of the Vendor’s services for references. References will be used on a pass/fail basis. Those Vendors receiving a failed reference may be disqualified from consideration.  The City may use any former client, whether or not they have been submitted by the Vendor as references, and the City may choose to serve as a reference if the City has had former work or current work performed by the Vendor. Although the City anticipates completing reference checks at this point in the process, the evaluation committee may contact the client references of the Vendors or other sources in addition to those specifically provided by the Vendor, at any time to assist the City in understanding the services.

Repeat of Evaluation Steps: If no Vendor is selected at the conclusion of all the steps, the City may return to any step in the process to repeat the evaluation with those proposals that were active at that step in the process.  In such event, the City shall then sequentially step through all remaining steps as if conducting a new evaluation process. The City reserves the right to terminate the process if it decides no proposals meet its requirements.

Points of Clarification:  Throughout the evaluation process, the City reserves the right to seek clarifications from any Vendor.  



Award Criteria in the Event of a Tie:  In the event that two or more Vendors receive the same Total Score, the contract will be awarded to that Vendor whose response indicates the ability to provide the best overall service and benefit to the City. 

[bookmark: _Toc393713997]Award and Contract Execution Instructions 



The City RFP Coordinator intends to provide written notice of the intention to award in a timely manner and to all Vendors responding to the Solicitation.  Please note, however, that there are time limits on protests to bid results, and Vendors have final responsibility to learn of results in sufficient time for such protests to be filed in a timely manner.   



Protests and Complaints

The City has rules to govern the rights and obligations of interested parties that desire to submit a complaint or protest to this RFP process.  Please see the City website at http://www.seattle.gov/purchasing/pan.htm  for these rules.  Interested parties have the obligation to be aware of and understand these rules, and to seek clarification as necessary from the City.



[bookmark: _Toc79482493][bookmark: _Toc85261728]No Debriefs to Proposers

The City issues results and award decisions to all proposers, and does not otherwise provide debriefs of the evaluation of their respective proposals.



Instructions to the Apparently Successful Vendor(s)

The Apparently Successful Vendor(s) will receive an Intention to Award Letter from the RFP Coordinator after award decisions are made by the City.  The Letter will include instructions for final submittals that are due prior to execution of the contract or Purchase Order.  



If the Vendor requested exceptions per the instructions (Section 6), the City will review and select those the City is willing to accept.  There will be no discussion on exceptions.  



After the City reviews Exceptions, the City may identify proposal elements that require further discussion in order to align the proposal and contract fully with City business needs before finalizing the agreement.  If so, the City will initiate the discussion and the Vendor is to be prepared to respond quickly in City discussions.  The City has provided no more than 15 calendar days to finalize such discussions. If mutual agreement requires more than 15 calendar days, the City may terminate negotiations, reject the Proposer and may disqualify the Proposer from future submittals for these same products/services, and continue to the next highest ranked Proposal, at the sole discretion of the City.  The City will send a final agreement package to the Vendor for signature.



Once the City has finalized and issued the contract for signature, the Vendor must execute the contract and provide all requested documents within ten (10) business days.  This includes attaining a Seattle Business License, payment of associated taxes due, and providing proof of insurance.  If the Vendor fails to execute the contract with all documents within the ten (10) day time frame, the City may cancel the award and proceed to the next ranked Vendor, or cancel or reissue this solicitation.  



Cancellation of an award for failure to execute the Contract as attached may result in Proposer disqualification for future solicitations for this same or similar product/service.



Checklist of Final Submittals Prior to Award

The Vendor(s) should anticipate that the Letter will require at least the following.  Vendors are encouraged to prepare these documents as soon as possible, to eliminate risks of late compliance.

· Ensure Seattle Business License is current and all taxes due have been paid.

· Ensure the company has a current State of Washington Business License.

· Supply Evidence of Insurance to the City Insurance Broker if applicable

· Special Licenses (if any)

· Proof of certified reseller status (if applicable)

· Contract Bond (if applicable)

· Supply a Taxpayer Identification Number and W-9 Form 



Taxpayer Identification Number and W-9

Unless the apparently successful Vendor has already submitted a fully executed Taxpayer Identification Number and Certification Request Form (W-9) to the City, the apparently successful Vendor must execute and submit this form prior to the contract execution date.  





Attachments



For convenience, the following documents have been embedded in Icon form within this document.  To open, simply double click on Icon.  



[bookmark: businesscase][bookmark: taxpayeridandw9formappendix]Attachment #1 Insurance Requirements 





 



Attachment #2:  Contract & Terms and Conditions 









Attachment #3:  EMS Table of Compliance 
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( N
Qlli‘) CITY OF SEATTLE — Revenue and Consumer Affairs

700 5th Avenue, Suite 4250
P.O. Box 34214
Seattle, Washington 98124-4214
(206) 684-8484 fax (206) 684-5170

email address rca.bizlictx@seattle.gov web site  http://www.cityofseattle.net/rca/

INFORMATION and INSTRUCTIONS FOR BUSINESS LICENSE APPLICANTS

Business License Required - Based on chapter 5.55 (formerly 5.44) of the Seattle Municipal Code, it is unlawful to engage in business in Seattle
without first obtaining a city business license. The license is valid only for the legal owner listed on the license. If your place of business, business office,
work space, or work location will be located within the City of Seattle; i.e., between 145th in the North end and approximately Roxbury Street in the South
end, you will need a City of Seattle business license. If your place of business is not located within the city limits, but you or sales agents will be physically
coming into the City to conduct business or to call on clients, you will need a Seattle business license.

The cost for a Seattle business license is $90.00 for the calendar year (January - December) or if opening after June 30, the license fee is $45.00. Effective
January 1, 2005, if a business has $20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar
year and $22.50 for the half year fee. The business license expires on December 31 of the year purchased. The license must be renewed annually. Non-
payment of a renewal does not close the business license account. Written notice of closing or sale of the business, including the effective date is required to
close the account. Final tax returns will be sent.

Requirement to File Tax Returns - All businesses are required to file business license tax returns (commonly referred to as the B & 0 tax) with the
City of Seattle. Per Seattle Municipal Code 5.55.040 D. Businesses with less than $50,000 annual taxable revenue for the calendar year (January through
December) may file annual reports if the revenue declaration on the application and/or renewal form is accepted by the Director. The annual return must list
the actual revenue figures, but the business may declare no tax due on the appropriate line of the form. Taxable revenue is gross revenue less allowable
deductions as defined in SMC 5.45.100. Businesses with $50,000 or greater annual taxable revenue are subject to tax on the entire amount. Quarterly, or
Annual returns as authorized, must be filed regardless of whether or not tax is owed. The Director may assign certain accounts to Monthly reporting. Returns
not received on or before the due date will be subject to late charges pursuant to SMC 5.55.110.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance. Call the Department of
Planning and Development at (206) 684-8850 if you have questions.

INSTRUCTIONS FOR THE LICENSE APPLICATION - This information follows the same order as the application.

If you have obtained a State of Washington Unified Business Identifier Number (UBI), a Federal Employer Identification Number (FEIN), a Contractor
Number, a City of Seattle Vendor Identification Number, or currently have an Internet address, please enter these in the spaces provided. None of these
items are required on the application if they are not available or not applicable. The S.I.C. code (Standard Industrial Classification code) and/or the
N.A.L.C.S. code (North American Industry Classification System) will be entered by office personnel at the time of processing.

TYPE OF BUSINESS - Check the box for the correct "nature" of the legal entity as registered with the State of Washington.
If your business is registered as a non-profit organization, please check the appropriate box on the application.

LEGAL NAME - Based on the entity please provide the full legal name as noted below:
Sole Proprietor - list last name, then the first name and middle initial;
Corporation - list the corporate name as filed with the State of Washington (not the shareholder's names);
Partnership - list the partners' last names only;
LLC - (Limited Liability Company), list the name as filed with the State (not the owner's names).

TRADE NAME - Commonly referred to as the dba (doing business as) for a business when the business name is different than the legal name.

STARTING DATE - The date the legal owner commenced business activity in the City of Seattle. Note: tax forms for all periods (from the starting or
opening date of the business as listed on the application) are required to be filed, even if no tax due, or no revenue generated.

PHYSICAL BUSINESS LOCATION AND MAILING ADDRESSES - Tax forms, licenses and license renewal notices will be sent to the mailing
addresses listed on the application if different than the physical location address. All Seattle locations must list a street address even though a PO. Box or
mail drop is used for mailing purposes. Please provide a current phone number for the business and if applicable, a cell phone number and/or fax number.

OTHER BUSINESS LOCATIONS IN SEATTLE - List the street address of all other locations in the City of Seattle; a $10.00 license fee is required
for each additional location. The renewal fee is $10.00 per calendar year. If you would like the branch location(s) to be sent a separate tax reporting form for
each quarterly tax period, check the appropriate box. All businesses that are granted "Annual” tax reporting status must report as one combined entity when
there is more than one location due to the $50,000 taxable revenue threshold.

NATURE OF BUSINESS - Be very specific, just indicating "service" or "retail" alone is not acceptable. List the type of service you provide and/or the
products sold. If you do not include enough specific information in this section, the application may be delayed until more details are provided. If you indicate
utility services, charging of admission or conducting any gambling activity, you will be required to complete additional registration paper work and tax liability
for utility tax, admission tax and/or gambling tax will be assigned to your business license account.

OWNERS, PARTNERS, OFFICERS - List full/true legal name, residential address, telephone and date of birth for all owners, partners, and officers.







Page 2 - Instructions for completing the City of Seattle business license application.

TAX REPORTING STATUS - Licensees are required to file Quarterly tax returns if taxable revenue for the entire entity is expected to exceed $50,000.
Only those businesses that estimate annual taxable revenue of less than $50,000 and are granted Annual tax reporting by the Department may file annually.
Total taxable revenue is determined by the licensee (legal entity), not for each location. If a business or licensee exceeds the $50,000 threshold for an
annual period, the Department will change the reporting status to quarterly for the following year. The Director may assign some businesses to a Monthly
reporting frequency. Tax forms are due on the last day of the month following each reporting period and must be filed even if no tax is due. All tax forms filed
after the due date are subject to late fees.

IF YOU PURCHASED THIS BUSINESS - Indicate former owner's forwarding address and phone number if known. Indicate the former owner's
customer number with the City of Seattle. Successors may be liable for back taxes on the business. If this is a new legal entity for you, provide your original
customer number.

SIGNATURE REQUIRED - Please sign the application. Also print the name and title of the signer. Provide the date the application was signed.

FEES DUE - Depending on the date of opening iin Seattle, the fee will be $90.00 or $45.00 for one location. Effective January 1, 2005, if a business has
$20,000 or less in worldwide annual gross income and/or value of products the license fee will be $45.00 for the calendar year and $22.50 for the half year.
Indicate how many branch locations are being licensed and multiply that number times $10.00. Enter the total amount due for additional locations (if any)
and then total due for the application. Make your check payable to the City of Seattle. Include any past license fees if open date is prior to the current year.

REGULATORY LICENSES OR ADDITIONAL ENDORSEMENTS - If you are just starting your business and are not certain what business
activities you will be conducting, you may apply for additional endorsements at a later date. It is the owner's responsibility to apply for and maintain all
required licenses. Failure to be properly licensed may result in substantial penalties. If you will be performing as an adult entertainer or managing an adult
entertainment premise you must appear in person at the Revenue and Consumer Affairs Office, Suite 4250, of the Seattle Municipal Tower Building at 700
5th Avenue, Seattle, for a photo identification and a criminal background check.

Note: If you need a for-hire drivers license, please contact King County Licensing at (206) 296-2710. Taxicab association offices and taxicab owners should
apply for licenses at the Consumer Affairs Unit: 805 S. Dearborn Street, Seattle, WA 98134. Phone: (206) 386-1298. A criminal background check is
required.

You should contact Revenue and Consumer Affairs regarding additional licensing requirements if you will be doing any of the following:

operating a Trade Show; operating a utility, telephone network, pager services, or cable television franchise;
owning/operating a taxicab or taxicab association; charging admission for any event;

installing and/or maintaining burglar alarm systems; operating any type of gambling activity;

operating an all ages dance; operating a public parking garage;

operating a horse-drawn carriage; operating a tattoo shop;

operating as a panoram device location; owning/operating tow trucks;

operating as a residential seller (door to door); selling any type of used goods;

functioning as a weighmaster and/or weigher; operating a mobile home park;

operating an adult entertainment premise; or operating a public bathhouse;

owning/operating amusement devices; monitoring alarm systems.

Request for Additional Information

Note: The Seattle Municipal Code is located on the internet: http://clerk.ci.seattle.wa.us/-public/

If you would like to receive additional information from the Seattle Municipal Code concerning the following, you may return this section to the
address at the top of the instruction sheet. Please provide the name and address where the information should be mailed:

Please mail information on the following License Endorsements that are required in addition to the City Business License:

(] Adult Entertainment Premise (SMC 6.270) Exp. Dec 31 (] Public Garage/Parking Lots (SMC 6.48) Exp. Mar 31

(] AdultEntertainer (SMC 6.270) Exp. Dec 31 [J Residential Seller........ (SMC 6.260) Exp. May 31
(] Adult Entertainer Manager ... (SMC 6.270) Exp. Dec 31 [] Tatoo Shop (SMC 6.102) Exp. Feb 28
]  Amusement Devices___ . (SMC 6.270) Exp. Nov 30 [ Taxicabs (SMC 6.310) Exp. Aug 31
(] BurglarAlarmDealer. ... . (SMC 6.08) Exp. Dec 31 ] Taxicab Association.................... (SMC 6.310) Exp. Dec 31
(1 AlAgesDance . ... ... (SMC 6.294) Exp. Sept 30 ] Tow Trucks (SMC 6.214) Exp. Aug 31
(] Horse-drawn Carriages _ .. (SMC 6.315) Exp. Mar 31 (] Used Goods (SMC 6.288) Exp. Mar 31
[J Mobile Home Park ... (SMC 22.904) Exp. Jul 31 ] Weighmaster (SMC 7.04.565) Exp. Apr 30
(] Panoram Location/Device . .. (SMC 5.42) Exp. Dec 31 [J Trade Show License........... (SMC 6.20) Daily

] Public Bathhouse (SMC 6.36) Exp. Dec 31 (] Alarm System Monitoring (SMC 6.10) Exp. Dec. 31

Please mail the appropriate section of the SMC covering the City of Seattle business taxes for:

(] Gambling Tax (SMC 5.52) [] Business License Tax (SMC 5.45)
(] Admission Tax (SMC 5.40) [] Definitions (SMC 5.30)
(] Occupation Utility Tax (SMC 5.48) (] Administrative Provisions (SMC 5.55)
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C‘\ll'\)CITY OF SEATTLE FOR OFFICE USE ONLY
Revenue and Consumer Affairs ERSIOMER NS

700 5th Avenue, Suite 4250 OBL. NR. AMT.
P.O. Box 34214

Seattle, Washington 98124-4214 OBL. NR. AMT.
(206) 684-8484 fax (206) 684-5170  email address rca.bizlictx@seattle.gov OBL. NR. AMT.

www.cityofseattle.net/rcal

APPLICATION FOR BUSINESS LICENSE Annual Fee $90.00

The license is for the calendar year, January through December. For a business that opens July 1 or thereafter, the half-year fee is $45.00*
The half-year fee does NOT apply to any years prior to 1998. The Seattle business license expires December 31.
*If worldwide annual gross income and/or value of products is estimated as $20,000 or less, the license fee
is $45.00 ($22.50 for half-year fee).

PLEASE PRINT OR TYPE - COMPLETE BOTH SIDES OF THE APPLICATION

Your business will be assigned a City of Seattle CUSTOMER NUMBER. Refer to the Customer Number in any future correspondence relating to your license.
Let us know if you previously had a Seattle business license. The account will be deemed a reinstatement ONLY if it has been closed for at least 12 months.

Please provide the information in the first section if it is available. The ID numbers are not required to obtain a City of Seattle business license.

State of Washington UBI # FEIN

State of Washington Contractor # City of Seattle Vendor ID # (if applicable)

Internet Address (if applicable) S.1.C. Code o (office use only)
Have you previously had a Seattle Business License? [J YES [J NO NAICS.Code (office use only)

PLEASE COMPLETE ALL SECTIONS BELOW and the REVERSE SIDE OF THIS FORM PROVIDING the BUSINESS INFORMATION

TYPE OF BUSINESS (Check ONE) [ Sole Proprigtor [] Corporation [ Partnership LILLC [ Other

Is the business a non-profit organization? [] Yes [INo (Non-profit organizations are required to be licensed and file tax returns as all other businesses.)

LEGAL NAME OF BUSINESS ENTITY

(If a sole proprietorship, please list your legal name, last name first, and include any middle initial.)

TRADE NAME or dba (doing business as)

WHAT IS THE STARTING DATE OF BUSINESS IN SEATTLE? Month Day Year

If the business was operating in Seattle before the current year, prior years' license fees, taxes, penalties and interest may be due.

Zoning Limitations - A business license does not authorize the holder to conduct business in violation of any zoning ordinance.
The location of your business should be indicated below. You must list a physical address (a post office box or mail drop is not considered a physical address).

PHYSICAL BUSINESS LOCATION:

ADDRESS CITY STATE ZIP
IS THIS LOCATION BEING ADDED AS A BRANCH ONLY TO AN EXISTING LICENSE? LJYES L[INO

Mailing address for LICENSE & RENEWAL

[ ] SAME AS ABOVE ADDRESS CITY STATE ZIP

Mailing address for TAX FORMS

[] SAME AS ABOVE ADDRESS CITYy STATE ZIP
BUSINESS PHONE: - CELLULAR PHONE - FAX -
LIST OTHER BUSINESS LOCATIONS IN SEATTLE - Each BRANCH LICENSE FEE is $10.00 per year (attach a separate sheet, if needed).
TRADE NAME ADDRESS SEATTLE ZIP CODE TELEPHONE "Separate" tax reporting status?
[JYes [ No
[JYes [ No

PLEASE COMPLETE THE BACK SIDE OF THE APPLICATION - ALL INFORMATION AND A SIGNATURE IS REQUIRED TO PROCESS







( \
‘QDI‘\ CITY OF SEATTLE APPLICATION FOR BUSINESS LICENSE - Page 2

NATURE OF BUSINESS: Check all that apply and provide detail below. THIS INFORMATION should be as detailed as possible.
[ Manufacturing-Extracting L Printing & Publishing L] Tour Operator L] Wholesale L] Retail [ Service L] Transportation LI Other

L] Utility Services (telephone services, pager services, cable television franchise) [ Charging Admission for Events/Shows ] Gambling Activity
DOES YOUR BUSINESS OWN OR OPERATE PRICE SCANNING EQUIPMENT? LIYES [INO
DESCRIBE IN DETAIL THE PRINCIPAL PRODUCT(s) OR SERVICE(s) RENDERED:

NOTE: Additional licenses or endorsements may be required depending on the business activity - please see instruction sheet under regulatory licenses.

NAME(S) OF SOLE PROPRIETOR, PARTNERS, CORPORATE OFFICERS, AND RESIDENT AGENTS: List true name(s), residence address,
telephone number and date of birth of the sole proprietor or all partners or corporate officers/directors and their titles (attach a separate sheet, if needed).

NAME AND TITLE RESIDENCE ADDRESS CITY, STATE, ZIP TELEPHONE  DATE OF BIRTH

TAX REPORTING STATUS - Seattle BUSINESS LICENSE TAX FORMS must be filed by every business, EVEN IF NO TAX IS DUE.
Based on the taxable revenue for your business as described below, please check one of the following reporting frequencies:

[0 QUARTERLY - Estimated taxable revenue will exceed $50,000 per year for entire entity - main location and branches (tax is due every quarter).
[J ANNUAL - Estimated taxable revenue will be less than $50,000 per year for entire entity (no tax due if revenue is less than $50,000).
A Business granted ANNUAL reporting status by Revenue and Consumer Affairs must file a combined tax return if there is more than one location.

Tax forms are mailed to the last known address - failure to receive the form does not preclude the requirements to file timely.

L1 YES My annual worldwide gross income and/or value of products will be $20,000 or less.
Should my gross income and/or value of products be greater than $20,000, | understand
| will be responsible for additional license fees.

IF YOU PURCHASED THIS BUSINESS, DID YOU TAKE OVER L] THE ENTIRE BUSINESS [J ONLY A PORTION

FORMER OWNER'S NAME CURRENT ADDRESS CITY, STATE, ZIP TELEPHONE CUSTOMER NUMBER

A SIGNATURE IS REQUIRED IN ORDER TO PROCESS THE APPLICATION

As applicant, | , certify or declare under penalty of perjury under the laws of the State of Washington
that the foregoing is true and correct. All information given is subject to verification with State of Washington, Department of Revenue.

SIGNATURE DATE
PLEASE PRINT your NAME TITLE
FEES DUE - MAKE CHECK PAYABLE TO CITY OF SEATTLE FOR OFFICE IU_StFION'-; ,
niuals ate

Business License Fee if OPEN date is January 1 - June 30 $90.00

If $20,000 or less in worldwide annual gross income $ 45.00 Processed by
Business License Fee if OPEN date is July 1 or laterin year ~ $ 45.00

If $20,000 or less in worldwide annual gross income $22.50 Tax Forms Mailed
Additional Seattle Locations X $10.00 = $ Enforcement

TOTALDUE ..., $ License # Issued
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THE SEATTLE ETHICS & ELECTIONS COMMISSION

The SEEC is a seven-member, independent panel
of citizen volunteers. The Commission and its staff
are responsible for administering the City of Seattle
Ethics, Elections, and Whistleblower Protection
Codes. Three Commissioners are appointed by the
Mayor, three by the City Council, and the seventh
by the other six. They are confirmed by the City
Council and serve overlapping three-year terms.

The Commission is supported by a staff of six
employees who provide training, investigate
complaints, and issue advisory opinions.

TRAINING AND INFORMATION

Ethics training and brochures are available by
request. Information is also available at the
Commission website: http:/www.seattle.gov/ethics/.

CoMMISSION MEETINGS

You are invited to attend any Commission meeting.
Meetings are usually the first Wednesday of the
month in the Seattle Municipal Tower.

Copies of the meeting agenda, including time and
location, are in our office and on our Internet web
site under Commission/Agendas & Minutes. You
can also call 206-684-8500 for meeting times and
locations.

This brochure highlights portions of the Seattle
Ethics Code, SMC 4.16. The complete law is on the
City Clerk’s Seattle Municipal Code (SMC) web site,
http://clerk.ci.seattle.wa.us/~public/code1.htm.
Copies are also available in the SEEC office.

ETHICS COMPLAINTS AND CONSEQUENCES

Anyone who feels a City officer or employee has
violated the Ethics Code may complain to the Ethics
and Elections Commission. Commission staff will
investigate whether there is a Code violation.

If it is found that an employee or official violated the
City’s Ethics Code, the Commission may fine that
person up to $5,000 per violation plus costs and
restitution. The Commission may also recommend
disciplinary action, including suspension or discharge.

A complaint may be dismissed if there is no violation
of the Code or if the violation is minor and inadvertent
or has already been remedied.

ADVICE

City employees and officers may seek advice on
whether a planned action or activity raises issues
under the City’s Ethics Code.

@) city Of Seattle
ETHICS AND ELECTIONS COMMISSION

Seattle Municipal Tower
700 Fifth Avenue, Suite 4010

Mon - Fri: 8am - 5pm
Tel: 206-684-8500 Fax: 206-684-8590
E-mail: ethicsandelections@seattle.gov
Postal mail: PO Box 94729, Seattle, WA 98124-4729

Internet: http://www.seattle.gov/ethics/

JATRAINING\Train Brochures\contractor-vendor brochure rev.doc
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@ City of Seattle

An Explanation

of the
City of Seattle’s
Ethical Standards
for

Contractors, Vendors,
Customers and Clients

This pamphlet is intended to help you understand
the conduct expected of City employees, elected
officials, and members of City boards and
commissions under the Seattle Ethics Code.

SEATTLE ETHICS AND ELECTIONS
COMMISSION

Your advocate for fair, open, and honest government.







An Explanation

The City of Seattle’s
Ethical Standards

Contractors, vendors, customers, and clients:
We appreciate doing business with

you and hope that you find this
information helpful.

The Code of Ethics
Seattle Municipal Code (SMC) 4.16

The Seattle Ethics Code was created to inspire
public trust in City government and ensure that
City officers and employees are “independent,
impartial, and responsible to the people.”
The law is administered by an independent
commission of citizen volunteers.

The Code sets ethical standards about work
activities, business relationships, and the use
of City resources that apply to all City employees,
elected officials, and members of most City
boards and commissions.

This brochure highlights areas of the Code that
pertain to contractors, vendors, and regulated

parties, and also to customers and clients. It is
one of our efforts to increase awareness of the
Code and to help you better understand what

employees can and cannot do.

If you would like more information or have

questions, please call us at 206-684-8500

or visit our web site:
http://www.seattle.gov/ethics/

This brochure is a general summary of the

Seattle Ethics Code. If you have questions

or would like advice on a specific issue,

please contact Commission staff.
206-684-8500

HIGHLIGHTS

THANKING CITY EMPLOYEES

The best way to thank a City employee is to
write a letter of praise to the employee’s
supervisor. City employees may not accept
gifts, loans or other things of value in
appreciation for their work or services.

Example: Employees responsible

for purchasing cannot receive

gifts or premiums for the City

orders they place.
Employees may accept promotional items or
items such as flowers or candy to share with co-
workers or the public, as long as they are valued
at $25 or less. However, the Commission limits
the value of such items to $50 from a single
source in a calendar year.

SOLICITING ITEMS
City employees may not ask people with whom
they do City business to donate items, whether
for personal, charitable, or other purposes.
Example: Inspectors may not ask businesses
they inspect for donations of meeting spaces
or supplies.
No FREE MEALS
Employees may not accept free meals from
people with whom they do City business, or from
people who wish to do business with the City.
Example: An employee who is
meeting with a vendor or client
for lunch cannot have the lunch
paid for by the vendor or client.

REFRESHMENTS AT MEETINGS
Employees may accept basic refreshments—
such as coffee, tea, soft drinks, doughnuts, or
cookies—when attending meetings in your office.

USE oF CITY FACILITIES AND RESOURCES
City employees cannot use City
resources for non-City purposes.
City property, including City paid
time, vehicles, and equipment, may
only be used for a City purpose.

CONFLICT OF INTEREST
Employees may not take part in City business
where they, or an immediate family member,
have a financial or private interest. Employees
also may not take part in City business where
they would appear to have a conflict of interest.

Example: City employees must withdraw from
a vendor selection process if one of the
competitors is the employee’s spouse or
domestic partner, or if a competitor has been
the employee’s business partner or client
within the last twelve months.
ADVERTISING
Employees cannot use their positions for
anyone’s private gain or use City resources
for a non-City purpose. Therefore, they cannot
hand out or post advertising materials.

INVITATIONS TO SEMINARS & CONFERENCES
> City employees may attend
°m = o educational programs paid for by
City vendors or potential vendors
only under limited conditions. Neither the City
nor the employee can accept reimbursement for
expenses incurred that are not allowable under
the City's Travel Policies and Procedures. In all
cases, the event must serve a City purpose
Example: An employee may not attend a
conference at your expense unless you are
required by contract to provide training or
education to City employees, or the employee
is directed by his or her supervisor to attend.
Reimbursement for travel or lodging must be
made to the City, not to the individual.

AFTER LEAVING CITY EMPLOYMENT
Employees must wait one year after leaving
the City before they can (i) assist others in
proceedings involving their former agency, (ii)
assist or represent others on matters in which
they were officially involved, or (iii) compete for
contracts when they helped determine the scope
of work or the process for selecting a contractor.

Example: For one year, former employees
may not assist their new employers in seeking
permits from the City department they left.
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City of Seattle Vendor Questionnaire   



Page 1 of 5


Vendor’s Name: ______________________________________________________________






City of Seattle Vendor Questionnaire



INSTRUCTIONS:  This is a mandatory form.  Submit this form with your bid or proposal. Provide information to the extent information available.  If response is incomplete or requires further description, the Buyer may request additional information within a specified deadline, or may determine the missing information is immaterial to award.   


			Vendor Information





			Vendor’s Legal Name 


			     





			“Doing Business Name” (dba) if applicable


			     





			Mailing Address 


			     





			Contact Person and Title 


			     





			Contact Person’s Phone Number


			     





			Contact Person’s Fax Number


			     





			Contact Person’s E-Mail Address


			     





			Dun & Bradstreet number (if available)


			     





			Identify the City and State of your company headquarters


			     








			Vendor Registration with City of Seattle





			Did your firm register on to the City’s On-line Business Directory at http://www.seattle.gov/html/business/contracting.htm?  


For assistance, call 206-684-0444.


			Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     








			Most companies must hold a Seattle Business License (if you have a facility/office in Seattle, conduct sales visits to Seattle, deliver products in your own trucks, or perform on-site consulting, repairs, installation, etc).  If you fall within that category, will you immediately seek a Business License upon award? 


			Yes  FORMCHECKBOX 
              No FORMCHECKBOX 
     












			Ownership


			.





			Is your firm a subsidiary, parent, holding company, or affiliate of another firm?


			     





			What year was your firm, under the present ownership configuration, founded?


			     





			How many years has your firm been in continuous operation without interruption?


			     





			What year did your firm begin providing, on a continuous basis, the types of services or products that are required from this solicitation?


			     








			Financial Resources and Responsibility


			Specify yes or no.  


If yes, explain.





			Within the previous five years has your firm been the debtor of a bankruptcy?


			     





			Is your firm in the process of or in negotiations toward being sold?


			     





			Within the previous five years has your firm been debarred from contracting with any local, state, or federal governmental agency?


			     





			Within the previous five years has your firm been determined to be a non-responsible bidder or proposer for any government contract?


			     





			Within the previous five years has a governmental or private entity terminated your firm’s contract prior to contract completion?


			     





			Within the previous five years has your firm used any subcontractor to perform work on a government contract when that subcontractor had been debarred by a governmental agency?


			     








			Affirmative Contracting – SMC 20.42


			Specify yes or no.  





			Within the previous five years has your firm been found to have violated any local, state, or federal anti-discrimination laws or regulations?


			      If yes, explain.





			Does Vendor anticipate hiring a subcontractor or new employees to perform the work required under this contract? If yes, attach the mandatory Inclusion Plan:


			Yes       No
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			Disputes


			Specify yes or no.  


If yes, explain.





			Within the previous five years has your firm been the defendant in court on a matter related to any of  the following issues:



· Payment to subcontractors?



· Work performance on a contract?


			     





			Does your firm have outstanding judgments pending against it?


			     





			Within the previous five years, was your firm assessed liquidated damages on a contract?


			     





			Has your firm received notice of and/or in litigation about patent infringement for the product and/or service that your firm is offering to the City?


			     








			Compliance


			Specify yes or no. 


 If yes, explain.





			Within the previous five years, has your firm or any of its owners, partners, or officers, been assessed penalties or found to have violated any laws, rules, or regulations enforced or administered by a government entity?  This does not include owners of stock in your firm if your firm is a publicly traded corporation.  


			     





			If a license is required to perform the services sought by this solicitation, within the previous five years has your firm had a license suspended by a licensing agency or been found to have violated licensing laws?


			     





			If Hazardous Materials are an element of the contract, has the Vendor had any violations of improper disposal of such materials or any violation of associated laws, rules or regulations in the previous five years? 


			     








			Involvement by Current and Former City Employees


			Specify yes or no. 








			Are any of your company officers or employees a current or former City of Seattle employee or volunteer?  If yes, identify the employee name.  Advise the employee of their duty to comply with City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16. 


			     








			Will any of your vendor employees work more than 1,000 hours (per rolling 12 months) within a City contract, combining the hours for work under this contract and any other?  If so, specify the worker name.  Advise the worker of their duty to comply with the City of Seattle’s Code of Ethics, Seattle Municipal Code Chapter 4.16


			     





			Does Vendor (including officer, director, employee, trustee, or partner) have a business interest or a close family or domestic relationship with any City official, officer or employee who was, is, or will be involved in selection, negotiation, drafting, signing, administration or evaluation of the Vendor performance?  


			








			Emergency Contact Information



Certain contract products or services may be valuable during a 24-hour emergency. If you have alternative contact information for emergency response during non-business hours, please provide below.  





			Contact Name


			     





			Emergency Phone Number


			     





			Back-up Emergency Phone Number


			     





			If your company has locations outside Seattle that can be called upon in an emergency for these products or services, please list:


			








			Business History


			Specify yes or no. 



 





			In the last five years, has your firm held other contracts with public agencies to provide similar products or services in a size and scope similar to that required by the City of Seattle?


			     





			Provide and/or attach a sampling of contracts you have held in the past five years, sufficient for the City to understand the depth and breadth of your experience, with a particular emphasis on contracts with public agencies.   The City may use this to assess your capability and experience at this particular type of product provision or service work.  Specify the name/contact that can serve as a reference for each.


· If you have many such contracts, you can provide a brief summary. 


· If you are a subsidiary of a national firm, summarize the contracts that represent your local office.   



 


			








			By submittal of this form, the Vendor hereby certifies:





			Vendor is not debarred, suspended, proposed for debarment, or declared ineligible for award of contracts by any Federal agency.





			During the most recent three years, Vendor has not  been convicted of or had a civil judgment rendering against the firm for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Federal, state or local government, or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, or receiving stolen property, and my firm is not presently indicted for, or otherwise criminally or civilly charged by a Government entity with, commission of any of these offenses.





			Vendor has not paid, nor will pay, Federal appropriated funds (including profit or fee received under a covered Federal transaction), to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress on his or her behalf in connection with this solicitation, the Offeror shall notify the City of Seattle and complete and submit, with its offer, OMB standard form LLL, Disclosure of Lobbying Activities.





			Vendor has not had a governmental or private entity contract terminated prior to contract completion or debarred from bidding, within the last five years.





			Within the previous five years, vendor has not used any subcontractor to perform work on a government contract when that subcontractor had been debarred by a governmental agency.





			Vendor’s Offer is valid until the date the City awards a Vendor Contract or rejects all offers;





			Vendor has not, directly or indirectly, entered into any agreement, participated in any collusion, or otherwise taken any action in restraint of competitive pricing in the preparation and submission of its Offer;





			Vendor shall provide immediate written notice to the City of Seattle if, at any time prior to contract award, the Offeror learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances.





			Submittal of this Vendor Questionnaire with your proposal provides authority and certification for your entire submittal.  








City Non Disclosure Request 



If you believe any statements or items you submit to the City as part of this bid/response  are exempt from disclosure, you must identify and list them below.  You must very clearly and specifically identify each statement or item, and the RCW exemption that applies.  If awarded a City contract, the same exemption status will carry forward to the contract records.  



The City will not exempt materials from disclosure simply because you mark them with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  You may not identify the entire page, unless the entire page is within the exemption scope. Only records properly listed on this Form will be protected and withheld for notice.  All other records will be considered fully disclosable upon request. 



 FORMCHECKBOX 
    I do not request any information be withheld.



 FORMCHECKBOX 
    I request the following specific information be withheld.  I understand that all other information will be considered public information.  For each statement or item you intend to withhold, you must fill out every box below.  You should not require an entire page withheld; only request the specific portion subject to the exemption. 


			Document Page: 


Specify the page number on which the material is located within your submittal package  (page number)


			Statement:



Repeat the text you request to be held as confidential, or attach a redacted version. 


			RCW Exemption:  


Specify the RCW exemption  including the subheading





			


			


			





			


			


			





			


			


			








For this request to be valid, you must specify the RCW provision or other State or Federal law that designates the documents as exempt from disclosure.  For example, potential RCW exemptions include the following:



1.  RCW 42.56.230.3 – Personal information -  taxpayer 



2. RCW 42.56.230.4 – Personal information – Credit card numbers and related



3. RCW 42.56.240 -  Investigative, law enforcement and crime victims



4. RCW 42.56.250 – Employment and licensing – specify the applicable subheading



5. RCW 42.56.260 - Real estate appraisals



6. RCW 42.56.270 (Items 1 through 17) – specify which subheading.



7. RCW 42.56.270 (items 1 through 17) – specify applicable subheading



8. RCW 42.56.420 - Security



Equal Benefits Compliance Declaration



Please declare one (1) option from the list below that describes the Contractor’s intent to comply with Seattle Municipal Code Chapter 20.45 should you win the contract. 


Equal Benefits applies to any contractor location in the United States where substantive contract work is being performed (work directly related in a substantial way to the contract scope and deliverables). 



 FORMCHECKBOX 

Option A The Contractor makes, or intends to make before contract execution, all benefits available on an equal basis to its employees with spouses and its employees with domestic partners, and to the spouses and the domestic partners of employees, in every location within the United States where substantial work on contract will be performed.  



 FORMCHECKBOX 

Option B The Contractor does not make benefits available to either the spouses or the domestic partners of its employees.



 FORMCHECKBOX 

Option C The Contractor has no employees.



 FORMCHECKBOX 

Option D Collective Bargaining Delay.  Benefits are available on an equal basis to non-union workers, but union workers are subject to a collective bargaining agreement that does not provide equal benefits.



 FORMCHECKBOX 

Option E Open Enrollment Delay. The first open enrollment period for implementing Equal Benefits is not available until after contract execution


 FORMCHECKBOX 

Option F Cash Equivalent Payment. The Contractor intends to provide a cash equivalent payment to eligible employees in lieu of making benefits available.



 FORMCHECKBOX 

No United States Presence The Contractor does not perform substantial work for the contract in any United State location.


 FORMCHECKBOX 

Non-Compliant The Contractor does not comply and does not intend to comply, and refuses all options provided above.



Equal Benefits Instructions


Seattle Municipal Code Chapter 20.45 (SMC 20.45) requires companies executing a City contract to provide health and benefits that are the same or equivalent to domestic partners of employees as to spouses of employees, and of their dependents and family members.  


1. Carefully fill out the Equal Benefits Declaration. It is essential to your standing in the evaluation process, so it is important to understand and complete the declaration properly. 



2. The Buyer or Coordinator for the solicitation can answer many questions.  However, you may call the general office at 206-684-0444.  Call before you submit your bid to ensure you’ve filled out the form correctly.  



3. "Domestic Partner" is any person who is party to a same-sex marriage that is legally recognized in the place of jurisdiction of the marriage, or as a Domestic Partner with the employer or with a government registry established by state or local law. If the employer does not have a registration system and does not intend to implement one, the City of Seattle has a registration system as an option: http://www.seattle.gov/leg/clerk/dpr.htm


The City will review your responses and make a final determination.  If the information you supply is conflicting or not clearly supported by the documentation that the City receives, the City may reject your entire submittal (bid or proposal) or may seek clarification to ensure the City properly classifies your compliance.  



Companies that select “Non Compliant” will be rejected, unless there is no competitor that is compliant, responsive and responsible.  The City may also find a Bidder “Non Compliant” upon inspection of their program. Be prepared with documentation to support your declaration. All contracts awarded by the City may be audited for equal benefits compliance. Non-compliance may result in the rejection of a bid or proposal, or termination of the contract.


Revised 11-15-13
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City of Seattle




Inclusion Plan








				Solicitation Number & Title:



				       







				Your Company Name:



				     











Bidders must complete and submit this form with their RFP response. Carefully read the attached instructions.



For questions, call Miguel Beltran, 206-684-4525 Miguel.Beltran@seattle.gov



The RFP instructions for this project identify how many points this Inclusion Plan is given during RFP evaluation.  



Aspirational WMBE Goals.



Propose WMBE utilization goals in the spaces below. These goals represent WMBE utilization the Bidder intends to achieve during contract performance.  The goals should represent a realistic and achievable commitment. WMBE Bidders  may indicate your self-performance as well as work you intend to subcontract to other WMBE firms. See page 4 for instructions. These goals do not need to match, and are not expected to match WMBE Guarantees.



				Project Goals



				







				Specify the percentage participation by woman owned firms.  



				%







				Specify the percentage participation by minority owned firms.



				%







				TOTAL



				%











Strategies.




Describe strategies you intend to use to achieve the aspirational WMBE utilization for this contract.  This may include such strategies as negotiated award to a WMBE firm in lieu of competitive subcontract bids, using WMBE as a tiebreaker per RCW 35.22.650, strategies for self-performance and subcontracting, providing mobilization payments, and offering rapid invoice payments. 



Past Performance




As evidence of your good faith intentions to achieve the WMBE aspirational goals you provide on page 1, describe your past performance on contracts with similar work.  The City may review your past performance on previous City contracts.  Your response should concentrate on achievement when your effort was voluntary (i.e. goals were not mandatory such as a federally-funded DBE requirement), or where you exceeded the regulatory minimum requirement.  



WMBE Guarantees.



This section gives the option to guarantee utilization of certain WMBE firms as evidence of good faith efforts.  If you choose to list WMBE firms, you guarantee to the City and WMBE firm they will be used.  Describe the Guarantee you are giving (a percentage of total contract value, or a scope of work guaranteed to the firm or similar). Please see instructions on page 5.



				WMBE Business Name



				Describe Guarantee







				     



				     







				     



				     







				     



				     







				     



				     







				     



				     











				     



				     







				



				     











Diverse Employment.



If you have a mission or program uniquely committed to hiring workers with employment barriers, veterans, disabled, the chronically unemployed or low income individuals, or woman and minority (if they are underutilized in your profession such as. construction trades), please describe.  The City expects a substantive and highly integrated program, instead of a standard EEO or Affirmative Action policy 



Describe how this mission or commitment would translate directly into placement of such workers to perform the scope of work for this City contract opportunity.




 Inclusion Plan Instructions



WMBE firms include any self-identified or state-certified firm that is at least 51% woman or minority owned (per SMC 20.42). The following may assist bidders:  https://wald1.seattle.gov/dea/registration/ and http://www.omwbe.wa.gov/certification/certification_directory.shtml).   A WMBE does not need to be self-identified and registered within the City’s Yellow Pages at time of bid, but must do so before contract execution. 



1. When the City places the Inclusion Plan into the solicitation requirements, the “Bidder” must complete and submit this WMBE Inclusion Plan as part of the RFP response.  If the form is not completed and submitted as part of the response, the bid will be considered non-responsive.



2. The RFP provides the evaluation scoring matrix, which includes how many points this Inclusion Plan will be given in RFP evaluation.  Notes below provide you the context of how points will be considered. The Plan will be evaluated by the City based upon the strength of the good faith efforts to utilize WMBE-owned firms



3. A Prime (i.e. the Bidder, Vendor, the company submitting the proposal) who self-identifies (or is state certified) as a WMBE firm, must complete this form. even if it intends to self-perform.  



4. If you are a WMBE Prime and chose to self-perform elements that are eligible for subcontracting (i.e. work that is discretionary, which a prime may chose to self-perform or subcontract) , you may include your self-performance as part of your aspirational goal, and may name your self-performance for such discretionary work within your Guaranteed WMBE utilization. 




5. All work identified in the Plan to be performed by a WMBE firm must be a commercially useful function for the contract scope.




6. The City may discuss the Plan with the apparent successful bidder before incorporating into the contract; the Plan may be amended by mutual consent.




7. For phased work, (for example, an IT project), provide responses as thorough as possible given the scope known.  If future phases require, the City will review the Plan for mutually-agreed upon updates.



Aspirational WMBE Goals (Page 1)




8. These goals are a serious commitment the Prime (i.e. Bidder or Proposer)  can reasonably and realistically achieve given good faith efforts.  




9. These aspirational goals, good faith efforts, progress reports, and collaboration with the City are material to the contract. 



10. The Bidder is to provide an Aspirational Goal that is achievable.  Failure to achieve the goal itself is not a material breach, but substantial variance below the Aspirational goal volunteered by the Bidder  may measure failed good faith efforts, to establish a reasonable goal and/or build an appropriate effort to achieve the aspirational goal.



11. The Aspirational Goal percentage applies to the entire contract cost.  If change to the contract requires a modification to the percentage, then the City and Prime will discuss whether a greater or lesser goal is appropriate and modify the Plan.




12. The bidder should enter a total WMBE goal on page 1 where indicated.  The City seeks a separate percentage WBE and MBE goal. If the bidder does not provide such goals separately and only gives a total, then the City may seek the two separate percentages after bid opening and rely upon the total for scoring. If the Bidder provides a WBE and MBE goal, but does not total the percentage, the City shall total those percentages to become the total. 



WMBE Guarantee (Page 2)




13. The Prime has the option to list WMBE firms with whom the Prime commits to contract. This does not need, and is not expected, to equal your aspirational goal on page 1.  You may have WMBE firms you can commit at time of bid, but may have other opportunities you are not yet prepared to guarantee. 




14. A WMBE Guarantee should be secured with the WMBE firm in advance of listing on the form.  The City does not require a signed contract in place with the WMBE.



15. Changes to named WMBE Guarantees:   




a.         A named firm includes any WMBE named in the Inclusion Plan with whom the Bidder would Contract if awarded the Contract.  




b.         Any such WMBE that the Prime wishes to substitute during the course of the project must have City Buyer consent through a change order and a demonstrated “good cause.”  “Good cause” shall include the following:




1. Failure of the WMBE to execute a written contract after a reasonable period of time.




2. Bankruptcy of the WMBE.




3. Failure of the WMBE to provide the required bond.




4. The WMBE is unable to perform the work because they are debarred, not properly licensed, or in some other way is ineligible to work.




5. Failure of the WMBE to comply with a requirement of law applicable to subcontracting.




6. The death or disability of the WMBE (if the WMBE is an individual)




7. Dissolution of the WMBE (if the WMBE is a corporation or partnership).




8. If there is a series of failures by the WMBE to perform in accordance with previous contracts.




9. Failure or refusal of the WMBE to perform the work.




c.         If the Prime is making a change to a named WMBE Subcontractor, then the Prime shall use good faith efforts to recruit another WMBE to do the Work. 




Diverse Employment (Page 3)




a. Corporate EEO policies and affirmative action policies are not indicative of a unique employment mission.




b. A response is not required, if you have no such program within your company and/or you do not have a unique mission as part of your business purpose.




				2/21/13 Purchasing



				Page 1











				2/12/13 Purchasing 



				Page 2
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City of Seattle



Inclusion Plan






			Solicitation Number & Title:


			       





			Your Company Name:


			     








Bidders must complete and submit this form with their RFP response. Carefully read the attached instructions.


For questions, call Miguel Beltran, 206-684-4525 Miguel.Beltran@seattle.gov


The RFP instructions for this project identify how many points this Inclusion Plan is given during RFP evaluation.  


Aspirational WMBE Goals.


Propose WMBE utilization goals in the spaces below. These goals represent WMBE utilization the Bidder intends to achieve during contract performance.  The goals should represent a realistic and achievable commitment. WMBE Bidders  may indicate your self-performance as well as work you intend to subcontract to other WMBE firms. See page 4 for instructions. These goals do not need to match, and are not expected to match WMBE Guarantees.


			Project Goals


			





			Specify the percentage participation by woman owned firms.  


			%





			Specify the percentage participation by minority owned firms.


			%





			TOTAL


			%








Strategies.



Describe strategies you intend to use to achieve the aspirational WMBE utilization for this contract.  This may include such strategies as negotiated award to a WMBE firm in lieu of competitive subcontract bids, using WMBE as a tiebreaker per RCW 35.22.650, strategies for self-performance and subcontracting, providing mobilization payments, and offering rapid invoice payments. 


Past Performance



As evidence of your good faith intentions to achieve the WMBE aspirational goals you provide on page 1, describe your past performance on contracts with similar work.  The City may review your past performance on previous City contracts.  Your response should concentrate on achievement when your effort was voluntary (i.e. goals were not mandatory such as a federally-funded DBE requirement), or where you exceeded the regulatory minimum requirement.  


WMBE Guarantees.


This section gives the option to guarantee utilization of certain WMBE firms as evidence of good faith efforts.  If you choose to list WMBE firms, you guarantee to the City and WMBE firm they will be used.  Describe the Guarantee you are giving (a percentage of total contract value, or a scope of work guaranteed to the firm or similar). Please see instructions on page 5.


			WMBE Business Name


			Describe Guarantee





			     


			     





			     


			     





			     


			     





			     


			     





			     


			     








			     


			     





			


			     








Diverse Employment.


If you have a mission or program uniquely committed to hiring workers with employment barriers, veterans, disabled, the chronically unemployed or low income individuals, or woman and minority (if they are underutilized in your profession such as. construction trades), please describe.  The City expects a substantive and highly integrated program, instead of a standard EEO or Affirmative Action policy 


Describe how this mission or commitment would translate directly into placement of such workers to perform the scope of work for this City contract opportunity.



 Inclusion Plan Instructions


WMBE firms include any self-identified or state-certified firm that is at least 51% woman or minority owned (per SMC 20.42). The following may assist bidders:  https://wald1.seattle.gov/dea/registration/ and http://www.omwbe.wa.gov/certification/certification_directory.shtml).   A WMBE does not need to be self-identified and registered within the City’s Yellow Pages at time of bid, but must do so before contract execution. 


1. When the City places the Inclusion Plan into the solicitation requirements, the “Bidder” must complete and submit this WMBE Inclusion Plan as part of the RFP response.  If the form is not completed and submitted as part of the response, the bid will be considered non-responsive.


2. The RFP provides the evaluation scoring matrix, which includes how many points this Inclusion Plan will be given in RFP evaluation.  Notes below provide you the context of how points will be considered. The Plan will be evaluated by the City based upon the strength of the good faith efforts to utilize WMBE-owned firms


3. A Prime (i.e. the Bidder, Vendor, the company submitting the proposal) who self-identifies (or is state certified) as a WMBE firm, must complete this form. even if it intends to self-perform.  


4. If you are a WMBE Prime and chose to self-perform elements that are eligible for subcontracting (i.e. work that is discretionary, which a prime may chose to self-perform or subcontract) , you may include your self-performance as part of your aspirational goal, and may name your self-performance for such discretionary work within your Guaranteed WMBE utilization. 



5. All work identified in the Plan to be performed by a WMBE firm must be a commercially useful function for the contract scope.



6. The City may discuss the Plan with the apparent successful bidder before incorporating into the contract; the Plan may be amended by mutual consent.



7. For phased work, (for example, an IT project), provide responses as thorough as possible given the scope known.  If future phases require, the City will review the Plan for mutually-agreed upon updates.


Aspirational WMBE Goals (Page 1)



8. These goals are a serious commitment the Prime (i.e. Bidder or Proposer)  can reasonably and realistically achieve given good faith efforts.  



9. These aspirational goals, good faith efforts, progress reports, and collaboration with the City are material to the contract. 


10. The Bidder is to provide an Aspirational Goal that is achievable.  Failure to achieve the goal itself is not a material breach, but substantial variance below the Aspirational goal volunteered by the Bidder  may measure failed good faith efforts, to establish a reasonable goal and/or build an appropriate effort to achieve the aspirational goal.


11. The Aspirational Goal percentage applies to the entire contract cost.  If change to the contract requires a modification to the percentage, then the City and Prime will discuss whether a greater or lesser goal is appropriate and modify the Plan.



12. The bidder should enter a total WMBE goal on page 1 where indicated.  The City seeks a separate percentage WBE and MBE goal. If the bidder does not provide such goals separately and only gives a total, then the City may seek the two separate percentages after bid opening and rely upon the total for scoring. If the Bidder provides a WBE and MBE goal, but does not total the percentage, the City shall total those percentages to become the total. 


WMBE Guarantee (Page 2)



13. The Prime has the option to list WMBE firms with whom the Prime commits to contract. This does not need, and is not expected, to equal your aspirational goal on page 1.  You may have WMBE firms you can commit at time of bid, but may have other opportunities you are not yet prepared to guarantee. 



14. A WMBE Guarantee should be secured with the WMBE firm in advance of listing on the form.  The City does not require a signed contract in place with the WMBE.


15. Changes to named WMBE Guarantees:   



a.         A named firm includes any WMBE named in the Inclusion Plan with whom the Bidder would Contract if awarded the Contract.  



b.         Any such WMBE that the Prime wishes to substitute during the course of the project must have City Buyer consent through a change order and a demonstrated “good cause.”  “Good cause” shall include the following:



1. Failure of the WMBE to execute a written contract after a reasonable period of time.



2. Bankruptcy of the WMBE.



3. Failure of the WMBE to provide the required bond.



4. The WMBE is unable to perform the work because they are debarred, not properly licensed, or in some other way is ineligible to work.



5. Failure of the WMBE to comply with a requirement of law applicable to subcontracting.



6. The death or disability of the WMBE (if the WMBE is an individual)



7. Dissolution of the WMBE (if the WMBE is a corporation or partnership).



8. If there is a series of failures by the WMBE to perform in accordance with previous contracts.



9. Failure or refusal of the WMBE to perform the work.



c.         If the Prime is making a change to a named WMBE Subcontractor, then the Prime shall use good faith efforts to recruit another WMBE to do the Work. 



Diverse Employment (Page 3)



a. Corporate EEO policies and affirmative action policies are not indicative of a unique employment mission.



b. A response is not required, if you have no such program within your company and/or you do not have a unique mission as part of your business purpose.



			2/21/13 Purchasing


			Page 1








			2/12/13 Purchasing 


			Page 2
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City of Seattle RFP-SCL-3339


Title: EMS System Integrator Selection





Per Section 4 of the RFP – PROPOSED MINIMUM QUALFICATIONS SUMMARY TABLE


Please complete the section(s) below to show compliance to each minimum qualification.  The determination that you have achieved all the minimum qualifications is made from this document alone.


			Item #


			Minimum Qualification


			Complies


			Does Not  Comply


			If you comply, describe how you meet the minimum qualification.





			1


			Vendor to have experience with both OSI and Siemens EMS software.





			


			


			





			2


			The firm must have a minimum 10 years of consulting experience with the electric utility EMS implementations.


			


			


			





			


			


			


			


			





			


			


			


			


			








The above table is the base of information the City is seeking.  You may modify table to ensure you clearly show compliance to this minimum qualification.  You may also add further description below the table


Please add any other details that are pertinent in meeting the minimum qualifications:  
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City of Seattle RFP-SCL-3339


Title: EMS System Integrator Selection


MANDATORY TECHNICAL REQUIREMENTS



Please check the applicable box to signify compliance or non-compliance to each mandatory technical requirement.  If you do comply, describe exactly how you achieve each requirement.  The determination that you have achieved all the mandatory technical requirements will be made from this document or a document with the same information.






			Item #


			Mandatory Technical Requirements


			Complies


			Does Not  Comply


			If you comply, describe how you meet the technical requirement.





			1


			The Vendor shall have successfully implemented EMS systems with the attributes and requirements listed below for at least two (2) different electric utilities in the last six (6) years.  At least one (1) of the required EMS system implementations shall be for a system implementation completed within the last three (3) years.


 Implementations shall have been for EMS System with the following attributes:



· A minimum of 2000 MW of generation including hydro


· A minimum of 30 RTUs


· Registered as a Balancing Authority, Transmission, Generation and Distribution Operator according with NERC Reliability Standards.


· With applications  that include Automatic Generation Control, SCADA for GT&D, Transmission  Analysis, DTS, GUI, DB and Display Management System, Trending, Historian, and Reporting


Compliant with NERC CIP standards.


			


			


			





			2


			The Vendor must include with its proposal, a minimum of two (2) electric utility references.  If only providing 2 they should be the projects referenced in Mandatory Technical Requirement1.


			


			


			





			3


			Ability to meet EMS project implementation schedule (18-24 months)


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			








1 | Page
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EMS_SI_Management Response.doc

City of Seattle Management Response 



Page 1 of 5


Vendor’s Name: ______________________________________________________________





City of Seattle RFP-SCL-3339



Title: EMS System Integrator Selection


Management Response


1 Company Experience 



1.1 How many years has the company been engaged in implementing EMS Solutions similar in size to the City of Seattle in public or private environments?  Please describe implementation projects most comparable to the solution being proposed to the City. 


1.2 Please provide a brief company history and overview. 


2 Company Organization



			Please attach an organization chart.






			





			How many employees does the company have associated with EMS Solutions?


			United States                        # employees


Pacific Northwest



WA, OR, ID, AK:                  # employees


Outside the  US:                     # employees








			How many employees are associated with these types of products/systems does the company have in each of the following categories?






			Customer Support:                 # employees


Installation & Training:          # employees


Product Development:           # employees


Sales, Marketing:                   # employees





			Average annual staff turnover rate for employees in key staff positions


			





			Location of office that will serve as the primary contact during implementation


			     





			Describe the designated person that will manage the long-term business relationship with the City.



a) Where does this person reside within the organizational structure?



b) When and where does this person become involved with the project?



c) How many other customers will this person manage?



d) How often will this person travel to the City (Seattle)?  Describe proposed schedule.


			





			How often will senior management from the proposer travel to the City to meet with the City’s management to discuss the City’s satisfaction with the products and services?


			








3 Financial Information  


			What was the Company’s annual gross revenue during the last three fiscal years?


			FY 2011          


FY 2012           



FY 2013           





			What was the percentage of gross revenues invested in research and development?


			  %         





			What was the average annual company revenue for EMS System Implementation for the previous three (3) fiscal years?


			





			What percentage of gross revenue does EMS System Implementation represent?


			%





			Attach a copy of the Company’s audited financial statements for last two years.  If the financial statements are not provided, the company must at least provide a letter signed by an independent third-party CPA that provides a synopsis of assets, liabilities, and equities. 


			Attached     





			As an Exhibit, describe your firm’s ability to finance additional costs that would be incurred by your firm in the event your firm is awarded a Vendor Contract resulting from this solicitation.  State the amount your firm would need to borrow, and provide documentation from your firm’s lender stating its willingness to lend such amount to your firm.


			Attached     





			Provide Dun & Bradstreet “Business Information Report” in lieu  of financial statements


			Attached     








4 Current Commitments



a. As an Attachment, list ten of the highest dollar contracts currently held by your firm. If you have held less than ten, list all that have been held. 


For each contract, state the following:



· The client’s name,  


· A brief description of the items provided by your firm, 


· The dollar value of the contract, 


· The approximate share of current income derived from the contract, 


· The expected contract termination date. 


b. Attach a discussion that addresses how these or other current commitments affect the ability to support the City scope of work.  


c. Explain any staffing and schedule overlaps, and how the Vendor proposes to ensure that such commitments or potential overlaps will not affect the City of Seattle schedule and project delivery.


Terminations If any, list any contracts that have been terminated before the project completion in last five years with your firm (if you are national company, list those terminations for the office that will serve the City of Seattle). 


· Indicate whether contract was terminated for Default (defined as a notice to Vendor to stop performance due to Vendor’s non-performance or poor performance)


· Indicate whether the issue was:



 (a) not litigated; or 


 (b) litigated and, 


(c) if litigated,  Vendor was determined to be in default.  


· If any, attach a description of the deficiencies in performance and describe whether and how the deficiencies were remedied. 


The City will evaluate the information and may also at its sole discretion, reject the Vendor’s Response if the information indicates that completion of a contract resulting from this solicitation may be jeopardized by the responsibility history of this Vendor.  These may be contacted as a resource to the City for assessing references and responsibility.


Have you had any early Contract Terminations?   Yes               No    



If yes, are termination descriptions attached?  Yes               No


5 Project Schedule


Please provide a detailed schedule showing how you will meet the 18-24 month project timeline.  Please include all major milestones(Design Complete, FAT, SAT, etc.), and  any deliverable documents outline in section 7 of this RFP(Test Plan, Communication Plan, etc.)


PAGE  


1
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EMS SI SOW Response.xlsx

SOW Response


						NOTE: This response format contains the scope detailed in section 7 of the RFP document.  You are to describe how you will meet each functionality as it is detailed, as well as the estimated hours rate and dollars.  Each vendor should also be prepared to add in any additional tasks that support their proposed methodology, or tasks they feel are valid for the successful completion of an EMS implementation based on experience





			Req #			Name			Description			SI Response			# Units (Hours, QTY)			$/Unit			Total $


						Custom Functionality


			1			Custom Functionality management			The SDLC process to deliver requirements, design, development and verification of the custom functionality including the review and supervision of the development by the EMS vendor or the SI Team.


			2			Create Custom Reports 			Includes all  reports, approximately 15 out  of the EMS that are required by the operators, marketing, after-the-fact and other user or support groups not built by the EMS vendor.


			3			Create Custom Alarms 			Includes the configuration of all required custom alarms to match the company Alarm Strategy


			4			Custom configuration of power applications functionality not delivered by the EMS vendor			Includes the design and development or functionality not delivered by the EMS vendor that is required by SCL


			5			Custom Configuration of the Energy Accounting (EA) Function 			Includes the configuration of accounts and calculations required, among others,  to monitor energy MWh for metered points and inadvertent interchange, split rules, etc.


			6			Custom Configuration of the Interchange Transaction Scheduling (ITS)			Includes the custom configuration of Interchange Transaction Scheduling functions to be able to create and receive interchange, generation and load schedules from Power Ops, WIT, and operator.


			7			Custom configuration of EMS interfaces			These includes the configuration of all EMS interfaces identified in the Functional Requirements document





						PLEASE ADD IN ANY ADDITIONAL TASKS BASED ON PROPOSED METHODOLOGY 














						Architecture and Infrastructure


			1			Support Staging of the EMS at the vendor’s Factory			Provide support to stage Production/Backup, DTS, QAS, PDS, DMZ, Services, and Printers at the vendor’s facility. The implementation support includes facilitating IP addresses, firewalls/switches, firewall-rules, RTU simulators, third-party software/hardware, etc., to configure and test all the new EMS environments prior Pre-FAT.


			2			Staging of all the EMS environments at the company’s Primary and Backup Sites			Includes implementation services to stage the PDS for Database, display and system configuration required prior Pre-FAT as well as the staging of all the EMS environments and associated communication links at the company primary and backup sites prior SAT.


			3			Configuration of the EMS security access and AORs			Configuration of the user’s access and AORs for local and remote users where applicable.


			4			Custom configuration of system parameters			Support the custom configuration of system master parameters for application communication, access and sizes, monitoring software, data replication, backup services, etc.


			5			Custom configuration of system interfaces			The design, development and testing of required interfaces with other systems and applications external to the EMS.


			6			Facilities			Includes the evaluation, requirements and  proposed modifications of existing company facilities to support new EMS systems.


			7			As-Built Design			As-Built Design and documentation of any changes made to Hardware, Software, and Networking Architecture during the project








			Database Migration


			1.        			Create Database conversion approach and plan			To facilitate the migration to the new SCADA/EMS system, it is required to have a repeatable conversion process for the existing SCADA/EMS database and network model to the new system’s database that does not invalidate point-to-point checkout. This document Includes, but not limited to: 
• High Level DB Migration Plan
• Data Mapping Document: Source-Target
• Data Migration Testing
• Data point naming convention



			2.        			Create Database conversion tools that support full and incremental database updates			The conversion process should support full and/or incremental database and network model conversions. Therefore, it is required to create tools to extract and import full or incremental updates.


			3.        			Establish Database standardization and naming convention for the new EMS SCADA points that matches the expected vendor target system.			SCL and the Vendor will jointly develop a database export/import format to be utilized during the conversion. SCL will export all required data and network model from the existing SCADA/EMS system into this agreed upon format and provide the file to the Vendor.  The Vendor shall process and import this data file into the new system.  


			4.        			Migrate, Maintain and Validate the SCADA Database			Migration, build and maintain the SCADA data from the source to the target EMS system, including but not limited to RTU Analog, Status, Accumulators, Set point controls, ICCP, PI-Historian, map board, etc.


			5.        			Migrate, Maintain and Validate Power Network Model 			Although the EMS vendor shall be responsible for the convergence of the state estimator after each database conversion, SCL shall validate that the load flow matches the current system load flow results.   SCL is responsible to extract and provide currently used network model for the new EMS. System Integrator may have to update network model as necessary to reflect current system conditions. In addition, SI is required to configure the power applications to match the model.


			6.        			Configure system and power application parameters			Configure system telemetry and power application parameters. 


			7.        			Configuration of the Dispatcher Training Simulator (DTS)			Includes the custom configuration of the DTS parameters, training scenario events, etc.


			8.        			Configure RTU and ICCP communications			Configuration of redundant Telecommunications during ‘listening mode’ and during ‘close-loop’ control for all RTUs and ICCP modeled in the system


			9.        			Integrate the vendor data conversion tools into the DB Migration Process			All import/export scripts, applications or tools developed by the Vendor, shall be provided to SCL. It shall be possible for a user to perform the import/export process without assistance from the Vendor.


			10.     			Perform four major/incremental database migrations			SCL expectation is that the EMS vendor with the assistance from SI vendor performs a minimum of four (4) full database conversions: before Pre-FAT, FAT, SAT and Go-Live. It is expected that SCL is able to perform incremental database conversions with minimum assistance of the EMS vendor in between full conversions. The SI vendor shall provide estimated costs and duration for each database conversion.


			11.     			Parallel maintenance of the EMS			Parallel maintenance of the EMS software, database and interfaces is required during parallel operations period








			Display Migration


			1.  			Create the Display Migration Approach and Planning document			The plan includes the conversion of displays from the existing Siemens System to the new EMS vendor. The Plan documents include, but not limited to:
• High Level Display Build Approach and Plan
• Inventory of Source displays
• Inventory of Target Displays
• Inventory of Source Symbols
• Inventory of Target Symbols and Widgets
• Display requirements for target display, which also impact the Requirement Traceability Matrix
• Situational Awareness Strategy Document
• Display Build Standards document 



			2.  			Create the Display Migration and Build process			Create the Display Migration and Build Process that includes the development of display templates, linking of dynamic elements, Quality Assurance (testing), etc.


			3.  			Migrate/Build all target symbols, displays			Migrate/Build all target symbols, displays


			4.  			Build all required real-time calculations that drive displays			Build all required real-time calculations that drive new system Dashboards and/or custom displays


			5.  			Configure Situational awareness as required per display			Configure Situational awareness: audible alarms and visualizations as required per display


			6.  			Create new Custom Dashboards			This includes but is not limited to the migration of the custom displays according to the company situational awareness strategy used to show Generation, Transmission, Distribution summaries, as well as the system status summaries used by operations and support groups. Other custom screens include one-line diagrams, tracking of load forecast and actual, custom trends and trend-boards, toolbars and menus, symbol library, etc.








			Security and Compliance


			1.  			Security			The requirements related to the design and verification of the ability of the solution to have acceptable levels of security measures in place to prevent sabotage or unauthorized access for both physical and cyber security.


			2.  			Compliance			This refers to implementation requirements to comply with FERC/NERC/WECC and SCL reliability and cyber security standards and policies.








			Test Coordination and Quality Assurance


			1.  			Create Test Plan and approach document			Creates the Testing Approach and Planning document that includes but is not limited to: Test Strategy (what, when, how much)Test Toolset Variance Classification & Resolution Test Cycles Test Environment


			2.  			Create and Review Test Cases			Creates the Testing Approach and Planning document that includes but is not limited to:
• Test Strategy (what, when, how much)
• Test Toolset
• Variance Classification & Resolution
• Test Cycles
• Test Environment



			3.  			Maintain Requirement Traceability Matrix			Updates the Requirement Traceability Matrix to ensure all Functional and Technical requirements have been traced to a detailed design document, business process, or test case that has been approved by SCL


			4.  			Establish the event (variance) report system			Prior to executing the Test Cycle, an established issue reporting system for communicating defects to the responsible parties shall be established. If applicable, it is expected that existing SCL Testing Tools are used for this effort.


			5.  			Create, review and distribute relevant test metrics			The test team shall create, review and distribute relevant test metrics. Based upon the approved test approach, plan and cases, metrics will be established for tracking testing progress.


			6.  			Coordinate the multiple test cycles			Once all development efforts have been completed and unit tested, the test team will execute the Test Phase, composed of multiple Test Cycles, including but not limited to:
• Database Conversion Testing
• Display Conversion Testing
• Field (point-point) Testing
• Pre-Factory Acceptance Test (Pre-FAT)
• Factory Acceptance Test (FAT)
• Site Acceptance Test (SAT)
• User Acceptance Test (UAT)



			7.  			Manage closure of variances found during various test cycles			It shall manage the test cycle and ensure any variances found during a test cycle, are corrected within the tolerances noted under the acceptance criteria.


			8.  			Business Readiness			Conduct business readiness assessments, Go Live Planning, and Go Live Rehearsals to insure a smooth transition to the new system








			Transition and Go Live


			1.  			Transition Plan			Transition Plan: Document the transition period, identifying transition activities, resources roles & responsibilities, etc.


			2.  			Operational Readiness Assessment			This is the plan and assessment of the production environment to determine when the infrastructure, network, desktop, database, environments, application, staff, etc., are ready to initiate the Production Cutover process.


			3.  			Go Live - Parallel Operation & Cutover			• Go Live Planning
• Go Live Rehearsals
• Production Installation Procedure
• Production Parallel Operation Procedures
• Production Cutover Procedures
• Production Availability Period Procedures
• Warranty Period including patching and release management procedures
• Deactivate & surplus Siemens 1.8.2









			Project Management


			1.  			Define and Execute Communication Plan			Define communication plan Implement and Execute communication plan


			2.  			Track Project Budget, Deliverables and Resources			• Actively manage and communicate project budget (Actuals and Estimates to completion) 
• Ensure timeliness and quality of deliverables throughout the project
• Continuously balance resource load based on project delivery
• Establish and execute project governance, controls and status reporting process



			3.  			Mitigate Project Risks and Issues			• Proactively identify and mitigate project risks and issues 
• Track all software/hardware defects and required solutions



			4.  			Manage Vendor Relationships			• Monitor vendor resources and implementation service commitments
• Coordinate vendor software delivery (initial for PDS and subsequent releases pre FAT, SAT, Cutover and Post Cutover)



			5.  			Manage Project Scope and Change Requests			• Manage project scope.
• Determine which project issues warrant change request evaluation and determine course of action with project sponsors 
• Institute a process to evaluate the feasibility of change requests and assess the impacts to the overall project budget, timeline and resource allocation. 



			6.  			Develop resource allocation Plan			• Develop resource allocation plan which will include SCL (project, business, IT), SI and Vendor resources participating in implementation


			7.  			Project schedule			• Building project schedule/plan.
• Actively manage and communicate project schedule (Actuals and Estimates to completion) 
• Ensure timeliness and quality of deliverables throughout the project
• Continuously balance resource load based on project delivery milestones
• Establish and execute project governance, controls and status reporting process to ensure timeliness.









			Business Process Maps and System Operating Procedures


			1			Review Existing Business Processes Process Maps (BPMs) and System Operating Procedures (SOPs)			Review existing business and IT processes and procedures related to current EMS functionalities.  Complete BPMs and SOPs documentation deficiencies.   SOPs are traceable to one more elements of a BPM.  Define the BPM and SOP standards and use them consistently.  BPMs and SOPs are included with change management.


			2			Develop Future State BPMs and SOPs			Revise current state BPMs and SOPs to define the new EMS BPMs and SOPs.  The BPMs and SOPs will be traceable to test procedures. BPMs and SOPs are included within the scope of change management. BPMs and SOPs are part of the system traceability requirements.  Testing coverage must include all revised and future BPM and SOPs .











			Documentation and Change Management


			1.  			Develop and Execute Change Management Plan			Define Change Management Plan Implement and Execute Change Management Plan


			2.  			Develop implementation Strategy and Plan			Define the implementation strategy and plan in coordination with the EMS vendor as well as all the  SI leads in charge of database and display migration and architecture/infrastructure 


			3.  			Assist with the creation and review of Technical Project Documentation			Assist with the creation and review of Technical Project Documentation, including but not limited to:
• Functional Specification Document (Customs)
• Requirement Traceability Matrix
• Use Case Models and diagrams
• Non Functional Requirements Document
• Report Specification Document
• Current State (As-is) Business Process Flows
• Future State (To-Be)Business Process Flow
• Job Impact assessment
• Technical Specification Documents: Architecture, Interface Design, Configuration Specification, List of deliverables, infrastructure layout, 
• Disaster recovery approach and Plan
• Training Approach and Plan
• Deployment Approach and Plan
• Decommission Approach and Plan
• Physical Support Model and Tools
• Custom Help and FAQs manuals



			4.  			Develop and Maintain Requirement Traceability Matrix			• Develop Requirement Traceability Matrix from the SOW
• Include requirements related to new dashboards, alarms, reports and functionality to be developed by the SI team
• Perform gap analysis to determine how requirements are met in vendor base application and identify custom components (report, interface, message, complex configuration, etc.) that need to be built by the SI or by the EMS vendor






			Training and Knowledge Transfer


			1.  			Define Training Approach and Plan			Define Training Approach and Plan


			2.  			Create custom operational (business) training courses			Create curriculum for custom operational (business) training courses


			3.  			Create custom support (IT System Admin and Maintenance) courses			Create custom support (IT System Admin and Maintenance) courses


			4.  			Deliver custom Training courses			• Deliver operational and functional training (role-based user, super user)
• Deliver technical training (system administration, application support)


			5.  			Coordinate Knowledge Transfer from SI to SCL EMS support team			Develop and document a knowledge transfer plan.  During the course of the project, the Proposer shall engage in a series of activities to transfer knowledge regarding aspects of the EMS implementation, operation & maintenance from the development team to the production team, who will ultimately be operating and supporting the system.  All knowledge transfer activities and content shall be documented and reported in a quarterly status report.











Sheet4


			Req #			Name			Description


			1.  			Create the Display Migration Approach and Planning document			The plan includes the conversion of displays from the existing Siemens System to the new EMS vendor. The Plan documents include, but not limited to:


									High Level Display Build Approach and Plan


									Inventory of Source displays


									Inventory of Target Displays


									Inventory of Source Symbols


									Inventory of Target Symbols and Widgets


									Display requirements for target display, which also impact the Requirement Traceability Matrix


									Situational Awareness Strategy Document


									Display Build Standards document 


			2.  			Create the Display Migration and Build process			Create the Display Migration and Build Process that includes the development of display templates, linking of dynamic elements, Quality Assurance (testing), etc.


			3.  			Migrate/Build all target symbols, displays			Migrate/Build all target symbols, displays


			4.  			Build all required real-time calculations that drive displays			Build all required real-time calculations that drive new system Dashboards and/or custom displays


			5.  			Configure Situational awareness as required per display			Configure Situational awareness: audible alarms and visualizations as required per display


			6.  			Create new Custom Dashboards 			This includes the migration of the custom displays according to the company situational awareness strategy guide used to show Generation, Transmission, Distribution summaries, as well as the system status summaries used by operations and support groups. Other custom screens include one-line diagrams, tracking of load forecast and actual, custom trends and trend-boards, toolbars and menus, symbol library, etc.


			7.  			Custom Calculations 			Includes all real-time calculations needed to drive the custom dashboard visualizations and alarms.


			 Provide a list of Dashboards and descriptions
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SI Price Response.xlsx

SOW Response


						Instructions:  


			1			Provide pricing details below to meet full compliance of scope and requirements as defined in Section 7.


			2			This shall include everything necessary to complete system implementation.


			3			Itemize the unit and extended price for each product and service proposed as part of the replacement system. 


			4			List any pricing assumptions and/or notes in the comments box for each line item


			5			Attach a list of of Optional Modules that may be available





			Req #			Name			Description			# Units (Hours, Each)			$/Unit			Total $			Comments


						Travel and Expenses			Please list the weekly estimate for travel and expense cost by all catagoris.  Airfare, Hotel, Meals, Rentals, Incedentals..


						Custom Functionality


			1			Custom Functionality management			The SDLC process to deliver requirements, design, development and verification of the custom functionality including the review and supervision of the development by the EMS vendor or the SI Team.


			2			Create Custom Reports 			Includes all  reports, approximately 15 out  of the EMS that are required by the operators, marketing, after-the-fact and other user or support groups not built by the EMS vendor.


			3			Create Custom Alarms 			Includes the configuration of all required custom alarms to match the company Alarm Strategy


			4			Custom configuration of power applications functionality not delivered by the EMS vendor			Includes the design and development or functionality not delivered by the EMS vendor that is required by SCL


			5			Custom Configuration of the Energy Accounting (EA) Function 			Includes the configuration of accounts and calculations required, among others,  to monitor energy MWh for metered points and inadvertent interchange, split rules, etc.


			6			Custom Configuration of the Interchange Transaction Scheduling (ITS)			Includes the custom configuration of Interchange Transaction Scheduling functions to be able to create and receive interchange, generation and load schedules from Power Ops, WIT, and operator.


			7			Custom configuration of EMS interfaces			These includes the configuration of all EMS interfaces identified in the Functional Requirements document





						PLEASE INCLUDE COST FOR ALL ITEMS ADDED INTO SOW














						Architecture and Infrastructure


			1			Support Staging of the EMS at the vendor’s Factory			Provide support to stage Production/Backup, DTS, QAS, PDS, DMZ, Services, and Printers at the vendor’s facility. The implementation support includes facilitating IP addresses, firewalls/switches, firewall-rules, RTU simulators, third-party software/hardware, etc., to configure and test all the new EMS environments prior Pre-FAT.


			2			Staging of all the EMS environments at the company’s Primary and Backup Sites			Includes implementation services to stage the PDS for Database, display and system configuration required prior Pre-FAT as well as the staging of all the EMS environments and associated communication links at the company primary and backup sites prior SAT.


			3			Configuration of the EMS security access and AORs			Configuration of the user’s access and AORs for local and remote users where applicable.


			4			Custom configuration of system parameters			Support the custom configuration of system master parameters for application communication, access and sizes, monitoring software, data replication, backup services, etc.


			5			Custom configuration of system interfaces			The design, development and testing of required interfaces with other systems and applications external to the EMS.


			6			Facilities			Includes the evaluation, requirements and  proposed modifications of existing company facilities to support new EMS systems.


			7			As-Built Design			As-Built Design and documentation of any changes made to Hardware, Software, and Networking Architecture during the project








			Database Migration


			1.        			Create Database conversion approach and plan			To facilitate the migration to the new SCADA/EMS system, it is required to have a repeatable conversion process for the existing SCADA/EMS database and network model to the new system’s database that does not invalidate point-to-point checkout. This document Includes, but not limited to: 
• High Level DB Migration Plan
• Data Mapping Document: Source-Target
• Data Migration Testing
• Data point naming convention



			2.        			Create Database conversion tools that support full and incremental database updates			The conversion process should support full and/or incremental database and network model conversions. Therefore, it is required to create tools to extract and import full or incremental updates.


			3.        			Establish Database standardization and naming convention for the new EMS SCADA points that matches the expected vendor target system.			SCL and the Vendor will jointly develop a database export/import format to be utilized during the conversion. SCL will export all required data and network model from the existing SCADA/EMS system into this agreed upon format and provide the file to the Vendor.  The Vendor shall process and import this data file into the new system.  


			4.        			Migrate, Maintain and Validate the SCADA Database			Migration, build and maintain the SCADA data from the source to the target EMS system, including but not limited to RTU Analog, Status, Accumulators, Set point controls, ICCP, PI-Historian, map board, etc.


			5.        			Migrate, Maintain and Validate Power Network Model 			Although the EMS vendor shall be responsible for the convergence of the state estimator after each database conversion, SCL shall validate that the load flow matches the current system load flow results.   SCL is responsible to extract and provide currently used network model for the new EMS. System Integrator may have to update network model as necessary to reflect current system conditions. In addition, SI is required to configure the power applications to match the model.


			6.        			Configure system and power application parameters			Configure system telemetry and power application parameters. 


			7.        			Configuration of the Dispatcher Training Simulator (DTS)			Includes the custom configuration of the DTS parameters, training scenario events, etc.


			8.        			Configure RTU and ICCP communications			Configuration of redundant Telecommunications during ‘listening mode’ and during ‘close-loop’ control for all RTUs and ICCP modeled in the system


			9.        			Integrate the vendor data conversion tools into the DB Migration Process			All import/export scripts, applications or tools developed by the Vendor, shall be provided to SCL. It shall be possible for a user to perform the import/export process without assistance from the Vendor.


			10.     			Perform four major/incremental database migrations			SCL expectation is that the EMS vendor with the assistance from SI vendor performs a minimum of four (4) full database conversions: before Pre-FAT, FAT, SAT and Go-Live. It is expected that SCL is able to perform incremental database conversions with minimum assistance of the EMS vendor in between full conversions. The SI vendor shall provide estimated costs and duration for each database conversion.


			11.     			Parallel maintenance of the EMS			Parallel maintenance of the EMS software, database and interfaces is required during parallel operations period








			Display Migration


			1.  			Create the Display Migration Approach and Planning document			The plan includes the conversion of displays from the existing Siemens System to the new EMS vendor. The Plan documents include, but not limited to:
• High Level Display Build Approach and Plan
• Inventory of Source displays
• Inventory of Target Displays
• Inventory of Source Symbols
• Inventory of Target Symbols and Widgets
• Display requirements for target display, which also impact the Requirement Traceability Matrix
• Situational Awareness Strategy Document
• Display Build Standards document 



			2.  			Create the Display Migration and Build process			Create the Display Migration and Build Process that includes the development of display templates, linking of dynamic elements, Quality Assurance (testing), etc.


			3.  			Migrate/Build all target symbols, displays			Migrate/Build all target symbols, displays


			4.  			Build all required real-time calculations that drive displays			Build all required real-time calculations that drive new system Dashboards and/or custom displays


			5.  			Configure Situational awareness as required per display			Configure Situational awareness: audible alarms and visualizations as required per display


			6.  			Create new Custom Dashboards			This includes but is not limited to the migration of the custom displays according to the company situational awareness strategy used to show Generation, Transmission, Distribution summaries, as well as the system status summaries used by operations and support groups. Other custom screens include one-line diagrams, tracking of load forecast and actual, custom trends and trend-boards, toolbars and menus, symbol library, etc.








			Security and Compliance


			1.  			Security			The requirements related to the design and verification of the ability of the solution to have acceptable levels of security measures in place to prevent sabotage or unauthorized access for both physical and cyber security.


			2.  			Compliance			This refers to implementation requirements to comply with FERC/NERC/WECC and SCL reliability and cyber security standards and policies.








			Test Coordination and Quality Assurance


			1.  			Create Test Plan and approach document			Creates the Testing Approach and Planning document that includes but is not limited to: Test Strategy (what, when, how much)Test Toolset Variance Classification & Resolution Test Cycles Test Environment


			2.  			Create and Review Test Cases			Creates the Testing Approach and Planning document that includes but is not limited to:
• Test Strategy (what, when, how much)
• Test Toolset
• Variance Classification & Resolution
• Test Cycles
• Test Environment



			3.  			Maintain Requirement Traceability Matrix			Updates the Requirement Traceability Matrix to ensure all Functional and Technical requirements have been traced to a detailed design document, business process, or test case that has been approved by SCL


			4.  			Establish the event (variance) report system			Prior to executing the Test Cycle, an established issue reporting system for communicating defects to the responsible parties shall be established. If applicable, it is expected that existing SCL Testing Tools are used for this effort.


			5.  			Create, review and distribute relevant test metrics			The test team shall create, review and distribute relevant test metrics. Based upon the approved test approach, plan and cases, metrics will be established for tracking testing progress.


			6.  			Coordinate the multiple test cycles			Once all development efforts have been completed and unit tested, the test team will execute the Test Phase, composed of multiple Test Cycles, including but not limited to:
• Database Conversion Testing
• Display Conversion Testing
• Field (point-point) Testing
• Pre-Factory Acceptance Test (Pre-FAT)
• Factory Acceptance Test (FAT)
• Site Acceptance Test (SAT)
• User Acceptance Test (UAT)



			7.  			Manage closure of variances found during various test cycles			It shall manage the test cycle and ensure any variances found during a test cycle, are corrected within the tolerances noted under the acceptance criteria.


			8.  			Business Readiness			Conduct business readiness assessments, Go Live Planning, and Go Live Rehearsals to insure a smooth transition to the new system








			Transition and Go Live


			1.  			Transition Plan			Transition Plan: Document the transition period, identifying transition activities, resources roles & responsibilities, etc.


			2.  			Operational Readiness Assessment			This is the plan and assessment of the production environment to determine when the infrastructure, network, desktop, database, environments, application, staff, etc., are ready to initiate the Production Cutover process.


			3.  			Go Live - Parallel Operation & Cutover			• Go Live Planning
• Go Live Rehearsals
• Production Installation Procedure
• Production Parallel Operation Procedures
• Production Cutover Procedures
• Production Availability Period Procedures
• Warranty Period including patching and release management procedures
• Deactivate & surplus Siemens 1.8.2









			Project Management


			1.  			Define and Execute Communication Plan			Define communication plan Implement and Execute communication plan


			2.  			Track Project Budget, Deliverables and Resources			• Actively manage and communicate project budget (Actuals and Estimates to completion) 
• Ensure timeliness and quality of deliverables throughout the project
• Continuously balance resource load based on project delivery
• Establish and execute project governance, controls and status reporting process



			3.  			Mitigate Project Risks and Issues			• Proactively identify and mitigate project risks and issues 
• Track all software/hardware defects and required solutions



			4.  			Manage Vendor Relationships			• Monitor vendor resources and implementation service commitments
• Coordinate vendor software delivery (initial for PDS and subsequent releases pre FAT, SAT, Cutover and Post Cutover)



			5.  			Manage Project Scope and Change Requests			• Manage project scope.
• Determine which project issues warrant change request evaluation and determine course of action with project sponsors 
• Institute a process to evaluate the feasibility of change requests and assess the impacts to the overall project budget, timeline and resource allocation. 



			6.  			Develop resource allocation Plan			• Develop resource allocation plan which will include SCL (project, business, IT), SI and Vendor resources participating in implementation


			7.  			Project schedule			• Building project schedule/plan.
• Actively manage and communicate project schedule (Actuals and Estimates to completion) 
• Ensure timeliness and quality of deliverables throughout the project
• Continuously balance resource load based on project delivery milestones
• Establish and execute project governance, controls and status reporting process to ensure timeliness.









			Business Process Maps and System Operating Procedures


			1			Review Existing Business Processes Process Maps (BPMs) and System Operating Procedures (SOPs)			Review existing business and IT processes and procedures related to current EMS functionalities.  Complete BPMs and SOPs documentation deficiencies.   SOPs are traceable to one more elements of a BPM.  Define the BPM and SOP standards and use them consistently.  BPMs and SOPs are included with change management.


			2			Develop Future State BPMs and SOPs			Revise current state BPMs and SOPs to define the new EMS BPMs and SOPs.  The BPMs and SOPs will be traceable to test procedures. BPMs and SOPs are included within the scope of change management. BPMs and SOPs are part of the system traceability requirements.  Testing coverage must include all revised and future BPM and SOPs .











			Documentation and Change Management


			1.  			Develop and Execute Change Management Plan			Define Change Management Plan Implement and Execute Change Management Plan


			2.  			Develop implementation Strategy and Plan			Define the implementation strategy and plan in coordination with the EMS vendor as well as all the  SI leads in charge of database and display migration and architecture/infrastructure 


			3.  			Assist with the creation and review of Technical Project Documentation			Assist with the creation and review of Technical Project Documentation, including but not limited to:
• Functional Specification Document (Customs)
• Requirement Traceability Matrix
• Use Case Models and diagrams
• Non Functional Requirements Document
• Report Specification Document
• Current State (As-is) Business Process Flows
• Future State (To-Be)Business Process Flow
• Job Impact assessment
• Technical Specification Documents: Architecture, Interface Design, Configuration Specification, List of deliverables, infrastructure layout, 
• Disaster recovery approach and Plan
• Training Approach and Plan
• Deployment Approach and Plan
• Decommission Approach and Plan
• Physical Support Model and Tools
• Custom Help and FAQs manuals



			4.  			Develop and Maintain Requirement Traceability Matrix			• Develop Requirement Traceability Matrix from the SOW
• Include requirements related to new dashboards, alarms, reports and functionality to be developed by the SI team
• Perform gap analysis to determine how requirements are met in vendor base application and identify custom components (report, interface, message, complex configuration, etc.) that need to be built by the SI or by the EMS vendor






			Training and Knowledge Transfer


			1.  			Define Training Approach and Plan			Define Training Approach and Plan


			2.  			Create custom operational (business) training courses			Create curriculum for custom operational (business) training courses


			3.  			Create custom support (IT System Admin and Maintenance) courses			Create custom support (IT System Admin and Maintenance) courses


			4.  			Deliver custom Training courses			• Deliver operational and functional training (role-based user, super user)
• Deliver technical training (system administration, application support)


			5.  			Coordinate Knowledge Transfer from SI to SCL EMS support team			Develop and document a knowledge transfer plan.  During the course of the project, the Proposer shall engage in a series of activities to transfer knowledge regarding aspects of the EMS implementation, operation & maintenance from the development team to the production team, who will ultimately be operating and supporting the system.  All knowledge transfer activities and content shall be documented and reported in a quarterly status report.














Sheet4


			Req #			Name			Description


			1.  			Create the Display Migration Approach and Planning document			The plan includes the conversion of displays from the existing Siemens System to the new EMS vendor. The Plan documents include, but not limited to:


									High Level Display Build Approach and Plan


									Inventory of Source displays


									Inventory of Target Displays


									Inventory of Source Symbols


									Inventory of Target Symbols and Widgets


									Display requirements for target display, which also impact the Requirement Traceability Matrix


									Situational Awareness Strategy Document


									Display Build Standards document 


			2.  			Create the Display Migration and Build process			Create the Display Migration and Build Process that includes the development of display templates, linking of dynamic elements, Quality Assurance (testing), etc.


			3.  			Migrate/Build all target symbols, displays			Migrate/Build all target symbols, displays


			4.  			Build all required real-time calculations that drive displays			Build all required real-time calculations that drive new system Dashboards and/or custom displays


			5.  			Configure Situational awareness as required per display			Configure Situational awareness: audible alarms and visualizations as required per display


			6.  			Create new Custom Dashboards 			This includes the migration of the custom displays according to the company situational awareness strategy guide used to show Generation, Transmission, Distribution summaries, as well as the system status summaries used by operations and support groups. Other custom screens include one-line diagrams, tracking of load forecast and actual, custom trends and trend-boards, toolbars and menus, symbol library, etc.


			7.  			Custom Calculations 			Includes all real-time calculations needed to drive the custom dashboard visualizations and alarms.


			 Provide a list of Dashboards and descriptions
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Vendor’s Name: ______________________________________________________________


Project Manager


Please provide for the individual Project Manager(s) (PMs):


How many years has the proposed PM(s) worked for your organization? 


How many years has the proposed PM(s) worked for your organization as a PM?


What certifications does your proposed PM(s) hold that enhance performance with EMS projects similar in scope to ours? 


How many successful implementations of the application(s) involved in this project  has the proposed PM(s) completed?  Provide details below by application. 


			Application(s)


			PM Name


			Site Name





			


			


			





			


			


			





			


			


			











Is the proposed PM(s) an employee, a sub-contractor, or an independent consultant?  Identify for each proposed PM. 


How many of the proposed team members have worked with the proposed PM(s) in the past?  


What was the length of time the project team members worked on the project with each of the PMs? 


 Where did the team work together? 


			PM Name


			Team Members


			Engagement Dates


			Site Name





			


			


			


			





			


			


			


			





			


			


			


			











Provide a list of three references for the most similar projects completed by the proposed PM(s) (go-live with contractor support still on site is accepted as completed).  Reference checks and/or site visit location(s) may be selected from these three references. 


			PM Name


			Client Site Name


			Contact Name


			Contact Phone #


			Oracle Product(s) Involved


			Project Role





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			











Has the proposed PM(s) ever strayed from your proposed methodology to ensure a successful implementation? Explain. 


  If the proposed PM(s) decided to stray from your methodology in the best interest of the project, would the PM have the authority to make that decision, or would they need executive approval? 


  Explain how the proposed PM(s) adds value to projects like ours? 


  List the tasks the proposed PM(s) was fully responsible for at each referenced site such as: resources, scope, budget, and project timeline from project inception to completion. 


			PM Name


			Reference Site


			Tasks





			


			


			





			


			


			





			


			


			











  Describe the communication tools used by the proposed PM(s). 


  Explain how and when each of the above listed tools are used to ensure effectiveness and add value to the project. 


  What tools are used to ensure on time deliverables and effective and efficient project leadership. 


  Provide a sample project plan prepared by the proposed PM(s) that includes major tasks for an EMS project similar in scope to this project. 


  How does the proposed PM(s) ensure that change orders are managed effectively? 


  Provide an example when a change order was requested by a client and the proposed PM(s) along with the team was able to provide the required functionality to the client without the need for a change order. 


  What attributed to the success of the above efforts? 


  How does the proposed PM(s) obtain cooperation from the team to ensure every effort is made to complete all planned deliverables as scheduled? 


  Explain how the proposed PM(s) tracks and manages go-live incidents. 


  How does the proposed PM(s) ensure the client that the desired post go-live support results will be achieved with reduced onsite implementer resources post go-live? 


  Describe a typical work week, day by day for the proposed PM(s) that includes total on site hours worked in a day and total on site hours worked in a week. 


Project Team


How many Functional team members will be assigned to this project? Explain the roles of each member. 


			Proposed Functional Team Members


			Roles of Each Team Member





			


			





			


			





			


			





			


			





			


			











How many Technical team members will be assigned to this project? Explain the roles of each member. 


			Proposed Technical Team Members


			Roles of Each Team Member





			


			





			


			





			


			





			


			





			


			











For each member of your Project Team, please list:


· How long the proposed Team Member has worked for your organization or subcontractor


· Client site names for projects similar in size and scope to the City


· Client contact name and phone number


· Project role (e.g., Functional Architect, Conversion Lead, BPR Lead, etc.)


Please list multiple projects for the same staff name if they are relevant to this project and the products being implemented.



			Team Member Name


			Company & Years of Service


			Client Site Name


			Contact Name


			Contact Phone #


			Oracle Product(s) Involved


			Project Role





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			





			


			


			


			


			


			


			











Are all team members on site throughout the entire project? Explain for each team member.  Please Note: The City expects that Key Team Members will be onsite 90% of the time for the entire project and will not approve any Key Team Member to “roll off” the project for some period of time due to personal or corporate tax considerations. 


What percentage of the team will be offsite?  Please identify locations. 


What are the responsibilities of the offsite team(s)? 


Who will be responsible for managing the offsite teams, if any? 


How do you ensure that deliverables from the offsite team, if any, meet the same guidelines as deliverables from other team members? 


A list of Two (2) references of similar projects completed by the proposed Project Team (go-live with contractor support still on site is accepted as completed). 


Reference checks and/or site visit location(s) may be selected from these three references. 


			Name of Staff that worked at that site


			Client Site Name


			Contact Name


			Contact Phone #


			Oracle Product(s) & Version #


			Project Role(s)





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			











  How will the proposed team members add value to the implementation project? 


  How will you ensure that the appropriate number of team members are assigned and managed correctly to ensure maximum value is delivered to the client? 


  Explain how your team’s cohesiveness added value to a previous project of similar scope. 


  Why is the proposed team the best team for this implementation? 


  We understand that some team members may be contract employees or independent consultants (1099 employees). Since different rules apply to 1099 or contracted employees, how will you ensure these team members’ performance is not affected by their status with your organization? 


  Provide an example when the proposed team members that have worked together on other similar implementation projects have successfully taken a client live using the selected product on time and under budget. 


  Provide an example when the proposed team members that have worked together on other similar implementation projects in the past have not successfully taken a client live using the selected product and what was the outcome or resolution provided. 


  What specialized training was provided to the proposed team that makes them better equipped than the competition’s team?  What credentials or certifications does your team hold that makes them well prepared and provides them an advantage over the competition?


			Proposed Team Members Name


			Specialized Training


			Certifications





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			











  Describe a typical work day for the proposed project team that includes total on site hours worked in a day and total on site hours worked in a week. 





Subcontractor(s)


Please provide for EACH Subcontractor:


Length of time in business


Ownership (i.e. private/public/parent company)


Facility addresses of all locations


Company’s organizational structure


Summary of all products and services offered


List any awards, published articles, or other recognition of the firm


Number of years the organization(s) has been providing the proposed services


The address, email address and phone number of the closest U.S. based corporate office. 


A list of three references of similar projects completed by the proposed Subcontractor(s) (go-live with contractor support still on site is accepted as completed). 


Reference checks and/or site visit location(s) may be selected from these three references. 


			Subcontractor Name


			Client Site Name


			Contact Name


			Contact Phone #


			Oracle Product(s) & Version #
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			Req #


			Name


			Description





			1. 1


			Experience


			Provide an executive summary of your experience with the OT software SCL has presented in Fig 1.  This summary should include the software, clients(2 available for reference calls) and a brief description of the project





			2. 


			Price


			Provide a detailed brake down of rates that will cover a 5 year time frame.  Be sure to include yearly escalation





			3. 


			Methodology


			Describe the method in which your company plans, designs, implements, and supports the implementation and integration of OT projects





			4. 


			Practice Area Leads


			Provide the resumes of your practice area leads.











For this response please create a single document that provides answers to the requirements described above
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INSURANCE REQUIREMENTS AND TRANSMITTAL SHEET 


PURCHASING SERVICES
REF:       


City of Seattle


Attachment No.      


       VENDOR: SEND THIS FORM TO YOUR INSURANCE PROFESSIONAL


INSURANCE AGENT/BROKER: 


( PLEASE COMPLETE THESE FIELDS SO THAT WE MAY CONTACT YOU IF NECESSARY.                 *REQUIRED FIELDS



*NAME:      


TITLE:      



*NAME OF COMPANY         



*EMAIL:      

*TELEPHONE:      

FAX:        


( SEND ORIGINAL CERTIFICATION WITH COPY OF CGL ADDITIONAL INSURED ENDORSEMENT OR BLANKET ADDITIONAL   INSURED POLICY WORDING TO:
THE CITY OF SEATTLE PURCHASING SERVICES DIVISION


                                      

ATTN:      

 






PO Box 94687


                                       

SEATTLE, WA 98124-4678


( SEND COPY OF CERTIFICATION (INCLUDING COPY OF ADDITIONAL INSURED PROVISION) BY FAX TO (206) 470-1279 OR AS AN EMAIL ATTACHMENT IN ADOBE PDF FORMAT TO RISKMANAGEMENT@SEATTLE.GOV .



1. In the “Certificate Holder” field of the certificate of insurance, write “Attention:     .” 


2. Upon award of the contract, Vendor shall, at its sole expense and for the entire term of the contract, provide insurance to the City of Seattle (“City”) as checked below in    days or the city may withdraw its intent to award:


· ( COMMERCIAL GENERAL LIABILITY (CGL) or INSURANCE OR EQUIVALENT INCLUDING: 



( PREMISES 



( PRODUCTS-COMPLETED OPERATIONS 




( CONTRACTUAL LIABILITY  




( STOP GAP/EMPLOYER’S LIABILITY (UNLESS NO OBLIGATION TO INSURE WA STATE WC)


   XCU AND SUBSIDENCE PERILS NOT EXCLUDED


  PRODUCTS/COMPLETED OPNS. ADD’L INSURED FOR THREE (3) YEARS FOLLOWING END OF CONTRACT


· MINIMUM LIMITS OF LIABILITY SHALL BE:   



			    $1,000,000


			EACH OCCURRENCE COMBINED SINGLE LIMIT BODILY INJURY AND PROPERTY DAMAGE (CSL)





			    $2,000,000   


			PRODUCTS/COMPLETED OPERATIONS AGGREGATE





			    $2,000,000   


			GENERAL AGGREGATE





			    $1,000,000   


			EACH ACCIDENT/ DISEASE—POLICY LIMIT/ DISEASE—EACH EMPLOYEE STOP GAP/EMPLOYER’S LIABILITY 








· ( AUTOMOBILE LIABILITY INSURANCE FOR OWNED, NON-OWNED AND HIRED VEHICLES AS APPROPRIATE   
  WITH MINIMUM LIMITS OF LIABILITY SHALL BE $1,000,000 CSL.


· NOTE: GARAGE LIABILITY WITH APPROPRIATE COVERAGES AND LIMITS OF LIABILITY MAY SUBSTITUTE FOR CGL AND AUTOMOBILE INSURANCE.



·  Garage Keeper’s Legal Liability (GKLL) insurance to cover vehicles in vendor’s bailment.  Minimum limit of liability of $        each vehicle and $       each occurrence.   



·  “On-Hook” GKLL coverage required with minimum limit of liability of $      each vehicle.



 IN-TRANSIT POLLUTION LIABILITY CA 99 48/MCS-90 (N/A IF COVERED UNDER AN IN-TRANSIT EXTENSION OF     A CONTRACTOR’S POLLUTION LIABILITY INSURANCE POLICY)



· (  WORKER'S COMPENSATION INSURANCE FOR WASHINGTON STATE AS REQUIRED BY TITLE 51 RCW.



 FORMCHECKBOX 
  UMBRELLA/EXCESS/BUMBERSHOOT LIABILITY INSURANCE OVER CGL/MGL/AUTOMOBILE LIABILITY  


MINIMUM LIMIT OF LIABILITY SHALL BE  $1,000,000 CSL  FORMCHECKBOX 
 $5,000,000 CSL ($      MINIMUM TOTAL LIMITS REQUIREMENT)



   CONTRACTOR’S POLLUTION LIABILITY INSURANCE. MINIMUM LIMITS OF LIABILITY SHALL BE  $1,000,000  $      EACH CLAIM WITH A MINIMUM AGGREGATE LIMIT OF 200% OF THE EACH CLAIM LIMIT.  THERE SHALL BE NO REQUIREMENT FOR A DEDICATED PROJECT AGGREGATE LIMIT PROVIDED THAT THE CONTRACTOR SHALL (1) SUBMIT TO THE CITY WITH ITS INSURANCE CERTIFICATION A WRITTEN STATEMENT FROM ITS AUTHORIZED INSURANCE REPRESENTATIVE THAT THE FULL MINIMUM AGGREGATE LIMIT IS AVAILABLE AND HAS NOT BEEN IMPAIRED BY ANY CLAIMS RESERVED ON ANOTHER PROJECT, AND (2) THEREAFTER, UNTIL THE COMPLETION OF THE WORK, THE CONTRACTOR SHALL PROVIDE NOTICE IN WRITING TO THE CITY WITHIN TEN (10) DAYS OF CONTRACTOR’S CONSTRUCTIVE KNOWLEDGE OF ANY PENDING OR ACTUAL IMPAIRMENT OF THE AGGREGATE LIMIT.


   AVIATION LIABILITY INSURANCE WITH MINIMUM LIMITS OF $1,000,000 CSL OR  $      CSL


   PROFESSIONAL LIABILITY INSURANCE WITH MINIMUM LIMIT OF LIABILITY $      EACH CLAIM



 
   WATERCRAFT/P&I LIABILITY INSURANCE WITH MINIMUM LIMITS OF LIABILITY $     


   SHIP REPAIRER’S OR MARINA OPERATOR’S LEGAL LIABILITY INSURANCE COVERING THE VENDOR’S LIABILITY FOR LOSS OR DAMAGE, INCLUDING LOSS OF USE, TO OWNERS OF WATERCRAFT WHILE IN THE VENDOR’S CARE, CUSTODY AND CONTROL FOR THE PURPOSE OF BEING REPAIRED OR SERVICED.  



MINIMUM LIMITS OF LIABILITY SHALL BE $      EACH VESSEL



   JONES ACT LIABILITY WITH MINIMUM LIMITS   $1,000,000 OR $     .


   U.S.L. & H. LIABILITY INSURANCE WITH MINIMUM LIMITS OF LIABILITY $     


 FORMCHECKBOX 
   MISCELLANEOUS:  Netowrk Security/Cyber Liability (Cyber Protection) WITH MINIMUM LIMIT $$2,000,000  


TERMS AND CONDITIONS:


1. City of Seattle as Additional Insured: The CGL/MGL insurance shall include “the City of Seattle” as an additional insured for primary and non-contributory limits of liability.



2. No Limitation of Liability: Insurance coverage and limits of liability as specified herein are minimum coverage and limit of liability requirements only.  They shall not be construed to limit the liability of Vendor or any insurer for any claim that is required to be covered hereunder to less than the applicable limits of liability stated in the declarations.  Moreover, the City shall be an additional insured, where additional insured status is required, for the full available limits of liability maintained by vendor, whether those limits are primary, excess, contingent or otherwise.  Vendor expressly understands and agrees that this provision shall override any limitation of liability or similar provision in any agreement or statement of work between the City and Vendor.



3. Claims Made Form:  If any policy is written on a claims made form, the retroactive date shall be prior to or coincident with the effective date of this contract.  Claims made coverage shall be maintained by the Vendor for a minimum of three (3) years following the expiration or earlier termination of this contract, and the Vendor shall provide the City with evidence of insurance for each annual renewal.  If renewal of the claims made form of coverage becomes unavailable or economically prohibitive, the Vendor shall purchase an extended reporting period (“tail”) or execute another form of guarantee acceptable to the City to assure financial responsibility for liability assumed under the contract.



4. Deductibles and Self-Insured Retentions:  Any self-insurance retention or deductible in excess of $ 25,000 that is not “fronted” by an insurer and for which claims the vendor or its third-party administrator is directly responsible for defending and indemnifying must be disclosed on the certificate of liability insurance.  Vendor agrees to defend and indemnify the City under its self-insured or deductible layer and upon City’s request advise the full delivery address of the individual or department to whom a tender of a claim should be directed.   



5. Notice of Cancellation:   Under RCW 48.18.290 (1) (a) and (b) (“Cancellation by insurer”) applicable to insurers licensed to do business in the State of Washington, the City, as a certificate holder for the insurance requirements specified herein and an additional insured, has an interest in any loss which may occur; written notice of cancellation must therefore be actually delivered or mailed to the City not less than 45 days prior to cancellation (10 days as respects non-payment of premium).  As respects surplus lines placements, written notice of cancellation shall be delivered not less than 30 days prior to cancellation (10 days as respects non-payment of premium).



6. Qualification of Insurers:  Insurers shall maintain A.M. Best’s ratings of A- VII unless procured as a surplus lines placement under RCW chapter 48.15, or as may otherwise be approved by the City.



7. Changes in Insurance Requirements: The City shall have the right to periodically review the adequacy of coverages and/or limits of liability in view of inflation and/or a change in loss exposures and shall have the right to require an increase in such coverages and/or limits upon ninety (90) days prior written notice to the Vendor.  Should Vendor, despite its best efforts, be unable to maintain any required insurance coverage or limit of liability due to deteriorating insurance market conditions, it may upon thirty (30) days prior written notice request a waiver of any insurance requirement, which request shall not be unreasonably denied.



8. Evidence of Insurance:  



a. A certificate of liability insurance evidencing coverages, limits of liability and other terms and conditions as specified herein;



b. An attached designated additional insured endorsement or blanket additional insured wording to the CGL/MGL and (if required) Contractor’s Pollution Liability insurance policy.



At any time upon the City’s request, Vendor shall also cause to be timely furnished a copy of declarations pages and schedules of forms and endorsements.  In the event that the City tenders a claim or lawsuit for defense and indemnity invoking additional insured status, and the insurer either denies the tender or issues a reservation of rights letter, Vendor shall in addition cause a complete and certified copy of the requested policy to be timely furnished.


Send evidence of insurance to the City at the addresses at the top of this form. If any questions or issues, contact the City of Seattle Risk Management Division at direct telephone extension (206) 386-0071 or by email at riskmanagement@seattle.gov .


NOTE: CERTIFICATES WITHOUT ATTACHED ADDITIONAL INSURED ENDORSEMENT OR BLANKET ADDITIONAL INSURED WORDING WILL NOT BE APPROVED![image: image1][image: image2][image: image3][image: image4][image: image5][image: image6]
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TECHNOLOGY CONTRACT


Note:  This contract indicates terms and conditions required by The City. All submitting companies agree to the terms and conditions of this contract.  Vendors may submit requests for exceptions at the time of proposal submittal; and the City may consider such requests but is not obligated to accept such requests.  The City may also make changes to best reflect the project and interests of the City prior to submittal of the final Contract for signature.


City of Seattle



CONTRACT FOR EMS and OT System Integrator


This Contract is made and entered into by and between City of Seattle (“City”), a Washington municipal corporation; and ________________ (Address: --), a corporation of the State of _______, and authorized to do business in the State of Washington.



Vendor Business:



Name of Representative: 






Vendor Address:





Vendor Phone:





Vendor Fax:





Vendor e-mail:





WHEREAS, the purpose of this contract is to implement the SCADA/EMS and provide optional future implementation services as required by the Seattle City Light for Operational Technology (“OT”) software that fits into the City of Seattle’s 2020 Software Vision described in Appendix XX.________; and



WHEREAS, Vendor was selected  as a result of a Request for Proposal process initiated as required by Seattle Municipal Code since costs are anticipated to exceed $47,000 in value; and



WHEREAS, funds for this purpose are authorized through the City of Seattle annual budget;



NOW, THEREFORE, in consideration of the terms, conditions, covenants, and performance of the Statement of Work contained herein, as attached and made a part hereof, the City and Vendor mutually agree as follows:


1. Term of Contract



Contract Term:  This contract shall be for a period of ten (10) years effective from the date of contract execution.  Continuous one-year extensions shall continue thereafter such extensions shall be automatic, and shall go into effect without written confirmation, unless the City provides advance notice of the intention to not renew.  The Vendor may provide also provide a notice to not extend, but must provide such notice at least 45 days prior to the otherwise automatic renewal date.  



2. Survivorship



All purchase transactions and deliverables executed pursuant to the authority of this Contract shall be bound by all of the terms, conditions, prices and price discounts set forth herein, notwithstanding the expiration of the initial term of this Contract or any extensions thereof.  Further, the terms, conditions and warranties contained in this Contract that by their sense and context are intended to survive the completion of the performance, cancellation or termination of this Contract.  In addition, the terms of the sections titled Overpayments to Vendor, Warranties, Publicity, Section Headings, Incorporated Documents and Order of Precedence, Publicity, Review of Vendor Records, Patent and Copyright Indemnification, Disputes and Limitations of Liability, shall survive the termination of this Contract.


3. Statement of Work


Vendor shall provide the products services and tasks as described in the Contract attachments.  The Statement of Work may also be termed “work” herein.  


4. Expansion Clause



Expansion Clause:  Any resultant contract may be expanded as mutually agreed, if such expansion is approved by the City RFP Coordinator (Buyer).  These expansions should include all Operational Technology contracts.  The only person authorized to make such agreements is the Buyer from the City Purchasing Office of the Department of Executive Administration, City of Seattle.  No other City employee is authorized to make such written notices.  Expansions must be issued in writing from the City Buyer in a formal notice.  The Buyer will ensure the expansion meets the following criteria collectively:  (a)  it could not be separately bid, (b) the change is for a reasonable purpose, (c) the change was not reasonably known to either the City or vendors at time of bid or else was mentioned as a possibility in the bid (such as a change in environmental regulation or other law); (d) the change is not significant enough to be reasonably regarded as an independent body of work; (e) the change could not have attracted a different field of competition, and (f) the change does not vary the essential identity or main purpose of the contract.  The Buyer shall make this determination, and may make exceptions for immaterial changes, emergency or sole source conditions, or for other situations as required in the opinion of the Buyer. 



5. Work Order Process


The Vendor shall furnish all systems pursuant to work orders issued under this Contract. The implementation of System Control and Data Acquisition/ Energy Management System (“SCADA/EMS”) shall be Work Order #1 under this contract. EACH work order shall be subject to all of the terms and conditions of this Contract, and incorporated into this Contract by this reference. The Vendor shall furnish all the goods and services (“deliverables”) specified in the Work Order in an aggregate, single, complete transaction and not as separate items.  For each work order under this Contract, Vendor shall commence work upon issuance of a notice to proceed by the City. Work orders under this Contract may be generated by the City under the following conditions:


(1) The Work Order is within the scope of the original solicitation and contract or is within the allowed conditions for expansions under Section 5 (Expansion Clause) above;



(2) A post-warranty annual maintenance agreement is accepted by the City;



(3) The City issues a request to upgrade equipment, software, or to change quantities of any deliverable;



(4) The City orders additional custom features or interfaces for the Systems prior to or after the acceptance period.


For any subsequent work order(s) requested by either party, the Vendor shall submit a detailed proposal for the change. The Vendor shall analyze, record, estimate and submit to the City, for its approval, the proposed scope for the changed or new work, a work schedule, and a rate or price adjustment for completion of the work to be changed or added.  Once this proposal is received and approved by the City, a new work order will be issued for the changed or additional work. Upon the City’s written approval and notice to proceed, the Vendor shall implement the change or additional work and invoice for the changed or additional work consistent with the City’s approval notice and the terms and conditions of this Contract. 



The City may, at its option, add, delete or modify any part of any work order by giving Vendor notice of such change within the time period specified in the applicable work order.  Within seven (7) days after the date of such notice, the Vendor shall deliver to the City an amended work order reflecting the change in description, schedule and/or dollar amount due using the unit prices as proposed for the specific work order in Vendor’s Proposal.


The Vendor shall not proceed unless authorized by a mutually agreed upon amendment.  Such extra work shall be in compliance with Section 4 (Expansion Clause) and shall be authorized in writing only by the City Purchasing Buyer, Department of Finance and Administrative Services.  Any costs incurred due to the performance of extra work will not be reimbursed until or unless an amendment is agreed upon.


The City does not guarantee utilization of goods and services provided for in this Contract for which the City has not issued a work order(s).  The City may itself provide these goods or services or may award contracts to other Vendors for similar goods and services.  In such instances, the Vendor shall not be responsible for the operation, performance or maintenance for equipment so obtained.


6. Documentation


Unless specified otherwise in Contract attachments, Vendor will provide two (2) complete sets of documentation for each Software/Hardware order or System delivered, including technical and maintenance information, and, where applicable, installation information.  Vendor shall also provide two (2) complete sets of documentation for each updated version of Software that vendor provides.  Vendor shall provide the documentation on or before the date Vendor delivers its respective Software.  There shall be no additional charge for this documentation or the updates, in whatever form provided.  Vendor’s Software documentation shall be comprehensive, well structured, and indexed for each reference.  If Vendor maintains its technical, maintenance and installation documentation on a web site, Vendor may fulfill the obligations set forth in this section by providing Purchaser access to its web-based documentation information.  



The City reserves the right to withhold payment for a deliverable, modification or enhancement until it receives all documentation associated with the same.  


7. Payment Procedures


Vendor shall only invoice upon the City’s approval of the deliverable and in a manner consistent with the payment schedule attached, if any.  Once the City has received and approved the invoice, the City will provide payment within thirty (30) days.  The aggregate amount represents the full and final amount to be paid by the City for all expenses incurred and incidentals necessary to complete the work. 



The City shall not be obligated to pay any other compensation, fees, charges, prices or costs, nor shall Vendor charge any additional compensation for completing the work order of the Statement of Work. All costs invoiced to the City, shall be associated with an active and open work order.


Invoices for hardware and software installed in City facilities and other work performed under this Contract shall be submitted, in writing to the City’s Project Manager.  Invoices shall include such information as prescribed in the Specifications or Statement of Work, and is necessary for the City to determine the exact nature of all expenditures and shall reference this Contract.  Additional payment terms or invoice instructions may be mutually agreed upon by the City and the Vendor. 



Payment does not constitute whole or partial acceptance; City acceptance of the System shall only occur by formal written notice to that effect.


7.1. Advance Payment Prohibited


The City does not accept requests for early payment, down payment or partial payment, unless the Bid or Proposal Submittal specifically allows such pre-payment proposals or alternates within the bid process.  Maintenance subscriptions may be paid up to one year in advance provided that should the City terminate early, the amount paid shall be reimbursed to the City on a prorated basis; all other expenses are payable net 30 days after receipt and acceptance of satisfactory compliance.


7.2. Travel and Other Direct Charges


If the specifications and scope of work for this purchase have specifically identified travel and/or other direct costs that the City intends to reimburse, then the following requirements shall apply.  All such expenses must be pre-approved in writing by the Project Manager.  If the specifications and scope of work do not clearly identify such costs for compensation, than no compensation will be given.


· City will reimburse the Contractor at actual cost for expenditures that are pre-approved by the City in writing and are necessary and directly applicable to the work required by this Contract provided that similar direct project costs related to the contracts of other clients are consistently accounted for in a like manner.  Such direct project costs may not be charged as part of overhead expenses or include a markup.  Other direct charges may include, but are not limited to the following types of items: travel, printing, cell phone, supplies, materials, computer charges, and fees of subconsultants or subcontractors.



· The billing for third party direct expenses specifically identifiable with this project shall be an itemized listing of the charges supported by copies of the original bills, invoices, expense accounts, subconsultant/subcontractor paid invoices, and other supporting documents used by the Contractor to generate invoice(s) to the City.  The original supporting documents shall be available to the City for inspection upon request.  All charges must be necessary for the services provided under this Contract.



· The City will reimburse the actual cost for travel expenses incurred as evidenced by copies of receipts (excluding meals) supporting such travel expenses, and in accordance with the City of Seattle Travel Policy, details of which can be provided upon request.  



· Airfare: Airfare will be reimbursed at the actual cost of the airline ticket.  The City will reimburse for Economy or Coach Fare only.  Receipts detailing each airfare are required.



· Meals:  Meals will be reimbursed at the Federal Per Diem daily meal rate (excluding the “Incidental” portion of the published CONUS Federal M&I Rate) for the city in which the work is performed.  Receipts are not required as documentation.  The invoice shall state “the meals are being billed at the Federal Per Diem daily meal rate”, and shall detail how many of each meal is being billed (e.g. the number of breakfasts, lunches, and dinners).  The City will not reimburse for alcohol at any time.



· Lodging:  Lodging will be reimbursed at actual cost incurred up to a maximum of the published Runzheimer Cost Index for the city in which the work is performed (the current maximum allowed reimbursement amount can be provided upon request).  Receipts detailing each day / night lodging are required.  The City will not reimburse for ancillary expenses charged to the room (e.g. movies, laundry, mini bar, refreshment center, fitness center, sundry items, etc.)


· Vehicle mileage:  Vehicle mileage will be reimbursed at the Federal Internal Revenue Service Standard Business Mileage Rate in affect at the time the mileage expense is incurred (currently that rate is 56 cents per mile.)  Please note: payment for mileage for long distances traveled will not be more than an equivalent trip round-trip airfare of a common carrier for a coach or economy class ticket.


· Rental Car: Rental car expenses will be reimbursed at the actual cost of the rental.  Rental car receipts are required for all rental car expenses.  The City will reimburse for a standard car of a mid-size class or less.  The City will not reimburse for ancillary expenses charged to the car rental (e.g. GPS unit).


· Miscellaneous Travel (e.g. parking, rental car gas, taxi, shuttle, toll fees, ferry fees, etc.):  Miscellaneous travel expenses will be reimbursed at the actual cost incurred.  Receipts are required for each expense of $10.00 or more.



· Miscellaneous other business expenses (e.g. printing, photo development, binding): Other miscellaneous business expenses will be reimbursed at the actual cost incurred and may not include a mark-up.  Receipts are required for all miscellaneous expenses that are billed.



· Subcontractor: Subcontractor expenses will be reimbursed at the actual cost incurred and may not include a mark-up.  Copies of all subcontractor invoices that are rebilled to the City are required.


7.3. Disputed Work


Notwithstanding all above, if the City believes in good faith that some portion of Work has not been completed satisfactorily, the City may require Vendor to correct such work prior to The City payment.  In such event, the City will provide to Vendor an explanation of the concern and the remedy that the City expects.  The City may withhold from any payment that is otherwise due, an amount that the City in good faith finds to be under dispute, or if the Vendor does not provide a sufficient remedy, The City may retain the amount equal to the cost to The City for otherwise correcting or remedying the work not properly completed.



8. Taxes, Fees and Licenses



a. Taxes:  Where required by state statute, ordinance or regulation, Vendor shall pay for and maintain in current status all taxes that are necessary for contract performance.  Unless otherwise indicated, The City agrees to pay State of Washington sales or use taxes on all applicable consumer services and materials purchased.  No charge by the Vendor shall be made for federal excise taxes and The City agrees to furnish Vendor with an exemption certificate where appropriate.  



b. Fees and Licenses:  Vendor shall pay for and maintain in a current status, any license fees, assessments, permit charges, etc., which are necessary for contract performance.  It is the Vendor’s sole responsibility to monitor and determine any changes or the enactment of any subsequent requirements for said fees, assessments, or charges and to immediately comply with said changes during the entire term of this Contract. Vendor must pay all custom duties, brokerage or import fees where applicable as part of the contract price.  Vendor shall take all necessary actions to ensure that materials or equipment purchased are expedited through customs.  



c. Vendor is to calculate and enter the appropriate Washington State and local sales tax on the invoice.  Tax is to be computed on new items after deduction of any trade-in, in accordance with WAC 458-20-247. 


9. License for Use


The following License information will be used on the all work orders executed under this contract agreement if applicable. 



As part of the price of the System, the Vendor hereby grants to the City, and the City accepts from the Vendor, for so long as the City continues to use the System, a non-exclusive, fully paid, royalty free, perpetual license to unlimited use of the Software and related documentation for use on the System acquired by the City under this Contract.


10. Software Upgrades and Enhancements and Optional Modules


The information will be used on the all work orders executed under this contract agreement if applicable. 



Vendor shall:



a. Supply at no additional cost updated versions of the Software to operate on upgraded versions of operating systems, upgraded versions of firmware, or upgraded versions of hardware;



b. Supply at no additional cost updated versions of the Software that encompass improvements, extensions, maintenance updates, error corrections, or other changes that are logical improvements or extensions of the original Software supplied to City; and


c. Supply at no additional cost interface modules that are developed by Vendor for interfacing the Software to other Software products.


d. Supply additional optional modules that may be compatible with the system software per attached list.


11. Warranties 


The following warranty information will be used on the all work orders executed under this contract agreement if applicable. 



11.1 Warranty of the System


Commencing on the date that the City issues its Final Acceptance Certificate, and extending for a period of (18) months, Vendor warrants that the services shall be performed in a timely and professional manner by qualified professional personnel; and that the services, conform to the standards generally observed in the industry for similar services.  During this warranty period, Vendor shall correct any deficiency in service provided at no additional cost to the City.



11.2 No Surreptitious Code Warranty


The Vendor warrants to the City that no copy of the licensed Software provided to the City contains or will contain any Self-help Code or any Unauthorized Code as defined below. This warranty is referred to in this Contract as the “No Surreptitious Code Warranty.”  



As used in this Contract, “Self-help Code” means any back door, time bomb, drop dead device, or other Software routine designed to disable a computer program automatically with the passage of time or under the positive control of a person other than the licensee of the Software.  The term “Self-help Code” does not include Software routines in a computer program, if any, designed to permit an owner of the computer program (or other person acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g. remote access via modem) for purposes of maintenance or technical support.



As used in this Contract, “Unauthorized Code” means any “virus,” “Trojan horse,” “worm” or other Software routines or Equipment components designed to permit unauthorized access to disable, erase, or otherwise harm Software, Equipment, or data or to perform any other actions.  The term Unauthorized Code does not include Self-help Code.



The Vendor shall defend City against any claim, and indemnify the City against any loss or expense arising out of any breach of the No Surreptitious Code Warranty.



11.3 Title Warranty and Warranty against Infringement 



The Vendor warrants and represents that any Software provided under this Contract is the sole and exclusive property of the Vendor or that the Vendor is authorized to provide full use of the Software to the City as provided herein. The Vendor warrants that it has full power and authority to grant the rights granted by this Contract to the City without the consent of any other person or entity.  



In the event of any claim by a third party against the City for software used in the United States asserting a patent, copyright, trade secret, or proprietary right violation involving the System acquired by the City hereunder or any portion thereof, Vendor shall defend, at its expense, and shall indemnify the City against any loss, cost, expense, or liability arising out of such claim, whether or not such claim is successful; provided, however, that Vendor is notified by the City in writing within a reasonable time after the City first receives written notice of any such claim, action, or allegation of infringement. In the event a final injunction or order is obtained against the City’s full use of either the System or any portion thereof as a result of any such claim, suit or proceeding, and if no further appeal of such ruling is practicable, Vendor shall, as mutually agreed upon and at Vendor’s expense:



a. procure for the City the right to continue full use of the System; or



b. replace  or modify the same so that it becomes non‑infringing (which modification or replacement shall not affect the obligation to ensure the System conforms with applicable Statement of Work); or



c. if the product was purchased and the actions described in item (1) or (2) of Section 11.4, are not practicable, re-purchase the product from the City at a price mutually agreed upon, which shall relate to the value and utility of the product to the City; or



d. if  the System was leased, licensed, purchased or rented, and the actions described in item (1), (2), or (3) of Section 11.4, are not practicable, remove such System from the City’s site(s) and pay the City promptly after notification for all direct and consequential damages suffered by the City as a result of the loss of the infringing product and any other continued utility of which to the City is adversely affected by the removal of the infringing product, and hold the City harmless from any further liability therefore under any applicable Order, Settlement, or other Contract. 


In no event shall the City be liable to Vendor for any lease, rental, or maintenance payments after the date, if any, that the City is no longer legally permitted to use the System because of such actual or claimed infringement. In the event removal or replacement of the System is required pursuant to this paragraph, Vendor shall use reasonable care in the removal or modification thereof and shall, at its own expense, restore the City’s premises as nearly to their condition immediately prior to the installation of the System as is reasonably possible.



No settlement that prevents the City from continuing to use the Software, other products or Software documentation as provided in this Contract shall be made without the City’s prior written consent.  In all events, the City shall have the right to participate at its own expense in the defense of any such suit or proceeding through counsel of its own choosing.



The indemnification obligation set forth in this section shall survive the expiration or earlier termination of this Contract.


11.4 No Liens



The Vendor warrants that the Software and Equipment is the sole and exclusive property of the Vendor and that the Vendor is authorized to provide full use of the Software to the City as provided herein and that such Software is not subject to any lien, claim or encumbrance inconsistent with any of the City’s rights under this Contract and that the City is entitled to and shall be able to enjoy quiet possession and use of the Software and Equipment without interruption by Vendor or any other person making a claim under or through the Vendor or by right of paramount title.



11.5 Maintenance Services Warranty



The Vendor warrants that, in performing the services under the Maintenance Agreement appended as Appendix [       ], a future Appendix.  The Vendor shall strictly comply with the descriptions and representations as to the services, including performance capabilities, accuracy, completeness, characteristics, Statement of Work, configurations, standards, function and requirements, which appear in this Contract and in the Vendor’s response to the City’s Request for Proposal. Its products shall be uniform in appearance and clean and presentable in accordance with generally applicable standards in the industry. Errors or omissions committed by the Vendor in the course of providing Services shall be remedied by the Vendor at its own expense.



11.6 Merchantability and Fitness Warranty



Vendor represents and warrants that the Software, other products and Software Documentation will be merchantable and will be fit for the particular purposes established in the City’s RFP and the Vendor’s response to the City’s RFP.



11.7 Warrant of Compliance with Applicable Law



The Vendor warrants that the System, and the manufacture and production thereof, are in compliance with any and all applicable laws, rules, and regulations.



11.8  Date Warranty




The Vendor warrants that all Software provided under this contract:  (a) does not have a life expectancy limited by date or time format; (b) will correctly record, store, process, present calendar dates; (c) will lose no functionality, data integrity, or performance with respect to any date; and (d) will be interoperable with other software used by City that may deliver date records from the Software, or interact with date records of the Software (“Date Warrant”).  In the event a Date Warranty problem is reported to Vendor by City and remains unresolved after three calendar days, at City’s discretion, the Vendor shall send, at Vendor’s sole expense, at least one qualified and knowledgeable representative to City’s premises.  This representative will continue to address and work to remedy the failure, malfunction, defect, or nonconformity on City’s premises.  This Date Warranty shall last perpetually.  In the event of a breach of any of these representations and warranties, Vendor shall indemnify and hold harmless the City from and against any and all harm, injury, damages, costs, and expenses incurred by Purchaser arising out of said Breach.



11.9 Survival of Warranties and Representations


The representations and warranties of the Vendor made pursuant to this Contract shall survive the delivery of the System, the payment of the purchase price, and the expiration or earlier termination of this Contract.


12. Ownership of Deliverables 


Except for the licensed System Software and its related documentation, all data and work products produced under this Contract shall be considered work made for hire under the U.S. Copyright Act, 17 U.S.C. 101 et seq, and shall be owned by the City.  


13. Protection of Persons and Property


13.1. Person


The Vendor and the City shall each take reasonable precautions for the safety of employees of the other, and shall each comply with all applicable provisions of federal, state, and local laws, codes and regulations to prevent or avoid any accident or injury to a person on, about or adjacent to any premises where work under this Contract is being performed.


13.2. Property



The Vendor shall take reasonable steps to protect the City’s property from injury or loss arising in connection with the Vendor’s performance or failure of performance under this Contract.


13.3. No Smoking


The Vendor shall not allow any employee of the Vendor or any sub or agent thereof to smoke inside any City facility.



13.4. OSHA/WISHA


The Vendor certifies that products are designed and manufactured to meet the current federal and state safety and health regulations, including Federal Occupational Safety and Health Act of 1970 (OSHA), the Washington Industrial Safety and Health act of 1973 (WISHA).  Vendor shall indemnify, defend, and hold the City harmless from all damages assessed against the City as a result of the failure of the products furnished under this Contract to so comply.


13.5. Workers Right to Know



“Right to Know” legislation required the Department of Labor and Industries to establish a program to make employers and employees more aware of the hazardous substances in their work environment.  WAC 296-62-054 requires among other things that all manufacturers/distributors of hazardous substances, including any of the items listed on this ITB, RFP or contract bid and subsequent award, must include with each delivery completed Material Safety Data Sheets (MSDS) for each hazardous material.  Additionally, each container of hazardous material must be appropriately labeled with:  the identity of the hazardous material, appropriate hazardous warnings, and the Name and Address of the chemical manufacturer, improper, or other responsible party.



Labor and Industries may levy appropriate fines against employers for noncompliance and agencies may withhold payment pending receipt of a legible copy of the MSDS.  OSHA Form 20 is not acceptable in lieu of this requirement unless it is modified to include appropriate information relative to “carcinogenic ingredients: and “routes of entry” of the product(s) in question.


14. Contract Notices, Deliverable Materials and Invoices Delivery


Official Contract notices shall be delivered to the following addresses (or such other address as either party may designate in writing):


 
If delivered by the U.S. Postal Service, it must be addressed to:
 

Jeremy Doane, Sr. Buyer
 

City of Seattle Purchasing and Contracting Services 



PO Box 94687


Seattle, WA  98124-4687


If delivered by any other company, it must be addressed to:
 

Jeremy Doane, Sr. Buyer
 

City of Seattle Purchasing and Contracting Services 






Seattle Municipal Tower





700 5th Ave., #4112


Seattle, WA  98104-5042



Phone: (206) 684-4515


Fax: (206) 233-5155


E-Mail: jeremy.doane@seattle.gov 


Project work, invoices and communications shall be delivered to the City Project Manager: 





City of Seattle






Attention: Rob Mahoney





PO Box 34023






Seattle, WA 98124-4023



15. Representations 


Vendor represents and warrants that it has the requisite training, skill and experience necessary to provide Work and is appropriately accredited and licensed by all applicable agencies and governmental entities.



16. Inspection



Work shall be subject, at all times, to inspection by and with approval of the City, but the making (or failure or delay in making) such inspection or approval shall not relieve Vendor of responsibility for performance of the Work in accordance with this Contract, notwithstanding the City’s knowledge of defective or noncomplying performance, its substantiality or the ease of its discovery.  Vendor shall provide sufficient, safe, and proper facilities and equipment for such inspection and free access to such facilities.


17. Affirmative Efforts for Utilization of Women and Minority Subcontracting, Non-Discrimination 



· Employment Actions:  Contractor shall not discriminate against any employee or applicant for employment because of race, religion, creed, age, color, sex, marital status, sexual orientation, gender identity, political ideology, ancestry, national origin, or the presence of any sensory, mental or physical handicap, unless based upon a bona fide occupational qualification.  Contractor shall take affirmative action to ensure that applicants are employed, and that employees are treated during employment, without regard to their creed, religion, race, age, color, sex, national origin, marital status, political ideology, ancestry, sexual orientation, gender identity, or the presence of any sensory, mental or physical handicap.  Such action shall include, but not be limited to employment, upgrading, promotion, demotion, or transfer; recruitment or recruitment advertising, layoff or termination, rates of pay, or other forms of compensation and selection for training.  



· In accordance with Seattle Municipal Code Chapter 20.42, Contractor shall actively solicit the employment and subcontracting of women and minority group members when there are commercially useful purposes for fulfilling the scope of work.  


· If a WMBE Inclusion Plan is requested by and submitted to the City, the WMBE Inclusion Plan is material to the contract.  The requirements and conditions stated in the WMBE Inclusion Plan shall be enforced as a contract requirement. 



· If upon investigation, the Director of Purchasing and Contracting Services finds probable cause to believe that the Contractor has failed to comply with the requirements of this Section, the Contractor shall be notified in writing.  The Director shall give Contractor an opportunity to be heard with ten calendar days’ notice.  If, after the Contractor’s opportunity to be heard, the Director still finds probable cause, s/he may suspend the Contract and/or withhold any funds due or to become due to the Contractor, pending compliance by the Contractor with the requirements of this Section.



Any violation of the mandatory requirements of this Section, or a violation of Seattle Municipal Code Chapter 14.04 (Fair Employment Practices), Chapter 14.10 (Fair Contracting Practices), Chapter 20.45 (City Contracts – Non-Discrimination in Benefits), or other local, state, or federal non-discrimination laws, shall be a material of contract for which the Contractor may be subject to damages and sanctions provided for by the Vendor Contract and by applicable law.   In the event the Contractor is in violation of this Section shall be subject to debarment from City contracting activities in accordance with Seattle Municipal Code Section 20.70 (Debarment).


18. Assignment 


Contractor shall not assign any of its obligations under this Contract without Seattle’s written consent, which may be granted or withheld in Seattle’s sole discretion.  




Subcontracting: Contractor shall not subcontract any of its obligations under this Contract without Seattle’s written consent, which may be granted or withheld in Seattle’s sole discretion. Contractor shall ensure that all subcontractors comply with the obligations, requirements and terms and conditions of the subcontract, except for Equal Benefit provisions.  Seattle’s consent to subcontract shall not release the Contractor from liability under this Contract, or from any obligation to be performed under this Contract, whether occurring before or after such consent to subcontract. 



19. Key Persons and Subcontractors 


Contractor shall not transfer, reassign or replace any individual or subcontractor that is determined to be essential or that has been agreed upon in the Contractor’s Subcontracting (Inclusion) Plan, without express written consent of Seattle.  If during the term of this Contract, any such individual leaves the Contractor’s employment or any named subcontract is terminated for any reason, Contractor shall notify Seattle and seek approval for reassignment or replacement with an alternative individual or subcontractor. Upon Seattle’s request, the Contractor shall present to Seattle, one or more subcontractors or individual(s) with greater or equal qualifications as a replacement.  Continued achievement of the Subcontracting (Inclusion) Plan that was incorporated into this Contract by reference, if any, and the associated subcontract awards, aspirational goals and efforts, will be one of the considerations in approval of such changes. Seattle’s approval or disapproval shall not be construed to release the Contractor from its obligations under this Contract.  



20. Equal Benefits


a. Compliance with SMC Ch. 20.45: The Vendor shall comply with the requirements of SMC Ch. 20.45 and Equal Benefits Program Rules implementing such requirements, under which the Vendor is obligated to provide the same or equivalent benefits (“equal benefits”) to its employees with domestic partners as the Vendor provides to its employees with spouses.  At The City’s request, the Vendor shall provide complete information and verification of the Vendor’s compliance with SMC Ch. 20.45.   Failure to cooperate with such a request shall constitute a material breach of this Contract.  (For further information about SMC Ch. 20.45 and the Equal Benefits Program Rules call (206) 684-0430 or review information at http://cityofseattle.net/contract/equalbenefits/.)



b. Remedies for Violations of SMC Ch. 20.45:  Any violation of this Section shall be a material breach of Contract for which the City may:


· Require the Vendor to pay actual damages for each day that the Vendor is in violation of SMC Ch. 20.45 during the term of the Contract; or


· Terminate the Contract; or 


· Disqualify the Vendor from bidding on or being awarded a City contract for a period of up to five (5) years; or


· Impose such other remedies as specifically provided for in SMC Ch. 20.45 and the Equal Benefits Program Rules promulgated thereunder.



21. General Legal Requirements


a. General Requirement:  Vendor, at no expense to The City, shall comply with all applicable laws of the United States and the State of Washington; the Charter and ordinances of The City; and rules, regulations, orders, and directives of their administrative agencies and the officers thereof.  Without limiting the generality of this paragraph, the Vendor shall specifically comply with the following requirements of this section.


b. Licenses and Similar Authorizations:  Vendor, at no expense to The City, shall secure and maintain in full force and effect during the term of this Contract all required licenses, permits, and similar legal authorizations, and comply with all requirements thereof.



c. Performance Standard.   All duties by Vendor or designees shall be performed in a manner consistent with accepted practices for other similar Work. 



22. Indemnification


Vendor shall defend, indemnify, and save City harmless from and against all claims, including reasonable attorneys’ fees resulting from such claims, by third parties for any or all injuries to persons or damage to property of such third parties arising from intentional, willful, or negligent acts or omissions of Vendor, its officers, employees, or agents, or Subcontractors, their officers, employees or agents.  Vendor’s obligations to defend, indemnify, and save City harmless shall not be eliminated or reduced by any alleged concurrent City negligence.


23. Insurance


Except as specified otherwise, Vendor shall obtain at time of award and maintain in force, minimum coverages and limits of liability of insurance specified below.  If the Vendor fails to obtain or maintain these coverages, the City may withdraw its intent to award.  All costs are borne by the Vendor.


1.
MINIMUM COVERAGES AND LIMITS OF LIABILITY. Vendor shall at all times during the term of this Agreement maintain continuously, at its own expense, minimum insurance coverages and limits of liability as specified below:



A.
Commercial General Liability (CGL) insurance, including:






- Premises/Operations







- Products/Completed Operations






- Personal/Advertising Injury






- Contractual 





- Independent Contractors 



- Stop Gap/Employers Liability



with minimum limits of liability of $1,000,000 each occurrence combined single limit bodily injury and property damage (“CSL”), except:






$1,000,000    Personal/Advertising Injury






$1,000,000    each accident/disease/employee Stop Gap/Employer’s Liability


- Umbrella or Excess Liability with Minimum Limits of $5,000,000



- Network Security/Cyber Liability (Cyber Protection) with minimum limits of $2,000,000


B.
Automobile Liability insurance, including coverage for owned, non-owned, leased or hired vehicles with a minimum limit of liability of $1,000,000 CSL.



C.
 Worker’s Compensation for industrial injury to Vendor’s employees in accordance with the provisions of Title 51 of the Revised Code of Washington. 



2.
CITY AS ADDITIONAL INSURED.  The City of Seattle shall be included as an additional insured under CGL and Automobile Liability insurance for primary and non-contributory limits of liability.



3.
NO LIMITATION OF LIABILITY.  The limits of liability specified herein in subparagraph 1.A. are minimum limits of liability only and shall not be deemed to limit the liability of Vendor or any Vendor insurer except as respects the stated limit of liability of each policy.  Where required to be an additional insured, the City of Seattle shall be so for the full limits of liability maintained by Vendor, whether such limits are primary, excess, contingent or otherwise.



4.
MINIMUM SECURITY REQUIREMENT.  All insurers must be rated A- VII or higher in the current A.M. Best's Key Rating Guide and licensed to do business in the State of Washington unless coverage is issued as surplus lines by a Washington Surplus lines broker.



5.
SELF-INSURANCE.  Any self-insured retention not fronted by an insurer must be disclosed.  Any defense costs or claim payments falling within a self-insured retention shall be the responsibility of Vendor.



6.
EVIDENCE OF COVERAGE. Prior to performance of any scope of work under paragraph 5, Vendor shall provide certification of insurance acceptable to the City evidencing the minimum coverages and limits of liability and other requirements specified herein.  Such certification must include a copy of the policy provision documenting that the City of Seattle is an additional insured for commercial general liability insurance on a primary and non-contributory basis.  Certification should be issued to The City of Seattle, Risk Management Division, Seattle, WA and shall be delivered in electronic form either as an email attachment to riskmanagement@seattle.gov or faxed to (206) 470-1270.



24. Review of Vendor Records


Vendor and its Subcontractors shall maintain books, records, documents and other evidence relating to this Contract, including but not limited to protection and use of City’s Confidential Information, and accounting procedures and practices which sufficiently and properly reflect all direct and indirect costs of any nature invoiced in the performance of this Contract.  Vendor shall retain all such records for six (6) years after the expiration or termination of this Contract.  Records involving matters in litigation related to this Contract shall be kept for six (6) years from the date the litigation is settled or complete.


All such records shall be subject at reasonable times and upon prior notice to examination, inspection, copying or audit by personnel so authorized by the City’s Contract Administration and/or the Office of the Auditor and federal officials so authorized by law, rule, regulation or contract, when applicable, at no additional cost to the City.  During this Contract’s term, Vendor shall provide access to these items at a mutually agreeable time and place.  Vendor shall be responsible for any audit exceptions or disallowed costs incurred by Vendor or any of its Subcontractors. Vendor shall incorporate in its subcontracts this section’s records retention and review requirements.



It is agreed that books, records, documents and other evidence of accounting procedures and practices related to Vendor’s cost structure, including overhead, general and administrative expenses, and profit factors shall be excluded from City’s review unless the cost or any material issue under this Contract is calculated or derived from these factors.



25.  Independent Contractor 


The relationship of Vendor to The City by reason of this Contract shall be that of an independent Vendor.  This Contract does not authorize Vendor to act as the agent or legal representative of the City for any purpose whatsoever.  Vendor is not granted any express or implied right or authority to assume or create any obligation or responsibility on behalf of or in the name of The City or to bind The City in any manner or thing whatsoever.



It is the intention and understanding of the Parties that Vendor shall be an independent Vendor and that the City shall be neither liable for nor obligated to pay sick leave, vacation pay or any other benefit of employment, nor to pay any social security or other tax that may arise as an incident of employment.  The Vendor shall pay all income and other taxes as due.  Industrial or other insurance that is purchased for the benefit of the Vendor shall not be deemed to convert this Contract to any employment contract.  It is recognized that Vendor may or will be performing professional Work during the term for other parties and that The City is not the exclusive user of the Work that Vendor will provide.



26. No Conflict of Interest


Contractor confirms that Contractor does not have a business interest or a close family relationship with any City officer or employee who was, is, or will be involved in the Contractor selection, negotiation, drafting, signing, administration, or evaluating the Contractor's performance.  



27. No Gifts or Gratuities


Contractor shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts, tickets, trips, favors, bonuses, donations, special discounts, work or meals) to any City employee, volunteer or official, that is intended, or may appear to a reasonable person to be intended, to obtain or give special consideration to the Vendor.  Promotional items worth less than $25 may be distributed by the vendor to City employees if the Vendor uses the items as routine and standard promotions for business. Any violation of this provision may result in termination of this Contract.  Nothing in this Contract prohibits donations to campaigns for election to City office, so long as the donation is disclosed as required by the election campaign disclosure laws of the City and of the State.


28. Current and Former City Employees, Officers, and Volunteers


Throughout the life of the contract, Contractor shall provide written notice to City Purchasing and the City Project Manager of any current or former City employees, officials or volunteers that are working or assisting on solicitation of City business or on completion of the awarded contract.  The Vendor must be aware of the City Ethics Code, Seattle Municipal Code 4.16 and advise Contractor workers as applicable.



29. Contract Workers with 1,000 Hours


Throughout the life of the Contract, Contractor shall provide written notice to City Purchasing and the City Project Manager of any contract worker that shall perform more than 1,000 hours of contract work for the City within a rolling 12-month period.  Such hours include those that the contract worker performs for the Contract, and any other hours that the worker performs for the City under any other contract.  Such workers are subject to the requirements of the City Ethics Code, Seattle Municipal Code 4.16.  The Contractor shall advise their Contract workers as applicable.



30. Errors & Omissions


Vendor shall be responsible for the professional quality, technical accuracy, and the coordination of all designs, drawings, Statement of Work, and other services furnished by or on the behalf of the Vendor under this Contract.  The Vendor, without additional compensation, shall correct or revise any errors or omissions in the designs, drawings, Statement of Work, and/or other Vendor services immediately upon notification by The City.  The obligation provided for in this section with respect to any acts or omissions during the term of this Contract shall survive any termination or expiration of this Contract and shall be in addition to all other obligations and liabilities of the Vendor.


31. Intellectual Property Rights 


Patent:  Vendor hereby assigns to The City all rights in any invention, improvement, or discovery, together with all related information, including but not limited to, designs, Statement of Work, data, patent rights and findings developed in connection with the performance of Contract or any subcontract hereunder.  Notwithstanding the above, the Vendor does not convey to The City, nor does The City obtain, any right to any document or material utilized by Vendor that was created or produced separate from this Contract or was preexisting material (not already owned by The City), provided that the Vendor has clearly identified in writing such material as preexisting prior to commencement of the Work.  To the extent that preexisting materials are incorporated into the Work, the Vendor grants The City an irrevocable, non-exclusive, fully-paid, royalty-free right and/or license to use, execute, reproduce, display, and transfer the preexisting material, but only as an inseparable part of the Work.



Copyright:  All materials and documents prepared by Vendor in connection with the Contract and Vendor shall retain the copyright (including the right of reuse) whether or not the Contract Statement of Work is completed.  Vendor grants to The City a non-exclusive, irrevocable, unlimited, fully-paid, royalty-free license to use every document and all other materials prepared by the Vendor for The City under this Contract.  If requested by The City, a copy of all drawing, prints, plans, field notes, reports, documents, files, input materials, output materials, the media upon which they are located (including cards, tapes, discs and other storage facilities), software programs or packages (including source code or codes, object codes, upgrades, revisions, modifications, and any related materials) and/or any other related documents or materials which are developed solely for, and paid for by, The City in connection with the performance of the Work, shall be promptly delivered to The City. 



The City may make and retain copies of such documents for its information and reference in connection with their use on the project.  The Vendor does not represent or warrant that such documents are suitable for reuse by The City, or others, on extensions of the project, or on any other project. Vendor represents and warrants that it has all necessary legal authority to make the assignments and grant the licenses required by this Section.


32. Proprietary and Confidential Information


Under Washington State Law (reference RCW Chapter 42.56, the Public Records Act) all materials received or created by the City of Seattle are public records.  These records include but are not limited to bid or proposal submittals, agreement documents, contract work product, or other bid material.  Some records or portions of records are legally exempt from disclosure and can be redacted or withheld. The Public Records Act (RCW 42.56 and RCW 19.10)8 describes those exemptions.  Contractor must familiarize itself with the Washington State Public Records Act (PRA) and the City of Seattle’s process for managing records.



The City will try to redact anything that seems obvious in the City opinion for redaction.   For example, the City will black out (redact) Social Security Numbers, federal tax identifiers, and financial account numbers before records are made viewable by the public.  However, this does not replace Contractor’s obligations to identify any materials Contractor wishes to have redacted or protected, and that Contractor believes are so under the Public Records Act (PRA).



Protecting your Materials from Disclosure (Protected, Confidential, or Proprietary) 


Contractor must determine and declare any materials you want exempted (redacted), and that Contractor also believes are eligible for redaction.  This includes but is not limited to Contractor’s bid submissions, contract materials and work products   


Proposal Submittals



Asserted exemptions for Proposal Submittals shall be those exemptions that, Contractor identified on the City Non-Disclosure Request included in the City of Seattle Vendor Questionnaire for Request for Proposal #SCL-3212.  If the Contractor did not submit a request within the Vendor Questionnaire, the Contractor is deemed to have authorized releasing any and all information submitted to the City. 



Contract Work Products


If Contractor wishes to assert exemptions for its contract work products Contractor must notify the City Project Manager at the time such records are generated.



Please note the City cannot accept a generic marking of materials, such as marking everything with a document header or footer, page stamp, or a generic statement that a document is non-disclosable, exempt, confidential, proprietary, or protected.  You may not exempt an entire page unless each sentence is entitled to exemption; instead, identify paragraphs or sentences that meet the RCW exemption criteria you are relying upon.  



City’s Response to a Public Records Act Requests



The City will prepare two versions of your materials:



Full Redaction: A public copy that redacts (blacks out) both the exemptions (such as social security numbers) identified by the City and also materials or text you identified as exempt. The fully redacted version is made public upon contract execution and will be supplied with no notification to you.



Limited Redaction:  A copy that redacts (blacks out) only the exemptions (such as social security numbers) identified by the City.  This does not redact (black out) exemptions identified by Contractor. The Limited Redaction will be released only after Contractor is provided “third party notice” that allows Contractor the legal right under RCW 42.56.540 to bring a legal action to enjoin the release of any records you believe are not subject to disclosure.



If any requestor seeks the Limited Redacted or original versions, the City will provide Contractor “third party notice”, giving ten business days to obtain a temporary restraining order while Contractor pursues a court injunction.  A judge will determine the status of your exemptions and the Public Records Act. 



If the Contractor does not obtain and serve an injunction upon the City within 10 business days of the date of the City’s notification of the request, the Contractor is deemed to have authorized releasing the record.



Notwithstanding the above, the Contractor must not take any action that would affect (a) the City’s ability to use goods and services provided under this Agreement or (b) the Contractor’s obligations under this Agreement.



The Contractor will fully cooperate with the City in identifying and assembling records in case of any public disclosure request.



33. Publicity


No news release, advertisement, promotional material, tour, or demonstration related to the City’s purchase or use of the Vendor’s product or any work performed pursuant to this Contract shall be produced, distributed or take place without the prior, specific approval of the City’s Project Manager or his/her designee.


34. Interlocal Agreement Act


RCW Chapter 39.34 allows cooperative purchasing between public agencies, non profits and other political subdivisions.  Public agencies that file an Intergovernmental Cooperative Purchasing Agreement with the City of Seattle may purchase from Contracts established by the City.  The seller agrees to sell additional items at the bid prices, terms and conditions, to other eligible governmental agencies that have such agreements with the City.  The City of Seattle accepts no responsibility for the payment of the purchase price by other governmental agencies.  Should the Vendor require additional pricing for such purchases, the Vendor is to name such additional pricing upon Offer to the City.


35. Background Checks and Immigrant Status 


The City has strict policies regarding the use of Background checks, criminal checks and immigrant status for contract workers.  The policies are incorporated into the contract and available for viewing on-line at http://www.seattle.gov/business/WithSeattle.htm  



36. Dispute Resolution


The parties shall endeavor to resolve any dispute or misunderstanding that may arise under this Contract concerning Vendor’s performance, if mutually agreed to be appropriate, through negotiations between the Vendor’s Project Manager and the City’s Project Manager, or if mutually agreed, referred to the City’s named representative and the Vendor’s senior executive(s).  Either party may discontinue such discussions and may then pursue other means to resolve such disputes, or may by mutual agreement pursue other dispute alternatives such as alternate dispute resolution processes. Nothing in this dispute process shall in any way mitigate the rights, if any, of either party to terminate the contract for cause or convenience.


37. Termination


a. For Cause:  The City may terminate this Contract if the Vendor is in material breach of any of the terms of this Contract, and such breach has not been corrected to the City’s reasonable satisfaction in a timely manner.



b. For City’s Convenience:  The City may terminate this Contract at any time, without cause and for any reason including the City’s convenience, upon written notice to the Vendor.  



c. Nonappropriation of Funds:  The City may terminate this Contract at any time without notice due to nonappropriation of funds, whether such funds are local, state or federal grants, and no such notice shall be required notwithstanding any notice requirements that may be agreed upon for other causes of termination.



d. Acts of Insolvency:  The City may terminate this Contract by written notice to Vendor if the Vendor becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its business or assets, becomes subject to any proceeding under any bankruptcy or insolvency law whether domestic or foreign, or is wound up or liquidated, voluntarily or otherwise. 



e. Termination for Gratuities and/or Conflict of Interest:  The City may terminate this Contract by written notice to Vendor if The City finds that a conflict of interest exists in violation of the city Ethics Code, or that any gratuity in the form of entertainment, a gift, or otherwise, was offered to or given by the Vendor or any agent therefore to any City official, officer or employee.



f. Notice:  The City is not required to provide advance notice of termination.  Notwithstanding, the RFP Coordinator may issue a termination notice with an effective date later than the termination notice itself.  In such case, the Vendor shall continue to provide products and services as required by the RFP Coordinator until the effective date provided in the termination notice. 



g. Actions Upon Termination:  In the event of termination not the fault of the Vendor, the following shall apply:


1. Vendor shall be paid for all products and services that have been ordered and accepted prior to the effective termination date or ordered before the effective termination date and ultimately accepted by the RFP Coordinator, together with any reimbursable expenses then due.


2. For System development projects, Vendor shall be paid for progress performed that has been accepted by the City on or prior to the effective termination date, but in no event shall such compensation exceed the maximum compensation to be paid under the Contract.  


3. Vendor agrees that such payment shall fully and adequately compensate Vendor and all subs for all profits, costs, expenses, losses, liabilities, damages, taxes, and charges of any kind whatsoever (whether foreseen or unforeseen) attributable to the termination of this Contract. 


4. Upon termination for any reason, Vendor shall provide The City with the most current design documents, contract documents, writings and other product it has completed to the date of termination, along with copies of all project-related correspondence and similar items.  The City shall have the same rights to use these materials as if termination had not occurred. 


5. In the event this Contract expires or is terminated for any reason, the City shall retain its rights in all Products, services and system progress that is in transit or delivered prior to the effective termination date.


38. Force Majeure– Suspension and Termination


This section applies in the event that either party is unable to perform the obligations of this contract because of a Force Majeure event as defined herein, to the extent that the Contract obligations must be suspended in full.  A Force Majeure event is an event that prohibits performance and is beyond the control of the party.  Such events may include natural or man-made disasters, or an action or decree of a superior governmental body, which prevents performance.



Force Majeure under this Section shall only apply in the event that performance is rendered not possible by either party or its agents.  Should it be possible to provide partial performance that is acceptable to the City under Section #2 (Emergencies or Disasters), Section #2 below shall instead be in force.



Should either party suffer from a Force Majeure event and is unable to provide performance, such party shall give notice to the remaining party as soon as practical and shall do everything possible to resume performance. 



Upon receipt of such notice, the party shall be excused from such performance as is affected by the Force Majeure Event for the period of such Event.  If such Event affects the delivery date or warranty provisions of this Agreement, such date or warranty period shall automatically be extended for a period equal to the duration of such Event.



39. Major Emergencies or Disasters


The City may undergo an emergency or disaster that may require the Vendor to either increase or decrease quantities from normal deliveries, or that may disrupt the Vendor’s ability to provide normal performance.  Such events may include, but are not limited to, a storm, high wind, earthquake, flood, hazardous material release, transportation mishap, loss of any utility service, fire, terrorist activity or any combination of the above.  In such events, the following shall apply.



a. The City shall notify the Vendor that the City is experiencing an emergency or disaster, and will request emergency and priority services from the Vendor.



b. Upon such notice by the City, the Vendor shall provide to the City goods and/or services in the quantities and schedule specified by the City, following the conditions named in this Section.



c. The City of Seattle shall be the customer of first priority for the Vendor.  The Vendor shall provide its best and priority efforts to provide the requested goods and/or services to the City of The City in as complete and timely manner as possible.  Such efforts by the Vendor are not to be diminished as a result of Vendor providing service to other customers.  



d. If the Vendor is unable to respond in the time and/or quantities requested by the City, the Vendor shall make delivery as soon as practical.  The Vendor shall immediately assist the City to the extent reasonable, to gain access to such goods and/or services. This may include:



· Coordinating with other distributors or subsidiaries beyond those in the local region to fulfill order requests; 



· Offering the City substitutions provided the Vendor obtains prior approval from the City for such substitution.



e. The Vendor shall charge the City the price determined in this Contract for the goods and services provided, and if no price has been determined, it shall charge the City a price that is normally charged for such goods and/or services (such as listed prices for items in stock).  However, in the event that the City’s request results in the Vendor incurring unavoidable additional costs and causes the Vendor to increase prices in order to obtain a fair rate of return, the Vendor shall charge the City a price not to exceed the cost/profit formula found in this Contract. 


40. Debarment


In accordance with SMC Ch. 20.70, the Director of Finance and Administrative Services or designee may debar a Vendor from entering into a Contract with the City or from acting as a sub on any Contract with the City for up to five years after determining that any of the following reasons exist: 


a. Vendor has received overall performance evaluations of deficient, inadequate, or substandard performance on three or more City Contracts.



b. Vendor failed to comply with City ordinances or Contract terms, including but not limited to, ordinance or Contract terms relating to small business utilization, discrimination, prevailing wage requirements, equal benefits, or apprentice utilization.  



c. Vendor abandoned, surrendered, or failed to complete or to perform work on or in connection with a City Contract.  



d. Vendor failed to comply with Contract provisions, including but not limited to quality of workmanship, timeliness of performance, and safety standards. 



e. Vendor submitted false or intentionally misleading documents, reports, invoices, or other statements to the City in connection with a Contract. 



f. Vendor colluded with another Vendor to restrain competition. 



g. Vendor committed fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Contract for the City or any other government entity.



h. Vendor failed to cooperate in a City debarment investigation. 



i. Vendor failed to comply with SMC 14.04, SMC Ch. 14.10, SMC Ch. 20.42, or SMC Ch. 20.45, or other local, State, or federal non-discrimination laws. 



The Director may issue an Order of Debarment following the procedures specified in SMC 20.70.050.   The rights and remedies of the City under these provisions are in addition to any other rights and remedies provided by law or under the Contract. 


41. Recycle Products Requirements



As required by Seattle Municipal Code 20.60, whenever practicable, Vendor shall use reusable products, recyclable products and recycled-content products including recycled content paper on all documents submitted to the City.  


Vendors are to duplex all materials that are prepared for the City under this Contract, whether such materials are printed or copied, except when impracticable to do so due to the nature of the product being produced.  Vendors are to use 100% post consumer recycled content, chlorine-free paper in such products that are produced for the City, whenever practicable, and to use other paper-saving and recycling measures in business they conduct with and for the City.  This directive is executed under the Mayor's Executive Order, issued February 13, 2005.


42. Section Headings, Incorporated Documents and Order of Precedence



a. The headings used herein are inserted for convenience only and do not define or limit the contents.


b. No verbal agreement or conversation between any officer, agent, associate or employee of The City and any officer, agency, employee or associate of the Vendor prior to the execution of this Contract shall affect or modify any of the terms or obligations contained in this Contract.


c. The following documents are incorporated.  Where there is conflict or gap between or among these documents, the controlling document will be resolved in the following order of precedence (first listed being the precedent):


a. Applicable federal, state and local  statutes, laws and regulations;



b. Sections of this Contract


c. All Attachments to this Contract, including Pricing, Management, and Technical Specification Agreements


d. Licensing and Maintenance Agreements



e. RFP issued by the City



f. Vendor Proposal Response



g. City Purchase Order documents issued, if any; and



h. Vendor or manufacturer publications or written materials Vendor made available to City and used to affect the sale.



43. Entire Agreement



This Contract sets forth the entire agreement between the parties with respect to the subject matter hereof.  No changes to provisions, price, quality, or Statement of Work of this Contract will be effective without the written consent of both parties.


44. Authority for Modifications and Amendments



The Parties hereto reserve the right to make amendments or modifications to this Contract by written agreement, signed by an authorized representative of each party. No modification, amendment, alteration, or waiver of any section or condition of this Contract shall be effective or binding unless it is in writing and signed by the City RFP Coordinator and Vendor Contracting Officer.  Only the City RFP Coordinator shall have the express, implied, or apparent authority to alter, amend, modify, add, or waive any section or condition of this Contract on behalf of the City.



45. Severability



If any term or provision of this Contract is determined by a court of competent jurisdiction to be invalid or unenforceable, the remainder of this Contract shall not be affected thereby, and each term and provision of this Contract shall be valid and enforceable to the fullest extent permitted by law.



46. Miscellaneous Provisions 


a. Binding Contract:  This Contract shall not be binding until signed by both parties.  The provisions, covenants and conditions in this Contract shall bind the parties, their legal heirs, representatives, successors, and assigns.



b. Applicable Law/Venue:  This Contract shall be construed and interpreted in accordance with the laws of the State of Washington.  The venue of any action brought hereunder shall be in the Superior Court for King County.



c. Remedies Cumulative:  Rights under this Contract are cumulative and nonexclusive of any other remedy at law or in equity.  



d. Waiver:  No term or condition or breach thereof shall be deemed waived, except by written consent of the party against whom the waiver is claimed.  Any waiver of the breach of any term or condition shall not be deemed to be a waiver of any preceding or succeeding breach of the same or any other covenant, term or condition.  Neither acceptance by The City of Vendor performance nor payment to Vendor for any portion of Work shall constitute a waiver by The City of the breach or default of any term or condition unless expressly agreed to by The City in writing.


e. Negotiated Contract:  The parties acknowledge that this is a negotiated Contract, that they have had the opportunity to have this Contract reviewed by their respective legal counsel, and that the terms and conditions of this Contract are not to be construed against any party on the basis of such party's draftsmanship thereof.



f. Attorneys’ Fees:  Subject to the indemnification provisions set forth in this Contract, if any action or suit is brought with respect to a matter or matters covered by this Contract, each party shall be responsible for all its own costs and expenses incident to such proceedings, including reasonable attorneys’ fees.



g. Authority:  Each party represents that it has full power and authority to enter into and perform this Contract, and the person signing this Contract on behalf of each party has been properly authorized and empowered to enter into this Contract.  Each party further acknowledges that it has read this Contract, understands it, and shall be bound by it.



IN WITNESS WHEREOF, in consideration of the terms, conditions, and covenants contained herein, or attached and incorporated and made a part hereof, the parties have executed this Contract by having their authorized representatives affix their signatures below.



			 (Vendor)



By


			


			City of Seattle


By





			


			Signature

Date






			


			


			Signature
Date









			


			(Printed Name)






			


			


			NANCY LOCKE, City Purchasing Director








			


			Title
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Section 2


						Technical Specification			ID			Conformance


						2.    System Overview			02-001			NA


						2.1       Current System Overview			02-002			NA


						SCL currently has in operation an SCADA/EMS system to support their generation, transmission and distribution operations of one control area in the Western Interconnection. Figure 2.1 below shows a high-level diagram of the current system architecture used for the EMS and the different environments involved in the solution.
The EMS system is set up in a Main-Backup configuration in two separated physical sites linked via a dedicated Fiber Optic LAN. 

At the Main site (Primary) known as SCC, the actual SCADA/EMS application (Spectrum) is integrated in a configuration with several network segments dedicated to different functional environments and connected together using a core switches/firewall cluster. From the Spectrum perspective there are several environments configured at this site:
        • Production environment. Set up in the redundant EMS segment. This environment has the redundant
           functional servers and operators’ consoles as well as the ICCP servers and frontend devices/servers.
        • DTS environment. Formed with two workstations - one for the Trainer and another for the Trainee. This
           system is currently not in operation and SCL operators get the required yearly training using the WECC
           Trainer Simulator. This environment is also configured in the EMS segment.
        • Support environment: The test environment, test consoles and development workstations are             
           configured on the DEV segment. There is no specific Quality Assurance System (QAS) environment in the      
           traditional sense but some testing capabilities are possible using the Test Mode offered by the 
           application using spare consoles and workstations connected to the DEV segment. SCL has planned to set 
           up a dedicated segment to configure an independent QAS environment.

Apart from the EMS and DEV segments in the Primary site the following segments are also defined:
       • The DMZ used to provide services to/from external functions, like remote SSH access, and host interfaces for
          data export and import, like FTP exchanges. 
      • The “Management and Support” segment host servers that provide services like Change Monitoring (Tripwire)
         or NTP as well as the maintenance connections for the networking devices.
      • Printers are connected to the “Secure Print VLAN”.
         In the Control Center room at the Primary site there is a legacy multi-lamp Mapboard that shows SCADA’s real
        time statuses. 			02-003			NA


						



						The Main site is connected, through a firewall cluster, to the corporate network where ORACLE, PI-Historian and Sybase Data archiving applications reside. The EMS sends status changes and analog values via an ICCP link to the PI server. Using a Sybase to Sybase interface real time values and messages are sent to the Sybase DB for archiving and reporting. To exchange information with other external entities and applications the EMS also uses FTP services on the corporate LAN.
At the Backup site (BCS) there is a non-redundant Spectrum environment that is kept updated with Data Base changes from the production system in the Main site. The Front End at this site is configured in listening mode. In case of emergency this Backup system can be brought up to support operations as production environment with a warm startup. The BCS also has a “Management and Support” segment and “Secure Print VLAN”.
The Primary and Back-up sites are connected to a dedicated DMZ segment to interface with WECC’s Operations Network (WON) for ICCP data exchange and WECCNetMessaging service. 
Both sites have two clocks for frequency and time services. The clocks currently in the configuration are Hopf and it is SCL intention to retain those with the new system. They support NTP and a serial multi-frequency/time error source interface.
The Vendor shall clearly indicate in its proposal it’s system compatibility and experience with the current clocks. If customizations are required the Vendor shall offer also as an alternative the clocks normally offered with its system as long as they comply with all the requirements in this specification.
All the application HW used in the EMS configuration is SUN M3000 with disk RAIDS and tape backup.
SCL uses CISCO switches and firewalls as the preferred networking platform. 
			02-004			NA


						To support Distribution Operations SCL’s Control Center has two distribution operations desks: one for the North and one for the South, and an outage desk used for planned switching operations and maintenance activities, a Service Dispatcher desk (clearing house for trouble calls) and an Assistant Dispatcher desk to supplement the main Service Dispatcher desk during large outage events such as storms.
Generation, Transmission and Distribution Operators use the SCADA/EMS system to support their operational activities.
			02-005			NA


						Figure 2-1 - Current SCL SCADA/EMS System Overview






						The current implementation of the EMS uses two different Front End platforms, IFS and TCI, to support the communications with the RTUs. The IFS Front Ends can support serial and TCP/IP communications, the TCI only supports serial communications using LG 8979 protocol.

Currently all the communications with the RTUs in the system are serial using the LG 8979 and DNP3 protocols. Figure 2-2 bellow shows the architecture of the Front End communications.
			02-006			NA


						Figure 2-2 - Current Front Ends Communications Overview






						All RTUs except for 6 are dual ported and the communication lines bridge to provide access to both channels from the primary or backup sites. Some of the single port RTUs can be accessed from both sites through the communications infrastructure but others are connected only, at this time, to the SCC site. 

There are 2 concentrators where 11 Distribution Pole-Top and other IED-type RTUs are grouped and a subset of their information is processed and sent to the EMS system. Those concentrators are treated as regular RTUs from the EMS.

The IFS Front End Processors (FEP) connect to the communication modems using DIGI boards with 16 serial channels each. The FEP connects with the DIGI via TCP/IP and serial connections. The TCI FEP uses 4-channel proprietary communication boards to connect to the modems.
			02-007			NA


						The primary focus of this RFP is to procure and deploy a commercial SCADA/EMS System that satisfies SCL requirements as described in this technical specification.			02-008			NA


						2.2   Current System Functionality			02-009			NA


						2.2.1   Vendor SCADA/EMS Baseline Functionality			02-010			NA


						The current EMS System at SCL includes the following baseline functionality:

          • Base SCADA functionality including:
          • Historical Information Storage & Reporting
          • Generation Control Applications
          • Power Network Applications
          • Dispatcher Training Simulator
			02-011			NA


						The current system doesn’t have any specific Distribution Application or functionality. The primary focus of distribution functions is distribution system monitoring and control so they use the existent SCADA functionality.  
The EMS transfers real-time distribution status and analog data values to a PI server. From PI the pertinent values are reported to the OMS system. 
			02-012			NA


						2.2.2   Custom SCADA/EMS Functionality			02-013			NA


						In addition to the standard vendor SCADA/EMS functionality described above, SCL and the EMS Vendor added additional custom functionality.

The following list of customized functionality needs to be considered in the definition and implementation of the new SCL EMS since the business requirements for those functions still persist:

          • Accumulator Reasonability Check
          • Key Grid ITS- Backup for Power Ops (KGITS) (Power Scheduling)
          • Listening Mode for LG8979 protocol
          • Rate of Change Limit
          • Process double transmission of LG8979 SOE messages
          • Temporary disable of Audible alarm (Snooze)
          • Transformers group control
          • Device Specific Control Function (e.g., gate controls, PLC controls,…)
          • Control display to assign alarm class attribute to DB point types
          • Health check for the Backup system
          • DAM failure Siren control
          • Energy Accounting Primary Inadvertent Interchange
          • US Holidays definition for Energy Accounting
          • CPS/DCS Performance Criteria in AGC Performance Monitor
          • Fishery Constraints for ED (water flow constraints)
          • Mapboard Interface
          • Control Display to set/remove Tags
          • Hydro Extensions for The Dispatcher Training Simulator
          • Split meter calculation for JOUs
          • Load Shedding
          • Secure ICCP
          • Independent Alarm System Monitor
          • Cycle Delay for ATEC and use of ATEC in AGC
          • Tie-Line backup indicator
          • Bar Graph for Control Margin
          • External Interface for ACES (PowerOps)
          • Boundary Run-Back (RAS Trigger for AGC units)
          • Enhancements for Remote Alternate Frequency Sources
          • NWPP Reserve Sharing
          • Self Supply Operational Reserves
          • Reactive Reserve Monitoring
          • Automatic Reserve Availability Lockout
          • Frequency Responsive Reserve
          • Refresh Cycle for Analog Output values
          • Load Responsibility Reserve
          • EMS applications monitoring
          • AGC Dynamic schedules
			02-014			NA





						Note that SCL expects that most of these custom functions will be either provided by a base solution from a SCADA/EMS vendor or built using a advanced calculation package or system base tools and APIs that will be available in the SCADA/EMS hence avoiding the need for customized functionality.
This RFP will include the requirements for the custom functionality as base requirements for the EMS system., These functionality is described in detail in Section 19 – Custom Functions.
			02-015			NA


						2.2.3   SCADA/EMS Interfaces			02-016			NA


						The following diagram Fig 2-3 shows the possible configuration of interfaces in the EMS system. The dotted lines represent “nice to have” interfaces and the green color interfaces not part of the EMS system replacement but important to the overall solution.
A detailed description of the required interfaces is given in Section 12, Interfaces, of this RFP. 
			02-017			NA


						The solution for the external interfaces needs to take into consideration, as much as possible, the use of standards or alternative simplified options like providing the needed data to external sources via “warehousing facilities”.			02-018			Current Base


						Figure 2-5 - SCADA/EMS Interfaces






						2.3   SCADA/EMS Functional Description 			02-019			NA


						The SCADA/EMS system shall be designed to augment current operating procedures and interface with existing RTUs and other systems through existing communications equipment.  The new SCADA/EMS shall have, at a minimum, the following functionality within each system environment:			02-020			Current Base


						1. SCADA functions:

          a. Data Acquisition 
          b. Distributed Front End Data Processing
          c. Event and Alarm Processing
          d. Supervisory Control
          e. Tagging
          f. ICCP Data Exchange
          g. Sequential Control with Interlocks
          h. Intelligent Alarm Management
           i. Advanced Real-Time Calculations 
          j. Communication Statistics Monitoring
          k. Rotating/Manual Load Shedding
          l. Listen Mode
          m. AOR and AOR Groups definition
			02-021			Current Base


						2. User Interface functions:

          a. Graphical User Interface
          b. Trending
          c. Video Wall Interface
          d. Mapboard Interface
          e. Remote User Interface System
          f. Printing Capability
          g. Diagnostic Tools
          h. Single Sign-On
			02-022			Current Base


						3. Historical Information Storage and Reporting functions:

          a. Analog/Digital/Status Data Storage
          b. Event/Alarm Data Storage
          c. Tagging/Operator Notes
          d. Data Archival and  Retrieval
          e. Displays, Trending, and Reporting
          f. Historical Playback
			02-023			Current Base


						4. Generation Control functions:

          a. One Balancing Authority 
          b. Automatic Generation Control that includes:
          c. Security Constrained Economic Dispatch (Real-Time and Study-Mode)
          d. Production Cost Calculation
          e. WECC Operating Reserve Monitoring 
          f. NWPP Reserve Sharing Tool
          g. Load Forecasting
			02-024			Current Base


						5. Transmission Application functions

          a. Network Model Builder (real time and study modes)
          b. State Estimator (real time and study modes)
          c. Dispatcher Power Flow (study mode)
          d. Contingency Analysis (real time and study modes)
          e. Penalty Factor Calculation (real time mode)
          f. Remedial Dispatch (real time and study modes)
          g. Study Case Initialization (study mode)
          h. Reactive Reserve Monitoring
          i. Dynamic Reserve Monitoring
          j. Equipment Outage Scheduler
			02-025			Current Base


						6. Dispatcher Training Simulator			02-026			Current Base


						7. External Interfaces:

          a. ICCP (Secure)
          b. FTP/SFTP
          c. E-mail Service
          d. PI Historian
          e. SQL
          f. CIM XML
          g. PSSE File
          h. Electric Industry Data Exchange (EIDE)
			02-027			Current Base


						8. Database and Display Management

          a. Single-Source Data Base Management System
          b. Incremental Database Updates
          c. DB Editor with Multi-user Capability
          d. Automatic Backups
          e. DB Audit Trail
          f. Rollback of DB Changes
          g. Object Search
          h. Support CIM data Model import/export
          i. Unlimited Symbols
          j. Display Disemination Management
          k. Display Version Control			02-028			Current Base


						2.4    SCADA/EMS System Description			02-029			Current Base


						The SCADA/EMS system shall comprise a distributed computing environment with open system architecture.  The design of the SCADA/EMS system shall meet the architecture and configuration requirements described in the sections that follow.
The diagram in Figure 2-4 show the conceptual architecture of the new EMS required for SCL.
			02-030			Current Base


						The EMS shall be a computing environment using Local and Wide Area Networks (LANs and WANs) to interconnect the system components and shall employ, wherever practical, industry standards for hardware, software, and user interfaces. The goal of this type of architecture is to allow the addition of future functionality, scalabiility and the replacement of hardware without outages to the system. 			02-031			Current Base


						Figure 2-7 - SCL Environments






						This division of the EMS into different system environments, and the distribution of functionality among these environments, is considered conceptual and presented to segment the required functions inherent in the overall system architecture. The Vendor is encouraged to provide an EMS that meets the intent of the conceptual configuration but which best utilizes its base field-proven solution hardware, software and third-party products where possible. 			02-032			Current Base


						The SCADA/EMS system shall include the following separate environments:

          1. Production Environment – PROD
                  • Primary EMS system (SCC EMS)
                  • Backup-Disaster Recovery EMS system (BCS EMS)
			02-033			Current Base


						          2. Quality Assurance/Staging (QAS) Environment  
                 • Primary QAS System (SCC QAS)
                 • Backup-Disaster Recovery System (BCS QAS)
			02-034			Current Base


						          3. Program Development (PDS) Environment 
                • Primary PDS System (SCC PDS)
                • Backup-Disaster Recovery System (BCS PDS)
			02-035			Current Base


						          4. Dispatcher Training Simulator Environment (DTS)			02-036			Current Base


						          5. DMZ Environment
                • Primary DMZ (SCC DMZ)
                • Back Up DMZ (BCS DMZ)
			02-037			Current Base


						All environments, except for the DTS, PDS and DMZ shall be highly reliable, fully redundant, scalable, and contain stringent security features to prevent access by unauthorized personnel.  The DTS shall be highly reliable, scalable and contain stringent security features.  The availability requirements for these environments are defined in Section 3.1.3 of the RFP, Availability.			02-038			Current Base


						Dependencies and restrictions of all environments shall be clearly identified.  All environments shall consist of a separate database instance and separate application instance. 			02-039			Current Base


						2.5    Production Environment 			02-040			NA


						The Production Environment shall be the real-time environment of the SCADA/EMS system and shall consist of the Primary SCADA/EMS system (SCC) and the Backup SCADA/EMS system (BCS).  			02-041			Current Base


						The Production environment is a dual-site Production Environment with both sides being fully redundant and capable of functioning stand-alone in the event one of the sites is lost. The configuration can be thought of as separate Production and Disaster Recovery environments where the system operations can regularly be switched between both sites. Both sides are always on-line, but one is always primary			02-042			Current Base


						2.5.1   Primary SCADA/EMS system – SCC EMS 			02-043			NA


						The Primary SCADA/EMS (SCC EMS) system is the real-time nucleus of the SCADA/EMS system.  This platform provides the required SCADA/EMS capabilities, which includes the interfaces and functionality required to monitor and control the SCL Generation, Transmission and Distribution system.  The SCADA/EMS system shall be highly available, fully redundant and characterized by high-speed data collection and presentation functions.  The Vendor shall provide a fault-tolerant system by providing redundant servers or through other means such as the use of clustering or Storage Area Network (SAN) based architectures.  All storage devices (disks) shall be redundant and hot swappable so that no downtime shall be incurred for replacing a failed disk.			02-044			Current Base


						2.5.2    Backup-DR SCADA/EMS system – BCS EMS 			02-045			NA


						Power system operations must be protected against the loss of control center facilities due to natural or man-made causes.  Therefore, a fully redundant Backup SCADA/EMS System (BCS EMS) shall be part of the architecture.  
This system shall include all functions and features provided with the SCC EMS and shall be a replica of the Primary SCADA/EMS system hardware, software and databases.  The Vendor shall identify the data bandwidth requirements to maintain a mirror image of the SCC SCADA/EMS database and displays on the BCS SCADA/EMS systems.
			02-046			Current Base


						The Vendor shall provide procedures to be followed when switching control between the SCC EMS and the BCS EMS system.  It is required that the transition between the Primary and Backup systems will be a manual process.			02-047			Current Base


						2.6    Quality Assurance System (QAS) Environment			02-048			NA


						The QAS (Test) Environment shall support testing of all components of the SCADA/EMS.  This environment shall provide a platform for testing of system upgrades, system patches, database, display and network model updates/maintenance, etc.  The hardware, software and redundancy in this environment shall be identical to the Production Environment with dual systems at both sites (Primary – SCC QAS and Backup - BCS QAS).  			02-049			Current Base


						The QAS Environment shall be used to test all new components and modifications of existing SCADA/EMS applications.  Therefore, the QAS Environment shall have the capability to receive real-time data (i.e., from the field devices such as RTUs) concurrently with the Production Environment.  SCL shall have the ability to turn this feature on and off.  This process shall not interfere with or degrade the performance of the Production Environment. Control commands issued from the QAS Environment shall be communicated to field devices only if those devices are directly and solely attached to this environment.			02-050			Current Base


						In the BCS site a Backup-DR QAS environment shall be available with the same configuration and functionality than the one in the Primary site			02-051			Current Base


						2.7     Program Development System (PDS) Environment			02-052			NA


						The Program Development System (PDS) Environment shall include all functionality required for the SCADA/EMS. The PDS is required to support display creation, database maintenance/conversion, and custom application development and issue debugging/testing of the SCADA/EMS system.  The PDS shall be delivered with a Data Engineering System that shall include substation/feeder one-line diagrams generation capabilities, database maintenance tools and all administration tools as necessary.  The PDS shall be used to help in the validation of the SCADA/EMS database, substation/feeder one-line diagram accuracy and applications accuracy.			02-053			Current Base


						A fully functional PDS shall be delivered at the beginning of the project.  The initial PDS will not be required to include all the functionality described in the specification but it shall support SCL’s database, display and interface development activities as well as facilitate point validation and checkout.

The initial PDS delivery shall support the following:

          1. Database and display conversion tools (if provided)
          2. Database and display development tools
          3. Substation/feeder one-line development tools
          4. Data acquisition including RTU communications and ICCP and CIM XML data exchange
          5. Custom Application and Interface Development
          6. Transmission Applications model validation
			02-054			Current Base


						The initial PDS shall be sized according to SCL’s sizing requirements.  			02-055			Current Base


						The PDS shall be configured as a, scalable environment.  The software in this environment shall be identical to the Production Environment.  The PDS Environment shall have the capability to receive real-time data (i.e., from the field devices such as RTUs and ICCP) concurrently with the Production Environment (listen mode) and/or receive snapshots (copies) from real-time values in Production.  SCL shall have the ability to turn this feature on and off.  			02-056			Current Base


						The Vendor shall propose a PDS configuration such that SCL has the ability to build custom functionality isolated from the management of the production database. The custom software development shall not interfere with the maintenance of the production database.			02-057			Current Base


						In the BCS site a Backup-DR PDS environment shall be available with the same configuration and functionality than the one in the Primary site.			02-058			Current Base


						2.8    Dispatcher Training Simulator (DTS) Environment			02-059			NA


						The system shall include a Dispatcher Training Environment to assist SCL in training its personnel on the operation of the new SCADA/EMS.  The details as to the functionality required for this environment is provided in Section 13, Dispatcher Training Simulator.			02-060			Current Base


						The DTS shall provide introductory-level training as well as advanced instruction for SCL personnel. The DTS shall provide all of the necessary user interfaces and computing capability to train individual operators and/or an entire control room crew. The DTS shall simulate the interface with other appropriate systems just as the Production Environment’s real-time operation. There shall be one DTS environment at one of the sites.			02-061			Current Base


						2.9   Demilitarized Zone (DMZ)			02-062			NA


						The DMZ shall consist of the Vendor provided redundant Read Only User Interface Servers.  This environment shall also host the Historical Information and Storage system to support data reporting and exporting requirements. 

The DMZ shall be separated from all other environments via redundant firewalls.  The DMZ shall also be duplicated at the Backup Site.
			02-063			Current Base


						It shall be possible to configure restrictions for selected remote Users, connected to the SCL Corporate Network, to securely access selected real-time EMS displays, data, interfaces and functions.			02-064			Current Base


						The Vendor shall include in their response to this specification the methods and architecture proposed to facilitate this environment and how the Primary and Backup DMZs are kept in synch.			02-065			Current Base








Section 3


						Technical Specification			ID			Conformance


						3.    System Software			03-001			NA


						3.1   General Requirements			03-002			NA


						This section of the specification outlines some of the base characteristics of the proposed SCADA/EMS. In other sections of this specification more detailed information is provided with specific requirements on the different functional areas of the system. The information in this section should be considered the common general requirements of the EMS. 			03-003			NA


						3.1.1   Open Systems			03-004			NA


						The configuration of the EMS shall be comprised of a distributed computing environment within an “open system” architecture concept 			03-005			Current Base


						All internal communications among the EMS servers and all external communications between the EMS and other systems shall be based on widely accepted and published industry standards relevant to the open systems concept. This applies to the:

       1. Operating system, 
			03-006			Current Base


						       2. The database management system, 			03-007			Current Base


						       3. The display management system, 			03-008			Current Base


						       4. The Application Programming Interfaces (APIs) providing standardized interfacing between
            systems software and application software.			03-009			Current Base


						The proposed EMS software shall be independent of the proposed hardware such that any hardware can be replaced or upgraded with a functionally similar device not necessarily manufactured by the original manufacturer. 			03-010			Current Base


						Expandability shall be provided through the use of a hardware and software platform that allows for vertical growth, and a configuration that allows horizontal growth and distributed computer/server support.			03-011			Current Base


						Communication between system components, servers, consoles and the applications that run on them shall not rely on non-secure protocols (e.g., rsh) and shall utilize instead secure network communication protocols like HTTPS, SFTP, SSH, SSL, etc.			03-012			Current Base


						The Vendors shall clearly indicate in its proposal any deviation of the secure communications requirement.			03-013			Current Base


						3.1.2   Operating Systems			03-014			NA


						All operating systems provided by the Vendor shall be “off-the-shelf” with no modifications by the Vendor.  			03-015			Current Base


						The Vendor should indicate which operating systems are compatible with their system.  			03-016			Current Base


						The Vendor may provide additional utilities to assist in management of the EMS and utilization of operating system services.  If such utilities are provided, they shall be fully supported and documented by the Vendor and original product Vendor.			03-017			Current Base


						The Vendor shall provide all installation media and documentation for operating systems utilized in their solution if SCL decides that they are provided by the Vendor as part of the project.			03-018			Current Base


						The Operating System for the servers offered as part of the system solution shall be UNIX.  SCL will consider any current version of a standard UNIX or commercially supported LINUX.			03-019			Current Base


						For the system Consoles SCL prefers the use of UNIX or commercially supported LINUX as well. 
If the base Vendor’s solution for the console UIs run on Windows, SCL prefers to run the application on an embedded version of Windows. In this case Vendors shall have to provide detailed documentation all Operating Services needed and explain its use.
			03-020			Current Base


						3.1.3   Availability			03-021			NA


						The EMS architecture shall be implemented so that it achieves the desired availability level.  The system shall be designed such that a single component failure shall not cause the loss of any critical system function. 			03-022			Current Base


						For those devices having a high failure rate or a potentially long repair time, multiple device failures shall not cause the loss of any critical system function.			03-023			Current Base


						The Production and Backup-Disaster Recovery System (DR) Environment systems shall have an overall availability of 99.99%.  The Vendor shall demonstrate this level of availability over an extended period of actual system operation during the Availability Test.			03-024			Current Base


						The Production Environment shall be considered available when all functionality described in this specification is executing as designed.  Under normal conditions (e.g., Production Environment is online and available), the Backup-DR Environment is considered available if it is synchronized with the Production Environment systems and is ready to assume the production role.  Once the Backup-DR system assumes the production role, the definition of and target availability are the same as the Production Environment.			03-025			Current Base


						Each component system of the EMS that is not included in the Production and Backup-DR Environments shall exhibit a measured availability no less than 99.5% over any one-year period.			03-026			Current Base


						3.1.4   Software and Hardware Maintainability			03-027			NA


						Following system failure detection, it shall be possible to determine the cause of the failure and the cause shall be promptly isolated and corrected.  			03-028			Current Base


						As an aid to the diagnosis and correction of hardware problems, the system design shall permit the execution of diagnostic programs with the system either online or offline.			03-029			Current Base


						The operation of online diagnostics shall not degrade any critical system functions except for device(s) under test or device(s) used in testing			03-030			Current Base


						The system shall have the ability to generate alarms via EMS for software and hardware issues and an event shall be logged to the Central Logging system as described in the Section 5 – Cyber Security of this Technical Specification.			03-031			Current Base


						Offline system maintenance shall utilize offline diagnostics, provided by Vendor.  Offline diagnostics shall support complete maintenance of all hardware elements and the diagnosis and isolation of any hardware fault.			03-032			Current Base


						The level of system repair to be undertaken by maintenance personnel shall be at the Field Replaceable Unit (FRU) level.			03-033			Current Base


						The Vendor's or hardware manufacturer’s regularly scheduled maintenance training classes shall provide the training of SCL maintenance personnel in the use of the offline diagnostics and unit replacement processes.			03-034			Current Base


						The EMS application software shall be modular to combine the applications and functions to deliver the functionality defined in this specification and shall be written in standard ANSI high-level languages and designed to provide the highest possible level of hardware independence.			03-035			Current Base


						The vendor shall provide system APIs to allow interaction with system functions, database access and data and messaging exchange with external applications.			03-036			Current Base


						3.1.5    Database Editor and Display Development			03-037			NA


						The EMS shall provide tools to facilitate the development and maintenance of required databases and displays.  These tools should support the ability to make databases and display changes online and offline.  For offline changes, the tools shall include procedures for seamlessly promoting the new database and/or propagating new and modified displays to other environments.			03-038			Current Base


						All online database changes shall be rolled out into the production system without affecting or disrupting the system operation and its users.			03-039			Current Base


						The EMS system databases shall be able to be expanded to the ultimate specified size defined in Appendix A of this specification without the need of software changes and/or recompilation of applications or functions.			03-040			Current Base


						The RDBMS supplied with the EMS, shall be the basis for the Historical Information Storage and Reporting (HISR) system and shall also be available for general-purpose use, including the management of databases not originally provided by the Vendor. No restrictions to such additional use shall exist apart from the resource limitations of the EMS.			03-041			Current Base


						The EMS system shall use SCL’s currently supported  Oracle version for all RDBMS DBs used in the solution.			03-042			Current Base


						3.2  System Services			03-043			NA


						The EMS shall provide system services, which at a minimum include the following:

      •  Application Scheduling and Monitoring
      •  Naming Service
      •  Backup Services
      •  Network and Application Time Services, including GPS-based time standard devices to provide
          NTP time services to all EMS Systems. 
      •  Print Services
			03-044			Current Base


						3.2.1   Application Scheduling and Monitoring			03-045			NA


						The EMS shall include a facility for an application or User to schedule application activity.  This facility shall permit the following types of schedules:

       • Time(s) of the day
       • Periodic frequency and base time
       • Event driven – the system shall be configurable as to which events will trigger an event-driven
          execution
       • On Demand 
			03-046			Current Base


						When specifying a periodic execution, it shall be possible to specify if the period is based on the start or end of the previous execution.			03-047			Current Base


						All time-based schedules shall be definable based on absolute or relative time, based on either network or application system time scales			03-048			Current Base


						The scheduling services shall monitor all schedules to ensure execution at the correct times, and notify the Users via the Alarm/Events subsystem for any failures or missed schedules as well as the successful start of an scheduled activity with the reason for activation.  The system shall also support the ability to log an event to SCL’s Central Logging System via a syslog message.			03-049			Current Base


						Application function periodicities are shown in Appendix B, Function Periodicity and Execution Time.			03-050			Current Base


						User shall also be able to modify any time-based schedule online without requiring re-compilation of code or restarting of the systems or functions			03-051			Current Base


						The Vendor shall provide displays to enable the User to manage the Scheduling Services and other functions			03-052			Current Base


						3.2.2   Naming Service			03-053			NA


						SCl prefers to operate in a static naming environment.  The EMS shall function without using any external Naming Service. 			03-054			Current Base


						 The EMS shall also be configured to resolve critical network resources utilizing the local system host files in the event that the provided Naming Service is unavailable.			03-055			Current Base


						3.2.3   Backup Services			03-056			NA


						The EMS shall provide distributed backup services in each environment, or site, to backup and restore EMS systems, software, and data located within the environment or site.			03-057			Current Base


						Currently SCL uses Arkeia Network Backup V8.2.15 as its backup solution. The Vendor shall indicate in its proposal compatibility with this software or propose its standard base solution for backup services.			03-058			Current Base


						The proposed Backup services shall be managed centrally in the EMS and include the needed user interface for the users to define backup strategies, frequency, schedule, media, etc., as well as guidance through the restoration process.			03-059			Current Base


						Once initiated, the distributed backup service shall automatically back up all information needed to recover from failures or data corruption without manual intervention by Users, except for replenishment of removable media.			03-060			Current Base


						All the backup services shall be centrally managed within EMS and shall allow the configuration of Backup strategies like:			03-061			Current Base


						          1.   Full Backup once per week			03-062			Current Base


						         2.   Incremental Backups six (6) days per week			03-063			Current Base


						         3.   Backup will be retained for  (45) days or as specified			03-064			Current Base


						         4.   Servers/Consoles images			03-065			Current Base


						The following environments shall have dedicated backup capabilities to minimize traffic across firewalls and slower network links:
 
        • Production Environment  (Primary and Backup)   
        • Primary QAS Environment
        • PDS Environment 
        • Operator Training Simulator Environment
			03-066			Current Base


						All of the environments shall have restoration services capabilities (ie:  standard O/S images, scripts that install software from central location, etc…) to be able to restore application files, data or the full system software if needed.  			03-067			Current Base


						The vendor shall provide documented restoration processes to perform, as a minimum, the following restoration activities:

         • Full system restoration (all software and databases)
         • Databases restoration
         • Individual files restoration
			03-068			Current Base


						SCL shall be able to use the equipment backup images for full system, servers or console restoration.			03-069			Current Base


						These processes will be tested during the factory acceptance tests to verify that the backup sets are recoverable.			03-070			Current Base


						3.2.4   Time Services			03-071			NA


						The EMS shall be able to use existing Network Time Protocol (NTP) or SINEC-H1 time services to maintain all servers in all the environments synchronized.			03-072			Current Base


						SCL currently uses Global Positioning System (GPS)-based time devices from Hopf and would prefer to use those in the new EMS as well.

If the Vendor proposes a different GPS time source in their base solution it shall explain the reasons why.			03-073			Current Base


						The time standard must have the ability to keep time on its own with the loss of the time synchronization signal/source.			03-074			Current Base


						The EMS applications and functions shall use the time services to synchronize with the standard time and maintain the application or system time. The system time is the one used by the system and is distinctive from the standard time.			03-075			Current Base


						The EMS shall automatically synchronize with the network time service to maintain time across all devices within 10ms.			03-076			Current Base


						The EMS shall be configured to disregard any time signal from a NTP source if the delta between the system time and the source time is larger than a User-configurable value.  If this condition occurs, the system shall log an event via the Alarm/Events subsystem and SCL’s Central Logging System via a syslog message.			03-077			Current Base


						The EMS shall provide a method to audit and report on the current time deviation and the time standards.  An event shall be logged if any system time deviation is greater than a configurable parameter.			03-078			Current Base


						At a minimum, system time shall provide the following features:
1. Process Daylight Saving Time switchovers automatically and assure that all functions and programs are updated appropriately. The system shall handle switching to and from daylight saving time without an outage to the system or loss of data. Capability to enable/disable or change the scheduled date and time of automatic switchover of the daylight saving time shall also be provided via graphical user interface. 
2. All logs and reports shall accommodate daylight saving time switchover such that the missing or extra hour is processed appropriately without manual intervention.
3. A uniform internal representation to facilitate normal date and time, relative date and time, arithmetic date, and time operations, etc.
			03-079			Current Base


						3.2.5   Print Services			03-080			NA


						The EMS shall provide network print services that are available for use from any node. This service shall transparently route print jobs to the specified printer.			03-081			Current Base


						Users shall be kept informed of the status of their print jobs.			03-082			Current Base


						Users shall be assigned a default printer and shall be able to override the default for access to other printers in the computing network.			03-083			Current Base


						The printers utilized by the system, shall reside in a network separate from the network where the EMS system servers will reside.			03-084			Current Base


						3.2.6   External System Monitoring			03-085			NA


						At a minimum the EMS shall interface to SCL’s monitoring system for servers, Network Devices, and processes via Syslog and Simple Network Management Protocol.  SNMP Version 3 is preferred.			03-086			Current Base


						The Vendor shall describe how its system will interface with an external facility to monitor alarm and event processing. 			03-087			Current Base


						The independent alarm and event watchdog shall be notified in the event the alarm and/or event function has failed or has been degraded.			03-088			Current Base


						3.3   System Configuration Parameters			03-089			NA


						All parameters (e.g., tuning parameters, configuration, execution periodicity, etc.) utilized by the EMS applications in their tuning and configuration shall be defined in the database. All of these parameters shall be accessible via displays/forms. These displays/forms shall be easy to understand and navigate.			03-090			Current Base


						If there are any exceptions, the vendor shall provide a list of the parameters and detailed explanation of the exception and how their configuration is handled in the system.  			03-091			Current Base


						3.4   System Monitoring and Control			03-092			NA


						The EMS shall provide a system hardware/function configuration where critical hardware and functions are duplicated and any major failure can be isolated.  The system shall monitor the critical functions for failures and take corrective actions to recover whenever possible.			03-093			Current Base


						3.4.1 Error and Failure Detection			03-094			NA


						The EMS shall provide for the monitoring of all servers, devices and functions for error conditions.  If the system detects errors or failures, it shall log such instances with sufficient detail (date/time, error/failure messages, and system recovery actions) for Support Users to troubleshoot			03-095			Current Base


						The system shall alert Users via the EMS Alarm/Events subsystem for all error and failures detected.			03-096			Current Base


						Fatal software errors shall result in either termination of the function or shall be handled as a fatal server error. The action to be performed shall be defined for each function. If the function is to be terminated, future executions of the function shall also be inhibited until the function is manually initiated.			03-097			Current Base


						The system shall also send an event to SCL’s Central Logging System via a syslog message.			03-098			Current Base


						3.4.2   Device Monitoring and Control			03-099			NA


						The EMS shall support device monitoring and control functions on all major devices included but not limited to the following devices:
               1.      Servers
			03-100			Current Base


						2.     Operator Consoles			03-101			Current Base


						3.     File Systems			03-102			Current Base


						4.     LAN Interface Controllers			03-103			Current Base


						5.     Printers			03-104			Current Base


						6.     GPS/NTP Servers			03-105			Current Base


						7.     Data Links			03-106			Current Base


						8.     Remote Terminal Units (RTUs)			03-107			Current Base


						9.     Front End Processors			03-108			Current Base


						Device usage statistics, including recoverable and unrecoverable error counts, shall be obtained directly from device drivers or from sub-system pseudo drivers, and shall be maintained in the database and displayed on the EMS			03-109			Current Base


						This interface shall ensure control, status, and diagnostic access to the device and coordinate with sub-systems that may be actively using the device.			03-110			Current Base


						Abnormal state changes for the devices shall be optionally alarmed, depending on database configuration.  All state changes shall be logged via the Alarm/Events subsystem and sent to the Central Logging system and External Monitoring system.			03-111			Current Base


						Recovery from any communication failure (e.g., RTU, server, or workstation) shall be completed within the time defined in Appendix B, Table  B.1-1 and measured from the time the failure is detected.			03-112			Current Base


						The EMS shall monitor all recoverable errors for the monitored devices and change the state of any server or device that exceeds a configurable error threshold.			03-113			Current Base


						Device status information shall be maintained within the real-time database.  The User Interface System shall provide the users with access to  displays with status information and permit the authorized User to request status changes for specific devices.			03-114			Current Base


						At a Support User's request, certain devices shall be controlled to initiate a different state.  The definition of states will depend on the Vendor’s design.  However, the following states, or their equivalent, shall be supported as a minimum:

               1.    Disabled (the device is marked down by the Support User)
			03-115			Current Base


						2.     Failed (the device status is marked failed by the server)			03-116			Current Base


						3.     Online (the device status indicates normal operation)			03-117			Current Base


						4.     Standby (the device status indicates that it is available to transition to online)			03-118			Current Base


						3.4.3   Function Monitoring and Control			03-119			NA


						The EMS shall provide tools for monitoring and controlling the availability of all functionality required by this specification.  All functions shall be configured as redundant or non-redundant based the availability requirements for the environment they are located within.			03-120			Current Base


						For redundant functions, they shall be configured in a primary/secondary or hot/standby configuration with automatic and/or manual failover			03-121			Current Base


						The system shall be configurable as to the events that will trigger an automatic function failover.			03-122			Current Base


						The User shall also have the ability to request a failover of a function or function(s) to the appropriate secondary/standby server or device.			03-123			Current Base


						If a server or devices hosts multiple primary functions and the state of that server or device changes, the system shall be configured to automatically failover all those functions to the appropriate secondary server or device.			03-124			Current Base


						In the case where there are no available servers or devices to assume the failed functionality, the system shall be configurable to permit the restart of the function on the existing server or device if possible			03-125			Current Base


						There will be a User-configurable number of function restart attempts before declaring the function failed.			03-126			Current Base


						The EMS shall have a mechanism for detecting if two master computers have both initialized in a primary mode.  The system shall then arbitrate which master computer will remain as primary, and which will stand down to a standby mode.			03-127			Current Base


						The system shall detect any server and/or function failures within the time defined in Apendix B, Table B-2.1 and initiate the appropriate response (restart or failover).			03-128			Current Base


						Any function failover or failure shall generate an alarm via the EMS Alarm/Events subsystem. The system shall also send an event to SCL’s Central Logging System via a syslog message.			03-129			Current Base


						3.4.3.1   Function Restart			03-130			NA


						The initiation of a function or functions, on a server, shall be referred to as a function restart. Function restarts shall occur automatically to recover from hardware or software errors or manually invoked by a user via the EMS UI. Once initiated, the function restart shall not require user intervention to complete. 			03-131			Current Base


						The restart logic shall also preclude conflicts among servers, such as assigning too few or too many servers to the primary state and the erroneous duplication of functions in multiple servers. Immediately after the initialization tasks have been completed, the restarted function(s) shall be scheduled for execution.			03-132			Current Base


						All function restarts shall log the event via the EMS Alarm/Event subsystem and an event shall be logged to the Central Logging system, as well as the External Monitoring system.			03-133			Current Base


						Restarts shall be completed within the time listed in Appendix B, Table B-2.1, System Configuration & Software Maintenance Performance.			03-134			Current Base


						3.4.3.2   Primary and Backup Site Failover			03-135			NA


						The site failover between the Primary Production and Backup-DR Production Systems shall only be initiated manually by a user with proper permissions. At no time should a site failover be invoked automatically.			03-136			Current Base


						The failover assumes that the databases between the two sites are synchronized. If the databases are not in sync, the EMS shall warn the user of this condition and provide the option to continue with the failover. The status of the databases, the warning message and the overwrite decision by the operator shall be registered in the log.			03-137			Current Base


						The Vendor shall provide a mechanism or function like Health Monitoring, to verify that the systems are in operation or ready to operate with all the data synchronized. The regular check of an specific value, like substation “Load” in both systems can provide the verification needed.			03-138			Current Base


						Once the Backup-DR system has assumed the primary role, its databases become the Master. The EMS shall ensure that only one set of Master databases exists in the system and that the new Backup system runs with its databases in Slave mode.			03-139			Current Base


						The EMS system shall ensure that all databases’ structures and data changes processed in the Master are queued until the Backup-DR is available and then perform synchronization with the Slave. The queue size shall be configurable but a minimum of 12 hours shall be supported. The user shall be notified when the queue has been filled to configurable levels to avoid overflows that would cause data loss.			03-140			Current Base


						The EMS system shall also provide mechanisms and tools for the user to request the replication of all the databases from the Master to the Slave.			03-141			Current Base


						3.4.3.2   Server Start-Up			03-142			NA


						The EMS shall be configured to restore the operating system environment and all assigned functions after a power loss or User request to restart.  Server start-up shall be completed within the time listed in Appendix B, Table B-2.1, System Configuration & Software Maintenance Performance.			03-143			Current Base


						3.4.3.4   Database Replication			03-144			NA


						The EMS shall provide tools for replicating system databases between the redundant servers within each environment, as well as between the Production and Backup Disaster Recovery environments.  This will allow the EMS to continue its operation after a failover between redundant servers in an environment or a switchover between sites.			03-145			Current Base


						System restarts, failovers and switchovers shall be seamless and shall not result in the loss of any critical data including but not limited to:
         1.    User entries – manual overrides, limits, tags, program execution parameters, etc.
			03-146			Current Base


						         2.     Alarms and events			03-147			Current Base


						         3.      Tags			03-148			Current Base


						         4.     Program results which are needed for its next execution			03-149			Current Base


						         5.     Historical Data			03-150			Current Base


						For relational database definitions, one system shall be defined as the “Master” system.  Other systems shall be defined as “Slave” systems.  When relational database definitions are made on the Master system, the updates shall be applied to all associated servers within the Master system.			03-151			Current Base


						For the RDBMS SCL would prefer the use of ORACLE-Data Guard but  other methods would be accepted if properly explained by the Vendor.			03-152			Current Base


						The database transactions shall be made available to all configured Slave systems.  Database updates to the Slave systems shall be made at the convenience of the database administrator. 			03-153			Current Base


						When Slave systems are updated, all associated servers in the Slave System shall be updated.			03-154			Current Base


						All historical database data changes, after being committed, on the Production System shall be replicated to the Backup-DR System within the time defined in Appendix B, Table B.2-1 of this proposal.			03-155			Current Base


						HISR in the Production DMZ and Backup-DR DMZ shall also be kept synchronized do no data is lost in case of sites failovers.			03-156			Current Base


						If a full synchronization of the Backup System databases is required, it shall be completed within the time defined in Appendix B, Table B.2-1 of this proposal.			03-157			Current Base


						Data replication between Primary and Backup Systems shall be made in real time.			03-158			Current Base


						If communication problems exist between sites, data replication shall be queued.  Upon reestablishment of communications between the Primary and Backup Systems, the data in the queues shall be applied to the appropriate site.			03-159			Current Base


						Synchronization between the Primary and Backup Systems can be disabled/enabled as a whole.			03-160			Current Base


						Tools and utilities needed to resynchronize the two site databases shall be provided.			03-161			Current Base


						The secondary databases shall be updated with the current contents of the primary databases such that all changes to a primary database are reflected in the secondary database within the time defined in Appendix B, Table B.1-1 of this proposal.			03-162			Current Base


						Changes to the quantity of information to be replicated resulting from the addition or deletion of items in an existing database shall be automatically accommodated by the replication service.  The addition, deletion, or restructuring of databases in the EMS shall be accommodated by the replication service without requiring changes to the code			03-163			Current Base


						If any replication task has failed to execute properly it shall be logged appropriately via the Alarm/Events subsystem			03-164			Current Base


						3.4.3.5   Performance during Server Failure, Switchover and Startup			03-165			NA


						The EMS shall maintain all required performance and capacity requirements while one server within a redundant pair is unavailable.			03-166			Current Base


						A switchover operation to transfer operational responsibilities in a redundant configuration should be instantaneous.			03-167			Current Base


						The required time for the EMS to perform a switchover is measured from the time that the action is triggered until the backup processor has assumed all the activities from the one that was on-line. The switchover time required is defined in Appendix B, Table B.2-1.			03-168			Current Base


						The EMS shall be configured to restore the operational system environment and all assigned functions after a power loss or user request to restart. The time required for the EMS to be in full operation after a startup is defined in Appendix B, Table B.2-1 of this proposal.			03-169			Current Base


						Three start-up scenarios are considered as part of the performance demonstration: Server start-up (cold), function/application startup (hot) and full system startup.			03-170			Current Base


						3.4.3.6  Site Failover			03-171			NA


						The site failover between the Production and Backup-DR Environments shall only be manually initiated by a User with the correct level of security permissions.  At no time should a site failover be automatically invoked.			03-172			Current Base


						Site failover shall be completed and be fully functional in its primary role within the time defined in Appendix B, Table B.2-1 of this proposal starting when the User-requested the failover, with the databases between the two sites synchronized in accordance with the requirements specified in Section 3.4.3.4. of this document, Database Replication.			03-173			Current Base


						If the databases are not in sync, the EMS shall provide for a manual method to replicate the primary database to the backup database prior to performing the site failover.			03-174			Current Base


						3.5   System Performance			03-175			NA


						The EMS shall meet the performance requirements detailed in Appendix B of this specification and outlined in this section. The performance requirements shall be validated using activity scenarios executed over a test environment in which minimum base operational conditions are fulfilled.			03-176			Current Base


						3.5.1    Operational Performance			03-177			NA


						3.5.1.1   Base Conditions			03-178			NA


						All performance testing shall be performed using the following base conditions:

        1.   The system shall be configured with all hardware and functions as required by this Technical
              Specification.
			03-179			Current Base


						       2    All operator’s consoles are running, operators are logged into the system and the User
             Interface capabilities are in operation with at least the following windows open in each
             console:
 
                        a. Graphic display
                        b. Alarm Summary
                        c. Active tags
                        d. Notes/Operator’s Log
                        e. Application Display 
			03-180			Current Base


						      3.  All system functions shall execute at the periodicities and execution times specified in
           Appendix B, Table B.4.1, Function Periodicity and Execution Time.

                  a. For Data Processing, the execution time is measured from the receipt of the message
                      containing the changed data until all processing is complete including storage of the
                      value in the database and updating all appropriate alarm lists.
			03-181			Current Base


						                 b. For Supervisory Control, the execution time is measured from the time the User
                     executes the command until the command is sent out or the user is notified that the
                     action has failed.			03-182			Current Base


						       4.  All external interfaces shall be operating at the rates and capacities identified in this specification			03-183			Current Base


						       5. The system software and databases shall be configured (e.g., sized) in accordance with the    
             requirements identified in Appendix A, System Sizing.			03-184			Current Base


						       6.  The contents of the system databases and the display and report definitions shall be as determined by
              SCL 			03-185			Current Base


						       7.  All the security features, as defined in Section 5 of this specification, have been verified and remain in
             operation during the test.			03-186			Current Base


						        8. The historical archiving system is running and data being stored.			03-187			Current Base


						        9.  All real time analog values defined in the system DB are being received at the periodicity defined.			03-188			Current Base


						3.5.1.2   Performance Testing			03-189			NA


						The EMS system will be tested during FAT and SAT based on the following two scenarios:

         • Normal-Activity Scenario – this scenario represents the expected normal conditions for the
            EMS environment it shall run for sixty (60) minutes.

         • High-Activity Scenario – this scenario represents system conditions (e.g., severe storms, high
            heat, etc.) that results in a significantly higher level of system activity from the 
            Normal-Activity scenario and it shall run for a minimum of sixty (60) minutes.
			03-190			Current Base


						The following Table 3-1   summarizes the conditions for both of these scenarios.			03-191			Current Base


						



































Table 3-1 - SCL’s Current Vendor Landscape





						If a situation occurs beyond those outlined in the High-Activity scenario, the system shall continue to operate with the potential for degraded performance.			03-192			Current Base


						The Vendor shall provide all necessary tools and scripts required to simulate the system loading as defined in Table 3-1.			03-193			Current Base


						For FAT, the Vendor shall simulate these conditions to the extent possible.			03-194			Current Base


						For SAT, the performance tests shall be executed using a combination of actual telemetry and simulated conditions, as determined by SCL, using the Vendor-provided tools.			03-195			Current Base


						3.5.1.3   Resource Utilization			03-196			NA


						Utilization is defined as the average utilization over the time of the test scenario and shall be calculated as the used capacity of the resource divided by the total available capacity of the resource. For example, processor average utilization may be calculated as busy time divided by total time. LAN average utilization may be calculated as the quantity of data transferred (MB) divided by the LAN data rate (MB/s) multiplied by the total time (seconds).  			03-197			Current Base


						Appendix B, Table B.1-1 outlines the average resource utilization requirements for the two (2) performance activity scenarios presented above. This table also provides requirements for maximum instantaneous CPU for the mentioned scenarios.			03-198			Current Base


						3.5.1.4   User Interface Response			03-199			NA


						The User interface of the EMS shall perform at an expected rate during Normal-Activity and High-Activity scenarios.  The expected response times and rates are shown in Appendix B, User Interface Response.  The following types of User Interface (UI) actions shall be tested as part of the Performance Tests:			03-200			Current Base


						           • Display Request – Measured from the time the User requests a display (through menu
              selection, function key selection, or cursor target selection) until the display is presented to
              the User with complete and current data populated on the screen			03-201			Current Base


						          • Alarms and Events – Measured from the time a data item changes to the time an alarm is
             reported, either audibly and/or visually and the alarm is recorded in the real-time database. 
             Response shall be measured for at least the following alarm/event initiations:

                            1. A point change at a RTU that produces an alarm
                            2. A periodic SCADA function that produces an alarm
                            3. A User initiated SCADA function that produces an alarm
                            4. A server failure that produces an alarm
			03-202			Current Base


						         • Acknowledgement and Deletion – Measured from the time the User either acknowledges 
            and/or deletes an alarm to the time the alarm changes state on the display and the alarm is
            recorded in the real-time database.			03-203			Current Base


						        • User Requests – Measured from the time the User initiates a request to the time the display is
           updated and the result is recorded in the real-time database.			03-204			Current Base


						For the system to successfully demonstrate the required User Interface response times, 98% of all UI actions shall complete within the maximum time listed, and 100% shall complete within 1.5 times the maximum time listed.			03-205			Current Base


						The default response times represent the maximum time to notify the user that the request has been accepted and the action initiated. If the default response times are exceeded the EMS shall:

        1. Produce a visible indication that the action is been processed
        2. The UI shall be ready to accept further inputs 
			03-206			Current Base


						Only action types previously approved by SCL and not listed in the User Interface response table in Appendix B, Table B.3-1 can exceed the default response times.			03-207			Current Base


						The UI logout requirement includes application shutdown and operating system logout and the time shall be measured from command to logout until the system is ready for User login.			03-208			Current Base


						The UI login requirement includes operating system and application login.  The time shall be measured from successful User authentication until the User interface is running and ready for User input.			03-209			Current Base


						3.6   System Sizing			03-210			NA


						The software and hardware provided shall allow for growth of the EMS (e.g., power system expansion, additional RTUs and devices, etc.). The sizing data provided in Appendix A, describes the all sizing requirements for the system.  In particular, the delivered EMS shall be sized to 200% of the parameters shown in Table A.1-1, Existing SCL SCADA Sizes.			03-211			Current Base


						3.6.1   Hardware			03-212			NA


						The hardware shall be sized to support the performance requirements of this specification based on the functions assigned to them.  At a minimum, all hardware shall be expandable, in the existing enclosure, to double the processor, storage capacity, and memory from that specified by the Vendor. 			03-213			Current Base


						All storage devices shall be sized to maintain at least 50% spare capacity at time of delivery after all software has been installed, including databases.  The amount of available capacity per storage device shall be validated at the end of SAT, and the Vendor shall be responsible for mitigation of any discrepancy (even if additional hardware is required).			03-214			Current Base


						Although the system hardware is part of the scope of the specification, SCL reserves the right to acquire the hardware. The Vendor shall separate the cost of the hardware in its proposal and clearly indicate any additional cost or consideration that SCL shall take into account while evaluating the purchase of the hardware. The purchase of the HW by SCL outside the scope of this project does not exclude the Vendor from the responsibility of the hardware proposed for the EMS.			03-215			Current Base


						3.6.2   Specific Sizing Requirements			03-216			NA


						Specific sizing for the following areas is included in Appendix A of this specification:

           1. SCADA  - Table A.1-1
			03-217			Current Base


						           2 . RTU Communication Sizing –TableA.1-2			03-218			Current Base


						           3. System Users – Table A.2-1			03-219			Current Base


						           4. HISR - Table A.5-1			03-220			Current Base


						           5. Power System Applications – Table A.4-1			03-221			Current Base


						           6. Other Applications – Table A.3-1			03-222			Current Base


						3.7   Software Design			03-223			NA


						The following sections outline the design characteristics of the software provided with the EMS and SCL’s requirement to have the necessary tools to maintain this software.			03-224			Current Base


						3.7.1   Design Characteristics			03-225			NA


						The EMS shall be based on the Vendor’s standard product line, to the extent possible, if it meets the functional requirements of this Base Technical Specification.

Any modification or change that the Vendor needs to incorporate in their base software to satisfy SCL’s requirements shall be clearly identified in the proposal.
			03-226			Current Base


						All software to be provided with the EMS shall be identified in the Vendor’s proposal.  Any software modified or developed to satisfy a specific requirement of this Base Technical Specification shall be considered specially designed for this project. 			03-227			Current Base


						A complete list of all third party software used in the system shall be provided with the proposal.			03-228			Current Base


						SCL reserves the right to approve the design of such new or modified software, without relieving the Vendor of the responsibility to meet the functional requirements of this Base Technical Specification.			03-229			Current Base


						All software shall be capable of easy expansion to accommodate the anticipated growth of the system.  The size and configuration of the system shall be specified by easily modified parameters contained in the database, not parameters defined in individual programs. 			03-230			Current Base


						The EMS shall be able to accommodate growth through the addition of processors, memory, disk drives, peripherals, Remote Terminal Unit (RTUs), and communication channels without having to modify its software.			03-231			Current Base


						All software shall be designed with sufficient modularity to minimize the time and complexity involved in making a change to any program.  The modularity should include the separation of hardware interface modules from other software modules. 			03-232			Current Base


						Logic and data shall be separated into distinct modules. 			03-233			Current Base


						Communication among programs for data or program control shall be symbolic rather than absolute so that a given program is an essentially independent unit. 			03-234			Current Base


						The EMS design shall minimize changes required in one program because of changes implemented in another program. 			03-235			Current Base


						The software shall be well organized in the use of memory.  The modularity shall optimize the use of main memory and utilize the protect features of the main and disk memory			03-236			Current Base


						SCL requires that re-dimensioning of the database (e.g., addition of electrical network elements, data points, etc.) can occur without re-compilation of source code or system modules.  The Vendor shall describe the procedures and any existing limitations for re-dimensioning its database			03-237			Current Base


						Vendor support shall not be necessary to modify logic or data within the parameters defined for the ultimate system sizing or the maximum capabilities of the proposed software system.			03-238			Current Base


						All software contracted under this specification must be installed, operating, and completely documented in final form, including all standard software changes and field changes initiated by the Vendor and its suppliers, prior to acceptance of the system by SCL.			03-239			Current Base


						The system software shall be easily upgradeable and require little or no support from the software Vendor.  New versions of software shall be well documented and indicate which system files have been changed since the last software release.			03-240			Current Base


						3.7.2   Software Development			03-241			NA


						The system shall support a full software development environment, including any applicable third-party and/or Vendor APIs, to permit custom application development by SCL. 			03-242			Current Base


						Tools provided shall include a version control tool, language sensitive editor, all necessary compilers, and a symbolic/interactive debugger.			03-243			Current Base


						The Vendor shall describe, in its response to this specification, the detailed process to propagate database and software changes performed in the development environment to the production & backup environments.			03-244			Current Base








Section 4


						Technical Specification			ID			Conformance


						4.    Database and Display Management			04-001			NA


						4.1       Database Management			04-002			NA


						4.1.1 General Requirements			04-003			NA


						The Database Management System (DBMS) part of the EMS shall provide tools to generate, update, maintain, and modify all relevant databases (real-time and source).  These tools shall include those necessary to maintain the database source files, historical data files and ICCP data files as well as the online and backup data files.  Documentation including data dictionaries to describe all databases shall be provided.  			04-004			Current Base


						A single source shall be established for each type of data.  Copies of the data shall be propagated to other databases. The user shall not be required to enter the same data more than once.			04-005			Current Base


						The SCADA system shall also provide an audit tracking capability for all changes to these databases.  This audit log shall show what was changed, giving the original and new values, the date of the change, the console used to make the change, and the user ID used to make the change.  The ability shall exist to “sort and search” this audit log.			04-006			Current Base


						Capability to generate automatic or on-demand reports that summarize the difference between two consecutive database changes and their associated displays and SCADA impacts to network model.			04-007			Current Base


						The system shall permit the usage of underscores and dashes in any SCADA point name (analog, status, accumulator, RTU, etc.).  Examples of valid characters are: include $ :  .  +  #    –  (  )    & = / |_. The Vendor should indicate what symbols cannot be used in the point name.			04-008			Current Base


						The SCADA system shall ensure referential and system integrity as additions and modifications are performed on any database.  All database entries shall be checked for validity before being accepted.			04-009			Current Base


						The system shall prevent unauthorized access to the databases and ensure proper coordination for concurrent access by multiple users.			04-010			Current Base


						The DBMS shall guarantee that the data is consistent across all servers and modules. The redundancy of the databases needed to maintain the levels of availability required shall be obtained by keeping the online and standby, as well as the primary and backup databases, synchronized and consistent. The Vendor shall explain in their proposal how the consistency and synchronization are achieved in their system.			04-011			Current Base


						The DBMS shall allow rollback of any database changes previously activated as part of a Database job without affecting the operation of the system. The rollback capability of the database changes shall be retained as long as the DB job that contained the changes is available in the DBMS system.			04-012			Current Base


						Updates to the relevant databases shall meet the performance requirements outlined in Appendix B, B.2-1 and shall not affect the operation of the system. Similarly, online backup of the databases shall be possible without affecting the use and performance of the system.			04-013			Current Base


						SCL will provide any required Oracle licenses if the Vendor’s proposed solution utilizes Oracle for any RDBMS functionality (e.g., Source Database, HISR, etc.).			04-014			Current Base


						4.1.2   Source Database			04-015			NA


						The SCADA/EMS system shall provide a Single Source Database (SDB) to define and manage all the data utilized by the functions provided as part of the proposed system.  			04-016			Current Base


						The EMS will have a Master SDB that could reside in any of the system environments and provide the necessary tools to propagate the SDB to one or more of the secondary systems and/or other environments, where the Slave databases reside.  For example, the Quality Assurance system (QAS) may be used as the Master SDB editing system and the production system may have a Slave SDB.  Changes will be made to the Master SDB and applied to the QAS system for testing and validation. Once validated, the change(s) shall be migrated to the other slaves systems on a selective basis, in this example to the Production Primary DB. Sections 3.4.3.2 and 3.4.3.4 of this specification details the requirements for data replication between modules in the same system environment and between different environments.			04-017			Current Base


						The SDB shall be replicated to the backup (alternate) site so that the functionality is available at the backup site in the event that the primary site is unavailable. The replication method shall ensure that no changes are lost.  			04-018			Current Base


						The SCADA/EMS shall support the ability to implement any source database change online without the need for a system restart or a failover to another server. Users shall not be required to re-enter any manually entered data as a result of any database or software modifications that causes the restructuring of the database.			04-019			Current Base


						The SCADA/EMS system shall provide a CIM/XML import/export interface to the Source Database. This interface shall provide the capability to import/export CIM compliant format data into/from the SDB by substation or control area and translate data from the SDB to a CIM compliant format for use with third-party applications.			04-020			Current Base


						The SCADA/EMS shall provide the ability to import Network Models from other utilities in the PSSE format, PSLF format, and in CIM/XML format.			04-021			Current Base


						The SCADA/EMS shall also allow exporting the entire Network Model using the PSSE, PSLF and CIM/XML format.			04-022			Current Base


						The import/export functions provided shall include the ability to import/export individual/multiple Substations of the Network Model.			04-023			Current Base


						Any and all import/export activities in the SCADA/EMS system shall create an audit log that shall allow to clearly determinate the import/export operations performed and the changes in the model if any.			04-024			Current Base


						The complete SDB and its structure shall be fully documented with the level of detail required to understand all the records, fields and their relationship, as well as to maintain the DBMS system.			04-025			Current Base


						4.1.2.1   Database Editor			04-026			NA


						An advanced database editor tool shall be provided for the creation and maintenance of all SCADA/EMS information including SCADA, Power Applications, ICCP…  The accessibility of the editor tool from user-defined workstations in the system shall be configurable.			04-027			Current Base


						At a minimum, the required features include the following:

            1.  Support for command lists and/or batch (bulk) file input (e.g.  .mdb, .xls, CSV,
                  text, XML, etc.)
			04-028			Current Base


						            2.  Capability to add, remove or edit any SCADA/EMS database record.  When deleting a
                   record, the system shall, prompt the user for instances where the record has been
                   utilized elsewhere in the database with the ability to delete all or some of the
                   associated records  (e.g., prompt when deleting an analog that is utilized in a
                   calculation)			04-029			Alternate


						            3.  Ability to create new records using copy/paste from existing records.			04-030			Current Base


						            4.  Definition of real-time calculations (RTC).  RTC required companion points should be
                   created when generating analog calculations.			04-031			Current Base


						            5.  Editing of all application configuration data tables			04-032			Current Base


						            6.   Data entry shall be guided and users presented only with possible valid options to
                    minimize invalid data input			04-033			Current Base


						             7.  Use of queries, menus and templates to facilitate data entry			04-034			Current Base


						            8.   Shall provide the ability to add/modify/delete EMS SCADA data validations (control
                    Validations, DB Validations…)			04-035			Current Base


						            9.   Default values shall be used as much as possible for certain information during the
                    point  definition to simplify user database entry. These default values could be
                    overwritten by the user.			04-036			Current Base


						          10.   Ability to use templates for different types of data entry, for instance to create
                    substations,  RTUs and Channels.			04-037			Current Base


						          11.  The ability to maintain Real Time Calculations, create, change and delete Groups, 
                    create, change and delete Formulae, create, change and delete Calculations, create
                    change and delete Inputs/Outputs.			04-038			Current Base


						          12.  The ability to maintain LSR (Load Shed & Restoration) configuration data, create, change
                    and delete LSR entries.			04-039			Current Base


						          13.  The ability to model and update AGC data, add, change and delete Generators, Tie
                   Lines, Dynamic Schedules, Frequency sources.			04-040			Current Base


						          14.  The ability to model and update DTS data, add, change and delete Relay data, maintain
                   equipment parameters, maintain AGC and Network Apps tie-line mapping.			04-041			Current Base


						          15.  The ability to build the operational Network Model through graphic display application
                   tool: Add/Change/Delete Substations, Add/Change/Delete Equipment (e.g., Lines,
                   Transformers, Buses, Breakers)			04-042			Current Base


						          16.  The ability to maintain custom function/process/calculation database:
                   Add/Change/Remove database (entries) that are used by Custom
                   functions/process/calculations.			04-043			Current Base


						          17.  The ability to apply mass data updates against the database using SQL functionality or
                    equivalent and the ability to modify the value of specific field(s) based on specific
                    selection criteria.			04-044			Current Base


						          18.  The database editor shall include a version control function that shall reconcile online
                   database source changes.			04-045			Current Base


						All modifications to the database shall only be applied upon authorized user request.  			04-046			Current Base


						The Database Editor shall provide the ability for multiple users to add, modify and/or delete data within the database at the same time. The system shall prevent multiple users from modifying the same data item.			04-047			Current Base


						It shall also be possible to group database changes into database update jobs that can later be applied to the real-time database.			04-048			Current Base


						The application of these jobs to the online database shall not be contingent on other pending jobs unless there is overlap of data items between the jobs.			04-049			Current Base


						The system shall validate all changes prior to application to the SDB. If a conflict is detected with any other pending changes, the system shall notify the user and prevent application of the update.			04-050			Current Base


						During the update process, the user shall confirm acceptance of the update.  If the update is not confirmed, the system shall revert to the database prior to the start of the update or provide the ability to apply the changes with the conflicts.			04-051			Current Base


						4.1.2.2   Incremental Updates			04-052			NA


						The DBMS shall perform incremental database modifications when applying the changes associated to each update job and avoid generational changes of the whole database.			04-053			Current Base


						The system shall provide the ability to independently add/modify/delete different portions of the data model attributes. Only the items changed by the job actions will be affected when applying the database changes.			04-054			Current Base


						The system shall permit the user to request a full rollback of all changes or a partial rollback by point or data item of only the changes in conflict.			04-055			Current Base


						4.1.2.3   Source Database Backup			04-056			NA


						The SCADA/EMS system shall maintain a backup of the source database to protect against data loss in the case of a failure of the system, user error and/or database corruption.			04-057			Current Base


						The characteristics of the backups shall be configured as part of the system backup services as described in section 3.2.3 of this specification.			04-058			Current Base


						4.1.2.4   Database Conversion			04-059			NA


						To facilitate the migration to the new SCADA/EMS system, the Vendor shall provide a repeatable conversion process for the existing SCADA/EMS database and network model to the new system’s database that does not invalidate point-to-point checkout.			04-060			Current Base


						The conversion process should support full and/or incremental database and network model conversions.			04-061			Current Base


						The vendor shall be responsible for the convergence of the load flow after each database conversion and validate that the load flow matches the current system load flow results.			04-062			Current Base


						SCL and the Vendor will jointly develop a database export format to be utilized during the conversion. SCL will export all required data and network model from the existing SCADA/EMS system into this agreed upon format and provide the file to the Vendor.  The Vendor shall process and import this data file into the new system.  			04-063			Current Base


						All import/export scripts, applications or tools developed by the Vendor, shall be provided to SCL. It shall be possible for a user to perform the import/export process without assistance from the Vendor.			04-064			Current Base


						SCL expectation is that the vendor performs a minimum of four (4) full database conversions: before Pre-FAT, FAT, SAT and Go-Live. It is expected that SCL is able to perform incremental database conversions with minimum assistance of the vendor in between full conversions. The vendor shall provide estimated costs and duration for each database conversion.			04-065			Current Base


						The Vendor shall provide information on prior conversion experience from Siemens Spectrum at other clients.			04-066			Current Base


						4.1.3   Real-Time Database			04-067			NA


						The Real-Time database(s) shall form the core of the SCADA/EMS system.  It shall be structured for optimal performance of RTU polling and operations. A proprietary Real-Time database is acceptable for performance reasons providing an intuitive and user-friendly tool is available for creating and maintaining the database. The following sections define the features required of the Real-Time database to support system functions and applications.			04-068			Current Base


						4.1.3.1   Real-Time Database Modifications			04-069			NA


						All Real-Time database definition (schema) changes shall come from the Source Database.  The system shall not permit the modification of the Real-Time database definitions without utilization of the source database.  			04-070			Current Base


						The ability for a user to apply source database updates to the Real-Time database shall be configurable by User ID and/or workstation.  The system shall validate all changes prior to committing the change.  These changes shall be logged.			04-071			Current Base


						Online database updates should retrofit into the source database and applications/displays where that database point is defined.			04-072			Current Base


						The SCADA process for bringing database changes online shall ensure that RTU scanning and application processing shall not be negatively impacted, e.g. scan interruptions in the same channel.			04-073			Current Base


						At no time should the users be required to re-enter any operator entered data, e.g. overrides, tag, limits. Data point attribute values shall be preserved in subsequent databases.			04-074			Current Base


						4.1.3.2   Application Programmable Interface			04-075			NA


						The SCADA system shall provide access to the Real-time database using Application Programmable Interfaces (APIs). The following features shall be included in the APIs provided:  			04-076			Current Base


						       1.  The ability to read or write to the database, including all point values, descriptions,
            or parameters 			04-077			Current Base


						       2.  Provide direct access to all values in the database using logical names defined by SCL
             according to the rules established by the system.			04-078			Current Base


						       3.   Ability to access all elements of the database such as records, fields, and application
              configuration parameters			04-079			Current Base


						       4.    The ability to generate alarms and events using the SCADA Alarms and Events processing
               function			04-080			Current Base


						4.1.3.3   Real-Time Database Backup and Redundancy			04-081			NA


						The SCADA system shall maintain a backup of the Real-Time database to protect against data loss in the case of a failure of the system. 			04-082			Current Base


						The backup frequency shall be configurable to minimize the potential data loss associated with a Real-Time database failure.			04-083			Current Base


						It shall be possible to perform backups of the real-time database without the need to take the database offline.			04-084			Current Base


						Backup databases shall be preserved across SCADA/EMS system input during power disruptions of any duration.			04-085			Current Base


						The information maintained in the backup databases shall, at a minimum, include:

          • Telemetered and calculated values (including quality codes)
          • Control inhibit state
          • Manually entered values
          • Tag data
          • Alarm and event data
			04-086			Current Base


						It shall also be possible to schedule periodic backups of the Real-Time database to facilitate backup to removable media (i.e., tape).			04-087			Current Base


						4.1.4  Real-time Database Tools & Utilities			04-088			NA


						The SCADA system shall provide a comprehensive set of tools and utilities to aid in the maintenance, debugging and security of the system databases including, but not limited to, the following:			04-089			Current Base


						            1.     A utility to create snapshots of any database either by user request or by scheduled
                     task			04-090			Current Base


						            2.     Ability to search all system databases and displays for usage of a database object (e.g.,
                     SCADA points, etc.) and provide a summary to the user of all identified usage.			04-091			Current Base


						            3.     Utility to monitor and present the status of the different databases in the multiple
                     environments			04-092			Current Base


						            4.     Structure and data consistency tools that run on demand by the users to verify the
                     status of the databases			04-093			Current Base


						            5.     Reporting tools to generate statistical and informational reports such as current size of
                     the databases, number of elements of a certain type, etc.			04-094			Current Base


						            6.     Ability to perform batch search and replace of database elements or types			04-095			Current Base


						            7.     Tool/Utility to “dump” the database content, source structure or real-time data, to files
                      that can be stored and later reloaded into the system			04-096			Current Base


						            8.     Ability to generate the source database from the current real-time database			04-097			Current Base


						            9.     Structured query language interface to the Real-Time database			04-098			Current Base


						4.2   Display Development and Management			04-099			NA


						The Vendor shall provide a graphical-based display generation tool to generate and maintain displays, as well as manage synchronization and distribution of displays across all applicable Operator consoles and/or UI servers among the SCADA/EMS environments.  			04-100			Current Base


						It shall be possible for multiple users on the same server to be involved in the display building and editing process. The system shall prevent multiple users from modifying the same display.			04-101			Current Base


						The functional components of the display generation tool shall include:

        1. Display Editor – An interactive, graphical-based tool used in the generation and
            maintenance of displays and network model.  The editor shall, at a minimum,
             support usage of:

                       a) Display templates
                       b) Standard symbols/components
                       c) Custom symbols/components
			04-102			Current Base


						      2. Display Dissemination Management – Coordinates the editing of displays between
           multiple users and the distribution of displays across all applicable nodes within the
           SCADA/EMS environments, including Production, QAS, PDS, DTS and DMZ. 			04-103			Current Base


						      3. Support Utilities – User support tools that aid display maintenance and analysis			04-104			Current Base


						The Display Management System shall support different types of displays. At a minimum, the use of schematics (one-lines) and tabular displays shall be supported. 			04-105			Current Base


						4.2.1   Display Editor			04-106			NA


						The display editor shall provide the facility to create, change and delete any kind of display supported in the system.			04-107			Current Base


						The display editor shall be fully compatible with the database and network model generation and editing function.  			04-108			Current Base


						The display editor shall be designed around a fully interactive What You See Is What You Get (WYSIWYG) interface supporting a variety of construction options that simplify the building and modification of displays:

            1. Standard editing features such as copy, cut, paste, delete, rotate, undo and redo
			04-109			Current Base


						             2. Grouping of objects			04-110			Current Base


						             3  Adjustable zoom level while editing			04-111			Current Base


						             4  Configurable gridlines and snap-grids			04-112			Current Base


						             5. Ability to select a font family and size, line type and line thickness – both on a per object
                 basis and display basis			04-113			Current Base


						            6.  Decluttering and overlays			04-114			Current Base


						            7.   Linking of any defined graphics symbol to any database point. This should be
                   accomplished using a selection dialog that is filtered by default to the station for which
                   the display is being created.  However, the user shall be able to modify the filter to
                   display all or other filtered database points			04-115			Current Base


						            8.  Establishing different symbol or display conventions for the same database point on the
                   same or on different displays			04-116			Current Base


						            9.  Defining of dynamic display linkages to any SCADA database variable on any SCADA
                  display to represent different data values			04-117			Current Base


						          10.   Building and modification of display icons and storing them in an easily accessible
                   library			04-118			Current Base


						          11.   Protecting any data field on any display against user entry based on log-on identifiers			04-119			Current Base


						          12.  Defining the visual representation of data quality, tags, notes, limit conditions and other
                 parameters associated to database elements			04-120			Current Base


						          13.  Ability to execute scripts utilizing poke points or menu commands.  The Vendor
                shall specify, as part of their proposal, the scripting language utilized by their
                product.   			04-121			Current Base


						The system shall support the creation of new displays from a blank display, existing display definition or a display template from a library			04-122			Current Base


						The editor shall also provide the ability for users to utilize symbols or components from both standard and custom libraries when editing displays. 			04-123			Current Base


						The user shall be provided a method, via the display editor, to create these custom libraries and save them for usage by all users of the display editor. 			04-124			Current Base


						The initial symbols, to be duplicated in the Vendor’s standard libraries or SCL custom libraries, shall be defined during the Statement of Work phase and the Vendor shall be responsible for their initial creation.			04-125			Current Base


						The users of the Display Editor shall not be required to know or understand any scripting language when creating or modifying displays.			04-126			Current Base


						The Display Editor shall support version control for each display that includes the date, time, and “by whom” each display was last modified. 			04-127			Current Base


						The version control provided shall permit the user to access prior versions of the display for reference or restoration. 			04-128			Current Base


						Display version control shall be provided to assist in deployment and possible rollback of displays.			04-129			Current Base


						The system shall prevent multiple users from modifying the same display concurrently.  Once a User has opened a display for edit, the display shall be locked until it has been updated and the changes applied to the Production Environment or the user specifically releases the display.			04-130			Current Base


						The Display Editor shall maintain a complete audit trail of edit activity as part of display configuration management.			04-131			Current Base


						4.2.1.1   Display Elements			04-132			NA


						At a minimum, the Display Editor shall support the definition of the following display elements:

       1.    Fixed text
			04-133			Current Base


						       2.     Drawing primitives (e.g., lines, polygons, arcs, circles, text)			04-134			Current Base


						       3.     Bit-mapped images			04-135			Current Base


						       4.     Data references (Floating Points, Integers, Digital Status, etc.)			04-136			Current Base


						       5.     Data Quality Indicators			04-137			Current Base


						        6.     Date and Time Information			04-138			Current Base


						        7.     Enterable fields with the corresponding protections and validations (i.e., set points)			04-139			Current Base


						         8.     User-selectable regions (i.e. poke points)			04-140			Current Base


						         9.     Hyperlinks			04-141			Current Base


						Drawing primitives, text, and formats shall refer to common graphic attribute definitions for color, line width, fill pattern, font family, size, weight, etc.  			04-142			Current Base


						The visibility scale and declutter levels for each element shall start from a default value in the editor.			04-143			Current Base


						4.2.1.2    Data Presentation			04-144			NA


						4.2.1.2.1   Static Background Information			04-145			NA


						The user shall also be able to place static background information or components (highways, property lines, geographic features, etc.) on displays that are not linked to any database point. 			04-146			Current Base


						Static backgrounds shall be in browser compatible format or bitmap pictures, such as the photograph of a power station, or DXF (Drawing Exchange Format) vector files to allow the user to import standard AutoCADâ drawings. 			04-147			Current Base


						The Vendor shall provide drawing tools that allow the user to create background images in a variety of colors and shapes.			04-148			Current Base


						4.2.1.2.2   Dynamic Data Presentation			04-149			NA


						During display building, the user shall be able to define dynamic data fields and data elements. 			04-150			Current Base


						The system shall link these fields and elements to the database.  The linkage from a display field to a database point shall be made such that any future modifications of the database (insertions, deletions, etc.) do not require redefinition or recompilation of a display.  It shall be performed solely by using logical names.			04-151			Current Base


						The system shall permit display presentation of any system’s database item on a display. 			04-152			Current Base


						The user creating the display shall be able to specify the location on the display without limitation except for reserved areas such as headers and footers. 			04-153			Current Base


						The only bounds to the number of data items on a display shall be the physical limitations of the viewport or screen.			04-154			Current Base


						The system shall, at a minimum, support the following methods of displaying dynamic data: 

        1.  Graphical – User definable graphical objects, or icons, which represent the
             current state and/or quality of a device, abnormal and alarm conditions, notes,
             tags.			04-155			Current Base


						        2. Numerical – Viewable using integer fields, real fields, slider bars, meters, gauges
             and graphs.  The system shall be configurable as to representing the alarm state of
             a point by the color of the numerical data.			04-156			Current Base


						        3. Text – Dynamic text data shall appear in fields or scrollable text areas for larger
             blocks of text.  The ability to change the foreground or background colors based
             on the quality of the data being displayed shall be provided and configurable by
             the user			04-157			Current Base


						For all dynamic data presentations, the system shall support flashing (blinking) of the element. This attribute can be associated to any status or value for any element.			04-158			Current Base


						The Display Editor shall have validation mechanisms to verify the correct definition of the linkages in the display. Linkages that have an erroneous association to a database element shall be graphically identified in the displays (specific color, crossed out, etc.) to ensure that the operators recognize the invalidity of the information for that linkage.			04-159			Current Base


						4.2.1.3   Menus			04-160			NA


						Usage of menus (“pop-up” and “pull-down”) shall be permitted on all displays and it shall be possible for SCL to modify, add, or remove any existing menu items or menus.  			04-161			Current Base


						4.2.2   Display Update and Distribution			04-162			NA


						A display validation and distribution function shall be provided to ensure that all display definitions across all consoles and servers are consistent and up-to-date. 			04-163			Current Base


						Distribution and activation of displays shall be by a simple procedure that causes no noticeable interruption of online SCADA activity. 			04-164			Current Base


						The system shall provide the tools to distribute displays across all sites and to all environments the same way that required for the SDB data update and propagation. The user (i.e., System Administrator) shall be notified of any displays that fail to distribute properly.			04-165			Current Base


						All display changes and updates shall be made to the system dynamically, without requiring a system restart/failover.  			04-166			Current Base


						All displays within the system shall refresh dynamically when a change/update has been applied that affects any open displays; unless a point on a display has been selected for control or manual entry, i.e. the display change/update is applied after the display is unlocked.  			04-167			Current Base


						4.2.3    Display Utilities			04-168			NA


						4.2.3.1   Display Dump Utilities			04-169			NA


						A facility to dump displays to files shall be provided. The output file generated shall be suitable for printing in a readable format. This file shall also be used to reload the displays into the system. 			04-170			Current Base


						Dumping and reloading of displays shall be provided for individual displays, display libraries, individual applications, or an entire application system.			04-171			Current Base


						Dumping and reloading of displays shall be a part of the Display Management System and shall not affect the operation Display Editor or the operational system.			04-172			Current Base


						4.2.3.2   Display Management Tools			04-173			NA


						The Vendor shall provide methods to list display/application cross-references.  There shall also be a method to search for displays referencing a particular data point and a method to generate a list with all the displays where a specific data point is linked.			04-174			Current Base


						There shall be a tool to run a validation check on the display database and generate a report with all the possible errors or problems detected. Issues such as elements out of visibility ranges, incorrect linkages and sizing limits shall be presented as a result of this report.			04-175			Current Base


						4.2.3.3   Data Comparison Tool			04-176			NA


						The Vendor shall provide a tool to compare the Data Bases between the different SCADA/EMS environments. Although the systems in the different environments shall be kept synchronized by the DBMS, a tool shall be provided so system administrators can request a comparison between the databases in two systems.			04-177			Current Base


						The tool shall return any discrepancy or mismatch between the databases describing in details the nature of the mismatch as well as the DB points or displays affected.			04-178			Current Base


						This tool shall log like any other event the time, user ID and results of the execution and keep an output file with the details of its execution.			04-179			Current Base


						4.2.3.4   Display Conversion			04-180			NA


						The Vendor shall provide services to migrate existing SCL displays to the Vendor’s display standard.			04-181			Current Base


						SCL shall provide displays in the current SCADA system format.  The Vendor shall convert these displays (static picture and dynamic elements) and submit to SCL for review and acceptance. Once accepted, SCL shall take ownership of all displays and shall maintain the displays using the Vendor’s standard Display Generation and Maintenance facility.			04-182			Current Base


						The Vendor shall submit two alternatives for conversion and also provide information on prior experience at other clients for each of the alternatives.			04-183			Current Base








Section 5


						Technical Specification			ID			Conformance


						5.    Cyber security			05-001			NA


						5.1      General Requirements			05-002			NA


						The EMS shall have a high level of cyber security and utilize cyber security “best practices”. The proposed system must provide for a highly secure environment, which only allows authorized users to interact with the EMS and consequently with the SCL facilities.			05-003			Current Base


						A multi-level security strategy must be inherent in the design of the provided configuration including, as a minimum, the following:

              1.  Use of firewalls to only allow authorized users access into the EMS System LAN(s)
                   and computing environment.			05-004			Current Base


						2. Use of unique user name and password on all servers and workstations for general
     operating system user login.			05-005			Current Base


						3. Use of unique user name and password for login into the User Interface.			05-006			Current Base


						4. Use of Areas of Responsibility and Console Partitions to allow control, monitoring, and
     viewing for authorized users and disable such capability of unauthorized users.			05-007			Current Base


						 5. If using a Web-based User Interface, disable use of all control functions from the Web
      based User Interface.			05-008			Current Base


						 6. All user accounts shall be compatible with a LDAP-type provisioning system.			05-009			Current Base


						7. Use of generic or shared user accounts shall not be permitted.			05-010			Current Base


						5.2       NERC Critical Infrastructure Protection Standards (CIP)			05-011			NA


						The EMS proposed by the Vendor shall be compliant with all applicable NERC CIP Standards. SCL understands that it is not the Vendor’s responsibility to ensure compliance, but, the Vendor shall propose a solution that addresses the following CIP requirements unless a more restrictive requirement has been specified in this specification:

                   1.  CIP-003–R6 Security Management Controls – Change Control and Configuration
                         Management.			05-012			Current Base


						    2.  CIP-005-R1 Electronic Security Perimeter(s) - Electronic Security Perimeter.			05-013			Current Base


						    3.  CIP-005-R2 Electronic Security Perimeter(s) – Electronic Access Controls.			05-014			Current Base


						    4. CIP-005-R3 Electronic Security Perimeter(s) – Monitoring Electronic Access.			05-015			Current Base


						    5. CIP-007-R1 Systems Security Management – Test Procedures.			05-016			Current Base


						    6. CIP-007-R2 Systems Security Management – Ports and Services.			05-017			Current Base


						    7.  CIP-007-R3 Systems Security Management – Security Patch Management.			05-018			Current Base


						    8.  CIP-007-R4 Systems Security Management – Malicious Software Prevention.			05-019			Current Base


						    9. CIP-007-R5 Systems Security Management – Account Management.			05-020			Current Base


						 10. CIP-007-R6 Systems Security Management – Security Status Monitoring.			05-021			Current Base


						 11. CIP-009-R4 Recovery Plans for Critical Cyber Assets – Backup and Restore.			05-022			Current Base


						As part of the proposal, the Vendor shall provide documentation describing how the proposed system configuration and software addresses the requirements listed above.  This documentation shall include descriptions of any 3rd party products necessary to achieve compliance.  The Vendor shall be responsible for the integration of these additional products into the system.			05-023			Current Base


						5.3       User / Account Management			05-024			NA


						5.3.1        Default and Well-Known Accounts			05-025			NA


						The Vendor shall provide a list of accounts that are recommended to remain active and those that can be disabled, removed, or modified. SCL shall review this list, modify if necessary, and provide written approval.			05-026			Current Base


						The Vendor shall disable, remove, or modify all the accounts pursuant to the approved recommendation prior to the start of FAT.			05-027			Current Base


						Once changed, new accounts shall not be published except that the new account information and passwords shall be provided by the Vendor via protected media. Prior to the start of FAT, the Vendor shall provide a documented procedure that provides detailed steps to change all default system and application passwords.			05-028			Current Base


						All default system and application passwords shall be changed prior to connecting the system to the SCL network. In addition, the passwords for these accounts shall be changed 7 days prior to placing the system into production. Additionally, SCL shall have the ability to change these passwords on demand.			05-029			Current Base


						5.3.2      User Session Management			05-030			NA


						The EMS shall employ the strongest encryption method commensurate with the technology platform and response time constraints.			05-031			Current Base


						All communication of user credentials shall not be transmitted in clear text.			05-032			Current Base


						The EMS shall not provide any auto-fill functionality during operating system login, or allow anonymous logins			05-033			Current Base


						The EMS shall provide the ability to enable/disable auto logout and timeout settings for any user.			05-034			Current Base


						The ability to generate a report of all users shall be provided with information such as last login, last password change, date of next password change, and account status as a minimum. (e.g., active, inactive, locked, etc.).			05-035			Future Base


						5.3.3      Single Sign-On			05-036			NA


						It shall be possible to configure any console for single sign-on capability.			05-037			Current Base


						When a user logs into the operating system, authentication shall also apply to all EMS applications. If the Vendor is unable to provide this functionality, caching of the users application credentials shall be a suitable alternative.			05-038			Current Base


						If caching is utilized, it shall be configurable on a user-by-user basis.			05-039			Current Base


						5.3.4       Authentication Policies and Management			05-040			NA


						The EMS shall provide a central repository, such as a LDAP service, to authenticate users for all systems and applications. Such system shall reside within the EMS network.			05-041			Current Base


						This system shall allow for, at a minimum, selection of password length, frequency of change, setting of required password complexity, number of login attempts, inactive session logout, screen lock by application, and denial of repeated or recycled use of the same password.			05-042			Current Base


						At the time of system delivery, the following requirements shall be utilized. The Vendor shall identify any instances where the following password requirements cannot be enforced by the operating system or application.			05-043			Current Base


						5.3.4.1      Password Strength 			05-044			NA


						Null (blank) passwords are strictly prohibited.			05-045			Current Base


						Passwords must be a minimum of eight (8) characters in length.			05-046			Current Base


						Passwords may not solely comprise proper names or dictionary words.			05-047			Current Base


						Passwords must use characters from all of the following categories: alpha, numeric and “special” characters.			05-048			Current Base


						Provide password dictionary that allows for keywords to be disallowed.			05-049			Current Base


						5.3.4.2   Password Age 			05-050			NA


						SCL shall have the ability to set password aging requirements on a per user or per group basis.  			05-051			Current Base


						SCL shall have the ability to set password history requirements on a per user or per group basis.			05-052			Current Base


						SCL shall have the ability to set password notifications requirements on a per user or per group basis.			05-053			Current Base


						5.3.4.3   Password Uniqueness 			05-054			NA


						SCL shall have the ability to set password uniqueness requirements on a per user or per group basis based on their current Password Policy.			05-055			NA


						No default passwords may be used.			05-056			Current Base


						5.3.4.4   Account Lockout			05-057			NA


						SCL shall have the ability to set account lockout policies on a per user or per group basis.  An event shall be logged to the Central Logging System as described in Section 5.5 Central Logging of this document.			05-058			Current Base


						5.3.4.5         Password Protection			05-059			NA


						Application passwords shall not be stored inside of an application (“hard-coded”).			05-060			Current Base


						Application passwords shall not be retained between sessions nor auto-fill functionality be enabled.			05-061			Current Base


						Application passwords shall be encrypted and stored in a system-protected password file that can be accessed as needed by the application, and only by the application.			05-062			Current Base


						The EMS shall ensure that all users have unique user accounts and that no generic accounts shall be utilized.			05-063			Current Base


						All passwords shall not be stored electronically or in Vendor supplied hardcopy documentation in clear text unless the media is physically protected.			05-064			Current Base


						5.3.5       Account Auditing and Logging			05-065			NA


						The EMS shall provide a mechanism to log account activity that is auditable.			05-066			Current Base


						The EMS shall time stamp, encrypt, and control access to audit trails and log files.			05-067			Current Base


						The EMS shall forward all audit trail information to SCL’s Central Logging system via Syslog or SNMP entry.			05-068			Current Base


						The EMS shall provide  a forensics account auditing tool for any cases where the auditing information cannot be forwarded to the Central Logging system.			05-069			Current Base


						5.3.6         Role-Based Access Control			05-070			NA


						The EMS shall provide for user accounts with configurable access and permissions associated with the defined user role and shall adhere to least privileged permission schemes for all user accounts.			05-071			Current Base


						The Vendor shall verify that under no circumstances shall users be able to escalate privileges without logging into a role with higher-privileges first.			05-072			Current Base


						The EMS shall provide a mechanism to allow modification of users(s) role associations.			05-073			Current Base


						5.4         System Hardening			05-074			NA


						The Vendor shall provide documentation detailing all applications, utilities, system services, ports, scripts, configuration files, databases, and all other software required and the appropriate configurations, including revisions and/or patch levels for each of the computer systems associated with the EMS. This documentation shall indicate which of these items are required for normal operation and/or emergency operation.			05-075			Current Base


						The Vendor shall also verify and document that all services are patched by the latest patches released by the various vendors, e.g. OS, Oracle, Hardware manufacturers. The Vendor shall describe the process for keeping the SCADA/EMS system up to date with the latest patches.  For patches that cannot be applied, the Vendor shall provide recommended actions to mitigate the vulnerability.  			05-076			Current Base


						The Vendor shall provide notification of all known vulnerabilities affecting Vendor supplied or required OS, application, and third-party software within a mutually agreed timeframe and contractually defined timeframe after public disclosure.  			05-077			Current Base


						The Vendor shall remove and/or disable all software components that are not required for the operation and maintenance of the system.  Prior to the removal or disabling of these components, the Vendor shall provide the list of proposed impacted software components for SCL to review and approval.			05-078			Current Base


						The Vendor shall provide documentation on any and all components that are removed and/or disabled.			05-079			Current Base


						The Vendor shall configure all EMS systems and applications with least privilege concept. The Vendor shall document that changing or disabling access has been completed.  			05-080			Current Base


						The Vendor shall provide hardened baseline images for all unique system configurations provided in the EMS.			05-081			Current Base


						These images shall be established prior to configuration of the EMS systems and shall be used for configuration of all EMS systems.			05-082			Current Base


						If changes are required to the approved baseline images, the Vendor shall document the requested changes.  No changes to the baseline images shall occur without written approval from SCL.  After approval is received, the Vendor shall implement the changes and provide new baseline images to SCL.			05-083			Current Base


						5.5      Central Logging			05-084			NA


						The Vendor must utilize SCL’s existing logging system. SCL desires that all logs be sent to this existing system via a Syslog or SNMP message.			05-085			Current Base


						The EMS shall provide a method to permit the forwarding of logs and events from systems and applications to the SCL logging system. These logs and/or events shall include, at a minimum, the following:

       1. Application, security, and system messages from all operating systems. Auditing shall be
           enabled for the following:

                          a. User Login/Logout
                          b. Account Management 
                          c. File and Object Access
                          d. Process Tracking
                          e. Anti-Virus and anti-malware
                          f. Failed access attempts and failed login attempts			05-086			Current Base


						      2. Web Server logs			05-087			Current Base


						      3. RDBMS Logs			05-088			Current Base


						      4. User actions including, but not limited to, the following:

                         a. Login/Logout
                         b. Database changes/updates
                         c. Failover initiation
                         d. Enabling and disabling of devices
                         e. Starting and stopping of EMS applications
                         f. User account management
                         g. AOR changes and management
                         h. Display changes/updates			05-089			Current Base


						      5. Audit log generated by the EMS Management and Monitoring system outlined in System
          Services (Section [3 – System Software]) of this Technical Specification.			05-090			Current Base


						      6. HISR audit logs (excluding PI Historian).			05-091			Current Base


						       7. Other logs and messages specified elsewhere in this specification.			05-092			Current Base


						5.6     Configuration Change Detection			05-093			NA


						SCL has deployed Tripwire Enterprise V8.  All systems shall have the Tripwire agent installed where available.  The Vendor shall notify SCL of any concerns with deployment of this software on the systems.			05-094			Current Base


						The software will be configured to monitor key files for changes.  The Vendor shall work with SCL to identify Vendor application files that should be monitored due to criticality to the system operation.			05-095			Current Base


						5.7     Antivirus and Malware Software			05-096			NA


						SCL currently utilizes SOPHOS for Anti-Virus and Malware protection; however, the Vendor shall recommend Malware software for all EMS systems based on past experience. SCL may purchase the recommended software or deploy their existing SOPHOS agents.			05-097			Current Base


						In the event that Anti-Virus and Malware security software components cannot be deployed on the system, the Vendor shall provide an explanation, as part of this proposal, as to why and what mitigating actions can be implemented. In addition the Vendor shall provide letters on Vendor’s letterhead which will be utilized for filling CIP Technical Feasibility Exceptions prior to the system being delivered.			05-098			Current Base


						5.8    Patch Management			05-099			NA


						The Vendor shall provide the results of all patch testing, validation, mitigation, and the source or sources of the patches to SCL as outlined in the Section 17 – System Maintenance of this Technical Specification.			05-100			Current Base


						The Vendor shall provide mitigation strategies when a patch(es) cannot be applied.			05-101			Current Base


						SCL currently uses the existing EMS Vendor personnel for deployment of patches to the environment.  SCL would like to continue this with the new EMS.  The Vendor shall inform SCL if they can offer this service.			05-102			Current Base


						The Vendor shall provide documentation and updated baseline configurations when patches are applied.  			05-103			Current Base


						The Vendor must provide a mechanism for implementing patches while maintaining system availability.			05-104			Current Base


						5.9     Firewall Management			05-105			NA


						The Vendor shall provide documentation describing all EMS traffic that must transverse any of the firewalls supporting the EMS networks. At a minimum, the documentation must detail the following:

              1.   Source System(s)			05-106			Current Base


						              2.  Destination System(s)			05-107			Current Base


						              3.  Source Port(s)			05-108			Current Base


						             4.  Destination Port(s)			05-109			Current Base


						             5.  Detailed description of data being transmitted			05-110			Current Base


						             6.  Need for such traffic.			05-111			Current Base


						In order to minimize the exposure to any rules created in the firewalls, the Vendor shall lock down all communications to a single or small range of network ports.			05-112			Current Base


						In order to minimize the exposure to any rule created in the firewall, the Vendor shall lock down the network segment to only allow the devices which need to communicate on the specified ports to access.			05-113			Current Base


						SCL will provide the firewalls and will configure the rules based on the information above and other specific SCL requirements that will be shared with the wining vendor.			05-114			Current Base


						5.10        Network Port Management			05-115			NA


						The Vendor shall provide documentation describing all the logical IP ports and port ranges or services where needed to handle dynamic ports of all network attached devices (including servers, workstations, appliances and third party equipment) utilized by the EMS system.  This documentation shall be on a per device basis and shall indicate if the device has no provision for disabling or restricting logical ports.  At a minimum, the documentation must detail the following:

             1.  Server or Appliance Name.			05-116			Current Base


						             2. Open port(s)			05-117			Current Base


						             3. Software process that is bound to the port.			05-118			Current Base


						             4. Need for such port to be open.			05-119			Current Base


						5.11      NIST Compliance			05-120			NA


						The Vendor shall document, as part of their proposal, how the EMS meets the requirements as outlined in NIST standard SP800-53. If there are areas of the standard that are not met; the Vendor shall outline what must be done, as part of this specification, to meet the requirement. This may include the purchase of third-party software or changes to the EMS design.			05-121			Current Base


						5.12       Additional Security Requirements			05-122			NA


						The Vendor shall provide the ability to implement the following security features with the system:

                   1.  Secured DNP3			05-123			Current Base


						                   2.  Secured ICCP			05-124			Current Base


						                   3.  SSH V1 and V2			05-125			Current Base


						                   4.  IPSEC			05-126			Current Base


						                   5.  SSL			05-127			Current Base


						                   6.  Tenable Network Security - Security Center PVS Agent			05-128			Current Base


						5.13       Remote Access			05-129			NA


						Vendor shall provide recommendations for accessing the system remotely. Including remote access for the vendor from their facilities after cutover, e.g. through dedicated environments inside a private secure perimeter for authorized support personnel.			05-130			Current Base


						5.14      ESP Documentation			05-131			NA


						Vendor shall provide documentation when future changes to the system that impact the ESP			05-132			Current Base








Section 6


						Technical Specification			ID			Conformance


						6.    Hardware Requirements			06-001			NA


						6.1    General Requirements			06-002			NA


						The hardware requirements specified in this section shall represent the minimum set of requirements for the EMS/SCADA hardware. The Vendor shall supply all necessary items required to satisfy the functional, availability, performance, and capacity requirements of this specification and to provide a fully functional system.			06-003			Current Base


						Although the Vendor is requested to include all hardware required to meet the requirements for the EMS/SCADA System, SCL reserves the right to evaluate the acquisition of any “off-the-shelf” hardware components separately. The Vendor and SCL will work to develop an agreed upon hardware procurement matrix prior to contract award and any impacts to the project will be identified during development of the matrix.			06-004			Current Base


						The Vendor shall provide a hardware configuration that utilizes industry standard hardware rather than propriety hardware. All hardware components shall be new and conform to industry standard quality requirements.			06-005			Current Base


						The Vendor shall, immediately prior to the start of FAT, identify all firmware and field changes that have been released by the equipment manufacturer since the original hardware delivery. The Vendor and SCL shall review this list and develop a mutually agreed upon subset of changes that shall be applied by the Vendor to the hardware. The Vendor shall apply these changes prior to the start of FAT.			06-006			Current Base


						Any hardware that requires certification before being placed under a maintenance contract shall be inspected by the appropriate equipment manufacturer’s service provider. The Vendor shall be responsible for identifying which equipment requires certification and for scheduling/coordinating this inspection at SCL’s facilities prior to the start of SAT			06-007			Current Base


						Vendor provided hardware shall utilize redundant power supplies and redundant fans, if available. This includes, but not limited to:
        Servers
        Storage Systems 
       Equipment Enclosures
			06-008			Current Base


						Vendor shall provide the ability for all redundant equipment to be located in separate cabinets			06-009			Current Base


						6.2       Servers			06-010			NA


						The Vendor shall provide all server equipment necessary to meet the requirements of this specification.			06-011			Current Base


						SCL will evaluate the equipment proposed before to determine if they will be part of the deliverables			06-012			Current Base


						This includes, but is not limited to, the following:

         Processor speeds and quantities
         Memory requirements
         Storage requirements
        Network Interface speed and quantity
			06-013			Current Base


						SCL shall be able to field upgrade or replace any server hardware to accommodate system expansion or implementation of improved technologies. There shall be no requirement for system or application software changes to accommodate the upgrade/replacement of server hardware			06-014			Current Base


						All servers shall provide for orderly shutdown of server operations in the event of power loss. The servers shall be configurable to automatically resume operation upon restoration of power supply.			06-015			Current Base


						All servers shall be rack mounted. The servers in each rack shall be accessible via a rack mounted Keyboard-Video-Mouse (KVM) switch or a rack mounted console dedicated to configure and manage the servers in the rack. 			06-016			Current Base


						SCL prefers architecture based in standalone servers for all the Critical functions in the system.  However, the vendor may propose the use of Virtual Servers for the Non-Critical functions in the EMS/SCADA system with documentation.

The utilization of Virtual Servers should be clearly delineated in the specification response and include details as to the criticality of the hosted applications.			06-017			Current Base


						6.3   Storage Devices			06-018			NA


						Any disk arrays utilized within any storage system or server shall utilize hardware-based RAID configurations. The RAID level utilized shall be appropriately configured to balance availability and performance of the storage system. However, at a minimum, RAID1 shall be utilized.			06-019			Current Base


						All disks shall be capable of being “hot-swappable” to permit change out of failed devices without taking the storage system or server offline			06-020			Current Base


						The Vendor shall propose its standard preferred solution for SCL’s evaluation.			06-021			Current Base


						6.4   Backup Devices			06-022			NA


						The EMS system shall include suitable backup and restore devices and media units to satisfy the requirements describes in Section 3.2.3.			06-023			Current Base


						The Vendor shall consider the sizing and performance requirements to propose the backup devices and the media to be used (LTO, Tape Library, NAS, etc..).			06-024			Current Base


						6.5    Local Aerea Network			06-025			NA


						The Vendor shall specify all network equipment needed to support the networks defined in its solution for the EMS.			06-026			Current Base


						SCL has standardized its network infrastructure using Cisco devices. SCL will provide the Distributed Network Switches/Routers and Firewall needed for the proposed solution. The delivery of the network infrastructure is then Out of the Scope of this project.

Vendor shall include in its proposal the complete networking needs for its solution and detail the requirements and/or types of devices recommended for use in the solution.			06-027			Current Base


						All servers and user interface consoles shall be redundantly connected to their associated environment’s network and utilize the hardware Vendor’s adapter “teaming” technology. Other EMS/SCADA equipment shall also be redundantly connected where supported by the manufacturer. The NIC failover shall occur within a time period that will not affect the operation of the system or the local server.			06-028			Current Base


						6.6    Equipment Racks			06-029			NA


						The Vendor shall provide standard 19 inch, 42 U server racks for mounting of all non-console related equipment (as per SCL’s specifications). The Vendor shall also be responsible for layout and mounting of the equipment in the provided racks.			06-030			Current Base


						The supplied racks, at a minimum, shall meet the following requirements:

           1. Racks shall be floor mounted with front and rear access to hardware and wiring.
			06-031			Current Base


						           2. Racks shall be certified to comply with NEBS GR-63-CORE (Seismic Zone 4) standards			06-032			Current Base


						           3. Wiring within enclosures shall be neatly arranged and securely fastened to the rack. Wiring
               between all stationary and moveable components, such as wiring across hinges or to components
               mounted on extension  slides, shall allow for full movement of the component without binding or
               chafing of the wire			06-033			Current Base


						           4. Cable entry to the rack shall be from the top and/or bottom			06-034			Current Base


						           5. Rack shall be cooled by drawing air from the room. There shall be no requirement to provide
               directedcooling to the rack			06-035			Current Base


						          6. Provide grounding lugs for connection to the computer room ground grid			06-036			Current Base


						          7. A safety ground shall be provided within each rack in accordance with the National Electrical Code.
              This safety ground shall be connected to the ground wire of the ac power input			06-037			Current Base


						Wherever operating voltages in the hardware exceed 50 volts, the hardware shall be covered or shielded from accidental contact and shall be labeled accordingly.			06-038			Current Base


						Although the networking devices will be provided by SCL the proposed enclosures shall have space to host that equipment where applicable. The Vendor should consider the engineering of the enclosures as if they were providing all the equipment. The details of the enclosures configuration will be discussed and agreed during the SOW as part of the overall architecture of the hardware configuration of the system.			06-039			Current Base


						6.7     Equipment Identification			06-040			NA


						All assemblies in the system shall be clearly marked with the manufacturer's part number and serial number.  			06-041			Current Base


						6.8   Cable & Cabling Identification			06-042			NA


						The Vendor shall supply all cabling between systems provided with the EMS/SCADA except for the LAN connections to the user interface consoles. SCL shall be responsible for these connections. All cables shall be labeled with a cable number and indicators for the end point terminations. SCL will provide the coloring scheme for the cables.			06-043			Current Base


						No intermediate splices or connections shall be used and all terminations shall be entirely within the enclosures.			06-044			Current Base


						The Vendor shall provide a detailed drawing or visual of the cabling to SCL prior to shipping of the hardware.			06-045			Current Base


						6.9   Network Time & Frequency			06-046			NA


						Redundant time and frequency hardware shall be included as part of the SCADA/EMS system solution. SCL would prefer the Vendor to use the Hopf GPS Time and Frequency source that currently owns.

If the Vendor decides to offer as part of its proposal another Time Source it has to detail the reasons in its response.

In any case the SCADA/EMS shall, at a minimum provide the capabilities and satisfy the requirements as follow:			06-047			Current Base


						The EMS/SCADA shall be configured to automatically utilize another time and frequency device in the event the primary device is lost, In other words, the system shall take advantage of the redundancy provided by dual Time Sources.			06-048			Current Base


						This system shall determine Universal Coordinated Time (UTC), power system time, time deviation, power system frequency, power system frequency deviation and local time. The UTC shall be obtained from the GPS satellite constellation. The time receiver shall include propagation delay compensation to provide an overall accuracy of ±1.5 ms. It shall be permissible to include an offset to permit correction to local time			06-049			Current Base


						If the reference time signal from the GPS satellites is lost, the internal time base shall be utilized and shall have a stability of 1 ms per hour or better. Upon return of the GPS time source, the time shall return to within ±1.5 ms of UTC within five minutes			06-050			Current Base


						The local frequency input shall be separate from the time and frequency facility's power input. SCL will provide 120V service to each time and frequency device.			06-051			Current Base


						6.10   Mapboard Interface			06-052			NA


						The Vendor shall provide an interface to drive the current Simatic S5 Mapboard controller installed at SCL. This interface shall be able to issue the needed messages to turn the dual colored Mapboard lamps on or off and utilize quick (2Hz) and slow (1Hz) flashing by assigning them to status values including assigned attributes  (e.g. “not acknoledged”) in the SCADA/EMS Data Base.

Additional information about this interface is provided in Appendix C of this specification.
			06-053			Current Base


						The mapping of the Mapboard lamps to the DB points shall be in the system DB and not using other external method.			06-054			Current Base


						The interface shall also provide a way for the Operator to “Test” all the Mapboard lamps at once by a single button or menu selection in the EMS UI.			06-055			Current Base


						The Vendor may propose a different interface or the use of a dedicated RTU to provide the same functionality.			06-056			Current Base


						6.11   Printers			06-057			NA


						The Vendor shall supply all printer hardware identified in Section 8 – User Interface and Table A.2-1 in Appendix A of this Technical Specification. All printers shall meet the following minimum requirements:

      • Direct LAN connection
      • Produce color output
      • Support paper sizes up to 11” x 17”
      • Utilize Laser Technology
     • Support Duplexing
			06-058			Current Base


						6.12   RTU Communications			06-059			NA


						The EMS/SCADA shall utilize redundant Front-End Processors (FEPs) responsible for managing communications with all RTUs over SCL provided voice-grade analog circuits or their equivalents.  

The future state of this infrastructure may migrate to an all IP network such as MPLS. The FEP must be able to accommodate an Ethernet connection to aggregate RTU communications over IP, whether it is DNP or an encapsulated version of the serial protocols identified in RTU Protocols, Section 9 - SCADA of this Technical Specification.
			06-060			Current Base


						SCL would preserve their current communications infrastructure of serial communication multiplexers connected to serial modems to handle the RTU and Intelligent Electrical Devices (IEDs) communications.
 
The EMS Front ends shall be able to support communications to the field devices and RTUs via direct connection to serial modems, using TCP/IP or through serial port multiplexers that can be connected to the servers via serial port or Ethernet. 

The current communication configuration is represented in Figure 2-2 of this technical specification.
			06-061			Current Base


						6.13   Other Equipment			06-062			NA


						The Vendor shall supply all other peripheral devices or equipment necessary for operation, software support, and maintenance of the EMS/SCADA			06-063			Current Base


						6.14   Power Distribution and Protection			06-064			NA


						All equipment placed in the operations control room (e.g., user interface consoles, video wall servers, printers, etc.) will be supplied from a single-phase 120V power source. This power source will be provided by SCL. 

SCL will also provide single-phase/phase-to-phase 120V/208V power for all EMS/SCADA equipment that will be located in the SCL’s data centers. Power will normally be supplied from an uninterruptible, conditioned source but may at times be supplied directly from the utility lines or backup generator. 
			06-065			Current Base


						SCL will supply two input power circuits to each Vendor supplied equipment rack or a single input power to other hardware as required. Each circuit will be terminated in a receptacle box. The Vendor shall recommend the appropriate circuit breaker type and size for each equipment rack.			06-066			Current Base


						The Vendor shall supply all power cabling from the equipment rack to the receptacle. Power cables from enclosures to receptacles for critical backroom equipment shall utilize twist-lock power plugs such as NEMA Type L5-20P; L6-30P or equivalent Type as appropriate for voltage and amperage.			06-067			Current Base


						The Vendor shall be responsible for power distribution within all equipment racks. The Vendor shall supply all circuit breakers, switches, and surge protection necessary to protect the hardware, excluding only the power input circuit breakers to be provided by SCL.			06-068			Current Base


						6.15   Environmental			06-069			NA


						6.15.1  Space Requirements			06-070			NA


						All computer room and control room facilities will utilize a raised floor with removable panels. The Vendor shall include, as part of the proposal, a layout of all Vendor provided equipment to be installed in each computer room. This layout shall provide SCL with an understanding of the minimum space required for the computer room equipment at each location			06-071			Current Base


						6.15.1   Computer Environment			06-072			NA


						Most hardware Vendors provide requirements for environmental conditions such as minimum and maximum temperatures, humidity, etc. The Vendor shall provide SCL with all of the environmental requirements for equipment being delivered with the EMS/SCADA			06-073			Current Base


						It will be SCL’s responsibility to provide the adequate environment (according to the hardware Vendor’s requirements) for all hardware once it has been delivered to SCL. Before delivery, the Vendor shall provide the adequate environment for all hardware			06-074			Current Base








Section 7


						Technical Specification			ID			Conformance


						7.    Historical Information Storage and Reporting			07-001			NA


						7.1       System Component			07-002			NA


						The Historical Information Storage & Reporting (HISR) system part of the SCADA/EMS solution shall provide the functions and capabilities to allow collection and storage of data for use in calculations, analysis, playback and reporting. The HISR system shall be designed to service a large number of information-seeking users while, at the same time, ensuring that both the security and performance of the EMS are not affected.			07-003			Current Base


						SCL plans to continue using its corporate data storage infrastructure based on OSISoft PI and ORACLE systems to support data warehouse capabilities. The SCADA/EMS system shall provide interfaces to the PI and ORACLE system to transfer the selected data as described in Section 11, External Interfaces, of this specification. 			07-004			Current Base


						7.1.1  General Requirements			07-005			NA


						The Vendor shall provide all processes and functions necessary to accommodate long-term archival storage and retrieval of information as produced by the EMS. Any data value in the EMS shall be available for collection and retention by the HISR on either a cyclic or on-demand basis			07-006			Current Base


						Appendix A, Table A-5.1, HISR Data Storage, provides the sizing and retention requirements for the SCADA/EMS.			07-007			Current Base


						Only authorized/designated SCADA/EMS users shall be able to access HISR functions, review historical information, and edit information from any system console.			07-008			Current Base


						HISR data shall also be accessible by authorized Remote User through the provided DMZ HISR services.			07-009			Current Base


						The collection process shall support the spooling of collected data in the event that the historical storage system is unavailable.  No recorded data in the HISR shall be lost due to any EMS failure of any duration.			07-010			Current Base


						The information shall be stored in the HISR without truncation, compression, or loss of precision. It shall also be possible to store the associated quality flags for the collected EMS data.			07-011			Current Base


						It shall also be possible to view historical data associated with points that have been subsequently removed from the system’s real-time database.			07-012			Current Base


						7.1.2   Historical Database Management System			07-013			NA


						The HISR database shall have a relational structure and be a commercially available product compliant with Open Database Connectivity (ODBC). The Vendor then shall provide a Relational Database Management System (RDBMS) as part of their HISR.			07-014			Current Base


						SCL prefers the HISR to be based on one of its accepted standards RDBMS: Oracle 11.g or MS SQL/Server 2008. The Vendor shall indicate the RDBMS used in its base standard configurations and if support for the preferred solution by SCL represents a customization or deviation from its certified solution.			07-015			Current Base


						The HISR system provided shall employ a high availability configuration for the RDBMS that shall be accessible even in the event the EMS is unavailable. Within the EMS environment, the RDBMS shall be running on separate and redundant servers.  			07-016			Current Base


						As indicated in Figure 2.4, Conceptual Architecture, the EMS solution shall include HISR components in the production, QAS and PDS environments as well as maintaining a dedicated HISR system in the DMZ.			07-017			Current Base


						The Vendor shall ensure that all RDBMS systems supplied as part of the EMS solution remain synchronized. The performance requirements of this synchronization are detailed in Appendix B, Table B.2-1, Configuration Management Performance].			07-018			Current Base


						Authorized users may be able to use standard RDBMS tools to access this data for forms, reports, decision support, and any third party application with an ODBC gateway. 			07-019			Current Base


						The Vendor shall provide standard tools and utilities necessary to manage the RDBMS. These tools shall be the standard utilities provided by the RDBMS vendor and shall include the ability to monitor and manage RDBMS resources and availability.   			07-020			Current Base


						7.2   Collection Definitions and Methods			07-021			NA


						The system shall provide the capability for a system administrator to define individual data points or groups of data to be captured by the HISR functions and processes.			07-022			Current Base


						The definition of these groups and EMS data points to be collected into the appropriate historical storage system(s) shall be completed using the Source Database.			07-023			Current Base


						At a minimum, the user shall be able to specify the following for each group of data:

         1. EMS information to be collected
			07-024			Current Base


						         2. Automatic collection
                  a. Periodic
                  b. Exception based
                  c. Event driven
			07-025			Current Base


						       3. Availability for user demanded collection			07-026			Current Base


						       4.  Additional data processing (e.g., calculations, summarizations, etc.) prior to storage			07-027			Current Base


						       5.  Destination(s) of collected data			07-028			Current Base


						7.2.1  Data Types			07-029			NA


						Applications executing on the EMS system shall collect and store to the HISR system many types of data. Types of application data collected into the HISR system may include: 

       1. Real Time data value changes 
              a. Analogs
              b. Status 
              c. Accumulators
			07-030			Current Base


						      2.  Sequence of Events (SOE)			07-031			Current Base


						      3.  Alarms and Events			07-032			Current Base


						      4.  Data acquisition data logs			07-033			Current Base


						      5.  Computer system messages			07-034			Current Base


						      6. Application data as appropriate:
           a. Save Cases
           b. Execution parameters
           c. Application results (e.g. state estimator results)
			07-035			Current Base


						The HISR system shall be able to collect and store any type of data that is available in the EMS system.			07-036			Current Base


						7.2.2   Alarm and Events 			07-037			NA


						The EMS shall provide the tools to facilitate the storage and retrieval of alarms and events.			07-038			Current Base


						The HIRS shall be used for storage of alarms and events and tools shall be provided for users to retrieve data from this database to review historical alarms and events.			07-039			Current Base


						Section 7.9.2 identifies some of the characteristics of the retrieval functionality required for alarms and events for reporting.			07-040			Current Base


						7.3   RDBMS Data Archiving & Retrieval			07-041			NA


						The HISR database shall be an RDBMS consisting of application specified tables that contain historical data, and the information used to manage those tables. Each table that contains historical data may use the following management options: retention, future instancing, and archiving.			07-042			Current Base


						The ability to preserve historical data across database changes shall be provided.  This includes mapping of data from old reference names to new reference names.			07-043			Current Base


						Tables that contain historical data should maintain a predictable size in order to keep from growing beyond the storage capacity of the RDBMS server. Each table, therefore, shall register with the historical subsystem either the time period over which the data is retained for that table, or the maximum number of rows that are to be maintained in the table.			07-044			Current Base


						Management services shall be provided to keep the table within the bounds defined or to extend the bounds as necessary.			07-045			Current Base


						An archiving facility shall be provided to transfer historical data to files (which can be transferred to offline storage) prior to deletion by truncation from the HISR application tables.			07-046			Current Base


						The archival function shall provide flexibility, allowing the archive file to contain information in addition to the source table, allowing the removal of commercially sensitive data columns before archiving, formatting the data in ways that may be used by third-party processors (such as spreadsheets), and/or formatting the data in a way compatible with archive restoration.			07-047			Current Base


						Data that has been archived shall be able to be restored to the HISR system, and the mechanism and tools to perform the restoration process shall be provided.			07-048			Current Base


						7.4  Time Reconciliation			07-049			NA


						Historical data shall be stored and managed based on a timestamp in Universal Time Coordinated (UTC). For the purposes of display and calculations, data shall be converted to the local time zone.			07-050			Current Base


						All form applications shall take into account daylight savings time changes when displaying data in order to show the correct number of hours in a day.			07-051			Current Base


						Calculation of totals and averages shall be such that no data is lost on either long or short days.			07-052			Current Base


						7.5   Sizing & Performance			07-053			NA


						For the purpose of computer and memory sizing, the EMS shall be capable of storing the information listed in Appendix A, Table A.5-1, HISR Data Storage. The Vendor shall define the system dimensions and storage capacity considering the requirements in this specification.			07-054			Current Base


						Sufficient capacity shall also be provided to extract and store the data needed for a query when that query covers the maximum number of retention days for the highest periodicity data retained.			07-055			Current Base


						Online storage is defined as the set of data that is available to users within the response times as defined in Appendix B, Table B.3-1, User Interface Response and Table B.2-1, Configuration Management.			07-056			Current Base


						7.6  Analytics			07-057			NA


						The HISR shall support the ability to define calculations that can be executed periodically against any data stored in the historical database. These calculations shall be written and scheduled using provided system tools.			07-058			Current Base


						Calculations may be executed on demand or by trigger to recalculate other values based on changes to data.			07-059			Current Base


						At minimum, the following calculations shall be supported:

       1. Snapshot In Time
                 a. Algebraic Operations
                          1. Arithmetic Operations: +, -, /, *
                          2. Integer
                          3. Exponential
                          4. Sin, cos, tan (radians or degrees)
                          5. Arc sin, arc cos, arc tan (radians or degrees)
                          6. Square root
                          7. Absolute value
                          8. Exponentiation
               b. Conditional testing using
                           i. >, , =, ±, , <
                          ii. IF, THEN, ELSE
               c. Boolean operations
                           i.   AND
                          ii.  OR
                         iii. NOT
                         iv. XOR
			07-060			Current Base


						      2. Multiple Samples Over Time - Statistical measures (e.g., minimum, maximum, average, mean,
          standard deviation) and totals for a user selected time period.			07-061			Current Base


						All calculated data shall include a Quality Code derived from the quality codes of the data used in the calculation.			07-062			Current Base


						The HISR shall support the same Quality Code propagation rules defined in the real time (production) environment for calculated values.			07-063			Current Base


						7.7   Data Access			07-064			NA


						7.7.1   Function Access			07-065			NA


						The HISR system shall provide an interface to other commercially available software packages such as spreadsheets, word processors, report generators, and other RDBMS products via the latest standard SQL data requests or ODBC drivers.			07-066			Current Base


						Information retrieved from HISR shall be able to be imported into PC-based applications such as Microsoft Office			07-067			Current Base


						7.7.2   User Access			07-068			NA


						The HISR function shall provide a convenient way for users to view, and by means of a data entry procedure, modify data and quality codes stored in the RDBMS. The HISR User Interface shall be consistent with the Vendor-supplied GUI for the EMS.			07-069			Current Base


						In addition, standard reporting tools, the capability to use ODBC connectivity to access the historical information shall be provided.			07-070			Current Base


						Only authorized/designated EMS users shall be able to access HISR functions and review or edit any information in the HISR system.			07-071			Current Base


						User access permissions to the HISR database shall be maintained by Administration personnel.			07-072			Current Base


						External (outside the control ESP) users, also called Remote Users, with proper authority, shall be able to directly access the HISR system in the DMZ where a copy of the Production HISR instance is available. SCL prefers that this access be provided utilizing a Web-based interface.			07-073			Current Base


						7.7.3   Data Modification			07-074			NA


						It shall be possible, for authorized users, to enter or override data for any particular historical point for any particular time of storage in the HISR.  			07-075			Current Base


						Only the production HISR shall allow edition of data. The HIST DMZ shall be defined as a “view” only instance.			07-076			Current Base


						Edited historical data shall be given a special data quality so they can be easily identifiable. 			07-077			Current Base


						The system shall recalculate any value affected by the user’s change, that is, values that use that data point as a component part of a formula.			07-078			Current Base


						An audit trail of all changes made to the HISR database shall be maintained and made available for display and printout. This audit trail shall identify every change made to the HISR database content and structure, the time and date of the change, and the Login ID of the user making the change.			07-079			Current Base


						The audit trail shall include both before and after values of all content and structure changes.			07-080			Current Base


						Printouts and displays of the audit trail event report shall be available in formats sorted by period (from date/time to date/time), and by Login ID of the user making the change.			07-081			Current Base


						Unique Object ID will be used for Historian data			07-082			Current Base


						7.8   Historical Data Playback			07-083			NA


						The user shall be able to view recorded real-time data utilizing the EMS displays.  Procedures for selecting recorded the data to be used by time shall be provided.			07-084			Current Base


						Users shall be able to playback for any period of time that data has been recorded.  Displays shall have a clear visible indication that it is being used for such playback.			07-085			Current Base


						The HISR shall provide the capability to store “cases” with all the information, real-time, outages and application, needed to run scenarios with archived data in Study Mode and the Operating Training Simulator (OTS).			07-086			Current Base


						Users with authority shall be able to select a period of time in history to load into Study Mode to replay, analyze, modify and study what was stored in the system at that time. 			07-087			Current Base


						Similarly the user shall be able to use an HISR “save case” to initiate an OTS scenario.			07-088			Current Base


						The Vendor shall identify if there are any restrictions to the period of time that can be loaded into the playback area.			07-089			Current Base


						7.9   Reports			07-090			NA


						As part of the EMS, the solution shall include reporting capabilities and tools to facilitate the definition and management of different types of reports that can be generated.			07-091			Current Base


						Operators shall be able to define filters to limit the information selected for the report. All reports shall be able to be produced, at the minimum, by any of these criteria:

      • By Division
      • By District
      • By Area of Responsibility 
      • By substation
      • By feeder
      • By user			07-092			Current Base


						All reports shall be able to be printed and/or exported to MS Word and/or MS Excel. The performance requirements for the generation of the reports in the system are included in Appendix B, Table B-3.1 of this specification			07-093			Current Base


						7.9.1   Standard Reports			07-094			NA


						The Vendor shall provide all the RDBMS report building tools. These tools shall support ad-hoc as well as periodic and on demand reports and capable of generating complex reports.			07-095			Current Base


						It shall be possible to manage development of defined reports with the source control system established for the EMS development system.			07-096			Current Base


						There shall be no restrictions, outside of user permissions, as to where a report may be displayed, printed or sent through an industry standard messaging system.			07-097			Current Base


						7.9.2   Alarm and Event Message Reporting			07-098			NA


						The Vendor shall provide a method for users to query historical alarm and event information stored in HISR. The method provided shall support sorting, filtering and searching. 			07-099			Current Base


						The following filtering and/or search criteria, at a minimum, shall be supported:

               1. Date and Time (start/stop)
			07-100			Current Base


						               2. Priority			07-101			Current Base


						               3. Point Type (e.g. status, analog, accumulator)			07-102			Current Base


						               4. Point Name			07-103			Current Base


						               5. Station ID			07-104			Current Base


						               6. Feeder ID			07-105			Current Base


						               7. Device Type (e.g. reclosers, breakers)			07-106			Current Base


						               8. Region			07-107			Current Base


						               9. AOR  			07-108			Current Base


						            10. Message Type (e.g. Uncommanded Change)			07-109			Current Base


						            11. Message Description or Text			07-110			Current Base


						A user shall be able to utilize one or more of these search criteria at one time.			07-111			Current Base


						The user shall be able to store the current filter and sorting definition for future reference.			07-112			Current Base


						7.9.3   Report Printing			07-113			NA


						The HISR system shall provide a method of scheduling periodic or on demand report generation and printing			07-114			Current Base


						It shall also be possible to generate and print reports based on specific EMS conditions.			07-115			Current Base


						When printing reports or defining scheduled reports, the user shall be able to specify which printer to utilize and the system shall redirect the report printout to a designated backup device in the event that the primary printer is unavailable.			07-116			Current Base


						In the case of a redirection, the system shall notify the user including an indication as to the backup device utilized for printing of the report. It shall be possible to define multiple levels of printer redirection.			07-117			Current Base


						7.9.4   Ad-Hoc Queries and Reporting			07-118			NA


						The HISR system shall support ad-hoc report generation utilizing industry standard Structured Query Language (SQL) as well as using its provided HISR GUI.			07-119			Current Base


						The tool shall permit the user to save the query for future use. These user-generated reports can be defined as private, only accessible by the user that created it, or public, available to all system users.			07-120			Current Base


						The HISR RDBMS shall support multiple concurrent users executing complex ad-hoc queries.			07-121			Current Base


						The performance requirements for the HISR RDBMS ad-hoc queries and reporting are outlined in Appendix B, Table B.2-1, User Interface Response. The system shall constrain the impact of the queries in the performance of the system, preventing its degradation.			07-122			Current Base


						The Vendor and SCL will mutually define the queries to be used during performance testing of this functionality and the Vendor shall demonstrate that the requirements have been met by the provided system.			07-123			Current Base








Section 8


						Technical Specification			ID			Conformance


						8.    User Interface			08-001			NA


						The User Interface (UI) shall serve as the primary graphical interface for system operators and other users of the SCADA/EMS system.  Given the critical nature of the function of the System, the design of the User Interface shall provide for high availability, high performance, fast responsiveness and a high degree of security.  			08-002			Current Base


						All the displays and components of the User Interface shall have a consistent look and feel providing an appearance for data representation, user actions and system response (dialog windows, menus) that can be easily recognizable independently of the application.			08-003			Current Base


						Consistency shall be enforced through the use of:

         1. A common graphical user interface framework for all SCADA/EMS functions and applications
             providing a common set of visual design elements including visual cues and styles on symbols,
             icons, colors, font sizes, menu structure, and layouts as well as control behaviors.
			08-004			Current Base


						        2. A documented style convention for all Vendor’s provided displays including network applications,
            one-lines, tabulars, summaries, and system displays.			08-005			Current Base


						The user shall be able to identify very easily his position in the user environment, the active display, positioning of the pointing device (cursor) and stage in a multistep process.			08-006			Current Base


						All SCADA/EMS User Interface functionality shall be available from the schematics and tabular displays. The displays shall be capable of showing real-time and application information as described elsewhere in this specification.			08-007			Current Base


						The users shall be able to interact with system functions by selecting the data points defined in the displays. 			08-008			Current Base


						The System shall provide support for two different types of users.  The first type of user includes system operators, support users and system administrators. The second group is remote users that need view-only access.			08-009			Current Base


						8.1       General Requirements			08-010			NA


						The UI shall provide the following general requirements:

          1. Exhibit a consistent “look and feel” across all functions, displays, and applications available to the
              Operator
			08-011			Current Base


						         2. Provide the means for an Operator or User to set certain appearance and operational preferences.
             All preference settings shall be retained across subsequent logins for that User and independently
             of the console used.			08-012			Current Base


						         3. Provide the ability to associate a symbol and/or color-coded “quality” indicator field to each
             dynamic data field. For cases where a multi-quality condition exists for a single value, a priority
             scheme for determining which condition takes priority shall be provided 			08-013			Current Base


						        4. Provide operator guidance for all User Interface actions by utilizing feedback for each step of a
            multi-step procedure through the use of, but not limited to, text messages, color changes,
            blinking,cursor targets, or dialog boxes with soft push buttons to denote permissible options. 
            Feedback should be provided for all User inputs whether accepted or not accepted 			08-014			Current Base


						        5. Provide cursor selectable ability for all display screen targets.  The term “display screen targets" are
            defined as areas of each display screen format for which interactive functions have been defined.  			08-015			Current Base


						        6. The Cursor Positioning Methods should include the use of forward and backward tab keys, pointing
            device and cursor control keys. 			08-016			Current Base


						        7. The forward and backward tab method should allow for a configurable sequence between targets			08-017			Current Base


						         8. Provide for extensive error checking of all user entries.  Invalid entries (e.g., entering an invalid
             point value or an illogical sequence of actions) should be reported to the user on the display screen
             by an error message that should be in plain English with no acknowledgement required. There shall
             be no need to reference another document to interrupt the error message. In addition, the invalid
             entries should be highlighted. 			08-018			Current Base


						        9. The User Interface should provide the capability to correct an error without requiring the entry of
            data or the performance of actions that were correctly executed prior to the error (e.g.  after
            entering data in 10 rows on a tabular display the entire row should not be marked invalid due to
            error in one entry)			08-019			Current Base


						     10. If an action is not available or permitted then the button should be either hidden or “grayed out
           (contextual Menus)			08-020			Current Base


						     11.  Ensure that each user shall be required to have a unique user name and password. 			08-021			Current Base


						     12. A special class of user, Administrator, shall establish and manage the user accounts. Account
           management functions shall be handled through a centralized account management system.			08-022			Current Base


						     13. Provide a mechanism for defining and controlling user access to the SCADA/EMS system.  This
            security scheme shall be in addition to that included with the operating system. That is, although a
           user has logged onto the network or a server, access to the SCADA/EMS System functionality shall
           be subject to additional security checks but shall not require the user to repeat the login/password.
           The log on and account management requirements are described in detail in Section 5, Cyber
           Security, of this specification.			08-023			Current Base


						All SCADA/EMS applications which provide data for viewing on one-lines, tabulars, or world coordinate displays (e.g., Unbalanced State Estimator, SCADA…) shall use the same set of displays thus minimizing system maintenance as well as maintaining consistency of use for Operators.			08-024			Current Base


						SCL shall not be required to build separate displays for Power Network Applications and/or modify the displays to create additional database links.			08-025			Current Base


						The system shall support multiple data sources and automatically select one as primary based on predefined configurable criteria using the quality of the information from the different sources. It shall be clearly identified to the user which source of the data is being displayed. 			08-026			Current Base


						A user may have any number of displays active on a screen or console. Each display shall be capable of being switched to access a different data source. When switching a display to a view such as State Estimator or Power Flow, the display shall be clearly identified the data source for the display data. 			08-027			Current Base


						A view can be constructed with more than one data source at the same time, like real-time and application data. It shall be up to the display designer to define the views.			08-028			Current Base


						The same way, the UI shall provide clear differentiation as to what view is active, Real-Time or Study, using visual cues such as unique background color, watermark, and/or different window framing color. 			08-029			Current Base


						8.2   User Types			08-030			NA


						The User Interface shall functionally support at least four types of users:

          1. Operators – Users with authorization to modify data, execute applications, and/or perform
              supervisory control operations. 
			08-031			Current Base


						         2. Support Users– SCADA/EMS support personnel with various levels of authorization to modify data, or
              execute applications. Support personnel shall also be permitted, if so decided, to perform Administrator type
              functions, such as user account maintenance, as required			08-032			Current Base


						         3. Administrators – A special category of Support User responsible for all administrative functions of the User
              Interface such as modification of system wide user interface configurable parameters and user account
              maintenance			08-033			Current Base


						         4. Remote Users (Read Only) – Corporate Users with restricted access that are only allowed to view
              information available on the Remote User services System in the DMZ			08-034			Current Base


						The “look and feel” of the User Interface for all user types shall be identical.			08-035			Current Base


						8.2.1   Operators			08-036			NA


						Support Users and Administrators shall be permitted local or remote access to all of the SCADA/EMS environments, including the Production Environment, as required.			08-037			Current Base


						8.2.2   Support Users and System Administrators			08-038			NA


						Support Users and Administrators shall be permitted local or remote access to all of the ADMS environments, including the Production Environment, as required. 			08-039			Current Base


						The user interface running on a remote PC shall be functionally identical to the user interface of a local or support console. Local workstations or PCs are not required to be isolated behind firewalls. Communications to the local consoles shall be optimized to take full advantage of the high speed and inherently secure local area network infrastructure within the Production Environment.			08-040			Current Base


						8.2.3   Read Only  Users			08-041			NA


						The SCADA/EMS shall provide a Remote User Interface to support users that require limited and restricted access to the system functionality. 			08-042			Current Base


						Remote Users shall not have direct access to servers, consoles or other equipment in the Production Environments, Main or Backup.			08-043			Current Base


						The Remote User Interface application shall run on redundant servers in the DMZ environment. The Remote User Interface application shall have an up-to-date copy of the data and displays in the system. 			08-044			Current Base


						The Vendor shall provide the tools and procedure to maintain the Remote User Interface system automatically synchronized with the production system. 			08-045			Current Base


						The displays, data, and functions accessible to a Remote User (Read Only User) shall be configurable			08-046			Current Base


						The Read Only User Interface shall provide functionality equivalent to the windows-based interface as well as shall support the same consistency and look			08-047			Current Base


						The Read Only User Interface shall preferably not require installation of an application or API on the user’s PC			08-048			Current Base


						SCL prefers the use of a thin client or application that can run within the web browser. If a thick client or proprietary application needs to be installed on the user consoles to access the SCADA/EMS system, the Vendor shall explain as part of its proposal how this application is installed and maintained across the corporate infrastructure.			08-049			Current Base


						The user interface for read only users shall be subject to the same user security and authentication requirements used for the windows-based user interface. However, the user authentication process shall not require accessing any server or process located within the Production Environment.			08-050			Current Base


						8.3   User Interface Basics			08-051			NA


						The SCADA/EMS system shall provide a User Interface intended for use by system operators, support users and system administrators. 			08-052			Current Base


						This interface shall run on consoles connected securely and via redundant interconnections to the Production, QAS, Disaster Recovery and Test/Development environments. 			08-053			Current Base


						The User Interface shall clearly indicate the specific environment that the console is connected to			08-054			Current Base


						The Program Development System (PDS) and the Quality Assurance System (QAS) Environment consoles shall not be permitted to connect to the Production Environment.			08-055			Current Base


						The User Interface system shall adhere to generally accepted windowing standards and methods which are common on today’s PCs and workstations. 			08-056			Current Base


						The following minimum functionality shall be supported:

      1. Multiple monitors limited only by the capabilities of the console hardware
			08-057			Current Base


						      2. Navigation functions such as pan, zoom, and declutter of all displays including World Displays			08-058			Current Base


						      3. Navigation using programmable keys (Zoom, pan, center view on selected device, etc.)			08-059			Current Base


						     4. Navigation Window			08-060			Current Base


						     5. Alarm Windows			08-061			Current Base


						     6. List-Based Displays Summaries – searchable and filterable			08-062			Current Base


						     7. Summary scrolling, sorting and filtering functions - configurable			08-063			Current Base


						     8. Page-based Displays for One-lines and Tabulars			08-064			Current Base


						     9. Bit-map pictures/displays support			08-065			Current Base


						   10. Large number of electrical symbols			08-066			Current Base


						   11. Overlays of geographic information			08-067			Current Base


						   12. Blink on colors/graphic primitives			08-068			Current Base


						   13. Operator Notes, (e.g., “Post it Notes”)			08-069			Current Base


						   14. Point Select, Control, and Data Entry Dialogs			08-070			Current Base


						   15. Online Help facilities			08-071			Current Base


						   16. Dynamic database linkages for value, color, and primitive/object shape			08-072			Current Base


						   17. Topological status coloring			08-073			Current Base


						   18. Multiple Font Types and Font Sizes (scalable)			08-074			Current Base


						   19. Single and multi-point (page) Data Entry			08-075			Current Base


						   20. Single point and Page Acknowledgment and Deletion on Displays 			08-076			Current Base


						   21. Ability to defined hyperlinks on displays (through the Display Build facility) to call up files, or http
         pages via a web browser			08-077			Current Base


						   22. Search functions from tabular, one-line, and summary displays			08-078			Current Base


						8.3.1   Multi-Windows Capability			08-079			NA


						Each console screen shall support the simultaneous presentation of multiple user-defined windows. 			08-080			Current Base


						There shall be no limitation on the number of windows allowed per screen or console within the limitations of available console memory and processing capacity. 			08-081			Current Base


						The presentation of any display in any window shall be allowed.  			08-082			Current Base


						It shall be possible to reposition windows or displays from one screen to another using common desktop drag and drop facilities			08-083			Current Base


						Switching user focus between windows on a screen as well as between screens on a multi-monitor console shall be provided through simple cursor selection			08-084			Current Base


						Window position and dimensions shall be independently adjustable. 			08-085			Current Base


						The windows shall be displayed in either overlapping or tiled fashion depending on the window preference of the User.  In addition to the defined windows, user definition of windows shall be supported. 			08-086			Current Base


						Efficient techniques for switching between windows on a screen and between screens on a multi-monitor console shall be provided.			08-087			Current Base


						It shall be possible to reposition windows or displays from one screen to another using common desktop drag and drop facilities.			08-088			Current Base


						8.3.2   Usability			08-089			NA


						In order to achieve consistency with other native platform applications, the User Interface shall avoid overriding the default behavior established by the native desktop management software. For example, if running in a Microsoft Windows environment, properties such as desktop background, color, and font of the title bar, fonts for the task bar, etc., shall follow those that are configured through the Windows desktop manager for each user account.   			08-090			Current Base


						The following usability features, at a minimum, shall be designed into the User Interface:
     1. Commonly referenced actions shall be provided via a toolbar and as appropriate, via a context
         sensitive right-click pop-up menu. The toolbar shall be configurable for user group profiles.			08-091			Current Base


						     2. The use of pop-up dialogs shall be kept to a minimum.			08-092			Current Base


						     3. The majority of the actions performed by an operator shall be achieved by using the mouse or similar
         pointing device. 			08-093			Current Base


						     4. The number of “mouse clicks” required for mission critical operations shall be kept to a minimum.
         This notwithstanding, confirmation dialogs and other validation facilities are to be provided in order
          to prevent inadvertent operator actions and ensure adherence to optional safety procedures. 			08-094			Current Base


						     5. Displays and/or dialogs which are shared across different operating modes or environments (e.g.,
         OTS, Study, QA, etc.) shall be distinctly marked in order to clearly and unambiguously note the
         operational mode of the display.Any dialogs that are presented to the user as a result of selecting
         information on the “non real-time” display mode shall also be clearly marked.  			08-095			Current Base


						     6. Copy/paste,drag-and-drop, and undo/redo capabilities shall be provided to minimize duplication of
         data entry. 			08-096			Current Base


						     7. All messages presented to the operator shall be shown in plain text following a common style
         convention.  Cryptic messages, abbreviations, and error codes must be avoided.			08-097			Current Base


						     8. Tool tips shall be displayed for many icons, buttons, display links, and point selection items. 
         Preference for displaying tool tips shall be given to using a mouse-over technique whereby the tooltip
         is displayed automatically when the User places the cursor over the relevant data element. The use of
         tool tip shall be configurable by the user as well as the information presented to the user.			08-098			Current Base


						8.3.3   User Profiles and Preferences			08-099			NA


						Upon login, the User Interface shall provide a means for a User to set certain appearance and operational preferences.  			08-100			Current Base


						All preference settings shall be retained across subsequent logins and independently of the console.			08-101			Current Base


						Typical preferences available shall include, but are not limited to:

       1. Time/Date format and location
       2. Overall look and feel of the User Interface components (e.g., display fonts, etc.)
       3. Audible alarm tones and volume preferences
       4. Default window/display layout (for each screen)
       5. Dashboard configuration preferences 
			08-102			Current Base


						Each User ID shall be allowed to have multiple preference profile definitions. 			08-103			Current Base


						Each profile shall contain a complete set of user appearance and operational preferences.			08-104			Current Base


						Upon login, the User shall be able to select from a list of pre-defined profiles which shall automatically invoke the user-preferred settings at the console. 			08-105			Current Base


						The active profile selected shall remain in effect across subsequent logins until changed by the User. The default profile shall always be presented at login.			08-106			Current Base


						8.3.4   User Guidance			08-107			NA


						The User Interface shall respond to all user actions indicating whether the action was not accepted, pending, or failed (timed out).  			08-108			Current Base


						For multi-step procedures, the system shall provide feedback at each step.  Indications such as text messages, color changes, and blinking are accepted means to provide this feedback.   			08-109			Current Base


						The system shall guide the user, as much as possible, through navigational and available actions. This guidance shall be sensitive to the user situation. For instance, if the user starts a manual value change operation, the system shall only highlight the analog fields available for data entry or when a supervisory control action is started, the system shall present a menu only with the possible actions depending on the user authority, area of responsibility and type of data selected.  			08-110			Current Base


						An event shall be recorded for any user action which results in modification of the SCADA/EMS system.  			08-111			Current Base


						The time/date, action performed, console ID and user logon ID shall be included in the event message.			08-112			Current Base


						8.3.5   Dashboards			08-113			NA


						The User Interface shall support the definition and configuration of Dashboards by the users.			08-114			Current Base


						SCL shall be able to define default dashboards with different snippets of information using the provided graphical widgets. Each user then shall be able to adjust and/or change the dashboard content and configuration.			08-115			Current Base


						Users shall be able to save a preferred dashboard configuration with their desktop layout that goes with their profile.			08-116			Current Base


						The dashboard shall include, but is not limited to, current system time and date, various application menu bars, access to the master display directory, toolbars and/or icons to access frequently used functions, a display address area for rapid display call-up, and any other console information such as the current logged in user ID and active user preference profile.			08-117			Current Base


						Users shall be able to drill down into specific areas where other displays would provide additional detailed information.			08-118			Current Base


						Links to resource external to the SCADA/EMS shall be possible from within the dashboard.			08-119			Current Base


						8.3.6   Online Help			08-120			NA


						General and specific context-sensitive online help facilities shall be available to the Operator. 			08-121			Current Base


						The user shall be presented with a list of topics that refer to the associated SCADA/EMS documentation. 			08-122			Current Base


						The online help facility shall support searches using keywords and/or phrases. 			08-123			Current Base


						Online help facility shall be made available through a Help command in the main User Interface window and Help button in a dialog box. 			08-124			Current Base


						If the help facility is accessed from a dialog box, the Operator shall be presented with only the documentation that is related to the current dialog box. 			08-125			Current Base


						Once the Operator exits the help facility, they shall be returned to the point where the help was requested.			08-126			Current Base


						The SCADA/EMS system shall also support the definition of SCL specific help documents to provide information to the users in operational and specific SCL processes. SCL shall be able to define a library of help documents using standard file formats like HTML or PDF and include in the system displays links to this documents using the system online help facility.			08-127			Current Base


						8.4    User Access and Authentication			08-128			NA


						Each user is required to have a designated user account. 			08-129			Current Base


						The Administrator shall establish and manage the user accounts. 			08-130			Current Base


						User account management shall be handled through a centralized account management system. 			08-131			Current Base


						All NERC CIP requirements for user account management and auditing shall be followed.  Refer to Section 5, Cyber Security, for further details			08-132			Current Base


						The system shall also provide the ability to further restrict or control user access to functionality beyond that provided by the host operating system.  However, the system shall be configurable as to the need to provide additional authentication information (i.e., additional user login prompting) and/ or based on individual workstation			08-133			Current Base


						8.4.1   User Authentication			08-134			NA


						The system shall support the ability for a Single Sign-On and a multi-level sign-on capability. For those cases where this is not possible, each user shall be required to enter a unique login account name and password to access the SCADA/EMS system			08-135			Current Base


						All passwords shall be stored in encrypted form only. 			08-136			Current Base


						Users shall have the ability to change their own passwords. 			08-137			Current Base


						Changed passwords shall be propagated as necessary and without user or administrator intervention.  Refer to Section 5, Cyber Security for details on password requirements.			08-138			Current Base


						The host operating system shall log all user login and logout attempts regardless of the success or failure of the action. 			08-139			Current Base


						The logged information shall include the workstation or server, User ID and date/time of the access. 			08-140			Current Base


						Also, the system shall log all user authentications (unique login and Single Sign-On) actions for system functionality and the information shall be recorded in the alarm/events subsystem as well as recorded in the Central Logging Facility. 			08-141			Current Base


						This shall be done once for a common User Interface and contain the console, User ID and date/time of the authentication. 			08-142			Current Base


						Finally, the system shall generate an alarm after a configurable number of unsuccessful authentication attempts.			08-143			Alternate


						The user shall not be required to re-authenticate after a server, device or SCADA/EMS function failure unless the failure is to the device used by the user for access to the system.			08-144			Current Base


						The SCADA/EMS shall permit the Administrator to limit the number of concurrent sessions for selected users.			08-145			Current Base


						Areas of Responsibility (AORs), User Permissions, and console access shall be established during login. 			08-146			Current Base


						8.4.2   Automatic Logout/Lock			08-147			NA


						Console activity shall be monitored after a user logs in. 			08-148			Current Base


						If a user does not perform any operations on the console within a configurable predefined time, the SCADA/EMS system shall automatically log that user out of the system or lock the system (the user shall be prompted for a password). 			08-149			Current Base


						Auto logout/lock periods shall be set by the Administrator.			08-150			Current Base


						The Administrator shall also have the ability to disable the auto logout/lock feature for any user or console.			08-151			Current Base


						8.4.3   Areas of Responsibility 			08-152			NA


						All points and system functions shall be assigned to one or more Areas of Responsibility (AOR). The SCADA/EMS shall support a minimum of sixty four (64) different AORs.			08-153			Current Base


						An AOR shall be comprised of one or more logical areas (e.g., by area, by district, by zone, the entire system) or functions grouped together to form a responsibility matrix for the operation of the electrical network. 			08-154			Current Base


						A user/console combination shall be assigned to a specific AOR and the AOR assigned shall determine the responsibilities of the user within the SCADA/EMS system for that session (e.g., Dispatcher, Shift Manager, Operations Support, etc.). 			08-155			Current Base


						The AOR assigned to a user/console combination shall establish the access capabilities (e.g., the set of points a user can select, the displays a user may view, accessible functions, and the alarms presented to the user). 			08-156			Current Base


						The following is a sample set of functions that can be restricted based on the assigned AOR(s):

       • Data Entry
       • View or Set/Remove Tags 
       • Override Limits
       • Supervisory Control - Attempts to initiate supervisory control actions shall be denied if AORs assigned
          to the console/user login combination do not permit
       • Alarm Management 
       • Database Modification
       • Display Modification
       • Enabling/Disabling Data Acquisition on devices such as RTUs
       • System Configuration & Control 
       • Interface Management
       • Viewing Data only
			08-157			Current Base


						The Vendor shall supplement the above list of operational functions to encompass all user operations. The list shall be subject to SCL’s approval			08-158			Current Base


						Multiple AORs may be assigned to a user/console combination and a given AOR may be assigned to multiple users. 			08-159			Current Base


						There shall be no restrictions on the assignment of AORs to a console/user combination.			08-160			Current Base


						The system shall permit SCL to configure a set of critical AORs to be monitored for continuous coverage. These monitored critical AORs shall be checked for coverage by at least one active Operator (logged in). 			08-161			Current Base


						During the logoff process by an Operator the system shall, by default, verify that all monitored critical AORs are still covered by the remaining Operators still logged in.			08-162			Current Base


						If an Operator attempts to log out of the system leaving one or more monitored critical AORs uncovered, the Operator shall be prompted with a warning dialog before actually beginning the logoff sequence. 			08-163			Alternate


						If the Operator chooses to continue the logoff process, a system priority alarm shall be generated.  The system shall also be configurable to prevent the Operator from logging out.  			08-164			Alternate


						Similarly, if a console fails or is removed from the system, an appropriate system priority alarm shall be generated if any monitored critical AOR is uncovered.  			08-165			Current Base


						8.4.4  User Access Management			08-166			NA


						The User Access Management (UAM) feature shall allow a user with administrator privileges to manage user access to the SCADA/EMS system.  			08-167			Current Base


						UAM shall enable the Administrator to enter, modify, and delete user IDs, reset user passwords, assign AORs, and set user permissions.  			08-168			Current Base


						Each account shall also indicate when the account was last modified.			08-169			Current Base


						A comprehensive GUI display shall also be provided which allows any authorized user to make adjustments to the AOR assignments of any users.  			08-170			Current Base


						A dialog or display shall be available that lists all Users and their current AOR assignments.			08-171			Current Base


						Through this dialog an authorized user such as an administrator or Operator with administrator privileges shall be granted permission to make changes to the current AOR assignments of any User.   			08-172			Current Base


						Any changes made through the UAM shall be executed in the system immediately in real time and shall not require any application resetting or force users to log out and in again.  			08-173			Current Base


						8.5   User Operations			08-174			NA


						8.5.1  User Access Management			08-175			NA


						The system shall provide a convenient method for Users to select and call-up desired displays.  The Vendor shall support one or more of the following display selection methods:			08-176			Current Base


						        1. Master directory or menu display			08-177			Current Base


						        2. Selection of a link on any menu, graphic, or tabular display			08-178			Current Base


						        3. Display request from an Alarm Summary or Window – the display called up shall be defined in the
            database			08-179			Current Base


						        4. Direct entry of display name, display alias or wild carded display name			08-180			Current Base


						        5. Page forward/backwards			08-181			Current Base


						        6. Selection of a display from a list of prior displays (number of displays in history shall be
            configurable)			08-182			Current Base


						       7. Selection of user-definable function keys, toolbars, and menu bars dedicated to displays			08-183			Current Base


						       8. Selection of preset user-definable poke points associated with user-defined pan/zoom levels of a
           world space (e.g., substation)			08-184			Current Base


						It shall be possible to specify an existing or new window, using drag and drop, for all display call-ups			08-185			Current Base


						Unless otherwise specified, new display requests for one-lines and tabulars shall be scaled to fit completely within the target window while maintaining the displays aspect ratio.			08-186			Current Base


						8.5.2   Display Panning and Zooming			08-187			NA


						The display system shall be configurable to have display panning and zooming functionality enabled. 			08-188			Current Base


						It shall be possible to seamlessly zoom into any area of the display. 			08-189			Current Base


						Panning to off screen areas of displays shall be possible. 			08-190			Current Base


						It shall be configurable to assign specific layers to specific zoom levels in order to avoid cluttering on displays. 			08-191			Current Base


						Panning and zooming shall be controlled by mouse clicks and movements. 			08-192			Current Base


						8.5.3   Point Selection			08-193			NA


						Selection of a SCADA/EMS point or object in one-line or tabular screens (e.g., a meter value, voltage or a circuit breaker) is required to view more information, perform manual entries or control a device defined by this point.			08-194			Current Base


						The user selection of a point shall lock the point in the database.  Therefore, the point is not available for control by other users at the same time.  Thus, manual entries and control sequences can only be performed on points not ‘selected’ (locked) by other users.  			08-195			Current Base


						A notification shall alert a user that a point is already selected by another user.			08-196			Current Base


						If the selected point is derived by a calculation, the information provided shall include a list of all points utilized in the calculation including the source RTU.			08-197			Alternate


						After the Operator’s selection of a display object or point or a window the system shall respond by presenting a list of valid actions (functions) that can be executed against the object or point selected. The Operator would have to confirm the selected action before it is executed.			08-198			Current Base


						8.5.3.1   Point Locking (Interlocks)			08-199			NA


						The system shall only permit one user to select a point/device for supervisory control or manual entry (single point or page based editing).  			08-200			Current Base


						A user denied access to a point/device shall be notified of the rejection with sufficient detail to identify the user and/or workstation of the Operator that has the point or device selected.  			08-201			Alternate


						Point Locking shall be on a point/device basis and it shall be possible for other Operators to select different points on the same display or tabular as the point that is currently locked.			08-202			Current Base


						The system shall support different types and interlocking conditions considering the electrical or structural relationships between points and functions.			08-203			Current Base


						The user shall be able to define electrical locking conditions in the system. These conditions shall be checked by the application before allowing user action on the devices. The Vendor shall describe in its proposal the method used to define the locking conditions and the rules used.			08-204			Current Base


						8.5.3.2   Point Select Timeout			08-205			NA


						After a user selects a point, the system shall monitor the length of time that the point has been selected. 			08-206			Current Base


						If the user does not execute a control action within a configurable time period, the system shall release the point from that user such that it is again available for selection by other users.			08-207			Current Base


						  The user shall be notified if a point has been released.			08-208			Current Base


						8.5.3.3   Point Location			08-209			NA


						It shall be possible to locate a specific point in the system from any other display through use of a point locate button, clicking on an alarm/ event list, one-line display, etc.			08-210			Current Base


						After selecting the locate option, the display shall take to the specific point location either on one-line display or a tabular display with an arrow pointing to the point. 			08-211			Current Base


						8.5.4   Supervisory Control			08-212			NA


						The Operator shall access supervisory control functions via menus or dialog boxes. The Operator shall access supervisory control functions as an extension to the point select function			08-213			Current Base


						The control options offered shall be specific to the device being controlled. 			08-214			Current Base


						If the control function was accessed via a menu, the Operator shall be presented with confirmation dialog, prior to issuing the control that indicates the device being controlled and the command being issued. 			08-215			Current Base


						The Operator shall either confirm or cancel the control. 			08-216			Current Base


						Once the Operator confirms the control, the system shall issue the command to the target device.			08-217			Current Base


						Supervisory Control shall be restricted to users with proper authority (i.e., supervisory control is not allowed by Read Only Users). 			08-218			Current Base


						Furthermore, supervisory control on devices shall be limited to points within the User’s AOR. 			08-219			Current Base


						Control shall be permitted from any display or summary that contains the point and is defined to be selectable.			08-220			Current Base


						8.5.4.1   Load Loss Check			08-221			NA


						The SCADA/EMS shall provide a “Load Loss Check” function which is a pre-validation test for the effect of load being loss on any telemetered device “Open” supervisory control sequence. Refer to Load Loss Shed Check in Section 9, SCADA Applications, of this Technical Specification for more information			08-222			Current Base


						If the Operator elects to issue the control request immediately and bypasses the Load Dump Check warning, a special event message shall be logged to record the action.			08-223			Current Base


						8.5.4.2   Load Pickup Check			08-224			NA


						The SCADA/EMS shall provide a “Load Pickup Check” function which is a pre-validation test for equipment violations or overloads based on connectivity. The check shall be performed on any telemetered device “Close” supervisory control sequence. Refer to Load Pickup Check in Section 9, SCADA Applications, of this Technical Specification for more information.			08-225			Future Base


						If the Operator elects to issue the control request immediately and bypasses the Load Pickup Check warning, a special event message shall be logged to record the action.			08-226			Future Base


						8.5.4.3   Other Checks			08-227			NA


						The SCADA/EMS shall provide the capabilities for SCL to define additional checks before supervisory control actions are performed. Information available and maintained in the SCADA/EMS including the Power applications shall be available to define as checks for the supervisory control actions.			08-228			Current Base


						If the Operator elects to issue the control request immediately and bypasses the Check warnings, a special event message shall be logged to record the action.			08-229			Current Base


						8.5.5   Manual Entry 			08-230			NA


						The Data Entry function shall permit users to modify selected data associated on any point defined to be data enterable.  			08-231			Current Base


						To modify a point's value or state, the point must meet the following criteria:

        1. The point on the display is defined as selectable and data enterable.  
        2. The user must have the proper AOR assignment for the point. 
        3. The point is not selected by another user
			08-232			Current Base


						For telemetered and calculated values, a quality code shall indicate when the value or state has been manually replaced			08-233			Current Base


						Data shall be entered on a single point or on all points that are completely visible within a window.			08-234			Current Base


						Single point data entry shall be performed through the point select dialog. 			08-235			Current Base


						Full-page data entry shall be performed on the display itself.			08-236			Current Base


						It shall be possible to perform full-page data entry at any level of zoom magnification. 			08-237			Current Base


						Page data enterable fields must be fully visible within a window to be eligible for data entry.  			08-238			Current Base


						The user shall be allowed to manually replace any scanned analog or calculated value. 			08-239			Current Base


						Manual entry shall cause the point to be automatically removed from scan (scan inhibit) or calculation update (Option 1)			08-240			Current Base


						During the manual entry sequence, the Operator shall have the option to enter a comment which shall be stored with the scan inhibit (Option 1)			08-241			Current Base


						Both the “manually entered” and “scan inhibit” quality codes shall be set indicating the point is out of the scan sequence and the value has been manually replaced (Option 1)			08-242			Current Base


						For manual entry of a standalone pseudo point will not change the color or the quality code (e.g. unscanned switches, disconnected as well as analog point limits which are not scanned)			08-243			Current Base


						The point shall have a “manually entered” quality code until the value is replaced by a scan or calculated value (Alternate method)			08-244			Current Base


						Once the scan inhibit is removed, the manually entered data shall be replaced with the next valid scan or calculated value			08-245			Current Base


						The User Interface shall prevent invalid values from being entered into the database. 			08-246			Current Base


						It shall syntactically check the value entered, and ensure the value is within reasonability limits defined for the point. 			08-247			Current Base


						If an error is detected, the User Interface shall highlight the fields in error and the operator can correct the errors and resubmit the data to the system. 			08-248			Current Base


						For full-page data entry, no data shall be stored into the system database until all enterable fields are correct.			08-249			Current Base


						The capability to cut and paste data between SCADA/EMS and other third-party applications shall be provided. 			08-250			Current Base


						The color of data enterable fields shall be configurable to allow for the Operator to easily view what values on the display are data enterable. 			08-251			Current Base


						8.5.6   Limit Checking			08-252			NA


						The User Interface shall provide a facility to view all limit information on any analog or accumulator point.  			08-253			Current Base


						Limits shall include, at a minimum:

         • High/low reasonability limits 
         • All active sets of high/low operating limits
         • Rate of Change
         • Seasonal Limits
			08-254			Current Base


						With the exception of reasonability limits, a User shall be able to temporarily override any limit value as well as activate or inactivate any limit pair. 			08-255			Current Base


						The overridden value shall be indicated on the device to allow for the Operator to easily view which devices are impacted by the overridden value. 			08-256			Current Base


						During the data entry sequence, the Operator shall be prompted to enter a comment which shall be stored with the limit override.			08-257			Alternate


						Inactive limits shall not be checked. 			08-258			Current Base


						For further Limit Checking functionality, refer to Section 9.2.1.2, Limit Checking.			08-259			Current Base


						8.5.7   Tagging			08-260			NA


						The User Interface shall provide a facility to manage tagging operations.  The Operator shall be able to add, modify, or remove a tag on any database point from any display including one-line, tabular and geographic displays, where the point is available (subject to AOR and user permission validation).    			08-261			Current Base


						The User Interface shall be configurable to restrict tag functions from any display.  For example, tag operations shall not be permitted from the Alarm or Event Summary.			08-262			Exception


						Each tag entry shall contain, as a minimum, the following:

          1. Date/Time of Tag Placement (Automatically populated)
          2. Tag Type (Operator selected drop down)
          3. Station ID
          4. Point/Device ID (Automatically populated)
          5. User enterable Comment field  – minimum 6 characters, maximum of 256 characters
          6. User ID (Automatically populated)
			08-263			Current Base


						When placing a tag, the system shall prompt the Operator for an alphanumeric comment which shall be stored with the tag. 			08-264			Current Base


						The system shall also automatically store and display the User ID of the Operator who placed the tag.			08-265			Current Base


						The system shall permit an Operator to modify the comment stored with a tag.			08-266			Current Base


						Tags shall be individually placed or removed by Operator command and any placement, modification, or removal of a tag shall be logged as an event.			08-267			Current Base


						As an extension of the tag placement process, the tag interface shall also provide the capability to place a single tag on multiple points or devices (group tagging) 			08-268			Current Base


						It shall also be possible to remove a tag, associated or linked to multiple devices, from an individual device or all devices. 			08-269			Current Base


						A tagged device shall have a single visual indicator assigned to it and the indicator shall indicate the presence of multiple tags on the device. SCL requires that up to two visual indicators (appended symbols-tag type) be shown			08-270			Current Base


						The assigned indicator shall be based on the highest level active tag on the tagged device			08-271			Current Base


						The Operator shall be able to show all tag information for the device. 			08-272			Current Base


						The system shall permit the ability to restrict tag access to any User or console based on AOR or user permissions. 			08-273			Current Base


						Access shall be restricted to either viewing tag information only or allowing full access to add, modify, or delete tags.			08-274			Current Base


						For further details on Tagging and Tag Types refer to Section 9.2.6, Tagging.			08-275			Current Base


						8.5.8   Alarm Acknowledgement and Deletion			08-276			NA


						The SCADA/EMS shall provide a means for the operator to acknowledge and/or delete an active alarm condition(s) on a point within the users AOR.  			08-277			Current Base


						Considering that some alarm conditions are temporary, the SCADA/EMS shall provide the capability to define a delay so only alarms conditions that remain active after the defined delay time will be issued. This delay shall be defined for each individual element and alarm and the system default shall be defined as zero (0) delay for all alarms.			08-278			Current Base


						Alarm acknowledgement will change the status of the alarm in the system stopping the signalization associated with its active status. The acknowledged condition of the alarm will be shown in the Alarm Summary by changing the color of the alarm or adding a special character to the alarm text. 			08-279			Current Base


						Alarm deletion is similar to alarm acknowledgement with the added functionality of removing the alarm from the Alarm Summary.  			08-280			Current Base


						The Operator shall be able to acknowledge one or all of the alarms from any world coordinate, one-line, alarm summary or tabular display where the point or points reside and are visible within the selected display window. The Operator shall be able to delete one or all of the alarms from alarm summaries but only when the entire alarm text is visible within the selected window. 			08-281			Current Base


						The system shall be configurable to permit automatic deletion of an Alarm upon acknowledgement.  			08-282			Current Base


						Ability to acknowledge selected multiple alarms (sequenced and non-sequenced) as well as page wise acknowledgement. The same sequence shall apply to alarm deletion.			08-283			Current Base


						Also, it shall be possible to configure the system to prevent deletion of an Alarm associated with a point that is still in the abnormal state.			08-284			Current Base


						8.5.9   Audible Alarm Management			08-285			NA


						The User Interface shall provide a means for the Operator to suppress, or engage, the alarm annunciation at a console.  			08-286			Current Base


						Audible suppression shall only silence the existing audible sound.   Any new alarms received at the console shall reinstate the audible sound.   			08-287			Current Base


						In addition, the User Interface shall provide separate user action that shall result in the audible alarm being suppressed for all alarms (existing and new).  			08-288			Current Base


						This action shall only apply to the console for the Operator requesting the suppression.  			08-289			Current Base


						The system shall provide an indication, on the impacted console, that audible alarms have been suppressed.  			08-290			Current Base


						The indicator shall be visible on all displays on the console.			08-291			Current Base


						The user shall be able to remove the suppression and the system shall automatically remove the suppression when the user logs out of the console.  			08-292			Current Base


						The user login process shall ensure that the initial state of the audible alarm suppression is off (audible on).			08-293			Current Base


						In addition, a user with proper authority shall have the ability to suppress all audible alarms for the entire system.  This will be utilized during major storm events.  The system suppression of alarms should only be released by a user with proper authority. 			08-294			Current Base


						8.5.10   Operator Notes			08-295			NA


						An Operator shall be able to generate free-form notes or memos that can be associated with any device or be placed freely in a display. 			08-296			Current Base


						These free-form notes shall be indicated on a display using a user selectable icon which, when selected, shall cause a pop-up dialog or window to be displayed with the note. 			08-297			Current Base


						Operator Notes can be placed directly on any one-line, tabular, or world display			08-298			Current Base


						The Note window shall, as a minimum, support:

         • User ID of all users that have modified a note
         • Timestamp of each modification
         • Resizing
         • Text
         • Graphics
         • Attachments
         • Link to external HTLM documents or URL addresses.
         • Horizontal and/or vertical scrollbars when the Note exceeds the window’s viewing area 
			08-299			Current Base


						The system shall be configurable to limit the text and graphic file size.  The minimum number of text characters supported shall be 256.			08-300			Current Base


						It shall be possible to assign and position a note (icon) on a display at any location. 			08-301			Current Base


						The icon shall be clearly identified as an Operator Note.			08-302			Current Base


						When creating a note, the User shall be able to select from a predefined list of icons or icon properties (e.g., color, blink, etc.) to help indicate urgency. 			08-303			Current Base


						For Operator Note creation, duplication, and modification, the User Interface shall support the ability to link/copy/paste text or graphics from other displays, summaries, or third-party applications (e.g., PDF, XLS, DOC, etc.).			08-304			Current Base


						All history of deleted notes shall be recorded and maintained in the Historical Information System.			08-305			Current Base


						8.6   Data Trending			08-306			NA


						The system shall provide a Data Trending function to generate time-based graphic trend curves for any real-time and/or historical data value for viewing general data tendencies and correlations of points as they vary over time.			08-307			Current Base


						A browser-based application approach is preferred as to avoid the need to deploy any additional software on the Operator’s console			08-308			Current Base


						The Data Trending feature shall provide, at a minimum, the following general capabilities.

      • Variable sample rates from 2 seconds to 60 minutes.  
      • Up to 8 variables can be trended on any single trend chart
      • Ability to scroll (vertically or horizontally) through the data for a given active trend chart
      • Independent scale and limit specification for formatting trends
      • Individual trend shading specification
      • High/Low limit violation indication through the use of shading.
      • Analog value display of selected trend samples
      • Trend display orientation selection (trend in four different directions; top to bottom, bottom to top,
         left to right, right to left).
      • Individual trend offset and scaling
			08-309			Alternate


						Users shall be able to interactively assign points to a trend and to set the scaling and trend sample rates. 			08-310			Current Base


						Trends should be user friendly and easy to build/maintain. 			08-311			Current Base


						After selecting a point for trending, the system shall display a dialog box to allow the user to specify, as a minimum, the following trend characteristics: 

      1. Trend Chart Name
      2. Trend direction (left-to-right, right-to-left, top-to-bottom, bottom-to-top)
      3. Scaling & Offset – Multiple scales
      4. Trend number, label and color (for multiple trends on one chart)
      5. Sample rate (between 2 sec and 60 minute minimum)
      6. Trend Start Time (historical data)
      7. Trend Period (historical data)
			08-312			Current Base


						All trend assignments, along with any trending parameters, shall be retained until specifically removed by a user.  			08-313			Current Base


						The user shall also have the ability to save trend charts for private or shared access.			08-314			Current Base


						The public trends shall be available for all system users with authorization to access the trend function. The private trends can only be access by the user that created them.			08-315			Current Base


						Real-time trends will start collecting and showing the data when called/started and will auto-shift the time scale as defined.			08-316			Current Base


						The Historical trends will use the start time and period in their definition to bring the data from the HISR system and start the trending.			08-317			Current Base


						The SCADA/EMS trending function shall provide the capability to call predefined trends with data from the last 7 days without having to define specifically the time window every time it is call.			08-318			Current Base


						The Vendor shall describe, as part of this proposal, how the SCADA/EMS being offered meets this requirement for data trending functionality.			08-319			Current Base


						8.7   Playback			08-320			NA


						The User Interface shall provide the capability to load an archived snapshot from the HISR system corresponding to a period of time in history and playback the events, alarms, outages and value updates corresponding to that period.			08-321			Current Base


						Once the HISR snapshot has been loaded in the playback area, the user shall be able to: 

           • Select start and end time
           • Control playback by pause, rewind, fast-forward or stop
           • Define the time steps to advance or go back each time rewind or fast-forward is selected
			08-322			Current Base


						The playback functionality shall be executed using the same displays used in real-time operations. The windows and/or displays used for playback shall be identified with the proper graphical characteristic like watermark, border coloring.			08-323			Current Base


						8.8   Printing Displays and Reports			08-324			NA


						A means shall be provided to produce copies of any display, report, or log which can be saved to a file or printed to any accessible color or black & white printer.  			08-325			Current Base


						There shall be means to print a user selectable area of a screen or window.			08-326			Current Base


						The User Interface shall support color and gray scale output of an individual display within a window or a full screen image.  			08-327			Current Base


						Printers that are used to print display hardcopy and other reports directly from a workstation or console shall be managed directly by the native operating system print queue services of the workstation.			08-328			Current Base


						The system shall provide the functionality required to schedule the generation of reports. These reports can be defined as displays snapshots or actual queries from system and/or alarms summaries.			08-329			Current Base


						8.9   Mapboard			08-330			NA


						The SCADA/EMS shall have the capability to interface with the SCL Mapboard controller to update send real time values that cause laps to turn on/off. 			08-331			Current Base


						The system shall also support “lamp test” messages to the controller to verify the correct operation of the Lamps.  			08-332			Current Base


						The SCADA User Interface shall provide the functionality for the Operators to text the mapboard lamps individually or all at ones.  			08-333			Current Base


						The configuration and mapping of the status value and the corresponding lamps shall be done as part of the DB management capabilities of the system. 			08-334			Current Base


						8.10   Display Requirements			08-335			NA


						8.10.1   General Requirements			08-336			NA


						SCADA/EMS displays shall be the primary interface between the users and the SCADA/EMS system.  At a minimum, display contents shall be selectable from system database information including any telemetered, calculated, and/or manually entered values.			08-337			Current Base


						Displayed data shall be presentable by any or all presentation format (i.e., message, tabular data, or annotated schematic). 			08-338			Current Base


						The system shall support editable display controls, relative scaling, and locked scaling options for text and symbol sizes so the proper visualization of the elements is ensured across zoom levels			08-339			Current Base


						8.10.1.1   Data Representation			08-340			NA


						The User Interface shall provide the capabilities needed to represent in system displays any type of data in the SCADA/EMS databases. The system shall be able to represent the value, quality and any attribute of any data point in the system.			08-341			Current Base


						The User Interface shall control dynamically the appearance of the data to be represented in the display based on the data point value or its attributes.			08-342			Current Base


						SCL shall be able to define the name of the units associated to the analog values in a way that can be represented in the displays without having to link each unit individually			08-343			Current Base


						At a minimum the UI shall be able to support the representation of analog and digital point values, groups of data in the form of graphic charts (pie, bar, X-Y), lists and trending curves.			08-344			Current Base


						The SCADA/EMS User Interface shall provide the graphical support needed to satisfy the representation requirements required to show the results of the Network Topology Processor as described in Section 10.4, Network Topology Processor, of this specification.			08-345			Current Base


						8.10.1.2   Quality Codes			08-346			NA


						The system shall use quality codes indicating the presence of issues affecting the validity of the value of a database point. 			08-347			Current Base


						Normally, only the most severe codes shall be presented on a display or report.  However, it shall be possible to access and present all codes in effect on a point. 			08-348			Current Base


						Displays shall be capable of displaying a symbolized and color-coded “quality” indicator field adjacent to any dynamic point data field or assign a color combination for the value itself.  			08-349			Current Base


						For those cases where multiple quality conditions exist for a single point, the system shall provide a configurable priority scheme for determining which conditions should be displayed. 			08-350			Current Base


						Section 9.2.7, Quality Codes, of this specification list the minimum types of quality codes that shall be supported by the SCADA/EMS. 			08-351			Current Base


						Any calculated point shall utilize the most severe quality code from any of the input arguments. The calculation shall continue even if one of the inputs has an abnormal quality.			08-352			Current Base


						8.10.1.3   Display Update			08-353			NA


						All real-time data on active displays shall be current. The information on the displays shall be updated spontaneously as changes in data points occur and the system shall ensure that no display is stale more than 10 seconds without being updated. 			08-354			Current Base


						All attributes associated to the data points can be updated and its representation in the displays activated.			08-355			Current Base


						Refer to Appendix B, Table B.2-1, User Interface Response, for other display update requirements.			08-356			Current Base


						8.10.1.4   De-clutter			08-357			NA


						The User Interface shall provide the capability to define displays composed of layers that group static and dynamic entities according to their scale. 			08-358			Current Base


						Each layer shall be assigned to a level called the de-clutter level, which links the visibility of layers to the scale at which the display is viewed. 			08-359			Current Base


						Each layer can be assigned to multiple levels, and each level can have multiple layers assigned to it. 			08-360			Current Base


						A layer shall appear only if it is associated with a level that has a visibility threshold that is valid at the current viewing scale.			08-361			Current Base


						The de-clutter feature shall allow users to go from an overview of a large area, such as an entire city, to a detailed view of a particular substation with layers appearing and disappearing automatically. 			08-362			Current Base


						This automatic behavior shall also be able to be overridden and the user can manually toggle the layers’ visibility.			08-363			Current Base


						The definition of the elements part of each layer in a display, the visibility scale of each layer and the declutter level are defined during the display construction using the provided SDAD/EMS Display editors.			08-364			Current Base


						8.10.1.5   Overlays			08-365			NA


						The User Interface shall support an optional Overlay feature that augments the concept of layers by providing a second way to group entities independent of the layers on which they are created. 			08-366			Current Base


						All entities shall also be assigned to an overlay.  This allows them to be grouped by logical attributes rather than by scale (e.g., common voltages, MW, Mvar, MVA, Equipment identifier, relaying equipment, amps, or degrees).  For example, the switches on a layer can be grouped into different overlays based on their associated voltage level; switches are not drawn if their overlay is not selected to be visible even if their layer is. 			08-367			Current Base


						Overlays shall allow users a more precise way of de-cluttering displays than provided by layers alone. 			08-368			Current Base


						The user shall be able to manually toggle overlays that have been defined for a display.			08-369			Current Base


						8.10.2  Tabular Displayss			08-370			NA


						Tabular displays shall be generated automatically by the SCADA/EMS system and SCL shall have approval over the format utilized by these displays.  			08-371			Current Base


						These displays shall be based on the current content of the Real-Time database including calculated data.  			08-372			Current Base


						The tabular displays shall provide sorting and filtering capabilities to facilitate the selection and ordering of the data shown. The result of the filtering conditions will be presented in as many pages as needed.			08-373			Current Base


						The system shall provide, at a minimum, tabular displays with specific default format for database point values, calculated values and real-time values. 			08-374			Current Base


						At least the following information should be displayed for each point in the tabular display:

        1. Name descriptors  
        2. Data attributes
        3. Current status
        4. Quality codes and tags
        5. Unique point IDs
			08-375			Current Base


						The SCADA/EMS shall include a Station Tabular display in which all data points defined in the system are listed organized by substation. 			08-376			Current Base


						It shall be possible to perform any allowed point function from the Station Tabular page if the console is assigned to the appropriate operating jurisdiction designated for the point.			08-377			Current Base


						8.10.3  One-line Displayss			08-378			NA


						One-line displays generally provide the values of telemetered and calculated data associated with a substation/feeder. 			08-379			Current Base


						These displays may include graphical data representations such as substation one-lines, transmission line one-lines or distribution feeder one-lines. 			08-380			Current Base


						The user shall be able to interact with these displays to perform any associated user actions such as data entry and supervisory control if the user/console has the proper authority.			08-381			Current Base


						8.10.4  World Coordinate Displayss			08-382			NA


						The SCADA/EMS shall provide the capability to build world coordinate displays (WCD). 			08-383			Current Base


						WCDs shall be generally used to build large geographic and/or schematic system maps in which it is important to organize into various "levels" of information in order to retain a high level of readability. 			08-384			Current Base


						In order to accomplish this, a world-based display shall be constructed as a series of layers with each layer consisting of related static and dynamic primitives. 			08-385			Current Base


						Within the User Interface environment, world based displays shall be shown one level at a time based on the current zoom scale. 			08-386			Current Base


						The system shall permit the user to pan/zoom/scale a world coordinate display using a mouse scroll wheel or menus in the User Interface. 			08-387			Current Base


						All data on a display shall remain displayed during operation and the text utilized on the display shall be scaled to be consistent with the scaled image.			08-388			Current Base


						The user shall also be able to zoom to a selected area of the display by “rubber-banding” the desired area with the mouse cursor.			08-389			Current Base


						The User Interface shall provide the means for users to access the substations one-lines directly from the WCD displays by zooming into the area where the substation is located or by selecting a predefined poke point.			08-390			Current Base


						8.11   SCL-Provided Displays			08-391			NA


						All SCADA/EMS one-line and system overview displays will be developed by SCL using display development tools provided by vendor. Refer to Section 4.2, Display Development and Management, for SCL displays which will be converted.			08-392			Current Base


						The Vendor shall support all functions required to build, and maintain these displays.			08-393			Current Base


						The Vendor shall provide the functional equivalent of the SCL displays identified in Section 8.9 Display Requirements. Although the specific displays required shall be determined during the Statement of Work, displays of the following type would have to be converted and/or created by the Vendor:			08-394			Current Base


						            1. System Overview Displays. Provide a bird’s eye view of the distribution network model showing
                all substations and feeders.			08-395			Current Base


						           2. Substation/ Feeder One-line Displays. Depict the station schematic of incoming lines, transformer
               banks, capacitors, switches/breakers, isolators, PT/CTs and associated devices. 			08-396			Current Base


						It shall be possible to navigate to adjacent substation schematics by clicking on specific poke points or labels that are associated with incoming lines or outgoing feeders.			08-397			Current Base


						The one-line should clearly identify ties with adjacent feeders and provide the ability to navigate to the adjacent feeder and substation one-line by clicking on the specific poke point or link.			08-398			Current Base


						8.12   Vendor-Provided Displays			08-399			NA


						The Vendor shall provide all displays necessary to support the features and functions contained in the sections below. 			08-400			Current Base


						The Vendor shall also be responsible for other displays required to control and monitor the SCADA/EMS itself including:			08-401			Current Base


						            •  User Access and AOR Control Display. This display shall allow authorized Users to enter, modify, and
                 delete user IDs and to adjust user and console’s AORs, permissions, and/or operating modes. 			08-402			Current Base


						            •  Master Display Directory. This display shall provide a master display or hierarchical menu which lists all
                 SCADA/EMS displays in logical order; typically alphabetical or numerical (user selectable).  This master
                 display or menu shall support filtering by division or AOR so the Operators can quickly access the list of
                 displays in an AOR or region. Each entry in the list shall have a cursor target for display selection.			08-403			Current Base


						           •  Configuration Monitoring and Control Display. These displays shall allow designated Users to monitor
                and control the SCADA/EMS configuration.  It shall be possible to present the status of select SCADA/EMS
                equipment, perform system actions (e.g., system failover, switching communication channels, etc.) and
                display server and communication statistics on these displays.  The provided displays shall graphically show
                how the systems are interconnected.			08-404			Current Base


						           • Application Displays. The Vendor shall provide all displays associated with all specified application
                programs and functions.  Displays that allow the user to interact with SCADA/EMS application programs
                shall use a common look-and-feel approach.  The information provided shall help expedite the user’s
                interactions.			08-405			Current Base


						           •  Trend and Bar Chart Displays. The Vendor shall provide all displays needed to trend user selected
                analog data using curves, lines, or bars. 			08-406			Current Base


						Data Acquisition Displays. The Vendor shall provide displays to view the current status of all RTU communication channels/lines.  The display shall also list all RTU’s names that are down along with their communication path (phone circuit id/leg/T1 line, radio, Sonet, etc.), multi drop or point to point, protocol, baud rate, station address and communication channel.  			08-407			Alternate


						Communication Statistics. The Vendor shall provide displays to view the system communication statistics.			08-408			Current Base


						8.12.1  System Summary Displays			08-409			NA


						The Vendor shall provide summary displays for use by Operators to view critical information. 			08-410			Current Base


						In the event that the information spans more that the viewable area of the console window, scroll bars shall be provided for navigation. 			08-411			Current Base


						All summary displays shall have the same “look and feel”.			08-412			Current Base


						All Summaries presented in this section, by default, shall be filtered by AOR and dynamically refreshed, as needed, to display the most current information. 			08-413			Current Base


						As a minimum and where applicable, all summaries within Section 8.9.11 shall support filtering based on the following:

       • Point Type (e.g. status, analog, accumulator)
       • Point Name
       • Station Name
       • Feeder Name 
       • Device Types (e.g. reclosers, breakers
			08-414			Current Base


						Additionally, a means shall be provided to allow designated users, the ability to override the default AOR filtering to enable viewing of all AORs from any Summary. 			08-415			Current Base


						When all AORs are displayed, points and/or conditions displayed in these Summaries which are outside the User’s assigned AOR shall be considered “View-Only” and shall not be selectable or otherwise capable of being modified by the User. 			08-416			Current Base


						Users, with proper AOR and user permissions, shall be able to select a point on any summary and perform any appropriate control and/or modification on the point.			08-417			Current Base


						All Summaries shall provide capabilities such as sorting by column, turning columns off and on, search, copy/paste entries, and multi-entry selection. 			08-418			Current Base


						The user shall have the ability to save a custom view of any Summary for private or public access. 			08-419			Current Base


						Additionally, the dynamic data refresh on any summary listing can be suspended and resumed by the User. 			08-420			Current Base


						When a summary is suspended, a clear indication shall be provided on the Summary to indicate the information is not current.			08-421			Current Base


						The system shall permit a user to search all visible columns on the summary for the existence of a user entered text string. 			08-422			Current Base


						Where appropriate, search criteria shall support the use of “wildcard” characters which can be included as part of the text string which shall cause the system to find all occurrences matching the string. 			08-423			Current Base


						The user shall have the ability to export the data in the summary report into a flat file or ASCII format. 

The following subsections describe the summary displays that shall be provided.
			08-424			Current Base


						8.12.1.1    Alarm Summary 			08-425			NA


						Alarm Summaries shall be provided to show all SCADA/EMS alarms.  The order of alarms presented on the display shall be configurable. 			08-426			Current Base


						The summary shall be configurable to show all alarms that exist within the user’s AOR, multiple AOR’s or all Alarms.			08-427			Current Base


						The alarm entries shall be color coded according to the priority of the alarm, sorted first by priority then timestamp.			08-428			Current Base


						The user shall be able to acknowledge and delete from one alarm up to all visible alarms on the display. 			08-429			Current Base


						The system shall be configurable to permit flashing of any alarm entry that has not been acknowledged. 			08-430			Current Base


						The Alarm Summary will have a configurable feature to display active alarms that are in an oscillating state (e.g. relay chatter or disturbance)			08-431			Alternate


						SCL shall be able to specify if flashing occurs and what part of the message line flashes (i.e., only the date time field or the whole entry). 			08-432			Current Base


						When an alarm has been selected, the alarm summary shall temporarily suspend updating for an adjustable period of time. 			08-433			Alternate


						The alarm class shall determine the acknowledged or delete actions.			08-434			Current Base


						If the Vendor Alarm Summaries are fixed in length and exceeds the capacity, the system shall automatically delete the oldest acknowledged alarms so that the new alarms can be added. 			08-435			Current Base


						The system shall not delete unacknowledged alarms. Acknowledgement of “return to normal” alarms shall automatically delete the alarm and all alarms corresponding to the specific point			08-436			Current Base


						The system shall generate an alarm/ event when old alarms are deleted. 			08-437			Current Base


						It shall also be possible to configure the system to generate an alarm once the alarm list reaches a configurable percentage full. 			08-438			Alternate


						If the Alarm Summaries are fixed in length, the Vendor shall indicate the number of alarms supported.			08-439			Current Base


						It shall be possible to perform any point or alarm interaction from the Alarm Summary display.			08-440			Current Base


						The user shall be able to filter the alarms to present selected priorities.			08-441			Current Base


						In addition to the filters already described in Section 8.12.1 the alarm summary shall have the following options for filtering:

         • Start/Stop and Acknowledge Date and Time 
         • Alarm Priority
         • Area of Responsibility 
         • Alarm Type (e.g., status, analog, accumulator)			08-442			Current Base


						8.12.1.2   Event Summary			08-443			NA


						An Event Summary shall be provided to show, besides all system alarms, all events in the system, including records of user actions (such as supervisory control commands, tagging, and manual data entry actions.			08-444			Current Base


						The event entries shall be color coded according to the priority of the alarm. 			08-445			Current Base


						No flashing of event text shall be permitted on this display.			08-446			Current Base


						The size of the real-time Event Summary shall be configurable but it shall maintain at least thirty (30) days of system alarms and event under normal circumstances.			08-447			Current Base


						In addition to the filters listed in Section 8.12.1, the following filter options shall also be supported:

       • Start/Stop Date and Time   
       • Quality Code
       • Event Type (e.g.,  Un-commanded Change)
			08-448			Current Base


						8.12.1.3   Abnormal Summary			08-449			NA


						The Abnormal Summary display shall be a list of all devices/values that are in an abnormal state. 			08-450			Current Base


						All points in the system shall be included.			08-451			Current Base


						This display shall be dynamically created based on the current state of the Real-Time database.			08-452			Current Base


						8.12.1.4   Tag Summary 			08-453			NA


						This display shall list all active tags.  			08-454			Current Base


						There shall be the capability for fast access to the display containing the tag, such that the user can further modify or remove the tag.  			08-455			Current Base


						The user shall be able to remove a tag or add/modify/delete a comment from this summary.			08-456			Current Base


						The summary shall indicate the presence of multiple tags on a device.  			08-457			Current Base


						Information on this display shall list in addition to the one described in Section 8.12.1:			08-458			Current Base


						            • Tag Type (refer to Section 9, Tagging)
            • Start/stop Date and Time  
            • Operator ID
            • Comment(s)
			08-459			Current Base


						In addition to the filters listed in Section 8.12.1, this display shall support filtering by Tag Type  and/or Operator ID			08-460			Current Base


						8.12.1.5   Manual Entry Summary			08-461			NA


						This display shall list all telemetered points within the users AOR that have been replaced manually by the operator. 			08-462			Current Base


						The points shall be arranged in reverse chronological order. 			08-463			Current Base


						The user shall be able to change the manual entry of a point utilizing this summary			08-464			Current Base


						Optionally, there shall be the capability for fast access to the display containing the point, such that the user can further modify the value or return the point to automatic data acquisition. 			08-465			Current Base


						In addition to the filters listed in Section 8.12.1, this display shall support filtering by Operator ID			08-466			Current Base


						8.12.1.6   Telemetry Failure Summary			08-467			NA


						This display shall list all devices and values indicating a “Telemetry Failed” quality condition.  			08-468			Current Base


						The SCADA/EMS system set the “telemetry failed” quality when a data point is not being updated in real-time. This condition can be detected when a maximum refresh time is exceeded, when link communication errors occur or when reported by the data source.			08-469			Current Base


						6.12.3.7   Alternate Data Source Summary			08-470			NA


						This display shall list all points in which an alternate data source is currently in use which overrides its pre-defined primary source. 			08-471			Current Base


						The display shall be organized by substation and point type. 			08-472			Current Base


						This display shall list both the primary and alternate source values and which source is currently in use. 			08-473			Current Base


						Separate summary displays may be provided for analog/accumulator and digital points. 			08-474			Current Base


						Users shall be provided with the ability to select a point on the summary and perform any appropriate point control and/or modification. 			08-475			Current Base


						8.12.1.8   Operator Notes Summary			08-476			NA


						The Operator Notes Summary display shall include a list of all memos entered by all operators. 			08-477			Current Base


						It shall show the operator name, time stamp and the content. 			08-478			Current Base


						The user shall have the ability to navigate to the display associated with the memo from the Summary display. 			08-479			Future Base


						The user shall be able to change the Operator Note from this summary.			08-480			Future Base








Section 9


						Technical Specification			ID			Conformance


						9.    SCADA Functions			09-001			NA


						The functions required for the SCADA system shall include, at a minimum:

      • Data Acquisition 
      • Data Processing
      • Supervisory Control
      • Tagging
      • ICCP Data Communications 
      • Sequential Control with Interlocks
      • Alarm and Event Processing
      • Real-Time Calculations
      • Disturbance Data Collection
      • Load Shed & Restore
      • Underfrequency Load Shed
      • Voltage Reduction
			09-002			Current Base


						9.1       Data Acquisition			09-003			NA


						The SCADA system shall acquire real-time data from field devices or external applications or systems.			09-004			Current Base


						The SCADA shall include a Remote Terminal Units (RTU) data acquisition subsystem managed by one or more pairs of redundant Communications Front End Processors (FEPs). The FEPs shall support communications with the RTUs, virtual RTU’s and Intelligent Electronic Devices (IED’s) over analog point-to-point or multi-point channels as well as over TCP/IP networks. The summary of remote telemetry sizing requirements is presented in Appendix A, Table A.1-2 and Table A.1-1.			09-005			Current Base


						The Data Acquisition requirements for RTUs shall apply to all existing RTUs. All existing RTU functions shall be supported by the SCADA. Data Acquisition requirements include remote device scanning, communication failure detection and restoration, message encoding and decoding, error checking, and monitoring.			09-006			Current Base


						The system shall support architecture with distributed FEPs configured, if needed, in multiple redundant pairs to facilitate the communication with devices and RTUs spread SCL geographical area.			09-007			Current Base


						The FEP shall have the capability to manage the communication connections through independent paths/channels providing flexible redundancy configuration of the communication links within the system.			09-008			Current Base


						All parameters needed to configure the system Front End communications shall be defined in the DB			09-009			Current Base


						The Data Acquisition requirements of the SCADA are presented in this section. Performance and capacity requirements for these functions are described in Section 3, System Software and defined in Appendix B, Performance Requirements.			09-010			Current Base


						9.1.1  Communication Protocols			09-011			NA


						The new SCL’s SCADA/EMS shall support, at a minimum, the following standard RTU serial communication protocols:

      • Telegyr 8979 RTU Protocol
      • DNP3 Serial Protocol

The SCADA Front End Processors shall also be able to support, at a minimum, the following TCP/IP communication protocols:

      • DNP3i
      • IEC-61850

The Vendor shall include in its proposal the list of supported protocols.
			09-012			Current Base


						RTU protocols for each RTU type shall be supported by the Vendor’s system. The vendor shall provide full technical details on how these specific protocols will be implemented, tested and supported for SCL.			09-013			Current Base


						The system must be able to provide for selective scanning of status, analog, and accumulator points from remotes using these protocols as well as support report-on-change, report on inter-scan change, report-by-exception & scan-by-exception. 			09-014			Current Base


						In addition, SCADA shall be able to request and process Sequence of Events (SOE) data, including time synchronization as needed to support SOE processing.			09-015			Current Base


						System shall be able to interpret protocol quality codes when available and represent associated data to end-user with code by definition or deterministic color.			09-016			Current Base


						The Vendor shall describe, as part of their proposal, the details of all protocols supported by their SCADA system.			09-017			Current Base


						The FEP shall be capable of sending accumulator freeze commands to all of the RTUs simultaneously at the precise specified freeze time taking into consideration communications time lag for each RTU.			09-018			Current Base


						9.1.2   RTU Communications			09-019			NA


						Communications with RTUs shall use a polling technique where a Front End Processor (FEPs) initiates all scans and commands as well as accepts unsolicited messages initiated by the RTU/IED.  
Communications shall be supported over the following communication media:
			09-020			Current Base


						           1.     RS-232			09-021			Current Base


						           2.     2 wire / 4 wire over Modem			09-022			Current Base


						           3.     TCP/IP			09-023			Current Base


						           4.     Radio (Serial and IP)			09-024			Current Base


						           5.     Fiber Optic over Modem			09-025			Current Base


						The hardware requirements for the FEPs using serial multiplexers are described in Section 6.12 of this specification, RTU Communications. The Data Acquisition software part of SCADA shall be able to support those requirements and provide the capability to address the RTUs and IEDs directly by unit number, IP address or combination of server port and multiplexer port.			09-026			Current Base


						The Data Acquisition subsystem shall support the configuration of Point-to-Point and multi-point circuits. The Vendor shall describe any limitation as to the number of RTUs supported within a single Front-end and the entire System.			09-027			Current Base


						The serial communications equipment specified by the Vendor shall support data rates from 1200 to 56k bps.			09-028			Current Base


						RTU data shall be scanned at a number of different frequencies and may be demanded by either application programs or Operator request.			09-029			Current Base


						Scan requests for RTUs on different communication channels shall be issued in parallel and sequentially to RTUs on the same communication channel.			09-030			Current Base


						The system shall support multiple communication paths with automatic transfer to an alternate path should the primary become unavailable. It should be possible to select the primary channel for each individual RTU separately.			09-031			Current Base


						The number of scan cycles, the frequency of each, and the remote devices scanned shall be configurable.			09-032			Current Base


						Scan periodicity shall be configurable for each scan group between 1 and 3600 seconds.			09-033			Current Base


						The remote device scanning sequence shall execute when initiated by the following events. 

       1. System initialization
       2. Expiration of a periodic scan timer, including integrity scans
       3. User request of a demand update
       4. Activation of a device or channel
			09-034			Current Base


						To a system operator, the existence of a mixed set of RTU protocols and types in the system shall be completely transparent. 			09-035			Current Base


						All displays, control actions, alarms, logs, operational procedures and so forth shall be the same.			09-036			Current Base


						The Vendor shall specify, as part of their proposal, their approach for information protection such as the support of encryption as part of their proposal.  			09-037			Current Base


						9.1.3   RTU Scanning			09-038			Current Base


						The SCADA system shall permit the definition of scan groups to request data items from a RTU. 			09-039			Current Base


						The number and size of scan groups shall only be limited by the RTU protocol. 			09-040			Current Base


						A scan group can be as small as one data item from a RTU and it shall be possible for a RTU data item to belong to multiple scan groups. 			09-041			Current Base


						The scan group definitions shall be on a RTU basis and the contents of each scan group shall be configurable by SCL. 			09-042			Current Base


						The system shall provide the ability for a user with proper permissions/authorization to inhibit, or enable, scan groups on a per RTU basis from any scan sequence through Vendor-supplied displays. The vendor shall provide all these functions on a single display.			09-043			Current Base


						The system shall poll real-time data from RTUs using the defined scan groups. At a minimum, the system shall provide configurable scan rates for polling of one (1) second, two (2) second, four (4) second, eight (8) second, and ten (10) second status and analog data.			09-044			Current Base


						For polling of accumulator data, the system shall provide periodic scan rates of five (5), ten (10) minutes, fifteen (15) and one (1) hour.			09-045			Current Base


						In addition to normal scan cycles, there shall be several methods by which telemetry scans can be requested. At a minimum, the following methods shall be supported:

            • Operator Displays – An Operator may demand a scan of all RTUs in the entire system, a specific
               Channel, or a specific RTU. Status and data dump scans of the RTU(s) involved can also be initiated.
			09-046			Current Base


						            • Application Programs – Software programs may request demand scans of specific RTUs			09-047			Current Base


						            • Change of Status – When a commanded or un-commanded change of state is detected on a point,
               or following a set-point control, the RTU involved can be demand scanned for all quantities. This
               shall be configurable on a per point basis.			09-048			Current Base


						             • Maintenance Displays – A User shall have the ability to take scan groups in and out of service, as
                well as initiate scans			09-049			Current Base


						The system shall support polling and report by exception for protocols that support both modes. It shall be possible to utilize either or both modes for selected RTUs.			09-050			Current Base


						When utilizing the report by exception, it shall be possible to define an integrity scan.			09-051			Current Base


						The system shall automatically perform the integrity scan after a user definable time has expired since the last report by exception information.			09-052			Current Base


						The timer shall be configurable from 1 minute to 24 hours			09-053			Current Base


						It shall be possible to set RTU parameters on an individual RTU, communications line or channel basis (i.e., all RTUs on the same communications line). RTU parameters set on a communications line basis shall be shared by all RTUs on the channel.			09-054			Current Base


						The Vendor shall describe, as part of their proposal, any limitation as to the number of RTUs supported within a single Front-end and the entire System.			09-055			Current Base


						The remote device scanning sequence shall execute when initiated by the following events.  

        1. System initialization
			09-056			Current Base


						        2. Expiration of a periodic scan timer, including integrity scans			09-057			Current Base


						        3. User request of a demand update			09-058			Current Base


						        4. Activation of a device or channel			09-059			Current Base


						        5.Disruption of communication channel			09-060			Current Base


						The system should support multiple communication paths with automatic transfer to an alternate path should the primary become unavailable. 			09-061			Current Base


						SCL shall be able to define, in the Database, which channel is “primary” and which “secondary” for each RTU independently.			09-062			Current Base


						The Front-end shall determine if the communication channel to the RTU is in operation to determine if the line is successfully communicating. 			09-063			Current Base


						If the communication channel is determined to be faulty or not in operation, the system shall make three (3) attempts to switchover to an alternate communication channel, if available. The user shall be notified by means of an alarm and/or channel status change event message (configurable).			09-064			Current Base


						The system shall monitor the availability of the failed channels. The communications shall be switched to the primary channel as soon as it becomes available.			09-065			Current Base


						After three (configurable) unsuccessful attempts to switch over the communication channels, the specific channel is marked as not in operation.			09-066			Current Base


						The user shall be notified by means of an alarm that both communication channels are not operating.  All the real-time scanned points coming from the RTU shall be flagged by the corresponding quality indicator to indicate this condition.			09-067			Current Base


						9.1.4   Remove RTU Scans			09-068			NA


						A User with proper authority shall be able to remove or restore any RTU from the scan sequence through Vendor supplied displays without affecting the communication of the other RTUs/IEDs in the system, even the ones in the same communication channel. 			09-069			Current Base


						9.1.5   RTU Communication Errors			09-070			NA


						Data acquisition software and hardware shall be able to detect and efficiently manage the following types of errors for each RTU:			09-071			Current Base


						           • No Reply – A no-reply condition shall occur when an RTU fails to respond to an interrogation or to
              complete a requested function			09-072			Current Base


						           • Invalid Reply – An invalid reply condition shall occur when the received data is inconsistent with the
               requested data.  For example, an invalid reply condition exists if the address of the requested data
               does not match the address of the received data.			09-073			Current Base


						           • Message Error – Data transmission errors and RTU statuses that are detectable.  This information
              shall be protocol dependent.			09-074			Current Base


						          • Security Error - Master receives the wrong security code. (LRC, CRC, BCH), Communication problems
             (typically frequency response, noise, or signal level problems) security and bad message errors are
             both generated.			09-075			Current Base


						All communication type errors result in a configurable number of retries before the condition is logged. The number of retries attempted shall be defined on a per function basis.			09-076			Current Base


						Communication errors shall be filtered before logs are generated to avoid excessive logs due to noisy channel conditions.  This is accomplished by defining error thresholds (i.e., limits) on an RTU basis.			09-077			Current Base


						The system shall also have the ability to take a point out of scan due to the communication chatter (chatter inhibit).			09-078			Current Base


						The Vendor shall describe in detail, as part of their proposal, how their system manages and stores communication alarms.			09-079			Current Base


						9.1.6   Telemetry Failure			09-080			NA


						When RTU communications are down (entirely or partially), the system shall report telemetry failed quality code on each point affected. 			09-081			Current Base


						Any calculated point shall be flagged as questionable if any of the input points are in telemetry failure. 			09-082			Current Base


						Additionally, the system shall generate an alarm to notify the User of such condition.			09-083			Current Base


						Where applicable, if data concentrators are used, the system shall distinguish between the quality of multiple data sources, for example, the system shall indicate if there is a telemetry failure affecting the data that the RTU is scanning directly from field I/Os or is between the RTU and IEDs.			09-084			Current Base


						A failure to receive valid data from a data source in response to a scan request command shall cause a software-commanded retransmission of data from that source. 			09-085			Current Base


						The number of re-scans to be attempted shall be user adjustable for each scan rate. 			09-086			Current Base


						For all telemetry-failed conditions, the last good value shall be retained in the database for each affected point with a quality indication. 			09-087			Current Base


						Upon return of telemetry, the system shall automatically remove the telemetry failure indication and update the point in the database with the latest scanned data received. 			09-088			Current Base


						It shall be possible to configure the system to generate an alarm to indicate that the telemetry has returned to normal – the related points under the RTU shall not generate an alarm to indicate return to normal scanning state. 			09-089			Current Base


						The Vendor shall describe, as part of their proposal, their SCADA systems recovery procedures after a communication outage.			09-090			Current Base


						9.1.7   Analog to Digital (A/D) Accuracy Monitoring			09-091			NA


						The system shall support RTUs that are equipped with reference points for each A/D converter (ADC) at the RTU. 			09-092			Current Base


						As part of the normal RTU scan process, the system shall scan these reference points. 			09-093			Current Base


						If the 5-minute average of a scanned reference point falls outside of configurable high/low limits, the system shall declare and alarm an ADC error. 			09-094			Current Base


						All analog points from the associated A/D converter shall be quality coded to show that the analog to digital converter at the RTU is out of calibration; however, the system shall not alarm each point. 			09-095			Current Base


						The values shall continue to be updated with the latest scanned values regardless of the ADC quality and quality code the value. 			09-096			Current Base


						When the A/D reference returns to within limits, the quality codes shall be removed and a return-to-normal event shall be generated for the ADC.			09-097			Current Base


						Displays shall be provided that allow the User to view the current reference point values in the database at any time. 			09-098			Current Base


						9.1.8   RTU Statistics			09-099			NA


						The system shall maintain error statistics for all RTU channels, as well as the status of each RTU communications channel. 			09-100			Current Base


						These features shall provide System Support Technicians with updated communications status including noisy channel conditions that result in normally unnoticed communications retries.			09-101			Current Base


						RTU error statistics shall be maintained in a database and available to users through Vendor-supplied displays. 			09-102			Current Base


						Data shall be collected and stored in the Historic Information Storage and Retrieval (HISR) system for archiving. 			09-103			Current Base


						All statistics shall be reset at a user definable period as well as manually on a per RTU basis and the user shall have the ability to enable/disable the automatic reset feature.			09-104			Current Base


						The statistics should be maintained for the current and previous, i.e. - hour, day, etc.			09-105			Current Base


						RTU statistics shall be configurable and include, but not limited to, the following:

      1. Scanned-Type Errors
			09-106			Current Base


						                • Bytes transmitted over period			09-107			Current Base


						               • Bytes received over period			09-108			Current Base


						               • Successful scans over period			09-109			Current Base


						              • Missed scans (overruns) over period			09-110			Current Base


						             • % Availability per RTU and Communication Line			09-111			Current Base


						     2.  Failure-Type Errors			09-112			Current Base


						             •  No-replies (timeouts) over period			09-113			Current Base


						            • Invalid replies (bad messages) over period			09-114			Current Base


						           • Other status and message errors (protocol dependent)			09-115			Current Base


						    3. Error rate percentage over period			09-116			Current Base


						The Vendor shall indicate, as part of their proposal, how the percentage (%) Availability per RTU is calculated.			09-117			Current Base


						7.1.9   RTU Diagnostics			09-118			NA


						The system shall support the capability to monitor messages on a communications channel, RTU, and point basis. 			09-119			Current Base


						The ability to capture a specific RTU scan, for both transmission and replies, shall also exist.			09-120			Current Base


						At a minimum, the diagnostics shall provide the following capabilities:

       1. Place any RTU in a “Diagnostic Test Mode”
			09-121			Current Base


						      2. Monitor communications (2 way) on any channel or RTU			09-122			Current Base


						      3. Select/define status, analog, and/or accumulator scan requests			09-123			Current Base


						     4. Perform command actions on RTU points (control messages)			09-124			Current Base


						     5. Initiate single, periodic, or continuous scan requests to an RTU for test purposes			09-125			Current Base


						     6. Perform software monitoring and statistics			09-126			Current Base


						     7. Provide displays which show scan information sent/received from an RTU			09-127			Current Base


						While in Diagnostic Test Mode, the periodic scanning of the RTU shall be halted, the data in the database shall be retained, and the attributes set to show that telemetry is "non-updated". 			09-128			Current Base


						A diagnostic utility shall be provided to issue scans to the RTU and display data returned. 			09-129			Current Base


						The utility shall have the capability to display both the raw data returned as well as the scaled/calculated values, along with the assigned point names, identifiers, and unit names.  Unassigned/Future points shall only show raw values.			09-130			Current Base


						9.1.10   RTU Time Synchronization			09-131			NA


						Time synchronization shall be provided by an internal or external clock source to insure a high level of accuracy and resolution between time-tagged events occurring at a single RTU site or on a system-wide basis. 			09-132			Current Base


						Without timing sources at each individual RTU, a system-wide accuracy within 10 milliseconds shall be maintained.  Time shall be reported to a resolution of 1 millisecond.			09-133			Current Base


						The Vendor shall indicate in their response the proposed strategy implemented in its system to comply with the RTU Time Synchronization requirements in this specification.			09-134			Current Base


						The system shall provide the ability to configure/enable/disable the transmission of time synchronization data or commands from the FEP on any communication channel or RTU. 			09-135			Current Base


						Propagation delays that are associated with time synchronization shall be dynamically calculated and periodically adjusted at each RTU site on serial communication lines. 			09-136			Current Base


						Time synchronization shall be performed automatically during recovery and re-configuration processing. 			09-137			Current Base


						The User shall be able to request time synchronization at any time through Vendor-provided displays. 			09-138			Current Base


						The user shall have the ability to define a period for “automated” time syncs (every 3 minutes, 30 minutes, 1 hour, 4 hours, etc.).			09-139			Current Base


						9.1.11    Sequence of Events (SOE)			09-140			NA


						The SCADA shall support processing and data reporting of Sequence Of Events (SOE) from RTUs equipped with SOE capability. All of the SOE features and capabilities of each RTU for each protocol shall be supported.			09-141			Current Base


						Time synchronization shall be provided to maintain a coordinated time within eight (10) milliseconds on a system basis for events occurring at any of the SOE equipped RTUs.			09-142			Current Base


						SOE reports shall provide the Operator with a chronologically ordered list of events showing the change-of-state events for affected RTUs with SOE status points. The report shall be generated for display and/or logging upon Operator request.			09-143			Current Base


						Each event in the report shall contain date and time (to the resolution of the particular RTU), RTU name, point name, and point state. Report archiving capability to HISR shall be provided for all SOE reports.			09-144			Current Base


						The SOE capability is not to be a substitute for normal status point scanning. The system shall report status changes for SOE points in the same manner as non-SOE points.			09-145			Current Base


						7.1.12    Listen Mode			09-146			NA


						The Vendor shall provide RTU “Listen Mode” capability for all serial-based RTU protocols			09-147			Current Base


						There shall be the capability of monitoring any or all configured RTUs in parallel, within the QAS or PDS, with the existing primary system. 			09-148			Current Base


						The listen mode shall support the SCL configuration and not interfere with, or negatively affect, existing communications. 			09-149			Current Base


						Supervisory control to RTUs that are in listen mode shall be prohibited. 			09-150			Current Base


						All data received using the “Listen Mode” shall not be marked differently than normally scanned data. 			09-151			Current Base


						The Vendor shall provide details, as part of their proposal, on the method used to support this functionality. 			09-152			Current Base


						9.2   Data Processing			09-153			NA


						Data retrieved by the data acquisition system shall be checked for reasonability before storage into the database. 			09-154			Current Base


						The quality and status of each piece of data shall be maintained through quality coding, alarms, and abnormal status flagging. 			09-155			Current Base


						Alarm or abnormal conditions shall be brought to the Operator's attention through displays, audible alarms, and logged events. 			09-156			Current Base


						The SCADA system shall support the following types of data processing:

           1. Analogs
			09-157			Current Base


						           2. Digital inputs (Byte words converted to analog values)			09-158			Current Base


						          3. Status			09-159			Current Base


						          4. Accumulators			09-160			Current Base


						          5. Non-telemetered data (analog, status, and accumulators)			09-161			Current Base


						         6. Calculated data (analog, status, and accumulators)			09-162			Current Base


						         7. Tagging			09-163			Current Base


						         8. Data quality			09-164			Current Base


						        9. Alternate Data Sources			09-165			Current Base


						9.2.1   Analog Data Processing			09-166			NA


						The system shall perform, at minimum, analog data processing as specified in the following sections.			09-167			Current Base


						The analog processing function shall notify the alarming function when a value has not changed after a predefined time so the corresponding configured alarm can be generated.			09-168			Current Base


						9.2.1.1   Data Conversion			09-169			NA


						The system shall convert analog point raw values to engineering units for storing in the database and for display purposes. 			09-170			Current Base


						The SCADA shall provide the mechanisms to define the proper conversion formula for the raw values provided by the RTUs.			09-171			Current Base


						The conversion approach shall be either: 

     •  Value = (A * Scanned Value) + B

               Where: ‘A’ and ‘B’ are coefficients defining the scaling and offset for the value. These coefficients
               shall be configurable for each analog point.			09-172			Current Base


						    •  For each analog point use engineering min/max and raw min/max to calculate the slope and intercept
			09-173			Alternate


						    •  Customized conversion formula			09-174			Alternate


						SCL has analogs that come from the RTUs requiring special processing.  At a minimum the system shall support analog processing, for the following types of values:			09-175			Current Base


						    •  Offset Binary			09-176			Current Base


						    • Two’s Complement			09-177			Current Base


						9.2.1.2   Limit Checking 			09-178			NA


						The system shall support the following types of limit checking on a point basis:

        • High and Low Reasonability Limits			09-179			Current Base


						        • High and Low Operating Limits			09-180			Current Base


						        • Dynamic Limits			09-181			Current Base


						        • Rate of Change Limits			09-182			Current Base


						       • Seasonal Limits			09-183			Current Base


						       • Calculated Limits			09-184			Current Base


						       • Durational Limits			09-185			Current Base


						These limits shall be applicable to telemetered data, manually entered data, or calculated data points and, including the reasonability limits, shall be optionally assignable on a per point basis.			09-186			Current Base


						The capability shall exist to suppress unnecessary alarms (either limit violation, or return from limit violation) due to transient analog limit violations. 			09-187			Current Base


						Suppression of the alarm shall create an event and change the quality code of the point.			09-188			Alternate


						Unless otherwise specified, limits shall be checked during each scan, each calculation; or when entered for telemetered, calculated, or manually entered data. 			09-189			Current Base


						Alarms on return-to-normal after a limit violation shall be configurable on a per point basis.			09-190			Current Base


						The limit monitoring software shall prevent annunciation of multiple alarms resulting from a point value oscillation about an alarm limit (‘alarm chatter’).			09-191			Current Base


						The EMS system shall support the definition of “dead-bands” where value changes are recorded and stored in the DB but not processed for limit checking.			09-192			Current Base


						9.2.1.2.1   Reasonability Limits			09-193			NA


						All analog data shall be checked against high and low reasonability limits that shall be uniquely definable for each point. 			09-194			Current Base


						The reasonability limits shall be set to the widest range and correspond to values that are not considered possible for the device. 			09-195			Current Base


						When either of these limits is exceeded, the data value shall be discarded, and the last good value shall remain in the database and the appropriate quality coding added. 			09-196			Current Base


						Upon return to a reasonable value of the questionable data, and if the Operator has not removed the point from scan, the new value shall be accepted.			09-197			Current Base


						The reasonability limit shall be automatically calculated based on the scaling factor (e.g. 98% of scaling factor) that shall be configurable.			09-198			Alternate


						Reasonability limits per record shall be entered and configurable using the Source Data Base (SDB) Editor. 			09-199			Current Base


						9.2.1.2.2   Operating Limits			09-200			NA


						The system shall support the definition of a minimum of four pairs (4) of high and low operating limit sets. 			09-201			Current Base


						Each analog point shall be checked against these operating limit sets. 			09-202			Current Base


						It shall be possible to define these limits in the Source Database. 			09-203			Current Base


						Users shall be able to override any operating limit. 			09-204			Current Base


						Points with an overridden limit shall be used in place of the initial limit value and the point marked with an override quality code. 			09-205			Current Base


						The override limits shall be retained over Data Base changes.			09-206			Current Base


						When the user removes the override, the limit shall revert to its default values in the SDB. 			09-207			Current Base


						Limits (both initial and overridden) shall be constrained to be within the reasonability limits of each analog point.			09-208			Current Base


						Each limit set shall be entered as individual high and low values in engineering units and shall be uniquely assignable to an alarm class. 			09-209			Current Base


						When any high or low operating limit is exceeded, the value is stored in the database and a quality code is set.			09-210			Current Base


						Individual high or low alarm limit values for a point shall be able to be inactivated. 			09-211			Current Base


						When inactivated, a “Limit(s) inactive” quality code is set and the inactive limit value shall not be used during high/low alarm limit processing.			09-212			Current Base


						9.2.1.2.3   Dynamic Limits			09-213			NA


						The SCADA system shall support at least two types of Dynamic Limits, Temperature Dependent Limits and Calculated Limits. These limits would be applied dynamically depending on predefined conditions.			09-214			Current Base


						The Limit Manager function, as described in Section 9.6, shall ensure that all the limits are updated according to the defined conditions and will be used immediately by all applications whenever an update is made. The limit changes shall happen online, without any operator intervention and without affecting the operations.			09-215			Current Base


						9.2.1.2.3.1   Temperature Dependent Limits			09-216			NA


						The capability to define temperature dependent sets of limits for Ambient Ratings shall be provided.  Each analog point shall be checked against these operating limit sets.			09-217			Current Base


						It shall be possible to define these limits in the Source Database. A total of sixteen (16) sets of limits shall be supported with eight (8) of these sets designated for use during the day and the other eight (8) designated for use during the night.			09-218			Current Base


						9.2.1.2.3.2   Calculated Limits			09-219			NA


						The system shall allow for the definition of a calculation to be used as a limit for any analog in the system. The assignment of the calculated value to the limit shall be done as part of the source DB definition.			09-220			Current Base


						9.2.1.2.4   Rate of Change Limits			09-221			NA


						A rate-of-change (ROC) limit may be optionally assigned to any analog or digital point. 			09-222			Current Base


						The rate-of-change process shall detect both large, instantaneous changes and smaller, accumulative changes. 			09-223			Current Base


						A detected rate of change that exceeds the rate limit must be maintained for “X” seconds, adjustable from 0 to 60 before an alarm is issued. 			09-224			Current Base


						Rate changes shall be reported as negative or positive depending upon the direction of the change. 			09-225			Current Base


						ROC Limits shall be assignable to an alarm class to determine the type of alarm to be raised when the limit is exceeded. 			09-226			Current Base


						Additionally a “ROC Limit Exceeded” quality code shall be set for the point.			09-227			Alternate


						Rate of change limits for a point shall be able to be inactivated.			09-228			Current Base


						When inactivated, a “Limit Inactive” quality code shall be set and ROC limit checks will not be performed.			09-229			Alternate


						Users shall be able to override a ROC limit. 			09-230			Current Base


						Points with an overridden limit shall be used in place of the initial limit value and the point marked with an override quality code. 			09-231			Current Base


						When the user removes the override, the limit shall revert to its default values in the SDB.			09-232			Current Base


						9.2.1.2.5   Seasonal Limits			09-233			Current Base


						The system shall maintain up to four alternate sets (i.e., spring, summer, fall, winter) of Operating Limits that can be swapped in for any individual, or group, of analog points.			09-234			Current Base


						Each alternate limit set shall comprise a full set of Operating Limits as described in Section 9.2.1.2.2, Operating Limits. 			09-235			Current Base


						It shall be possible to invoke switching of these seasonal limit sets either automatically, through a pre-defined trigger, date or status point, or manually by an Operator.			09-236			Current Base


						It shall be possible to group analog points by System or Region. 			09-237			Current Base


						For manual switching, the Operator shall be able to select an alternate set and assign the new limits to an analog group. 			09-238			Current Base


						When a new limit set is assigned to a group of analog points, all points in the group shall immediately be subjected to the new limits. 			09-239			Current Base


						The Vendor shall provide a display that shows the current Operating Limit set assigned for each region.			09-240			Current Base


						9.2.1.2.6   Durational Limits			09-241			NA


						The system shall support the capability to define an operating limit base on time duration, “durational limit”. A durational Limit may optionally be assigned to any analog point.			09-242			Current Base


						The durational limit shall be defined by a duration in minutes and limit value.			09-243			Current Base


						The limit value may be positive or negative.			09-244			Current Base


						If the analog value continuously exceeds the limit value defined for the specified duration, the system shall generate an alarm and the corresponding  quality code shall be assigned to the point.			09-245			Current Base


						It shall be possible to define these limits in the source database.			09-246			Current Base


						9.2.1.3   Data Smoothing			09-247			NA


						The system shall support the capability for the instantaneous values received for an analog point to be digitally smoothed by assigning it to a filter using the following formula – currently set to 20%: 
 
VST = VRT * (S) + VST-1 * (1 - S)

where;
VST = Smoothed value at time T.
VRT = Raw value at time T.
VST-1 = Smoothed value at time T 1.
S = Configurable value between 0 and 1, indicating the amount of smoothing.			09-248			Current Base


						9.2.1.4   Zero Dither			09-249			NA


						The SCADA system shall support a zero dithering dead band option for telemetered analog points.  If the value of a point is close to zero, i.e., it differs from zero by less than the zero dither dead band, the value shall be forced to zero. 			09-250			Current Base


						Both the dithered raw and converted values shall be stored in the database.			09-251			Current Base


						9.2.2   Digital Input			09-252			NA


						Some protocols, including Telegyr 8979 used by SCL provide the capability of reporting floating point analogs using byte words, Digital Input, messages.
The EMS system proposed shall be capable to process the digital input messages converting the value to the corresponding analogs.
			09-253			Current Base


						Once the digital inputs have been converted to analog values in the system they shall be treated as any other analog.			09-254			Current Base


						9.2.3  Status Data Processing			09-255			NA


						The SCADA system shall process status data to determine current status and to report any change of status. 			09-256			Current Base


						The newly acquired status shall be compared against the current status data in the database to determine if changes have taken place. 			09-257			Current Base


						If a change is detected that is not the result of a control action, an alarm shall be generated. 			09-258			Current Base


						Commanded and manually entered changes of status shall be recorded as events, with the designation of the Operator and console from which the change was initiated.			09-259			Current Base


						It shall be possible to associate “normal” state(s) to the status value of points (e.g., open or closed).  Points that are not in the normal state shall be included in abnormal summaries. An exception will be status points without a normal state (e.g. Capacitor Banks)			09-260			Current Base


						Similarly, alarm state(s) shall be predefined for the point and may be any one, many, or all possible states.			09-261			Current Base


						A point’s state abnormality and alarm condition assignments shall be defined and maintained in the database. 			09-262			Current Base


						The abnormal states for a point may be altered by an authorized Operator, with proper access, through the user interface.			09-263			Current Base


						The SCADA system shall be capable of inverting the state of a contact input point upon receipt of telemetered data prior to processing in the database. 			09-264			Current Base


						The software shall also be capable of associating either state of a contact input point (open or closed) with either state of the actual device (for example, open or closed breaker). 			09-265			Current Base


						The user shall specify point definitions individually. 			09-266			Current Base


						At minimum, the system shall accommodate contact input data types defined as follows:			09-267			Current Base


						          1.     Status: points having two states; typically alarm/clear or positional (open/closed)			09-268			Current Base


						         2.     Switch: points having three positional states, typically open, closed, or in-travel (e.g., motor-operated
                 switches)			09-269			Current Base


						         3.     Multiple Change Detection (MCD: points subject to multiple operations between scans (e.g., breakers with
                 reclosers)			09-270			Current Base


						For selected status points that are associated with breakers and switches, a counter shall be maintained to accumulate the number of operations of the device, including all momentary changes. 			09-271			Current Base


						The time and date when the count was initiated shall be maintained.			09-272			Current Base


						The SCADA system shall also support non-telemetered status points for use by application programs, displays, or reports.			09-273			Current Base


						All status point changes shall be archived in the HISR subsystem.			09-274			Current Base


						9.2.3.1   Multiple Change Detection			09-275			NA


						The multiple change detection (MCD) feature shall provide for the compression of multiple changes of state on a single status point within a single scan cycle. Typically, MCD points are identified for circuit breakers with high-speed reclosers. 			09-276			Current Base


						Special alarm and event messages shall be issued to reflect the multiple breaker operations occurring on MCD point types.  For pseudo MCD points, the change of state shall be reported the same way as the real telemetry point.			09-277			Current Base


						A separate message for each operation shall be used to report the sequence of operations that occurred. 			09-278			Current Base


						During alarm filter processing, a loss of change-of-state sequences may occur after two transitions on a single point, however, the final point state and an indication of the compression processing shall always be reported correctly to the Operator.			09-279			Current Base


						An example of possible point change-of-state transitions along with the resultant MCD indication is provided in the table below:











Table 9.2-1: Example of Change-of-State Transactions and MCD Indications			09-280			Current Base


						The MCD compression processing may reside at the RTU or be performed by the Front End Processor (FEP) component. 			09-281			Current Base


						Regardless of the device that performs the compression activity, the interface to other SCADA services shall be consistent for all supported RTU devices.			09-282			Current Base


						9.2.3.2   Sequence of Events (SOE) Processing			09-283			NA


						The Vendor shall provide software for processing and data reporting of sequence of events (SOE) from RTUs that are so equipped. 			09-284			Current Base


						All SOE features and capabilities of each RTU and each RTU protocol shall be supported.			09-285			Current Base


						To support SOE time tagging, the SCADA system shall perform time synchronizing of all RTUs equipped with SOE points and an internal time source.			09-286			Current Base


						Time synchronization shall be provided to maintain a coordinated time within eight (10) milliseconds on a system basis for events occurring across all SOE equipped RTUs.			09-287			Current Base


						All SOE RTUs may be automatically (protocol dependent) interrogated, periodically, or by user demand, as necessary, to prevent loss of buffered SOE data at the RTU. 			09-288			Current Base


						Scheduled interrogation of SOE may be enabled or disabled on a per RTU basis. 			09-289			Current Base


						The SCADA system shall handle SOE data collection at a lower priority by collecting the data during channel idle time to minimize normal scanning activity. 			09-290			Current Base


						The collected SOE event data from the RTUs shall be stored in HISR for later analysis and report generation. 			09-291			Current Base


						SOE reports shall provide the user with a chronologically ordered list of events showing the change-of-state events for affected RTUs with SOE status points. 			09-292			Current Base


						The report shall be generated for display and/or logging on a daily basis or upon user request. 			09-293			Current Base


						Each event in the report shall contain date and time (to the resolution of the particular RTU), RTU name, point name, and point state.  			09-294			Current Base


						All SOE reports shall be archived to HISR. Report archiving capability to HISR shall be provided for all SOE reports.			09-295			Current Base


						The SOE capability is not to be a substitute for normal status point scanning.  			09-296			Current Base


						The system shall report status changes for SOE points in the same manner as non-SOE points.  			09-297			Current Base


						9.2.4   Pulse Accumulator Data Processing			09-298			NA


						The SCADA system shall be able to read and process data from pulse accumulators including the capability of retrieving and processing hourly and sub-hourly data. 			09-299			Current Base


						The collection of sub-hourly data shall be at user-defined rates from five (5) minute to fifteen (15) minute intervals which shall be configurable			09-300			Current Base


						Hourly accumulator data shall be retrieved every hour from each telemetered accumulator defined in the system. 			09-301			Current Base


						Completion of the retrieval process of all accumulator data shall be accomplished during an adjustable time window set by user entry. 			09-302			Current Base


						The capability to freeze the accumulators by a command transmitted from the system shall be provided. 			09-303			Current Base


						The freeze command shall be issued, at selected time intervals, as a broadcast freeze-command sent to each RTU communications channel or a selective freeze command issued to individual RTUs.  The freeze command must take into consideration the message propagation time in order to freeze the pulse accumulators as close as possible to the specified interval.			09-304			Current Base


						The SCADA shall support counter value reset after a freeze command is issued depending on the counter type.			09-305			Current Base


						For counters with no reset functionality the SCADA shall support rollover to properly calculate reporting values that go over the zero (0) count.			09-306			Current Base


						The SCADA shall support unique roll-over values for each counter.  The rollover values and engineering unit conversions shall be configurable, in the database, for each counter independently.			09-307			Current Base


						The system shall support counters reset to zero (0) when the RTUs are initialized. The characteristic of the counters shall be configurable in the Source Data Base.			09-308			Current Base


						The system must support the ability to truncate to the nearest Engineering Unit (EU) and carry over the remaining to the next period.  For example, if the meter raw accumulator value is 132 and the conversion is 10%, then the EU for the meter for the hour shall be 13 and the remaining 2 shall be added to the raw accumulator value for the next hour.			09-309			Current Base


						SCL shall be able to define and alternate rounding formula for MWh counters used for Jointly Own Unit. The system shall then round up the value for SCL in one cycle and the other company the next.			09-310			Current Base


						If any accumulator cannot be frozen, or if the accumulator cannot be scanned, the system shall substitute, if available, the appropriate integrated value from a periodic calculated point and tag the value to identify it as a non-telemetered reading.			09-311			Current Base


						Accumulator data shall be converted to engineering units for storage in the database and display purposes. 			09-312			Current Base


						The Vendor shall describe, as part of their proposal, the conversion algorithm.  Conversion constants shall be specifiable for each accumulator.			09-313			Current Base


						9.2.4.1   Reasonability Checking			09-314			NA


						All accumulators shall be checked against high and low reasonability limits that shall be uniquely definable and configurable for each point. 			09-315			Current Base


						The reasonability limits shall be set to the widest range and correspond to values that are not considered possible for the device. 			09-316			Current Base


						All accumulators shall be limit checked against at least one integrated MW analog value.  The threshold for alarming must be configurable for each accumulator individually.			09-317			Current Base


						The last good value shall remain in the database; and a quality coding annotation shall be added.			09-318			Current Base


						When limit excess occurs, an alarm shall be activated.  Reasonability limits shall be entered using the Source Database.			09-319			Current Base


						When either of these limits is exceeded, the system shall process the data value as if the telemetry had failed. 			09-320			Current Base


						The system shall generate an alarm or event and mark the data value with a reasonability limit violation quality code. 			09-321			Current Base


						Once the data returns to a reasonable value, the system shall accept the new value and remove the quality code. 			09-322			Current Base


						In addition, the system shall generate a return-to-normal alarm or event. The return to normal dead band shall be configurable			09-323			Current Base


						The reasonability and return-to-normal conditions shall be assignable to an alarm class that will determine the type of alarm or event to be logged.			09-324			Current Base


						9.2.4.2   Limit Checking			09-325			NA


						All accumulator points shall be compared against a single set of high and low limits defined in the Source Database. 			09-326			Alternate


						The User Interface shall provide a means for the Operator to override any limit online that shall cause the “limit override” quality code to be assigned to the data point. 			09-327			Alternate


						When the user removes the override, the limit shall revert to its initial value. 			09-328			Alternate


						Limits (both initial and overridden limits) shall be constrained to be within the reasonability limits of each accumulator point.			09-329			Alternate


						It shall be possible to mark any initial limit as “inactive”.  Inactive limits shall not be checked.  Overridden inactive limits shall be checked.			09-330			Alternate


						The capability to generate alarms upon detection of a value exceeding any of these limits shall be provided.			09-331			Current Base


						9.2.5   Non-Telemetered Data			09-332			NA


						Non-telemetered data allow for the manual entry of device status or values for points not directly accessible from the field. 			09-333			Current Base


						There shall be no differentiation between telemetered and non-telemetered points for purposes of logging, calculations, displays, and reporting. 			09-334			Current Base


						It shall be possible for the historical system, trending, applications, and data manipulation procedures to access non-telemetered data in the same manner as telemetered data.			09-335			Current Base


						9.2.6   Calculated Data			09-336			NA


						The system shall support calculated data that are computed based on formulas described in Section 9.8, Real-Time Calculations. 			09-337			Current Base


						Calculations shall be performed periodically on a point basis and the periodicity shall be configurable. 			09-338			Current Base


						Calculations shall also be triggered by any change to one of the arguments used in the equation.  The system shall permit assigning priority to calculations.			09-339			Current Base


						9.2.7   Tagging			09-340			NA


						The tagging facility shall allow the Operator to regulate the operational characteristics of any point in the system. 			09-341			Current Base


						The SCADA system shall support a minimum of 16 system configurable tag types.  The system shall permit the placement of any number of tags of any type on a point. 			09-342			Current Base


						When configuring a new tag type, the SCADA system shall provide for the ability for a user, with proper authority, to configure all appropriate tag type parameters including:			09-343			Current Base


						
      1. Tag Name			09-344			Current Base


						      2. Tag Color			09-345			Current Base


						      3. Tag Priority			09-346			Current Base


						      4. Tag Character or Symbol			09-347			Current Base


						      5. Operational Characteristics, one or more of:
      			09-348			Current Base


						                      a.     Control Inhibit			09-349			Current Base


						                      b.     Clearance			09-350			Current Base


						                      c.      Do not Operate			09-351			Current Base


						                      d.     Information (no processing performed)			09-352			Current Base


						                      e.     Scan Inhibit			09-353			Current Base


						                      f.      Alarm Inhibit			09-354			Current Base


						                      g.     Audible Alarm Inhibit			09-355			Alternate


			 			                      h.     Event Inhibit			09-356			Current Base


						9.2.7.1   Tag Types			09-357			NA


						The system shall support, at a minimum, the following tag types: 

    1. Control Inhibit – Telemetry is received and maintained but no control requests are permitted, whether
        from an Operator or system application
			09-358			Current Base


						   2. Information – This is used to record notes or comments associated with a point.  The tag is used for
        informational purposes only and shall have no effect on point processing			09-359			Current Base


						   3. Scan Inhibit – Shall suspend processing of the point by the Data Acquisition system but continue to
       scan the point			09-360			Current Base


						   4. Alarm Inhibit – Telemetry is received and maintained on the device but all alarms shall be suppressed
        and recorded as events			09-361			Current Base


						   5. Audible Alarm Inhibit – Telemetry is received and maintained on the device but the audible tone or
        sound is suppressed for any alarm generated on the point.  All other alarm processing is handled			09-362			Current Base


						   6. Event Inhibit – Telemetry is received and maintained on the device but all alarms and events shall not
        be recorded or processed by the system.  Irrespective of the presence of any tags, Operator activity
        shall continue to be posted to the event log			09-363			Current Base


						9.2.7.2   Inheritance Tags			09-364			NA


						The Tagging facilities shall support the ability to tag a point in the system that is logically related to one or more points in the system. This feature is most commonly used for RTUs where a tag is placed on the RTU, or on an entire feeder, and all points on the RTU or all points on all devices of the feeder shall inherit the same tag restrictions.			09-365			Current Base


						If a Scan tag is placed on an RTU, for example, all points on the RTU shall also inherit the scan tag.			09-366			Current Base


						Physically a tag shall not be placed on each point on the RTU, but rather the point shall be restricted in the same manner as its parent.			09-367			Current Base


						Ability to tag a communication channel shall be provided			09-368			Alternate


						To provide proper indication on a display, all physical tags shall be differentiated from inherited tags such as physical tags may be shown with upper‑case characters and all inherited tags may be shown as lower‑case.			09-369			Alternate


						A point that has both physical and inher­ited tags shall be shown based on its priority.			09-370			Current Base


						The procedure for placing a tag on an RTU shall be the same as placing the tag on an individual point.			09-371			Current Base


						9.2.8   Quality Codes			09-372			Current Base


						Within the SCADA system, each point shall be quality coded to indicate its current status. 			09-373			Current Base


						The database shall maintain all active quality codes for a point. 			09-374			Current Base


						It shall be possible to access these quality codes via displays, trends, reports and other SCADA functions/applications. 			09-375			Current Base


						The determination of the quality code symbology and order of precedence shall be system configurable and set through mutual agreement between SCL and Vendor during the system design phase. 			09-376			Current Base


						Any calculated point shall utilize the most severe quality code from any of the input arguments. 			09-377			Current Base


						The calculation shall continue even if one of the inputs has an abnormal quality (telemetry error). The last good value stored for that input shall be used in the calculation. The data quality code associated to that input shall be processed as defined for the calculated result. If the source point is manual entered, then calculation shall continue to be processed.			09-378			Current Base


						If an Operator overrides a calculated point by manually entering a value, the system shall denote the override with a quality code that is different from a manual entry quality code resulting from one of the input arguments.			09-379			Current Base


						For RTUs, data concentrators or independent SCADAs/Applications that receive information from IED(s), and then transmit this back to the SCADA system. The system shall monitor the status point(s) that indicate communication status to the IED device and appropriately change the quality of any RTUs/Concentrators/Applications points that are received from the failed IED devices. The system shall permit the user to configure which RTU point(s) shall be associated with a user selected IED status indication point. The system shall also permit multiple independent IED status point to RTU point(s) configurations for a single RTU.			09-380			Current Base


						Quality codes assigned to points shall be accessible from the database and shall be available for use in calculated values as Boolean (true/false) values. For example, it shall be possible to define a calculated point in which the value of the result is dependent on the presence of selected quality codes using the conditional execution operators (if-then-else) of the generalized calculations.			09-381			Current Base


						All communication protocols, including, ICCP, that provide quality codes shall be capable of being mapped into the SCADA system.			09-382			Current Base


						Quality codes shall include, at a minimum, the following:
      1. Telemetry Failed			09-383			Current Base


						      2.   Non-update or stale (based on a user defined period, on a per point basis)			09-384			Current Base


						      3.   Value/state manually entered			09-385			Current Base


						      4.   Reasonability limit (high or low) exceeded			09-386			Current Base


						      5.   Rate-of-change limit 			09-387			Current Base


						     6.   High/low limit violation			09-388			Current Base


						     7.   Current state is abnormal			09-389			Current Base


						     8.   Normal state(s) overridden			09-390			Current Base


						     9.   A/D drift is out of limits			09-391			Current Base


						  10.     State Estimator value/state mismatch			09-392			Current Base


						  11.     Component manually entered (calculated points)			09-393			Current Base


						  12.     Data Questionable (calculated points)			09-394			Current Base


						  13.     Alternate data source in use			09-395			Current Base


						  14.     Durational limit exceeded			09-396			Current Base


						9.2.9   Alternate Data Source			09-397			NA


						The Alternate Data Source (ADS) feature shall provide the capability to substitute another telemetered, results from Power System Applications or calculated data point as the source for any selected primary data point. 			09-398			Current Base


						At least four (4) possible alternate sources shall be supported for each value.			09-399			Current Base


						This is useful when the primary source of a point data value or state is invalid for situations such as:
       • Reasonability Limit Violations
       • Telemetry Failure
       • Excessive Drift Detected
       • Questionable Data (i.e. one or more bad inputs on a calculated point)
       • Manual Entry (when a primary point is manually entered it shall function in the normal condition)			09-400			Current Base


						When invoked, the ADS point value and specified quality flags shall be substituted and used as if they are the actual primary point. 			09-401			Current Base


						The system's ADS initiation and restoration attributes shall be configured so that switching between data sources is done automatically, manually, or both.			09-402			Current Base


						Data from the secondary source shall be automatically substituted upon failure of the primary data source. 			09-403			Current Base


						If the primary source subsequently becomes available, then data from the primary source shall be used. 			09-404			Current Base


						Automatic restoration shall be provided with the logic to prevent bounce or excessive switching from one source to another. 			09-405			Current Base


						For manual ADS actions, the User Interface shall provide the ability for the Operator to view and select an alternate real-time or calculated data source for a specific point. 			09-406			Current Base


						While issuing a control command on an ADS point it shall be possible to view whether the point is from primary or alternate source.			09-407			Current Base


						For Status control or Analog Output (Setpoint control), the ADS processing shall be the same as input ADS point			09-408			Alternate


						The alarm characteristics of the source point shall be passed on to the alternate point			09-409			Exception


						Displays shall be provided that list all ADS points available along with the current source(s) of the data. 			09-410			Alternate


						The displays shall allow the Operator to select which source to use.			09-411			Alternate


						9.3   Supervisory Control			09-412			NA


						The system shall provide supervisory control capabilities to field devices via any of the RTUs or IEDs connected to the system and through the ICCP Data Communications function. 			09-413			Current Base


						Supervisory Control actions to a device shall be initiated by an Operator or by an application program such as Load Shed. 			09-414			Current Base


						It shall be possible to send pulse output, accumulator output, and digital output to the RTU programmatically.  The system shall support the capability for a script or SCL developed application to issue control actions.			09-415			Current Base


						Control requests shall be accomplished by making control requests to the RTUs or to the IEDs. 			09-416			Current Base


						A control request shall only be issued after the control request has been checked for validity. 			09-417			Current Base


						Validity checks shall include if the device is actively scanned, proper tag status; control or scan inhibit not set, etc. 			09-418			Current Base


						SCL shall be able to define in SCADA validation rules for control operation checking.			09-419			Current Base


						Invalid control requests by the Operator shall be rejected and an error message shall be shown reflecting the invalid control request.			09-420			Current Base


						Supervisory Control shall support the capability to issue a close command to a closed device and an open command to an open device. 			09-421			Current Base


						The system shall support both Pulse and Latch type of commands.			09-422			Current Base


						The control command shall time-out after a configurable time period, if feedback for successful commands is not available.			09-423			Current Base


						Control malfunctions on a control selection shall be reported including RTU no-reply, communication errors, and check-back-verify error.			09-424			Current Base


						For points that require feedback, control operations shall be checked for completion. 			09-425			Current Base


						Upon the successful completion of the control message sequence with an RTU or IED, the SCADA system shall check for completion by checking the status of the controlled device. The control check timeout period shall be configurable on a per point basis.			09-426			Current Base


						If the expected new status is not detected within a pre-set time interval, a control “failed to operate” alarm message shall be generated.  The preset timeout value shall be configurable for each controllable device.			09-427			Current Base


						The SCADA supervisory control function shall provide lockout/timeout security functions to prevent the execution of controls during transitory situations. The time “waiting” time to be consider shall be part of the Source Database Model and configurable by device.			09-428			Current Base


						Supervisory control actions, issued by an Operator, which results in a change of state on a device shall not cause an alarm and shall only be logged as an event. If a change of state on a device occurs from the field (un-commanded), the system shall generate an alarm.			09-429			Current Base


						The system shall allow the configuration of this feature for each point.			09-430			Current Base


						As an option, any status point can be configured such that when a commanded (or un-commanded) change is detected, the RTU or IED involved can be demand scanned for all analog quantities.  This shall be configurable on a per point basis.			09-431			Current Base


						9.3.1   Device Control			09-432			NA


						The system shall support the following types of supervisory control:

     1. Two-state control
			09-433			Current Base


						     2. Two-state control (without indication)			09-434			Current Base


						     3. Jog Points			09-435			Current Base


						     4. Set-points			09-436			Current Base


						The Operator shall have the capability to initiate supervisory control from any display (tabular or one-line displays), given proper authorization. 			09-437			Current Base


						Only the valid control operations will be presented to the Operators in the configurable contextual control menus as described in Section 8.5.4, User Operations.			09-438			Current Base


						9.3.2   Two State Control 			09-439			NA


						Two-state, select-before-operate, and direct-operate device control shall be provided for devices such as circuit breakers, capacitors, motor-operated disconnects and control switches.  			09-440			Current Base


						9.3.2.1   Two State Control (without indication)			09-441			NA


						In the case of devices without indication, successful execution of the issued command requires confirmation through monitoring the change of the device through a separate telemetry feedback point.			09-442			Current Base


						A successful two-state control operation requires the feedback point to change to the commanded state. 			09-443			Current Base


						The system shall support individual timeout values for each state change for each control point.			09-444			Current Base


						9.3.2.2   Jog Point Control			09-445			NA


						The user shall be able to select and incrementally raise or lower the tap position of devices such as Load Tap Changing (LTC) transformers Voltage Regulators or phase shifters. 			09-446			Current Base


						The jog point control shall support one or more control operations to take place in one-step by the Operator. 			09-447			Current Base


						The Operator shall be able to send repetitive controls to the same point without reselecting the device on the display. 			09-448			Current Base


						The jog point control shall cancel if no jog activations take place in a user-configurable interval or by Operator request.			09-449			Current Base


						9.3.2.3   Set-Point Control			09-450			NA


						Select before operate set point control shall provide a means of outputting a scaled (EU/raw converted) analog signal to the RTU. 			09-451			Current Base


						The magnitude of the analog signal shall be proportional to the Operator entered or application generated set point value. 			09-452			Current Base


						The system shall validate that the requested value is within limits for the device.  If the value is outside the acceptable limits, the system shall ignore the request and notify the Operator of the limit violation.			09-453			Current Base


						The system shall allow the definition of a resend timer for setpoints. Configured in the Source Data Base the system shall check for the defined cycle time and if the analog value has not changed will issue the set-point again with the same value.			09-454			Current Base


						The system shall provide the capability for the Operators to issue set-points for analogs that are handled as byte words (Digital Outputs) at the protocol level.			09-455			Current Base


						9.3.2.4   Parallel Transformer Control			09-456			NA


						The Operator shall be able to select and incrementally raise and lower the band position of a group of Load Tap Changing (LTC) transformers. 			09-457			Current Base


						The ability to pre-define the transformer groups shall be through the Database Management facility. Any number of transformers may be included in a group. 			09-458			Current Base


						Supervisory control of a transformer group shall be controlled through a single jog point using the Operator interface as defined in Section 9.3.2.2, Jog Point Control.			09-459			Current Base


						9.3.3   Load Loss Check			09-460			NA


						The Load Loss Check (LLC) feature shall support real-time validation of Operator supervisory control requests. For any Operator-initiated “Open” control request on a telemetered or non-telemetered switching device, the system shall determine, prior to issuing the control request, if opening the switching device would result in a loss of load.			09-461			Current Base


						The Operator shall be able to issue the control request independently of the Load Loss Check in the event of an emergency situation.			09-462			Current Base


						The Operator shall be notified on the completion of the Load Loss Check validation whether or not load will be dropped and provided the option to either “Cancel” the control request or continue to “Execute” the control request.			09-463			Current Base


						If the Operator elects to issue the control request immediately, and bypasses the warning, an event message shall be logged to record the action.			09-464			Current Base


						Load Loss checks shall be validated against the real-time topology configuration of the network. Refer to Appendix B, Table B.3-1 – User Interface Response for LLC performance requirements.			09-465			Current Base


						9.3.4   Load Pickup Check			09-466			NA


						The Load Pickup Check (LPC) feature shall support real-time validation of supervisory control requests. For any Operator-initiated “Close” control request on a telemetered switching device (e.g., bus tie breaker), the system shall determine, prior to issuing the control request, if closing the switching device will result in overloads and/or voltage violations, given the current loading and network configuration at the time of the request.			09-467			Future Base


						The LPC feature shall use the Normal Operating limits when checking for violations.			09-468			Future Base


						When the LPC determines that a violation will occur, it shall warn the Operator of the pending violation. The warning message shall include the device(s) whose limits would be exceeded, as well as the amount of such violation(s) in percentage and absolute values.			09-469			Future Base


						The Operator shall have the option to either “CANCEL” or “EXECUTE” the close operation in spite of the warning.			09-470			Future Base


						If the Operator elects to issue the control request immediately, and bypasses the warning, an event message shall be logged to record the action.			09-471			Future Base


						Load Pickup checks shall be validated against the real-time topology configuration of the network. Refer to Appendix B, Table B.3-1 – User Interface Response for LPC performance requirements.			09-472			Future Base


						9.3.5   Control Validation			09-473			NA


						The Control Validation feature (control permissive) shall be applied to any controllable device in the system on a point-by-point basis. 			09-474			Current Base


						If a point is subject to Control Validation, selection of a valid control option for that point shall result in execution of permissive logic to check if control is permissible based on a predefined set of logic calculations. 			09-475			Current Base


						The logic shall also be capable of checking and issuing control commands, such as disabling auto-reclosers before a control request is issued. 			09-476			Future Base


						If the calculation logic results in a valid result, control is then permitted.  If the permissive calculation results in an invalid result, control shall not be permitted.			09-477			Current Base


						Control Validation calculations shall be able to be assigned to any control point via the Source Database editor.  Calculations may be different for each control option. 			09-478			Current Base


						Upon selection of a valid control option pre-assigned as a Control Validation point, a “Control Validation in Progress” dialog, or similar message, shall be displayed. 			09-479			Alternate


						As soon as the permissive calculation is completed, the dialog box shall be updated to reflect the result of the Control Validation check. 			09-480			Current Base


						The operator may then either “Cancel” the operation or select “Execute” to issue the control.  Thus, the operator may override a Control Validation Failure warning.			09-481			Current Base


						If the Operator elects to issue the control request, and bypasses the warning, an event message shall be logged to record the action.			09-482			Current Base


						9.4   Sequential Control			09-483			NA


						The Sequential Control function shall support the capability to create and schedule automatic execution of predefined control sequences. 			09-484			Current Base


						A control sequence shall be defined using a simple definition language that permits the user to pre-define sequences. 			09-485			Current Base


						No advanced programming language knowledge or complex compilation shall be required to define and execute a control sequence. 			09-486			Current Base


						9.4.1   Control Sequence Editor			09-487			NA


						The Sequential Control Editing function shall provide a User Interface to interactively define, modify, and execute a control sequence using a simple definition language to predefine sequences of actions that include controls, alarm/event messages, time delays, point values or quality conditions and basic arithmetic functions.			09-488			Current Base


						The system shall provide the ability to debug a control sequence execution and progress such as starting, terminating, stepping through each instruction, and/or skipping particular steps in a sequence.			09-489			Current Base


						For each defined control sequence, the editor shall maintain a series of attributes that define the control sequence characteristics and status including, at a minimum:

     1. Name (static)
     2. Who created the Sequence  
     3. Schedule (dynamic with default; Start time, periodicity)
     4. Status (Disable, Enable, Active, Terminated, Available)
			09-490			Current Base


						9.4.2   Control Sequence Functions			09-491			NA


						Using the provided editor Operators shall be able to create and edit control sequence defined using one or more of the following constructs:
      1. Read and write point values			09-492			Current Base


						      2. Boolean operators (AND, OR, NOT, XOR, etc.) and comparison operators (<,>, =, =>, etc.) to define
          conditions			09-493			Current Base


						      3. Structured conditional (IF, THEN, ELSE) and unconditional branches			09-494			Current Base


						      4. Supervisory control (Open, Close, etc.)			09-495			Current Base


						      5. Simple arithmetic calculations (+, -, *, /)			09-496			Current Base


						      6. Counters (temporary variables)			09-497			Current Base


						      7. Time Delays			09-498			Current Base


						      8. Dynamic parameters (variables			09-499			Current Base


						      9. Calls to other functions or control sequences			09-500			Current Base


						    10. Operator Notification (manually initiated sequences) - message to user upon completion of
          particular steps or failure to complete an action			09-501			Current Base


						    11. Issue alarm and event messages to indicate the actions of the control sequence. Examples include:
                  a. An event message shall be generated whenever a control sequence is started / terminated. 
                  b. In the event of a canceled or abnormally terminated control sequence, an event message
                       shall indicate the exact reason for control process termination, including diagnostic
                       information such as current step # and total number of steps executed.
                  c. An alarm message may be generated if the control sequence does not pass validation criteria.			09-502			Current Base


						9.4.3   Control Sequence Execution			09-503			NA


						All newly defined control sequences shall be placed in a “DISABLED” state at definition time. 			09-504			Current Base


						Once the Operator and/or Engineer have tested and validated the sequence, the user shall be able to “ENABLE”  the sequence at which point the sequence may be executed on demand by the Operator, by an external event, or periodically.			09-505			Current Base


						It shall be possible for a user, with proper permissions, to execute control sequences in one of two modes:			09-506			Current Base


						
      1. Automatic - After initiation, the sequence is implemented to completion without interruption or
          intervention. Once the operation is initiated, processing continues beginning at the next element in
          the sequence.			09-507			Current Base


						     2. Interactive - Here the system processes each step, which is executed after operator’s acceptance. In
         this mode, the sequence execution occurs under control of the user.			09-508			Current Base


						The execution of the supervisory control actions within a control sequence is subject to the same validations than Operators’ execution of control actions.			09-509			Current Base


						9.5   ICCP Data Exchange			09-510			NA


						Data exchange between separate control systems shall use the IEC Telecontrol Application Service Element (TASE.2) protocol that is considered equivalent to the Inter-Control Center Communications Protocol, commonly referred to as ICCP. 			09-511			Current Base


						The Vendor shall support an ICCP Data Communications function with the SCADA system to allow the exchange of real-time, bi-directional data with the other systems establishing a link.			09-512			Current Base


						The system shall allow for future expansion to add additional ICCP links to other control systems as required. 			09-513			Current Base


						In the Appendix A, Table A.1-3 of this specification are the sizing requirements for ICCP.
The Vendor shall include in their proposal the maximum number of ICCP links and data points that are supported in the proposed configuration.  
			09-514			Current Base


						The ICCP implementation shall support Conformance Blocks 1, 2, 4 and 5 functions at a minimum. 			09-515			Alternate


						The ICCP implementation shall provide for redundant operation allowing configuration of up to two communications paths with each remote site. 			09-516			Current Base


						One path shall be designated as a primary path and the second as a secondary path. The data link shall establish connections with both the primary and secondary paths. 			09-517			Current Base


						The system shall support a minimum of four (4) remote site IP addresses to define four possible paths.			09-518			Current Base


						9.5.1   Secure ICCP			09-519			NA


						The ICCP Data Communications function shall support both normal and secure ICCP communications. 			09-520			Current Base


						A user, with proper permission, shall be able to configure the communications preference on a remote site (association) basis.			09-521			Current Base


						The EMS shall be able to handle without any modification or special configuration a combination of Secure and Normal ICCP links in the same system.			09-522			Current Base


						9.5.2   Conformance Block Requirements			09-523			NA


						Conformance Blocks 1, 2 and 5 shall be used for the exchange of telemetered data between the SCADA system and other control systems specified above.  			09-524			Alternate


						These blocks shall support the following ICCP data structures:
      1. Data Value Objects - Data elements typically correspond to points in the ADMS system and are
          referred to as Data Value Objects. A Data Value Object shall be capable of supporting any point type			09-525			Current Base


						      2. Data Set Objects - One or more objects shall be capable of being grouped into Data Sets 			09-526			Current Base


						      3. Data Set Transfer Set specifies the conditions under which the ICCP server should send the content
          of a data set to the client. Transfer Set parameters are specified by the client			09-527			Current Base


						For each remote site, capability shall be provided to define the transfer rate for each Data Set to be exchanged.  At a minimum, a Data Set shall be selectable for transfer at 1, 2, 5, 10, 15, 30, and 60-second rates as well as at 5, 15, 30, and 60-minute rates.  			09-528			Current Base


						It shall also be possible to define Data Sets to be report-by-exception with an integrity scan at a user-defined interval.			09-529			Current Base


						When utilizing report-by-exception, the user shall be able to configure a buffer time.			09-530			Current Base


						Data received via ICCP shall be processed by the SCADA system in a similar manner as data received directly from an RTU, except that analogs do not need to be converted from raw counts to engineering units. 			09-531			Current Base


						Data transmitted to any external control system shall be the current value retrieved from the appropriate SCADA database (e.g., primary system, backup/DR system, quality assurance system, etc.). 			09-532			Current Base


						There shall be no restrictions on the selection of any data for transmission. 			09-533			Current Base


						The system shall permit the sharing of a single ICCP data object across multiple links. 			09-534			Current Base


						The system shall also permit multiple SCADA points to be linked to a single ICCP data object coming from a remote site.			09-535			Current Base


						The SCADA implementation of the ICCP standard shall support the use of the Extended Time Stamp that allows the time stamp of the data value objects to include milliseconds.			09-536			Current Base


						9.5.2.1   Block 1 – Periodic Real Time data			09-537			NA


						Conformance Block 1 shall be used for the exchange of basic services including periodic transfer of real-time data.			09-538			Current Base


						Conformance Block 1 functionality is limited to direct value reads and periodic value reporting. 			09-539			Current Base


						When a Block 1 Data Set is not received within an expected time period, the corresponding database points shall be marked as “Not Updated”. 			09-540			Current Base


						An event message shall be generated that identifies the Data Set that was not received.			09-541			Current Base


						9.5.2.2   Block 2 – Data Reporting by Exception			09-542			NA


						Conformance Block 2 shall be used to transfer real-time data by exception.  It shall also provide reporting by exception as well as a variety of report-generating triggers.			09-543			Current Base


						For Block 2 data, the User shall be able to turn on or off the integrity timer as well as specify the integrity scan time interval.			09-544			Current Base


						9.5.2.3   Block 5 - Device Control 			09-545			NA


						The Vendor’s ICCP implementation shall support Conformance Block 5 which allows for supervisory control requests between control systems including, but not limited to, device control requests such as: 
      1. On/off
      2. Open/close
      3. Raise/lower
      4. Setpoint			09-546			Current Base


						Block 5 shall support mechanisms for interlocked controls and select-before-operate. 			09-547			Current Base


						Support for device control shall be provided in both the client and server roles.			09-548			Current Base


						9.5.3   Data Semantics			09-549			NA


						In order to assure full interoperability between the SCADA system and external control systems, certain data values must have common semantics. 			09-550			Current Base


						The Vendor’s ICCP implementation shall provide the required data conversion functions to ensure that values are sent and received with the correct meanings. 			09-551			Current Base


						Facilities to reverse the sign or modify the scaling on any incoming or outgoing analog data point shall be supported. 			09-552			Current Base


						The system shall also support the ability to change the mapping of any incoming or outgoing status point.			09-553			Current Base


						9.5.4   ICCP Quality Codes			09-554			NA


						The ICCP Data Communications function shall process point quality codes for both incoming and outgoing SCADA point data. 			09-555			Current Base


						When a communications failure is detected for an incoming data set, the point quality codes shall be set to indicate telemetry failure.  Refer to Section 9.2.7, Quality Codes, for the ICCP quality codes required. 			09-556			Current Base


						The ability to map incoming quality codes to the quality codes defined in the SCADA system shall be provided. 			09-557			Current Base


						All quality mapping shall be managed thru the Source Database and the user shall not be required to compile code to implement changes.			09-558			Current Base


						9.5.5   ICCP User Interface Requirements			09-559			NA


						A User Interface shall be provided with operational tools to enable the user to maintain the ICCP configuration and monitor data link performance. 			09-560			Current Base


						Displays shall also be provided to enable the User to view availability of the remote systems and the status of each data link connection.			09-561			Current Base


						The ICCP Data Communications function shall perform communications error monitoring and inform the User of communications link failures by issuing appropriate alarm and event messages to the SCADA alarm processing system. 			09-562			Current Base


						Events shall be generated for all User-commanded configuration or link changes.			09-563			Current Base


						The Vendor shall provide a method to collect availability statistics on the ICCP system and each external link. 			09-564			Current Base


						The user shall have the ability to run the report on demand based on a user definable time period.			09-565			Current Base


						If separate ICCP servers are provided, users shall be able to access ICCP servers remotely, with proper access security controls, for problem determination and resolution. 			09-566			Current Base


						Displays that allow users to easily identify configuration errors (e.g., object ID mismatches) shall be provided.			09-567			Current Base


						9.5.5.1   Data Set Creation and Editing			09-568			NA


						At minimum, the Vendor shall provide displays and tools to add, modify, or delete ICCP data sets. The interface shall be designed to lead the user in a stepwise and logical fashion to perform the desired editing or data entry function and to prevent accidental or unintentional changes to data sets by unauthorized personnel.			09-569			Current Base


						The user shall define groups of data points, by type and frequency, to be received from each ICCP link. 			09-570			Current Base


						The system shall then dynamically create the appropriate number of ICCP data sets and content based on the negotiated link buffer size. 			09-571			Current Base


						The definition of the groups shall be accomplished by utilizing the Source Database.			09-572			Current Base


						Messages that automatically and dynamically define data sets shall be sent when transfers are started.  This ensures that the remote systems definition of the data set matches the local definition. 			09-573			Current Base


						The Vendor’s ICCP Data Communications function shall also support incoming Data Set Creation and Deletion requests and shall dynamically create server data sets as necessary. 			09-574			Current Base


						It shall be possible for SCL to create and delete Data Sets in the server, and to restart individual associations without restarting ICCP. SCL prefers that the Vendor provide a system in which all ICCP data set creation and editing is managed through the Source Database.			09-575			Current Base


						Data set creation shall validate all model changes (data items and connection) before deployment. 			09-576			Current Base


						For Blocks 1 and 2, partial data sets shall be supported.  A partial data set is a process where the data set is dynamically redefined to exclude the points that do not exist at the remote site.			09-577			Current Base


						9.5.5.2   Connection and Association Control			09-578			NA


						The ICCP Data Communications function shall include displays that enable a user to manage the data link software and manage associations. 			09-579			Current Base


						ICCP associations shall be formed as “dual-use” associations. 			09-580			Current Base


						A dual-use association shall be established between the SCADA system and an existing external control system; each end of the association shall act as both client and server.			09-581			Current Base


						The user interface functionality shall include the following display features, at a minimum:
      1. An overview display that shows the status of each connection (e.g., active, available, off-line, or
          error) 			09-582			Current Base


						      2. The User shall be able to view and control configured associations			09-583			Current Base


						      3. The User shall have capability for control of up/down status for any link to a remote site(s)			09-584			Current Base


						      4. The User shall be able to control/switch the communications path (primary/secondary) to a remote
          site			09-585			Current Base


						Communication, data sets or association errors shall be reported using the Alarm Processing functionality of the SCADA system according to the configurable conditions defined in the Source Database for those errors.			09-586			Current Base


						9.5.6   Maintenance Tools			09-587			NA


						The system shall provide tools to allow the user to monitor the ICCP Data Link system.  			09-588			Current Base


						These tools shall allow the user to select a particular data set, connection, or association to view.			09-589			Current Base


						The maintenance tools shall provide the following features:			09-590			Current Base


						      1.     Provide tools to perform IP pinging of any connection.			09-591			Current Base


						     2.     Verify and test any data link			09-592			Current Base


						     3.     Identify mismatches			09-593			Current Base


						     4.     A facility that can display and optionally override the actual data that is available to each external system from
             the SCADA and whether the data is being acquired by the external systems.			09-594			Current Base


						     5.     A facility that can display any group of points or all points along with the actual data that is available from each
             external system to the SCADA			09-595			Current Base


						9.6   Limit Manager			09-596			NA


						SCADA shall provide a Limit Manager function to facilitate the maintenance of dynamic temperature and calculated limits. This function shall ensure consistency in the limits used by the SCADA Applications and the Power Network Applications for limit checking.			09-597			Current Base


						The Limit Manager function shall be the central repository for dynamic limits. These limits shall be defined in the electrical network model and maintained online by the Limit Manager.			09-598			Current Base


						9.6.1   Temperature Dependent Limits			09-599			NA


						The capability to define temperature dependent sets of limits for all SCL branches as defined by the SCADA shall be provided. 			09-600			Current Base


						A minimum of eight (8) sets of limits shall be supported with four (4) of these sets designated for use during the day and the other four (4) designated for use during the night.			09-601			Current Base


						Each limit set will include Normal, Emergency, and Load Dump limits in AMPs and MVAs. The AMP limits shall be defined in the electrical model database and the corresponding MVA limits shall be calculated by the State Estimator. 			09-602			Current Base


						The Limit Manager shall also provide the capability to calculate and review the MVA limits based on the AMP limit and a corresponding voltage measurement if available, or a corresponding voltage level, or an operator enterable voltage.			09-603			Current Base


						The activation of a limit set automatically based on DB values identified as the temperature measurement or by an operator-entered limit set shall be provided.			09-604			Current Base


						The capability to review and edit any of these limits online and to request a new set of limits to be used shall be provided.			09-605			Current Base


						The Limit Manager shall ensure that all applications requiring these limits will start using the limit sets immediately after the activation of a new set or whenever an update is made online.			09-606			Current Base


						9.6.2   Calculated Limits			09-607			NA


						The SCADA shall provide the capability to define calculated values as limits for analog values in the system. The assignment of the calculated limits to the operation analog limits shall be done in the source DB and independently for each individual limit. 

For example, SCL shall be able to define an X/Y calculation function of Temperature to calculate a new limit value for an specific operational limit.
			09-608			Current Base


						The Limit Manager shall ensure that every time the calculated value is updated the new value is immediately made available to all applications requiring the limits so they can use this new value. 			09-609			Current Base


						9.7   Alarm and Event Processing			09-610			NA


						Events are conditions that are logged and recorded by the ADMS but do not require Operator notification. Events shall be logged and recorded but do not require a user to acknowledge or delete. 			09-611			Current Base


						Events shall consist of, but not limited to:
      1. Commanded change of state on a status point
      2. Manual entry of a value or state on a point
      3. Placing or removing a tag on a point
      4. Alarm acknowledgement or deletion
      5. Placing temporary devices in the network			09-612			Current Base


						Alarms are the mechanism to notify the Operator that a significant incident has occurred within the system that warrants Operator attention. 			09-613			Current Base


						Alarms shall consist of, but not limited to:
      1. Un-commanded change of state on a status point
      2. The failure of a device to respond to a supervisory control action
      3. Limit violations of telemetered or calculated values
      4. Failure of a critical system component such as a server  
      5. Device failures			09-614			Current Base


						The system shall have the capability of notifying operators of abnormal conditions, required operator intervention, or informational system messages.  			09-615			Current Base


						The Alarm Processing function in SCADA is the common alarm and event processing mechanism for all EMS programs and applications, including Power Network Applications.			09-616			Current Base


						9.7.1   General Requirements			09-617			NA


						The alarm and event processing subsystem shall satisfy the following requirements:
			09-618			Current Base


						
      1. All detected Alarms and events shall be recorded (logged)			09-619			Current Base


						      2. Only the most recent active alarm for each point is displayed on the Alarm Summary (configurable)			09-620			Current Base


						      3. A user-defined standard message format for all alarm and events shall be used no matter where the
          alarm is displayed or logged			09-621			Current Base


						      4. The chronology of the detection of alarms and events shall be retained; all alarms and events shall
           be time-tagged, and must support SOE (sequence of events)			09-622			Current Base


						      5. Operator shall have the capability to view and sort alarms by priority and filter alarms within a
           Summary			09-623			Current Base


						      6. All alarms and events shall be routed for display (which user or console to display) based on its
          assigned Area of Responsibility (AOR)			09-624			Current Base


						      7. Online help must be available to provide additional information about an alarm or event.			09-625			Current Base


						      8. Operator shall have the ability to add free-form text to any logged alarm or event for the purposes of
          recording additional information as to the nature or cause of the alarm			09-626			Current Base


						      9. Operator shall have the capability to view alarm history based on a user-selected time frame			09-627			Current Base


						    10. The system shall monitor operator coverage of alarms to ensure that no alarms are missed. The
           ability to detect and report a critical areas of responsibility (AOR) not assigned or monitored by an
           Operator			09-628			Current Base


						    11. Alarms and events shall be archived in the HISR and made available to other applications for analysis			09-629			Current Base


						    12. Operator shall be able to select any alarm or event to call-up a relevant one-line or tabular display
          and/or document			09-630			Current Base


						Alarm and event messages shall be a single line of text available in dedicated Summary displays describing the particular alarm and/or event that has occurred, the date and time of occurrence, and the Operator ID or application name, as appropriate.			09-631			Current Base


						SCL shall be able to modify alarm message formats and define new formats. The EMS shall provide enough flexibility on the definition of the alarm and event messages to have a number of characters sufficient to be descriptive of the condition reported without requiring the use of a reference document for interpretation. 			09-632			Current Base


						Alarm and event messages shall contain, at a minimum, and where applicable, the following information:
      • Date and time of occurrence 
      • Station name
      • Voltage Level
      • Point name
      • State/Value
      • Message description 
      • User ID, if associated with an user action
      • Application or function			09-633			Current Base


						The goal of the alarm processing mechanism shall be to present the information in a way to aid the Operator in quickly focusing on what is important at the time.  The importance of an alarm can vary with the environment of the situation.  Therefore, alarm reporting shall be dynamic in what and how alarms are presented. 			09-634			Current Base


						Alarm and Event applications supplied for the SCADA system shall be highly configurable and provide comprehensive filtering capabilities for the Operator. It shall be configurable to have different alarming requirements for SCADA and software related alarms.			09-635			Current Base


						9.7.2   Alarm Assignment and Responsibility			09-636			NA


						All point related alarms and events shall be processed and assigned according to the area(s) of responsibility (AOR) assigned to the point. 			09-637			Current Base


						During system operation, audible alarms, displayed alarms, system summaries, etc., shall be directed to the consoles presently assigned to the respective AOR(s). 			09-638			Current Base


						The area of responsibility assigned to a console shall be managed dynamically during the user login process. 			09-639			Current Base


						The AOR(s) assigned to the user shall be used to determine access and viewing privileges. 			09-640			Current Base


						The AOR assigned shall determine the content of all Alarm or Event Summaries. 			09-641			Current Base


						The AOR shall act as a filter by presenting only alarms or events in the summary that fall within the user's assigned area of responsibility.			09-642			Current Base


						9.7.3   Alarm Attributes			09-643			NA


						SCL shall be able to configure alarm importance, and therefore alarm processing requirements, on an individual point and alarm basis (i.e., high limit "1" is lower importance than a high limit "2").  

The alarm attributes shall provide the flexibility of making this distinction.  
			09-644			Current Base


						ADMS alarms shall have, at a minimum, the following characteristics/attributes:
      1. Priority/Color – Severity level of the alarm and associated presentation color			09-645			Current Base


						      2. Audible – enable/none, single stroke, or repeating.			09-646			Current Base


						      3. Summary (Tabular Display) – Inclusion on the alarm summary (note that all alarms and events shall
          be included on the event summary unless the point is event inhibited)			09-647			Current Base


						      4. Return to Normal - Specifies whether the alarm will be deleted when the point returns to a normal
          condition. For analog points, it shall be a point, which does not exceed a limit violation. For status
          points, it shall be a point whose state is defined as normal			09-648			Current Base


						      5. Delete – Specifies whether the alarm will be deleted from the Alarm Summary when the alarm is
          acknowledged by an Operator			09-649			Current Base


						9.7.4   Alarm Classes			09-650			NA


						Using the alarm attributes, the alarm reporting mechanism shall be designed to support a minimum of sixteen classes (16) for point alarms and/or events. 			09-651			Current Base


						The alarm class assignment shall determine how the alarm is processed.  For a given class the handling of each alarm attribute shall be specified.  			09-652			Current Base


						Furthermore, each point in the database shall have the ability to be "mapped" into any one of the configured classes based on various conditions the point can experience.  For example:			09-653			Current Base


						            • Status – Each of the possible states of a status point shall be assigned to one of the available alarm
               classes. In this way, an alarm caused by a breaker tripping shall be processed in a more extreme
               fashion (e.g., output in red with primary audible sound) than when an alarm occurs as a result of
               the breaker closing (e.g., output in white with no audible).			09-654			Current Base


						           • Analog – Each limit violation (high/low, reasonability, and/or rate-of-change) configured for an
              analog point shall be assigned to one of the available alarm classes. This would allow, for example,
              the ability of treating exceeding a high reasonability limit with a more extreme annunciation than
              exceeding a high  operating limit. 			09-655			Current Base


						          •  Accumulator – These points shall contain multiple process groups.  Each process group shall allow
              the accumulation of some quantity over a period of time.  The most common use for accumulators
              shall be to accumulate megawatts (MW) to produce megawatts-hour (MWH) values.  Each process
              group shall have an implicit period of time with which it is associated.  Typically, these will be 15
              min, 1 hour, 8 hours, and 24 hours.  Each process group shall have a limit defined similar to analog
              points. These limits can be exceeded which shall cause an alarm.  On a point basis, each of these
              limits shall be mapped into one of  the available alarm classes			09-656			Current Base


						9.7.5   Alarm Inhibit/Enable			09-657			NA


						It shall be possible for an Operator to inhibit/enable alarms for any point by placing an Alarm Inhibit tag on the point. 			09-658			Current Base


						The system shall not permit the user to inhibit an alarm without using a tag. 			09-659			Current Base


						The system shall be configurable to restrict the ability to inhibit certain alarms. 			09-660			Current Base


						When an Operator inhibits or enables an alarm, the system shall log an event indicating the Operator action. 			09-661			Current Base


						While inhibited, the system shall treat any new alarms as events. 			09-662			Current Base


						The system shall also provide the option for the Operators to temporarily inhibit an alarm (“snooze” mode) so after a predefined time the alarm will be enabled automatically again.			09-663			Current Base


						The SCADA shall provide an alarm inhibit summary that contains all points with alarms inhibited.			09-664			Current Base


						9.7.6   Alarm Acknowledgement			09-665			NA


						The user shall be able to acknowledge an alarm within the assigned AOR from anywhere the point in alarm is displayed:

        1. From the alarm summary.
			09-666			Current Base


						       2. From a world map/one-line diagram display.			09-667			Current Base


						       3. From a station tabular display.			09-668			Current Base


						It shall be possible to acknowledge alarms by individual line, page, AOR, substation, or selected non-contiguous group within a page.			09-669			Current Base


						It shall be possible to make the acknowledge condition of an alarm visible to the Operators using alarm attributed. All alarm acknowledgement actions shall be logged as events in the EMS.			09-670			Current Base


						9.7.7   Alarm Deletion			09-671			NA


						It shall be possible to delete alarms by individual one-line, page, AOR, substation, or selected non-contiguous group within a page. 			09-672			Current Base


						Alarm deletion shall remove the alarm message from the alarm summary display and all other representations of the alarm shall be similarly removed. The remaining alarm messages shall be re-aligned to present a continuous listing of alarms on each console page.			09-673			Current Base


						All deleted alarms shall be retained in the Historical Information Storage and Reporting database (HISR) and shall contain information detailing when and who has deleted the alarm. 			09-674			Current Base


						9.7.8   Advanced Alarm Processing			09-675			NA


						The Vendor shall describe, as part of their proposal, any additional standard features available in their proposed system for alarm management. Desirable features include:

      1. Minimization of nuisance alarm messages 			09-676			Current Base


						      2. Automatic combination of related alarm messages			09-677			Current Base


						      3. Highlighting of the most urgent alarms and messages			09-678			Current Base


						      4. Suppression of alarms based on related alarm conditions			09-679			Current Base


						      5. Evaluation of related alarm conditions to determine the true alarm condition			09-680			Current Base


						Capability to perform queries against the current online alarm lists and the historical alarm lists for keys such as date, time, station, alarm severity, device type, alarm type, and any combinations of the above.			09-681			Current Base


						9.7.9   Historical Alarms and Events			09-682			NA


						The SCADA system shall record all alarm and event messages to the HISR system.  Refer to Section 7.2.3, Alarm and Event Storage for more information.			09-683			Current Base


						The Vendor provided User Interface shall permit the Operator to seamlessly view the historical and real-time alarm and event messages. 			09-684			Current Base


						From the Alarm and Event Summaries, a user shall be able to select a start and end date and time, or hours/days back to retrieve and view only the alarms and events that were recorded during the time span requested. 			09-685			Current Base


						All of the normal filter and sorting capabilities for real-time summaries shall also be available to facilitate navigation through the historical entries presented.  Refer to Section 8.11.8, System Summary Displays, for more information on Alarm and Event Summary displays requirements.			09-686			Current Base


						9.8   Real-Time Calculations (RTC)			09-687			NA


						The system shall provide the capability to define and perform real-time calculations.  A calculated point is one whose value is a function of the value of one or more other data points, whether telemetered, calculated, or pseudo points.			09-688			Current Base


						The value of a calculated point shall be computed by using a predefined algebraic or logical equation. In other words, the algebraic equation defines the point. The results of these calculations shall be stored in the database such that the calculated data is indistinguishable from telemetered data.			09-689			Current Base


						Calculations shall be executed using one of the following methods:

     • Periodic - The calculation is scheduled to run periodically. The period shall be defined in seconds,
        minutes, or hours. The frequency of the calculation shall be configurable on an individual calculation
        basis. 
    • By Exception - The calculation is triggered to run whenever any of the arguments in the calculation
       change.
    • On Demand – The calculation can be initiated from a display or application.
			09-690			Current Base


						The system shall provide the capability for the user to define calculations. The calculation shall be defined in an editor where the user can select from all basic mathematical operations and include precedence and constant values.			09-691			Current Base


						It shall be possible to use any value of any type from the database for arguments (commensurate with its use in the calculation), including other calculated points and values produced by SCADA functions.			09-692			Current Base


						The calculation function shall detect arithmetic exceptions such as division by zero and over-range results. Such conditions shall be detected and managed as appropriate by raising the proper quality code(s) on the calculated point.			09-693			Current Base


						9.8.1   Generalized Calculations			09-694			NA


						The system shall provide capabilities to define generalized calculations.  The calculations shall use database values as the arguments and simple arithmetic functions for the operations.  At a minimum, the following operations shall be supported:			09-695			Current Base


						At a minimum, the following operations shall be supported:
      1. Algebraic Operations:
              a. Arithmetic operations: +, -, /, *
              b. Integer
              c. Modulo 
              d. Exponential 
              e. Sin, cos, tan (radians or degrees)
              f. Arc sin, arc cos, arc tan (radians or degrees)
              g. Square root
              h. Absolute value
               i. Exponentiation
               j. Log10 and Logn functions			09-696			Current Base


						      2. Boolean functions: 
               a. AND
               b. OR
               c. NOT
               d. XOR 			09-697			Current Base


						       3. Structured conditional statements using:
               a. IF, THEN, ELSE 
               b. Logical operations (>, =>, =, =<, <,≠)			09-698			Current Base


						       4. Sequential operators – such as multi-level parentheses			09-699			Current Base


						The frequency of a calculation shall be configurable on a per point basis.			09-700			Current Base


						It shall be possible to use a point’s quality code as an argument to a calculation. 			09-701			Current Base


						The system shall also support a minimum of 50 inputs to any calculation.			09-702			Current Base


						9.8.2   Built-In Function			09-703			NA


						For frequently used algebraic equations, the calculations shall be pre-stored such that a calculated point can be defined by simply specifying the component data points and referencing the particular equation.			09-704			Current Base


						It shall also be possible to extend the standard calculation library for calculations specific to other operations. Tools and utilities shall be included with the SCADA product to extend the library and install the changes into the operational system with no downtime.			09-705			Current Base


						The system shall provide built-in power system calculation functions for such quantities as MVA, KVA, Power Factor, Amps, etc. that are computed from telemetered MW, MVAR, and KV values. 			09-706			Current Base


						9.8.2.1   Data Averaging 			09-707			NA


						The system shall provide the capability to compute average values of a point over a specified time period. 			09-708			Current Base


						This capability shall be used for computing integrated MWH and MVARH values from telemetered MW and MVAR values. 			09-709			Current Base


						A built-in calculation is provided to perform 60 minute integrations. 			09-710			Current Base


						Integrations over other time periods can be defined as separate real-time calculations.  The vendor shall clearly describe the process for signed point integration and unsigned point integration.			09-711			Current Base


						The time period for the integrations shall be configured and the 1, 5, 10, 15, 30 and 60 minute integrations shall be supported. 			09-712			Current Base


						Both a positive and/or negative integration shall be definable for selected points for maintaining MWH-OUT and MWH-IN values.			09-713			Current Base


						A count of valid samples for each integration point shall be maintained through the integration period. The count shall be compared against an SCL-entered minimum count for each point at the end of the integration period. If the number of valid samples for a period is below the minimum value, a low sample count shall be declared and the (calculated) current value shall be stored with the low sample count quality code. The count shall be reset at the expiration of each period.			09-714			Current Base


						The capability to flag any average calculation for which the input was not updated for an interval of time exceeding a configurable percentage of the integration period shall be provided.			09-715			Current Base


						9.8.2.2   Minimum/Maximum Peaks			09-716			NA


						The system shall provide the capability for computing the minimum,  maximum, or both, as well as peaks (independent of sign) of a calculated or telemetered value during a given time period. 			09-717			Current Base


						A built-in calculation is provided to perform min/max calculation over an hour period. 			09-718			Current Base


						Computations over different time periods can be defined as separate real-time calculations. 			09-719			Current Base


						The min/max processing shall include the date and time stamp of when the min/max was detected.			09-720			Current Base


						9.9   Load Shed			09-721			NA


						9.9.1   General Requirements			09-722			NA


						The SCADA System shall provide a Load Shed and Restoration function.  Load Shedding shall be accomplished using a Rotating Load Shedding method that provides the capability to rotate specific blocks of load. 			09-723			Current Base


						The amount of load shed shall be maintained approximately constant throughout the rotation, and shall always be greater than or equal to the Operator-specified amount. 			09-724			Current Base


						If a failover (only within a site) occurs during the execution of a Load Shed and Restoration operation, the system shall resume the execution from the point of failover.			09-725			Current Base


						Three (3) rotation methods shall be provided: 

      1. Rotation within a block
			09-726			Current Base


						      2. Rotation among blocks			09-727			Current Base


						      3. No rotation			09-728			Current Base


						The Load Shed function in SCADA shall also allow the Operator to enter the Capacity available so the load that need to be shed can be calculated automatically			09-729			Current Base


						9.9.2   Load Shed Blocks Groups and Subgroups			09-730			NA


						Load shed blocks consist of a collection of feeder breakers. 			09-731			Current Base


						Load shed groups are a collection of load shed blocks. 			09-732			Current Base


						A breaker can be in more than one block, and a block may be a member of more than one group.			09-733			Current Base


						The Operator shall have the option to also group feeder breakers into breaker subgroups.  Breaker subgroups consist of breakers whose loads are related. 			09-734			Current Base


						All breakers in a given subgroup shall be treated as a single breaker when selecting devices to open or to close. 			09-735			Current Base


						Either all breakers in a subgroup are controlled in a given load shed/restore step or none are controlled. 			09-736			Current Base


						A breaker in one of these blocks shall not be opened or restored if any of the following conditions exist for the device:			09-737			Current Base


						     1.     The device is control Inhibited			09-738			Current Base


						     2.     The device is deactivated			09-739			Current Base


						     3.     The device is manually replaced			09-740			Current Base


						     4.     The device is scan inhibited			09-741			Current Base


						     5.     The device is outside the user’s area of responsibility (AOR)			09-742			Current Base


						     6.     The device is already in the desired end state			09-743			Current Base


						     7.     The device is disabled for load shedding within the block			09-744			Current Base


						     8.     Any device in a subgroup to which the device belongs meets any of the preceding conditions			09-745			Current Base


						Capability shall be provided to associate up to two separate control points with each load shed breaker for recloser disable. 			09-746			Current Base


						Successful operations on the associated control points shall be completed before control commands are issued to the breaker.			09-747			Current Base


						9.9.2.1   Rotating Load Shed			09-748			NA


						The Rotating Load Shed function shall provide the capability to rotate load shedding within and among predefined blocks of load. 			09-749			Current Base


						The rotating load shed functionality shall be such that the amount of load shed is approximately constant throughout the rotating process, and be equal to or greater than the amount specified by the Operator. 			09-750			Current Base


						The system shall allow the definition of rules for restoration. For instance, the temperature at the time of the restoration shall be considered to estimate the cold load pick up and evaluate the restoration procedure.			09-751			Current Base


						For the purpose of Rotating Load Shed, the feeder breakers will be pre-organized in blocks with multiple breakers per block. 			09-752			Current Base


						It is possible for a breaker to be in more than one block. 			09-753			Current Base


						Groups of multiple blocks shall be maintained which correspond to a specific sequence of blocks. 			09-754			Current Base


						These groups will be used to support the "Rotation among Blocks" method of Load Shed described below. 			09-755			Current Base


						It is possible for a block to be in more than one group (i.e., sequence).  Refer to Appendix A, Table A.3-1, Application Sizing for further detail.			09-756			Current Base


						Capability shall be provided to suspend the load shed function once it has been initiated and prior to its completion.			09-757			Current Base


						9.9.2.2   Rotation Within a Block			09-758			NA


						Using this method, the subgroups within a block shall be shed sequentially so that the following two constraints are met:  

       1)  The desired level of load reduction is obtained
       2)  No load remains off for more than a pre-defined user enterable interruption period. 			09-759			Current Base


						Before opening a breaker, the metered load corresponding to that breaker shall be checked. 			09-760			Current Base


						If a metered load value is not available, this breaker shall take it out from the sequence. 			09-761			Current Base


						The telemetered load value for the breaker before it was opened shall be maintained as a reference for use in the load shed rotation process. 			09-762			Current Base


						When the pre-defined user enterable cycle period has expired, the program shall alternately open the next subgroup(s) within the block and restore a previously shed subgroup(s) so that the above constraints are met.			09-763			Current Base


						When the pre-defined user enterable cycle period again expires, this process shall be repeated. 			09-764			Current Base


						When the end of the block is reached, the sequence shall begin again at the beginning of the block. 			09-765			Current Base


						The level of load reduction shall be maintained that is at least as large as the level requested, and the minimum possible amount over it.			09-766			Current Base


						9.9.2.3   Rotation Among Blocks			09-767			NA


						This method shall work exactly the same as the Rotation within a Block method except that when the end of a block is reached, the sequence shall continue at the beginning of the next block in the group. 			09-768			Current Base


						When the end of the last block in the group is reached, the sequence shall return to the beginning of the first block in the group.			09-769			Current Base


						9.9.2.3   No Rotation (Manual Shed)			09-770			NA


						With this method, there shall be no rotating.  Once the level of load reduction is reached (i.e., by sequentially checking and opening breakers), these breakers shall remain opened until restoration is requested by the Operator. 			09-771			Current Base


						Breakers are checked sequentially until the desired load reduction has occurred. 			09-772			Current Base


						The Operator entered Load Reduction period shall not apply to this method of load shed.			09-773			Current Base


						9.9.3   Load Restore			09-774			NA


						Capability shall be provided, through a single action, to automatically restore all loads that have been shed by initiating “close” command in all breakers that have been opened. 			09-775			Current Base


						This restore function shall automatically sequence the restoration of all points that were shed by the Load Shed function at an Operator-changeable time period. 			09-776			Current Base


						The system shall allow the definition of rules for restoration, for instance, based on current temperature at the time of the restoration. These rules shall condition the restoration process.			09-777			Current Base


						This time period shall be the delay time between the restorations of each point and/or percentage of total load shed. 			09-778			Current Base


						Capability shall be provided to suspend the restore function once it has been initiated and prior to its completion. 			09-779			Current Base


						Suspending the restoration process shall not preclude the ability of immediately initiating a load shed.			09-780			Current Base


						9.10   Underfrequency Load Shed Monitor			09-781			NA


						The system shall provide an Under frequency Load Shed Monitor (ULSM) function.			09-782			Current Base


						The Under frequency Load Shed Monitor shall execute when under frequency relays operate or its status is restored.			09-783			Current Base


						At each execution, ULSM shall calculate load shed and the available load to shed for each feeder, substation and frequency step. 			09-784			Current Base


						Alarms for breakers tripped by under frequency relays shall be suppressed. 			09-785			Current Base


						Log entries shall be generated which track the status of under frequency relay operations and ensures that all under frequency actions are logged. 			09-786			Current Base


						ULSM shall maintain and display data related to each frequency step. 			09-787			Current Base


						A frequency step is a predefined level at which a relay operates to shed load if the system frequency reaches that level. 			09-788			Current Base


						All information calculated by the Underfrequency Load Shed Monitor function shall be stored in HISR and available for exchange to remote systems via ICCP.			09-789			Current Base


						9.11   Voltage Reduction			09-790			NA


						The system shall provide a Voltage Reduction (VR) function.  This function shall permit an Operator, with proper authority, to initiate, change and terminate a system wide voltage reduction. 			09-791			Current Base


						This VR shall be accomplished by changing the positions of voltage reduction control points. 			09-792			Current Base


						Upon the termination of VR, all voltage reduction control points operated as part of the voltage reduction shall be returned to their original control points.			09-793			Current Base


						Voltage Reduction shall be an Operator-initiated function. 			09-794			Current Base


						When the Operator selects a defined voltage reduction operation, the system shall operate the defined the control points to lower the voltage on the system. 			09-795			Current Base


						When the Operator requests the termination of the VR execution, the system shall operate the defined control points back to their state at the start of the voltage reduction execution.			09-796			Current Base


						There shall be different levels of voltage reduction within the VR functionality.			09-797			Current Base


						These levels shall be entered manually and they shall be able to be specified as a target voltage reduction. 			09-798			Current Base


						As an example, when going from a 3% reduction to a 5% reduction, control shall be sent directly to the 5% control point.  The field is configured to turn the 3% point off when the 5% point is turned on.  Same is true when going from 5% to 3%.			09-799			Current Base


						All points that fail to operate during the first control attempt shall be tried again during a second pass. 			09-800			Current Base


						An alarm shall be generated if a voltage reduction control point fails to operate.			09-801			Current Base


						VR shall maintain and display data related to the voltage reduction function. 			09-802			Current Base


						VR shall update these displays with the current status of the VR function. 			09-803			Current Base


						VR shall log all operations.  			09-804			Current Base


						Also, all voltage alarms shall be suppressed when VR is active.			09-805			Current Base


						All information calculated by the VR function shall be stored in HISR and available for exchange to remote systems via ICCP.			09-806			Current Base


						The vendor shall describe how VR function is implemented.			09-807			Current Base








Section 10


						Technical Specification			ID			Conformance


						10.      Advanced transmission Applications			10-001			NA


						The SCADA/EMS shall provide a set of Advanced Transmission Applications for use by Systems Operations personnel to monitor, control, and plan the reliable operation of the transmission system. These applications will be used to determine the overall reliability of the transmission system in real-time, as well as study mode, and to analyze various contingencies for the purposes of evaluating anticipated operating conditions within the operating horizon.  

The Advanced Transmission Applications shall include:

                         • Study Case Initialization (study mode)
                         • Network Topology Processor(real time and study modes)
                         • State Estimator (real time and study modes)
                         • Dispatcher Power Flow (study mode)
                         • Contingency Analysis (real time and study modes)
                         • Penalty Factor Calculation (real time and study modes)
                         • Pattern Adaptation
                         • Equipment Outage Scheduler
                         • Transmission Capacity Assessment
                         • Reactive Reserve Monitoring
                         • Remedial Dispatch (real time and study modes) (Option)
                         • Voltage Stability Analysis (real time and study modes) (Option)
                         • Dynamic Security Assessment (real-time and study modes) (Option) 			10-002			Current Base


						The Advanced Transmission Applications shall be sized according to the power system sizing tables provided in Appendix A, System Sizing, and shall meet the performance requirements set out in the tables in Appendix B, Performance & Response Requirements.			10-003			Current Base


						10.1        Modeling Requirements			10-004			NA


						The Advanced Transmission Applications and the Operator Training Simulator shall use a common model of the electrical network. The SCADA/EMS shall provide tools as part of the Database Management System for the definition of a model of the electrical network. This model shall support modeling of the following elements

                     1.  Company and station attributes			10-005			Current Base


						                     2.  Switching devices			10-006			Current Base


						                     3.  Different busbar configurations			10-007			Current Base


						                     4.  Branches

                                  a.     AC and DC transmission lines			10-008			Current Base


						                                  b.     Sectionalized lines with separate segments			10-009			Current Base


						                                  c.      Two and three winding transformers			10-010			Current Base


						                                 d.     Parallel transformers with different tap positions			10-011			Current Base


						                                 e.     Fixed tap and load tap changing transformers			10-012			Current Base


						                                 f.      Phase shifters controlling the MW flow or phase angle			10-013			Current Base


						                                g.     Series impedances within the same station			10-014			Current Base


						                                h.     Low impedance and zero impedance connections without requiring artificially inserted 
                                          elements			10-015			Current Base


						                                 i.     High R/X ratios			10-016			Current Base


						                                 j.    Open-ended branches			10-017			Current Base


						                    5.  Injections

                                 a.    Generating units with MW limits, costs and a MVAr capability curve to determine the
                                        MVAr capability throughout the MW operating range. It shall also be possible to specify a
                                        pair of high/low MVAr limits			10-018			Current Base


						                                 b.   Conforming and nonconforming loads			10-019			Current Base


						                                 c.   Shunt capacitors and inductors			10-020			Current Base


						                                 d.   Series inductors and capacitors			10-021			Current Base


						                                 e.   Synchronous condensers			10-022			Current Base


						                                 f.    Static VAr compensators			10-023			Current Base


						                      6. Limits

                                 a.    Voltage limits – a pair of high/low limits for each voltage level. Limits for individual
                                        nodes/buses shall be defaulted to those specified for the voltage level. The ability to
                                        specify high/low limits for individual nodes/buses shall also be provided, and if specified,
                                        shall override the default limits inherited from the voltage level			10-024			Alternate


						                                 b.   Voltage drop limits – defined at the bus level for use by the Contingency Analysis function
                                        to determine bus voltage drop violations			10-025			Current Base


						                                 c.   Overload limits – current operation limits as set by Limit Manager (Section 9.6) shall be
                                        used by the Advanced Transmission Applications.			10-026			Current Base


						10.2        General User Interface Requirements			10-027			NA


						The Power System Application shall meet the following user interface requirements:			10-028			Current Base


						                          1.  A set of execution, input and output displays shall be provided to support the use of the
                                applications. 			10-029			Current Base


						                          2.  It shall be possible to present Advanced Transmission Applications input and output data on
                                oneline diagrams without requiring dedicated set of one-line diagrams.			10-030			Current Base


						                          3.  It shall be possible to display real-time values Advanced Transmission Applications results on
                                the same display while clearly differentiating the source of the data.			10-031			Current Base


						                          4.  It shall be possible to enter typical input data for the Advanced Transmission Applications via
                                both oneline diagrams and tabular displays.  			10-032			Current Base


						                          5.  All input and output data shall be in engineering units.			10-033			Current Base


						                          6.  Execution control and maintenance displays shall be available to provide access to execution
                                parameters and debugging information.			10-034			Current Base


						                          7.  All applications shall provide an indication that execution is in progress, notification of
                                application completion, and an indication of error conditions.			10-035			Current Base


						                          8.  Error messages shall be generated to signal items requiring user attention. Messages shall be
                                easy to understand.			10-036			Current Base


						                          9.  All displays available for the real-time mode of the Advanced Transmission Applications shall
                                also be available in the study mode			10-037			Current Base


						                       10.  Real-time and study mode displays shall be clearly differentiated. Study mode displays shall also
                               have an indication of the study case being used			10-038			Current Base


						                       11.  Help facilities (e.g., context-sensitive help or access to execution procedures) shall be provided
                               to help operators use the applications.			10-039			Current Base


						10.3       Execution Modes			10-040			NA


						It shall be possible to execute the Advanced Transmission Applications in real-time mode and in study mode. In real-time mode, the Advanced Transmission Applications shall be executed to support monitoring of the current state of the electrical network and analyze the effect of potential contingencies. Real-time data shall be the primary input to the applications in this mode. In study mode, the applications shall be executed on user demand to evaluate different system conditions. Study save cases and user input shall be the primary input to the applications in this mode.			10-041			Current Base


						10.3.1      Real-Time Mode			10-042			NA


						The following Advanced Transmission Applications shall be executed in real-time mode:			10-043			Current Base


						                 1.  Network Topology Processor (NTP)			10-044			Current Base


						                 2.  State Estimator (SE)			10-045			Current Base


						                 3.  Penalty Factor Calculation (PFC)			10-046			Current Base


						                 4.  Contingency Analysis (CA)			10-047			Current Base


						                5.  Pattern Adaptation (PA)			10-048			Current Base


						These applications shall be executed in a sequence with the execution triggered as follows:			10-049			Current Base


						                6.  Periodic execution – the applications are executed periodically as per the execution periodicities
                      defined in the application performance tables of Appendix B, Performance & Response
                      Requirements. Operator shall have the ability to change the execution periodicity for any of the
                      applications defined in the sequence through an execution control display within the limits required
                      to comply with the current WECC requirements.			10-050			Current Base


						               7.   Status changes - the execution is upon status changes. This execution should be delayed by an
                      adjustable delay to allow acquisition of status and analog data representing power system conditions
                      after the status changes. The ability to enable/disable this type of execution shall be provided.			10-051			Current Base


						               8.   Demand execution – the applications are executed on demand at the request of the operator. A
                      demand execution shall cause any sequence in progress to stop and a new sequence to start.  			10-052			Current Base


						               9.   Analog deviation – the execution is started when an analog deviation is greater than a configurable
                      threshold for any configurable area. The ability to enable/disable this type of execution shall be
                      provided.			10-053			Current Base


						No manual inputs shall be required for the execution of the applications in this mode.			10-054			Current Base


						Operators shall have the ability to initiate or cancel executions of the real-time applications, as well as enable/disable the execution of individual applications via an execution control display. This display shall show an indication of which application is executing, application completion and error conditions. Alarms should be issued if an application is unavailable or can not produce valid results.			10-055			Current Base


						10.3.2        Study Mode			10-056			NA


						The following Advanced Transmission Applications shall be executed in study mode:			10-057			Current Base


						                 1.  Study Case Initialization			10-058			Current Base


						                 2.  Network Topology Processor (NTP)			10-059			Current Base


						                 3.  Dispatcher Power Flow Study (DPF)			10-060			Current Base


						                 4.  Contingency Analysis (CA)			10-061			Current Base


						The execution of the study mode applications shall be independent of the execution of the real-time mode applications. The study mode applications shall be executed on demand via an execution control display. It shall be possible to execute the study mode applications in a sequence with a single command.			10-062			Current Base


						The study mode applications shall support multiple simultaneous users. Individual users shall be able to simultaneously set up and execute studies without impacting each other. The number of simultaneous users specified in Appendix A, System Sizing, shall be supported. An individual user shall be able to execute separate studies in the same console as long as the total number of users is not exceeded.			10-063			Current Base


						Network Analysis functions that execute in both real-time and study mode shall provide the same functionality.			10-064			Current Base


						10.3.3          Study Save Cases			10-065			NA


						Study save cases shall contain all information needed to execute the study mode applications including both dynamic data (e.g., load, switching device statuses, execution parameters, etc.) and static data (i.e., the basic network model). Study save cases shall be preserved across database updates.			10-066			Current Base


						Save cases shall be accessible by all users. A locking mechanism shall be provided to prevent users from accessing a save case in use by another user.			10-067			Current Base


						The capability to store State Estimator and Dispatcher Power Flow save cases shall be provided. For State Estimator save cases, the capability to automatically save the cases after specified executions shall be provided. Dispatcher Power Flow save cases shall be created on demand. The number of save cases specified in Appendix A, System Sizing, shall be supported.			10-068			Current Base


						10.3.4       Study Base Case Initialization 			10-069			NA


						It shall be possible to initialize a study base case using information available from:			10-070			Current Base


						                  1. The most recent SE solution			10-071			Current Base


						                  2. SE and DPF  save cases			10-072			Current Base


						                 3. Real-time snapshot			10-073			Current Base


						                  4. PI-Historian			10-074			Alternate


						It shall also be possible to initialize a study base case for a specified date and time in which case it shall automatically be constructed using default data in the network model, data from the Pattern Adaptation function, and data from the Equipment Outage Scheduler function.			10-075			Current Base


						Study mode users shall be able to specify/modify study data input via both oneline diagrams and application tabular displays.			10-076			Current Base


						Study case initialization shall be performed by either automatic or manual execution of one or more of the study base case initialization sub-functions.			10-077			Current Base


						The study base case initialization sub-functions shall include:			10-078			Current Base


						                    1.  Configuration Scheduler: The Configuration Scheduler obtains the status of breakers and
                          disconnects required by NMB application to build the bus model of the electrical network. Breaker
                          and disconnect statuses shall be obtained from default data and schedules maintained by the
                          Pattern Adaptation application. It shall also be possible to obtain equipment outages from the
                          Outage Scheduler function.			10-079			Current Base


						                   2.   Load Scheduler:  The Load Scheduler is used to calculate bus loads. The calculation of individual
                          bus load shall be based on load values and distribution factors calculated from schedules
                          maintained by the Pattern Adaptation function. It shall also be possible for users to enter bus loads
                          through oneline diagrams and tabular displays.			10-080			Current Base


						                    3.  Generation Scheduler: The Generation Scheduler is used to calculate generating unit outputs. A
                          basic generation commitment and dispatch algorithm shall be provided to schedule real and
                          reactive power for the study case for internal units. The algorithm shall be able to model real and
                          reactive power limits for generating units as well as use the generator cost/price curves specified
                          in the database. Status and output for external units shall be initialized from schedules maintained
                          by the Pattern Adaptation function. The commitment/dispatch algorithm should start by
                          committing all must-run units and then schedule cycling units as needed to satisfy the generation
                          requirement. This algorithm shall consider all available units regardless of the status of generators
                          breakers.			10-081			Alternate


						                   4.   Regulating Scheduler: The Regulating Scheduler obtains regulated bus voltages, transformer and
                          phase shifter tap positions and capacitor and inductor connectivity from default data or the
                          schedules maintained by the Pattern Adaptation application.			10-082			Current Base


						10.4       Network Topology Processor (NTP)			10-083			NA


						The Network Topology Processo (NTP) application shall be executed in real-time mode and study mode to build the bus model representation of the power system required by the the real-time and study mode Advanced Transmission Applications.			10-084			Current Base


						NTP shall construct a bus-oriented network model consisting of branch and shunt admittance, bus loads and bus generations from the node-oriented connectivity model specified in the database, the status of switching devices and analog values. In real-time mode, NTP obtains the status of switching devices, LTC transformer and phase shifter tap position data, analog measurements, and equipment limits from the real-time database. In study mode, the NTP obtains the status of switching devices and tap positions from the Configuration Scheduler and Regulating Scheduler sub-functions and the load and generation values from the Load and Generation Scheduler sub-functions.			10-085			Current Base


						The NTP shall evaluate the connectivity of all substation equipment, including generators, synchronous condensers, loads, capacitors, transmission lines, transformers, phase shifters, series devices, etc., to develop the bus model representation of the power system.			10-086			Current Base


						The NTP shall provide network model connectivity data for representation in one-line diagrams as well as for presentation in tabular displays.			10-087			Current Base


						10.5       State Estimator			10-088			NA


						The State Estimator (SE) is executed in real-time mode to determine a complete solution for the entire power system network including bus voltage and angles, branch MW, MVAR and MVA flows, and injection MW and MVAR. SE uses the bus-oriented model generated by NTP together with a measurement snapshot and scheduled values to determine its solution. This solution shall be used as the base case solution for the Contingency Analys and the Dispatcher Power Flow in study mode (when initializing from the SE solution). The solution will also be used by the Parameter Adaptation application to update schedules.			10-089			Current Base


						The SE solution algorithm shall be efficient, accurate, and robust. At a minimum, the Fully-coupled and Orthogonal algorithms shall be supported.			10-090			Current Base


						10.5.1      Functional Requirements			10-091			NA


						The SE shall support the following functional requirements:			10-092			NA


						                1.  The capability to use the following types of measurements shall be provided:

                                    a.   Bus voltages magnitudes including multiple measurements at a bus			10-093			Current Base


						                                    b.  Company load and interchange			10-094			Current Base


						                                    c.  Loads MW, MVAr, Amp and MVA measurements			10-095			Current Base


						                                    d.  Generation MW and MVAr measurements			10-096			Current Base


						                                    e.  Zero injections			10-097			Current Base


						                                    f.  Line, transformer, and series device MW and MVAr measurements at both ends			10-098			Current Base


						                                   g.  Transformers and phase shifters tap position measurments			10-099			Current Base


						                                   h.  Phasor Measurement Unit (PMU) data			10-100			Current Base


						                                   i.   Shunt Capacitors and Reactors			10-101			Current Base


						                                   j.  Static Var Compensators (SVCs)			10-102			Current Base


						Measurements shall be processed prior to being used by the State Estimator to identify those with abnormal quality codes (e.g., telemetry failed, stale, abnormal, etc.) and to decide whether they should be used. The ability to enable/disable the use of any measurement shall be provided on an individual basis, on a station basis or depending on the quality code type. The ability to manually override and flip the sign of analog measurements shall be provided.			10-103			Current Base


						Pre-processing of measurements shall include consistency checks to verify that switching device statuses and analog measurements are consistent with each other. Inconsistencies shall be identified and displayed.			10-104			Current Base


						               2.  The capability to define measurement weighting factors and anomaly threshold values for all
                     measurements used shall be provided. Weighting factors shall be initially defined as part of the
                     network model definition and the ability to modify them via displays shall be provided.			10-105			Current Base


						               3.  The capability to detect and identify bad data using statistical techniques shall be provided. A bad
                     data quality code shall  be set for those measurements identified as bad. An alarm shall be generated
                     everytime new bad data is identified.  			10-106			Current Base


						               4.  Identify observable and unobservable portions of the network			10-107			Current Base


						               5.  Determine a complete solution for all the observable and unobservable portions of the network with
                     consistency between the solution of the observable and unobservable islands. It shall be possible to
                     obtain a solution of the observable portions of the network independently of whether a solution for
                     the unobservable portion of the network can be obtained.			10-108			Current Base


						               6.  Estimate bus voltages and phase angles, transformer and phase shifter tap positions, branch and
                     switching device flows, and bus injections based on measurements for the observable portions of the
                     network			10-109			Current Base


						               7.  Calculate bus voltages, phase angles, branch flows, and bus injections based on scheduled data and
                     available information in the unobservable portions of the network. The solution for the unobservable
                     areas shall support voltage control by LTC transformers, generators, synchronous condensers, static
                     var compensators, shunt inductors, and capacitors, and MW flow control by phase shifters and
                    enforcing generator reactive limits. It shall be possible to enable/disable these controls for the entire
                    solution or on an equipment basis.			10-110			Current Base


						              8.  Identify errors in impedance parameters such as resistances and reactances in the observable areas of
                    the model.			10-111			Alternate


						              9. Identify topology errors in the observable areas of the model.			10-111-X			Current Base


						           10.  Export the SE solution in PSS/E Format (version 31)  and PSLF format as well as capable of
                   export/import using WECC Base Case Coordiantion System (BCCS), which is a new (.prj file) format
                   based on Siemens Product Model on Demand (MOD©) Format for exchange with stand-alone
                   applications. It shall also be possible to export the solution to CIM/XML format.			10-112			Future Base


						           11.  It shall be possible to load a Power Flow solution into the State Estimator measurement inputs.			10-113			Current Base


						           12.  A stand-alone study mode of the State Estimator shall be provided. It shall be possible to initialize the
                   execution of the study mode State Estimator from:			10-114			Current Base


						                            a. The most recent SE solution			10-115			Current Base


						                            b. State Estimator save cases			10-116			Current Base


						                            c. A real-time snapshot			10-117			Current Base


						                            d. A snapshot of historical data retrieved from the Data- Historian			10-118			Current Base


						           13. The State Estimator solution for the observable and unobservable portions of the network shall
                  include:			10-119			Current Base


						                            a. System, area, island and zone generation, load, interchange and losses			10-120			Current Base


						                            b. Bus voltage magnitudes and phase angles			10-121			Current Base


						                            c. Bus MW and MVAr injections			10-122			Current Base


						                            d. Shunt MVAr injections			10-123			Current Base


						                            e. Branch MW, MVAr, AMP and MVA flows			10-124			Current Base


						                            f.  Transformer and phase shifter tap positions			10-125			Current Base


						                           g. Measurement residuals			10-126			Current Base


						                           h. Measurement biases			10-127			Current Base


						            14.  The State Estimator solution shall be limit checked against voltage and branch overload limits.
                    Solution voltages shall be checked against the high/low limits specified for each node/bus in the
                    model and voltage violations summarized in a voltage violation summary display. Branch flows shall
                    be checked against the operational limits set by Limit Manager (Section 9.6) and violations
                    summarized in a display. For lines, it shall be possible to have different limits at each end.			10-128			Current Base


						The State Estimator solution shall be color-coded to indicate voltage violations and branch overload violations in a manner consistent with the color-coding used to identify real-time measurements that exceed limits.			10-129			Current Base


						An alarm shall be generated to indicate the new violations of monitored equipment are identified.			10-130			Current Base


						            15.  The system shall calculate the SE performance quality index, e.g. percentage of the time with valid SE
                    solutions, min/max voltage mismatch, mismatch between the scada and estimated values. An Alarm
                    shall be issued if SE does not produce a valid result or is otherwise unavailable.			10-131			Current Base


						10.5.2      User Interface Requirements			10-132			NA


						The State Estimator shall support the following user interface requirements:			10-133			Current Base


						               1.  Input, output, execution control and maintenance displays shall be provided to monitor and control
                     the execution of the State Estimator. These displays shall include:			10-134			Current Base


						                               a.  Solution summary			10-135			Current Base


						                               b.  SE solution/execution metrics by day and by month			10-136			Current Base


						                              c.  Input measurements summary including measurement weighting factors			10-137			Current Base


						                              d.  Measurements not in use summary			10-138			Current Base


						                              e.  Anomaly summary			10-139			Current Base


						                              f.   Branch parameter estimation summary			10-140			Alternate


						                             g.  Bad topology detection summary			10-141			Current Base


						                             h.  Bus Summary			10-142			Current Base


						                              i.  Transformer and phase shifter tap estimation summary 			10-143			Current Base


						                             j.   Measurement Residuals Summary			10-144			Current Base


						                             k.  Measurement bias summary			10-145			Current Base


			 			                             l.   Voltage violation summary			10-146			Current Base


						                           m.  Branch overload violation summary			10-147			Current Base


						                            n.  Injection violation summary 			10-148			Current Base


						                            o.  Tabular solution summary			10-149			Current Base


						                            p.  Solution iteration summary			10-150			Current Base


						                            q.  SE performance quality index summary			10-151			Current Base


						               2.  It shall be possible to show the State Estimator solution values on oneline diagrams. Users shall be
                     able to easily switch between real-time telemetered values and State Estimator solution values
                     and/or display both values at the same time for comparison.			10-152			Current Base


						               3.  The time-stamp corresponding to the time of snapshot of monitored data used for the State
                     Estimator solution shall be displayed on display showing State Estimator solution values.			10-153			Current Base


						10.6       Dispatcher Power Flow			10-154			NA


						The Dispatcher Power Flow (DPF) application shall be executed in study mode to study system events such as equipment outages; changes in system generation, load or interchange; changes in individual generation and load, etc.			10-155			Current Base


						The DPF solution shall be stored in save cases for later use for initialization of study base cases.			10-156			Current Base


						10.6.1     Functional Requirements			10-157			NA


						The DPF shall support the following functional requirements:			10-158			Current Base


						            1.  The DPF shall support the Fast De-coupled and full Newton-Raphson solution algorithms. Users shall be
                  able to select which solution algorithm to use.			10-159			Current Base


						            2.  The DPF solution shall support voltage control by LTC transformers, generators, synchronous
                  condensers, static var compensators, shunt inductors, and capacitors, and MW flow control by phase
                  shifters and interchange control. It shall be possible to enable/disable these controls for the entire
                  solution or on an equipment basis.			10-160			Current Base


						            3.  It shall be possible to select either a single generation slack, a distributed generation slack or a
                 distributed load slack option to adjust for changes in generation during the solution.			10-161			Current Base


						            4. The DPF solution shall include:			10-162			NA


						                       a.  System, area, island and zone generation, load, interchange and losses			10-163			Current Base


						                       b.  Bus voltage magnitudes and phase angles			10-164			Current Base


						                       c.  Bus MW and MVAr injections			10-165			Current Base


						                       d.  Shunt MVAr injections			10-166			Current Base


						                       e.  Branch MW, MVAr, AMP and MVA flows			10-167			Current Base


						                       f.  Transformer and phase shifter tap positions			10-168			Current Base


						             5.  It shall be possible to perform a DPF solution for a selected contingency from the Contingency Analysis
                   function starting from any save case.  			10-169			Current Base


						             6.  The DPF solution shall be limit checked against voltage and branch overload limits. Solution voltages
                   shall be checked against the high/low limits specified for each node/bus in the model and voltage
                   violations summarized in a voltage violation summary display. Branch flows shall be checked against
                   the operational limits set by Limit Manager (Section 9.6) and violations summarized in a display. For
                   lines, it shall be possible to have different limits at each end.

                   The solution shall be color-coded to indicate voltage violations and branch overload violations in a
                    manner consistent with the color-coding used to identify real-time measurements that exceed limits.			10-170			Current Base


						            7.  Tools for debugging solution problems shall be provided. This includes solution statistics such as
                  number of iterations and number of control actions such as tap changes, MVAr limiting, area
                  interchange control, bus mismatches, etc.			10-171			Current Base


						            8.  Export the DPF solution in PSS/E (version 31) Format and PSLF and WECC Base Case Coordiantion
                  System (BCCS), which is a new (.prj file) format based on Siemens Product Model on Demand (MOD©)
                  for exchange with stand-alone applications. It shall also be possible to export the solution to CIM/XML
                  format.			10-172			Alternate


						10.6.2        User Interface Requirements			10-173			NA


						The DPF shall support the following user interface requirements:			10-174			Current Base


						             1.  Input, output, execution control and maintenance displays shall be provided to monitor and control
                   the execution of the DPF. These displays shall include:			10-175			Current Base


						                            a.  DPF Execution Control Displays			10-176			Current Base


						                            b.  Company summary			10-177			Current Base


						                            c.  Generation summary			10-178			Current Base


						                            d.  Load summary			10-179			Current Base


						                            e.  Shunt/capacitor summary			10-180			Current Base


						                            f.   Line summary			10-181			Current Base


						                            g.  Transformer and phase shifter summary			10-182			Current Base


						                            h.  Voltage violations summary			10-183			Current Base


						                             i.  Branch overload violations summary			10-184			Current Base


						                             j.  Solution execution summary			10-185			Current Base


						                             k. Tabular solution summary			10-186			Current Base


						              2.  It shall be possible to show DPF solution values on oneline diagrams. Users shall be able to easily
                    switch to DPF solution values.			10-187			Current Base


						10.7          Contingency Analysis			10-188			NA


						The Contingency Analysis (CA) shall be used in real-time and study modes to analyze power system security under pre-defined contingency conditions. CA shall use the latest SE solution as the base case solution in the real-time mode while it shall use the DPF solution in the study mode. Contingencies shall be applied to the base case and Power flow solutions used to analyze their effects on the base case. Each contingency may consist of single or multiple outages of power system components.			10-189			Current Base


						10.7.1       Functional Requirements			10-190			NA


						The CA shall support the following functional requirements:

                1.  The CA shall include Contingency Definition, Contingency Screening and Full AC Analysis functions.			10-191			Current Base


						                2.  A Contingency Definition function shall be provided to define, edit, validate, and maintain
                      contingency cases for the real-time and the study-mode CA.			10-192			Current Base


						                3.  It shall be possible to define contingencies as the combination of outages of one or more power
                      system elements, placing in service one or more power system elements and opening or closing of
                      one or more switching devices.			10-193			Current Base


						               4.   It shall be possible to organize contingencies into groups and specify which groups shall be used by
                      the real-time and study mode CA. It shall be possible to enable/disable contingency groups or
                      individual contingency cases.			10-194			Current Base


						                5.  It shall be possible to define the following types of special contingency cases:			10-195			Current Base


						                            a.  Load Transfer – models the transfer of load for contingency cases that result on load being
                                 disconnected.			10-196			Current Base


						                           b.  Relay Operation – augments the original contingency case with one or more pre-defined
                                 pieces of equipment in the event that the contingency case causes the flow for a specified
                                 facility to exceed a pre-defined threshold.			10-197			Current Base


						                           c.  Special Protection Schemes – augments the original contingency case with one or more pre
                                defined pieces of equipment in the event that the contingency case causes the outage of a pre
                                defined piece of equipment.			10-198			Current Base


						                6.  Contingency cases shall be augmented automatically in the event that the implementation of the
                      case results in additional equipment being outaged.			10-199			Current Base


						                7.  The capability to maintain/preserve contingency cases across database changes shall be provided.
                      Contingencies which become invalid following a database update shall be identified.			10-200			Current Base


						                8.  A generation re-allocation function shall be provided to compensate for the loss of generation or
                      load. This function shall use generation distribution factors to redistribute the generation.
                      Generation limits shall be enforced in the re-distribution process.			10-201			Current Base


						               9.  The Contingency Screening function shall be used to screen the list of defined contingency cases and
                     rank them to facilitate the selection of critical cases for analysis by the Full AC Analysis function. The
                     ranking of contingencies shall be based on a severity index computed as the weighted average of
                     branch flow violations, bus voltage violations, generation MVAr limit violations and bus voltage drop
                     violations. Weighting factors for the different types of violations shall be user enterable.			10-202			Current Base


						             10.  The Full AC Analysis function shall perform a detailed power flow analysis of each selected
                      contingency cases. It shall be possible to specify the number of contingency cases ranked by the
                      screening function that shall be analyzed by the Full AC Analysis function. It shall also be possible to
                      specify individual contingency cases for analysis regardless of the screening ranking.			10-203			Current Base


						             11.  The Full AC Analysis function shall use the Fast De-coupled or full Newton-Raphson solution
                      algorithm to perform the power flow analysis. The  solution shall support voltage control by LTC
                      transformers, generators, synchronous condensers, static var compensators, shunt inductors, and
                      capacitors, and MW flow control by phase shifters and interchange control. It shall be possible to
                      enable/disable these controls for the entire solution or on an equipment basis.			10-204			Current Base


						              12.  The Full AC Analysis function shall rank the contingency cases analyzed based on a severity index
                      computed as the weighted average of branch flow violations, bus voltage violations, generation
                      MVAr limit violations and bus voltage drop violations. Weighting factors for the different types of
                      violations shall be user enterable.			10-205			Current Base


						              13.  The Contingency Screening and Full AC Analysis functions shall perform limit checking of the pre and
                      post-contingency voltages, voltage drop, branch flows against voltage, voltage drop and branch
                      overload limits. Solution voltages shall be checked against the high/low limits specified for each
                      node/bus in the model. Branch flows shall be checked against the operational limits set by Limit
                      Manager (Section 9.6) and violations summarized in a display. Voltage drop shall be limit checked
                      against the voltage drop limits specified for the individual buses.			10-206			Current Base


						              14.  Alarms should be issued if the CA application is unavailable or can not produce valid results.			10-207			Current Base


						              15.  The number of contingencies is specified in Appendix A - System Sizing.			10-208			Current Base


						10.7.2       User Interface Requirements			10-209			NA


						The CA shall support the following user interface requirements:

              1.   Input, output, execution control and maintenance displays shall be provided to monitor and control
                    the execution of the CA application. These displays shall include:

                            a.   CA Execution control and parameters display			10-210			Current Base


						                            b.  Contingency case definition and maintenance displays			10-212			Current Base


						                            c.  Contingency Screening ranking results summary			10-213			Current Base


						                            d.  Full AC Analysis ranking results summary			10-214			Current Base


						                            e.  Full AC Analysis voltage violations, voltage drop violations, and branch overload violations
                                  summary displays by contingency case			10-215			Current Base


						                            f.  Full AC Analysis summaries of contingency cases that didn’t converge, caused islanding, caused
                                 loss of generation or load and caused bus splits.			10-216			Current Base


						                            g.  Full AC Analysis summary of contingency cases that were modified (e.g., augmented, load
                                 transfer, relay operation or special protection schemes)			10-217			Current Base


						10.8         Penalty Factor Calculation			10-218			NA


						The Penalty Factor Calculation (PFC) application is executed in real-time mode to account for the incremental change in transmission system losses as a result of the change in resource output on each modeled reference generating bus. Penalty factors are used in real-time and study mode security constrained economic dispatch function of the EMS to compute Basepoints and Incremental Costs per resource.			10-219			Current Base


						10.8.1      Functional Requirements			10-220			NA


						The PFC application shall support the following functional requirements:			10-221			Current Base


						               1.   A Penalty Factor configuration function shall be provided to define, edit, validate, and maintain static
                      penalty factors for the real-time and the study-mode Security Constrained Economic Dispatch.			10-222			Current Base


						               2.   The configuration of penalty factors shall be able to be mapped to each logical generator modeled in
                      the AGC system.			10-223			Current Base


						               3.   The penalty factor calculation should run following a user configurable state estimator runs			10-224			Current Base


						10.8.2       User Interface Requirements			10-225			NA


						The PFC application shall support the following user interface requirements:			10-226			Current Base


						1.     The PFC results shall be displayed on any user configurable display  			10-227			Current Base


						2.     A tabular summary displays shall be provided to show the PFC solution summary			10-228			Current Base


						10.9      Pattern Adaptation			10-229			NA


						The Pattern Adaptation application shall be used to maintain information for database-defined schedules for time-dependent power system information.			10-230			Current Base


						10.9.1        Functional Requirements			10-231			NA


						The Pattern Adaptation function shall support the following capabilities:			10-232			Current Base


						               1.   Schedules for the following time dependent values:			10-233			Current Base


						                             a.  Main company load in MW			10-234			Current Base


						                             b.  External companies load as a percentage (%) of the main company load			10-235			Current Base


						                             c.   Company interchange MW between main company and external companies in the model			10-236			Current Base


						                             d.  Conforming bus load schedules (MW and MVAr) used to calculate distribution factors that
                                   enable the distribution of total main and external company loads to bus loads.			10-237			Current Base


						                            e.  Non-conforming bus load schedules (MW and MVAr) for bus load components that do not
                                  conform to the system load pattern			10-238			Current Base


						                            f.   Generator MW schedules for internal and external units. For external units, a schedule to
                                  indicate the percentage of time the generator is online shall also be supported.			10-239			Alternate


						                             g.  Breaker/disconnect schedules (open or closed)			10-240			Alternate


						                             h.  Regulated bus voltages at voltage controlled buses			10-241			Current Base


						                              i.  Transformer tap positions			10-242			Current Base


						                              j.  Phase shifter tap positions or MW schedule			10-243			Current Base


						                  2.   Schedules for four seasons and seven day types shall be supported.			10-244			Current Base


						                  3.   Support for daylight savings times shall be provided.			10-245			Current Base


						                  4.   Time of the day shall be determined by specifying hour intervals over a 24-hour period. It shall also
                         support short and long days as required to accommodate DST changes.			10-246			Current Base


						                  5.   The capability to update schedule via a smoothing algorithm using the State Estimator results shall
                         be provided. The ability to enable/disable the update process shall be provided. The capability to
                         preserve updated schedules across database updates shall be provided.			10-247			Current Base


						                   6.   The capability to calculate error statistics for schedule data shall provided.			10-248			Alternate


						                   7.   Schedule information that has been adaptively updated shall be preserved across database
                          updates.			10-249			Current Base


						10.9.2       User Interface Requirements			10-250			NA


						The Pattern Adaptation application shall support the following user interface requirements:

                   1.   Input, output, execution control and maintenance displays shall be provided to monitor and control
                          the execution of the Pattern Adaptation application. These displays shall include:			10-251			Current Base


						                                a.   Execution control and parameters display			10-252			Current Base


						                                b.   Schedule summary displays showing individual data for all supported schedules organized
                                       by season, day type, and time period.			10-253			Current Base


						10.10      Equipment Outage Scheduler			10-254			NA


						The Equipment Outage Scheduler (EOS) application shall be used to schedule equipment maintenance outages for power system elements. Outage schedules shall be accessible by study mode Advanced Transmission Applications requiring the status of network equipment in the future or in the past.			10-255			Current Base


						10.10.1      Functional Requirements			10-256			NA


						The EOS application shall support the following functional requirements:			10-257			Current Base


						              1.  An outage schedule shall consist of the following:			10-258			NA


						                                a.   Device Type (Line, Transformer, Phase Shifter, Bus Sections,  Shunt Capacitor and Inductor, 
                                       Generator, Load transfers, Switching Device, etc.)			10-259			Current Base


						                                b.   Station name, voltage level and device name			10-260			Current Base


						                                c.    Start Date and Time			10-261			Current Base


						                               d.    End Date and Time			10-262			Current Base


						                               e.   Schedule type (e.g., scheduled, forced)			10-263			Current Base


						                               f.    Cause (e.g., normally open, relay maintenance, relay replacement, etc.)			10-264			Current Base


						                              g.    Status (Active, Study, Completed, Cancelled, etc.)			10-265			Current Base


						                              h.   Recurrence (daily, weekly, monthly, day of the week, etc)			10-266			Current Base


						                               i.    Configurable network model device topology status changes associated with the any device. 
                                       For example, the normal open breakers, open disconnects, and closed ground switches
                                       associated with a bus section, transformer, or line outage.			10-267			Current Base


						                   2.  Capability to import outages from the WECC Coordinated Outage System interface.			10-268			Future Base


						                   3.  Different user roles, e.g., administrator, user, and view-only.			10-269			Current Base


						                   4.  Ability to use this outage information in the Dispatcher Power Flow.			10-270			Current Base


						                   5.  Option to use outage information in the State Estimator.			10-271			Current Base


						                   6.  Option to use outage information in Contingency Analysis.			10-272			Current Base


						10.10.2       User Interface Requirements			10-273			NA


						The EOS application shall support the following user interface requirements:

                    1.  Input, output, execution control and maintenance displays shall be provided to monitor and control
                         the execution of the EOS application. These displays shall include:			10-274			Current Base


						                               a.   Execution control display			10-275			Current Base


						                               b.   Outage schedule definition display			10-276			Current Base


						                               c.   Outage schedule summaries			10-277			Current Base


						                               d.  Outage schedule summaries by Area of Responsibility for user defined date range			10-278			Current Base


						                   2.  Tools shall be provided to select equipment for which to define outage schedules via oneline
                         diagrams or tabular displays.			10-279			Current Base


						10.11      Reactive Reserve Monitoring			10-280			NA


						The Reactive Reserve Monitoring (RRM) function shall be executed periodically and on demand to calculate reactive reserves The periodicity of the calculation shall be as described in Appendix B, Performance & Response Requirements.			10-281			Current Base


						10.11.1      Functional Requirements			10-282			NA


						The RRM application shall support the following functional requirements:			10-283			Current Base


						1.   Total reactive reserve calculated as the sum of the spinning reactive reserve plus the quick-start
       reactive reserve.			10-284			Current Base


						2.   The Spinning reactive reserve shall be calculated as the reactive reserved available from online
       generators.			10-285			Current Base


						3.   The quick-start reactive reserve shall be calculated as the sum of the reactive reserve available
       from quick-start units plus the capacity of transmission capacitors, static var compensators and
       distribution capacitors that can be connected.			10-286			Current Base


						4.   The capability to include/exclude individual generators and capacitors from the calculation of the
       reactive reserve components shall be provided.			10-287			Current Base


						5.  Unavailable generators and capacitors shall be excluded from the calculation by checking
      whether there are outage schedules for these generators and/or capacitors.			10-288			Current Base


						10.11.2         User Interface Requirements			10-289			NA


						The RRM application shall support the following user interface requirements:			10-290			Current Base


						                   1.   A summary display for reviewing the total reactive reserve values as well as the
                          reserve contribution of individual generators and capacitors shall be provided.			10-291			Current Base


						                   2.   The summary shall be for entire system, control areas and reserve zones			10-292			Current Base


						10.12      Transmission Capacity Assessment			10-293			NA


						The Transmission Capacity Assessment application shall be executed in real-time to calculate the Available Transmission Capacity (ATC) in a set of pre-defined transmission paths.			10-294			Current Base


						10.12.1         Functional Requirements			10-295			NA


						The Transmission Capacity Assessment application shall support the following functional requirements:			10-296			Current Base


						1.     The capability to specify which transmission paths for which ATC is to be calculated.			10-297			Current Base


						2.     Calculate ATC for the pre-defined transmission paths using the State Estimator solution as the base case.			10-298			Current Base


						3.     Ability to execute periodically and on demand.			10-299			Current Base


						10.12.2      User Interface Requirements			10-300			NA


						The Transmission Capacity Assessment application shall support the following user interface requirements:			10-301			Current Base


						1.     A summary display for reviewing calculated ATC for the pre-defined transmission paths.			10-302			Current Base


						10.13      Remedial Dispatch (Option)			10-303			NA


						The Remedial Dispatch (RD) application shall be executed in real-time and study mode to calculate the optimum loading profile of generators to minimize thermal violations and operating costs in the base case. RD shall use the State Estimator solution as the base case in real-time mode and the Dispatcher Power Flow solution as the base case in study mode.			10-304			Current Base


						10.13.1         Functional Requirements			10-305			NA


						The RD application shall support the following functional requirements:			10-306			Current Base


						                       1.   RD shall use an Optimum Power Flow algorithm with the option to calculate the minimum
                             control rescheduling of control variables to minimize thermal violations in the base case.			10-307			Current Base


						                       2.   RD shall use generator MW, startup of fast start units (available CTs and hydros) and load
                              shedding as control variables. The ability to enable these controls individually or globally shall be
                              provided.			10-308			Alternate


						                       3.  RD shall enforce branch MVA limits, limits on the sum of MW/MVA flows in a group of branches,
                             bus voltages and generator MVAR limits as constraints.			10-309			Current Base


						                       4.  The RD solution shall include:			10-310			Current Base


						                                    g.   System, area, island and zone generation, load, interchange and losses			10-311			Current Base


						                                    h.   Bus voltage magnitudes and phase angles			10-312			Current Base


						                                     i.   Bus MW and MVAr injections			10-313			Current Base


						                                     j.   Shunt MVAr injections			10-314			Current Base


						                                    k.   Branch MW, MVAr, AMP and MVA flows			10-315			Current Base


						                                     l.   Transformer and phase shifter tap positions			10-316			Current Base


						                                   m.   Summary of control variable changes			10-317			Current Base


						                     5.   The RD solution shall be limit checked against voltage and branch overload limits. Solution
                            voltages shall be checked against the high/low limits specified for each node/bus in the model
                            and voltage violations summarized in a voltage violation summary display. Branch flows shall be
                            checked against the operational limits set by Limit Manager (Section 9.6) and violations
                            summarized in a display. For lines, it shall be possible to have different limits at each end.

                            The solution shall be color-coded to indicate voltage violations and branch overload violations in a
                            manner consistent with the color-coding used to identify real-time measurements that exceed
                            limits.			10-318			Current Base


						                   6.     Tools for debugging solution problems shall be provided. This includes solution statistics such as
                            number of iterations and number of control actions, bus mismatches, etc.			10-319			Current Base


						10.13.2         User Interface Requirements			10-320			NA


						The Remedial Dispatch application shall support the following user interface requirements:			10-321			Current Base


						                      1.  Input, output, execution control and maintenance displays shall be provided to monitor and
                            control the execution of the RD. These displays shall include:			10-322			Current Base


						                                       a.  RD Execution Control Displays			10-323			Current Base


						                                       b.  Company summary			10-324			Current Base


						                                       c.  Generation summary			10-325			Current Base


						                                       d.  Load summary			10-326			Current Base


						                                       e.  Shunt/capacitor summary			10-327			Current Base


						                                        f.  Line summary			10-328			Current Base


						                                        g.  Transformer and phase shifter summary			10-329			Current Base


						                                        h.  Voltage violations summary			10-330			Current Base


						                                        i.   Branch overload violations summary			10-331			Current Base


						                                        j.   Solution execution summary			10-332			Current Base


						                                       k.  Tabular solution summary			10-333			Current Base


						                                       l.   Summary of control variable changes			10-334			Current Base


						10.14        Voltage Stability Analysis (Option)			10-335			NA


						The Voltage Stability Analysis (VSA) application shall be executed in real-time and study mode to evaluate voltage collapse for the base case and a set of ranked contingencies under normal and emergency operating conditions. In real-time mode, VSA shall be executed using the State Estimator solution as the base case and a set of contingencies selected from the real-time CA. In study mode, it shall be executed using a DPF case as the base case and a set of contingencies selected in the study CA.			10-336			Current Base


						10.14.1        Functional Requirements			10-337			NA


						The VSA application shall support the following functional requirements:			10-338			Current Base


						                  1.  The capability to apply load increases to the base case and for each contingency selected and to
                        calculate resulting voltages. The load should be increased in steps until at least one of the bus
                        voltages collapses.  			10-339			NA


						                 2.  The capability to rank contingencies with respect to impact on voltage stability and to specify the
                       number of ranked contingencies selected for study. 			10-340			Current Base


						                 3.  The VSA solution results shall include:			10-341			Current Base


						a.  Maximum system load, system critical MW load, critical MVAR reserve and the worst
       contingency case			10-342			NA


						b.  Maximum load/generation decrease, critical load/generation decrease			10-343			Current Base


						c.  MW Margin to voltage collapse of the base case and the selected contingency cases			10-344			Current Base


						d.   Base (operating) Voltage and voltage at collapse point for all the buses			10-345			Current Base


						e.   P-V curves of base case and the worst contingency case for selected bus voltage versus total
        load MW			10-346			Current Base


						f.    P-V curves of base case and the worst contingency case for selected bus voltage versus
       generation shift MW			10-347			Current Base


						g.   System P-Q curves of base case and the worst contingency case			10-348			Current Base


						h.   Critical voltage for the selected load flow bus			10-349			Current Base


						i.   Buses that have the largest voltage change from the base voltage to the critical voltage			10-350			Current Base


						j.   Buses that have the lowest voltage magnitude at the critical point			10-351			Current Base


						k.   Critical buses in base case and the worst contingency case			10-352			Current Base


						                             l.   Detailed load flow solution and violations for each step of the VSA calculation for the base
                                   case or the worst contingency case			10-353			Current Base


						10.14.2    User Interface Requirements			10-354			NA


						The VSA application shall support the following user interface requirements:			10-355			Current Base


						1.     Input, output, execution control and maintenance displays shall be provided to monitor and control the execution of the VSA.			10-355-X			Current Base


						2.     Capability to display the voltage stability analysis calculation results in tabular and graphical displays. 			10-356			Current Base


						3.     Capability to view the power flow solution results for any step in the Voltage Stability Analysis calculation.			10-357			Current Base


						10.15      Dynamic Security Assessment (Option)			10-358			NA


						The Dynamic Security Assessment (DSA) application is executed in real-time mode to determine stability-related system operating limits from the state estimator output and that also provides an indication of the dynamic stability margin for the most critical fault/contingency condition defined by the user.			10-359			Current Base


						10.15.1         Functional Requirements			10-360			NA


						The DSA application shall support the following functional requirements:			10-361			Current Base


						              1.  Ability to determine dynamic stability margin for the most critical contingencies defined by the user			10-362			Current Base


						              2.  Ability to run in real-time and study-mode			10-363			Current Base


						10.15.2         User Interface Requirements			10-364			NA


						The DSA application shall support the following user interface requirements:			10-365			Current Base


						1.     Ability to display results in a tabular or graphical mode as a dynamic stability index or a tabular display, color-coded meters, color-coded bar graphs, and spatial visualization			10-366			Current Base


						10.16           Look-Ahead Contingency Analisys (Option)			10-367			NA


						This function shall be able to use the current SE solution together with a Load Forecast and outage schedules for the next 24 hours (or a configurable number of time periods) to run a Power Flow and Contingency Analysis for each period and reports base case violations and post-contingency violations			10-368			Current Base


































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Section 11


						Technical Specification			ID			Conformance


						11.      Generation Control and Dispatch Applications			11-001			NA


						The Generation Control and Dispatch applications run in real-time with the goal of monitoring, optimizing and controlling the system load and balance the generation of a control area.			11-002			Current Base


						The Generation Control and Dispatch function is also known as the Generation Management System (GMS) of the SCADA/EMS.			11-003			Current Base


						The GMS includes as a minimum the following functionality:

                   1. Automatic Generation Control (AGC)
                   2. Reserves Monitoring and Sharing
                   3. Security Constrained Economic Dispatch (SCED)
                   4. Production Cost Monitor
                   5. Interchange Scheduling
                   6. Energy Accounting			11-004			Current Base


						11.1       Automatic Generation Control (AGC)			11-005			NA


						The GMS should provide an Automatic Generation Control function to provide resource and balancing authority monitor, control and real-time dispatch required for operations of generation assets in the WECC interconnection. 			11-006			Current Base


						The AGC function regulates the output of generating units in response to changes in system frequency, interchange and time error to balance the system load for a control area.			11-007			Current Base


						The AGC function should execute the unit control allocation logic at a rate configurable by system operators usually 2 to 4 seconds, as follows:

                   1.  Processing for Frequency and Time error measurements from the GPS clocks is set to 1 second
                   2.  Monitoring Cycle. Default:2- sec, configurable
                           o   Processing input for SCADA telemetry data, e.g. generation, frequency, tie-line, dynamic
                                 schedules, WECC time error, loads, etc.
                           o   Area Control Error (ACE) calculation
                           o   AGC status monitoring
                   3.   Control Cycle. Default: 4-sec, configurable
                           o   Processing of output data, e.g. desired generation, dynamic participation factors, setpoint
                                 controls, etc.
                           o   AGC Alarm processing			11-008			Current Base


						11.1.1      NERC/WECC Balancing Authority Functionality			11-009			NA


						The AGC system includes functionality to fully comply with the latest  Balancing Authority Requirements from NERC/WECC:			11-009			Current Base


						                     
                1.   BAL-001-1  and -2: Real Power Balancing Control Performance 

                        a.   Estimate CPS1 score and level of non-compliance for each clock 1-min interval, hour,
                                calendar
                               month and rolling 12-month period
                       b.     Estimate CPS2 score for each clock 10-min interval, hour, and calendar month and year
                       c.     Configurable alarms shall be available to inform the operator of non-compliance with CPS1
                               or CPS2
                       d.    CPS1 and CPS2 data shall be retained for a minimum of one-year in the EMS
                       e.     Calculate the clock-minute Balancing Authority ACE Limit (BAAL) and include a graphical
                               visualization of ACE status versus the limit.
                        f.     Include alarm to indicate when ACE exceeds BAAL for more than a configurable number of
                               clock-minutes, which shall be default to 30 minutes.
                        g.   Functionality shall support WECC variances as described in the standards			11-010			Current Base


						               2.  BAL-002-1a Disturbance Control – NWPP Reserve Sharing Program

                        a.     The AGC system includes functionality to allow SCL participate in the contingency reserve
                               Sharing Program as required by the North West Power Pool  (NWPP).
                        b.     Except when communication links are down or the computer system for reserve sharing is
                                not functioning, the reserve sharing process for the NWPP is automated
                        c.     AGC follows reserve deployment instructions requested by the NWPP Reserve-Sharing
                               operator.			11-011			Current Base


						               3.  BAL-002 –WECC-2 - Contingency Reserves
              
                         a.  AGC  shall compute the available contingency and operating reserves and the level of non
                              compliance
                        b.   Configurable alarms shall be available to alert the operator when a state of non-compliance
                              with minimum contingency reserve is found.			11-012			Current Base


						               4.  BAL-003-1  – Frequency Response & Bias Calculation

                        a.   AGC includes functionality to compute the frequency response and bias component of ACE
                        b.   AGC includes functionality to compute the frequency response for each generator 
                        c.    The operator can select using a constant or variable (calculated) frequency bias setting
                        d.    Shall include an alarm to indicate when the calculated frequency bias is not less than zero or
                               when its not more negative than its frequency response obligation when the clock-minute
                               average frequency deviates by more than +/- 0.035 Hz (configurable)			11-013			Current Base


						               5.  BAL-004-WECC-1 and 2  – Automatic Time Error Correction (ATEC)

                        a.   AGC  computes the Area Control Error using the WECC ATEC function as described in this
                               standard
                        b.    The user has an option to import the primary inadvertent interchange from an SCL external
                               scheduling system or use the value calculated by AGC or Energy Accounting function
                        c.   Ability to import the Delta-Time Error from the WECC via ICCP
                        d.   Ability to export the ACE value for each Balancing Authority to WECC via ICCP
                        e.    Ability to manually adjust the on/off-peak accumulated primary inadvertent interchange to
                               account for errors
                        f.     Ability to recalculate the hourly and accumulated primary inadvertent interchange whenever
                               adjustments are made to hourly inadvertent interchange or the time error deviation value.
                        g.    Alarm when ATEC function is not enabled
                        h.    Shall support WECC ATEC with cycle delay at the top of the hour			11-014			Current Base


						              6.  BAL-005-0.2b – Automatic Generation Control
                        a.     Shall be able to model redundant measurements for frequency, generation, transmission
                                lines and load operating within the responsibility of the balancing authority.
                        b.    The AGC system has logic to support the deployment of regulating reserve to control its ACE
                                to meet the control performance standard
                        c.     The system shall alarm if the AGC function is disabled or not able to compute ACE for more
                                than a configurable period of time, default to 5 minutes.
                        d.     The user shall have an option to include/exclude the interchange schedule from HVDC links
                                from the ACE equation
                        e.     AGC shall alarm if there is no valid frequency measurement. NERC requires an availability of
                                99.95% of frequency measurement
                        f.      It shall include dynamic schedules or pseudo-ties in the calculation of ACE to account for
                                Jointly owned units or remote loads or generation.
			11-015			Current Base


						               7.  BAL-005-2  – Inadvertent Interchange

                        a.     AGC shall compute  the on/off-peak inadvertent interchange for the BA 
                        b.     The calculated hourly on/off peak inadvertent interchange can be exported to the energy
                                accounting function or an external system.			11-016			Current Base


						               8.  BAL-STD-002-0 - Operating Reserves
                        a.    AGC shall perform all calculations necessary to monitor minimum operating reserves as
                               described in this standard.
                       b.    Ability should be provided to compute operating reserves for the Balancing Authority and
                               per reserve zones (or regional sub-areas).
                       c.     Configurable alarms shall be available to alert the operator when a state of non-compliance
                               with minimum operating reserve is found.			11-017			Current Base


						                9.  BAL-007 Draft Standard - Reliability Based Control (RBC)
                        a.     SCL is currently participating in the RBC Trial for WECC. Therefore, AGC should include logic
                                to balance resources and demand so that its clock-minute ACE does not exceed the
                                computed balancing Authority ACE Limit (BAAL) for more than 30 consecutive clock minutes
                                (configurable) as required by NERC Reliability Based Control Standard (RBC).
                       b.     If ACE is outside the BAAL limit control region, AGC will drive the units to move ACE inside
                               the BAAL control region by a configurable deadband (default to 100% of L10).
                       c.     The user should be able to configure the BA control limit to a more restrictive value than the
                               required BAAL.
                       d.     The AGC system includes “BAAL radar” and “CPS1 Adjusted for Time Error Correction”
                                displays as described in the BAL-007 Draft standard.
                       e.     Configurable alarms shall be available to alert the operator when the operating point is
                               moving outside of the BAAL ‘safe zone’ or when ACE exceeds BAAL by a configurable number
                               of minutes.			11-018			Current Base


						11.1.2    AGC Data Acquisition, Modeling and Visualization

The AGC system model shall consist of the following:

                  1.     Control Area (on its own Time-Zone)
                  2.     Multiple Frequency and/or Delta-Frequency Measurements
                  3.     Physical/Pseudo Tie-Lines measurements
                  4.     Dynamic Schedule measurements
                  5.     Multiple Time Error measurements
                  6.     Physical and/or virtual (logical) generating units
                  7.     Power Plants
                  8.     Jointly Owned Units (JOUs)
                  9.     Non-Controllable Loads
                10.     Auxiliary Loads			11-019			Current Base


						11.1.2.1    Generating Unit Type

The user should have ability to configure the generating unit type attribute. As a minimum the following generating unit types should be supported:

                  1.     Thermal (CT, Gas or Steam) 
                  2.     Combined Cycle
                  3.     Hydro
                  4.     Nuclear
                  5.     Wind Farm
                  6.     Solar
                  7.     Virtual			11-020			Current Base


						Ability to map each modeled equipment in the AGC to a designated balancing authority (control area) and to a reserve-zone (regional sub-area).			11-021			Current Base


						AGC supports redundant data modeling for all its telemetry measurements.			11-022			Current Base


						The generation model shall include at least the following telemetry measurements:

                   1.     Gross or Net MW and Mvar output
                   2.     Auxiliary Load output
                   3.     Operational (regulating) Limits
                   4.     Generation response (ramp) MW/min
                   5.     AVR/PSS status
                   6.     Connection Status
                   7.     Unit Control status (Local/Remote)
                   8.     RAS trigger status
                   9.     Control setpoint feedback			11-023			Current Base


						SCADA points are integrated in the AGC displays. The users can see/select/manual-override Telemetry points from AGC screens.			11-024			Current Base


						11.1.3   Data Processing and Filtering

The AGC input data processing shall include the following functionality:

             1.   Configurable filter to prevent spikes and noise from telemetry measurements
             2.   Estimation of Net or Gross output given Auxiliary Load
             3.   Automatic selection of primary telemetry measurement from alternate source when bad
                   measurement is detected in the preferred primary source, which includes a visual indication for the
                   redundant measurement in use.			11-025			Current Base


						11.1.4   AGC Control status

The AGC status is monitored for each control area (balancing authority). The minimum AGC states are the following:

              1.  OFF – AGC is not running
              2.  TRIP – AGC is timing out due to failure of its control loop
              3.  MONITOR – AGC close-loop control is suspended, however, it is performing all calculations 
              4.  ON – AGC performing normal monitoring and control functions

The AGC system shall alarm when changes in its control mode occur			11-026			Current Base


						The AGC shall have an option to automatically trip from normal close loop control if any of the telemetered quantities (tie line MW, time deviation, or frequency) being used by AGC to calculate ACE have a telemetry failure and no redundant measurement exist. A critical system  alarm shall be issued in this case, and the reason for the suspend/trip condition shall be described in the alarm message.

If the AGC TRIPs, it shall  remain in that mode for a configurable amount of time, default to 1 minute and then switch to SUSPENDED or MONITOR mode if  telemetry is not restored or failed values are not overridden by the dispatcher within the configurable TRIP time, 

If the AGC switched to MONITOR or SUSPENDED mode after a trip, AGC shall remain in that mode until the Dispatcher manually activates AGC (i.e., changes the AGC control status to ON). 

The following conditions shall also result in the automatic trip of AGC: 

                1.     If the calculated ACE magnitude exceeds a preset (changeable) limit;
                2.     The telemetered frequency deviation magnitude exceeds a preset (changeable) limit,
                3.     The telemetered net interchange deviation magnitude exceeds a preset (changeable) limit.
                4.     An external condition or trigger has been detected, e.g. Remedial Action Scheme associated to
                        loss of critical power plants or tie-lines.			11-027			Current Base


						11.1.5     AGC Operating modes

The AGC function supports at a minimum the following operating modes:

               1.     Constant Frequency (CF) – for blackout restoration
               2.     Constant Net Interchange (CNI) – for loss of frequency telemetry
               3.     Tie-Line Bias (TLB)
               4.     Tie-Line Bias plus Time Error Control (for WECC ATEC)			11-028			Current Base


						11.1.6            Area Control Error (ACE) Calculation			11-029			Current Base


						AGC shall calculate the Area Control Error, ACE according to the latest NERC standard requirements. The equation for ACE in the Western Interconnection is:


						                           ACE = (NIA – NIS) – 10B(FA – FS) – I ME + IATEC


						where:


						                •   NIA is the algebraic sum of actual flows on all tie lines.


						                •   NIS is the algebraic sum of real-time scheduled flows on all tie lines that are either imported from
                     an external source or manually enter by the AGC dispatcher.


						                •  B is the Frequency Bias Setting (MW/0.1 Hz) for the Balancing Authority. The constant factor 10
                    converts the frequency setting to MW/Hz. The frequency bias is a negative value in this equation.


						                •  FA is the actual frequency.


						                •  FS is the scheduled frequency. FS is normally 50 Hz but may be offset to effect manual time error
                    corrections.


						                •  IME is the meter error correction factor typically estimated from the difference between the
                    integrated hourly average of the net tie line flows (NIA) and the actual hourly net interchange
                    demand measurement (megawatt-hour). This term should normally be very small or zero.


						                •  IATEC is the automatic time error correction adjustment value that shall be zero if not operating in
                    ATEC, otherwise calculated as follows:


						                                          IATEC = PIIaccum on/off-peak/(1 – Y) * H


						           o H = Number of Hours used to payback Primary Inadvertent Interchange energy. The value of
                                 H is default to 3.


						           o Y = B / BS.


						           o BS = Frequency Bias for the Interconnection (MW / 0.1 Hz).


						           o IATEC is limited by a configurable limit, Lmax, that shall be greater or equal to 20%
                                 (configurable) of its Frequency Bias and less or equal than the calculated L10 for the
                                 balancing authority.


						               •  PIIaccum on/off-peak is the accumulated on or off peak PIIhourly in MWh, which accumulates from the
                    hourly primary inadvertent as follows:


						           o  PIIaccum on/off peak = last period’s PIIaccumon/off peak +PIIhourly


						           o Primary Inadvertent Interchange for last hour, PIIhourly = (1-Y) * (IIactual - B * ΔTE/5)


						           o IIactual is the hourly Inadvertent Interchange for the last hour.


						           o ΔTE is the hourly change in system Time Error as distributed by the WECC Time Monitor. Where:


						                         •        ΔTE = TEend hour – TEbegin hour – TDadj – (t)*(TEoffset)


						                         •        TDadj is the Reliability Coordinator adjustment for differences with Interconnection Time Monitor
                        control center clocks.


						                         •        t is the number of minutes of Manual Time Error Correction that occurred during the hour.


						                         •        TEoffset is 0.000 or +0.020 or -0.020.


						AGC shall calculate ACE using one of the following modes:


						                  1.     Constant Net Interchange (CNI) or Flat Tie Line


						                         ACECNI = (NIA – NIS) – I ME 


						                  2.     Constant Frequency (CF) Mode or Flat Frequency


						                         ACECF =  – 10B(FA – FS)


						                  3.     Tie-Line Bias (TLB)


						                         ACETLB = (NIA – NIS) – 10B(FA – FS) – I ME


						                                        = ACECNI + ACECF


						                  4.     Automatic Time Error Correction (ATEC) Mode


						                         ACEATEC = (NIA – NIS) – 10B(FA – FS) – I ME + IATEC


						                         = ACECNI + ACECF + IATEC


						The AGC operating mode shall be selectable by system operator.			11-030			Current Base


						The AGC simultaneously calculates all ACE components described above: ACECNI , ACECF, ACETLB, ACEATEC, NIA , NIS, B, FA , FS , I ME , IATEC, etc.			11-031			Current Base


						The scheduled frequency is normally 50.00 Hz; however, the AGC operator shall be able to offset this value at a specific time stamp for a specific duration time to effect manual time error corrections. AGC shall issue and alarm to indicate of a new frequency schedule ahead of time. The AGC user might be able to immediately start or stop a frequency schedule offset at any time, generating an alarm when this occurs.			11-032			Current Base


						Inadvertent interchange accumulations (on peak and off-peak) shall be corrected automatically upon selection of this mode by the Dispatcher. This value shall be available to the energy accounting and external marketing systems via HIS&R system			11-033			Current Base


						The On/Off Peak inadvertent calculations shall support User defined US Holidays or any other special dates considered off-peak or day types where the on-peak profile is different from normal peak days.			11-034			Current Base


						The user shall have the ability to select what ACE (ATEC or TLB) is used for Control Performance Standard reporting and which one is used for Reliability Based Control (RBC).			11-035			Comply


						11.1.7            ACE Filtering and Processing Logic

The AGC system includes an ACE Filter that can be enable/disable by the user for control purposes only. The filtered ACE value shall not be used for NERC reporting and performance compliance monitoring purposes.			11-036			Current Base


						The purpose of this filter is to suppress spikes causes by non-conforming load, e.g. furnace loads or intermittent generation, e.g. solar and wind devices connected to the control area responsible for the balancing authority. The ACE filter shall smooth transitions between changes in AGC operating modes as well as start, stop or trip of this function.			11-037			Current Base


						The AGC function provides an ACE processing logic to determine how much, if any, control action should be executed based on the characteristics of the calculated ACE. The ACE magnitude should be compared to user definable limits to determine the control logic to use. Traditional ACE control logics, i.e., permissive, emergency assist, etc., should be supported.			11-038			Current Base


						AGC should support ACE control of multiple islands (option)			11-039			Current Base


						11.1.8     ACE Regulation Logic			11-040			Current Base


						ACE regulation depends on the AGC operation mode. If AGC operation is set to Reliability Based Control (RBC), the regulation logic shall balance resources and demand so that its clock 1-minute average ACE does not exceed the Balancing Authority ACE Limit (BAAL), otherwise, the regulation logic shall balance resources and demand so that its clock 10-minute average ACE is less than the L10 limit. However, ACE shall be regulated to zero if its ACE prior a reportable disturbance was positive or regulated to its pre-disturbance value if that value was negative.

AGC shall monitor its regulation reserves at all times in order to have enough capacity to correct ACE. All units on AGC regulation control participate in the ACE correction logic with a factor that is proportional to its regulating capacity, which shall take into account the unit ramp rate telemetry or as modeled in the database. AGC will compute a desired MW control setpoint for each of these units that will correct ACE within 5-minutes during normal system condition and within 10-minutes during emergency (or disturbance) conditions.


						At a minimum, AGC shall include the following configurable ACE regulating control modes:

         •   Small signal ACE – No control
         •   Normal Regulation Control
         •   Permissive Control
         •    Emergency Control


						No Control


						If the calculated ACE is smaller than a configurable minimum threshold to activate ACE regulation, then, no ACE correction is required; therefore, AGC will only control generating units to their target basepoint.



						Normal Regulation Control


						If ACE is larger than the minimum threshold to activate the AGC regulation logic but less than the calculated disturbance limit, the normal AGC regulation logic is enabled. The expectation is that AGC allocates the calculated ACE among all units on AGC control that participate in regulation that is proportional to their regulation capacity. In this mode, it is expected that ACE is corrected within 5-minutes.



						Permissive Control


						If the calculated ACE is greater than a permissive control threshold limit, AGC shall stop moving units that are moving in the direction that increases the ACE value until the ACE is corrected below a configurable deadband limit below the permissive threshold. An alarm shall be issued stating that permissive control has started for a specific unit.

Permissive Control shall be able to be inhibited for each individual unit (contractual obligation consideration). An alarm shall be issued stating that permissive control was initiated but is inhibited for a specific unit.



						Emergency Control


						If a system Reportable Disturbance has been detected by AGC, the control of ACE is in Emergency control and an alarm shall be issued stating that emergency control has started. In this condition, AGC shall correct ACE such that it returns to zero if its ACE just prior to the Reportable Disturbance was positive or equal to zero.  For negative initial ACE values just prior to the Disturbance, at a minimum, AGC shall return ACE to its pre-Disturbance value.

AGC will allocate ACE to all units participating in emergency regulation that is proportional to its contingency reserve capacity. It is expected that AGC corrects ACE within 10-minutes after the reportable disturbance has been detected. 


						11.1.9            Generating Unit Control Modes 

The AGC function should support unit control modes as required for operations of generation assets in multiple markets, including the following:			11-041			Current Base


						                   1.  Out-of-Service – the unit is unavailable for system operations.			11-042			Current Base


						                   2.  Off Line (Available) - The unit is not connected to the grid, but available for normal service if
                        needed.			11-043			Current Base


						                  3.  Fix Control - The unit is on-line, but under Fix or baseload control of AGC following scheduled
                        (i.e. from market or hydro scheduling functions) or manual entered basepoints. The AGC user
                        may set the basepoint target immediately or using a RAMP function where he pre-sets the target
                        value as well as the start and stop time.			11-044			Current Base


						                  4.  Manual (Off Control) - The unit is on-line and being manually loaded by the plant operator			11-045			Current Base


						                  5.  AGC Reg Control - The unit is controllable by the AGC function within the high/low operating
                        limits. The control output (set point or raise/lower command) for the unit is calculated based on
                        its basepoint or actual output and its allocation of the ACE. If in market mode, the regulating
                        capacity is either calculated as a percentage of the market b basepoint value or manual entered
                        by the operator.			11-046			Current Base


						                  6.  AGC Assist Control - The unit is on-line and controllable by AGC at its basepoint target; however,
                        the unit assists during emergency or disturbance conditions to correct ACE. 			11-047			Current Base


						                  7.  Economic - The unit is on-line and controllable by AGC at its economic basepoint target.			11-048			Current Base


						                  8.  Motoring – The unit is online and controlled by AGC as a ‘motoring load’. In this mode, AGC
                        sends negative control signals.			11-049			Current Base


						The AGC function should be able to processes generator telemetered status such as breaker(s) status, AGC control status, tracking, etc., to determine the unit control mode.			11-050			Current Base


						AGC shall switch the unit control mode to Manual (or plant local) mode when a configured Remedial Action Scheme trips the unit (Boundary Run-Back)			11-051			Current Base


						11.1.10         Generating Unit Limits

At a minimum, The AGC function should support modeling of nested unit limits, including the following;			11-052			NA


						               a.   High and Low Capability limits – these limits represent the highest and lowest unit capability.
                     These limits may come from an external scheduling system.			11-053			Current Base


						               b.   High and Low Operating Limits – these limits represent the operating range of the unit for control
                     and regulation purposes. These limits might be telemetered from the plant or calculated by a
                     hydro optimization engine			11-054			Current Base


						               c.   High and Low Economic Limits – these limits represent the operating range of the units for
                     economic dispatch purposes. The user may be able to manual enter or import this limits from
                     external the power market function per unit or per plant.			11-055			Current Base


						               d.  Raise and Lower Response Ramp Rates – these rates represent the capability of increase and
                    decrease unit output.			11-056			Current Base


						               e.  Rough Zone Limits – The system allows modeling of multiple prohibited operation regions per unit.
                     Each rough zone is defined by two limits. The system shall be able to define up to 4 rough zones
                     per unit			11-057			Current Base


						               f.   Transmission Limits – The system imports security transmission congestion limits from the power
                    analysis functions			11-058			Current Base


						              g.   Dynamic limits – these are the calculated in-use limits for each unit that represent the most
                    restrictive limits per transmission congestion, hydro reservoir optimization, regulating, etc.			11-059			Current Base


						11.1.11         Basepoint Targets 

AGC should provide the capability to follow Basepoint targets from any of the following sources:

         1.     Operator Manual Entry 
         2.     Security Constrained Economic Dispatch (SCED)
         3.     Generation Schedules from an external Scheduling function (PowerOps)
         4.     Generation Schedules from external Energy Imbalance Market (EIM) 			11-060			Current Base


						11.1.12         Calculation of Desired Generation 

The AGC function should provide the capability to calculate unit desired generation based on its control mode, actual output, basepoint target and its allocation of the ACE. 			11-061			Current Base


						                a.    The allocation of ACE to individual units is based on regulation participation factor and economic
                 participation factors. AGC only allocates ACE to units in Regulating and/or Emergency assist mode
                 with available regulation and/or contingency reserve capacity.			11-062			Current Base


						              b.     The calculation of desired generation takes into consideration the unit limits and ramp rate.			11-062-X			Current Base


						              c.      The capability to calculate unit desired generation individually or at a plant level should be provided.
                The calculation at the plant level is required for those plants controlled at the plant level instead of
                the individual unit level.			11-063			Current Base


						11.1.13         AGC Control Signals 

The AGC function should support both raise/lower pulse and setpoint control command signals to control the MW output of generating units under AGC control.			11-064			Current Base


						Control signals shall not be outside the unit capability limits or within a rough zone.			11-065			Current Base


						The AGC shall detect the current value of a setpoint upon restart to ensure that control is not issued until the setpoint feedback is received.			11-066			Current Base


						AGC shall be tunable such that its operation provides the best AGC performance with a minimum amount of generator movement.			11-067			Current Base


						Control output to a unit shall be suspended if the data acquisition or unit values fail for any reason			11-068			Current Base


						AGC shall refresh the setpoint after a configurable time if no control signal change occurs.			11-069			Current Base


						AGC shall be configurable to not send invalid setpoints (e.g. zero/invalid when AGC control is suspended/terminated) to RTUs with protocols not using quality flags.			11-070			Current Base


						11.1.13.1     AGC Control Feedback

The AGC function should model each unit's response characteristics to anticipate unit response and feedback full effects of control outputs. The model should result in a reduction of control action outputs to each unit, thus avoiding overshoot.			11-071			Current Base


						11.1.13.2     AGC Control Tracking

In addition, it should provide the means for determining when a unit fails to respond (No-Tracking). Unit dead-bands and other logic should be utilized to avoid output change request smaller than the control resolution of units, while ensuring control errors do not accumulate. An alarm should be issued to alert the operator when a unit is not tracking desired generation setpoints.			11-072			Current Base


						11.1.13.3     Individual or Aggregate Unit Control

The capability to control generating units individually or at a plant level should be provided. For plant level control, individual units at the plant may be monitored but a single set point for the plant is issued as the control signal.  			11-073


						11.1.14         Jointly Owned Units (JOUs)

The AGC function should support modeling and control of jointly owned units:

            a.   Multiple owners are supported
            b.  The JOU logic includes electronic or manual MW request from each owner
            c.   The JOU allocation supports Fixed, balanced and dynamic share allocation methods
            d.   The JOU control logic computes the desired generation for each owner based on allocation logic
                   results			11-074			Current Base


						11.1.15         Wind Generation Resources

AGC includes wind-farm monitoring and control functionality, including: 

            a.  High Limit Estimated Value Calculation/telemetry
            b.  MW Curtailment			11-075			Current Base


						11.1.16         AGC Unit Performance Monitor

AGC computes UCE and monitors performance of each generator. The Performance monitoring computes availability and tracking score for each unit			11-076			Current Base


						11.1.17         AGC Data Retention

The EMS shall be able to archive in the Historian real-time 2 and 4 second samples of all data required to perform the calculations required to comply with all the NERC/WECC BAL standards referred in section 11.1.1. These data is retained for audit, settlements, reporting, and for external visualization tools.			11-077			Current Base


						11.2       Reserve Monitor			11-078			NA


						The reserve monitoring function shall support all calculations required to compute WECC operating and contingency reserves as described in BAL-002 –WECC-2			11-079			Current Base


						In addition, it shall support all calculations required to monitor local/external reserve sharing MW requests from the North West power Pool (NWPP)  Reserve Sharing coordinator as described in BAL-002-1			11-080			Current Base


						This function should Support NWPP Following Regulation Reserve Assistance Program (FRAP)			11-081			Current Base


						This function shall compute AGC reactive reserves coming from all generating units modeled in the fleet.			11-082			Current Base


						The reserve monitoring function also computes self supply and third party supply operational reserves using business rule engine or standard reserve options. See Appendix C for more information about this.			11-083			Current Base


						11.3      Security Constrained Economic Dispatch (SCED)			11-084			NA


						The EMS includes a Security Constrained Economic Dispatch (SCED) function that computes Basepoints for selected units to minimize the production cost, i.e. Fuel (Water value) and O&M costs. 			11-085			Current Base


						In addition, SCED includes the following constraints:

                1.   Penalty Factors calculated by the Power Network Analysis. 			11-086			Current Base


						                2.   Regulating and/or Contingency Reserve requirements.			11-087			Current Base


						                3.   Security Transmission Limits calculated by the power network analysis package per dispatchable
                      unit.			11-088			Current Base


						               4.   Minimum of four Rough zones per hydro units			11-089			Current Base


						 5.   Fishery constraints requirements.			11-090			Current Base


						 6.   Hydro unit optimization requirements			11-091			Exception


						 7.   Transmission line limits imported from external marketing function to adjust power exchange
        schedules. 			11-092			Current Base


						11.3.1            Real-Time Execution 

The real-time SCED program runs at a configurable cycle (default to 1-minute) and/or it is triggered at the occurrence of any of the following events:

                  1.   Significant change in dispatched generation
                  2.   Change of unit control mode of economic dispatch units
                  3.   Change of unit limits or ramp rate
                  4.    Change of incremental cost curve  (incremental water value curves)
                  5.    Change of fuel/water cost
                  6.    On demand by the SCED user			11-093			Current Base


						11.3.2            SCED Modes

The security constrained economic dispatch program calculates economic basepoints for each of the following modes:

                   1.   Real-Time - For units operating under AGC and in Economic mode.
                   2.   Target – For units operating in AGC in Economic mode and for units selected by the SCED user.
                   3.   Study (Advisory) - SCED computes the economic dispatch basepoints for all units in ‘Study
                         Mode’			11-094			Current Base


						The SCED has interface with an external hydro scheduling system to retrieve power potential for reservoirs and water values for hydro units. Refer to External Interfaces Section 12 for more information about this data point. 			11-095			Current Base


						The user shall be able to manual override (enter) water values and hydro reservoir schedules into SCED.			11-096			Alternate


						User is able to model non-linear, non-monotonically increasing incremental heat/water value curves			11-097			Alternate


						11.4         Production Costing			11-098			NA


						The system computes the following production cost quantities:

               a.   Current/previous instantaneous [$/hour] fuel consumption per generating unit, plant and control
                     area, and system.
              b.    Current/previous accumulated hourly costs [$] for fuel consumption per generating unit, plant
                     and control area, and system.
              c.    Current/previous O&M costs per generating unit, plant, control area, and system.
             d.    Current/previous Total production cost per generating unit, plant and control area, and system.			11-099			Current Base


						11.5        Short Term Load Forecasting Interface (option)			11-100			NA


						The EMS shall support importing a multiple-area/zone load-forecasting from external source. Details of this interface are described in Section 12.2.2 of this RFP			11-101			Current Base


						The weather data is imported from external weather service.			11-102			Alternate


						11.6          Interchange Transaction Scheduling (ITS)			11-103			NA


						The EMS includes an Interchange scheduling system to create and/or store imported net interchange schedules profiles with external companies. The Interchange Transaction Scheduling program is able to import net schedule interchange and schedule profiles from external sources, e.g. Power Ops, ITS, etc.			11-104			Current Base


						The scheduling periods are configurable, e.g. 1-min, 15-minute, hourly schedules, etc.			11-105			Current Base


						11.6.1     Interface with external scheduling function			11-106			NA


						The Interchange Transaction Scheduling program is able to import net schedule interchange and schedule profiles from external sources, e.g. Power Ops, WIT, etc.			11-107			Alternate


						The interchange scheduling program supports multiple sources to import net schedules and schedule profiles for generation and interchanges. The ITS user shall be able to select what external schedule shall be in-use.			11-108			Current Base


						EIDE parameterization accomplished by either User Interface or file import.			11-109			Current Base


						ITS shall import 1-min ramp net schedules interchange (NSI) values from WIT (using getSchedule EIDE method)			11-110			Alternate


						Import of Generation profiles and schedules per plant and/or per unit from SCL external marketing program, PowerOps. 			11-111			Current Base


						11.7       Energy Accounting			11-112			NA


						The EMS allows user to create energy accounting calculations at configurable periods, e.g. Hourly, Daily, Monthly, Yearly, and Fractions of Hour, etc. These accumulators are used for WECC ATEC and Energy meter calculations, etc			11-113			Current Base


						The Energy Accounting function shall allow the user to define arithmetic and logic calculations			11-114			Current Base


						The Energy Accounting function shall allow the user to define % energy split rule between multiple account owners. The number of account owners shall be configurable for a minimum of two (2) and a maximum of four (4)			11-115			Current Base


						The Energy Accounting User shall be able to define US Holidays and/or special dates for On/Off Peak inadvertent calculations			11-116			Current Base


						The Energy Accounting function shall support EIDE parameterization, which could be accomplished by either User Interface or file import for metering values.			11-117			Current Base


						11.8       Generation Schedules			11-118			NA


						The Generation Schedules come from an Scheduling function via external interface. Section 12.5.2			11-119			Comply


						The per unit schedules have a configurable resolution of 5, 10, 15 or 50 minute intervals			11-120			Comply


						The generation schedules can be manual edit (override) by the operator			11-121			Current Base


						11.9               Daylight Saving Time Support			11-122			NA


						In general, all generation control and dispatch functions, including but not limited to AGC, Economic Dispatch, Interchange and Generation Scheduling and Energy Accounting as well as their related interfaces support Daylight Saving Time (DST)			11-123			Current Base








Section 12


						Technical Specification			ID			Conformance


						12.    External System Interfaces			12-001			NA


						This section describes all the external interfaces to/from the SCL’s SCADA/EMS system to other systems. 			12-002			Current Base


						During implementation, the Vendor shall develop a detailed design document for each interface subject to SCL review and approval. The detailed design document shall include the methodology used for its development, its intended purpose, anticipated utilization frequency, a detailed description of each of the parameters/data elements being passed from/to each application/system as well as its expected performance.			12-003			Current Base


						The implementation of the SCADA/EMS interfaces shall take into consideration as much as possible the use of standards. It is SCL intention to simplify the data exchange with external systems, users and application by using corporate “warehousing facilities”. 			12-004			Current Base


						The following drawing, Figure 12.1, shows a high-level block diagram of the interfaces expected to be implemented in the SCL’s SCADA/EMS system.			12-005			Comply


						The dotted lines represent “nice to have” interfaces and the green color interfaces are not part of the EMS system replacement but important to the overall solution.			12-006			Comply


						Figure 12- 1 SCADA/EMS External Interfaces






						The following table, Table 12.1, summarizes the list of all the interfaces that, at a minimum, shall be included in the SCADA/EMS to provide the needed functionality. The numbers in the table correspond to the ones used in the drawing Figure 12.1 for clarity purposes.			12-007			Comply


						









































Table 12- 1 SCADA/EMS External Interfaces Summary





						The Vendor shall design the required interfaces with sufficient redundancy and provide the necessary tools and processes to be managed by SCL Users.			12-008			Current Base


						The following sections describe the characteristics and requirements for those interfaces. The interfaces are grouped based on the type of interface and medium used for the data exchange.			12-009			Current Base


						All interfaces that are developed by the Vendor, as part of this work, will be sole property of SCL (please refer to the commercial section of this RFP for further details on SCL’s rights and warranties associated to these interfaces).			12-010			Alternate


						12.1       ICCP Interfaces			12-011			NA


						ICCP is a standard communication protocol that will be used in the SCADA/EMS system to exchange data with multiple utilities and external systems. Using ICCP as part of the external interfaces medium of data exchange ensure that no special customization is needed on either side of the links.			12-012			Current Base


						SCL will use the provided SCADA editors and tools to maintain these interfaces.						Current Base


						12.1.1   OATI DSS – EMS System Interface (Interface 01)			12-013			NA


						The SCADA/EMS shall maintain a bidirectional interface with the OATI system to transfer Dynamic scheduling information between the two systems. 			12-014			Current Base


						The data shall be exchanged with a periodicity of 1 second or spontaneously when the data changes. SCL will define the periodicity for the data sets as well as the definition of their content using the provided DBMS editors.			12-015			Current Base


						12.1.2   EMS – External Utiltiies (Interface 02)			12-016			NA


						The SCADA/EMS will exchange predefined operational status and analog values with other utilities.			12-017			Current Base


						The data will be exchanged at defined periodicities of 2, 4…10 seconds or spontaneously when the data changes. SCL will define the periodicity for the data sets as well as the definition of their content using the provided DBMS editors.			12-018			Current Base


						12.2   FTP/SFTP Interfaces			12-019			NA


						12.2.1   EMS Weather & Hydro Data Export (Interface 03)			12-020			NA


						The EMS system shall be able to export Weather and Hydro data using a flat file format pushed to an FTP/SFTP service server in the DMZ.			12-021			Current Base


						SCL will make the data file format available during the Statement of Work so the design of this interface can be finalized.			12-022			Current Base


						The file will be generated with a configurable frequency. At a minimum, an hourly and a daily data file shall be generated.			12-023			Current Base


						The data file will be then made available to External Utilities and authorized corporate users.			12-024			Current Base


						12.2.2   PRT Load forecast Data (Optional) (Interface 12)			12-025			NA


						The EMS system shall be able to import PRT Load Forecast data from a flat file made available in the FTP/SFTP service server in the DMZ by PRT			12-026			Current Base


						The data shall be imported hourly or on demand.			12-027			Current Base


						12.3    e-Mail EMS Operational Analog Data Export (Interface 04)			12-028			NA


						The EMS shall include a function to be able to export sets of analog data using e-mail services provided.			12-029			Current Base


						As part of this interface, SCL shall be able to define: 

       • Analog data
       • Destination e-mail(s)
       • Periodicity
			12-030			Current Base


						Based on the defined periodicity the system shall gather the collection of analog data and prepare the information needed (Subject, to, From…) to request sending the data through the provided mail service.			12-031			Current Base


						Typical periodicities for this interface would be daily and monthly exports.			12-032			Current Base


						The EMS system shall also provide the capability to generate the data export “mail” on-demand.			12-033			Current Base


						12.4   Interface with OSISoft PI Historian (Interface 05)			12-034			NA


						The Vendor shall provide, as part of the SCADA/EMS system, an integrated Interface with OSISoft PI Historian to export operational status and analog data.			12-035			Current Base


						The interface shall be based on PI’s SDK or provide equivalent functionality to facilitate the maintenance of the value mapping and definition of the parameters that control the interface.			12-036			Current Base


						This interface shall have the highest level of redundancy to guarantee the same level of availability that the rest of the Production system.			12-037			Current Base


						The PI Interface shall have the buffering mechanisms necessary to ensure that no data is lost for a predefined period of time even in the case that the PI application at the other side is not available. The Vendor shall specify in its proposal the buffering size.			12-038			Current Base


						The Vendor shall include in its proposal a detailed description of their standard PI interface used in their base solution.			12-039			Current Base


						This interface will be used only to export data with a periodicity of 1 second or spontaneously when the data change.			12-040			Current Base


						12.5   SQL Interfaces			12-041			NA


						The EMS shall be able to exchange data with SCL’s Corporate Data Warehouse. This Warehouse uses ORACLE as the RDBMS.			12-042			Current Base


						The Vendors shall propose its standard solution (API, Function, support of ODBC.) to provide data exchange functionality			12-043			Current Base


						12.5.1   Export EMS data to Corporate Warehouse (Interfaces 06)			12-044			NA


						The EMS shall include an interface to allow SCL to define Operational data including alarm, status and analog values, to be pushed to the ORACLE Corporate Warehouse.

Examples of the data that could be pushed includes top of the hour lake elevation readings, hourly average lake elevations, hourly average unit discharge, etc.			12-045			Current Base


						The system shall be able to push data with its corresponding time stamp and quality code as it is stored in the EMS Database.			12-046			Current Base


						The data transfers can be defined with any periodicity but typically it would be of 15 minutes or hourly.			12-047			Current Base


						It shall be possible to define data transfers triggered by system events.			12-048			Current Base


						The system shall support the capability to define “triggers” within the system RDBMS to manage the conditions in which data will be pushed to the external data warehouse.			12-049			Current Base


						Spontaneous or close to real time (1 second) data value transfers shall also be supported.			12-050			Current Base


						EMS users shall be able to request, on demand, the transfer of data to the ORACLE Data Warehouse			12-051			Current Base


						12.5.2   Import EMS data from Corporate Warehouse (Interfaces 07)			12-052			NA


						ORACLE Corporate Warehouse has instantaneous analog, scheduling, load forecast and meter data from PowerOps that the EMS needs to import to support operations.			12-053			Current Base


						The EMS shall include the capability to “fetch” data from the ORACLE Corporate Warehouse at different predefined time intervals or on demand.			12-054			Current Base


						The data acquired from the external warehouse would be processed in the system as any other real time value arriving to the EMS.			12-055			Current Base


						For data with past time stamps, historical data coming through this interface the value shall be processes by the HISR as if they were coming from the EMS SCADA.			12-056			Current Base


						It shall be possible to map data that is fetched to future (hourly) values in the EMS (load forecast data, scheduled generation, scheduled reserve obligations (both spin and non-spin), scheduled reserve resources (both spin and non-spin), scheduled interchange, etc) with corresponding date/time.			12-057			Current Base


						The interface shall be able to be configured to transfer data periodically in intervals ranging from one (1) minute to sixty (60) minutes.			12-058			Current Base


						12.5.3   Import EMS data from Corporate Warehouse (Optional) (Interface 10)			12-059			NA


						ORACLE Corporate Warehouse has values from PowerOps that would be useful to have in the EMS to support operations by considering the worth of the water available.			12-060			Current Base


						The EMS shall include the capability to “fetch” values from the ORACLE Corporate Warehouse at different predefined frequencies or on demand.			12-061			Current Base


						The imported values will include the timestamp and mapped to an EMS value to be treated as any other data in the EMS.			12-062			Current Base


						12.5.4   Export Limits and Regulation values (Optional) (Interface 11)			12-063			NA


						EMS shall be able to export to the ORACLE Data Warehouse the Transmission limits in operation at any given time as well as the regulation values to be available for PowerOps.			12-064			Current Base


						The data transfers on demand or with a predefined periodicity (typically every 15 minutes or hourly).			12-065			Current Base


						Spontaneous or close to real time (1 second) data value transfers shall also be supported.			12-066			Current Base


						12.6   CIM Model Export/Import (Interface 08)			12-067			NA


						The EMS system shall be able to export and import the CIM Data model on demand.			12-068			Current Base


						It is preferred if the import/export process of the model is part of the DBMS and not a separate tool or function.			12-069			Current Base


						12.7   PSSE Model export (Interface 09)			12-070			NA


						The EMS system shall be able to export the Data model using the PSSE format.			12-071			Current Base


						SCL prefers if the export process of the model is part of the DBMS and not a separate tool or function.			12-072			Current Base


						12.8   Patch & Change Management			12-073			NA


						The EMS shall support an Electrical Industry Data Exchange (EIDE) standard to be able to:			12-074			Future Base


						
       • Get scheduling information
       • Get calculated metering data
       • Send meter data
       • Send scheduling data
       • Get Power System Data
       • Send Power System Data
       • Send and receive messages
			12-075			Future Base


						The interface shall support WON, WISP or Internet connection.			12-076			Future Base


						This interface shall be able to, at a minimum, process: GetSchedule, PutSchedule, GetMeter, PutMeter, GetPSD, PutPSD, PutMessage type of messages.			12-077			Future Base


						The EMS shall be able to receive and process data like: NSI, 1-min interchange profiles, hydro reservoir levels and flows and Meter data.			12-078			Future Base


						The included interface shall be able to provide, at a minimum, the following functionality:

          • Mapping between specific EIDE partners with multiple URL’s (primary and failover)
          • Support Transport Layer Security and client certificates (as required by WECC RC and other
             counter parties)
          • Mapping between EIDE account codes and specific EMS attributes. 
          • Mapping of schedule data to Energy Accounting values in EMS
          • Mapping of meter data to Energy Accounting values in EMS
          • Mapping of hydro (water) data to specific date/time EMS address targets
          • Definition of dataset transfer periodicity unique to each dataset and partner
          • Definition of whether last hour only or Hour Ending 01 to last current Hour Ending for meter
             data is to be transferred.
         • Ability to transfer on-demand either last hour meters or HE 01 to last hour meters based on
             user selection.
         • Ability to define inbound or outbound meter data that needs to be inverted (multiplied by
            negative 1).
        • Ability to limit the number of hours in the past and future that will be accepted.
			12-079			Future Base


						The EMS shall support incoming unsolicited data sets that are mapped and reject any unmapped messages. 			12-080			Future Base


						The EMS shall provide the Operator with the ability to trigger the transfer of a specific data set or all data sets.			12-081			Future Base


						The EMS shall support EIDE data compression (when values don’t change between hours the starting and ending date/time would span multiple hours) both inbound and outbound.			12-082			Future Base


						The inbound/outbound compression shall be an independent configurable option.			12-083			Future Base


						The vendor’s EIDE implementation shall comply with the EIDE data communication protocol and latest schema available on the WECC web site under the Data Exchange Working Group.			12-084			Future Base


						In the event of outbound communications failure, the EIDE system shall try the primary URL 3 times with one minute between attempts and then try the secondary URL if one is configured.  If after these attempts communications is not successful an alarm shall be generated.			12-085			Future Base
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						13.      DISPATCHER training simulator			12-001			Current Base


						The Dispatcher Training Simulator (DTS) shall provide the tools necessary to train system operators in the operation of the electric power system and the SCADA/EMS system. The DTS shall provide a set of functions for the modeling and simulation of the power system behavior together with a replica of all the SCADA/EMS system functions to create a training environment that closely mimics real-time conditions.


						The DTS Environment shall be independent of the Production Environment and also the Development and Test Environments and requires dedicated hardware and consoles. The DTS shall be configured to operate in a stand-alone mode and in a dedicated environment as described in Section 2.1.8 Dispatcher Training Simulator Environment.


						The DTS shall consist of a Production System simulator, a Power System simulator, and an Instructor Module


						13.1               Production System Simulator 			12-002			Current Base


						The Production System Simulator mimics the functionality provided by the SCADA/EMS in the DTS environment to facilitate the interaction of the trainee with the DTS in a manner similar to the Production Environment. At a minimum, the Production System Simulator shall provide all critical functions of the SCADA/EMS including:


						        1.     SCADA Applications


						                a.     Data acquisition and exchange functions


						                b.     Data processing functions 


						                c.      Full alarm functionality with Operator configurable audible capabilities


						                d.     Supervisory control and tagging functions


						                e.     Load shed and restoration


						       2.     User Interface


						       3.     Historical Information functions


						       4.     Generation Control and Dispatch functions


						       5.     Transmission Analysis functions including study functions


						       6.     Simulation of external interfaces and data exchange with external systems


						The Production System Simulator shall also have the same displays available in the Production Environment including:


						 7.     System and Substation one line diagrams


						 8.     Point tabular and alarm displays


						 9.     Application-specific displays 


						10.   Trending displays


						These displays shall be identical to those in the Production Environment except that users shall be able to clearly distinguish that they are operating in the DTS environment instead of the Production environment, through the use of watermarking, background distinctions, border distinctions, or other means easily configured.


						The messages (e.g., alarms, events, application messages, etc.) issued on the DTS shall be identical to those of the Production Environment.


						The DTS environment shall be initialized primarily from a snapshot of all of the Production Environment databases and displays. Partial real-time snapshots may also be stored to set initial conditions on the DTS platform similar to those found on the real-time system. It shall also be possible to load databases and models different than those in the Production environment to facilitate training in past and future conditions. The database generation and display creation shall be done exactly as for the Production Environment.


						The distinction between a Trainee and an Instructor console shall be based on logon security.  All real time operational logon authorities and restrictions shall apply within the DTS, governed by the logon authentication facility.


						The DTS environment shall have its own historian database to be able to run historical data playback.


						13.2               Power System Simulator			12-003			Current Base


						The Power System Simulator shall simulate the operation of the electric power system including load flows through the transmission system, system load curve characteristics, power plant dynamics, system frequency response, generation dispatch/frequency control of internal and external systems, automatic operation of the protection system and other field devices, response to all control commands issued by the trainees or programs from the Production System Simulator, etc.

The Power System Simulator shall also support the simulation of system voltage collapse, black out and black start condition, pick-up of dead devices, load shed and restoration and execution of protection schemes.

In addition, the power system simulator supports the simulation of ICCP data required to drive balancing authority functions, e.g. NWPP reserve sharing, delta-time error, ADI, etc.


						13.2.1            Frequency Model			12-004			Current Base


						The Power System Simulator shall simulate frequency for each electrical island based on the island mechanical input power, load, losses, load frequency damping constant and inertia. The frequency simulation shall be executed periodically (e.g., every second). All generators within an electrical island will are assumed to be rotating at the same speed, thus all buses in the island have the same frequency. The ability to simulate multiple frequency measurements shall be provided and they should map to the correct island in the simulation.


						13.2.2            Generating Unit Models			12-005			Current Base


						The Power System Simulator shall include the simulation of the dynamics of various types of generating units. The IEEE standard models for thermal, hydro, internal combustion, pumped-storage hydro, wind, and solar units shall be used accordingly. The generating unit dynamic models shall be updated at the same periodicity of the frequency model.

The Power System Simulator shall include a hydro scheme model including reservoir levels, in/out water flows, etc.


						13.2.3            Power Flow Simulation			12-006			NA


						The Power System Simulator shall calculate load flows and bus voltages within the electrical network, based on the current network topology, load, and generation.  The network topology shall be derived from the status of switching devices and the network model connectivity contained in the database. The load flow calculation shall be executed on a periodic basis (e.g., every five to ten seconds) to support a realistic training environment that closely mimics real-time operations.


						The load flow simulation shall support the following requirements:


						1.     Modeling of switching device changes occurring during the simulation


						2.     Solution of multiple islands


						3.     Distributed slack bus based on generator’s ratings and inertias


						4.     Support of voltage control by LTC transformers, generators, synchronous condensers, static
         var compensators, shunt inductors, and capacitors, and MW flow control by phase shifters.


						5.     Delayed response of LTC transformers


						13.2.4        Load Models			12-007			Exception


						The Power System Simulator shall model the system load using load curves and load distribution factors. The load curves shall be used in conjunction with load distribution factors in order to determine the individual bus loads for use in the load flow simulation.


						The twenty-four (24) hour period shall be further subdivided into a configurable number of incremental load periods, typically on the order of fifteen (15) minutes in length.


						The load model shall support the following requirements:


						              1.   The capability to define load curves for different day types shall be provided. Load curves shall
                     have a  duration of up to 24 hours subdivided into configurable periods (typically 10 to 15
                     minutes).


						              2.   The capability to initialize the load curves from data in the Load Forecast data shall be provided.
                     Tools to allow the Instructor to edit the load curves shall also be provided.  


						              3.   Ability to represent non-conforming, constant impedance and constant power loads.


						              4.   Ability to model the effect of cold load pickup, frequency and voltage deviations.


						              5.   Ability to superimpose noise.


						              6.   Automatic adjustment of the load group base loads as a result of load outages, load pickup, or
                     load changes, which shall be modeled as events.


						13.2.5      Protective Relay Models			12-008			Current Base


						The Power System Simulator shall simulate the operation of protective relays due to faults, as well as reclosing.


						The following types of relays shall be supported:


						               1.   Over-current and inverse time over-current relays - these relays trip a breaker based on the
                      magnitude and direction of the MVA or Ampere flow through a specified transmission line or
                      transformer


						               2.   Over/Under frequency relays - these relays provide under-frequency protection for each
                      electrical island.  At the instructors’ option, the under-frequency relays shall either trip a
                      specified group of breakers or shall perform a percentage load reduction as each relay is
                      “actuated”.


						               3.   Over/Under voltage relays - these relays trip or close a breaker, or another switching device,
                      based on the voltage magnitude at a specified bus


						               4.   Transfer-trip relays - these relays trip a breaker based on the operation of another breaker.  A
                      configurable time delay between the operation of the first and second breaker shall be
                      provided.


						               5.   Hot-line/dead-line reclosure relays - these relays shall monitor the line side voltage to open a
                      breaker.  Auto-reclosure shall be modeled, optionally based on “hot bus” detection. The ability
                      shall be provided to enable/disable the relay as instructor or trainee.


						               6.   Time-Switch – these relays are assigned a device (e.g. breaker) and a time of operation. The
                      relay operates when the simulation time is equal to the relay operation time which will cause
                      the relay to open the assigned device.


						               7.   Auto-Reclose – these relays operate after a fault occurs (the device open event takes place), the
                      relay will attempt to reclose the near-end breaker after a specified delay (the reclose will be
                      unsuccessful if the fault is still present). Up to six (6) reclose operations of the near-end breaker
                      will be attempted, each with its own delay. If the near-end breaker is closed successfully (the
                      fault cleared), the far-end breaker is then reclosed after a specified delay, if it exists.  The auto
                      reclose will remain in the open state if the fault is still present after the sixth reclose operation.

                     The ability to enable/disable the operation of individual relays in the simulation shall be
                     provided.


						13.2.6     AGC and Interchange Scheduling			12-009			Current Base


						The Power System Simulator shall include Automatic Generation Control (AGC) and Interchange Scheduling (IS) functions to facilitate load frequency control and interchange scheduling within the simulation. If the Production System Simulator does not include an AGC function, the AGC function provided by the Power System Simulator shall provide for the ability to control internal and external generation. It shall be possible to define the internal control area and configure the AGC function for this area and external areas. The IS function provided by the Power System Simulator shall be used to specify interchange schedules between the internal control area and external areas. The AGC function shall provide for different Load Frequency Control modes; i.e., tie-line bias, constant frequency and constant net interchange.


						13.3               Instructor Module			12-010			Current Base


						The Instructor Module shall provide the Instructor with tools to setup, initiate, modify, and terminate a simulation. It shall also include the capability to evaluate trainee performance during the training sessions.

The Instructor Module shall allow the instructor to interact with the Power System Simulator and control the training session via oneline diagrams and tabular displays.


						13.3.1            Operational Capabilities			12-011			Current Base


						The Instructor Module shall provide the following capabilities as a minimum:


						                 1.   Create, develop, save, and retrieve simulation base cases.


						                 2.   Start/stop/pause/restart the training sequence at any time within a scenario.


						                 3.   Create, modify and execute event scenarios.


						                 4.   Playback of a training session.


						                 5.   Create, save, and retrieve simulation snapshots.


						                 6.   Variable real-time speed (fast, normal, slow).


						                 7.   Perform impromptu modification through events, Instructor tabular displays, and/or one-line
                        displays.


						                 8.   Actuate an alarm state for any given point(s) at any time during the simulation.


						                 9.   Automated macros to facilitate the initialization and the creation of certain conditions
                        including:


						     a.  Clear all alarms in the simulated production environment


						b.  Initialize SCADA data in the simulated production environment to the current
      simulation conditions


						c.   Create a blackout condition


						     d.  ‘Clear Station’ to open every switching device in a selected station


						13.3.2     Base Case Definition			12-012			Current Base


						The Instructor Module shall provide the capability to create base cases from which to initiate a training session.  The capability to create simulation base cases from the following sources shall be provided:


						                 1.   Real-time snapshot - snapshots of the real-time system conditions shall be performed on
                        demand and these shall be stored in a location accessible by the DTS. These snapshots shall
                        include all parameters, status information, and analog data necessary for the proper
                        initialization of the database on the DTS.


						                 2.   Snapshot of a previous simulation - the capability shall be provided to initialize from a snapshot
                        from a previous simulation session. These snapshots shall contain all the data necessary to
                        restart the simulation session at the point the simulation snapshot was taken. These snapshots
                        shall be taken periodically or on demand during a simulation session. A snapshot should be
                        taken at the termination of each session to allow a session to be restarted at or near the point
                        of termination.


						                 3.   State Estimator or Dispatcher Power Flow save case from the Production Environment or the
                        DTS environment.


						After initialization, the instructor shall have the ability to modify the base case via input through the instructor provided displays.


						13.3.3      Scenario Definition Capabilities			12-013			Current Base


						The Instructor Module shall provide the capability to define, edit and execute event scenarios. Events allow the instructor to modify the simulation during the session. Scenarios are a collection of events. Capabilities to execute different scenarios during a simulation session shall be provided.


						13.3.3.1    Event Definition			12-014			Current Base


						The Instructor Module shall support the definition of the following types of events:


						           1.   Alarm generation


						           2.   Front-End Processor failure


						           3.   Front-End Processor status change


						           4.   Multiple RTU failure


						           5.   RTU status change


						           6.   RTU communication channel status change


						           7.   Multiple RTU communication channel failure (T1, or trunks)


						           8.   Setpoint change


						           9.  Abnormal telemetry


						        10.  Change of value for status, analog and accumulator points


						        11.  Percentage change in analog point value


						        12.  Control Inhibits for status points, raise/lower and setpoints


						        13.  External area scheduled frequency/generation change


						        14.  Circuit Breaker Operation – Manual and Automatic


						        15.  Trip or Trip/Close on a Breaker


						        16.  Failure of a Breaker to Operate


						        17.  Relay Malfunction


						        18.  Local Control Malfunction (Load Tap Changers, Load Shed, Generation Control)


						        19.  Loss of Generation


						        20.  Individual MW/MVAR generation change


						        21.  Generator non-response


						       22.  Individual MW/MVAr load change


						       23.  Permanent loss of equipment or facility, Disaster Recovery.


						       24.  Transformer tap changes and AVC response


						       25.  Relay misoperation


						       26.  Load group MW change


						       27.  Loss of data communications with external company systems


						The capability to select equipment associated with an event through oneline diagrams and tabular displays shall be provided.


						The capability to specify the time of occurrence of an event at either an absolute time or at a time relative to the initiation of the simulation/scenario shall be provided.


						13.3.3.2     SCADA Auto-Scenario Generator			12-015			Current Base


						The Instructor Module shall provide the capability to initialize DTS events from SCADA historical events logged on the Production Environment for any valid time duration. An “Archive to DTS” functionality shall be provided in the Historical Alarms and Events log function where the real-time operator may specify the start & end date & time for status events to be extracted from the event log.  On the DTS, a “Copy from Event Log” option shall be provided where the specified events are copied to an instructor specified base file.  From this file, the status events that correspond to a breaker change shall be processed during simulation.


						13.3.3.3        Conditional Events			12-016			Current Base


						The Instructor Module shall provide the capability to define conditional events. These types of events shall allow the definition of condition sets to be evaluated during the simulation and the resulting events to trigger if the conditions monitored occur.


						13.3.4      Session Evaluation and Logging			12-017			Current Base


						The Instructor Module shall contain Trainee Evaluation tools to the facilitate assessment of the trainee’s performance. These tools shall monitor the ability of the trainee to respond to voltage, overload, and frequency violations.  At the end of each session, the instructor shall be able to view a report of the performance evaluation. A free-text field shall be provided for additional comments and the ability to create an ASCII file from this report shall be provided.


						The Instructor Module shall provide the facility to permit the logging of all instructor, trainee, and power system activities as well as giving the user the capability to disable or enable logging of any specific log or all logs.  The instructor shall have the ability to visually playback all of the activities on the trainee console to be used as a training and evaluation tool.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Section 14


						Technical Specification			ID			Conformance


						14.      Quality Assurance and Testing			14-001			NA


						SCL shall have the right to constantly verify that the Vendor designs, develops and delivers a well-engineered, fully functional and contractually compliant system in a timely manner.  To this effect, a Quality Assurance (QA) Program managed by the Vendor shall be followed throughout the project.			14-002			Comply


						The Vendor shall ensure the use of industry accepted standards and well documented QA processes, techniques, and practices throughout this project.  This QA program shall be adhered to for the requirements definition, design, development phases as well as unit and system testing of all project deliverables including documentation, hardware (if applicable) and software.  Such a QA program shall be an aid to minimize variances and/or defects.  SCL shall be given access to the Vendor’s QA program as well as all system deficiencies and their corresponding correction process throughout the project.			14-003			Comply


						For the acceptance of the System, both structured and unstructured tests shall be performed at different stages of the project.  SCL shall have the right to interrupt, delay or cancel any current or planned testing if SCL considers that the functionality of the system being tested, or expected to be tested, is not ready to be formally tested.  The criteria to be used to make the readiness determination of the functionality shall be defined during the Statement of Work (SOW) phase with the selected vendor.  			14-004			Comply


						The Vendor shall provide SCL written evidence of its QA Program as well as  soft copies  and or hard copies upon request of SCL of all associated Certificates (e.g., ISO 9001, CMMI - Capability Maturity Model® Integration) ensuring adherence to such program.  			14-005			Comply


						The System shall be subject to discrete rounds of formal tests as detailed below.  The individual role by SCL and by the Vendor for each group of tests shall be as indicated below.  			14-006			Comply


						               1.  Pre-Factory Acceptance Test (Pre-FAT) – this group of tests shall be conducted at the Vendor’s
                     site by the Vendor.  SCL shall have the right to be present for these tests and the Vendor shall
                     supply documented Pre-FAT test results to SCL.  This group of tests shall be conducted as per
                     Vendor’s supplied test plans and procedures as approved by SCL.  			14-007			Comply


						               2.  Factory Acceptance Test (FAT) – this group of tests shall be conducted at the Vendor’s site by
                     SCL with support from the Vendor.  This group of tests shall include both structured and
                     unstructured testing.  The structured testing portion shall be conducted as per Vendor’s
                     supplied test plans and procedures which will be reviewed and approved by SCL.			14-008			Comply


						               3.  Site Acceptance Test (SAT) – this group of tests shall be conducted at SCL’s site by SCL with on
                     site support from Vendor.  This group of tests shall include both structured and unstructured
                     testing.  The structured testing portion shall be conducted as per Vendor’s supplied test plans
                     and procedures as approved by SCL.			14-009			Comply


						               4.  Availability Test – this group of tests shall be conducted at SCL’s site by SCL with support from
                     Vendor.  During this test, the system is in full production mode.  			14-010			Comply


						All of the above groups of tests are applicable to the complete system except for the Program Development System (PDS).  This shall include the Production and QAS environments, along with the Remote User Interface.  			14-011			Comply


						For the PDS, the Vendor shall thoroughly test that the software has been configured properly for this system prior to shipment to SCL.  The PDS should have the capability to support point-to-point testing in the field. The Vendor shall prepare a report indicating the readiness of the PDS to be used as per SCL’s requirements.  SCL shall have the right to review this “readiness report” and shall have the right to approve its delivery to SCL.  This “readiness report” shall be submitted to SCL for approval at least fifteen (15) days prior to the scheduled date for shipment.			14-012			Comply


						With the exception of the PDS, all groups of tests (i.e., Pre-FAT, FAT, SAT and Availability) shall be conducted using SCL’s displays, database and hardware. For Pre-FAT and FAT, If SCL’s data is not sufficient to satisfy all testing requirements, the Vendor shall provide any supplemental test data as needed.			14-013			Comply


						PDS testing shall be conducted using SCL’s hardware and a Vendor supplied set of displays and database.			14-014			Comply


						All tools, utilities, and/or third-party software and their associated documentation (e.g., user and installation manuals) used by the Vendor to simulate system loading and usage conditions during the performance tests shall be provided to SCL as part of the system delivery.  SCL will use these tools, utilities, and third-party software to conduct further testing as deemed necessary.  			14-015			Comply


						14.1        Test Coordinators and Roles			14-016			NA


						Test Coordinators from both SCL and from the Vendor shall be designated prior to the start of any formal testing.  The Test Coordinator shall be responsible for insuring that all test procedures are conducted in accordance with the requirements of this project.  Each Test Coordinator shall have the authority to make binding commitments for SCL and/or the Vendor such as formal approvals of test results and scheduling of software/hardware corrections.  During the development of the Statement of Work (SOW), SCL and the Vendor shall agree to the pass/fail criteria for each group of tests and for the overall system.  			14-017			Comply


						The Vendor shall be responsible for conducting all Pre-FAT tests. This responsibility shall include the record keeping. SCL shall have the option to be present during Pre-FAT. The Vendor shall produce a summary of all tests conducted during Pre-FAT. This summary shall be delivered to SCL for review at least thirty (30) days prior to starting FAT. After the review of this summary, SCL shall have the right to decide whether or not the system is ready for FAT.  			14-018			Comply


						The Vendor and SCL shall jointly be responsible for conducting FAT. The Vendor shall be responsible for record keeping with inputs from SCL.			14-019			Comply


						SCL shall be responsible for conducting SAT and Availability related tests. This responsibility shall also include the record keeping. The Vendor shall support all SAT and Availability related activities. At least one Vendor staff member, subject to SCL approval, shall be onsite during SAT testing.			14-020			Comply


						14.2         Test Documentation			14-021			NA


						14.2.1      General Requirements			14-022			NA


						Comprehensive test plans and procedures shall be provided by the Vendor to demonstrate that the system adequately meets all requirements including performance under test conditions.  During the development of test plans and test procedures, emphasis shall be placed on testing each logic function and on checking for error conditions. The simulation techniques used during Pre-FAT, FAT, and SAT, as applicable, shall be documented.  The test plans and test procedures shall allow for individual tests to be repeated as necessary.			14-023			Comply


						All test plans and test procedures, except for SAT, shall be submitted to SCL for review and approval at least sixteen (16) weeks prior to the start of the corresponding testing cycle. SCL will complete its initial review within eight (8) weeks after receipt of these plans and procedures.			14-024			Comply


						14.2.2      Test Plans 			14-025			NA


						For each formal test, Test Plans and Test Procedures shall be developed and sufficiently documented by the Vendor in order to ensure that the formal test is comprehensive based on the functions to be exercised and that any part of the test can be repeated, if so desired.			14-026			Comply


						Test plans shall describe the overall formal test process, including the responsibilities of individuals and the documentation of the test results. A Test Plan for each formal test shall be developed by the Vendor and submitted to SCL for review and approval.			14-027			Comply


						The following shall be addressed, at a minimum in each Test Plan:

              1.  Test schedule (i.e., start date and duration) for each test group, detailing the individual tests to
                    be performed and resource assignments. Additionally the schedule shall include sufficient time
                    set aside for unstructured testing of the hardware and software by SCL representatives.
              2.  Identification of Vendor’s personnel that will be conducting the tests as well as the particular
                    Vendor’s and SCL responsibilities.
              3.  Describe any documentation tools and/or forms to be completed as part of the tests and the
                    corresponding instructions for completing.
              4.   Procedures for the management of all variances detected (i.e., monitoring, correcting, and
                    testing the corresponding corrections).
              5.   Procedures for managing (i.e., control and documenting) any changes made to the hardware
                    and software after the start of testing, as applicable.
              6.  Description of the test environment including block diagrams of the hardware configuration,
                    test RTUs and equipment, external communication channels and any test or simulation
                    hardware.			14-028			Comply


						The specific format and content of the Test Plan will be determined during the Development Phase of the project. All Test Plans are subject to SCL’s review and approval.  			14-029			Comply


						14.2.3     Test Procedures			14-030			NA


						Test procedures shall describe the methods and processes to be followed to fully test a functional component of the system. Procedures shall be modularized as much as possible so that individual functions can be independently tested.  All test procedures shall include sufficient detail to allow SCL personnel to perform the relevant portions of the test without Vendor assistance.			14-031			Comply


						Each test procedures should be comprehensive and include the following as appropriate:

               1.    Test ID
               2.    Test title or function to be tested
               3.    A description/purpose of the  test
               4.    Reference(s) and description of SOW requirements addressed
               5.    The test setup and/or initial conditions for the test
               6.    Description of the techniques, scenarios, and tools to be used to simulate system field inputs
                       and controlled equipment If appropriate
                7.    Step-by-step descriptions to perform the test, including the anticipated input and user
                       action(s) for each individual test step
                8.    Expected results for each test step or segment, including pass/fail criteria
                9.    Area for the recording of test results			14-032			Comply


						14.2.4      Test Records			14-033			NA


						As part of testing, a complete record of all test results shall be maintained.  At a minimum, the following items shall be included in these test records:

                1.   Test procedure ID
                2.    S/W Version
                3.    Date of the test
                4.    Test results for each test step or section of the test including a pass/fail indication
                5.    Any hardcopy or printouts supporting test results
                6.    Vendor’s and/or SCL's personnel performing or witnessing the test
                7.    Provision for comments by SCL's representatives
                8.    List of all variance reports generated
                9.    A complete record of all test results shall be maintained by the vendor			14-034			Comply


						14.3       Conducting Tests			14-035			NA


						14.3.1    Authorization to Start Tests			14-036			NA


						The following conditions shall be satisfied prior to the start of any formal tests:			14-037			Comply


						                 1.    All test plans and procedures have been approved by SCL.			14-038			Comply


						                 2.    SCL has received, reviewed, and approved all relevant documentation, including design and
                        maintenance documents, user manuals, test plans, and test procedures			14-039			Comply


						                 3.    A complete refresh of the software/function and database subject to testing has been
                        performed just prior to the start of testing.			14-040			Comply


						14.3.2     Modifications to System during Test			14-041			NA


						No Vendor software or code changes shall be made to the System after any groups of tests have started without SCL’s explicit authorization.  The intent is to control the test environment and conditions.			14-042			Comply


						SCL shall have the right to request to revert to a previous version of any software or hardware, and to restart any testing previously performed if, in SCL’s opinion, changes have been made to the system under test without authorization.			14-043			Comply


						14.3.3       Unstructured Test			14-044			NA


						SCL shall have the right to perform unstructured testing at any time, at its own discretion throughout FAT and SAT.  Time for unstructured testing shall be reserved at the rate of at least two (2) hours of unstructured testing for every eight hours of structured testing.  The Vendor shall assist SCL in this testing as needed.			14-045			Comply


						14.3.4        Test Suspension and Restart			14-046			NA


						SCL shall have the right to suspend and/or cancel any test at any time, if the amount and/or severity of variances found warrant it, at SCL’s sole discretion. In this event, the test shall be halted and remedial work shall be performed by the Vendor. Following SCL’s review, approval and acceptance of those variances that caused the suspension, the test shall be repeated or re-initiated. It shall be SCL’s sole decision to elect whether the test shall start at the point of suspension or it shall start from the beginning.  If the duration of the suspension is significant, the re-start or repeat of the corresponding test shall be scheduled for a date and time agreed upon by both the Vendor and SCL.			14-047			Comply


						14.3.5        Regression Testing			14-048			NA


						SCL shall have the option to perform a regression test prior to the end of each formal test phase. The Vendor shall assist in this test as required by SCL.			14-049			Comply


						14.3.6        Test Completion Criteria			14-050			NA


						A test shall be considered successful upon written approval by SCL.			14-051			Comply


						14.4      Variance Management			14-052			NA


						The Vendor shall use a Variance Tracking Tool to manage all variances throughout the project from the project start until the end of the Warranty period.  

At a minimum, the Variance Tracking Tool shall record and track variances for:

                  1.   Documentation, functional and/or performance deficiencies
                  2.   Test deficiencies (i.e., when the system cannot satisfactorily complete a test procedure due
                         to a problem with the test.)
                  3.     Severity of the variance (i.e., critical or non-critical)			14-053			Comply


						The Variance Tracking Tool shall produce reports of all variances or of specific variances (e.g., by function, by date, etc.).  Variance reports shall be available to SCL at all times and SCL shall be able to record variances.  The Vendor shall produce and deliver variance summaries at different frequencies as requested by SCL.			14-054			Comply


						14.4.1      Variance Records			14-055			NA


						The record of each variance shall include the following information at a minimum:
           1.   The date of the discovery of the variance
           2.    A unique identification 
           3.    A brief variance description
           4.    Formal Test (Pre-FAT, FAT, SAT, Availability, Warranty)
           5.    Variance type (i.e., Problem, Enhancement Request, Training, Request for Information, Other);
           6.    Identification of the System component against which the variance is being written
           7.    An identification of the test procedure(s), as applicable
           8.    A detailed description of the variance along with recreation steps
           9.    Tester identification
         10.    A variance category that reflects the complete life cycle of variances, from discovery to
                  acceptance by SCL. Examples of these categories are:
                          a.     Open (variance recorded)
                          b.     Request for Enhancement (requested modification which has not been approved)
                          c.     Accepted (confirmation of variance)
                          d.     Assigned (i.e., assigned for resolution)
                          e.     Waiting Customer Response (additional information required to resolve)
                          f.      Ready for Test (problem resolved, ready for retest)
                          g.     Canceled (problem determined to be invalid or duplicate)
                          h.     Closed (i.e., SCL has verified and has accepted the resolution)
            11.   A variance severity such as:
                           •    Critical – A variance that inhibits the use of a feature essential to the System or a
                                 variance that forces formal testing (e.g., FAT) to be cancelled.  
                           •    Major – Denotes the failure to perform a required feature in a manner that significantly
                                 reduces the System efficient performance and/or feature or a variance that delays
                                 further testing of the System or feature.
                           •    Minor – Denotes the failure of the System to perform a required feature in a manner
                                 that reduces the utility of the system or feature.  Minor severity variances shall not
                                 delay any testing.			14-056			Comply


						             12.   Resource Assigned to correct variance
             13.   A description of the resolution
             14.   A record of all testing performed
             15.   Identification of SCL staff confirming the resolution and the date of acceptance


						SCL shall have the right to review, approve, and change the severity assigned to any variances recorded during testing and at any time throughout the project.  			14-057			Comply


						14.4.2      Schedule for Variance Correction			14-058			NA


						The Vendor’s and SCL’s Project Managers shall review the list of variances as frequently as deemed necessary.  Each new variance opened since the previous meeting shall be scheduled for correction at the meeting.  SCL and Vendor shall follow these guidelines for scheduling corrections:			14-059			Comply


						                1.   The Vendor shall correct a critical variance within three (3) business days of its discovery			14-060			Comply


						                2.   The Vendor shall correct major variances within five (5) business days unless mutually agreed
                       to by both the Vendor and SCL			14-061			Comply


						                3.   SCL and the Vendor shall establish a mutually agreeable date for the correction of minor
                       severity variances			14-062			Comply


						All variances shall be resolved and closed to SCL’s satisfaction by the last project payment milestone.			14-063			Alternate


						14.4.3      Variance Resolution			14-064			NA


						A variance shall be deemed resolved only upon SCL’s written acceptance of the correction.  Prior to submitting the corrected variance for acceptance by SCL, the Vendor shall take all reasonable steps to verify that the variance has been corrected.  After the variance correction, the Vendor shall update the Variance Management tool to reflect the corrective action(s) taken.  SCL shall then schedule the corresponding testing to be performed in conjunction with the Vendor.			14-065			Comply


						A variance shall be deemed accepted and the variance record shall be completed only after SCL has ensured that the variance has been corrected to its satisfaction.  The Vendor shall support all testing deemed necessary by SCL to verify the corrections.			14-066			Comply


						14.5       Preliminary Factory Acceptance (Pre-FAT)			14-067			NA


						14.5.1      Pre-FAT Plan			14-068			NA


						Prior to FAT, the Vendor should perform a complete and organized Pre-FAT test to verify that the system has been properly integrated and that in fact it is ready for start of FAT. The Vendor shall notify SCL at least ten (10) business days prior to the start of the Pre-FAT. The Vendor shall be responsible for performing the Pre-FAT tests.  SCL shall have the option to be present for Pre-FAT testing at the Vendor’s facility. The Vendor shall produce a summary of the testing describing the results along with the identification of all open variances classified by type and expected completion date. Upon review of the test report, SCL reserves the right to delay the start of FAT, if the quantity or severity of variances is deemed excessive. Remedial work shall be performed by the Vendor and the Pre-FAT testing, where appropriate, shall be repeated.			14-069			Comply


						14.5.2       Pre-FAT System Configuration			14-070			NA


						All tests shall be conducted using the most current SCL-specific configuration, database, and displays. This should include a refresh from PDS of the SCL database including a subset of the currently developed displays.  The Vendor shall ensure that the database and display linkages are maintained during the refresh.  The Vendor shall notify SCL when the Pre-FAT has been successfully completed and the System is ready for FAT.			14-071			Comply


						14.5.3       Pre-FAT Exit Criteria			14-072			NA


						The completion criteria for Pre-FAT shall include:

                 1.   The tests have been successfully executed in accordance with the agreed test plans and
                        procedures. Any errors found in the plan and/or procedures have been corrected and
                        incorporated into the appropriate documents, including SCL provided Test Scripts.
                 2.   All exit criteria as described in the Pre-FAT Test Plan have been met.
                 3.   All problems found prior to, or during, Pre-FAT have been corrected or a plan exists to correct
                       them.
                 4.   Zero (0) open critical variances.
                 5.   The total number of non-critical variances shall not exceed 50 open variances
                 6.   Vendor has documentation proof that all failed events have been retested and confirmed
                       that all critical and major variances have been corrected.
                 7.   The documentation to be used in FAT has been amended, where appropriate, and has been
                       agreed to between SCL and the Vendor.
                 8.   The Pre-FAT completion report has been reviewed and accepted by SCL.			14-073			Comply


						14.6      Factory Acceptance Test  			14-074			NA


						Acceptance for the purpose of shipment of the system should depend upon achieving satisfactory results for tests conducted at the Vendor's factory.  SCL shall perform the FAT tests, with assistance from the Vendor.			14-075			Comply


						14.6.1        FAT System Configuration			14-076			NA


						The test data shall include SCL database and display formats constructed for the project.  The Vendor shall perform a complete database refresh from the PDS prior to the start of FAT using the most current SCL data.  An updated set of displays shall also be included with the database refresh.  The Vendor shall ensure that all display linkages to the database are maintained during the refresh.  			14-077			Comply


						14.6.2        FAT Entrance Criteria			14-078			NA


						In addition to the general testing entrance criteria stated previously, the entrance criteria for FAT shall also include the following:

              1.   There is sufficient resources  (i.e. consoles, environments, rtu simulators, etc) and staffing in
                     place to perform the testing.
              2.   Exit criteria for Pre-FAT have been met.
              3.   SCL has confirmed any open problems as not being required to begin testing.
              4.   All hardware and software to be used in FAT testing is properly configured and operational.			14-079			Comply


						14.6.3       FAT Tests			14-080			NA


						FAT testing shall, at a minimum, include the following individual tests:

               1.   Equipment Inspection and Inventory
               2.   System Build Test
               3.   Security Test
               4.   Functional Test
               5.   Performance Test
               6.   Stability Test
               7.   Unstructured Test			14-081			Comply


						14.6.3.1       Equipment Test			14-082			NA


						This test shall verify that the System includes all required equipment and hardware, that the equipment and hardware are properly configured, and that the equipment and hardware can successfully execute all the corresponding diagnostic programs. The Vendor and SCL personnel will use a Vendor-supplied comprehensive list of deliverables, in a checklist form, to walk-through and verify the hardware inventory.			14-083			Comply


						The equipment and hardware tests shall include a visual inspection for proper workmanship, including cables, connectors, and labeling.  The assembly drawings and configuration drawings shall also be verified. These tests shall also verify that the required System capacity and expansion requirements have been satisfied.			14-084			Comply


						14.6.3.2       System Build Test			14-085			NA


						This test shall verify that the System, as delivered to SCL, can be re-built from the Vendor-supplied source code, tools and utilities as defined under the terms and conditions of this RFP. These tests shall include, as a minimum:

                1.   Verification of proper installation, configuration, and licensing of all operating systems and
                       third-party software required for the System.
                2.   Verification that all tools and software are accounted for and sufficient in the generation and
                       installation of all application programs, tools, and utilities required in the proper operation of
                       the System.
                3.   Verification that each server type (e.g., SCADA, APPS, FEP, DTS, etc.) supplied as part of the
                       System can be rebuilt from the baseline operating system and made fully operational.
                4.   Verification of software configuration management tools and maintenance processes are
                      adequate to manage all Vendor-supplied source code.			14-086			Alternate


						14.6.3.3        Security Test			14-087			NA


						This test shall verify that the System, as delivered to SCL, meets SCL security requirements including NERC CIP., include penetration and vulnerability testing, etc.			14-088			Comply


						14.6.3.4       Functional Test			14-089			NA


						The objective of this test is to verify the correct functionality of the System. The test procedures shall take into account any additional test equipment required to support testing. These functional tests shall execute all functions and exercise all devices, both individually and collectively, and shall verify the correct functional operation of all hardware and software.

These tests shall include the following, as a minimum:			14-090			Comply


						               1.   Verification of all system functionality.  This includes the Local/Remote User Interface, SCADA
                      functionality and applications, external interfaces, HISR, Cyber-Security requirements as well
                      as all functionality of the Transmission and Generation Applications and the Dispatcher
                      Training Simulator (DTS).  			14-091			Comply


						              2.   Verification shall include all standard and custom functions as well as purchased options, as
                      applicable.			14-092			Comply


						              3.   Verification that all software has been correctly sized and meets SCL’s capacity requirements.			14-093			Comply


						              4.   Verification of proper acquisition, processing, and storage of ICCP data.			14-094			Comply


						              5.   Verification of proper acquisition, processing, and storage of RTU  data and verification of RTU
                      protocols (Apendix D – RTU Protocols Description)			14-095			Comply


						              6.   Verification of proper acquisition and data exchanges with all external systems that will
                     interface with the system (Section 12 – External Interfaces). As required, the Vendor shall
                     provide appropriate simulations of the external systems; such simulations must themselves be
                     verified before being used.			14-096			Alternate


						              7.   Verification of all User Interface functions			14-097			Comply


						              8.   Verification of system reporting capabilities including the creation, modification and printing
                      of reports			14-098			Comply


						              9.   Verification of the proper operation of local and wide area network devices, including bridges,
                     routers, gateways, and the network as a whole by monitoring network traffic using diagnostic
                     procedures and reconfiguration tests.			14-099			Comply


						            10.   Verification of the application program and system development capabilities including,
                     software configuration management, documentation management, User Interface
                     development, real-time data set development, database generation and maintenance,
                     geographic connectivity model import (if applicable), field device and template additions, RTU
                     communications, high speed trip application, renames, modifications and deletions, analog
                     scaling, adding and deleting FEPs, report generation and modification, alarm and event
                     message definition, test environments, and other utility functions.			14-100			Comply


						            11.   Verification of communications management and maintenance capabilities including
                     diagnostics communications maintenance (RTU, data links, etc.), communication statistics
                     reports and local input/output maintenance.			14-101			Comply


						            12.   Verification of all hardware maintenance capabilities			14-102			Comply


						            13.   Verification of the proper response of the system under abnormal conditions.  These abnormal
                     conditions shall include, as a minimum:
                                        a.     Loss and restoration of processors and servers, including auxiliary memory
                                        b.     Loss and restoration of user consoles/workstations
                                        c.      Loss and restoration of storage devices
                                        d.     Loss and restoration of external subsystems (e.g., ICCP data links)
                                        e.     Loss and restoration of power (i.e., UPS failure)
                                        f.      Loss and restoration of communication channels
                                        g.     Loss and restoration of any other peripheral devices
                                        h.     Loss and restoration of local and wide-area network elements
                                         i.      Detection of and recovery from communication errors to include
                                                 communications between SCADA and FEPs as well as FEPs and RTUs.
                                         j.      Detection of and recovery from critical service/process failures			14-103			Comply


						            14.   Demonstration of the security of the system from unauthorized access			14-104			Comply


						            15.   Verification of various user “Permission” levels demonstrating access and block of access to
                      SCADA functionality based on these Permission levels  			14-105			Comply


						            16.   Verification of the redundancy and failure recovery schemes of the system			14-106			Comply


						            17.   Verification that changes of system time shall not prevent the system from operating properly
                     and that the system can correctly handle the change to and from Daylight Saving Time.			14-107			Comply


						            18.   Documentation verification that shall verify that all documentation to be delivered with the
                     system is present and meets requirements.			14-108			Comply


						            19.   Demonstration of all communication interfaces and communications diagnostics.			14-109			Comply


						            20.   Demonstration of the generation dispatch function (SCL)			14-110			Comply


						            21.   Demonstration of Time Zone Testing (Standard and Daylight Savings Time) functionality related
                     to scheduling and accounting functions across all applications and interfaces.			14-111			Comply


						14.6.3.5      Performance Test			14-112			NA


						The performance test shall verify that the performance requirements as outlined in Section 3.5, System Performance are fully met. Simulation shall be provided by the Vendor, where necessary, to create the conditions for the specified performance scenarios.			14-113			Comply


						Execution of the performance tests shall be automated as much as possible so that test runs can be reproduced. The overall execution times of each of the applications shall be less than the maximum execution time indicated in Appendix B, Performance Requirements.			14-114			Comply


						Vendor should provide a tool to automate performance testing and simulate the system load during high and normal activity and tools to validate/monitor the performance of the system.			14-115			Comply


						14.6.3.6       Stability Test			14-116			NA


						A 48-hour continuous test of the system shall be performed after successful completion of the functional and performance tests. The stability test will be considered successful if no critical function is lost, no major hardware failure occurs, no failover occurs, and no restarts occur within the test period.			14-117			Comply


						During this test, the system shall be exercised (with simulated inputs, events and conditions) in a manner that approximates a real operational environment. SCL shall simulate unstructured user activity during this test. The Vendor shall assist SCL in this test as required by SCL.			14-118			Comply


						14.6.3.7        Unstructured Test			14-119			NA


						SCL shall perform unstructured testing at any time, at its own discretion throughout FAT. Time for unstructured testing shall be reserved at the rate of at least two (2) hours of unstructured testing for every eight hours of structured testing.  The Vendor shall assist SCL in this test as needed.			14-120			Comply


						14.6.4       FAT Completion Criteria			14-121			NA


						In addition to the general test completion criteria stated in Section 14.3.6, the completion criteria for FAT shall include:

               1.     All exit criteria as defined in the FAT Test Plan have been met.
               2.     Zero (0) open critical variances.
               3.     The total number of non-critical variances shall not exceed 50 open variances
               4.     Any remaining problems deemed necessary by SCL have been resolved. SCL reserves the right
                        to require any remaining open problems to be resolved by the Vendor prior to declaring FAT
                        complete.
               5.     FAT Completion Report published by Vendor is submitted for review.			14-122			Alternate


						14.7        Site Acceptance Test			14-123			NA


						The Site Acceptance Test includes all the individual tests performed during FAT, as well as a Confidence Test. The Vendor shall provide test plans to SCL at least eight (8) weeks prior to the start of SAT.  SCL will be responsible for the execution of SAT, with assistance from the Vendor.  It is the intent that SAT be conducted under conditions as close as practically possible to the real production state of the System.			14-124			Comply


						SCL shall have the right to perform unstructured testing during SAT at SCL’s own discretion.			14-125			Comply


						The SAT test should concentrate on those areas of system operations that are simulated or only partially tested during FAT. For example, system timing and loading while communicating with a full complement of RTUs, ICCP data links and the system reaction to actual field conditions will be tested.   This shall also include system failover and testing of the Alternate/Backup site.			14-126			Comply


						14.7.1      SAT System Configuration			14-127			NA


						The test data should include SCL database and display formats constructed for the project.  The Vendor shall perform a complete database refresh prior to the start of SAT using the most current SCL data.  An updated set of displays shall also be implemented with the database refresh.  The Vendor shall ensure that all display linkages to the database are maintained during the refresh.  			14-128			Comply


						Verification of proper acquisition, processing, and storage of ICCP data.			14-129			Comply


						Verification of proper acquisition, processing, and storage of RTU data and verification of RTU protocols (Apendix D – RTU Protocols Description)			14-130			Comply


						Verification of proper acquisition and data exchanges with all external systems that will interface with the system (Section 12 – External Interfaces). As required, the Vendor shall provide appropriate simulations of the external systems; such simulations must themselves be verified before being used.			14-131			Comply


						14.7.2      SAT Entrance criteria			14-132			NA


						In addition to the general testing entrance criteria stated previously, the entrance criteria for SAT shall also include, at a minimum, the following:

                   1.     Exit criteria for FAT have been met.
                   2.     There is sufficient resources and staffing in place to perform SAT testing.
                   3.     SCL has confirmed any open problems as not being required to begin testing.
                   4.     All hardware and software to be used for SAT testing is properly configured and
                           operational.			14-133			Comply


						14.7.3      SAT Tests			14-134			NA


						SAT testing shall, at a minimum, include the following individual tests:

                   1.     Equipment Test
                   2.     System Build Test
                   3.     NERC CIP Gap Analysis
                   4.     Functional Test
                   5.     Performance Test
                   6.     Stability Test
                   7.     Unstructured Test
                   8.     Confidence Test
                   9.     Vulnerability and Penetration Tests

With the exception of the Confidence and Vulnerability/Penetration Tests, the content of these tests shall be the same as described in FAT testing.			14-135			Comply


						14.7.3.1      Confidence Test			14-136			NA


						The Confidence (or Regression) Test shall include:

                   1.     Loading of the System software and initializing the System  
                   2.     Attachment of the System to communications facilities for all data sources and other
                           systems that interface with the System
                   3.     Initialization and preliminary execution and tuning of all advanced applications			14-137			Comply


						14.7.4      Vulnerability and Penetration Tests			14-138			NA


						The Vendor shall conduct vulnerability and penetration testing on the new System which will be supported and validated by SCL. Completion of this testing shall be one of the exit criteria for SAT.			14-139			Comply


						14.7.5       SAT Completion Criteria			14-140			NA


						In addition to the general test completion criteria stated in Section 14.3.6, the completion criteria for SAT shall include:

                   1.     All exit criteria as defined in the SAT Test Plan have been met.
                   2.     Zero (0) open critical and high variances.
                   3.     Completed Vulnerability and Penetration Tests with an outside Vendor and received a
                           report of corrective actions to implement prior to Go-Live.
                   4.     Any remaining problems deemed necessary by SCL have been resolved. SCL reserves the
                           right to require any remaining open problems to be resolved by the Vendor prior to
                           declaring SAT complete.
                   5.     SAT Completion Report published by Vendor and submitted to SCL for review.			14-141			Comply


						14.8       Availability Test			14-142			NA


						The purpose of the Availability Test is to demonstrate that the system meets the availability requirements as described in the Section 3.1.3, Availability. Testing shall be run for a minimum period of 1000 hours under full production conditions. The availability of the system as a whole, as well as the availability of each main sub-system, shall be demonstrated by the Availability Test. The test consists of normal system operations without special test equipment or procedures.			14-143			Comply


						Any variances deemed necessary by SCL shall be resolved prior to the start of Availability Testing. If a change is required during the test, SCL and the Vendor shall mutually agree on the schedule to perform such a change as well as the impact of such a change to the Availability Test.			14-144			Comply


						The responsibility to conduct the availability test is SCL’s. SCL personnel will maintain all reports and records defined in the availability test procedure. SCL will operate the system according to the procedures described in the approved Vendor documentation. The Vendor should perform all preventive and remedial maintenance.			14-145			Comply


						14.8.1        Test Definitions			14-146			NA


						The definitions of the time periods used in determining the duration of the Availability Test and the definition of the criteria for a successful test shall be as follows:

            1.   Unavailable - A function is unavailable, when it ceases to function in its entirety under normal
                   operation in accordance with Vendor recommended and reasonable IT practices. For the
                   specific case of functions that execute on only a single server at any one time, those functions
                   are also considered unavailable for the period of time required for them to migrate to their
                   backup server in the event their primary server fails. In the particular case of the user interface
                   software, the loss of a single console does not render user interface functionality
                   unavailable,as it remains fully functional on the remaining consoles. In the event of more than
                   two (2) concurrent console failures, the UI shall be considered unavailable. Similarly, the
                   occurrence of a non-critical application error alone does not render the respective
                   applicationfunction wholly unavailable.
            2.    Downtime – time during which the criteria for successful operation are not met. Downtime
                    shall be counted from the detection of the ill-operation until full restoration is achieved.
            3.    Hold time – time period under which the System is down due to circumstances beyond the
                    Vendor’s or SCL’s control. These events may prevent successful operation of the System but
                    shall be discarded for the measuring of the System availability. Specific instances of hold time
                    are:
                                    a.  Scheduled shutdown – During scheduled shutdowns or if an equipment failure
                                          occurs while its backup device is scheduled out-of-service, the resulting system
                                          outage shall be hold time, provided that service can be restored according to
                                          Vendor specified procedures within thirty (30) minutes.
                                    b.   Power interruption and environmental excursion – Loss of power or manual
                                           shutdown of the System in case of power excursion or the loss of environmental
                                           control shall be considered hold time.  If the System is operated during periods of
                                           power or environmental conditions beyond those specified, any resultant
                                           downtime shall be considered hold time.			14-147			Comply


						                                   c.    Intermittent failure – Periods during which an intermittent, recurring failure is
                                           experienced shall be considered hold time, provided that the Vendor is engaged in
                                           remedial action and normal operation of the System can be restored within
                                           thirty(30) minutes by Vendor defined procedures whenever the failure occurs.  
                                   d.    Failure of hardware or SCL software – Time during which the System is down due
                                           to failure of software written or provided by SCL shall be considered hold time. 
                                           Programs developed by SCL under Vendor supervision are specifically excluded
                                           from this provision.  Similarly, periods of unavailability of critical SCADA functions
                                           as a result of the failure of external systems or networks (including the
                                           telecommunications and wide area networks) not in Vendor’s scope of supply
                                           shall not contribute to downtime and shall be considered hold time.
                                    e.    Corrected design defect – Hold time may be declared by mutual agreement to
                                            ensure against similar future occurrences if a failure occurs due to a defect in
                                            design for which the Vendor defines and implements corrective measures.  In
                                            such a case, hold time shall be allowed in increments of 120 hours to allow
                                            verification of the corrective action.
                                      f.    Logistics delays – If repairs are delayed due to previous use of spare parts or
                                            because of SCL's failure to purchase recommended spare parts, hold time shall be
                                            declared after diagnosis of the failure and while the Vendor is pursuing
                                            replacement parts in an expeditious fashion.  A maximum of 48 hours of hold
                                            time shall be allowed for each occurrence of logistics delay.
                                     g.    Service response time – Hold time shall be declared from the time that a failure
                                            is detected until diagnostic procedures are begun.  A maximum 24 hours of hold
                                            time shall be allowed for each failure.


						           4.   Total time – The time elapsed from the start of the availability test until the end of the
                  availability test.
           5.    Test time – The time elapsed from the start of the availability test until the end of the
                  availability  test, excluding hold time.  That is,


						14.8.2       Duration & Criteria for Success			14-148			NA


						The duration of the Availability Test shall be one thousand (1000) consecutive hours. In order to establish that all variances have been satisfactorily corrected prior to the end of the Availability Test, no downtime, no intermittent failures, or no more than one un-commanded failover shall have occurred within 200 hours of the test's conclusion.			14-149			Comply


						The test shall be extended, if necessary, to satisfy this requirement. After 1000 consecutive hours of test time have elapsed and contingent on the conditions of the above paragraph, the System availability shall be computed as follows:			14-150			Comply


						The test shall continue if the System availability requirements presented in Section 3.1.3, Availability, have not been met until the specified availability is achieved.  Alternatively, and at SCL's sole discretion, the test may be restarted and/or re-scheduled.			14-151			Comply


						When it has been determined that the System availability level required has been met, the availability of each device shall be calculated and compared against the device availability requirements as specified in Section 3.1.3, Availability.  If one or more devices do not meet the requirements, the test shall be repeated and/or extended until SCL and the Vendor mutually agree that corrective action has been implemented for those devices.  Corrective action shall include all necessary procedures to test and verify proper operation to SCL's satisfaction.  If the System availability requirements are not met, the Vendor shall undertake remedial actions, including but not limited to: software modification, purchase of additional hardware, or reconfiguration of the system, at no additional cost to SCL.  The Vendor shall complete these remedial actions within four (4) weeks, after which the Availability Test shall be repeated.			14-152			Comply








Section 15


						Technical Specification															ID			Conformance


						15.        Training															15-001			NA


						SCL’s operations and support personnel must be trained to operate, maintain, and expand the SCADA/EMS without significant support from the Vendor.  The training courses provided shall thoroughly address each operational and technical aspect of the component being covered. 

It is anticipated that all training will be conducted at either the Vendor’s facilities or at SCL’s facilities. When conducted at the Vendor’s facilities, the Vendor shall provide the training room and equipment (e.g., workstations) required to conduct such training effectively.  Where possible, the Vendor training environment shall closely match SCL’s system (e.g., use of SCL data and displays).  Vendor shall provide a description of its training environment as part of the RFP response. SCL will provide the training room facilities that meet vendor specifications when training is conducted at SCL’s site. The Vendor shall confirm, with as much advance notice as possible, any additional facilities (e.g., internet access) and equipment (e.g., workstations) that will be required for such training. SCL will make final determination if training will be conducted at Vendor’s or SCL’s facilities. 															15-002			Comply


						15.1      Training Scope															15-003			NA


						The courses provided shall comprehensively train SCL’s staff on all hardware and software, including 3rd party software, delivered with the SCADA/EMS with the following exceptions, as applicable:

               1.     General-purpose office applications such as Microsoft Office    
               2.     Internet browsers such as Microsoft Internet Explorer    
               3.     Servers and workstations/consoles operating systems (unless nonstandard)    															15-004			Comply


						15.2      Training Plan															15-005			NA


						The Vendor shall develop a Training Plan and shall deliver it to SCL within four (4) weeks of the project start date for review and approval.  This plan shall contain a short description of all courses required to meet SCL’s training objectives and to allow SCL to effectively support the SCADA/EMS implementation.															15-006			Comply


						The Training Plan shall include a recommended sequence for all courses considering the overall project schedule.  The Training Plan shall also include all training logistics (e.g., location, equipment to be provided/required, overall schedule), as well as the trainee’s qualifications and pre-requisites recommended for an effective participation in each course.															15-007			Comply


						The Training Plan shall include, at a minimum, the following elements for each proposed training course:

                 1.     Title, objective, and anticipated results and methodology to measure if the training
                         objectives have been met    
                 2.     Course pre-requisites    
                 3.     Intended audience (e.g., Operators, support personnel)    
                 4.     Trainee qualifications required    
                 5.     Number of trainees to attend    
                 6.     Location and the responsible party (i.e., Vendor or Client) providing those facilities    
                 7.     Equipment needed and the responsible party for supplying such equipment    
                 8.     Available Date(s)    
                 9.     Accommodation for resources on shift work    
                 10.   Class duration (i.e., 4 hours, 2 days, etc.)    
                 11.   List of training materials to be supplied    
                 12.   List of reference materials to be used in the course    
                 13.   Course evaluation survey.    															15-008			Comply


						SCL, with the Vendor’s support, will establish the overall training schedule to suit SCL’s personnel (e.g., Operators) work schedules.															15-009			Comply


						All training courses shall be completed in a timely manner to coincide with all critical phases of the project (e.g., delivery of the Product Development System, Pre-Factory Acceptance Testing, etc.).															15-010			Comply


						15.3      Training Materials															15-011			NA


						The Vendor shall provide all necessary training materials, including course manuals and reference documents in electronic format. The Vendor shall deliver all material for each course to SCL at least two (2) weeks prior to the course. All training materials (e.g., handbooks, quick refs, documents, slides, scenarios) shall be subject to review for QA and approval by SCL.															15-012			Alternate


						In addition to the electronic copy, each trainee shall receive individual bound paper copies of the training materials.  All class material shall become the property of SCL.  SCL will ensure that all documentation provided for training purposes are used for internal training only and will not be released to any third parties unless negotiated with the Vendor prior to release.															15-013			Comply


						For internal purposes only, SCL shall have the right to reproduce Vendor training materials, or extract Vendor training material content for inclusion in SCL developed training material, for use in future training of their personnel. Training material should also be delivered in an editable format (i.e. MS Powerpoint or MS Word rather than just PDF).															15-014			Comply


						Course material provided by the vendor shall be traceable to the functionality of SCADA/EMS system being implemented at SCL.  The Vendor shall be responsible for the update of the course material as applicable and the Vendor shall deliver the updated material (in electronic format) to SCL in a timely manner.															15-015			Comply


						15.4      Instructor’s Qualifications															15-016			NA


						Instructors shall be provided who specialize in course presentation. For those SCADA/EMS elements developed specifically for SCL, it may be appropriate to have the corresponding developer participate in the instruction.  In this case the Vendor shall use appropriate training staff as resources when developing the training course and materials. 															15-017			Comply


						Where practical, third-party subcontractors shall deliver training on their own products.  The Vendor shall remain responsible for offering these courses, coordinating their timeliness, and ensuring that all training objectives are met.															15-018			Comply


						Vendor shall provide qualifications for all instructors.  SCL shall have approval rights for all instructors.															15-019			Alternate


						15.5      Training Courses															15-020			NA


						The Vendor shall be responsible for all the actual course titles and for the course content.  However, the following sections identify the basic content of courses that shall be provided. Vendor will conduct course evaluations to ensure the training objectives have been met.

SCL shall be permitted to produce video and/or audio recordings of all training classes. SCL will use these recordings for internal instruction purposes and will not release the recordings to third parties.															15-021			Comply


						15.5.1   Hardware Training															15-022			NA


						This training shall be designed to give SCL's personnel sufficient knowledge on the design, maintenance, and operation of the SCADA/EMS hardware to adequately maintain all equipment without the Vendor’s support. This training shall cover the following areas, at a minimum:

            1.  Documentation organization and contents (for Manuals and user/service guides)    
            2.  System Operation: The theory of operation on a system level.    
            3.  Hardware Troubleshooting and Maintenance:    
                        a.   Maintenance Training:  Operation, maintenance techniques and practices, diagnostic
                              procedures, and, where applicable, expansion techniques and procedures.  These
                              classes shall include 40 to 50% hands-on training for the specific subsystem on SCL`s
                              equipment or on other equipment identical to SCL's equipment.  All interfaces between
                              the computer subsystem equipment shall be taught in detail as well as maintenance of
                              any network equipment (routers, switches, etc.) and front-end equipment including
                              terminal servers, line switches, modems, etc.
                       b.    On-the-Job Training:  Practical training at the Vendor's or OEM's facility on
                              preventative and corrective maintenance of all equipment, including use of special tools
                              and test equipment.  This training shall be provided on SCL's equipment, or on other
                              equipment identical to SCL's equipment, based on the availability of the equipment and
                              the actual training schedule															15-023			Comply


						Some of the required technology and hardware-related training such as training on specific operating systems and/or specific programming courses may be offered solely by the hardware manufacturer or other third-party training supplier. The Vendor shall identify any courses along with recommended suppliers needed to support and maintain the proposed system.															15-024			Comply


						15.5.2   Program Development System (PDS) Training															15-025			NA


						The PDS training shall be scheduled to coincide with the delivery or remote access availability of the PDS to SCL and it shall be conducted either just prior to or immediately after delivery. This training course shall provide the trainees with the basic user interaction with the system, database building, display building, and communication software training as detailed below. PDS should have the capability to support point-to-point testing in the field.															15-026			Comply


						           1.  System Overview Training: This course shall cover general overview of the system being
                 delivered to SCL including specific training on all applications provided with the PDS as well as
                 general operating procedures, user interface features, display and report capabilities, log-on
                 steps, areas of responsibility, user access restrictions, error messages, etc.


						           2.  Data Engineering Workshops: These workshops are intended to help SCL to bridge the gap
                 between the training on the mechanics of database and display building and understanding
                 practical design and conceptual issues. These workshops shall utilize actual SCL data, displays,
                 and models to ensure that SCL is properly engaged in database and display building activities.
                 The workshops shall include the following:
                                a.   Methodology (process & procedures) to efficiently transfer data from the existing
                                      SCL system to the new SCADA/EMS
                                b.   Cross-reference data mapping between the existing SCL systems and the new
                                      SCADA/EMS    
                                c.   Identification of data not available in the existing SCL system that is required in the
                                      new SCADA/EMS    
                                d.   Application-specific modeling techniques    


						          3.  Database and Display Building: The courses provided shall teach students how to prepare the
                input data to define the SCADA/EMS operating environment, to build the SCADA/EMS database
                and displays, and to prepare the database administrator to maintain and modify the database
                and its structures.  Specifically, this course should include the following:
                                a.     Establishing a database and display build environment    
                                b.     Identification of database fields, entries, records, tables, and contexts    
                                c.      How to structure data source table definitions and build tables and arrays    
                                d.     Display building methodology (process & procedures)    
                                e.     Mechanics (process & procedures of building displays (statics and dynamics)    
                                f.      Generation of database from source materials    
                                g.     Incremental database population and maintenance    
                                h.     Maintenance of symbol libraries and other display constructs    


						At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.


						15.5.3       ICCP and External Interface Training															15-027			NA


						The Vendor shall provide training on ICCP and any other external interfaces as appropriate. Training shall include both the Vendor and 3rd party-supplied software and products, as applicable.  At the end of this course, participants shall be able to:

            1.   Understand the protocol implementation    
            2.   Install, startup, and test the initial configuration    
            3.   Perform diagnostics and maintenance procedures    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.															15-028			Comply


						15.5.4   RTU and External Interface Training															15-029			NA


						The Vendor shall provide training on all communications software used by the System including RTU data communications.  Training shall include both the Vendor and Subcontractor-supplied software and communications products, as applicable.  At the end of this course, participants shall be able to:

            1.  Understand the basic communications theory    
            2.  Understand the communications design and implementation of the SCADA/EMS system    
            3.  Understand the protocol implementation    
            4.  Install, startup, and test the initial configuration    
            5.  Expand the communications    
            6.  Perform diagnostics and maintenance procedures    
            7.  Install communication upgrades    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.

Note: RTU and External Interface training and PDS training should be conducted concurrently.															15-030			Comply


						15.5.5   HISR Interface Training															15-031			NA


						The HISR course shall provide training on the Vendor provided components of the HISR System.  It shall be designed to train personnel in the use of the system capabilities, including selections of items to be archived, calculations associated with historical data, and report building features.  

At the end of these courses, students shall be able to: 
   
         1.  Understand how to configure and use HISR to store, retrieve and archive data    
         2.   Construct queries to retrieve, sort, summarize, and change data    
         3.   Develop calculations to be applied to stored data    
         4.   Develop and maintain reports    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.
    
Note: SCL will be using OSISoft’s PI Historian.    															15-032			Comply


						15.5.6   Applications Training															15-033			NA


						The Vendor shall provide training on all Applications software.  This shall cover the applications other than those already covered in the database, display, and HISR courses.  Each application course shall be organized to be responsive to SCL's specific requirements and shall be regarded as an extension to the standard courses that are provided.  Each course shall cover the following topics:

           1.  Functional design of the specific application program (using the approved functional
                specifications and displays as text)    
           2.  Algorithms and models used by the application program    
           3.  Programming techniques for the algorithms    
           4.  Software implementation aspects, including each module's calling parameters and its interfaces
                with other modules as determined by these parameters and the data flags described    
           5.  Database implementation aspects, including those portions of the database used by an
                application relative to content, structure, meaning, origin, and usage    
           6.  Application program command language structure and common techniques    
           7.  Application program procedures, including a review of standard procedures used to modify
                source code and compile, load, and install programs    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.    															15-034			Comply


						15.5.7   System Administration Training 															15-035			NA


						The System Administration course shall train participants on all the procedures required to:

         1.  Operate the SCADA/EMS as an integrated entity    
         2.  Recognize and respond to malfunctions    
         3.  Perform maintenance functions
      
The single prerequisite for this course shall be having familiarity with the overall functionality and architecture of the SCADA/EMS.    															15-036			Comply


						At the conclusion of this course, participants shall be able to:

           1.  Perform system startup and shutdown of all SCADA/EMS functions and components    
           2.  Site switch between the primary and backup systems    
           3.  Place equipment in and out of service    
           4.  Interpret and react to messages generated by error-monitoring functions    
           5.  Test field devices and communication links    
           6.  Implement procedures for installing new or modified applications for operations use    
           7.  Identify and execute procedures for managing real-time database(s)    
           8.  Configure and maintain the User Interface    
           9.  Identify and execute system diagnostics    
        10.  Configure and execute backup functions required for normal maintenance    
        11.  Build and configure the SCADA/EMS from distribution media    
        12.  Create and maintain RDBMS databases    
        13.  Manage user accounts and permissions    
        14.  Understand Software Development Life Cyclel (SDLC) process, procedures and artifacts relating
                change management and development of custom code, test and production deployment.     

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.    															15-037			Comply


						15.5.8   Program Development Training															15-038			NA


						This course shall instruct the trainee on the skills required to program in the SCADA/EMS software environment and shall be designed for the software engineers responsible for maintaining, expanding, or adding new functions.  At the end of this course, the participant shall be able to:

           1.  Plan the implementation of a new software function    
           2.  Describe the directory structure and locate applications and all supporting functions and
                software structures    
           3.  Design and implement program data structures    
           4.  Add new attributes to existing data structures    
           5.  Write and test programs    
           6.  Use the application programming interfaces (APIs) supplied by Vendor    
           7.  Configure the failover and restart functions for Vendor and SCL provided software    
           8.  Generate error messages    
           9.  Use the trace and debug utilities    
         10.  Describe the inter-program communication process    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.    															15-039			Comply


						15.5.9   Dispatcher Training															15-040			NA


						The objective of this course is to train Operators and appropriate Support personnel to fully utilize the new SCADA/EMS. The course shall include at least 80% hands-on training on the SCL’s SCADA/EMS.

The dispatcher training course shall include:
    
           1.  Overview that presents the system configuration, application, capability, and performance
                concepts    
           2.  General operating procedures that cover basic user interface features, display and report
                capabilities, log-on steps, areas of responsibility, user access restrictions, error messages,
                supervisory control, etc.    
           3.  Thorough understanding of alarms and events; their significance, different types of alarms, and
                how to view, filter, select or deselect alarms based on user preference and priority    
           4.  The use and function of all system summaries available to the operator    
           5.  All indications that show a problem or abnormal condition within the SCADA/EMS or its
                related equipment    
           6.  The use and operation of all supplied applications under a full range of conditions, including
                purpose, theory of operation, and the user interface features that support each application    
                The following topics should be covered in detail: Alarms, SCADA, AGC,  and Network
                Applications

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.    															15-041			Comply


						15.5.10  Dispatcher Training Simulator (DTS)															15-042			NA


						The Vendor shall provide DTS courses which shall include an operational overview of the DTS as well as detailed training in the use of all of the features of the DTS.

The following shall be covered in the training of the DTS:    

           1.  Prepare training scenarios using the scenario building tools provided    
           2.  Capture, initialize, start, and save base cases    
           3.  Guide operator trainees through prepared scenarios    
           4.  Pause, resume, and bookmark the training scenario    
           5.  Generate ad-hoc events during a scenario    
           6.  Fully utilize all the capabilities of the simulator as a training and evaluation tool    

At the end of the course Vendor will conduct assessment to determine if the course objectives have been met.    															15-043			Comply


						15.5.11  Third Party Software Training															15-044			NA


						Training on all third-party software delivered as part of the SCADA/EMS except as noted in the “Training Scope” Section above. This training shall cover the operation, use, and maintenance of the software as well as address the installation of upgrades or new releases.  The Vendor shall provide extensions to all third-party provided training to include how these products are used in the SCADA/EMS environment.															15-045			Comply


						15.6       Training Budget & Schedule  															15-046			NA


						As part of the Vendor’s response to this RFP, the Vendor shall provide a preliminary training budget based on the courses, the number of sessions as well as the number of attendees for each session as described in table below. However, the type of courses, the number of courses to be conducted, and/or the number of trainees attending each course may vary over the course of the project.  Therefore, the training budget shall be considered as an allocation to SCL who shall have the right to manage this allocation and adjust the training curriculum, the number of training classes, and/or the number of trainees per course.  SCL shall receive any residuals of this training allocation if it is not fully exhausted at the end of the project. The Vendor shall update the training budget accordingly after each training course is completed. Status of the training budget allocation shall be included as part of the Vendor’s periodic Project Status reporting (outlined in Section 18 – Project Management for Implementation & Configuration.															15-047			Comply


						Course			Trainees			Number of			Expected			Facility


									/Session			Sessions			Time Period			(Vendor/


																		Client)


						Basic User Training			8			4			To coincide with PDS delivery			SCL


						Database and Display Building			2			2			To coincide with PDS delivery			Vendor


						Data Engineering Workshops			4			2			To coincide with PDS delivery			Vendor


						System Administration			2			2			Prior to FAT			Vendor


						Application Software			4			4			Prior to FAT			Vendor


						RTU Communications			2			2			To coincide with PDS delivery			SCL


						ICCP Communications			2			2			Prior to FAT			SCL


						Dispatcher Training			4			2			Prior to SAT			SCL


						Dispatcher Training Simulator			2			2			Prior to FAT			Vendor


						Hardware Training			4			2			Prior to FAT			Vendor


						Programming in the SCADA/EMS Environment			4			2			To Coincide with PDS delivery			SCL


						HISR Training			6			2			Prior to FAT			Vendor


						 Vendor may propose a separate budget and SOW for the training.


						Additional costs will be SCL’s responsibility if the Training Budget is exceeded due to SCL’s decision or acceptance to either have additional courses and/or to have additional trainees attending the requested courses which are above and beyond what was agreed to in the Training Plan.  However, the Vendor shall be responsible for the cost of the additional training courses, as well as for any travel and living expenses for both the trainer and the trainees, if any of the following conditions occurs:

           1.  Unanticipated changes to any hardware or software to meet the requirements of this Contract    
           2.  Project schedule delays caused by the Vendor that result in the need to receive additional
                 training course    
           3.  Poor quality training that fails to meet SCL's requirements for quality, content, appropriateness,
                or timeliness. SCL shall have the right to deem any training course as not meeting SCL’s
                requirements.    
           4.  Scope changes that affects training, unless the cost of the additional training is covered by the
                change order    															15-048			Comply


						15.7       Train the Trainer															15-049			NA


						The Vendor shall propose an independent option (with pricing and details) to provide training to SCL’s Trainers under the Train-the-Trainer concept. SCL’s training personnel receiving this training will then train the remaining members of SCL’s Operations staff.    															15-050			Comply


						SCL shall have access to all training material used under this Train-the-Trainer concept in both soft (editable) and hard copy format.															15-051			Comply


						All training materials used in this training shall be provided to SCL, including the following:

           1.  Documentation (e.g., manuals, user guides, slides, etc.) in editable format    
           2.  Student Handbooks and Quick-Reference guides in editable format    
           3.  Scenario Data and/or Save Cases    
           4.  Demo Scenario Data/Save Cases    
           5.  Training evaluation and effectiveness tools.    															15-052			Comply


						The Vendor shall assume that this Train-The-Trainer training will be conducted for two (2) SCL training personnel as per the approved Training Plan.  The Vendor shall also include specific training to these Trainers on the development of training classes using the PDS and the DTS.															15-053			Comply



























































































































































































































































Section 16


						Technical Specification			ID			Conformance


						16.      System Documentation			16-001			NA


						The Vendor shall provide a complete set of system documentation for all equipment, applications and functions allowing SCL to fully utilize, use, test, accept, develop, and maintain the SCADA/EMS. The documentation provided shall describe the as-built system, including all hardware, software, and middleware as well as any software interfaces. In general, the documentation provided shall cover installation, system startup, functionality, operation, and maintenance.			16-002			Comply


						Note: This document only addresses the requirements for system documentation. The requirements for project documentation are addressed in Section 18- Project Coordination. Testing Documentation requirements are addressed in Section 14 - Quality Assurance and Testing of this Technical Specification.			16-003			Comply


						16.1        Requirements for Submission			16-004			NA


						The Vendor shall provide complete, as-built, documentation for the delivered system. Documentation shall correspond to the delivered hardware and software versions of the SCADA/EMS. Additionally, this may include custom documentation, drawings, and illustrations that apply specifically to the SCADA/EMS delivered to SCL. Any portion(s) of the standard document set that does not apply to the delivered system shall be removed.   			16-005			Comply


						Wherever a document is revised to reflect a change for any other reason, each such revision shall be shown by a revision number, date, and subject in a revision section of the documentation. Indication of official approval by the Vendor’s Project Manager or designated representative shall also be included. To permit rapid location of the revisions, a summary of all revisions shall be included in an appendix to the manual.			16-006			Comply


						Preliminary, review, or approval documents may be transmitted by electronic transfer (electronic mail or ftp, for example). The delivery of final documents shall be both hardcopy and electronic (e.g., CD or DVD, other media).			16-007			Comply


						Documentation shall include the following, at a minimum:

            • Documentation Plan
            • System Overview
            • Software QA Design Standards
            • Software Functional Design Documentation
            • Detailed Software System Documentation
            • Software Maintenance Documentation
            • Software Inventory
            • Hardware Functional Design Documentation
            • Hardware Maintenance Documentation
            • Detailed Configuration Diagrams
            • Equipment Inventory
            • Site Preparation Documentation
            • Trouble & Maintenance Logs
            • System Maintenance Manuals
            • Cyber Security Standards & Processes
            • Operator Manuals
            • User Interface Style Guide
            • Third-party Manuals and Documentation
            • Vendor Release Notes			16-008			Comply


						16.2         Documentation Format			16-009			NA


						All documents shall include a title or information page with the document number, title, and revision. The document number shall be a unique number assigned in accordance with the Vendor's standard practice.  The title page shall include a space into which SCL may enter a document number assigned from SCL’s document management system.			16-010			Comply


						Following the title page shall be a page(s) reserved to list the revision history of the document. The revision history shall describe each new version of the document since its original production.  The revision record shall include:

            1.  Date of the change
            2.  Version Number
            3.  Author
            4.  A brief description of the change.
            5.  An indication that the documentation has been reviewed and approved in
                 accordance with the Vendor's Quality Assurance process.			16-011			Comply


						All Vendor documentation must be provided in Microsoft Office format unless otherwise agreed to by SCL. (Compatible with MS Office 2003 and later)			16-012			Comply


						16.3         Documentation Plan			16-013			NA


						A Documentation Plan shall be submitted by the Vendor early in the project. The plan shall describe the Vendor’s schedule and plan for the submittal of all documentation. The plan shall also include a detailed Master Document List that includes all individual documents that are to be submitted as part of the project.  The Documentation Plan provided by the Vendor shall provide a requirements tracking mechanism back to the fully executed Statement of Work (or amendment as appropriate) to demonstrate that the Plan, together with the Master Document List, will fulfill all documentation requirements listed herein.			16-014			Comply


						This master document shall include, at a minimum, the following information:

            • Document Name
            • Document Number
            • Document Type (e.g., Functional Design, Detailed Design, User Guide, etc.)
            • Estimated Submittal Date
            • Document Status (draft, under review, submitted, approved, etc.)
            • Reference(s) back to the Statement of Work 			16-015			Comply


						This plan shall serve as a documentation checklist throughout the project and shall be revised and resubmitted by the Vendor as necessary. Documentation shall be submitted in a manner that allows for a reasonably paced review effort.			16-016			Comply


						The documentation plan shall be subject to SCL’s review and approval.			16-017			Comply


						16.4         Documentation Standards			16-018			NA


						The Vendor shall provide a document describing the Quality Assurance standards used to develop and maintain all documentation to be supplied by the Vendor. 

The standards shall define:

            1.  The approval process that is followed by Vendor.
            2.  Templates for each document type.
            3.  Definitions of the contents for each document type.
            4.  Drawing standards to be followed.
            5.  The approval process to be followed for document releases.			16-019			Comply


						16.5         Document Review and Approval			16-020			NA


						All standard documentation provided as part of this project shall be subject to review by SCL. All SCL-specific documentation shall be subject to review and approval by SCL.			16-021			Comply


						SCL will complete the review process of any SCL -specific documentation within fifteen (15) working days from the date of delivery unless otherwise agreed by both SCL and the Vendor. The Vendor shall respond to comments made by SCL, if any, within fifteen (15) working days of receipt of the corresponding comments.  			16-022			Comply


						The Vendor’s documentation and development methodology shall allow for adaptation of the best fit approach/methodology to be applied to the different development areas being undertaken on the project.  The approach for discussing, documenting, developing and reviewing different development areas during the project shall be iterative and allow for appropriate levels of SCL review and approval.			16-023			Comply


						The approval of any documents by SCL shall not relieve the Vendor from the responsibility to conform to the requirements as set forth in the Statement of Work or perform the correction of such documents as appropriate.			16-024			Comply


						16.6         Preliminary Documentation			16-025			NA


						The Vendor shall provide a set of documentation in electronic format (e.g., CD-ROM or DVD) which covers the baseline SCADA/EMS. This delivery shall also include the necessary documents, and related drawings which describe the installation, configuration, operation, and maintenance of the Program Development System (PDS) Environment that is to be shipped early in the project. This documentation shall be delivered to SCL thirty (30) days prior to delivery of the first PDS.			16-026			Comply


						16.7         Software Documentation			16-027			NA


						The Vendor shall supply documentation for all software to be supplied to SCL. The documentation shall include design descriptions, operating manuals, database descriptions and API descriptions.			16-028			Comply


						The software documents shall also include users guides needed to develop and maintain the complete systems including displays and database(s).			16-029			Comply


						Software documentation shall include the following as a minimum:

            1.  An inventory of all Vendor and 3rd Party software to be delivered along with a
                 cross referenced index to the software documentation. The list shall also
                 include version and license information.
            2.  A System Overview document describing the software on a subsystem basis
            3.  Design documentation documenting the system being provided
            4.  User Manuals for all functions including database and display maintenance.
                 These documents shall include user procedures and information for database
                 input			16-030			Comply


						16.7.1       QA Design Standards			16-031			NA


						The Vendor shall provide documentation describing the Vendor’s QA design and coding standards used to develop the SCADA/EMS software. These standards shall be adhered to for development of all software for the delivered system unless otherwise agreed to by both parties.

This information shall include as a minimum:

            1.      Software design processes
            2.     Quality assurance procedures
            3.     Design review methods
            4.     Software configuration control methods & tools
            5.     Revision history
            6.     Software Error Reporting and Tracking			16-032			Comply


						16.7.2       Functional Descriptions			16-033			NA


						The functional description shall describe the particular functions to be performed by each application. The functional operation of the SCADA/EMS shall be clearly described so that it can be understood without understanding the detailed operation of each software module.

These documents shall have the following information to ensure that SCL -specific functionality will meet the application requirements, as a minimum:

            1.  Functional description - A narrative description of each application. Where
                  appropriate, the algorithms used inside the application, initialization, and
                  failover considerations shall be described.
            2.  Performance requirements - The execution periodicity, processing capacity,
                  and tuning and execution parameters that control or limit the capabilities of
                  the application.
            3.  User interface - A description of the interface used to control the application,
                  including all user inputs and program responses.
            4.  Application interface requirements - A description of the logic interfaces with
                  other applications.
            5.  Data requirements - A description of all data and databases accessed by the
                  application, including execution parameters.
            6.  Error messages - A concise description of all error messages and possible
                  corrective actions.
            7.  Diagnostic messages - Where the application generates a record of its internal
                  operations, the messages shall be described.
            8.  Maintenance and expansion procedures.			16-034			Comply


						16.7.3       Detailed Design Documents			16-035			NA


						The detailed design documents are intended as a second level of detail to the software functional descriptions. In general, a detailed design document shall relate to a single software functional description.  It is expected that, for custom software, the Vendor shall first deliver a software functional description for review and approval by SCL. After approval, the Vendor shall then produce detailed design document(s) to SCL for review and approval. Production of the software shall proceed after approval of the detailed design document(s).			16-036			Comply


						The detailed software design documentation shall include, but shall not be limited to, the precise design information needed for planning, analysis, and implementation of the software.  It shall include a clear description of how the software design entities are divided; a dependency description specifying the dependent entities, their coupling, and required resources, an interface description providing details of external and internal interfaces not provided in the software functional description; and a detailed design description containing the internal details of each design entity.			16-037			Comply


						The detailed software design documentation shall provide a detailed description of how the software will support the functions described in the software functional description. Detailed software design documentation shall include a diagram of the software indicating major modules and an overview of the operation of each module. It shall describe data structures and flow, and a diagram or description of the manner in which the modules interfaces with other modules.			16-038			Comply


						For each software module, the detailed software design documentation shall include, but shall not be limited to, the following items:

            1.  Program abstract.
            2.  General technical description of the module.
            3.  The module logic (the use of pseudo code or structured English is preferred).
            4.  External interfaces to the program including applicable calling sequences.
            5.  Initialization considerations.
            6.  Identification of any databases referenced or modified.
            7.  A high level flowchart or program design language to enhance the technical
                 description of the module.
            8.  Error codes and error handling processes.			16-039			Alternate


						For each detailed design, each program module, including subroutines, shall be sufficiently documented to allow an experienced programmer (with supervision of the designer) to perform the coding of the module, as well as allow SCL personnel to maintain such software in the future. All job control files (batch or make files) required for compilation, assembly, and linking of each program shall be documented in detail as part of the detailed software design documentation.			16-040			Alternate


						16.7.4       Software Maintenance Documentation						NA


						Software Maintenance Documentation shall be provided for all the SCADA/EMS software including all third-party documentation. This documentation shall provide all information needed to maintain and/or modify existing or new software.

The Software Maintenance Documentation shall include as a minimum:

            1.   Standard Software 
            2.   Custom Software 
            3.   Operating System 
            4.   Software Management and Development Tools 
            5.   Compilers and Text Editor 
            6.   System Utilities
            7.   System Generation and Configuration
            8.   Diagnostic Software 
            9.   Database Descriptions
          10.   Database Generation and Maintenance 
          11.   Display Generation and Maintenance 
          12.   Software Error Reporting Tools and Procedures
          13.   Third-party Documentation 			16-041			Comply


						16.8         Hardware Documentation			16-042			NA


						The Vendor shall provide documentation for all hardware supplied to SCL. This documentation shall include as a minimum:

            1.   Comprehensive equipment inventory of all delivered hardware - including the
                  manufacturer's name, model number, serial number, revision number,
                  nameplate data, weight, and overall dimensions. This list shall itemize each
                  hardware item and include equipment configuration information. The
                  configuration information shall be sufficient to allow SCL the option to procure
                  this equipment directly from the manufacturer.
            2.   Detailed Configuration Block Diagrams.
            3.   Standard OEM hardware documentation.
            4.   Site Preparation and Installation documentation.
            5.   Wiring and cabling diagrams - including any special precautions associated
                  with the cabling shall be clearly identified. All cable and wiring terminations
                  shall be shown on the drawings, and all terminal markings, cable connector
                  markings, and cable lengths shall be clearly indicated.
            6.   Equipment cabinet enclosure assembly drawings showing the location of all
                  equipment. 			16-043			Comply


						Equipment manuals and hardware maintenance manuals shall be provided for all hardware supplied under this Contract.			16-044			Comply


						16.8.1       Configuration Diagrams			16-045			NA


						The configuration diagrams shall illustrate the logical interconnection of all new hardware and its connection to SCL-existing or supplied equipment. The configuration diagram shall use the same terminology as the list of deliverable hardware so that the correspondence between the two can be readily determined.			16-046			Comply


						16.8.2       Wiring and Cable Diagrams			16-047			NA


						The physical interconnection diagram among the SCADA/EMS components shall be depicted. Cable Lists with each cable shall be identified, along with its terminations and cable length.			16-048			Comply


						16.8.3       Site Preparation and Installation			16-049			NA


						The Supplier shall submit a Site Preparation and System Installation document for each system for review and approval. These documents shall contain all information necessary for an orderly installation of the equipment. The site drawings shall depict the physical arrangement of the SCADA/EMS components.

The drawings and procedures shall include, as a minimum:

            1.   Equipment physical drawings showing dimensions, cabinet internal
                  arrangements, and the size and weight of each enclosure.
            2.   Unpacking, moving, handling, and other installation details.
            3.   Equipment bolt-down instructions.
            4.   Any Special handling requirements. 
            5.   The location of external connections including types and sizes of connectors. 
            6.   Inter and Intra cabinet/device cable length restrictions.
            7.   Input power and grounding requirements.
            8.   Environmental requirements.
            9.   Checkout procedures.			16-050			Comply


						A preliminary version of this document shall be submitted within three (3) months of project start to allow SCL sufficient time for facility planning. A final version shall be delivered no later than six (6) months prior to SCADA/EMS equipment delivery.			16-051			Comply


						16.8.4       Equipment Manuals			16-052			NA


						Equipment manuals and drawings for all hardware delivered to SCL by the Vendor shall contain the following:

            1.  A description of the function of the equipment.
            2.  Installation, setup, and operating instructions.
            3.  A block diagram showing the logical and physical interconnections among the
                 major components.
            4.  Expansion and upgrade capabilities and instructions.
            5.  Preventative maintenance instructions.
            6.  Detailed functional, logical, electrical, and mechanical characteristics of all
                  interfaces to the device, including protocol descriptions.
            7.  Troubleshooting and repair guides including a description of and instructions
                  for the diagnostics furnished.

Equipment documentation for OEM or third-party equipment (e.g., IBM, Dell, HP, Cisco, etc.) shall be in accordance with their standard practice.			16-053			Comply


						16.8.5       Hardware Maintenance Documents			16-054			NA


						Hardware Maintenance documentation shall be supplied for all equipment. This level of documentation shall consist of a set of manuals to be used by SCL personnel at the level of electronic technician. Drawings and or documentation for OEM equipment shall be in accordance with the standard practice of the manufacturer.			16-055			Comply


						The Maintenance documentation shall provide a detailed description of how the equipment operates as well as describe the preventative and restorative procedures required to keep the equipment in good working order. It shall make reference to the appropriate diagnostic procedures, where applicable.			16-056			Comply


						16.8.6       Equipment Maintenance Logs			16-057			NA


						From the time the SCADA/EMS is configured, the Vendor shall create a “System Troubles and Maintenance Logs”. These logs shall contain, in chronological order, all repairs, changes and updates on the system. All repaired, changed, or updated parts shall be identified by part number and location in the system. These logs shall be available for SCL inspection at the Vendors factory and these logs shall be shipped with the system as a part of the final documentation.			16-058			Comply


						16.9         Cyber Security Documents			16-059			NA


						The Vendor shall provide NERC CIP Cyber Security documentation details as outlined in Section 5 Cyber Security. Examples include but are not limited to:

            1.  Identification of all ports and services.
            2   Disabled or modified user accounts.
            3.  Patch levels for all services and operating systems.
            4.  All software components which have been removed or disabled.
            5.  Identification of all data traffic which traverses any firewall supporting the
                 SCADA/EMS network.			16-060			Comply


						16.10      External Interface Design Documentation			16-061			NA


						The interface requirements and design document(s) shall describe in detail the interfaces between the SCADA/EMS and SCL-provided systems and networks. The interface requirements document will be used by both the Vendor and SCL as the definition of the interface between the SCADA/EMS and all other systems, so that each system can be designed or modified to meet its requirements. SCL will provide all required information to the Vendor so that it can prepare the document accordingly.

As a minimum, the interface requirements document shall cover the following aspects:

            1.  Description of the interface.
            2.  Description of the communication protocols, including the lower level network
                  protocols, the upper level session, presentation, and application protocols,
                  and the options and parameters selected.
            3.  Description of the database access methods and capabilities, including specific
                  displays, commands, and access and authorization requirements.
            4.  Description of relevant database models, structures, and contents for these
                  databases.
            5.  Data exchange requirements including timing, priority, volume, and security
                  requirements. A specific list of data to be exchanged during factory and site
                  testing shall also be included.
            6.  Description of the performance requirements.
            7.  Description of software required to execute this interface such as DLLs or
                  other drivers that may or may not be unique for this interface. 			16-062			Comply


						16.11      Operator Manuals			16-063			NA


						The Vendor shall submit for review and approval, Operator Manuals for all SCADA/EMS functions. This manual shall describe the respective system configuration and all system functions along with operating procedures. All application functions shall be included. The manual(s) shall be written in non-technical English and organized for quick access to functions providing detailed procedures required by the Operator to perform.			16-064			Alternate


						The Operator Manual shall present, in a clear and concise manner, all information that the Operator needs to know to understand sufficiently and operate satisfactorily the system. However, the manual shall not contain any descriptions of procedures for functions that are not performed by the Operator, such as data base editing; these procedures shall be contained in the Software Maintenance Documentation.			16-065			Alternate


						The manuals shall describe the system in a manner and in a level of detail sufficient for allowing the Operator to detect and isolate problems in the system. All alarm and invalid request messages shall be listed along with easily understood meanings and recommended remedial actions, where appropriate.			16-066			Alternate


						16.12      User Interface Style Guide			16-067			NA


						The Vendor shall furnish a User Interface Style Guide, that describes the discretionary aspects of the user interface including display design and implementation standards used for all Vendor provided displays and applications.  SCL will also use this guide as input to develop a custom SCL User Interface Style Guide for the SCADA/EMS which shall be used by SCL and the Vendor to configure user interface applications and displays. The objective of the display conventions and standards shall be to promote a consistent look and feel across all user functions and displays.			16-068			Comply


						16.13      System Maintenance Manuals			16-069			NA


						The system maintenance manuals shall include a description of the procedures to restore normal operation after a failure of the Primary EMS or Backup EMS. It shall also include documentation of the distributed system software supporting the configuration control function, data integrity, startup, restart, and the network management subsystem. This manual shall also describe the procedures to configure the Primary and Backup as well as procedures to backup and restore the system.			16-070			Comply


						The system maintenance manuals shall include operational descriptions of the process and procedures to perform site failover and recovery between the Primary and Backup locations. It shall also describe the normal routine maintenance and testing procedures to insure that the Backup is functional and available for service when needed.			16-071			Comply


						16.14      Final As-Built Documentation			16-072			NA


						Prior to beginning the system warranty period, the Supplier shall submit final, as-built, documentation sets to SCL for all documentation identified in the Documentation Plan. Any errors in or modifications to the system resulting from the factory, site, or availability testing shall be incorporated in this documentation. All software listings shall be updated and shall reflect exactly the final as-built system. Any documentation affected by changes during the warranty period shall be revised and resubmitted.			16-073			Comply


						As part of the final documentation delivery, the Vendor shall submit three (3) complete hardcopy sets of all documents along with electronic copies in PDF as well as MicroSoft formats delivered electronically (e.g., CD or DVD).			16-074			Comply


						All installation media required to build or modify the configuration of the system must be provided. A media backup of the as-delivered systems shall also be provided. Backup media of all programs, source code, operating systems, third-party software system, control language, and data files suitable for generation of the entire software system shall be provided.			16-075			Comply














Section 17


						Technical Specification			ID			Conformance


						17.        System Maintenance			17-001			NA


						Note: This section defines the Vendor’s and SCL’s responsibilities for maintenance of the EMS software and hardware over the life of the project through the Warranty period. The Warranty period shall start upon successful completion of the Availability period			17-002			Comply


						17.1      Software Maintenance			17-003			NA


						17.1.1   Deliverables			17-004			NA


						The software delivered with the EMS shall be the latest official version certified by the Vendor or 3rd party and approved by SCL. The Vendor shall insure that all delivered software and patches will inter-operate successfully as a complete system. If it becomes necessary to upgrade, patch or downgrade some software to meet this inter-operability requirement, all effort and costs shall be at the Vendor’s expense. The Vendor shall present a plan to correct the problems in the newer release if a downgrade is performed. Such corrections shall be at the Vendor's sole expense.			17-005			Comply


						17.1.2   Software Patch Maintenance			17-006			NA


						The Vendor shall provide a patch management and update process to SCL for all installed operating systems, applications, and third-party software. The Vendor shall perform the required testing on an equivalent SCL EMS release and provide the patches to SCL only after they have been fully tested and certified by the Vendor.  			17-007			Comply


						The Vendor shall provide notification of all patches affecting Security within two (2) weeks of their official release as well an assessment of applicability to SCL’s EMS system configuration. All other patch testing, validation, and mitigation shall occur within one (1) month of the patch’s official release date.			17-008			Comply


						17.1.3   Documentation Format			17-009			NA


						The Vendor shall have the responsibility for maintenance of all software during project implementation through the Availability period. During this period, SCL may make changes to operating systems, databases, displays, code which is intended to be modified by SCL (e.g., the addition, modification, or deletion of custom calculations) and report programs as necessary to meet SCL's operational needs. SCL shall inform Vendor of all such changes prior to installation of the changes.			17-010			Comply


						The Vendor shall notify SCL of any potential problems that may occur due to the implementation of such changes if the Vendor believes that the changes may adversely affect the operation of software for which the Vendor is responsible. Both parties shall work towards a mutually agreeable implementation of the desired changes.			17-011			Comply


						17.1.4   Maintenance under Warranty			17-012			NA


						Software maintenance during the Warranty period shall be in conformance with the terms of the Warranty sections of the SOW.  .  			17-013			Comply


						During this period, SCL will continue to make changes to databases, displays, and code intended to be modified by SCL (e.g., the addition, modification, or deletion of custom calculations) as well as report programs as necessary to meet SCL's operational needs.			17-014			Comply


						17.1.5   Post Warranty Maintenance			17-015			NA


						The Vendor shall provide its standard Maintenance Services Agreement for SCL’s review. In this Agreement, the Vendor shall offer technical resolution for problems with the software including O/S, RDBMS and SCADA and Advanced Applications. Depending on the severity of the problem reported, the Vendor’s technical assistance will be provided remotely or onsite. In addition, the Vendor shall not limit the number of man-hours that are offered under their Agreement for any problem detected with Vendor’s software.			17-016			Comply


						If the Vendor offers different tiers of maintenance services for software, the Vendor shall provide details of each tier as part of the RFP response.  

At a minimum, these details shall include:

             1.  Type of coverage by tier (e.g., 7x24, 8 AM to 5 PM, etc.).
             2.     Response time to problems reported.
             3.     Escalation procedures for issues not resolved as expected.
             4.     Upgrade process and items covered.
             5.     Prior version support details.
             6.     Automated Incident submittal and tracking procedures (web, etc.).
             7.     Software Patch Management, Validation, and Notification services.
             8.     Dedicated maintenance contact or help desk.			17-017			Comply


						17.2      Hardware Maintenance			17-018			NA


						17.2.1   Deliverables			17-019			NA


						All hardware delivered to SCL shall be the latest certified hardware type for at least 6 months prior to the date of delivery. If the Vendor determines that this requirement is not feasible, the Vendor shall document the reasons and propose an alternate plan for upgrading to the latest version prior to shipment to SCL.  			17-020			Comply


						The Vendor shall be responsible to insure that all delivered hardware versions will inter-operate successfully as a complete system. If it becomes necessary to upgrade or downgrade some hardware to meet this requirement, all costs and effort shall be at the Vendor’s expense. In addition, the Vendor shall present a plan to correct this downgrade. Such corrections shall be at the Vendor's sole expense.			17-021			Comply


						17.2.2   Maintenance Categories			17-022			NA


						For purposes of clarifying maintenance requirements, the hardware is classified into three categories based on the Vendor recommendations for post warranty maintenance.

             1.  Category 1 – Hardware the EMS Vendor recommends to be maintained by the
                   equipment manufacturer (OEM) or a third-party under direct contract with SCL. All
                   recommended contractors shall:
                         a.  Be located within a one (1)-hour drive from the SCL Primary and Backup Control
                              Centers
                         b.  Shall have prior experience with the appropriate hardware (brand & model)
                         c.   Shall have spare parts readily available
             2.  Category 2 – Hardware the Vendor recommends be maintained directly by SCL and its
                  OEM agents.
             3.  Category 3 – Workstations, monitors, printers, etc. Workstations shall be provided with
                  the typical 3-year warranty directly from the OEM. The Warranty provisions for this
                  equipment shall be transferred to SCL			17-023			Comply


						For Category 2 hardware, the Vendor shall provide a recommended list of spare parts that should be kept in stock by SCL. This list shall reflect the final EMS configuration. This list shall include any special tools and test equipment used by the Vendor or OEM, as applicable.			17-024			Comply


						All expendable supplies shall be provided for by the Vendor up to the delivery of such equipment to SCL.  The Vendor shall also provide a list of recommended expendable supplies.			17-025			Comply


						17.2.3   Maintenance Prior to Delivery			17-026			NA


						The Vendor shall be responsible for all hardware maintenance prior to delivery to SCL. This maintenance may be provided by OEMs or other third parties. If a replacement is required for hardware, the Vendor shall not use spare parts that are to be delivered to SCL.			17-027			Comply


						17.2.4   Commissioning Phase			17-028			NA


						The Vendor shall be responsible for maintenance of Category 1 and 2 hardware, after its delivery to SCL, through completion of the Availability period. This maintenance may be provided through OEMs or other third parties.  If a piece of hardware needs to be replaced, the Vendor shall not use spare parts delivered to SCL.			17-029			Comply


						If the Vendor, or SCL, is unable to repair a Category 2 item, the Vendor shall provide a replacement part.			17-030			Comply


						Failed equipment shall be replaced or repaired and spares inventories replenished to their delivered level throughout this period.  Any spare parts found to be defective during initial delivery inspection or during this period shall be replaced within one (1) week after notification. There shall be no charge to SCL for these replacement parts, including delivery charges. All spare parts replaced under maintenance shall be new parts unless this is explicitly accepted by SCL. A storage media that it’s found defective after the commissioning phase shall be deemed unusable and shall be replaced within one (1) week after notification.			17-031			Comply


						All Category 3 hardware shall be maintained by the OEM under the original system warranty provided with the hardware.			17-032			Comply


						17.2.5   Maintenance during Availability Period			17-033			NA


						The responsibilities for maintenance of the hardware during the availability test shall be the same as for maintenance under Warranty as described in the next section.			17-034			Comply


						17.2.6   Maintenance under Warranty			17-035			NA


						Maintenance during Warranty shall be in conformance with the terms of the Warranty Sections of this Agreement and shall start at the successful completion of the Availability Test. If the Vendor elects to contract all or some of the maintenance to a third-party, the maintenance contractor shall meet the requirements set forth in Section 17.2.2, Maintenance Categories, item (1).			17-036			Comply


						During this period SCL hardware maintenance responsibilities will include the following:

             1.  Trained staff will be responsible for call-out when problems occur
             2.  Perform preventive and corrective maintenance on Category 2 equipment
             3.  Provide local assistance to the Vendor during problem resolutions			17-037			Comply


						Vendor hardware maintenance responsibilities shall include the following:

             1.  Provide maintenance of Category 1 equipment, including spare parts.
             2.  Provide materials and instruction for appropriate engineering changes for Category 2
                  equipment.
             3.  Provision of technical guidance towards the resolution of all hardware problems for both
                  Category 1 and Category 2 equipment.  If required, the Vendor shall respond to requests
                  for technical support within 30 minutes, 24 hours a day, seven (7) days a week.
             4.  Failed equipment (Category 1 and Category 2) shall be replaced or repaired and spares
                   inventories replenished to their delivered level throughout this period.  Any spare parts
                   found to be defective during initial delivery inspection or during this period shall be
                   replaced immediately based on criticality but shall be no longer than one (1) week after
                   notification.  There shall be no charges to SCL for these replacement parts, including
                   delivery charges.  All spare parts replaced under maintenance shall be new parts unless
                   otherwise accepted by SCL.			17-038			Comply


						SCL’s staff will work with the Vendor to develop a strategy for the resolution of any identified problems.  SCL reserves the right to request onsite support from the Vendor or equipment OEM if needed to effectively resolve the issue. SCL will not be responsible for any expenses connected to the technical support, including travel expenses.			17-039			Comply


						17.2.7   Post Warranty Maintenance			17-040			NA


						The following optional maintenance services shall be provided for Category 1 hardware:

             1.  Contract maintenance, eight (8) hours per day, five (5) days per week, four (4)-hour
                   response for the PDS, QAS, and OTS systems.
             2.  Contract maintenance, 24 hours per day, seven (7) days per week, two (2)-hour response
                   time for the Production Environment systems; PDMS and BDMS.			17-041			Comply


						The maintenance contracts shall cover preventative and remedial maintenance, spare parts, and installation of all engineering, equipment, and field change orders and upgrades.			17-042			Comply


						The Vendor shall guarantee the availability of hardware spare parts and hardware maintenance support services for a minimum of five (5) years after the expiration of the corresponding warranty.			17-043			Comply


						The Vendor shall also guarantee the availability of patches, upgrades, and technical support for all EMS software and operating system for a period of ten (10) years after the end of the warranty period. The Vendor shall also provide SCL a minimum of two (2) years’ advance notice of any intention to terminate support after this period.			17-044			Comply




























































































































































































































































































































































































Section 18


						Technical Specification			ID			Conformance


						18.  Project Coordination			18-001			NA


						This section sets forth the required project monitoring and control processes as well as providing a high-level description of the Vendor’s and SCL’s responsibilities throughout the SCADA/EMS project.			18-002			Comply


						The vendor shall adhere to industry best practices with regard to project management controls, monitoring and governance.  In the comments section, please provide details regarding the project management approach and methodology to be employed.			18-003			Comply


						18.1      Project Teams			18-004			NA


						18.1.1     SCL Team			18-005			NA


						SCL will staff the project with a core project team, including a designated full-time Project Manager as well as other full-time technical and business resources.  The Project Manager will be assigned for the duration of the project and solely responsible for representing SCL’s interests throughout the project. The Project Manager may, from time to time, authorize other staff to act in this regard for specific tasks. The Project Manager may be required to make changes to resource assignments from time to time and will notify the Vendor as appropriate.			18-006			Comply


						SCL may supplement the project team with contractors to provide specific subject matter expertise including project management, design, integration, and testing assistance to SCL. These contractors shall be considered as part of the SCL Project Team and shall be given access to all project documentation and information as afforded SCL.  Designated contractors shall also be permitted to participate in project meetings and any other project activities as directed by the SCL Project Manager.			18-007			Comply


						18.1.2       Vendor Team			18-008			NA


						18.1.2.1    Project Manager			18-009			NA


						The Vendor shall designate a project manager who shall be responsible for the overall coordination of all project work and authorized to act on behalf of the Vendor for all communications between the Vendor and SCL. The Vendor’s Project Manager shall be subject to SCL’s approval. In the proposal, the Vendor shall submit at least three (3) resumes as potential candidates for the position of Project Manager. SCL shall have the right to interview these candidates and select the project manager during the Statement of Work phase. Except for conditions outside the control of the Vendor, the Vendor's Project Manager shall not be removed or replaced without the previous approval of SCL. The Vendor’s designated Project Manager shall participate during the Statement of Work phase.			18-010			Comply


						As part of the proposal, the Vendor shall also describe the general project organization responsible for the delivery of the SCL project (i.e., the vendor team organization).			18-011			Comply


						18.1.2.2    Core Team			18-012			NA


						In addition to the project manager, the project shall be staffed with a core project team. The core team members shall be identified in the proposal along with a resume. For each core team member, the Vendor shall identify the percentage of time each person will be dedicated to the project. Core team members shall have previous experience in a similar position on at least one other project that is similar in size and scope to this project.			18-013			Comply


						The Vendor shall be responsible for minimizing changes in the core project team.  In no case shall any changes to core team members be allowed without SCL approval. Any staffing changes shall only be made after a minimum cross-training time of two-weeks has been allocated for the departing team member to train the new team member.			18-014			Comply


						SCL shall have the right to have any Vendor staff removed from the project  with reasonable notice.			18-015			Comply


						18.1.3    Onsite Office Space			18-016			NA


						Both SCL and the Vendor shall make office facilities available for use by the other party.  Office space, furniture, and reasonable office services such as internet, telephone, FAX, copying, printing, mail, courier services along with access to meeting rooms.  SCL will provide work space for up to two representatives from the Vendor’s staff at SCL’s offices throughout the project.			18-017			Comply


						18.2       Project Management & Controls			18-018			NA


						18.2.1      Project Meetings, Agendas and Minutes			18-019			NA


						The Vendor shall schedule and attend periodic progress review meetings as required during the implementation of the System. Progress meetings should be used to review the progress report, action items, and technical issue review. The responsibility for the development of meeting agendas and minutes shall be the Vendor’s and shall be provided to SCL for approval at a minimum of 2 business day(s) prior to the scheduled meeting.			18-020			Comply


						18.2.2     Project Communications			18-021			NA


						All project documentation, such as, correspondence, memos, meeting minutes, and monthly progress reports, shall be produced using the Microsoft Office productivity suite (or compatible system)			18-022			Comply


						18.2.3     Progress Reports			18-023			NA


						A progress report should be prepared by the Vendor prior to scheduled project meetings and be available to SCL for approval prior to the meetings at a time frame determined by SCL’s Project Management. The details and content of the progress report will be determined by the project managers and should contain the following at a minimum:

                1.  An updated detailed project schedule, with explanations for any changes 
                2.  A detailed list of all activities completed since the previous report
                3.  A detailed list of activities not accomplished since the previous reports and the reasons and
                     contingency plans to recover
                4.  The status of unresolved contract changes and issues
                5.  A list of current or anticipated problem areas
                6.  Identification of any item that might impact vendors ability to meet schedule
                7.  Updated list of Action Items identifying owner along with required resolution dates
                8.  Updated Risk Log including a ID, brief description, owner, expected completion date			18-024			Comply


						A Change Order Log will be maintained containing a summary of Change Orders including ID, brief description, status, expected implementation and completion dates.			18-025			Comply


						18.2.4   Project Schedule			18-026			NA


						The Vendor shall submit in the proposal an overall project schedule for major project activities from the time of contract award to the completion of the Availability Test. The schedule shall address the following project activities, at a minimum:

                1.    Project payment milestones (see table below)
                2.    Progress review dates and project meetings
                3.    Hardware procurement (if applicable), integration, and testing
                4.    Delivery dates for SCL-furnished data, interface equipment, and software as appropriate
                5.    Software design and approvals
                6.    Software development 
                7.    System integration and testing
                8.    Preparation of test plans and procedures
                9.    Factory and site tests, including Acceptance and Availability tests
              10.   Error correction and retest
              11.   Final system and user documentation
              12.   Training

Note: The project schedule should be included as an attachment in PDF format (please note the file name in the comments field).			18-027			Comply


						The Vendor shall propose a schedule which meets a 24 month project schedule. 

The following dates are targeted project constraints:

            • Contract Award – July 2014
            • System  Go-Live – July 2016
            • All other dates will be confirmed during the Statement of Work phase and a detailed
               implementation schedule will be developed and agreed to during contract negotiations. Deviations
               from the proposed milestones and dates shall be thoroughly explained as part of the proposal.

Vendor responses should include such milestones as listed below:

            • Hardware Staged at Vendor Facility:
            • Software Design
            • Delivery of Final (as-built) System Documentation
            • Delivery of Program Development Server (PDS) at SCL facility
            • Factory Acceptance Test (FAT) Test Plan and Procedures
            • Factory Acceptance Test
            • Site Acceptance Test
            • Availability Test
            • Project Closeout

Vendors may propose accelerated schedules (i.e., shorter than 24 months).			18-028			Comply


						18.3    Access to Vendor Facilities			18-029			NA


						SCL shall be allowed planned access to the Vendor’s facilities (with reasonable notice) throughout the project, where hardware or software is being produced or to any facilities where the System is being staged.  Vendor shall provide office facilities for SCL and all documentation necessary to conduct these inspections and to verify that the System is being designed, developed, integrated, and maintained in accordance with the System Specification and following the Vendor’s documented QA Process.			18-030			Comply


						SCL shall be allowed to inspect the Vendor’s hardware and software QA standards, procedures, and records.  SCL shall have the right to inspect the documents identified in the approved software QA plan to verify that the Vendor has fully adhered to the required QA standards.			18-031			Comply


						18.3.1    Security of SCL Systems at Vendor Facility			18-032			NA


						Vendor shall prevent access to or reproduction of, SCL-specific data provided for testing and trouble shooting.  The Vendor shall ensure that no 3rd party or other Vendor clients can access or reproduce SCL-specific data.			18-033			Comply


						18.4    SCL’s Responsibilities			18-034			NA


						         1.  Provide adequate space, power, and HVAC in the primary and backup site equipment rooms for all
               supplied equipment			18-035			NA


						         2.  Procure all SCL-supplied hardware and software and all related support materials, in accordance
               with the List of Deliverables (LOD)			18-036			NA


						         3.  Test RTUs, DA equipment, AMI meters and other suitable equipment for use by the Vendor to
               assist in development of any required RTU protocols (as appropriate)			18-037			NA


						         4.  Provide Mimic board equipment (if applicable)			18-038			NA


						         5.  Provide independent power feeds to each equipment enclosure          			18-039			NA


						         6.  Provide WAN and RTU communications media to connect to Vendor-supplied modems, routers,
               switches and LANs			18-040			NA


						         7.  Provide documentation, interface details, drawings, and diagrams of the SCL-furnished equipment
               to be directly interfaced with the SCADA/EMS 			18-041			NA


						         8.  Review and approve project deliverables such as, but not limited to:

                    • Detailed implementation schedule
                    • Software and hardware functional design documents
                    • User manuals
                    • Custom display and report formats
                    • Drawings
                    • Progress reports
                    • Training program
                    • Quality assurance plan
                    • Test plans and procedures
                    • Test results
                    • Support services (including maintenance)
                    • As-built system documents			18-042			NA


						         9.  Supply display standards and symbol conventions to be followed by Vendor when preparing or
               customizing displays for this project			18-043			NA


						       10.  Provide a definition of the existing SCL database to support data conversion to the Vendor’s
               SCADA/EMS database			18-044			NA


						       11.  Populate the SCADA/EMS database with any additional data not included in the existing database			18-045			NA


						       12.  Using the Program Development System (PDS) to create displays and generate reports according
               to samples and templates provided by the Vendor			18-046			NA


						       13.  Provide test data for processes external to the SCADA/EMS			18-047			NA


						       14.  Attend pre-FAT and FAT-related activities (at SCL's discretion)			18-048			NA


						       15.  Approve all test results and define criteria for “successful testing”			18-049			NA


						       16.  Perform the Availability Test with Vendor’s support			18-050			NA


						       17.  Provide test data for processes external to the SCADA/DMS			18-051			NA


						       18.  Assist the Vendor in the installation of all equipment at SCL facilities			18-052			NA


						       19.  Coordinate and supervise the Vendor’s work to be performed at the SCL facilities			18-053			NA


						       20.  Technical review of Vendor's designs			18-054			NA


						       21.  Monitor and verify the Vendor's work is progressing in accordance with the schedule			18-055			NA


						       22.  Verify that all Vendor materials, installation practices, and workmanship conform to requirements			18-056			NA


						       23.  Provide a dedicated VPN access to allow remote access to the field-installed SCADA/EMS from the
               Vendor’s site to facilitate troubleshooting and maintenance support			18-057			NA


						       24.  Provide adequate facilities for all on-site training 			18-058			NA


						18.5   Vendor Responsibilities			18-059			NA


						         1.  Provide a List of Deliverables (LOD) for the project that includes hardware, Vendor software, and
               any third-party software that encompass the SCADA/EMS including recommended spare parts. The
               LOD shall also identify procurement responsibilities for each deliverable listed as appropriate			18-060			Comply


						         2.  Procure all hardware and software and all related support materials, in accordance with the LOD			18-061			Comply


						         3.  Irrespective of procurement,  all required hardware and software including communication
               equipment, interconnecting cables and wiring will be staged at the Vendor facilities			18-062			Comply


						         4.  Provide a SCL-approved secure area at the Vendor’s facility for staging all hardware and project
               materials			18-063			Comply


						         5.  Provide all services necessary for system implementation (i.e., engineering, software design,
              development and implementation, and integration)			18-064			Comply


						         6.  Provide and integrate all application software except that to be developed by SCL. This includes any
               3rd party software and software provided by the Vendor’s subcontractors as appropriate			18-065			Comply


						         7.  Provide all Vendor-provided displays and reports			18-066			Comply


						         8.  Interface with the existing RTUs, distribution automation equipment, AMI meters and associated
               communication equipment as applicable			18-067			Comply


						         9.  Provide transportation and shipping of all Vendor-supplied equipment and materials to SCL's
               designated site(s)			18-068			Comply


						      10.  Provide proper site planning information such as the specifications for air conditioning, power
              grounding, equipment size, and other site requirements as necessary for the proper environmental
              control and operation of all hardware			18-069			Comply


						      11.  Supervise, participate, and be onsite during installation of the system at SCL’s designated sites			18-070			Comply


						      12.  Provide, with SCL’s assistance, system start-up after satisfactory system installation			18-071			Comply


						      13.  After system start-up and with SCL’s assistance, setup all functions for proper operation (system and
              function “tuning”)			18-072			Comply


						      14.  Provide tools, processes and documentation for conversion of the SCL’s database and install and
              verify the converted database into the Vendor’s SCADA/EMS			18-073			Comply


						      15.  At the beginning of the project, supply a User Interface Style Guide defining all discretionary user
             interface and display parameters used by the Vendor when developing standard displays and
             reports			18-074			Comply


						      16.  Define and coordinate a software and database management methodology that shall ensure
              synchronization of the system databases and applications software while systems are located at the
              Vendor's factory and SCL's site			18-075			Comply


						      17.  If Subcontractors are employed for this project, the Vendor shall manage, coordinate, and schedule
             the activities of these Subcontractors.  This shall include the resolution of all problems that may
             arise concerning the hardware, software, and services supplied by the Subcontractor			18-076			Comply


						      18.  Implement the new system according to quality standards acceptable to SCL.  The Vendor shall
             include a description of their Quality Assurance Standards & Methodology for project
             implementation and software development activities			18-077			Comply


						      19.  Train SCL staff to operate, maintain, and upgrade the new system without assistance from the
             Vendor			18-078			Comply


						      20.  Supply, at a minimum, the following system documentation:

                   • Instruction manuals
                   • Maintenance manuals
                   • Drawings
                   • Software functional and design specifications
                   • User and Operator manuals
                   • Final “As built” deliverable documentation			18-079			Comply


						      21.  Provide and maintain a web-based tool which is accessible to both the Vendor and SCL for reporting
             and tracking all variances			18-080			Comply


						      22.  Resolve all reported variance issues and provide SCL with periodic status reports			18-081			Comply


						      23.  Provide adequate facilities and resources for, as well as perform, Pre-Factory Acceptance Testing
             (Pre-FAT) and Factory Acceptance Testing (FAT) as described in the Quality Assurance and Testing
             section			18-082			Comply


						      24.  Provide an environment that allows for reproducible execution of all functional performance tests
             conducted during FAT			18-083			Comply


						      25.  Participate onsite during installation and start-up of the SCADA/EMS at SCL’s designated sites.
             Perform unpacking, installation and start-up of the system, including verification of all functions for
             proper operation (system and function “tuning”) prior to any site testing			18-084			Comply


						      26. Participate in SAT testing at SCL’s site including correction of all reported variances			18-085			Comply


						      27.  Support SCL in conducting Availability Testing			18-086			Comply


						      28.  Ensuring and periodically demonstrating that the work is progressing according to the approved
             schedule			18-087			Comply


						      29.  Support remote VPN access between the Vendor and SCL facilities for purposes of remote testing
             and Vendor support of field-installed systems			18-088			Comply


						      30.  Maintain the new SCADA/EMS up to the beginning of the warranty period			18-089			Comply


						      31.  Provide and implement all required warranty-related services			18-090			Comply


						      32.  Ensure that all employees or contractors that have access to SCL’s systems and data have completed
             appropriate security and access requirements (e.g., CIP certification).			18-091			Comply








Appendix A


						Technical Specification			ID			Conformance


						Appendix A: Size Requirements			A-001			NA


						All capacity requirements shall be satisfied for all SCADA/EMS system configurations while meeting all performance and availability requirements stated in this RFP.  

The following sections outline the required delivered sizing/dimensions for the SCADA/EMS system including RTU sizing, Point sizing and ICCP sizing and network model.
			A-002


						A.1    SCADA Sizing Requirements			A-003


						The sizing provided in the following section for SCADA describes initial sizing. The provided SCADA/EMS shall be sized to 200 % of the existing SCL system as described here without having to complete a software upgrade.			A-004


									A-005


									A-006


									A-007


						A.2   User Interface Equipment Sizing			A-008


						The table below summarizes relevant sizes for the User Interface Equipment.

              • Any production console shall reach any production environment.  
              • It shall be possible to connect the quality assurance system console and development consoles
                  to all environments, one at a time.
			A-009


									A-010





						A.3 Application Sizing			A-011			NA


						The table below summarizes relevant miscellaneous application sizing.			A-012


									A-013





						A.4  Network Model Sizing			A-014			NA


						The table below summarizes relevant network model sizing.			A-015


									A-016





						A.5   HISR Data Size Requirements			A-017			NA


						The table below summarizes relevant Information Storage and Retrieval Sizing.			A-018


									A-019








Appendix B


						Technical Specification			ID			Conformance


						Appendix B:  Performance Requirements			B-001			NA


						B.1   Resource Utilization			B-002			NA


						The Vendor shall provide, as part of the EMS, the necessary tools to monitor and measure the resource performance in the system. The following table indicates the average resource utilization that the system needs to demonstrate during the performance normal and high activity scenarios as described in Section 3.5 of this specification.			B-003


									B-004


						B.2    Configuration Management			B-005			NA


						The system shall be designed and/or configured to minimize the amount of time on critical system and software maintenance tasks. The following table provides the performance requirements for key system maintenance tasks considering normal conditions in a steady state of the system.			B-006


									B-007





						B.2    User Interface Response			B-008			NA


						The Vendor shall include, as part of the proposal, the utilities required to measure system response times according to Section 3.5 of this specification. The following table summarize the times expected in response to user actions for the steady and high activity scenarios as described in Section 3.5.1.2 of this specification.			B-009


									B-010





						B.4 Function Periodicity and Execution Time			B-011			NA


						The following table represents the execution time for relevant functions and applications in the system.			B-012


									B-013


						B5. Power Applications Periodicity and Execution Time			B-014			NA


									B-015
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System Vendor Installed Version
SCADA/EMS Siemens Spectrum 1.8.2+

Backup Software ARKEIA Network Backup v8.2.15
Mapboard Controller Siemens Simatic S5 (Siemens PLC)
GPS Time Source Hopf System 7001RC GPS
Data Historian (P1) OSlsoft Version 3.4.385.77

Data Warehouse Sybase Version 12.5

Data Warehouse ORACLE Version 11g

Change Monitoring Tripwire Enterprise V8

Table 2-1 - SCL’s Current Vendor Landscape
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Conditions

Normal

High Activity

Normal
Analog Points Changing

50% of scanned values per scan

100% of scanned values per scan

Status Points Changing

10% of scanned values per scan

50% of scanned values per scan

Alarms

30 per minute

(20 analogs, 10 digital)

2000 burst in the first minute
1000 in the next 4 minutes

(500 analogs, 500 digital)

Alarm Acknowledge/Delete

5 per minute

20 per minute

Events

60 per minute

120 per minute

Display Request - Graphic

2 per minute at each console

4 per minute at each console

Display Request - Tabular

2 per minute at each console

3 per minute at each console

Manual Entry

1 every 5 minutes at each console

2 per minute at each console

Supervisory Control

1 every 1 minute — per console

2 every 1 minute — per console

EMS Application execution

1 every 5 minutes at each console

1 every 5 minutes at each console

HISR Alarm Reports

2 queries during scenario test

5 queries during scenario test

HISR Outage Reports

1 every 5 minutes

5 every 5 minutes

Trending

5 of trends created during test,
containing 4 trend lines

5 of trends created during test, containing 4 trend
lines
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ID Description Data Source Destination

1 Transfer Dynamic scheduling info (Virtual | EMS/OATI OATI DSS

generation and Loads)
2 Operational Status and Analog Data EMS/Utilities External Utilities
3 Weather and Hydro Data EMS * External Utilities

* Corporate Users
4 Operational Analog Data EMS * External Utilities
* Corporate Users
5 Operational Status and Analog Data EMS Pl Historian
6 Operational Status, Analog Data and Messages EMS Corporate RDBMS
7 Schedules and Meter Data Power Ops (Oracle)
8 Import/Export CIM Data model EMS/Apps/ EMS/External Apps, Users
Users

9 Export PSSE file model EMS External Apps, Users
10 Water Values Power Ops EMS Economic Dispatch
11 Transmission Limits and Available DownReg, EMS Power Ops
12 PRT Load Forecast Data in a flat file PRT EMS
13 Schedules (NSI, 1-min interchange profiles, | EIDE EMS

hydro reservoir levels and flows) and Meter

data
14 Calculated Meter data EIDE EMS

Mapped to Energy Accounting values in EMS
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Data Source

SCADA Point Summary

Data Type
Analogs
Status
Accumulators

Setpoints

SCADA Point Breakout

Quantity
5400
10000
1040
40

Data Source Data Type Periodicity

RTU Telemetered Status On change 4800
Digital Input (16 bit) 2 sec 40
Analog (Al) 2 sec 3200
Accumulator 5and 15 min 90
Setpoints (Digital 16 bit) On Demand 40
Setpoints (Analog.). On Demand 100
SOE Points On change 1200

Non-Telemetered (e.g. Analog - 1500

manual, pseudo, etc.) Status - 3000
Accumulators - 947

Table A.1-1: Existing SCADA Sizing
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Channels

RTUs (Ini
Protocol (Initial/Future)
LG 8979 40/40 46/80 1200
DNP3 1/150 2/300 9600
DNP3i 0/200 NA NA
IEC 61850 (Future) 0/NA NA NA

Table A.1-2: RTU Sizing
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Item Number

Data Links 13
Analog In 540
Analog Out 4700
Status In 300
Status Out 17500

Table A.1-3 ICCP Sizing
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Primary System C:

Production Environment

Consoles with 4 monitors 30" 6 6
Consoles with 2 monitors 30" 6 10
Color Laser Printers 2 4

QAS Environment

Consoles with 4 monitors 30" 1
Consoles with 2 monitors 30" 1
Color Laser Printers 1

PDS Environment
Consoles with 2 monitors 30" 8 14

Color Laser Printers 1 2

DTS Environment
Consoles with 4 monitors 30" 2 4
Color Laser Printers 1 1

Backup Control Site (BCS) Equi

Production Environment

Consoles with 4 monitors 30" 6 6
Consoles with 2 monitors 30" 1
Color Laser Printers 1

QAS Environment
Consoles with 2 monitors 30" 1 2
Color Laser Printers 0 0

PDS Environment
Consoles with 2 monitors 30" 6 10
Color Laser Printers 1 1

Table A2-1 User Interface Equipment Sizing
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Application Parameter mber

Load Shed and Restoration

Load Groups 22
Load Blocks 22
Load points per Block 8

Security Analysis

Number of Contingencies 10,000
Transmission Application Save Cases Unlimited

Dispatcher Power Flow Cases 20

State Estimator Cases 20

Dispatcher Training Simulator

Scenarios 40
Events per Scenario 10,000
Power Flow Periodicity 4 sec
Dynamics Calculation Periodicity 20 sec
Scenario Duration 24 hrs
Base Cases 40

User Interface
User Accounts 50

Simultaneous Users

Local (Dispatchers, Support, Admin) 30
Remote 20
Study Mode (Power Applications) 10

Pl Archive Interface

Pl-Tags 50,000

Table A3-1 Application Sizing








image15.png


Item Total (Internal) Future

Companies 6(1) 10
Substations 60 (30) 200
Buses 520 (330) 1500
Generators 50 (33) 150
AGC Units 20 30
No. gf Control Areas 1 1
Lines 120 (65) 500
Tie Lines 30 50
Transformers 110 (85) 250
Phase Shifters NA 10
DCLines NA NA
Shunt Elements 104 (75) 400
Load Elements 320 (248) 600
Breaker/Switches 1200 4000
Regulated Nodes 1 1

Table A4-1 Network Model Sizing
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Online Archive

Retention Retention
Function or Type of Data Quantity Periodicity Period Period
Digital Values See Table A.1-1 On 18 months N/A
Occurrence
Analog Values See Table A.1-1 See Table 18 months N/A
Al-1
Accumulators See Table A.1-1 15 minutes 18 months N/A
SOE See Table A.1-1 On 18 months N/A
Occurrence
Alarms and Events 200,000 On 18 months 3 years
(daily.ave.) occurrence
Data Acquisition Log 1000 daily ayg, Daily 30 Days 3 years
Application Data As required On 18 months 3 years
occurrence

Table A5-1 HISR Sizing
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Resource Utilization Requirements Steady State | High Activity Note
Average utilization of the processing capacity of
any server used for executing application <20% <50%
functions
Average utilization of the processing capacity of
any workstation used for user interface or Video <20% <50%
Wall
Average utilization of the transfer capacity of <20% <40%
each storage system (1/0)
Assuming 1
Gb for severs
Average utilization of server/workstation NIC. <5% <10% and 100 Mb
for
workstations
Average utilization of server/workstation memory <30% <50%

Table B1-1 Resource Utilization
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Action Performance
Complete system software build (compilation, binary propagation,---) ready to be <3hr
installed

Complete server build, including operating system, applications and databases <6 hr
Complete generation of all System databases (offline from source) <2hr
Installation of a single, new display including distribution to all consoles 60 sec
Reinstallation of all displays 60 min
Complete system cold startup (from power down to application available) <10 min
Server / Function startup <5 min
Software build of a single application subsystem and associated databases <30 min
Server application startup to the point that the function is available <5 min
Detection and recovery from communication failure <10 sec
Detection and recovery from device, server or function (including failover) <3 sec
System site Main/Backup failover (from the time the request is issued) <2 min
Incremental online database update including propagation of changes within the <60 sec
system

Data Base job propagation and activation from Master to other systems <3 min
Full synchronization between Master and Backup Data Bases <30 min
Update time between Main and Backup systems <2sec
Time to failover external communications (ICCP) <3sec
Data available in the HISR function <2sec
Data available in the backup and DMZ HISR <10 sec

Table B2- 1 System Maintenance
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Maximum Response Time

Normal Scenario High Activity

Action (Steady State) Scenario
Default Response 1sec 1.5 sec
Display Request 1sec 2 sec
ELStZEZsE;na Update (from the time a value changes in 1 sec 1.5 sec
Execution of Supervisory Control Actions 1sec 3 sec
Alarm and Event annunciation 1sec 1.5 sec
Alarm Acknowledgment/Deletion 1sec 1.5 sec
Window Creation 1sec 1.5 sec
Pop-up Menu, Pull Down Menu, Dialog Box, etc 1sec 1.5 sec
Load Loss/ Pick Up Check 1sec 2 sec
Display Hardcopy 30 sec 90 sec
User Interface Logout 15 sec 30 sec
User Interface Login 15 sec 30 sec
HISR Query From the Alarm Log (100,000 alarms) 5sec 10 sec
HISR Query for Analog Data (25,000 analogs) 3 sec 6 sec

Table B.3-1: User Interface Response
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Max Execution Time

Function Periodicity Normal High Activity
Data Acquisition from any data source Configurable 1sec 1sec
Data Acquisition — QAS Listen Mode Configurable 2 sec 2 sec
Real-Time Calculation Configurable 1sec 1sec
Rules-based logic engine calculation Configurable 2 sec 4 sec
Redundant Data Value NA 1sec 1sec
Simulation/Study Mode Cases On Demand 3 sec 3sec

DTS Response Times

Same response times as real-time Production Environment

Table B.4-1: Function Periodicity and Execution Time
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Function

Periodicity

Max Execution Time

Notes

Normal High Activity

Generation Control and Dispatch Applications

Autmatic Generation Control (AGC)

- Monitoring Cycle 2 seconds

- Control Cylce 4 seconds
Security Constrained Economic Dispatch (SCED) 1 minute 5 seconds 10 seconds
Reserve Monitoring 10 seconds

Real —-Time Power Network Applications

Network Topology Processor (NTP) Trlizgvgeer:'ted 1 seconds 1.5 seconds
Topology & Analog Error Detection Same as SE 5 seconds 10 seconds
State Estimator (SE) 1 minute 20 seconds 30 seconds
Contingency Analysis (CA) 5 minutes 60 seconds 120 seconds
Voltage Stability Assessment (VSA) 5 minutes 60 seconds 120 seconds
Dynamic Stability Assessment (DSA) 5 minutes 60 seconds 120 seconds
Study-Mode Network Applications
Network Topology Processor (NTP) !Event 1 seconds 1.5 seconds
Triggered
Topology & Analog Error Detection 5 seconds 10 seconds
State Estimator (SE) 20 seconds 30 seconds

Contingency Analysis (CA)

60 seconds 120 seconds

Voltage Stability Assessment (VSA)

60 seconds 120 seconds

Dynamic Stability Assessment (DSA)

60 seconds 120 seconds

Dispatcher Power Flow (DPF)

20 seconds 30 seconds

Table B.5-1: Function Periodicity and Execution Time












