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SURVEILLANCE IMPACT REPORT OVERVIEW

The Seattle City Council passed Ordinance 125376, also referred to as the “Surveillance Ordinance”, on
September 1, 2017. This Ordinance has implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definition of surveillance.

SMC 14.18.020.B.1 charges the City’s Executive with developing a process to identify surveillance
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and
implemented a process through which a privacy and surveillance review is completed prior to the
acquisition of new technologies. This requirement, and the criteria used in the review process, are
documented in Seattle IT Policy PR-02, the “Surveillance Policy”.

HOW THIS DOCUMENT IS COMPLETED

As Seattle IT and department staff complete the document, they should keep the following in mind.

e Responses to questions should be in the text or check boxes only; all other information
(questions, descriptions, etc.) should NOT be edited by the department staff completing this
document.

e All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or other terms which may not be well-known to external audiences.
Additionally, responses should be written using principally non-technical language to ensure
they are accessible to audiences unfamiliar with the topic.
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PRIVACY IMPACT ASSESSMENT

PURPOSE

A Privacy Impact Assessment (“PIA”) is a method for collecting and documenting detailed information
collected in order to conduct an in-depth privacy review of a program or project. A PIA asks questions
about the collection, use, sharing, security and access controls for data that is gathered using a
technology or program. It also requests information about policies, training and documentation that
govern use of the technology. The PIA responses are used to determine privacy risks associated with a
project and mitigations that may reduce some or all of those risks. In the interests of transparency about
data collection and management, the City of Seattle has committed to publishing all PIAs on an outward
facing website for public access.

WHEN IS A PRIVACY IMPACT ASSESSMENT REQUIRED?

A PIA may be required in two circumstances.

1) When a project, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is
one deliverable that comprises the report.

1.0 ABSTRACT

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

Certain Seattle Fire Department (SFD) response vehicles maintain a digital camera for use during
emergency operations. These cameras may be utilized by Department personnel for several reasons:

e Providing emergency medical doctors with pictures of the mechanism of injury for trauma
patients.

e Pictures of fire scenes for Fire Investigation Unit (FIU) investigations.

e Safety investigations following collisions involving Department response vehicles.

First responders take the cameras from the vehicles, use the images for one of the purposes above
and then delete the images in accordance with Seattle Fire Department’s Policies and Operating
Guidelines (“POG”).
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1.2 Explain the reason the project/technology is being created or updated and why the PIA is
required.

According to the Surveillance Ordinance, a technology has surveillance capability if it can be used “to
collect, capture, transmit, or record data that could be used to surveil, regardless of whether the
data is obscured, de-identified, or anonymized before or after collection and regardless of whether
technology might be used to obscure or prevent the capturing of certain views or types of
information.”

Digital cameras are a ubiquitous part of modern life, and their use by first responders are no
exception. However, cameras used to capture images without the knowledge or consent of the
subjects or property owners are also an example of a technology that meets the most basic definition
of surveillance.

First responders are often required to enter incident scenes at private residences or businesses,
gaining access to potentially sensitive locations or encountering victims requiring emergency medical
services (EMS). In specific cases, SFD personnel use digital cameras to take pictures of patients and
incident scenes, and could potentially capture images of identifiable individuals or their residences
during emergency responses.

2.0 PROJECT / TECHNOLOGY OVERVIEW

Provide an overview of the project or technology. The overview gives the context and background
necessary to understand the purpose, mission and justification for the project / technology proposed

2.1 Describe the benefits of the project/technology.

In emergency settings, time is of the essence. A camera is a useful tool for first responders for
information sharing purposes because images convey a significant amount of information in a short
amount of time.

Providing medical professionals with immediate access to information during emergency responses
can reduce potential for further injury or loss of life for patients. Photos of incident scenes can also
provide valuable information for fire investigators to examine and share their findings with other Fire
Investigation Unit (FIU) staff and the Seattle Police Department’s Arson and Bomb Squad (ABS).

Chiefs may use the cameras to take photos of incident scenes for research or for use in training.
Pictures are also taken during safety investigations involving Fire Department personnel, such as
vehicle collisions.

2.2 Provide any data or research demonstrating anticipated benefits.

The National Fire Protection Association provides guidelines on situational responses, including best
practices and operating procedures. NFPA 904 the Incident Follow-up Report Guide recommends
collecting photographs as a data point to reduce risk over long term when reviewing incidents.
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2.3 Describe the technology involved.

The make and model of emergency scene cameras differ slightly according to the unit or response
vehicle. In all cases though, the cameras are used to take photographs via a basic “point and click”
method.

Chiefs and Medic Units use the Nikon Coolpix L24 or the Panasonic Lumex TS30. The Fire
Investigation Unit’s Nikon D7200 has more functionality, including the ability to take high quality
videos. It is only used to take pictures for fire investigations.

2.4 Describe how the project or use of technology relates to the department’s mission.

The SFD’s mission is to save lives and protect property through emergency medical service, fire and
rescue response and fire prevention. Effective communication and information sharing are essential
components required to achieve our mission.

2.5 Who will be involved with the deployment and use of the project / technology?

The following are involved with the deployment and use of the emergency scene cameras:

e SFD Operations Staff (SFD HQ)

e Seattle Medic One (Battalion 3 at Harborview Medical Center)
e Safety Office (SFD HQ)

e Support Services (SFD HQ)

e SFD Client Services Director

3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City
entities are bound by restrictions specified in the Surveillance Ordinance and Privacy Principles and must
provide written procedures for how the entity will comply with any restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or check-in, check-out of equipment.

For Medic One units, cameras are located in a locked safe with the controlled drugs on each response
vehicle, which require a special PIN to access. The accountability system for the controlled drugs also
allows for an audit trail of all personnel who access the safe. Daily inventories are conducted for
every medic unit, and a quarterly inventory is done by the Medical Services Officer (“MSQO”).

For FIU photo records, only investigators and one administrative specialist have access to the Nikon
D7200 camera and photographs. The cameras are physically located in an office secured behind two
locked doors, which can only be accessed by FIU staff.
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3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

The Uniform Health Care Information Act (RCW 70.02) governs the use, retention and disclosure of
confidential medical information, which includes photos of traumatic injuries sustained by patients.
For covered entities, the Health Information Portability and Accountability Act (HIPAA) also provides
useful standards regarding data security and privacy. For FIU records, investigation photos are
retained in a database that is compliant with current Criminal Justice Information Services (CJIS)
standards.

3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

The Seattle Fire Department’s internal Policies and Operating Guidelines (“POG”) establishes rules
around the use and retention of digital photographs during emergency medical responses:

e Section 5001-13: “All Medic Units and Medic 44 carry a digital camera in the controlled drug
safe. These cameras may be utilized by Department personnel to record the mechanism of
injury for trauma patients. These photographs will only be shown to appropriate hospital
emergency department staff to clearly explain the severity of injury and then will be
promptly deleted from the camera's internal memory.”

e Section 5001-2.6: “Digital photographs of mechanism of injury for trauma patients taken
with the digital camera carried in Medic Unit(s) and/or M44 shall be deleted after being
shown to appropriate hospital emergency department staff.”

e Section 3004-7: “in accordance with OG 5001.2 Aid and Medic Responses, Digital Cameras,
on-duty firefighter/paramedics may use digital cameras provided by the Department to
record the mechanism of injury to trauma patients. After showing the photographs to
appropriate hospital emergency department staff the photos will be deleted.”

All SFD uniformed personnel are trained extensively on all POG sections during recruit school and
their one-year probationary period following the hire date. Battalion 3 (Medic One) paramedics
receive additional training on the use of cameras for documenting traumatic injuries during
paramedic training school.

For the Fire Investigation Unit (FIU), the Captain is responsible for ensuring investigation photos are
maintained in a secure, CJIS compliant database. https://www.seattle.gov/police-manual/title-12---
department-information-systems/12050---criminal-justice-information-systems

In general, commanding officers, such as the acting Lieutenant and/or Captain, are responsible for
ensuring compliance of uniformed personnel in their unit. While the Department has strict policies
around the use of personal devices, such as cameras and cell phones, at this time there are no
sections of the POG specifically addressing the use of department-issued digital cameras and photo
retention. The Department is working to develop a 2018 policy update regarding the use of
department-issued digital cameras in general, as well as their use and retention in vehicle collision
investigations by the Safety office and fire investigations by the FIU.
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4.0 DATA COLLECTION AND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including other IT systems, systems of record, commercial data aggregators,
publicly available data and/or other city departments.

No information from other sources is collected by this technology.

4.2 What measures are in place to minimize inadvertent or improper collection of data?

The Department is working to develop a policy for the all staff regarding the acceptable use of this
technology during emergency responses, as well as the subsequent storage of photos and sharing
with law enforcement agencies. However, there are strict policies regarding the use and deletion of
photos if they include victims requiring emergency medical service (POG section 3004-7).

4.3 How and when will the project / technology be deployed or used? By whom? Who will
determine when the project / technology is deployed and used?

Digital cameras are currently in use by three divisions of the Seattle Fire Department:
e Medic One (Battalion 3) paramedic units

e Battalion Chiefs in Safety 1 and Safety 2 units
e Fire Investigation Unit (FIU) investigators and the FIU Captain

4.4 How often will the technology be in operation?

Digital cameras are currently used in three divisions of the Department. They are used as necessary
by first responders.

4.5 What is the permanence of the installation? Is it installed permanently, or temporarily?

The cameras are included in the apparatus inventory for the respective Department units, but can be
removed for use as needed during an emergency response or investigation.

4.6 Is a physical object collecting data or images visible to the public? What are the markings
to indicate that it is in use? What signage is used to determine department ownership and
contact information?

All digital cameras used by Department personnel are visibly recognizable as such. No signs or other
markings indicate that a digital camera is in use.
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4.7 How will data that is collected be accessed and by whom?

The Medic Unit cameras can only be accessed Battalion 3 paramedics. First responders take the
pictures and display them to the Medic One doctor at Harborview Medical Center. Per Department
policy, the data is not retained following transfer of patient care.

Fire Investigation Unit (FIU) photos are stored in a CJIS-compliant database physically located in a
secured room of the Fire Prevention Division. The records are accessible only to fire investigators,
the FIU Captain and one civilian administrative specialist.

Safety chiefs take pictures for collision investigations, which are stored on the Department’s
internally shared computer or “O” drive and accessible only to the safety office. A total of four
battalion-level chiefs have access to the stored records.

4.8 If operated or used by another entity on behalf of the city, provide details about access,
and applicable protocols. Please link memorandums of agreement, contracts, etc. That are
applicable.

There are no applicable MoA’s, contracts or protocols associated with the use of digital camera
technology by SFD personnel, with the one exception of trauma patient photos taken during EMS
responses (POG Section 3004-7).

4.9 What are acceptable reasons for access to the equipment and/or data collected?

For medic units, cameras are only to be used during emergency medical responses where showing
the mechanism of injury to hospital staff is required to maintain high-level continuity of care. The FIU
camera may only be used for fire investigations. The Safety Office cameras can only be used by chiefs
during safety investigations, such as vehicle collisions.

The Department is working develop a 2018 policy update to document the access and other
protocols for digital cameras, photo retention and data-sharing.

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging, etc.)?

CAD may be used to identify personnel associated with a specific unit or incident, as all on-shift SFD
members are required to sign-in to CAD. Daily inventory and equipment use that can be traced to
the personnel on duty.
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5.0 DATA STORAGE, RETENTION AND DELETION

5.1 How will data be securely stored?

Strict policies regarding the use and deletion of photos for trauma patients are outlined in the
Department’s Policies and Operating Guidelines (POG) section 3004-7 following the completion of a
patient’s transfer of care to hospital staff.

Fire Investigation Unit photos are stored on a CJIS-client database. Safety office photos are stored on
a secured city server within the Department’s “O” drive.

5.2 How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requirements?

Any oversight agency may schedule an appointment with the appropriate officer listed in 5.4.

5.3 What measures will be used to destroy improperly collected data?

Strict policies regarding the use and deletion of photos for trauma patients are outlined in the
Department’s Policies and Operating Guidelines (POG) section 3004-7 following the completion of a
patient’s transfer of care to hospital staff.

FIU photos are retained according to the same retention schedule as the Seattle Police Department’s
Arson and Bomb Squad and DEMS requirements.

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Medic One/Battalion 3 - Four Medical Safety Officers (MSO), one for each shift, and the Medic One
Deputy Chief.

Fire Investigation Unit — FIU Captain

Safety Office — Four Battalion Chiefs, one for each shift.

6.0 DATA SHARING AND ACCURACY

6.1 Which entity or entities inside and external to the city will be data sharing partners?

Photos of trauma patients are only shared in person with emergency room staff for the purposes of
providing patient care. The pictures themselves are never transferred from the camera in any
format.

Photos taken by Safety Chiefs for vehicle collision investigations may be shared with the Risk
Management Division of Finance and Administrative Services (FAS) for the purposes of processing
claims for damages against the City.

FIU photos are shared with the Seattle Police Department using a shared CJIS-compliant database
known as Digital Evidence Management Software (DEMS).
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6.2 Why is data sharing necessary?

The mechanism of injury (MOI) for trauma patients can be shared much more quickly and accurately
with emergency medical staff with a picture than by written or verbal communication. Time and
accuracy are critical in these scenarios, so sharing photos is an invaluable tool for first responders
during medical emergencies.

The Seattle Fire Department’s Fire Investigation Unit works closely with the Seattle Police
Department’s Arson and Bomb Squad (ABS). The sharing of information and records is necessary for
adequate law enforcement.

In addition, all Department records, including photos, are subject to the Public Records Act (RCW
42.56). FIU records are exempt from disclosure during an ongoing law enforcement investigation
(RCW 42.56.240). Once an investigation is closed, all photos are then subject to disclosure, except
for those showing a victim (RCW 70.02). The sharing of FIU photos with the SPD ABS only occurs
within a CJIS-compliant framework, as the two offices share a secure database.

6.3 Are there any restrictions on non-city data use?
Yes X No []

6.3.1 If you answered Yes, provide a copy of the department’s procedures and policies for
ensuring compliance with these restrictions.

Photos of victims are considered confidential medical records protected by the UHCIA (RCW 70.02).
Department policies, outlined above in section 3.3, prohibit the retention of photos showing injuries
sustained by trauma patients.

The Department is working to develop a 2018 policy update for incorporation into the POG specifically
regarding the use of Department-issued cameras.

6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understanding, new uses of the information, new access to the system by
organizations within City of Seattle and outside agencies?

At this time, no such information sharing agreements exist regarding the use of SFD’s digital cameras
and sharing of pictures.

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why.

In all cases, the technology simply produces an image. Any “corrections” to the photographs would
actually reduce the accuracy of the information collected.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

No corrections to pictures or photos are necessary for this technology, nor would it be appropriate.
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4
7.0 LEGAL OBLIGATIONS, RISKS AND COMPLIANCE

7.1 What specific legal authorities and/or agreements permit and define the collection of
information by the project/technology?

Photos of trauma patients are considered confidential medical records according to RCW 70.02,
otherwise known as the Uniform Health-Care Information Act (UHCIA).

Fire Investigation photos are maintained in a ClIS-compliant database known as Digital Evidence
Management Software (DEMS). Policies set forth by CJIS include:

e Alimit of 5 unsuccessful login attempts by a user accessing CJIS

e Eventlogging various login activities, including password changes

e  Weekly audit reviews

e Active account management moderation

e Session lock after 30 minutes of inactivity

e Access restriction based on physical location, job assighment, time of day, and network address

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

The only privacy training provided is the City-wide privacy and security training. For the Medic Units,
all paramedics undergo training on the use of cameras for recording the mechanism of injury for
trauma patients during EMS responses. POG section 3004-7 governs the use of cameras during such
incidents.

7.3 Given the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was mitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included.

Please work with the Privacy Team to identify the specific risks and mitigations applicable to this project
/ technology.

Private occupancies or sensitive areas may be accessed by SFD personnel during an emergency
response. Other records of the response, such as Computer-Aided Dispatch reports, could be then
used in conjunction with this technology to identify individuals at an incident scene.

7.4 Is there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

Examples might include a push of information out to individuals that is unexpected and appears to be
intrusive, or an engagement with a third party to use information derived from the data collected, that
is not explained in the initial notification.

Sharing of incident records with law enforcement is likely the greatest cause for concern. Another
would be protection of records associated with emergency medical services, which are protected by
RCW 70.02.
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8.0 MONITORING AND ENFORCEMENT

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

Disclosures are only authorized if processed by the Department’s Public Disclosure Officer. The PDO
ensures compliance with the POG, UHCIA and the City’s Privacy Principles.

All disclosures are tracked in a log, which is regularly updated and retained on a secure server
accessible only to select employees.

8.2 What auditing measures are in place to safeguard the information, and policies that
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts self-audits, third party audits or reviews.

Medic One cameras are stored in a secure safe on each medic rig, which provides an audit trail of all
individuals who access the safe. The FDA conducts regular audits of the controlled drug safe to
ensure compliance with federal regulations.

There are no specific auditing measures in place at this time regarding the use of department-issued
cameras used during safety investigations. The Department is working to develop a 2018 policy
update on disclosure, tracking and retention of collision investigation records and incorporate it into
the POG.
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FINANCIAL INFORMATION

PURPOSE

This section provides a description of the fiscal impact of the surveillance technology, as required by the
Surveillance Ordinance.

1.0 FISCAL IMPACT

Provide a description of the fiscal impact of the project/technology by answering the questions below.

1.1 Current or potential sources of funding: initial acquisition costs
Current X Potential []

Date of Initial | Date of Go Direct Initial Professional Other Initial
Acquisition Live Acquisition Services for Acquisition Acquisition
Cost Acquisition Costs Funding
Source
FIU Camera: All currently FIU: N/A None Seattle Fire
11/23/16 live $1,349.99 per Department
Medic One & camera General Fund
Safety Office Medic One & — Submitted as
Cameras: Safety Office: a Form 22
5/6/15 $211.11 per
camera

1.2 Current or potential sources of funding: on-going operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.
Current X Potential []

Annual Legal/compliance, | Department IT Overhead Annual Funding
Maintenance and audit, data Overhead Source
Licensing retention and
other security
costs
$0.00 $0.00 $0.00 $0.00 Department
general fund, if
replacement is
needed.
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1.3 Cost savings potential through use of the technology

In an emergency setting, good communication is always critical. Pictures allow first responders to
convey large amounts of information to hospital staff in a quick, efficient and accurate manner.

Early and accurate sharing of information with medical professionals can prevent further injury or
loss of life of patients.

Safety chiefs take pictures of collision involving Department apparatus to preserve information that
could be later used for risk management, including documentation used in processing claims for
damage, as well as improvements to emergency vehicle incident prevention (EVIP) training

1.4 Current or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

None.
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EXPERTISE AND REFERENCES

PURPOSE

The following information is provided to ensure that Council has a group of experts to reference while
reviewing the completed Surveillance Impact Report (“SIR”). Any individuals or agencies referenced
must be made aware ahead of publication that their information has been included. All materials must
be available for Council to access or review, without requiring additional purchase or contract.

1.0 OTHER GOVERNMENT REFERENCES

Please list any other government bodies that have implemented this technology and can speak to the
implementation of this technology.

Agency, Municipality, etc. Primary Contact Description of Current Use
Bellevue Fire Department (425) 452-6892 Use during emergency
responses.
South King Fire & Rescue (253) 839-6234 Use during emergency
responses.

2.0 ACADEMICS, CONSULTANTS, AND OTHER EXPERTS

Please list any experts in the technology under consideration, or in the technical completion of the
service or function the technology is responsible for.

Agency, Municipality, etc. Primary Contact Description of Current Use
National Fire Protection NFPA Secretary of Standards Provides s'Fandards for usage
Association (NFPA) Council: Address — and adoption of by local fire

1 Batterymarch Park departments across the
P.0. Box 9101 country.

Quincy, MA 02269-9101;

Email - stds_admin@nfpa.org
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3.0 WHITE PAPERS OR OTHER DOCUMENTS

Please list any authoritative publication, report or guide that is relevant to the use of this technology or

this type of technology.

Title

Publication

Link

Mechanism of Injury in
Prehospital Trauma Triage

EMS 1

https://www.emsl.com/ems-
products/education/articles/597
356-Mechanism-of-Injury-in-
Prehospital-Trauma-Triage/ o

Photography in Arson
Investigations

Journal of Criminal law and
Criminology

https://scholarlycommons.law.n
orthwestern.edu/cgi/viewconten
t.cgi?referer=https://www.googl
e.com/&httpsredir=1&article=44
33&context=jclc

Arriving at the Fire and/or
Arson Scene: Documenting
the Scene

National Institute of Justice

https://www.nij.gov/topics/law-

enforcement/investigations/crime-

scene/guides/fire-

arson/pages/document.aspx
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RACIAL EQUITY TOOLKIT AND ENGAGEMENT FOR PUBLIC
COMMENT WORKSHEET

PURPOSE

Departments submitting a SIR are required to complete an adapted version of the Racial Equity Toolkit
(“RET”).

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historically underrepresented
communities. Particularly, to inform the public engagement efforts Departments will complete
as part of the Surveillance Impact Report.

2. To highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagement requirements of the Surveillance Impact Report.

ADAPTION OF THE RET FOR SURVEILLANCE IMPACT REPORTS

The RET was adapted for the specific use by the Seattle Information Technology Departments’ (“Seattle
IT”) Privacy Team, the Office of Civil Rights (“OCR”), and Change Team members from Seattle IT, Seattle
City Light, Seattle Fire Department, Seattle Police Department, and Seattle Department of
Transportation.

RACIAL EQUITY TOOLKIT OVERVIEW

RACIAL EQUITY TOOLKIT: TO ASSESS POLICIES, INITIATIVES, PROGRAMS, AND BUDGET ISSUES
The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To do this requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, and budget issues to address the impacts on racial
equity.

WHEN DO | USE THIS TOOLKIT?

Early. Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.
HOW DO | USE THIS TOOLKIT?

With inclusion. The analysis should be completed by people with different racial perspectives.

Step by step. The Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources available on the Office of Civil Rights’ website here: Creating

effective community outcomes; Identifying stakeholders & listening to communities of color; Data
resources
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1.0 SET OUTCOMES

1.1. Seattle City Council has defined the following inclusion criteria in the surveillance
ordinance, and they serve as important touchstones for the risks departments are being
asked to resolve and/or mitigate. Which of the following inclusion criteria apply to this
technology?

L] The technology disparately impacts disadvantaged groups.

[ There is a high likelihood that personally identifiable information will be shared with non-City entities
that will use the data for a purpose other than providing the City with a contractually agreed-upon
service.

The technology collects data that is personally identifiable even if obscured, de-identified, or
anonymized after collection.

[ The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2 What are the potential impacts on civil liberties through the implementation of this
technology?

Some personally identifiable information (PIl) gathered during emergency responses could be used
to identify individuals, such as their name, home address or contact information. Medical privacy is
particularly relevant in the case of pictures taken during medical emergencies. Victims of criminal
activity may also be identified during incident responses, whose identities should be protected in
accordance with RCW 42.56.240 and RCW 70.02.

1.3 What does your department define as the most important racially equitable community
outcomes related to the implementation of this technology?

The Seattle Fire Department is committed to equitable service delivery regardless of race, sexual
orientation, income, immigration or refugee status. All individuals, including non-residents and
visitors to the City will be treated with compassion, professionalism and respect by SFD personnel.

1.4 What racial equity opportunity area(s) will be affected by the application of the

technology?
[J Education Criminal Justice
[J Community Development (1 Jobs
[J Health [J Housing
] Environment Other

1.5 Are there impacts on:
[J Contracting Equity U] Inclusive Outreach and Public Engagement
1 Workforce Equity Other
L] Immigrant and Refugee Access to Services
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2.0 INVOLVE STAKEHOLDERS, ANALYZE DATA

2.1 Departmental conclusions about potential neighborhood impacts of the technology. Are
the impacts on geographic areas?
L1 Yes No

Check all neighborhoods that apply (see map of neighborhood boundaries in Appendix A: Glossary, under
“Seattle Neighborhoods”):

All Seattle neighborhoods

(] Ballard [ Southeast

[ North O] Delridge

[ Northeast [J Greater Duwamish

L] Central [] East District

O] Lake Union [ King County (outside Seattle)

[ Southwest
[ Outside King County. Please describe:

[Respond here, if applicable.]

2.2 What are the racial demographics of those living in the area or impacted by the issue?
(see Stakeholder and Data Resources here.)

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race - 2.4%; Two or
more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White — 70.1%; Black or African American —6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Other Pacific Islander — 17.2%,; Hispanic or Latino (of
any race) — 9.4%

STOP: Department should complete RET questions 2.3 — 6 and
Appendices B-1 AFTER completing their public comment and
engagement requirements.

2.3 Have you completed the following steps to engage the public?

If you have not completed these steps, pause here until public outreach and engagement has been
completed. (See OCR’s RET worksheet here for more information about engaging the public at this point
in the process to ensure their concerns and expertise are part of analysis.)

Create a public outreach plan. Residents, community leaders, and the public were informed of the
public meeting and feedback options via:

Email

1 Mailings
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I Fliers

LI Phone calls
Social media
Other

The following community leaders were identified and invited to the public meeting(s):
American Civil Liberties Union (ACLU)
CARE
Northwest Immigrant Rights
OneAmerica
JACL
For Seattle Police Department only, Community Police Commissions
Other:

Engagement for Public Comment #1
October 25, 2018

Date of meeting:

West Seattle American Legion Hall, 3618 SW Alaska St.

Location of meeting:
Summary of discussion:

Small group discussion regarding the importance of cameras in emergency settings. See
Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Engagement for Public Comment #2
November 5. 2018

Date of meeting:

Green Lake Library, 7364 E. Green Lake Dr. N

Location of meeting:
Summary of discussion:

Concerns regarding medical privacy and audit of persons with access to cameras. See
Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

1 Engagement for Public Comment #3 (if applicable)
N/A

Date of meeting:

N/A

Location of meeting:
Summary of discussion:

N/A

Collect public feedback via mail and email

Racial Equity Toolkit and Engagement for Public Comment Worksheet | Surveillance Impact Report | Emergency Scene Cameras
| page 25



Number of feedback submissions received: 2

See Appendix B for an overview of comments received, and
demographics on attendees. See Appendix E for the transcript of
all comments received for this technologyv.

Summary of feedback:

October 8, 2018 — November 5, 2018

Open comment period:

[l Community Technology Advisory Board (CTAB) Presentation

N/A

Date of presentation:
Summary of comments:

N/A

2.4 What does data and conversations with stakeholders tell you about existing racial
inequities that influence people’s lives and should be taken into consideration when
applying/implementing/using the technology?

(See OCR’s RET worksheet here for more information; King County Opportunity Maps are a good
resource for information based on geography, race, and income.)

With regard to emergency scene cameras, there is a concern regarding the sharing of pictures with
law enforcement. These cameras are used across the City, including underprivileged communities
that may have greater worry about being unfairly targeted. For example, if vulnerable populations
such as refugees do not trust first responders, they are less likely to call 911.

2.5 What are the root causes or factors creating these racial inequities?
Mitigation strategies will be addressed in 4.1 and 5.3. Examples: bias in process; lack of access or
barriers; lack of racially inclusive engagement.

A key factor is mistrust of government, particularly calling 911. Communities that are more
vulnerable to fires, such as immigrants and refugees, may be less willing to contact first responders
in an emergency.
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3.0 DETERMINE BENEFIT AND/OR BURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communities. Given what you have learned from data and
from stakeholder involvement...

3.1 How will the technology, or use of the technology increase or decrease racial equity?
What are potential unintended consequences? What benefits may result? Are the impacts aligned with
your department’s community outcomes that were defined in 1.0?

Emergency scene cameras are only used in specific scenarios by Fire Department personnel. With
the exception of fire investigations, the photos are never shared with law enforcement or the
general public. There is no discernable effect on racial equity with regard to emergency scene
cameras.

3.2 What benefits to the impacted community/demographic may result?

Potentially exposing individuals or their homes to strangers during very difficult times. While the
images are not shared with law enforcement or the public, it can still be embarrassing to have first
responders entering a residence during an emergency.

3.3 What are potential unintended consequences (both negative and positive potential
impact)?

A potential positive impact is reducing the likelihood of further loss of life or property during an
emergency. Cameras are a useful tool for first responders, and anything that makes them more
effective can result in lives being saved. There is also the potential misuse of cameras by first
responders when they have access to sensitive areas and people experiencing medical emergencies.
Strict policies and controlled access to cameras help prevent improper use.

3.4 Are the impacts aligned with your department’s community outcomes that were defined
in step 1.0?

The mission of the Seattle Fire Department is ultimately to protect lives and property. This
technology helps with that mission by assisting first responders with better communication and
coordination during very dangerous moments. While there is a valid concern that the cameras could
be used to identify individuals, they are not used for that purpose or shared with law enforcement in
any case.
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4.0 ADVANCE OPPORTUNITY OR MINIMIZE HARM

Provide a mitigation plan for the impacts described in step 3.

4.1 How will you address the impacts (including unintended consequences) on racial equity?
What strategies address immediate impacts? What strategies address root causes of inequity listed in
2.5? How will you partner with stakeholders for long-term positive change? If impacts are not aligned
with desired community outcomes for surveillance technology (see 1a), how will you re-align your work?

Program/Partnership Strategies:

The Community Fire Safety Advocates (CFSA Program) are a great resource for communicating with
communities across the City, including those who speak languages other than English. These
advocates can be used to translate fire prevention messages and educate SFD personnel on
appropriate ways to interact with their communities.

Policy Strategies:

While the Department already has some policies in place, new and stricter policies regarding the use
of digital cameras are currently being considered for adoption. These rules will clarify when, where
and how digital cameras are to be used. The policy has been drafted and is currently waiting
approval by Department leadership and relevant stakeholders for adoption during the next POG
update anticipated in December 2018.

5.0 EVALUATE, RAISE RACIAL AWARENESS, BE ACCOUNTABLE

The following information must be provided to the CTO, via the Privacy Office, on an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.

The following information does not need to be completed in the SIR submitted to Council, unless this is
a retroactive review.

5.1 Which neighborhoods were impacted/targeted by the technology over the past year and
how many people in each neighborhood were impacted?
All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

Ooooooodx
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[l East District
O

King County (outside Seattle)

Ol Outside King County. Please describe:

Not applicable.

5.2 Demographic information of people impacted/targeted by the technology over the past

year.

To the best of the department’s ability, provide demographic information of the persons surveilled by
this technology. If any of the neighborhoods above were included, compare the surveilled demographics
to the neighborhood averages and City averages.

any race) — 9.4%

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race - 2.4%; Two or
more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White —70.1%; Black or African American — 6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Other Pacific Islander — 17.2%; Hispanic or Latino (of

5.3 Which of the mitigation strategies that you identified in step 4 were implemented in the

past year?

Specifically, what adjustments to laws and policies should be made to remedy any disproportionate
impacts so as to achieve a more equitable outcome in the future.

Type of Strategy
(program, policy,
partnership)

Description of Strategy

Percent complete of
implementation

Describe successes and
challenges with
strategy
implementation

Safety Advocate (CFSA)
program was
developed to
effectively meet the
specific fire safety

Policy Implementation of a 90% There are many
more strict policy stakeholders that have
regarding the use of to review and approve
cameras by SFD the policy, including
personnel. Will be Department leadership
incorporated in the and multiple unions.
Department’s Policies The policies can only
and Operating be put in the POG
Guidelines (POG). twice a year (June and

December).
Program/Partnership The Community Fire 100% Over 24,000

immigrant/refugee
community members
have received safety
messages, including
carbon monoxide
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needs of Seattle’s poisoning, home fire
immigrant and refugee evacuation planning
communities. Initiated and cooking, and
after a tragic fire in heating fire safety
2010, this program has since the program
expanded to provide began.

fire prevention services
to multiple language
and cultural groups.
SFD practices are also
communicated to
vulnerable populations
via these advocates.

5.4 How have you involved stakeholders since the implementation/application of the
technology began?

U
(]

Public Meeting(s)

CTAB Presentation

Postings to Privacy webpage seattle.gov/privacy

Other external communications

Stakeholders have not been involved since the implementation/application

5.5 What is unresolved?
What resources/partnerships do you still need to make changes?

None

6.0 REPORT BACK

Responses to Step 5 will be compiled and analyzed as part of the CTO’s Annual Report on Equitable Use
of Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadership, Change
Team Leads, and community leaders identified in the public outreach plan (Step 2c).
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PRIVACY AND CIVIL LIBERTIES ASSESSMENT

PURPOSE

This section shall be completed after public engagement has concluded and the department has
completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is
completed by the Community Surveillance Working Group (“Working Group”), per the Surveillance
Ordinance which states that the Working Group shall:

“[p]rovide to the Executive and the City Council a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for surveillance technology
acquisition or in-use approval. The impact assessment shall include a description of the potential
impact of the surveillance technology on civil rights and liberties and potential disparate impacts
on communities of color and other marginalized communities. The CTO shall share with the
Working Group a copy of the SIR that shall also be posted during the period of public engagement.
At the conclusion of the public engagement period, the CTO shall share the final proposed SIR with
the Working Group at least six weeks prior to submittal of the SIR to Council for approval. The
Working Group shall provide its impact assessment in writing to the Executive and the City Council
for inclusion in the SIR within six weeks of receiving the final proposed SIR. If the Working Group
does not provide the impact assessment before such time, the Working Group must ask for a two-
week extension of time to City Council in writing. If the Working Group fails to submit an impact
statement within eight weeks of receiving the SIR, the department and City Council may proceed

with ordinance approval without the impact statement.”

WORKING GROUP PRIVACY AND CIVIL LIBERTIES ASSESSMENT

[Assessment to be placed here.]
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4
SUBMITTING DEPARTMENT RESPONSE

G seattle

Memo

Date: 11/27/2018

To: City Council

From: Seattle Fire Department

Subject: Surveillance Impact Report Cover Memo — Emergency Scene Cameras

Description

Seattle Fire Department first responders use Digital Cameras in certain emergency situations, allowing
personnel to quickly and efficiently transmit information required to provide seamless handoff to medical
personnel, They are also used by investigators to document significant fire incidents and collisions involving
Department vehicles.

Purpose

Collecting photos at response incidents is a best practice guideline from the National Fire Protection
Association. These photos help provide medical professionals information during emergency responses,
which can reduce potential for loss of life for patients and direct emergency medical treatment options.
Photos of incident scenes also provide valuable information for SFD's Fire Investigation Unit and Safety
Office.

Benefits to the Public

The tactical use of cameras by first responders allows them to better do their jobs, which helps protect lives
and property from further harm. Getting critical information to hospital staff before and after a patient
arrives can drastically improve the likelihood of a positive outcome. In addition, investigators can use
pictures to better understand what happened following a fire or collision and use that knowledge to
potentially prevent another loss of life or property in Seattle.

Privacy and Civil Liberties Considerations

As with any use of camera technelogy, there may be concerns about inappropriate image collection or use
outside of the purpose originally identified. To reduce these risks, the Seattle Fire Department adheres to
internal policies and operating guidelines, as well as relevant laws governing the use, retention and
disclosure of photos taken by Department personnel. The use of digital cameras is strictly limited to Fire
Investigators, Safety Chiefs and paramedic units during severe medical emergencies or SFD vehicle collision
investigations.

Summary

When time is of the essence, such as during an emergency response, communicating as much information
as possible becomes vital to prevent further loss of life or property. For example, paramedics can provide
emergency room doctors with pictures of trauma patients before they arrive at the hospital, which allows
them to provide more accurate information to first responders and better prepare for the patient’s arrival.
Following fires, investigators use cameras to better understand the conditions on the ground and document
their findings for later analysis. Digital cameras are an invaluable tool for firefighters to meet their mission
of protecting lives and property.

700 Fifth Avenus, Suite 2700 | PO Box 94709 | Seattle, WA 531244709 | 206-233-8736 | seattle.gov/ITD Department
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Frequently Asked Questions (FAQs)

Q: Does SFD ask permission to take photos?

A: Nao, in the few scenarios where Department personnel use cameras, permission is generally not sought.
During ALS responses to capture the mechanism of injury, the patient’s consent is implied as part of their
treatment by certified medical providers.

Q: You mention that you do data sharing with 5PD, do you have agreements or contracts around sharing
this data?

A: The Seattle Fire Department does not have a specific data-sharing agreements with SPD, but we are in
compliance with law enforcement data management palicies (C115) for fire investigation photos, as well as
medical privacy laws (HIPAA & RCW 70.02) when used during advanced life support responses.

Q: Are patient photos not covered under the Health Insurance Portability and Accountability Act (HIPAA)?
A: Photos of patients are protected under the Uniform Health Care Information Act (RCW 70.02) and the
Department is in full compliance with HIPAA's Privacy and Security Rules.

Q: Iz there an audit trail for people not taking photos off the camera (i.e. when an audit is preformed, are
they just checking that the camera is in the secure box, or are they checking that not photos are on the
camera)?

A Mot to that specificity, but all uses of cameras can be traced back to the assigned personnel on a
particular unit, which allows for tracking non-compliance by Department personnel.

Q: Are there any policies governing fire using personal phones for taking photos of people?
A: Yes, this is prohibited according to the Department’s Policies and Operating Guidelines [POG).

Q: Are emergency responders provided data management training?

A All City of Seattle employees, including all Seattle Fire Department personnel, undergo a yearly privacy
and security training. The Department’s Policies and Operating Guidelines (POG) are also taught during
recruit school and regularly reinforced throughout day-to-day operations.

Q: Does the Department use audio/video from vehicle-mounted or body cameras?
A 5FD does not use cameras on vehicles or body cameras.
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APPENDIX A: GLOSSARY

Accountable: (Taken from the Racial Equity Toolkit.) Responsive to the needs and concerns of those
most impacted by the issues you are working on, particularly to communities of color and those
historically underrepresented in the civic process.

Community Outcomes: (Taken from the Racial Equity Toolkit.) The specific result you are seeking to
achieve that advances racial equity.

Contracting Equity: (Taken from the Racial Equity Toolkit.) Efforts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON: “Department of Neighborhoods.”

Immigrant and Refugee Access to Services: (Taken from the Racial Equity Toolkit.) Government services
and resources are easily available and understandable to all Seattle residents, including non-native
English speakers. Full and active participation of immigrant and refugee communities exists in Seattle’s
civic, economic and cultural life.

Inclusive Outreach and Public Engagement: (Taken from the Racial Equity Toolkit.) Processes inclusive
of people of diverse races, cultures, gender identities, sexual orientations and socio-economic status.
Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism: (Taken from the Racial Equity Toolkit.) Pre-judgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilege, and people of color internalizing oppression.

Institutional Racism: (Taken from the Racial Equity Toolkit.) Organizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

MSO: “Medical Services Officer”

OCR: “Office of Arts and Culture.”

Opportunity Areas: (Taken from the Racial Equity Toolkit.) One of seven issue areas the City of Seattle is
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Housing, and the
Environment.

POG: “Seattle Fire Department’s Policies and Operating Guidelines”

Racial Equity: (Taken from the Racial Equity Toolkit.) When social, economic and political opportunities
are not predicted based upon a person’s race.
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Racial Inequity: (Taken from the Racial Equity Toolkit.)

When a person’s race can predict their social, economic, and

political opportunities and outcomes.
RET: “Racial Equity Toolkit”

Seattle Neighborhoods: (Taken from the Racial Equity
Toolkit Neighborhood.) Boundaries defined for the purpose
of understanding geographic areas in Seattle.

Stakeholders: (Taken from the Racial Equity Toolkit.) Those
impacted by proposed policy, program, or budget issue who
have potential concerns or issue expertise. Examples might
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, schools, community-based
organizations, Change Teams, City employees, unions, etc.

Structural Racism: (Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and conditions
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance Ordinance: Seattle City Council passed
Ordinance 125376, also referred to as the “Surveillance
Ordinance.”

B Area Shared by Two Districts
O Neighborhood Service Centers

SIR: “Surveillance Impact Report”, a document which captures the fulfillment of the Council-defined
Surveillance technology review process, as required by Ordinance 125376.

Workforce Equity: (Taken from the Racial Equity Toolkit.) Ensure the City's workforce diversity reflects

the diversity of Seattle.
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APPENDIX B: PUBLIC COMMENT DEMOGRAPHICS AND
ANALYSIS

OVERVIEW OF PUBLIC COMMENT ANALYSIS

Analysis of public comments was completed using a combination of thematic analysis and qualitative
coding. Comments were gathered from many sources, from public engagement meetings, an online
survey form, letters, emails, and focus group discussions. All comments may be reviewed in the
Surveillance Impact Report, Appendix E.

After assigning a theme and code for the content, City staff conducted an analysis using R. A high-level
summary of the results of this analysis are shown below. A detailed description of the methodology is
available in the Surveillance Impact Report, Appendix H.

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of
responses to this question is in the top right. The percentage of responses to that question, following
the identified theme is shown in dark blue. The dark gray shows the percent of comments for this
technology that did not answer that specific question. The light gray shows the percent of responses to
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and
Oversight, etc.).

A word cloud of each qualitative sub-code identified appears at the bottom of each question to provide
more context of the question response themes. If an appropriate quote could be identified to capture
the overall tone of the majority of comments it was included.

COMMENTS SPECIFICALLY ADDRESSING EMERGENCY SCENE CAMERAS

Question 1 2

Do you have concerns about this specific technology or how it is used?
Reponses to this question

Data management: Concerns expressed on any part of the data lifecycle, including third party
use storage and retention.

50%

Policy, enforcement, and oversight: related to department and city policy, oversight,
accountability, transparency, audit and policy enforcement.

50%

Unconcerned: Expressed a lack of concern around technology use or interest in expansion of 50%

use,

“Lack of certainty and formal policy requiring that the trauma photos be deleted after being shown in the ER; and that when
the controlled substances box is checked for its contents, that it's also checked to ensure there are no photos accidentally still
remaining on the device (not just a check that the camera exists in the box).”

Common Themes

scarcity public public safety data breach  safety unconcerned inadequate policy camera scarcity breach inadequate
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Question 2
What value do you think this technology brings to our city? 2
M value Other value Reponses to this question

Efficiency and City finance: increase City capacity and results in cost savings, revenue
generation, innovation, or better service.

50%

Public safety: All applications of public safety frem traffic and transit, to emergency response,
and law enforcement,

Valuable: The public sees great value for City use of the technology, including to reduce bias
through technological subjectivity.

“this technology seems the most straightforward in its clear help for the City and potential help in saving lives.”

Common Themes

emergency response public service  public safetyresponse public
Question 3 2
What worries you about how this is used?

Reponses to this question

W worry Other worry
Government Overreach and Civil Liberties: Government unnecessarily or oversurveilling in a _ 50%
way that could impact individual rights and civil liberties.
Unconcerned: expressed a lack of concern around technology use or interest in expansion of _ 50%
use
Question 4 2
What recommendations would you give policy makers at the City about this technology?
M ves No Reponses to this question

Increase policy, enforcement, and oversight: recommendations related to department and
city policy, oversight, accountability, transparency, audit and policy enforcement.

Improve data management: Recommendation to improve approach to data lifecycle
management, including third party use storage and retention.

50.00%

“An ETA/deadline needs to be supplied for getting the SFD POG updated, overall.”

Question 5 1

Can you imagine another way to solve the problem this technology solves?
Reponses to this question
M Alternative solution Did not respond to question

None: The respondent has no alternative soluitons to recommend. 50.00%

Question 6
Do you have any other comments?

2

M comment Other comment Reponses to this question
Improve SIR Process: Change the surveillance impact report process, suggestions include 50.00%
adding a cost benefit analysis, increaseing information clarity, etc.
Public safety: All applications of public safety from traffic and transit, to emergency response, 50.00%
and law enforcement,
Common Themes
public safety jmprovement information information clarity sir.process improvement
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GENERAL SURVEILLANCE COMMENT THEMES

Many comments were submitted as part of the public comment period that were not specific to a
technology, but to either the concept of surveillance in general, or to technologies which are not on the

Master List.

Themes

increase police

law enforcement
parking enforcement

crime prevention
transit safety public safety

Color legend
3

Top themes

public safety

crime prevention

transit safety

law enforcement

increase police

parking
enforcement

facilitate
traffic.flow

redlight cameras

add cameras

investigative tool

public oversight

increase
deployment

Safety of the public, including first response, and in some cases traffic safety.

Tool or process to aid in the prevention of crime by police.
Safety on or around public transit, roadways, or relating to traffic overall,
including bicycle and pedestrian.

Enforce the laws, whether related to City policy, traffic law, or public safety law
enforcement.

Policy recommendation or alternative solution that requires more police
officers.

Enforcement of laws specifically related to parking infractions.

Improve the ability for cars, buses and bicycle to navigate through the City.

Subject of comment was a camera technology exempt from SIR process by
Ordinance and not under review.

Desire for additional cameras, to include police, traffic, red-light or other.

Value or other comment of police to use technology as a tool for solving open
or active crimes.
Desire for public oversight of technology, may include voting, audits, or other

transparency methods.

Increase the use and deployment of surveillance technology.
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DEMOGRAPHICS FOR GROUP ONE COMMENTS

The number of reported demographics does not correspond to the number of comments received for
the following reasons.

1. The demographic information includes all responses, regardless of which technology was
commented on to protect the privacy of those who provided a response.

2. Some individuals offered more than one comment.

3. Some individuals did not provide any demographic information.

Method Submitted By Gender Neighborhoods
Focus Group 1 9
Focus Group 2 5

Prefer Not to Identify

Meeting 1 15 22%
Meeting 2 7 Male
47%
Meeting 3 10
Meeting 4 14
Meeting 5 5 Female ‘
30%
Survey Monkey 64 N‘st
Grand Total 129
Age ‘ :
. aki ion
36% . agnolia / Queen Annk v‘ ‘
13% 16%
18-44 45-64 65+ Prefer not to identify

Dov’)wn G

Enthnicity

53%

0% 10% " - De@dge S(.St
0, o o,
2 N I — 1% _

American Asian or Black or White Multiple Another  Prefer not
Indian or Asian African races race toidentify  King County (outside Seattle)
Alaska American  American Outside of King County 1
Nati ? :
anve Prefer not to identify 10
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APPENDIX C: PUBLIC MEETING NOTICE(S)

Notice of Public Meetings

Surveillance Technology Public Comment

This is the first round of public comment on previously acquired surveillance technologies. For
more information on these technologies or Surveillance Ordinance visit seattle.gov/privacy.

Meeting 1 Meeting 2 Meeting 3 Meeting 4 Meeting 5
DEptS.' Police Dept. Tran_sptsrtatmn, Police Dept. Police Dept. Tran_spu:srtatmn,
Presenting Fire Dept, Fire Dept.
Date & October 22, October 25, October 29, October 20, Movember 5,
Time 2018 2018 2018 2018 2018
5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 4:30-5:30 p.m.
. American Bertha Knight Green Lake Green Lake
Columbia City . . Landes Room . .
Branch Library Legion Hall: 3% Floor City Branch Library | Branch Library
Location 4791 Rainier West Seattle Hall - 600 4th 7364 East Green | 7364 East Green
Ave S, Seattle 3618 5W Alaska .&ie_SEattle Lake Dr. M, Lake Dr. M,
W Arﬁ 3118 " | 5t Seattle, WA W.-’-:'. 93104 ! Seattle, WA Seattle, WA
98126 (5th Ave door] 958115 958115
Technologies discussed at the meetings include:
Transportation (Meetings 2 & 5) Fire Dept. (Meetings 2 & 5) Police Dept. (Meetings 1, 3, & 4)
Traffic Cameras & Emergency Scene Cameras & | Parking Enforcement Systems &
License Plate Readers Hazmat Cameras Automated License Plate Readers

Here’s how you can provide comments:
The open comment period for these technologies is October 8 - November 5, 2018. There are
three ways to comment:

1. attend the meeting. See the 2. Submit comment online at 3. send mail to Attn: Surveillance &
table above for locations and seattle.gov/privacy. Privacy Program, Seattle IT, PO Box
times. 94709, Seattle, WA 98124,

Comments submitted will be included in the final Surveillance Impact Report submitted to City
Council and available to the public. To comment after this period has closed, contact City Council
staff at seattle.gov/Council.

Please note, this meeting will:

Be video recorded. Ask for a sign-in record of Collect public comments.
attendees.
For meeting accommodations: Please let us know two weeks in
advance of the meeting date if language translation, or other
services are needed by emailing Surveillance@seattle.gov. C it Y 'Df Seatt le
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Aviso de audiencias publicas

Comentarios del publico sobre tecnologias de vigilancia

Esta es la primera ronda de audiencias plblicas sohre tecnologias de vigilancia adquiridas previamente. Para obtener mas
informacidn sobre estas tecnologias o sobre la Suveillange Qrdinance (Ordenanza sobre Vigilandia), visite

Departamentos
a cargo

Fecha y hora

Lugar

Audiencia 1

Depto. de Policia

22 de octubre de
2018
5:00a6:30 p. m.

Columbia City
Branch Library
4721 Rainier Ave
35, Seattle, WA
98118

seattle.gov/privacy.
Audiencia 2 Audiencia 3
Depto. de
Transporte v de Depto. de Policia

Bomberos

25 de octubre de
2018
5:00a6:30 p. m.

American Legion
Hall: West Seattle
3618 5W Alaska 5t
Seattle, WA SB126

29 de octubre de
2018
5:00a6:30 p. m.

Bertha Knight
Landes Room
1st Fleor City Hall -
600 4th Ave,
Seattle, WA SB104
(5th Ave door)

En las audiencias se hablara de las siguientes tecnologias:

Transporte (audiencias 2 y 5)

Cdmaras de transito y

lectares de placas de automaoviles

Depto. de Bomberos (audiencias 2 y 5)

Cdmaras para escenas de emergencia y

camaras para Hazmat (hazardous.
materials, materiales peligrosos)

Como puede enviar sus comentarios:
El periodo ahierto para recibir comentarios sobre estas tecnologias es desde el 8 de octubre hasta el 5 de noviembre de
2018, Existen tres formas de aportar comentarios:

1. Asista a la audiencia. Consulte la
tabla anterior para conocer los
horarios y los lugares.

2. Deje sus camentarios en linea en

seattle.gov/privacy.

Audiencia 4 Audiencia 5
Depto. de |
Depto. de Polica Transporte y de
Bomberos

30 deoctubre de | 5 de noviembre de

2018 2018
5:00a6:30 p.m. 4:303 5:30 p. m.
Green Lake Green Lake

Branch Library
7364 East Green
Lake Dr. N, Seattle,
WASB115

Branch Library
7364 East Green
Lake Dr. M, Seattle,
WA 98115

Depto. de Policia (audiendas 1, 3y 4)

Sistemas de control de areas de
gstacionamiento y lectores automaticos
de placas de automaviles

3. Envie comentarios por correo postal a la
siguiente direccion: Surveillance & Privacy
Program, Seattle IT, PO Box 54709, Seattle,
WA SE124.

Los comentarios enviados se incluirdn en la version final del Surveillance Imeack RBeport. (Informe del efecto de la vigilanda)
que se presentara ante el Consejo de la Ciudad y estard disponible al piblico en general. Para aportar comentarios luego de
este periodo, comuniguese con el personal del Consejo de la Ciudad desde la pagina web seattle.gov/Council.

Tenga en cuenta que esta audiencia tendra las siguientes caracteristicas:

Se prabara en video.

Se llevara un registro de asistencia.

Adaptaciones para las audiencias: 5i necesita servicios de
traduccidn u otros servicios, envienos un correo electrénico a
Surveillance@seattle.gov dos semanas antes de la audiencia.
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Ogaysiiska Kulanada Dadwaynaha

Fikradaha Dadwayanaha ee ku aadan Qalabka
Muraaqgabaynta Casriga ah

Kani waa wareegi koowaad ee lagu aruurinaayo fikradaha dadwaynuhu kagabaan galabka
muraagabaynta casriga ah noociisii hore. Wixii macluumaad dheeraad ah oo kusaabsan galabkaan
ama Surveillance Ordinance (Qaabka Muraagabaynta) booqo seattle.gow/privacy.

Kulanka 1

Waaxaha. N
Soojeedinta Waaxda Booliiska.
Tariikhda iyo | Oktoobar 22, 2018

waqtiga 5-6:30 p.m.
Laanta Maktabada

ee Magaalada
Goobta Columbia

4721 Rainier Ave 5,
Seattle, WA GB118

Kulanka 2
Gaadiidka, Waaxda
Dab Damiska.

Oktoobar 25, 2018
5-6:30 p.m.

American Legion
Hall: West Seattle
361E 5W Alaska 5t
Seattle, WA SB126

Kulanka 3

Waaxda Booliiska.

Oktoobar 29, 2018
5-6:30 p.m.

Bertha Knight
Landes Room
1% Floor City Hall -
600 4th Ave,
Seattle, WA SB104
(5th Ave door)

Kulanka 4

Waaxda Booliiska.

Oktoobar 30, 2018
5-6:30 p.m.

Laanta Maktabada
Green Lake
73264 East Green
Lake Dr. N, Seattle,
WA 95115

Tignoolojiyadaha looga dooday kulanada waxaa kamid ah:

Gaadiidka (kulanada 2 iyo 5)

Kaamirooyinka taraafikada iyo

Qalabka akhriva Agoonsiga Shativada

Waaxda Dab damiska. (Kulanada

2 iyo 5)

Kaamirooyinka Dhacdooyinka

Hamzat

Degdega ah iyo kaamiroyinka

Halkaan kabaro sida aad fikrado kudhiiban karto:
Mudada ay furantahay fikrad kadhiibashada galabkaan casriga ah waa Oktoobar 8 -

Mofeembar 5, 2018. Waxaa jira saddex gaab oo fikir lagu dhiiban karo:

1. Inaad kulanka kagaybgasho. Fiiri
shaxda kore oo ay kugoran yihiin

goobaha iyo xiliyada
lagabanaayo kulanada.

2. Fikirkaaga kudir si
oonleen ah

seattle.gov/privacy.

Waaxda Booliiska. (Kulanada 1, 3, ivo 4)

Kulanka 5
Gaadiidka, Waaxda
Dab Damiska.

Mofeembar 5, 2018
4:30-5:30 p.m.

Laanta Maktabada
Green Lake
7364 East Green
Lake Dr. N, Seattle,
WA 95115

Midaamyada Xakamaynta Baakinka iyo
Qalabka akhriva Agoonsiga Shativada

3. Boosto udir: Surveillance & Privacy

Program, Seattle IT, PO Box 54703,
Seattle, WA 98124,

Fikrado kasta oo lasoo gudbiyo waxaa lagu darayaa War bixinta ugu danbaysa Surveillance Impact Report
(Saamaraynta Qalabka Muraagabada) ee loogudbiyo Dawlada hoose dadwaynuhuna ay akhri sankaraan.
Si aad fikirkaaga udhiibato kadib marka mudadaan dhammaato, laxiriir Shagaalaha Dawlada Hoose oo

ciwaankoodu yahay seattle.gov/Council.

Fadlan ogsoonow, kulankaan waa:

Laduubayaa si mugaal ahaan ah.

Dalbo Dilwanka Galitaanka dadka
Kagaybgalaaya ay saxiixayaan.

Wixi laxiriira adeegyada kulanada intay socdaan labixinaayo: Fadlan
noosoosheeg labo asbuuc kahor taariikhda kulanku dhacayo haddii
adeegyada turjumida luugada, ama adeegyo kale loobaahdo adoo email
noogusoo diraaya Surveillance@seattle.gov.
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/BB 3
BB ARE RS

ExfiREaE, SIELTY SRS A REERE A IR, BEIEMEERE T
Surveillance Ordinance (ERIEEM) MEEHEH, FFHEEE seattle govipovacy.

a1 it 2 e 3 B 4 ek 5
SRS pe o AAiE, RS E=E E=FE OiE, HEAE
WEFEWHR | mEFE1WHR | mEFEI0H | mEFE WA  mEZ11Bs
Hg‘%ﬁﬁ 2 B 25 B 2% B 0 H 5
T4 5-6:30 T 5-6:30 T 5-6:30 T 5-6:30 T 4:30-5:30
Hall: West T:ﬁj Citv Branch Library | Branch Library
jirek Bif“:hz] RML"'.]".m Seattle ol 600 4, | 7364 Fast Green | 7364 East Green
' | 3618 SW Alaska ] - Lake Dr. N, Lake Dr. N,
Ave 5, Seattle, _ . Ave, Seattle, WA .. ..
_ - St Seattle, WA - Seattle, WA Seattle, WA
WA 98118 oR126 93104 98115 98115
o {5th Ave docr) ST S
= b S A ol -
OEE (EEE2fERR S PR (SR iEEE D Tl (EEE 1 3f04)
BB EIRH0 BE ISR (800 S ha iR 808 | (S BT RAME] ELERRR AT B 05 RIIES
EERhEAEE IR
EEXERM AT :
ST LRI A T E R EESM2 2018 £ 10 H8HE 11 HS H, E=EA58TE
wEH
LEEsk. 2. %1 seattle goviprivacy 3. FEHE | Surveillance & Privacy
fiERd A . HEEETAE ., Program, Seatile IT, PO Box 94709,

Seattle, WA 98124,

FERC MR B B A T 1Y 2R R 2% 87 Surveillance [mpact Report (BRIESCEESRE) |, B EWE
with R R, MREEECEAREFERESE R, 555 E seatte goviComal, FiETHEG

HTfEAS.
s, k&

EGSY. EROEEEI. BOE AR L.
SFEHPES  METES T HEnAMES, E9RE Citv of S |
=% H IS REE S E T HAE Suveillace @seatile.gov Ity of Seattle
HE0FEP.

Appendix C: Public Meeting Notice(s) | Surveillance Impact Report | Emergency Scene Cameras | page 43



INFFEGEEN

(1o i = by AN == y) B 7 = JFAN
EEF—Sml, EELCTHZ eI S EERE AN BN, B8 E AR Surveillance
Ordinance (WEFERF KIEE{EE. BifE seattle. gov/privacy.

&= 1Pl &= 2 Pl &= 3 =i & 4 Pl E 5 il

SR EEZR Al EAR TR TR A, JERE
WNIEFEIW0H | 205F 10F | 2018F 108 | 2016F 10HF | 2018=F 11 A
HERS-AiE] 22 H 25 H 23 H 0 H EH
T 5-6:30 T 5-6:30 T 5-6:30 T 5-6:30 | FH 4:30-5:30
Columbia City American Bertha K“R;it Green Lake Green Lake
Branch Library  Legion Hall: Iﬁ%ﬁr Cite Branch Library | Branch Library
LT 4721 Rainier West Seattle - 7364 East 7364 East

Hall — 00 4th

Ave 5, 3618 5W Alaska ive. Seattl Green Lake Dr. | Green Lake Dr.
Seattle, WA | St. Seattle -LEA:’QEEE;U4EJ N, Seattle, WA | N, Seattle, WA
98118 W4 98126 (Sth Ave door) 981156 98115
= EiTie EAR 8 -
R FE 2 T0E 5 =0 bR FE 2 FIE s N0 EER & L3 4 =il
AEEEER A0 ESTEERLSEELERL | FENITRGSEREEE RIS
EFiEEiR e
fEREEN AN -
ST ARNL AENTEREE 2018 & 10 A 8 HE 11 H 5 H, F2E0A=gE :
1. HE=i. 2. B 3. ZTHEMEE  Surveillance &
I SR E kI, seattle. gov/privacy Privacy Frogram, Seattle IT, FO
TEesfazEr Box 94708, Seattle, WA 98124,

AR E ENENFIE TR AR Surveillance Impact Report (SiESNmgHEE) , &7 EmiVEHEA
Lok, SIREEIEIEESEREFENL, % seattle. gov/Comncil, FHRERT SN IIELR.

EEE, i
HITRER, EREFEEEL BEER AT L.

ZWHPRS - nEFESTHEREMES, ESBRIY

HINERIR AR %S THHE Surveillancedseattle. gov City of Seattle
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Thdng Bao Vé Cac Cudc Hop Cong Chiing
Y Kién Cda Cong Ching Vé Cong Nghé Giam Sat

By |a vong thu thap v kign cda cdng ching d3u tién vé cac cdng nghé gidam sat 43 dwoc ing dung trwede day. BE oo
thém théng tin v& cac céng nghé nay hodc Surveillance Ordinance (Sdc LEnh Gidm 54t), hiy truy cip
seattle.gov/privacy.

Cudc hop 1 Cudc hop 2 Cudc hop 3 Cudc hop 4 Cudc hop 5
Cac 50 To 5& Giao Thang 5 Giao Thing
Chi¥c Cudc 5& Canh Sat VAR Tai, S& Clru 5& Canh Sat 5& Canh Sat VAR Tai, S& Clru
Hop Haa Haa
Mgay 22 thang 10 | Mgay 25 thaéng 10 | Ngay 29 thang 10 | Mgay 30 théng 10 | Mgay 5thang 11
. a ném 2018 ném 2018 ném 2018 nam 2018 nam 2018
MNgay & Gio’ . . . . . . . L. s o
5gid-6gio 30 5gid- 6 gia 30 5gio-6gio 30 5gio - 6 gicr 30 4 gic 30 -5 gid
phut chigu phut chigu phut chigu phit chigu 30 phit chigu
e American Legion Bertha Knight Green Lake Green Lake
Columbia City Landes Room . .
. Hall: West ) Branch Library Branch Library
v meer Branch Library 1% Floor City Hall
Bbia diém . Seattle 7364 East Green | 7364 East Green
4721 Rainier Ave - 600 4th Ave,
< Seattle. WA 3618 5W Alaska Seattle. WA Lake Dr. N, Lake Dr. N,
’ 98113' 5t. Seattle, WA 93164 Seattle, WA Seattle, WA
98126 (5th Ave door) 98115 98115
Cac cong nghé duoc thao ludn tai cac cudc hop bao gom:
Giao thing van tai (Cudc hop 2 & 5) S& Ciru Hoa (Cudc hop 2 &.5) S& Canh Sat (Cudchop 1,38 4)
Cac May Quay Giao Thing & May Quay Truding Hop Khdn Cip | HE Théng Thuc Thi Vigc Diu Xe & Cac
Cac Thiét Bj Doc Bién 58 Xe & May Quay Hazmat Thiét Bi Boc Bién 58 ¥Xe Tu Bang

Day la cach quy vi cd thé dua ra y ki€n cia minh:
Théi gian 13y ¥ ki€n cho cdc cdng nghé trén 1a Ngay 8 thang 10 — Ngay 5 thang 11 ndm 2018. C5 ba céch
duwa ra y kign:

1. Tham dw cuéic hop. Xem bang 2. Nép v kign true tuyén tai 3. G thu d&n Attn: Surveillance &
bén trén d& hiét thei gian va dia seattle.gov/privacy. Privacy Program, Seattle IT, PO Box

di€m. 947039, Seattle, WA 98124,

Cac y ki€n duwoc ndp 58 dwoc dua vao ban Surveillance Impact Report (Béo Cao Tac Béng Giam 5at) cudi cing ndp
cho HAi B8ng Thanh Phé va cé sdn danh cho céng chung. B2 dua ra v kign sau khi giai doan thu thap v kign 43 kat
thic, hdy lign hé v&inhan vién cla Hoi ©8ng Thanh Pha tai seattle.gov/Council.

Vui long luru y, cudc hop nay sé:
Bwore ghi hinh. Y&u ciu lwu tén trong danh séch  Thu thdp cic ¥ kifn cha cing ching.
dang ky tham duwr.

BE dap rng cic yEu ciu didu chinh: Vui léng théng bdo cho ching t8i bigt hai

tudn trud'c ngay dien ra cudc hop néu guy vi can dich vu théng dich ngdn ngit i f
hodc cac dich vu khéc, bing cach giti email d&n Surveillance@seattle.gov. Clt 'f ID Seatt le
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Paunawa sa Mga Pampublikong Pagpupulong

Komento ng Publiko sa Teknolohiya sa Pagmamanman

Ite ang unang round para 53 pREKAMENRS ne publike tunzkol 53 mea. dating nakunang teknalohiva 53 paEmamanman. Para 53
Digit. pang imaarmasyan tunekel 53 mea teknQIRNIvENE ke.0 53 Surveillance Ordinance (Qrdinansa 53 PREmMAmANmEN,
humisita 53 seattle.gov/privacy.

Paspupuions1 | Pospupulons2 | Paseupulons3 | Paspupulonsd | PaspupulonsS
ME3 | Deparamentong | RSRSAMENGNE | pepyromemone | Deparamentons | Soiaianentiang

departamento : Transpartasyen, Transpgriasyen,
Pulisya Pulisya Pulisya
na Maglalahad Bumbero Bumbero
Mobyemires,
Petsa at @ Oktubre 22, 2018 | Qktubre 25, 2018 | Qktubre 29, 2018 | Qktubre 30, 2018 e
A 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 4:30-5:30 p.m.
Bertha Knight
Columbia City American Legion Lapdes Room Ereenlli_.;:c:rsmnch Ereenlliz:c:wﬂranm
Lokasyon Bram:!1 !Jhrary Hall: West Seattle | 1* Floor City Hall - 7354 East Green 7364 Fast Graen
4721 Rainier Ave 5, | 3618 5W Alaska 5t 500 4th Ave, Lake Dr. M. Seattle. | Lake Dr. N, Seattle
Seattle, WA 98118 | Seattle, WA SB126 | Seattle, WA 953104 WA G115 WA B8115
[5th Ave door)
Kabilang sa mea teknolohivang tatalakayin sa mga pagpupulong ang:
Transportasyon (Pagpupulong 2 8t 3) Departamenta ng Bumbero, Depariamente ng Pulisya (Pagpupulons
(PzERUpUlong 2 at 5) 1,3 atd)
Nga Camera 53, Traniko at Mga Camera 53 Rinangyarinan ng Mga Sistema 53 Pagpapatupad ng
License Plate Readers (Mga Tagabasang | Emergency at Iylga Camera ng Tamazng PaEpaparada at Mea Automated
Lisensyadone Plaka) Hazmat License Plate Reader (g3 Awtomatikong
Taeabasa ne Lizensvadang Plakal

Narito ang mga paraan kung paang ka makapaghibigay nz mea kemento:
Ang ganahan ne bikas 02 pagkekomente pars 53 MER teknalehivane it av mula Qktubre 8 - Nobyembre, 5, 2018. May
1atlone Raraan Yeane makanaskomento:

1. Dumzalo 3 pulons. Tingnan ang 2. Waesumits ne kamentg online 53 3. Magpadala ne liham, sa Attn:
talahanayan sa.itags para sa mEa seattle.gov/privacy. Surveillance & Privacy Program, Seattle IT,
lpkasyon at oras. PO Box 24708, Seattle, WA 98124,

IS35AMA, 3NE ANUMANS isiNUMItENE Kkamente, 53 huling Surveillance Impact Report (Ulat 53 Epskro ng Bazmamanman) na
isushimite 53 kenseha ne Lunasod at isasanublike. Upang makapaghizay ng kamente Razkzlinas ne RANANRDE o, makinas:
YENayan.sa mez kawani ng Kensehe ng Lungsed sa seattle.gov/Council

Mangyaring tandaan, ang puleng na itg ay:

Ire-record 53 video. Hihingi ng tala ng pag-signinngmga.  Mangongelekta ng mga kemento ng
dadalo. publiko:

Para 53 mga pangangailangan sa pagpupulons: Mangyaning ipgalam sa.amin

kung kailangan. ma ne M3 serhisyo 53 pagsasalin ne wika o iba pang serbisyg .

dalawang lingge bage ang petsa ne pAERUDYIENE 53 RANAMAZITAN NE Clt'f of Seattle
paspapadala ng email 53 Surveillance@seattle.gov. |

Appendix C: Public Meeting Notice(s) | Surveillance Impact Report | Emergency Scene Cameras | page 46



SH =19 SX
ZAJl=s OlE =8

=2 Eo= BHESE ZA2NEH HE H1A HE =3 o YLICH 2 2E =
Surveillance Ordinance(Zt Al =8| &3 ) Atd et 22 = seattle.goviprivacyE ZH =l
F A2 °HEZLICH

=91 =|2|2 =23 2| 2l4 =|9l5
og SF | Az WEZ Y2 "2 TEZ | WEZ Y2
el 20183 102 | 2mme8F 102 | 2018F 102 | 2018 102 | 2018E 113
=l = 99¢! 958! 22! ap< 52
5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 5-6:30 p.m. 4:30-5:30 p.m.
Columbia American Bertha Knight | Green Lake Green Lake
City Branch | Legion Hall: | -2ndes Room & Branch Branch
Aba Librﬂr}' West Seattle 1st Floor Clt}r L|brar'_||' Llhmr}'
- 4791 Rainier | 3618 SW Alaska | Hall- 600 4th | 7364 East 7364 East
Ave S Seattle | St. Seattle, WA Ave, Seattle, Green Lake Green Lake
WA'9811B ' ' 9812,5: WA 93104 Dr. N, Seattle, | Dr. N, Seattle,
(5th Ave door) WA 858115 WA 858115
2ol =2l = 2Nes 2=
WEZ(Z|2| 2 &5) AU (]2 2 & 5) & (21,3, &4)
o= 2R =< HE 22t &2 Hazmat | =4 HE AI*E*' 2 A= HEE
HSEF =D 2 HHl 2 2=2
Ol A MY HH
A0 20l tHE 200 2/ A 2124H2 201849 102 82 ~112 5L YLICH 2/A AT
WH= CH= Ml DEAIZLICE
1. Fefif A |Ct &= 2. 2[H3= =212 3. 2T 27 Surveillance &
2 AIE A0 BE EEdl  seattle.goviprivacy = Privacy Program, Seattle IT, PO
FHAML. HES M2 Box 94709, Seattle, WA 98124.
HE= elAz AMelzil 325 = 2 ZSurveillance Impact Report(Zf Al & 220 M)
== &|MH C"UHHI?HI ZMELICE 2 2/3 =8 2 EF F /A HESHAIHDT, Al2lF
St ZI2IH H seattle.goviCouncilZ 22|81 = AI2| HHEFLICEH

3lo] Al E 1 AMEE CH31 25U LCL

HICIL 2t =St LICE EL =2 QEELICL = elHE =&
o HO| MZ: A0 HE £= JE MU EQEEF .
2o MAE 25 EEHI Surveillance@seattle.gov= City of Seattle

Ol EE 2 =0 €2 =2 HEELICH
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APPENDIX D: MEETING SIGN-IN SHEET(S)

Neighborhood Race/Ethnicity Age Gender

O Ballard O Lake Union | E.White O Under 18 E\Female

[ Central J North [0 Black or African [118-44 0 Male
American

[ Delridge 0 Northeast | 0 American Indian or | [145-64 O Transgender
Alaska Native

O East District [ Southeast | [ Asian ‘Q 65 + O Prefer not

to identify

[ Greater O Southwest | [ Native Hawaiian or | (I Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | I Hispanic or Latino

R]'Prefer not to identify [ Prefer not to

“ identify

\
A
Qi
Neighborhood Race/Ethnicity Age Gender

[ Ballard O Lake Union | [0 White O Under 18 | L Female

O Central O North O Black or African O 18-44 #Male
American

[ Delridge [ Northeast | [J American Indian or %45—64 [ Transgender
Alaska Native

[ East District [ Southeast 65+ [ prefer not

[ Greater O Southwest

Duwamish
I/S King County (outside Seattle)

O Prefer not to identify

G

“% Asian

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify
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Neighborhood Race/Ethnicity Age Gender

O Ballard O Lake Union | B White O Under 18 | O Female

O Central I North [ Black or African [118-44 H'Male
American

'

[ Delridge [ Northeast | I American Indian or | Ld45-64 [ Transgender
Alaska Native

[ East District [ Southeast | [ Asian 65+ (1 Prefer not

to identify

O Greater l‘_’éouthwest (1 Native Hawaiian or | (I Prefer not

Duwamish other Pacific Islander | to identify

O King County (outside Seattle) | I Hispanic or Latino

[0 Prefer not to identify [ Prefer not to
identify

\
X
i
Neighborhood Race/Ethnicity Age Gender

[ Ballard [ Lake Union | O White O Under 18 | [ Female

[ Central [ North O Black or African [0 18-44 O male
American

[ Delridge [ Northeast | [J American Indian or Ff45-64 O Transgender
Alaska Native

[ East District [ Southeast | [J Asian 65+ O Prefer not

[ Greater
Duwamish

)ﬁ Southwest

[0 King County (outside Seattle)

[ prefer not to identify

G

[ Native Hawaiian or
other Pacific Islander

[0 Hispanic or Latino

O Prefer not to
identify

[ Prefer not
to identify

to identify
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Neighborhood Race/Ethnicity Age Gender
[ Ballard O Lake Union |Ed-White O Under 18 K] Female
[ Central [ North O Black or African [J18-44 O Male
American
O Delridge [ Northeast | [J American Indian or @45—64 [ Transgender

Alaska Native

O East District [ Southeast | [J Asian 65+ O prefer not
to identify

O Greater B-Southwest | [J Native Hawaiian or | I Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | LI Hispanic or Latino

O Prefer not to identify [0 Prefer not to
identify

\
N
G .'
Neighborhood Race/Ethnicity Age Gender

[ Ballard [ Lake Union lﬂWhite O Under 18 | O Female

O Central [ North O Black or African O 18-44 ® Male
American

1 Delridge ﬁl Northeast | 1 American Indian or $ 45-64 [ Transgender
Alaska Native

[ East District [ Southeast | [J Asian 65+ O Prefer not

O Greater [ Southwest

Duwamish

[ King County (outside Seattle)

O Prefer not to identify

G

O Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify
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Neighborhood Race/Ethnicity Age Gender
O Ballard O Lake Union IZ(White [0 Under 18 | I Female
Central 1 North [ Black or African E(18-44 IQ/MaIe
American
[ Delridge [0 Northeast | O American Indian or | [145-64 [ Transgender
Alaska Native
[J East District [ Southeast | [ Asian 065+ O Prefer not

[ Greater
Duwamish

O King County (outside Seattle)

[0 Southwest

O Prefer not to identify

G

[ Native Hawaiian or
other Pacific Islander

O Hispanic or Latino

[ Prefer not to
identify

O Prefer not
to identify

to identify
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Neighborhood Race/Ethnicity Age Gender

K Ballard O Lake Union | Xl White O Under 18 | O Female

O Central O North O Black or African 0 18-44 K Male
American

[ Delridge O Northeast | 0 American Indian or & 45-64 [J Transgender
Alaska Native

[ East District [ Southeast | [ Asian 65+ O Prefer not

to identify

[ Greater [0 Southwest | [ Native Hawaiian or | (I Prefer not

Duwamish other Pacific Islander | to identify

[ King County (outside Seattle) | [J Hispanic or Latino

[ Prefer not to identify LI Prefer not to
identify

VR
Gl
Neighborhood Race/Ethnicity Age Gender

O Ballard [ Lake Union \?Ly\lhite O Under 18 | O Female

E]_,Central [J North [ Black or African (118-44 ly,MaIe
American

[ Delridge O Northeast | O American Indian or | (0 45-64 [ Transgender

[ East District [ Southeast

[ Greater [ Southwest

Duwamish
[0 King County (outside Seattle)

[ prefer not to identify

N
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Alaska Native

O Asian

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

ﬂGS +

[ Prefer not
to identify

O Prefer not
to identify




Neighborhood Race/Ethnicity Age Gender
[ Ballard O Lake Union \ZI/White O Under 18 [T Female
@éntral [ North [J Black or African (J18-44 1 Male
American
[ Delridge O Northeast | [0 American Indian or | 00 45-64 [ Transgender

Alaska Native

\ors +

[ East District [ Southeast | [J Asian O Prefer not
to identify
[ Greater O Southwest | [ Native Hawaiian or | [ Prefer not
Duwamish other Pacific Islander | to identify
[ King County (outside Seattle) | (I Hispanic or Latino
[ Prefer not to identify O Prefer not to
identify
\
N
G
Neighborhood Race/Ethnicity Age Gender
O Ballard O Lake Union IE(Nhite O Under 18 | O Female
IZ(CentraI [ North O Black or African d18—44 = Male
American
[ Delridge O Northeast | O American Indian or | (0 45-64 O Transgender
Alaska Native
[ East District [ Southeast | (I Asian 65+ O Prefer not

[ Greater [ Southwest

Duwamish
[ King County (outside Seattle)

[ Prefer not to identify

G

B/Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

[ Prefer not to
identify

[ Prefer not
to identify

to identify
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Neighborhood Race/Ethnicity Age Gender
Xl Ballard O Lake Union | & White O Under 18 | X Female
[ Central [ North [ Black or African Xl 18-44 O Male
American
[ Delridge O Northeast | [J American Indian or | [J 45-64 [ Transgender
Alaska Native
[ East District [ Southeast | [ Asian 65+ O prefer not

[ Greater
Duwamish

[ King County (outside Seattle)

[1 Southwest

[0 Prefer not to identify

G

[ Native Hawaiian or
other Pacific Islander

[ Hispanic or Latino

O Prefer not to
identify

O prefer not
to identify

to identify
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APPENDIX E: INDIVIDUAL COMMENTS RECEIVED

ALL COMMENTS RECEIVED ON EMERGENCY SCENE CAMERAS
ID: 10333698252

Submitted Through: Survey Monkey

Date: 11/7/2018 5:12:21 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SFD: Emergency Scene Cameras
Do you have concerns about this specific technology or how it is used?

1) Lack of ability to detect (and | believe, if | recall correctly, also a lack of formal policy
governing/preventing) photos of patients on the SFD devices being transferred off device, such as via SD
card, USB cable, NFC/wifi, etc. 2) Lack of certainty and formal policy requiring that the trauma photos
be deleted after being shown in the ER; and that when the controlled substances box is checked for its
contents, that it's also checked to ensure there are no photos accidentally still remaining on the device
(not just a check that the camera exists in the box). 3) Overall need for timely improvements to the SFD
POG (encompassing the prior 2 comments and as noted by SFD itself in multiple places in the draft SIR).

What value do you think this technology brings to our city?

Out of all 6 technologies currently up for review, this technology seems the most straightforward in its
clear help for the City and potential help in saving lives. My concerns/worries noted are not at all meant
to diminish its value, and instead are hopeful areas to further bolster the patient protections in place, as
we maintain this technology in use.

What worries you about how this is used?

1) I was surprised to learn that photos of trauma patients taken using these SFD devices aren't covered
under HIPAA. | mean, Seattle can't change HIPAA of course, this is just something | didn't realize wasn't
covered; and does indeed make me uneasy (though it did sound like at the meeting that SFD personnel
do generally treat the photos with caution). 2) (Not with SFD, to the best of my knowledge but) There
have been some incidents known online of nurses/doctors taking photos/videos of patients in
compromising/derogatory ways, such as mocking a patient that was dying (though they did end up
surviving). These incidents don't seem common (thankfully) and they make the news due to the
violation of patient trust and generally unethical behavior displayed. One would hope that SFD would
never be found doing such, but you asked for worries about this technology, and this is an honest
answer.

What recommendations would you give policy makers at the City about this technology?
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1) I do believe that most SFD personnel use the cameras in a responsible manner, but people are human
and can be forgetful (especially if its a busy day for responding to incidents back-to-back), so it'd be a
reasonable (but hopefully rare) accident for photos to not get deleted at times, so it'd be great if the
formal procedure for auditing the controlled substances box included ensuring the camera has no
lingering photos on it. 2) An ETA/deadline needs to be supplied for getting the SFD POG updated,
overall.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

| appreciated SFD's honesty at the community meeting, but | do think it would be helpful in any future
SIR (across departments/technologies), if when a citizen would be reasonably likely to believe that

HIPAA was in scope, that the draft/formal SIR explicitly said either "this technology is in scope for
HIPAA" or "this technology is not in scope for HIPAA", so there would never been any ambiguity about it.

ID: 10312336531
Submitted Through: Survey Monkey
Date: 10/29/2018 10:01:24 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SFD: Emergency Scene Cameras
Do you have concerns about this specific technology or how it is used?

| wish we had more cameras around West Seattle. | visit London and NYC often and feel safer 