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SURVEILLANCE IMPAREPORT OVERVIEW

The Seattle City Council passed Ordingiite3/6,also0 r ef erred to as the “Surve;]
September 1, 2017This Ordinanchas implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definitionveilance.

SMC 14.18.020.B.1 charges the City’'s Executive wi
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and

implemented a process through which a privacy andsiliance review is completed prior to the

acquisition of new technologies. This requirement, and the criteria used in the review process, are
documented inSeattle IT Policy P2, t he “ Surveill ance Policy?”.

HOW THIS OCUMENTS ©OMPLETED
As Seattle IT and department staff complete the document, gieuldkeep the following in mind.

1 Responses to questions should be in the text or check boxesalirdyher information
(questions, descriptions, etc.) sholNtD Tbe edited by the department staff completing this
document.

1 All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or othéerms which may not be weknown to external audiences.
Additionally, responses should be written using principally-temnical language to ensure
they are accessible to audiences unfamiliar with the topic.
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https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf

PRIVACY IMPACT ASSHEENT

PURPOSE

APrivacl mpact As s e & amahodfor ¢olleBtihgfand)documenting detailed information
collected in order to conduct an-tepth privacy review of a program or proje@.PlAasks questions

about the collection, use, sharing, security and access carfivoldata that is gathered using a

technology or program. It also requests information about policies, training and documentation that
govern use of the technology. The PIA responses are used to determine privacy risks associated with a
project and mitigdons that may reduce some or all of those risks. In the interests of transparency about
data collection and management, the City of Seattle has committed to publishing all PIAs on an outward

facing website for public access.

WHEN IS A PRIVACYPMCT ASESMET HEQUIRED?

A PIA may be required in two circumstances.

1) When aproject, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is
one deliverdle that comprises the report.
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1.0ABSTRACT

1.1 Pease provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

Seattle Police DepartmentsesAutomated License Plate Reader (ALPR) technédogacoverstolen
vehiclesto locate subjects of Ambemd Silver Alertand fugitives where vehicle license plate
information is availablgo assist with active investigations, facilitate the flow of traffic (by
monitoring and enforcing City parking restrict&yrand forScofflaw Ordinancenforcement.This
Surveillance Impact Report focuses on SPD use of Patrol ALPR as a necessary law enforcemsg
two capacities:
1. Property Recovery SPD employs ALPR to locate stolen vehicles (ysuall
abandoned), as well as other vehickesject to search warrant.
2. Investigation-On occasion, SPD reliessinred ALPR data within the @y
retention period to assist in criminal investigatidmgidentifying andocating
involvedvehicles, includindocating subjects of Amber and Silver Alerts.

Note that ALPR usage for parking enforcement is discussed in the Surveillance Impact Report
“Parking Enforcement Systems.”’

SPD has nineteen vehicles with ALPR. Eleven of these are Patrol \aetdobéght are Parking
Enforcement vehicles. The el even Patrol vV e
Canine and Major Crimes Units also each have an-ag&Bped vehicle. Although ALPR use by
Patrol differs from ALPR use for ParkingoEsgment in some respects as described in this
Surveillance Impact Report and in the Parking Enforcement Systems (including ALPR) Surveill
Impact Reportall rules and policies that govern ALPR use by SPD as mentionedParkimey
Enforcement SystentSurveillance Impact Repaate applicable in the same mannerthsy are
when ALPR igtilized by P#ol.

SPDdoes not pool ALPR data with other federal agendiEsvever, ALPR data is subject to the Pul
RecordsAct.

The surveillance technology tinis Surveillance Impact Report (SIR) is

1. Neology PIP#&obile license plate recognitiorsystem which is installed in eleven Patrol
vehicles.

2. NeologyBack Office System SoftwarBQS$ through which camera reads are interpreted
and administrative contrids managed. This includes the abilitysiand verify retention
periods, track and | og user activity, v
permissions.
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1.2 Explain the reason the project/technology is being created or updated andyihe PlAis
required.

ALPR collects license plate information from vehicles, which could, if unregulated and
indiscriminately used, be |linked to other
determine where they were parked at a givemé, track the movements of innocent individuals, o
be pooled with ALPR data from other agencies.

2.0PROJECT / TECHNOLOGERVIEW

Provide an overview of the project or technology. The ovengexgs the context and background
necessary to understand thpurpose, mission and justification for the project / technology proposed
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2.1 Describe the benefits of the projetéchnology.

The benefit of ALPR is mafold. Patrol ALPR and Parking Enforcement ALPR assist the City in
locating and recoverm stolenvehicles. Parking Enforcement Al#3Riss the Cty in managing the
flow of traffic (by monitoring and enforcing Cityaffic Codgprovisiong. Additionally both ALPR
systens may assiswith active investigations by helping to determine the location of vehiofes
interest— specificallythose that have been identified as beiagsociated witlan investigation.

SPD uses ALRirrecover stolen vehiclesvhich are often used by thieves in committing other
crimes. SPD uses ALPRotate subjects of Ambend Silver Alertsfugitives where vehicle license
plate information is availabl@nd ALPR has proven to be an esserttal for locatingsubjects of
Amberand Silver Alertand fugitives where vehicle license plate information is availabgein
investigatng crime. Examples include:

1

A murder, in which the victim whavhile dropping off passengers, was confronted and shq
A search of ALPR ddtcated image of the vehicle plate the day of and day after the
homicide. The images showed that the vehicle baen painted from black to gold in an
attempt to conceal itThis assisted in apprehending the suspect.

SPD used ALPR t oehicleparked in theyicimity of airsupdeSeduritys
videofrom surrounding businesses showed the suspect vehicle being driven in the area
whichwas critical in the arrest and charging of the two responsible suspects.

SPD obtained a partial plate and a description of thdrcardriveby-shootingwith three

innocent victims . SPD ran several partial plate searches and found one in the ALPR sy
that had been in the area of the shooting at the time. The vehicle matched the descriptid
and led to identification of the vehicle and ultimately to the arrest of sheoting suspects.

A victim at a charityperated homeless shelter was threatened and nearly stabbed by an
individual who was known only by his first name. The victim reported that the suspect h
stabbed people before, was extremely violent, and hadthedtscene in an agitated state.
The victim was able to provide a partial license plate, which with other description
information, enabled SPD to use the ALPR database to determine the car was routinely
parked undera nearby overpass the middle of the ight. SPD then located the vehicle an
the suspect before he hurt anyone else.

A violent robbery in Tukwila involved a stolen VW Toureg. The suspects in that crime w
involved in subsequent incidents includiggn theftand a road rage incident in whieh
victim was shot at. Using ALPR data, SPD found several locations where the vehicle ha
in the North Precinct area. Photos from the ALPR database provided pictulesaifrrent
color of the vehicle as the registratisaported a differentcolor. Abulletin describing the
vehicle and indicating the possible location assisted SPD in locating the vehicle in north
Seattle and arresting the suspects in these violent crimes.
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2.1Continued

1 Snohomish County Detectives asked for assistance locating @straape suspect. Images
of the suspect’s vehicle had been captuy
victim had been picked up. The security video allowed SPD to read the license plate of
potential suspect vehicle. Using the ALPR sys&Pi) found that the vehicle had parked
several times in a business parkingitoGeattlearound the same time every day. This wag
most likely a work location for a potential suspect. The ALPR led to identification and ar
of the suspect, who worked at theeattlebusiness.

1 SPD received reports that a male exposed himself to-sg@dgirlsnear a local high school.
Using ALPR, SPD was able to determine that a vehicle matching the description and re
license plate information had been parked near the high school at the time of the incide
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2.2 Provide any data or research demonsiting anticipated benefits

Research studies:

1

1

General news reporting about ALPR Benefits:

1

GierlackKeith,et al. License Plate Readers for Law Enforcement: Opportunities and
ObstaclesRAND Corporatiofitps://www.ncjrs.gov/pdffiles1/nij/grants/247283.pdf
Roberts, David & Meghann Casano¥atomated License Plate Recognition Systétohcy
and Operational Guidance for Laul.S. Department of Justice.
https://www.ncjrs.gov/pdffiles1/nij/grants/239604.pdf

“Auto thefts up 10 percent in Seattl e’ s
https://www.kiro7.com/news/local/autethefts-up-10-percentin-seattlesnorth-police-
precinct/832872563

“Suspect in Newte&driknmapadlkanatreKel si e
https://www.kxly.com/news/localnews/suspecin-new-york-murder-arrestedin-
spokane/75615490

“Man suspect of sexwual assault - mmfvacshiolnd
Mark Gomez. Sep 13, 2018. Mercury News.
https://www.mercurynews.com/2018/09/13/fremorpolice-arrestman-suspectedof-
home-invasionrobbery-sexualassaultof-child/

“Man Sentenced to 7 Years for Northeast DC Gunpoint Carjacking ‘af Baphia Barnes.
Sep 7, 2018. NBC rangton.https://www.nbcwashington.com/news/local/Man
Sentencedo-7-Yearsfor-CarjackineNun-in-NortheastDGBrookland492714631.html
“License plate readers help Miami Beach
2018. ABC 1Mttps://www.locall0.com/news/florida/miantbeach/licenseplate-readers
help-miamibeachpolice-crackdown-on-crime

“License plate readers helping police i
https://fox61.com/2018/09/05/licenseplate-readershelping-police-in-manyways/
“License plate reader-andecahnoprobpe”"sc®Prueas
2018. CBS 12ttps://cbs12.com/news/local/licens@late-readertechnologyscoresbreak
in-hit-and-run-probe

“Li cpatesoannersresuitn few ' hits,' but are invi{
Karen Farkas. Dec 4, 2017. Cleveland.¢wips://www.cleveland.com/cuyahoga
county/index.ssf/2017/12/license_plate readers result_in_few hits but are invaluablg
solving_crimes_police_say.html
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2.3 Describe the technology involved

ALPR hardware consists of high defimitinfrared digitacameras that are mounted on elev@&atrol
cars (one of which is unmarkped

The highspeed cameras capture images of license plates as they move into view, and associat
software deciphers the characters on the plate, using optibatacter recognition. This
interpretation is then immediately checked against any license plate numbers that have been
uploaded into the onboard, iehicle software system. Twice a day, the License Plate Reader H
(known as the HotList), a list oddinse plate numbers from Washington Crime Information Center
(WACI C) and the FBI’'s National Ctoithen&LPR systemr
(via a connection to WACIC), whichsaur ce of “hits” for tThee |
|l icense plate numbers compiled on the Hotl
conjunction with felonies, wanted persons, and vehicles subject to sefmsed on federal court
orders” (WSP Memorandum of Unde20H). Othasourcg N
includet he City of Seattl e &hdcontentuplaaded fGrovuetimeé dnd s
metered parking enforcement (which are covered in the Parking Enforcement SystemN&R)PR
data collected by SPELPRequippedParol vehiclesare automatically uploaded into any system
outside of SPD.

SPD contracts with Neology to provide both hardware and software for the PIPS ALPR system
Patrol. In addition to the cameras, Neology provides the backend server, knBd3£, through
which camera reads are interpreted and administrative control is managed. This includes the 3
tosetand verify retention periods, track and
and manage user permissions.

Theconfiguration is designeddhat the cameras capture the images and filter the reads through
the linked software to determine if/when a hit occurs. When the software identifies a hit, it issug
audible alert, and a visual notification informs the usdrichlist the hit comes from- HotList;
Scofflaw; timerestricted over time parking.

In ALPRequippedPatrolvehicles this triggers a chain of responses from the user that incdwdaial
confirmation that the computer interpretation of the camera ingaig accurate, anthe officer
verbaly checks with Dispatch for confirmation that the license plate is truly of interest before any
action is taken. This is dot® ensurethe systemaccuratelyread a license plate. Whem
inaccuracy is detectedisersmay choose t o enter a note int
misread.

All data collected by thBatrolALPR systen{anages, computemterpreted license plate numbers,
date, time, and GPS locatipare stored oRpremiseson a secure servavithin SED and retained for
90 days Similar ALPR data collectedthyee ALPRequipped Parking Enforcemebbot vans
equipped with Paylock Bootview softwaiealso stored with Patrol ALPR datdOSSAfter 90

days, all data collected by tipatrol and boot vanALPR systemsautomatically deleted unless
specific datdhas beerexported as serving an investigative purpes@ which case, it is included in
an investigation filéseethe Surveillance Impact Report fBarking Enforcement Systems (including
ALPRjor further information)
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Seattle Police Department uses ALPR technology in its pursuit of maintaining public safety and
enforcing applicable laws related to staleehicles and other crime®\LPR systems can be used
during routine patrol or specific to a criminal investigation e.g., to locate a stolen vehicles.

2.5 Who will be involved with the deployment and use of the project / technology

As it relates tdPatrol use, each precinct has the ability to utilize one or more of the vehicles at a
time. Each precinct determines, based on its unigperational needsfor itself if/when/where it
will deploy ALPfRquipped vehiclesPrecincts work together to detenine how to share the vehicles
—dependent on their operational needs. ALRRuipped vehicles in the Canine and Major Crimes
Unit respond to calls and matters Gityde, thus providing coverage across the City.

Only sworn officers that have been trathé its use-carried out by another trained sworn officer
and confirmed by the ALPR administratozan sign out an ALRRjuipped vehicle in PatroEach
precinct determines which officers will use the Atd®Ripped vehicles at which time, dependent o
operational need. Officers assigned to the two specialty units, who have been trained in the usg
ALPR, may operate it.

The Technical and Electronic Support Unit (TESUMjt within SPDnaintainsadministrative control
of much o falt&RnbloggTheuhityswff icknowledgeable about investigative and
forensic technologyTESU s mi soprovidetechnigal assistande Detecives and Officers in
connection with investigationsTheBOS&LPR administratas a memberof TESU. The ALPR
administratormonitors and manages user access to the PIPS ALPR system forRerALPR
administrator purges users from system access when they leave the Departioarging
management of the Patrol ALPR system in one unit makasigi® and accountability more efficien
than tasking individual units or precincts with this themselves.
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3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Pleasenant€ity

entities are boud by restrictions specified in the Surveillance Ordinance and Privacy Principles and must

provide written procedures for how the entity will comply with any restrictions identified.

3.1 Describe the processes that are required prior to each use, or adoéss the project /
technology, such as a notification, or cheak checkout of equipment.

Prior to gaining access to the ALPR system, potential users must be trained by other trained off
Once this training has been véeidl with the ALPR administratarsers are given access and must I
into the system with unique login and password information whenever they employ the technolq
They remained logged into the system the entire time that the ALPR system is in opefidi®miogin
is logged and auditable. Officers are assignedviitdcles to use while aghift.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

ALPR systems can be used durimgfine patrolor specific to a criminal investigation (i.e., to locate
stolen vehicle), as pe3PD Policy 16.17The policyspecifies that the APR system administrator wil
be a member of the Technical and Electronic Support Unit (TESWher requires that users must
be trained; they must be certified in A Central Computerized Enforce®entice SystenACCEJS

a compuer controlled communications system maintained by Washington State Patrol that extri
data from multiple repositories, including Washington Crime Information Center, Washington Si
Identification System, the National Crime Information Center, the Bt of Licensing, the
Department of Corrections Offender File, the International Justice and Public Safety Network, g
PARKSand trained in the proper use of ALPR. In addition, the policy limits use of the technolog
strictly routine patrol or dminal investigation. Further, the policy clarifies that users may only
access ALPR data when that data relates to a specific criminal investifRatonds of these
requestsare purged after 90 days.
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file:///C:/Users/fettigs/Desktop/SPD%20Policy%2016.170%20addresses%20Automatic%20License%20Plate%20Readers.%20%20The%20policy%20requires%20that%20users%20must%20be%20trained;%20they%20must%20be%20certified%20in%20A%20Central%20Computerized%20Enforcement%20Service%20System%20(ACCESS)%20%20–%20a%20computer%20controlled%20communications%20system%20maintained%20by%20Washington%20State%20Patrol%20that%20extracts%20data%20from%20multiple%20repositories,%20including%20Washington%20Crime%20Information%20Center,%20Washington%20State%20Identification%20System,%20the%20National%20Crime%20Information%20Center,%20the%20Department%20of%20Licensing,%20the%20Department%20of%20Corrections%20Offender%20File,%20the%20International%20Justice%20and%20Public%20Safety%20Network,%20and%20PARKS%20-%20and%20trained%20in%20the%20proper%20use%20of%20ALPR.%20%20In%20addition,%20the%20policy%20limits%20use%20of%20the%20technology%20to%20strictly%20routine%20patrol%20or%20criminal%20investigation.%20%20Further,%20the%20policy%20clarifies%20that%20users%20may%20only%20access%20ALPR%20data%20when%20that%20data%20relates%20to%20a%20specific%20criminal%20investigation.%20%20A%20record%20of%20these%20requests%20is%20maintained%20by%20the%20ALPR%20administrator.

3.3 Describe the policies and training required alf personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

SPD Picy 16.170addresses Automatic License Plate Readers. The policy requires that users n
trained; they must be certified in A Central Computerized Enforcement Service Sysi€gii§S a
computer controlled communications system maintained by Washington Statel Bzditcextracts
data from multiple repositories, including Washington Crime Information Center, Washington Sf
Identification System, the National Crime Information Center, the Department of Licensing, the
Department of Corrections Offender File, thedmtational Justice and Public Safety Network, and
PARKSand trained in the proper use of ALPR. In addition, the policy limits use of the technolog
strictly routine patrol or criminal investigation. Further, the policy clarifies that users may only
access ALPR data when that data relates to a specific criminal investigation. A record of these
requests is maintained by the ALPR administrator.

A member of TESU monitors compliance for ALPR ugd fRirequippedPatrolvehicles
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4.0 DATACOLLECTION AND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems systems of record, commercial data aggregators,
publicly available data and/or other city departments.

Data collected from ALPR include license plate image, comjnitepreted read of the license plate
number, date, time, and GPS location.

All ALPRequipped vehicles upload a daily Hotlfisin the Washington State Patrtfiat contains
national stolen vehiclelate data published daily by the FBhe Washington State Patrol places thd
HotListfile on a server available through ACCESS to those age¢haichave a specific and signed
agreement with WSP to access and use the informatidme receivindocal law enforcement may
supplement the list with additional information, such as vehicles sought with reasonable suspic
that they are involved in aimcidentor vehicles sought pursuant to a warrafgeethe Surveillance
Impact Report foParking Enforcement Systems (including ALPR) for further information regardi
ALPR use by Parking Enforcement Officers).

4.2 What measures are in place to mininsinadvertent or improper collection of data?

When the ALPR system registers adinatch to a license plate number listed on the HotList (as
described in 2.3 abovgthe user must verify accuracy before taking any action. For instance, wh
the system registers a hit on a stolen vehicle, the user must visually verify that the system accu
read the license plate and, if so, must then contact Dispatch to verfyracy of the hit-that the
vehicle is actually listed as stolen. Only then does the user take action.

Unless a hit has been flagged for investigation and exported from the database for this purpose
captured data is automatically deleted after 98y3, per department retention policyData related
to a flagged hit is downloaded and maintained with the investigation file for the retention period
related to the incident type.

4.3 How and when will the project / technology be deployed or use@® wham? Who will
determine whenthe project / technology is deployed and used?

ALPR systems are used in Patrol on a daily basisithorized sworn users (see 2.5 above).
Supervisors within each precinct determine when AEB&pped vehicles will be on palrand by
which trained personnel. Detectives may access ALPR data in connection with investigations ¢
criminal incidents based on reasonable suspicion.
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4.4 How often will the technology be in operation?

ALPR equipped vehicles are deployed within precincts and Canine and Major Crimes Units bas
operational need, as determined by supervisors within each precinct or specialty unitSFSee
Policy 16.1703.3 and 4.3 above).

16.170- Automatic License Plate Readers

Effective Date: 8/15/2012

16.170POL

This policy applies to the use of automatic license plate readers (ALPRpagtment employees.

1. Criminal Intelligence Section has Operational Control

The ALPR system administrator will be a member of the Technical and Electronic Support Unit
(TESU).

2. Operators Must be Trained

Operators must be ACCESS certified and traiméaei proper use of ALPR.

Training will be administered by TESU and Parking Enforcement, as applicable.

3. ALPR Operation Shall be for Official Department Purposes

ALPR may be used during routine patrol or any criminal investigation.

4. Only Employees WithCCESS Level 1 Certification May Access ALPR Data

Employees are permitted to access ALPR data only when the data relates to a specific crimina
investigation.

A record of requests to review stored ALPR data will be maintained by TESU.

4.5 What is the pemanence of the installation?s it installed permanentlyor temporarily?

SPD has eleven patrol vehicles with ALPR cameras that are permanently installed. The vehicl
temporarily collecting data when in use. The data collected is maintainéaed®PD internd8OSS
ALPR system for 90 days or in investigative files for the retention period related to the incident

(See 4.2 above).

4.6 Is a physical object collecting data or imagesible to the publicAWhat are the markings
to indicate that it is in use®hat signageis used to determine department ownershiand
contact information?

Tenof the devenALPRequipped patrol cars are marked as police vehiceslthe cameras are
visible to the naked eyeOne patrol car is unmarkedndthe cameras notvisible to the naked eye.

Additional marking®n the ten marked vehicles are unnecessary because the vehicles are plain
marked as police vehiclesAdditional markings on the unmarked patrol vehigleuld render it
ineffective as an investigative tool.
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4.7 How will data that is collected be accessed and by whom?
Please do not include staff namesles or functions only.

All data collected for Parking Enforcement systems are hosted on CitseBRIs and are not
accessible by vendors without knowledge and/or permission of City personnel. Unlike some AL
systems, SPD's systems do not “pool” SPD’s

Only authorized usercan access the data collect by ALPR. P&PD Policy 16.178uthorized users
must access the data only for active investigations and all activity by udeessgstem is logged
and auditable. SPpersonnel within specifimvestigativeunits have access to ALPR data during it
retention window of 90 days, during which time they can reference the data if it relates to a spe
investigation.

Data removedrom the system/technology and entered into investigative files is securely input &
used on S P-Pprotectedhnetwaskwidhraccess limited to detectives and identified
supervisory personnel.

All SPD employees are backgrounded and access is cedtogllSPD Manual Title 12 provisions
governing Department Information Systems includdi®D Policy 12.04@epartmentOwned
Computers, Devices & Softwae?D Policy 12.05Criminal Justice Information Syster&$D Policy
12.080- Department Records Access, Inspection & Dissemingdieb, Policy 12.110Use of
Department Email & Internet Systems, arePD Policy 12.1HUse of Cloud Storage Services.

4.8 If operated or used by another entity on behalf of the City, provide details about access,
and applicable protocols. Please link menardums of agreement, contracts, etc. that are
applicable.

Access to th@atrol ALPR systeffinont-end and baclendis limited to ALPRained officers,
authorized SPD administratornd authorizedSeattle CityT administrators.

4.9 What areacceptable reasons for access to the equipment &rddata collected?

Users can only access the equipment for purposes earlier outlirembvery of stolewehiclesto
assist with active investigations, Scofflaw Law enforcement, and parking enforteP@nSPD
Policy 16.170 * ALPR may be used during rout iALERdptd
may be aoohcwhenghe data ftelates to a specific criminal investigation.
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4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) and to provide an audit trail (viewer logging, modification
logging, etc.)?

Individuals can only access the ALPR system via unique login credentials. Hardware systems (
be accessed ehicle (which are assigned by superiors for each shift), and software systems c4
only be accessed-¥ehicle or onsite of SPD. As previously noted, all activity in the system is logg
and can be audited.

Further, City IT manages SQL backend that mAge€R data at the required intervals (90 days). A
record of the purge is generated and accessible at any time foiocagiifn of purges.
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5.0 DATA STORAGETENTION AND DELETION

5.1 How will data be securely storéd

All data collected from the ALPR system is stored, maintained, and managed on premises. Re
is automated Unless a record is identified as hgirelated to a criminal investigation and exported
in support of that investigatioprior to 90 daysall ALPR data is deleted after 90 days. No backuy
data is captured or retained.

5.2 How will the owner allow for departmental and other entities, taudit for compliance
with legal deletion requirements?

ALPR systems maintain access logs on backend servers that are accessible for audit The Offig
Inspector Generahayaccess all data and audit for compliance at any time

5.3 What measures wilbe used to destroy improperly collected data?

Once a license plate has been read, this data is automatically retained. Any action taken as a
of a HotList hit can be contested lnyolvedindividuals. Users may make notes in records about
license plate data captured that reflects that the hit is a misread, or that the hit was in error. Th
dataunrelated to a specific investigatias retained for 90 days.

All information must be gathered and recorded in a manner that is consistentSiith Policy 6.060
such that it does not reasonabl y i nfspguarangeed
by the Constitution of the United States and the State of Washington, including freedom of spe
press, association, and assembly; liberty of conscience the exercise of religion; the right to peti
government for redress of grievancesidant he ri ght to privacy.”’

All SPD employees must adhere to laws, City policy, and Department BéligyPlicy 5.0)land
any employees suspected being in violation of laws or policy or other misconduct are subject tg
discipline, as outlined iBPD Policy 5.002

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Seattle City I'T, in conjunction with SPD’ s
Unit, isresponsible for ensuring compliance with data retention requirements. Additionally, extg
audits by OIG can review and ensure compliance, at any time.
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6.0 DATA SHARING ARBCURACY

6.1 Which entity or entities inside and external to th@ity will be data sharing partners?

SPD has no data sharing partners for ALPR. No person, outside of SPD, has direct access to
system or the data while it resides in the system or technology.

Data obtained from the system may be shamdside SPD with the other agencies, entities, or
individuals within legal guidelines or as required by law.

Datamay be shared with outside entities in connection with criminal prosecutions:

SeattleCi ty Attorney’s Office

King County Prosecuting Attorrieys Of f i c e

King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

Similar entities where prosecution is in Federal or other State jurisdictions

= =4 -4 -4 -8 _9a -9

Data may be made available to requesters pursuarihe Washington Public Records Achapter
4256 RCW “ PRA" ) . Sapplcableiexemptianptp theydata before disclosing to a
requester. Individuals have the right to inspedtinal history record information maintained by
the department RCW 10.97.03@PD Policy 12.0Rdndividuals caaccess their own information
by submitting a public disclosure request.

PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, and respol
to requests “for General Offense Reports f
enf orcement agenci es, as wel | as from insu

Discrete jeces of dataallected by the ALPRay be shared with other law enforcement agencies
wanted bulletins, and in connection with law enforcement investigations jointly conducted with
those agencies, or in response to requests from law enforcement agencies investayatiimgl
activity as governed bgPD Policy 12.0%nd12.11Q All requests for data from Federal Immigrati
and Customs Enforcement (I CE) authorities
accordance with ta Mayor's Directivedated February 6, 2018.

SPD shares data with authorized researchers pursuant to properly execute research and
confidentiality agreements aggvide bySPD Policy 12.055 his sharing may include discrete piec|
of data related to specific investigative files collattey the ALPR system.

6.2 Why is data sharing necessary?

Data sharing is necessary for SPD to fulfill its mission as a law enforcement agency and to con|
with legal requirements.
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6.3 Are there any restrictions on ne@ity data use?
YesH Non

6.3.1 I'f you answered Yes, provide a copy of
ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to the
requirements o28 CFR Part 2n addition, Washington State law enforcement agencies
are subject to the provisions O/AC 44620-260, andRCW Chapter 10.97

Once disclosed in response to PRA request, there are no restrictions eRityalata use;
however, applicable exemptions will be applied prior to disclosure to any requestor whg
not authorized to receive exempt content.

6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understading, new uses of the information, new access to the system by
organizations within City of Seattle and outside agenci€¥@ase describe the process for
reviewing and updating data sharing agreements

Research agreements must meet the standards reftbin SPD Policy 12.05baw
enforcement agencies receiving criminal history information are subject to the requirem
of 28 CFR Part 2@n addition, WashingtoBtate law enforcement agenciase subject to

the provisions oiVAC 44620-260, andRCW Chapter 10.97

Following Council approval of the SIR, SPD must seek Council approval for any materig
change to the purpose or manner in whidhPRnay be used.

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why

Systemusers are trained to visually verify accuracy, comparing a license plate hit to the physicg
plate/vehicle that the system read before taking any action. If they note a misread, they can erj
note into the system recognizing the read, as such. If they cannot verify visually, no action is t4

6.6 Describe any procedures that allow indilials to access their information and correct
inaccurate or erroneous information.

Individuals would not know that their information is collected inaccurately or erroneously in the
normal course of ALPR data reading. This would only comeitorad i vi dual ' s at
on a hit receivedAny action taken as a result of a Hotlasbther hit can be contested bywolved
individuals.Individuals have the right tohallenge citations, alleged code violations, or criminal
charges and mvide correct information.

Individuals may request records pursuant to the PRA, and individuals have the right to inspect
criminal history record information maintained by the departmeRtC\W 10.97.03GPD Policy
12.050. Individuals can access their own information by submitting a pdisiadosure request.
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7.0 LEGAL OBLIGAT®NRISKAND COMPLMNCE

7.1 What specific legal authorities and/or agreements permit and define the collection of
information by the project/technology?

ALPR use is not legally constrained at the local, stafiederal level. Instead, retention of data is
restricted. SPD retains license plate data that is not case specific (i.e., related to an investigatiq
90 days.

Case specific data is maintained for the retention period applicable to the spec#itypes

7.2 Describe what privacy training is provided to users either generally or specifically relevant

to the project/technology.
Forexample, policalepartment responses may include references to the Seattle Police Manual.

Users are trained in he to use the system ahhow to properly access data by other trained SPD
users. The TESU administrator confirms the training before providing access to new users.

SPD Policy 12.05fandates that all employees, including ALPR users, who use terminals that h
access to information in WACIC/NCIC files must be certified by completing complete Security
Awareness Training (Level 2) with recertification testing required every two yaatsll employees
also complete City Privacy Training. Failure to comply with ACCESS/NCIC/WACIC user regjuif
can result in termination of the right to continue using ACCESS services.

7.3 Given the specific data elements collected, describe the gerisks identified and for
each risk, explain how it was mitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included

Please work withite Privacy Team to identify the specifikssand mitigationgpplicable to this project
/ technology.

Each component of data collected, on its own, does not pose a privacy risk. Paired with other
or obtainable information, however, an individual may be able to personally identify ovofers
vehicles, and then use that information to determine, to a certain degree, where specific vehiclg
have been | ocated. B efewairunsimber 8aP fRed &n lodatioR, Rehicles m
equipped with ALPR generally do not follow the sameesuandhe recordsnot related to a
specific incidenare only retained for 90 days, privacy risksubstantially mitigated because of the
limited ability to identifyvehicle patterns.

PerSPD Policy 16.178eneral users of ALPR are restricted from accessamgddata, except as it
relates to a specific criminal investigation. Any activity by a user to access this informé&igyes
and auditable.The Washington Public Records ferjuires release of collected ALPR data, howe\
making it possible for members of the public to make those identification connections on their g
they have access to the information necessargld so, such as an independent knowledge of a
particular individual’s |icense plate numb
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7.4 1s there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?
Examples might include a push of information out to individuals that is unexpectedmears to be

intrusive, or an engagement with a third party to use information derived from the data collected, that
is not explained in the initial notification

As mentioned in 7.3, the data could be used to personally identify individuals; how&®RBr policy
prohibits the use of data collected by ALPR to be used in any capacity beyond its relation to a §
criminal investigation or parking enforcement action. Additionally, all collected data that is not
relevant to an active investigationdgleted 90 days after collection.
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8.0 MONITORING ANINEORCEMENT

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

Data collected by ALPR is only disclosed pursuahetpublic under the PRAThe only data
available for disclosure is that dat@at remains in the system within the 9fay retention window.

PerSPD Policy 12.080 t he Cr i me Records Uni't i s respo
General Offense Reports from other City departments and from other law enforcement agencie
wel | as from insurance companies.”

Discrete pieces of data collected By PRnay be shared with other law enforcement agencies in
wanted bulletins, and in connection with law enforcement investigations jointly conducted with
those agencies, or in response to requests from law enforcementcge investigating criminal
activity as governed b$PD Policy 12.0%hd SPD Policy 12.118ll requests for data from Federal
| mmi gration and Customs Enforcement (I CE)
Counsel in accordance with théayoral Directive, dated February 6, 208PD shares data with
authorized researchers pursuant to properly execute research anfidemtiality agreements as
provide bySPD Policy 12.05%his sharing may include discrete pieces of data related to specific
investigative files collected by the devices.

Any requests for disclosure are | ogged by
Any action taken, and data released subsequently, is then tracked through the request log.
Responses to PublDisclosure Requests, including responsive records provided to a requestor,
|l ogged in SPD' s GovQA system and retained

8.2 What auditing measures are in place to safeguard the information, andgoes that
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts setaudits, third party audits or reviews.

The ALPR system does not seiflit. Instead, thireparty audits exist, as follows: 1) The ALPR
administratorhasthe responsibility of managing the user list and ensuring proper access to the
system; 2) Th®ffice of Inspector General (Ol&n conduct an audit at any tim&/iolations of
policy may resulin referral to Office of Professional Accountability (OPA).
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FINANCIAL INFORMANO

PURPOSE

This section providesdescription of the fiscal impact of the surveillance technolag/required by the
Surveillancérdinance

1.0FISCAL IMPACT
Provide a dscription of the fiscal impact of the project/technology by answering the questions below.
1.1Current or potential sources of fundingnitial acquisition costs

CurrentH Potentialf

Date of Initial | Date of Go Direct Initial Professional Other Initial
Acquisition Live AcquisitionCost | Services for Acquisition | Acquisition
Acquisition Costs Funding
Source
2006 G3M— | 2006 Unable to locate SPD Budget
purchased by record of initial
Neology in acquisition.
2016) However, costs
20152018
$217,297.47
Notes
The PIPS ALPR system dates back to 2006, for which liniiteldacquisition cost data is available.
More recent costs are identified.

1.2 Current or potential sources of funding:mgoing operating costs, including maintenance,
licensing, personneliegal/compliance use auditing, data retention and security costs.

Currentfj Potentialf

Annual Legal/compliance, Department IT Overhead Annual Funding
Maintenance and | audit, data Overhead Source
Licensing retention and
other security
costs
N/A
Notes:
N/A
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1.3 Cost savings potentighrough use of the technology

These are not quantified; however, potential cost savings may result from enhanced patrol
efficiency.The technologyncrease investigative efficiency by reducing the need to canvass
neighboring residences and businesses in efforts to identify involved vefatiesing an incidentlt
may reduce distractions for officers while driving because they do not have to visualljcecee
plates in search of stolen vehicles.

1.4 Current or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

N/A
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EXPERTISE AND REFERESN

PURPOSE

The following information is provide® tensure that Council has a group of experts to reference while
Surveillance

reviewing the ¢

ompl et ed

| mpact

must be made aware ahead of publication that their information has been included. All nigtarat
be available for Council to access or review, without requiring additional purchase or contract.

1.00THER GOVERNMENTHHEENCES

Repor

Please list any other government bodies that have implemented this technology and can speak to the

implementation of this technology.

Agency, Municipality, etc.

Primary Contact

Description of Current Use

Washington State Patrol

2.0ACADEMICS, CONSULTANAND OTHEREERTS

Please list any experts in the technology under consideration, or in the technical completion of the

service or function the technology is responsible for.

Agency, Municipality, etc.

Primary Contact

Description of Current Use

Bryce Newell, PhD

Brycenewell@uky.edu

“Transparent L
Surveillance State: Policing,
New Visibility, and Information
P o | A Dissertation
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3.0WHITE PAPERS OR

Please list any authoritive publication, report or guide that is relevant to the use of this technology or

this type of technology.

CRBEBCUMENTS

Title

Publication

Link

Automated License Plate
Recognition Systems: Policy an
Operational Guidance for Law
Enforcement

USDepartment of Justice
(federallyfunded grant report)

https://www.ncjrs.gov/pdf
files1/nij/grants/239604.p
df

License Plate Readers for Law
Enforcement: Opportunities and
Obstacles

RandCorporation

https://www.ncjrs.gov/pdf
files1/nij/grants/247283.p
df

Local Law Enforcement Jumps (¢
the Big Data Bandwagon:
Automated License Plate
Recognition Systems, Informatiq
Privacy, and Access to

Government Information

66 Maine Law Review 398, 201

Bryce Clayton Newell

https://cpb-us-
w2.wpmucdn.com/wpsite

s.maine.edu/dist/d/46/file
s/2014/06/03Newell.pdf
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RACIAL EQUITY TOAQLANDENGAGEMENT FORBLIC
COMMENWORKSHEET

PURPOSE

Departments submitting &1Rare required to complete an adapted version of the Racial Equity Toolkit
(“RET”) .

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historicaliigtrapresented
communities. Particularly, to inform the public engagement efforts Departments will complete
as part of the Surveillance Impact Report

2. To highlight and mitigate arignpacts on racial equitirom the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagement geirements of the Surveillancenpact Report

ADAPTIONDF THE REOR SURVEILLANCEAKP REPORTS

The RET was adapted for the sifieaise by the SeattlmformationTe c hnol ogy Depart ment s

I T") Privacy Team, the Office of Civil Rights (*“O
City Light, Seattle Fire Department, Seattle Police Department, and Seattle iDepaof
Transpotation.

RACIAL EQUITY TOOLKVERVIEW

RACIALEQUITYTOOLKITTO ASSESBOLICIESNITIATIVEFROGRAMS, ANBUDGETSSUES

The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To do this requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, d&ndiget issues to address the impacts on racial

equity.

WHEN DO | USE THIS TOOLKIT?

Early.Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.

HOW DO | USE THIS TOOLKIT?

With inclusion.The analysis should lm®mpleted by people with different racial perspectives.

Step by stepThe Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources availableon@ie f i ce of Ci merelGed®imgg ht s’ wel

effective community outcomeddentifying stakeholders & listening to communities of cplata
resources

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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1.0 ETOUTCOMES

1.1. Seattle City council has defined the following inclusion criteiiethe surveillance ordinanceand
they serve as important touchstones for the risks departments are being asked to resolve and/or
mitigate. Which of the following inclusion criteria apply to this technology?

A The technology disparately impacts disadvantagenligs.
A There is a high likelihood that personally identifiable information will be shared witFQityrentities
that will use the data for a purpose other than providing the City with a contractually agneea

service.

'H The technology collecttata that is personally identifiable even if obscuredidientified, or
anonymized after collection.

A The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2What are the potential impacts on civil liberties through the implementation of this technology?

Without appropriate policy, license plate data could be paired with other identifiable information
about individuals that could be used to identify indivadiiwithout reasonable suspicion of having
committed a crime, or to data mine for information that is not incidental to any active investigati
SPD Policy 16.1fitigates this concern by limiting operation to solely routine patrol or criminal
investigation.

An additional potential civil liberties concern is that the SPD would-swereil vulnerable or
historically targeteccommunities, deploying ALPR to diverse neighborhoods more often than to
other areas of the City.

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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1.3 What does your department define as the most important racially equitable community outcomes
related to theimplementation of this technolog®

Trustin SPD is affected by its treatment of all individuals. Equity in treatment, regardless of act
perceived race, gender, sex, sexual orientation, country of origin, religion, ethnicity, age, and a
is critical to establishing and maintaining stu

Per the2016 Race and Social Justice Initiative Community Sumeasuring'the perspectives of
those who live, work, and go to schoolSeattle, including satisfaction with City services,
neighborhood quality, housing affordability, feelings about the state of racial equity in the city, g
the role of government in addressing racial inequitiés.1% of African American/Black
respondents 47.3% of Multiracial respondents, and 47% of Indian/Alaska Native respondents h
little to no confidence in the police to do a good job enforcing the law, as compared with 31.5%
White respondents. Further, while 54.9% of people of color have d dezd or fair amount of
confidence in the police to treat people of color and White people equally, 45.1% of people of ¢
have little to no confidence in the police to treat people equitably. This is contrasted with Whiteg
respondents, of which 67.5%abe a great deal or fair amount of confidence in the police to treat
people of color and White people equally. This may be rooted in feelings of disparate types of
contact with the police, across racial groups. While 14.3% of White respondents, 14.7% of
Asian/Pacific Islander respondents, and 16.7% of Latino/Hispanic respondents reported being
questioned by the police, charged, or arrested when they had not committed a crime, some
communities of color reported much higher rates (American Indian/AlaskizéNap.7%;
Black/African American46.8%; and Multiracial36.8%) of this type of contact with the criminal
justice system.

As it relates to ALPR, it is important that SPD continue to follow its policy of limiting use of the

technologyto strictly routine patrol or criminal investigation, as well as limiting access to ALPR d
to only instances in which it relates to a specific criminal investigation. Further, continuing to ad
the system on a regular basis, provides a measure of accountalsilitping so, SPD can mitigate th
appearance of disparate treatment of individuals based on factors other than true criminal activ

1.4 What racial equity opportunity area(s) will be affected by the application of the technology?

i Education 'H Criminal Justice

A Community Development n Jobs

N Health i Housing

A Environment A Other

1.5 Are there impacts on:

i Contracting Equity i Inclusive Outreach and Public Engagetmen
A Workforce Equity 'H Other

N Immigrant and Refugee Access to Services

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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2.0 INVOLVESTAKEHOLDERSNALYZIPATA

2.1 Departmental conclusions about potential neighborhood impacts of the technologye the
impacts on geographic areas™ Yes j No

Check all neigtorhoodsthat apply(see ma@ of neighborhood boundaries in Appendix A: Glossarger
G{SFGGtS bBPAIKO2NK22RA&E

'H All Seattle neighborhoods

i Ballard N Southeast
A North n Delridge
i Northeast N Greater Duwamish
n Central N East District
i Lake Union i King County (outside Seattle)
N Southwest
A Outside King County. Please describe:

N/A

2.2 What are the racial demographics of those living in the area or impacted by the iR¢see
Stakeholder and Data Resour¢ese.)

The demographics for the City of Seattle: WRi6®.5%; Black or African American.9%; Amer.
Indian & Alaska Native0.8%; Asian13.8%; Native Hawaiian & Other Pac. Islande4; Other race
- 2.4%; Two or more race$.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of col
33.7%

STOPDepartment should complet&kETquestions2.3¢ 6 and
Appendices B AFTER completing their publtommment and
engagement requirements.

2.3 Have you completed the following steps to engage the publitfou have not completed these

steps, pause here until public outreach and engagement has been compgtett. /| WRE#& worksheet
herefor more information about engaging the public at this point in the process to ensure their concerns
and expertise are part of analy3is.

3 Create a public outreach pta Residents, community leaders, and the public wiefermed of the
public meeting and feedback options via:

3 Email
3 Mailings
3 Fliers
3 Phone calls
3 Social media

Racial Equity Toolkit drEngagement for Public Comment WorkshieBurveillance Impact ReportAutomated License Plate
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A

Other

3 The following community leaders were identified and invited to the public meeting(s):

19

| S &1 _Sa S5a 59 59

American Civil Libeies Union (£LU

CARE

Northwest Immigrant Rights

OneAmerica

JACL

For Seattle Police Departmeninly, Community Police Commissions
Other.

[Please describe]

i Engagemenfor PublicComment#1

Date of meetin

Location of meetingd

S

[Responchere.]

[Respond here.]

ummary of discussion:

[Respond here, if applicable.]

5

Full meeting transcript, including City attendees, community leaders in attendance, and

attendee demographic data, is attached as an appendix to the SIR

3 Engag
D

Location of meetingd

S

ement foPublicComment#2
[Respond here.l

ate of meetin

[Respond here.]

ummary of discussion:

[Respond here, if applicable.]

9

Full meeting transcript, including City attendees, community leaders in attendance, and

attendee demographic data, is attached as an appendix to the SIR

3 Engag

Date ofmeeting

Location of neeting:

ement foPuldic Comment#3 (ifapplicable
[Respond here.]

[Respond here.]

Summary of gbcussion

[Respond here, if applicable.]

6

Full meeting transcript, including City attendees, community leaders in attendance, and

attendee demographic data, is attached as an appendix to the SIR

Collect public feedback via mail and email

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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Number of feedback submissions recei\ [Respond kre. 1

[Respond here.]

Summary of feedbac

[Respond here.]

Open comment perio
3 Complete compilation of feedback is attached an as an appendix to the SIR

4 Community Technology Advisory Board (CTAB) Presentation

[Respond here,]

Date ofpresentation
Summary otomments:

[Respond here.]

Complete meeting minutes and comments are attached an as an appendix to the SIR
A Any letters of feedback by CTAB members are attached as an appendix to the SIR

2.4 What does data and conversations with stakeholders tell you about existing racial inequities that

Ay Tt dzSyOS LIS2L)X SQa A @Sa | ywRenapkidnggimBlem@a ingliding Sy A y (0 2
the technology?({ SS h/ wQa vnérdfor maeNdfodni&t®rEing County Opportunity Maps

are a good resource for information based on geography, race, and income

[Respond to question 2.4here.]

2.5What are the root causes or factors creating these racial inequitibifigation strategies will be
addressed i.1 and 5.3Examples: bias in process; lack of access or barriers; lack of racially inclusive
engagement.

[Respond to question 2.5 here.]

3.0 DETERMINBENEFIT AND/OBURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communiti&ven whayou have learned from data and
from stakeholder involvement ..

3.1 How will thetechnology, or use of the technologycrease or decrease racial equity¥hat are
potential unintended consequences? What benefits may result? Are the impacts aligned with your
department’s community o0 comes that were defined

[Respond to question 3.1 here.]

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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3.2 What benefits to the impacted community/demographic may result?

[Respond to question 3.1 here.]

3.3 What are potential unintended consequences (both negative and positive potential impact)?

[Respond to question 3.1 here.]

341 NB (GKS AYLIOda FtA3IAySR gAGK &2dzNJ RSLI NI YSYyidQa
1.0?

[Respond to question 3Here.]

4.0 ADVANCE PRORTUNITY ORIMIMIZEHARM

Provide a mitigation plan for the impactiescribed in step 3.

4.1 How will you address the impacts (including unintended consequences) on racial €gjlitihiat
strategies address immediate impacts? Whaatdgies address root causes of inequity listed.5?2
How will you partner with stakeholders for lotgrm positive change? If impacts are not aligned with
desired community outcomes for surveillance technology (see 1a), how will yaligreyour work?

Program Strategies:

[Respond here.]

Policy Strategies:

[Respond here.]

PartnershipStrategies:

[Respond here.]

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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5.0 EVALUATRRAISERACIAIAWARENESBEACCOUNTABLE

The following information must be provided to the CTO, viaRheacy Officeon an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.

The folowing information does not need to l@mpletedin the SIR submitted to Council, unless this is
a retroactive review.

5.1 Which neighborhoods were impacted/targeted by the technologyer the past year and how
many people in each neighborhood were impat2e
I All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

East District

King County (outside Seattle)

Outside King County. Please describe:

& R & s & S L s & i & Jin & S & i & S 5 R L S |

[Respond here, #pplicable.]

5.2 Demographic informatioro f peopl e i mpacted/targeted by the te

To the best of the department’s ability, provide d
this technologylf any of the neighborhoodsbave were included, compare the surveilled demographics
to the neighborhood averages and City averages.

[Respond to question 5.2 here.]

5.3 Which of the mitigation strategies that you identified in Step 4 were implemented in the past
year?Specifically, whaadjustments to laws and policies should be made to remedy any
disproportionate impacts so as to achieve a more equitable outcome in the future

Type of Strategy Description of Strategy| Percent complete of | Describe successes ar|
(program, policy, implementation challenges with
partnership) strategy

implementation

Racial Equity Tootkind Engagement for Public Comment WorksHegtirveillance Impact ReportAutomated License Plate
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5.4 How have you involved stakeholders since the implementation/application of the technology
began?

Public Meeting(s)

CTAB Presentation

Postings tdPrivacy webpage seattle.gov/privacy

Other external communications

Stakeholders have not been involved since the implementation/application

(o & N & e & en £

5.5 What is unresolved®hat resources/partnerships do you still need to make changes?

[Respond to questioB.5 here.]

6.0REPORBACK

Responses to Step 5 will be compiled and analyzed
of Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadershipg€ha
Team Leads, and community leaders identified in the public outreach plan (Step 2c).

Racial Equity Toolkit and Engagement for Public Comment WorkisBeeteillance Impact ReportAutomated License Plate
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PRIVACY AND CIVIBERTIES ASSESSMENT

PURPOSE

This section shall be completed after public engagement has concluded and the department has
completed the Racial EqyifToolkit section above. The Privacy and Civil Liberties Assessment is

compl eted by the Community Surveillance Working
Ordinance which states that the Working Graipl:

“[Plrovide to the Executive and thayOCouncil a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for surveillance technology
acquisition or iruse approval. The impact assessment shall include a description of the potential
impad of the surveillance technology on civil rights and liberties and potential disparate impacts
on communities of color and other marginalized communities. The CTO shall share with the
Working Group a copy of the SIR that shall also be posted during ibd pépublic engagement.

At the conclusion of the public engagement period, the CTO shall share the final proposed SIR with
the Working Group at least six weeks prior to submittal of the SIR to Council for approval. The
Working Group shall provide its iagt assessment in writing to the Executive and the City Council
for inclusion in the SIR within six weeks of receiving the final proposed SIR. If the Working Group
does not provide the impact assessment before such time, the Working Group must askofor a tw
week extension of time to City Council in writing. If the Working Group fails to submit an impact
statement within eight weeks of receiving the SIR, the department and City Council may proceed

G

GAGK 2NRAYIFYyOS FLIINRGLE gAGK2dzi GKS AYLI OG adl

WORKING GROUP PRIVAONDACIVIL LIBERTIESSESSMENT

[Assessment to be placed here.]
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APPENDIA: GLOSSARY

Accountable:(Taken from the Racial Equity ToolkRgsponsive to the needs and concerns of those
most impacted by the issues you are working jarticularly to communities of color and those
historically underrepresented in the civic process.

CommunityOutcomes:(Taken from the Racial Equity ToolKlthe specific result you are seeking to
achieve that advances racial equity.

Contracting Equity(Taken from the Racial Equity Toolkifjorts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON:“ Depart ment of Neighbor hoods

Immigrant and Refugee Access to Seedq Taken from the Racial Equity Toolk@dvernment services

and resources are easily available and understandable to all Seattle residents, includimaginen

English speakers. Full and active participation of immigrant and refugee communities existsSe at t | e’ s
civic, economic and cultural life.

Inclusive Outreach and Public Engagemegfitaken from the Racial Equity ToolkRrpcesses inclusive

of people of diverse races, cultures, gender identities, sexual orientations andesmeiomic status.

Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism:(Taken from the Racial Equity ToolkRrejudgment, bias, stereotypes about an
individual orgroup based on race. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional Racism:(Taken from the Racial Equity Toolkidfganizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

Neology Back Office System Software (BOS$3temhrough whichALPR.amera reads are
interpreted and administrative control is managed. This includes the abilgégttand verify retention
periods, track and | og user activity, view camer a

Neology PIPSMobile licenseplate recognitionsysteminstalled in eleven Patrol vehicles.
OCR “Office of" Arts and Cul ture

Opportunity Areas:(Taken from the Racial Equity Toolkide of seven issue areas the City of Seattle is
working on in partnership with the community toi@inate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Houkihg
Environment.

RacialEquity: (Taken from the Racial Equity Toolkiwhen social, economic and politicalpgtunities
are not predicted based upon a person’s race.
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Raciallnequity: (Taken from the Racial Equity Toolkit.)
When a person’s race ca,andp
political opportunities and outcomes.

RET “ Raci al Equity Tool kit

Seattle Neitnborhoods (Taken from the Racial Equity
Toolkit Neighborhood Boundaries defined for the purpose
of understanding geographic aressSeattle.

Stakeholders{Taken from the Racial Equity ToolKithose
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, schools, commusigsed
organizations, Change Teams, City employees, unions, el

Structural Racism:(Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multip
institutions which leads to adverse outcomes and conditio
for communities of color compared to white communities
that occurs within thecontext of racialized historical and
cultural conditions.

. . . . Bl Area Shared by Two Districts
Surveillance Ordinanceseattle City Council passed O Neighborhood Service Centers
Ordinancel25376al®s referred to as the “Surveillance
Ordinance’

SIR“Surveillance Impact Repdrta document which captures the fulfillment of the Cowdefined
Surveillance technology review process, as require@ituynancel25376

TESU Tethnical and Electronic Support Unit

Workforce Equity(Taken from the Racial Equity Toollr)sure the City'workforce diversity reflects
the diversity of Seattle
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