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The City of Seattle
Department of Information Technology
And 

________________________

CONSULTANT AGREEMENT
FOR

Public Regional Information Security Event Management (PRISEM) System  

Information Technology Research and Development Project
 For Visualization and Analysis of Cyber Attack Traffic

AGREEMENT NO.  DCD 130067


This Agreement is made and entered into by and between The City of Seattle (“the City”), a Washington municipal corporation, through its Department of Information Technology, as represented by the Chief Technology Officer, and __________________________ (“Consultant”), a corporation of the State of _______________ and authorized to do business in the State of Washington.  

Recitals: 

WHEREAS, The City of Seattle received a grant from Marine Exchange of Puget Sound.  The purpose of the grant is to fund cyber-terrorism prevention activities associated with the Public Regional Information Security Event Management (PRISEM) System.  The City of Seattle is leading PRISEM project on behalf of regional agencies.

WHEREAS, the purpose of this Agreement is to obtain the expert services of a consultant to research and develop visualization and analysis of cyber attack traffic to support the PRISEM system.

WHEREAS, the Consultant was selected through a competitive process, RFP DIT 130067.


1. TERM OF AGREEMENT.
The term of this Agreement shall begin when fully executed by all parties and shall end on January 31, 2014 unless amended by written agreement or terminated earlier pursuant to termination provisions.

 
2. TIME OF BEGINNING AND COMPLETION.
The Consultant shall begin the work outlined in the ‘Statement of Services and Deliverables’ section (the ‘Services’) upon receipt of written notice to proceed from the City.  The City will acknowledge in writing when the Services are complete.  



3. STATEMENT OF SERVICES AND DELIVERABLES. 
The Consultant shall perform the following and provide the associated deliverables at a firm fixed price.  

3.1	Develop and Implement Specialized Views:  The Consultant shall research US-CERT requirements and current vulnerability trends applicable to log collection.  For fifteen provisioned jurisdictions, the Consultant shall assist the City in developing new capabilities list for specialized views of log collection services.  Log collection services must meet Nitro Collector specifications.  The Consultant will implement the specialized views of the log collection services.  The Consultant will research and document prior code development as well as all design and configuration changes.    The Consultant shall activate Nitro Portal following established data model and project team requirements.  Portal functional features will be the same in Nitro Portal, SOD Portal, and any other portals as determined by the City.

This deliverable will be considered complete upon the City’s acceptance of reports from four specified provisioned jurisdictions that “limiting log data” is verified within specialized views. 


3.2	Develop and Implement Cross-Organizational Correlation Analysis:  The Consultant shall research US-CERT requirements and current vulnerability trends applicable to cross-organizational correlation analysis.  The Consultant shall develop and implement cross-organizational correlation analysis for fifteen provisioned jurisdictions.  The analysis will show comparative effects of specific attack activity across the provisioned jurisdictions, including length of time that attacks have been witnessed and the relationship to known attacker tools/tactics/procedures (TTPs).  These reports shall be anonymized per individual site and shall identify all data or only the site ID, or only the activity that involves a PRISEM site. The Consultant will document all design and configuration changes in order to provide this cross-organizational correlation.  The Consultant will work with the project technical team to ensure system requirements regarding correlation analysis are completed. 

This deliverable will be considered complete upon the City’s acceptance of three successful tests of cyber alerts being received by fifteen provisioned jurisdictions.  The alerts shall include: 
    1)  event observed  
    2)  link to the length of time across participants of event occurrence
    3)  other activity by same service address within ranges of all participants


3.3	Implement Hardware Capacity Changes:  The Consultant will assist the City in establishing standard maintenance outage and testing windows (e.g., for system patching, network device changes, and hardware upgrades).  The Consultant shall establish emergency outage notification communications procedures to fifteen provisioned jurisdictions.  The Consultant will plan and execute a hardware upgrade and perform service migration onto new hardware.  This upgrade will increase capacity to support four provisioned jurisdictions.  It will also reallocate the old hardware to provide a separate development/testing environment for enhancements.  The Consultant will develop support requirements for hardware upgrade including responsibility for service requirements to extend the warranty on system components.  The Consultant will create a tool set during hardware implementation that provides for consolidation of all databases into a single database.

This deliverable will be considered complete upon the City’s acceptance of:

1)  Successful testing and verified completion of the migration of full PRISEM databases to new hardware 

2)  Verification that database consolidation is functional and operational


3.4	Integrate CIF and NetFlow Botnets Detection System:   The Consultant shall develop and implement code within PRISEM that provides integration with CIF and NetFlow Botnets Detection system. This includes exporting alerts from the Nitro Threat Center into CIF, and enriching Threat Center alerts to include contextual historical data from within CIF. Consultant must meet system requirements for command line capabilities within Nitro Portal and SOD Portal.

This deliverable will be considered complete upon+ three successful tests of data integration results of CIF queries with PRISEM alert data.  


3.5	Automate 2-way alert security traffic with Federal agency –US-CERT:  The Consultant shall research US-CERT requirements and current vulnerability trends applicable to 2-way alert security traffic. The Consultant shall develop code and implement 2-way alerts for selected security traffic between PRISEM and US-CERT.  The Consultant shall provide related documentation and procedures for fifteen provisioned jurisdictions.  The Consultant shall develop event taxonomy for PRISEM operational framework.

This deliverable will be considered complete when:

1) Five test alerts are successfully received by US-CERT Verification verifying that database consolidation is functional and operational

2) Five Indicators of compromise (IOCs) are assimilated from US-CERT by PRISEM data source

3) The STIX protocol for Information Exchange is verified as a successful operation (the level of escalation is in compliance)

The Work shall, at all times, be subject to the City’s general review and approval.  The Consultant shall confer with the City periodically during the progress of the Work, and shall prepare and present such information and materials (e.g. detailed outline of completed Work) as requested by the City to determine the adequacy of the Work or the Consultant’s progress. 


4. PAYMENT.
The Consultant shall be compensated a firm fixed rate of __________________.  The compensation per deliverable shall not exceed:

		Deliverable 1:  		 5%
	Deliverable 2:  		25%
	Deliverable 3:		15%
	Deliverable 4:		20%
	Deliverable 5:		25%
	Final Acceptance:  	10%

The parties agree that the rate includes all direct, indirect, and overhead costs, including travel and living expenses, incurred by the Consultant in performance of the Work. 


5. PAYMENT PROCEDURES.
Payment will be made within 30 days of acceptance of the deliverable by the City’s Project Manager and receipt of a correct invoice.  



A correct invoice will include name of the Deliverable completed, time and attendance records showing date, time period and/or hours, payment rate, and type of service(s) provided.  Time sheets must be signed by the Consultant and the City’s Project Manager.  The Consultant shall include the Agreement number on invoices and submit them to:

	  Department of Information Technology
Accounts Payable Unit
PO Box 94709
Seattle, WA  98124-4709
Attn:  Nitaya Kambhiranond
206-684-0482
nitaya.kambhiranond@seattle.gov


6. TAXES, FEES AND LICENSES.
A. Fees and Licenses:  Consultant shall pay for and maintain in a current status, any license fees, assessments, permit charges, etc.  It is the Consultant’s sole responsibility to monitor and determine any changes or the enactment of any subsequent requirements for said fees, assessments, or changes and to immediately comply.

B. Taxes:  Where required by state statute, ordinance or regulation, Consultant shall pay for and maintain in current status all taxes necessary for performance.  The Consultant shall not charge for federal excise taxes.  The City agrees to furnish Consultant with an exemption certificate where appropriate.  82.04.500 RCW exempts consultant services from sales tax.

C. Withholding payment for taxes/business license fees due the City of Seattle.  As authorized by SMC, the Director of the Department of Finance and Administrative Services may withhold payment pending satisfactory resolution of unpaid taxes and fees due the City.


7. ADDRESSES FOR OFFICIAL NOTICES AND DELIVERABLE MATERIALS.
All official notices under this Agreement shall be delivered to the following addresses (or such other addresses as either party may designate in writing):

	If to the City:  		Erin Devoto, Acting Department Head
				Department of Information Technology
				PO Box 47904
				Seattle, WA  98124-4709
				206-684-0600

	If to the Consultant: 	

All deliverable materials shall be delivered to the following addresses:

	If to the City:  		Michael Hamilton, Chief Information Security Officer
				Department of Information Technology
				PO Box 47904
				Seattle, WA  98124-4709
				206-684-7971

	If to the Consultant: 	







8. SOCIAL EQUITY REQUIREMENTS.
A. The Consultant shall not discriminate against any employee or applicant for employment because of race, color, age, sex, marital status, sexual orientation, gender identity, political ideology, creed, religion, ancestry, national origin, or any sensory, mental or physical handicap, unless based upon a bona fide occupational qualification.  The Consultant shall affirmatively try to ensure applicants are employed, and employees are treated during employment, without regard to race, color, age, sex, marital status, sexual orientation, gender identify, political ideology, creed, religion, ancestry, national origin, or any sensory, mental or physical handicap.  Such efforts include, but are not limited to: employment, upgrading, demotion, transfer, recruitment, layoff, termination, rates of pay or other compensation and selection for training.

B. The Consultant shall promote and seek inclusion of woman and minority businesses on subcontracting opportunities for the Services.  A woman or minority business is one that self-identifies to be at least 51% owned by a woman and/or minority.  Such firms do not have to be certified by the State of Washington.

C. Inclusion responsibilities include commitments within the Consultant WMBE Inclusion Plan submitted with the Consultant Proposal and agreed upon by the City.  The Inclusion Plan is incorporated by this reference as Exhibit A.


9. EQUAL BENEFITS. 
A. The Consultant shall comply with SMC Chapter 20.45 and Equal Benefit Program Rules Which require the Consultant to provide the same or equivalent benefits (“equal benefits”) to the domestic partners of employees as the Consultant provides to spouses of employees.  At the City’s request, the Consultant shall provide complete information and verification of the Consultant’s compliance.  

B. Any violation of this Section shall be a material breach, for which the City may exercise enforcement actions or remedies as defined in SMC Chapter 20.45.


10. INDEMNIFICATION. 
The Consultant does hereby release and shall defend, indemnify, and hold the City and its employees and agents harmless from all losses, liabilities, claims (including claims arising under federal, state or local environmental laws), costs (including attorneys’ fees), actions or damages of any sort whatsoever arising out of the Consultant’s performance of the services contemplated by this Agreement to the extent attributable to the negligent acts or omissions, willful misconduct or breach of this Agreement by the Consultant, its servants, agents and employees.  In furtherance of these obligations, and only with respect to the City, its employees and agents, the Consultant waives any immunity it may have or limitation on the amount or type of damages imposed under any industrial insurance, workers compensation, disability, employee benefit or similar laws.  The Consultant acknowledges that the foregoing waiver of immunity was mutually negotiated and agrees that the indemnification provided for in this section shall survive any termination or expiration of this Agreement.


11.  INSURANCE.
The Consultant is required to submit evidence of insurance per the requirements in attached “Insurance Requirements and Transmittal Form,” Exhibit B.  




12. AUDIT.
Upon request, the Consultant shall permit the City, and any other governmental agency involved in the funding of the Services “Agency”, to inspect and audit all pertinent books and records.  This includes services of the Consultant, any subconsultant, or any other person or entity that performed work in connection with or related to the Services.  Such books and records shall be made available at any and all times deemed necessary by the Agency, including up to six years after the final payment or release of withheld amounts.  Such inspection and audit shall occur in King County, Washington, or other such reasonable location as the Agency selects.  The Consultant shall supply or permit the Agency to copy such books and records.  The Consultant shall ensure that such inspection, audit and copying rights of the Agency is a condition of any subcontract, agreement or other arrangement under which any other persons or entity is permitted to perform Services under this Agreement. 


13. INDEPENDENT CONSULTANT.
A. The Consultant is an independent Consultant.  This Agreement is not intended for the Consultant to act as a City employee.  The City has neither direct nor immediate control over the Consultant or the right to control the manner or means by which the Consultant works.  Neither the Consultant nor any Consultant shall be deemed to be an employee of the City.  This Agreement prohibits the Consultant to act as the agent or legal representative of the City.  The Consultant is not granted any express or implied rights or authority to assume or create any obligation or responsibility for or in the name of the City, or to bind the City.  The City is not liable for or obligated to pay sick leave, vacation pay, or any other benefit neither of employment, nor to pay any social security or other tax that may arise from employment.  The Consultant shall pay all income and other taxes as due.  The Consultant may perform work for other parties; the City is not the exclusive user of the services that the Consultant provides.

B. Working on City Premises:  If the City needs the Consultant to work on City premises and/or with City equipment, the City may provide the necessary premises and equipment.  Such premises and equipment are provided by the City exclusively for the Services and shall not be used for any other purpose.

C. If the Consultant works on City premises using City equipment, the Consultant remains an independent Consultant and does not act as a City employee.  The Consultant will notify the City Project Manager if s/he or any other of its employees or subcontractors are within 90 days of a consecutive 36-month placement on City premises.  If the City determines using City premises or equipment is unnecessary to complete the Services, the Consultant will be required to work from its own office space or in the field.  The City may negotiate a reduction in Consultant fees or charge a rental fee, based on the actual costs to the City, for the use of City premises or equipment.


14. KEY PERSONS.
The Consultant shall not transfer or reassign any individual designated in this Agreement as essential to the Services, without the express written consent of the City, which shall not be unreasonably withheld.  If any such individual leaves the Consultant’s employment, the Consultant shall present to the City one or more individuals with greater or equal qualifications as a replacement, subject to the City’s approval, which shall not be unreasonably withheld.  The City’s approval shall not be construed to release the Consultant from its obligations under this Agreement.


15. ASSIGNMENT AND SUBCONTRACTING.
The Consultant shall not assign or subcontract any of its obligations under this Agreement without the City’s written consent, which may be granted or withheld in the City’s sole discretion.  Any subcontract made by the Consultant shall incorporate by reference all the terms of this Agreement, except as otherwise provided.  The Consultant shall ensure that all subconsultants comply with the obligations and


requirements of the subcontract.  The City’s consent to any assignment or subcontract shall not release the Consultant from liability under this Agreement or from any obligation to be performed under this Agreement, whether occurring before or after such consent, assignment or subcontract.


16. FEDERAL DEBARMENT.
The Consultant shall immediately notify the City of any suspension or debarment or other action that excludes the Consultant or any subconsultant from participation in Federal contracts.  Consultant shall verify all subconsultants that are intended and/or used by the Consultant for performance of City Work are in good standing and are not debarred, suspended or otherwise ineligible by the Federal Government.  Debarment shall be verified at https://www.epls.gov .   The Consultant shall keep proof of such verification within the Consultant records. 


17. CITY ETHICS CODE (SMC 4.16.010 TO .105).
A. Former City workers:  The Consultant shall promptly notify the City in writing of any person who is expected to be a Consultant Worker (including any Consultant employee, subconsultant, principal, or owner) and was a former City officer or employee within the past twelve (12) months.

B. The Consultant shall ensure compliance with the City Ethics Code by any Consultant Worker when the Services or matter related to the Services is performed by a Consultant Worker who has been a City officer or employee within the past two years.

C. Consultant Workers with 1,000 Hours:  The Consultant shall provide written notice to the City of any Consultant Worker who shall perform more than 1,000 hours of contract work for the City within a rolling 12-month period.  Such hours include those performed for the Consultant and other hours that the worker performed for the City under any other contract.  Such workers are subject to the City Ethics Code, SMC Chapter 4.16.  The Consultant shall advise their Consultant Workers.

D. No Gifts or Gratuities:  Consultant shall not directly or indirectly offer anything of value (such as retainers, loans, entertainment, favors, gifts tickets, trips, favors, bonuses, donations, special discounts, work or meals) to any City employee, volunteer or official, that is intended or may appear to a reasonable person to be intended, to obtain or give special consideration to the Consultant.  Promotional items worth less than $25 may be distributed by the Consultant to City employees if the Consultant uses the items as routine and standard promotional materials.  Any violation of this provision may result in termination of this Agreement.  Nothing in this Agreement prohibits donations to campaigns for election to City office, so long as the donation is disclosed as required by the election campaign disclosure laws of the City and of the State.


18. NO CONFLICT OF INTEREST.
The Consultant confirms that the Consultant has no business interest or a close family relationship with any City officer or employee who was or will be involved in the consultant selection, negotiation, drafting, signing, administration or evaluation of the Consultant’s work.  As used in this Section, the term Consultant shall include any employee of the Consultant who was, or is, or will be, involved in the negotiation, drafting, signing, administration or performance of the Agreement.  As used in this Section, the term “close family relationship” refers to:  spouse or domestic partner, any dependent parent, parent-in-law, child, son-in-law, daughter-in-law; or any parent, parent in-law, sibling, uncle, aunt, cousin, niece or nephew residing in the household of a City officer or employee described above.



19. ERRORS AND OMMISSIONS, CORRECTIONS.
The Consultant shall be responsible for the professional quality, technical accuracy, and the coordination of all designs, drawings, specifications, and other services furnished by or on the behalf of the Consultant under this Agreement.  The Consultant, without additional compensation, shall correct or revise any errors or mistakes in the designs, drawings, specifications, and/or other consultant services immediately upon notification by the City.  The obligation provided for in this Section with respect to any acts or omissions during the term of this Agreement shall survive any termination or expiration of this Agreement.


20. INTELLECTUAL PROPERTY RIGHTS.
A.  Copyrights.  The Consultant shall retain the copyright (including the right of reuse) to all materials and documents prepared by the Consultant for the Services, whether or not the Services are completed.  The Consultant grants to the City a non-exclusive, irrevocable, unlimited, royalty-free license to use copy and distribute every document and all the materials prepared by the Consultant for the City under this Agreement.  If requested by the City, a copy of all drawings, prints, plans, field notes, reports, documents, files, input materials, output materials, the media upon which they are located (including cards, tapes, discs, and other storage facilities), software program or packages (including source code or codes, object codes, upgrades, revisions, modifications, and any related materials and/or any other related documents or materials) developed solely for and paid for by the City in the performance of the Services, shall be promptly delivered to the City.

B. Patents:  The Consultant assigns to the City all rights in any invention, improvement, or discovery, with all related information, including but not limited to designs, specifications, data, patent rights and findings developed with the performance of the Agreement or any subcontract.  Notwithstanding the above, the Consultant does not convey to the City, nor does the City obtain, any right to any document or material utilized by the Consultant that was created or produced separate from the Agreement or was pre-existing material (not already owned by the City), provided that the Consultant has identified in writing such material as pre-existing prior to commencement of the Services.  If pre-existing materials are incorporated in the work, the Consultant grants the City an irrevocable, non-exclusive right and/or license to use, execute, reproduce, display and transfer the pre-existing material, but only as an inseparable part of the work.

C. The City may make and retain copies of such documents for its information and reference in connection with their use on the project.  The Consultant does not represent or warrant that such documents are suitable for reuse by the City or others, on extensions of the project or on any other project.


21. CONFIDENTIALITY.
A. The Consultant understands that any records (including but not limited to bid or proposal submittals, the Agreement, and any other contract materials ) it submits to the City, or that are used by the City even if the Consultant possesses the records, are public records under Washington State law, RCW Chapter 42.56.  The City must promptly disclose public records upon a request to the City, unless a statute exempts them from disclosure.  The Consultant also understands that even if part of a record is exempt from disclosure, the rest of that record generally must be disclosed.

B. If the City receives a public disclosure request made pursuant to RCW Chapter 42.56, the City will not assert an exemption from disclosure on behalf of the Consultant.  For materials that the Consultant has properly and clearly marked to be confidential, the City may notify the Consultant of the request and postpone the release of documents for ten business days to allow the Consultant to file a lawsuit seeking an injunction preventing the release of the documents pursuant to RCW 42.546.540.  Any notification by the City to the Consultant is provided as a


courtesy and not a City obligation.  Unless the Consultant obtains and serves an injunction upon the City before the close of business on the tenth business day after the date of the notification, the City may release the documents.  It is the Consultant’s discretionary decision whether to sue.

C. To request that material not be disclosed until receipt of notification of a public disclosure request, the Consultant must identify the specific materials and citations very clearly, following the instructions given by the City.  The City will not withhold material for notification if the Consultant simply marked “confidential” on the document header, footer, stamped on all pages, or offered a 
generic statement that the entire document is protected.  Only material listed and properly cited to the City will be temporarily withheld until the City provides notification of a public disclosure request.

D. If the Consultant does not submit a request following the instructions and forms that the City requires for such purpose, the Consultant is deemed to have authorized releasing any and all information submitted to the City.

E. Notwithstanding the above, the Consultant must not take any action that would affect the City’s ability to use services provided under this Agreement, or the Consultant’s obligations under this agreement.

F. The Consultant will fully cooperate with the City in identifying and assembling records that may be in the possession of the Consultant in case of any public disclosure request.

G. The Consultant will possess, or have access to, information (both materials and information provided by the City or prepared for the City).  This information is likewise to be treated by the Consultant as confidential. The Consultant will not permit the duplication or disclosure of such information to any persons (other than its own employee, agent or representative who requires such information for the direct performance of the Consultant obligations), unless such duplication, use or disclosure is specifically authorized in writing by the City.  Such information does not include ideas, concepts, know-how or techniques elated to information that, at the time of disclosure, is in the public domain unless the entry of that information into the public domain results from any breach of this Agreement.  Likewise, information does not include that which has been independently developed, already possessed without obligation of confidentiality, or rightfully obtained from a third party without an obligation of confidentiality.


22. DISPUTES.
Any dispute or misunderstanding that may arise under this Agreement, concerning the Consultant’s performance, shall first be through negotiations, if possible, between the Consultant’s Project Manager and the City’s Project Manager.  If necessary, it shall be referred to the Director and the Consultant’s senior executive(s).  If such officials do not agree upon a decision within a reasonable period of time, either party may decline or discontinue such discussions and may then pursue the legal means to resolve such disputes, including but not limited to alternative dispute resolution processes.  Nothing in this dispute process shall in any way mitigate the rights of the City to terminate the contract.  Notwithstanding all of the above, if the City believes in good faith that some portion of the Work has not been completed satisfactorily, the City may require the Consultant to correct such work prior to the City payment.  In such event, the City will provide to the Consultant an explanation of the concern and the remedy that the City expects.  The City may withhold from any payment that is otherwise due, an amount that the City in good faith finds to be under dispute, or if the Consultant does not provide a sufficient remedy, the City may retain the amount equal to the cost to the City for otherwise correcting or remedying the work not properly completed.



23. TERMINATION.
A.  For Cause:  The City may terminate the Agreement if the Consultant is in material breach of this Agreement, and such breach has not been corrected to the City’s reasonable satisfaction in a timely manner.

B. For Reasons Beyond Control of Parties:  Either party may terminate this Agreement without recourse by the other where performance is rendered impossible or impracticable for reasons beyond such party’s reasonable control, such as but not limited to, an act of nature, war or warlike operation, civil commotion, riot, labor dispute including strike, walkout or lockout, except labor disputes involving the Consultant’s own employees, sabotage, or superior governmental regulation or control.

C. For City’s Convenience:  The City may terminate this Agreement at any time, without cause and for the City’s convenience, upon written notice to the Consultant.

D. Notice:  Notice of termination pursuant to this Section shall be given by the party terminating this Agreement to the other, no fewer than five (5) business days prior to the effective date of termination.

E. Actions upon Termination:  If termination occurs and is not the fault of the Consultant, the Consultant shall be paid for the services properly performed prior to termination, with any reimbursable expenses then due, but in no event shall such compensation exceed the maximum compensation to be paid under the Agreement.  The Consultant agrees that this payment shall fully and adequately compensate the Consultant and all subconsultants for all profits, costs, expenses, losses, liabilities, damages, taxes and charges of any kind (whether foreseen or unforeseen) attributable to the termination of this Agreement.

F. Upon termination, the Consultant shall provide the City with the most current design documents, contract documents, writings and other products the Consultant has produced to the date of termination, along with copies of all project-related correspondence and similar items.  The City shall have the same rights to use these materials as if termination had not occurred; provided however, that the City shall indemnify and hold the Consultant harmless from any claims, losses, or damages to the extent caused by modifications made by the City to the Consultant’s work product.

24. CONSULTANT PERFORMANCE EVALUATION PROGRAM.
The Consultant’s performance will be evaluated by the City at the conclusion of the contract.  The Performance Evaluation template can be viewed here http://www.seattle.gov/contracting/docs/ccPE.doc .


25. DEBARMENT.
Under SMC Chapter 20.70, the Director of the Department of Finance and Administrative Services or  designee may debar and prevent a Consultant from contracting or acting as a subconsultant on any contract with the City for up to five years after determining the following.  The Consultant:
a. Received overall performance evaluations of deficient, inadequate, or substandard performance on three or more City contracts;
b. Failed to comply with City ordinances or contract terms, including but not limited to, ordinance or contract terms related to woman and minority business utilization, discrimination, or equal benefits, or other state, local or federal non-discrimination laws;
c. Abandoned, surrendered, or failed to complete or to perform work on or for a City contract;
d. Failed to comply with contract provisions, including but not limited to quality of workmanship, timeliness of performance, and safety standards;
e. Submitted false or intentionally misleading documents, reports, invoices, or other statements to the City in connection with a contract;
f. Colluded with another firm to restrain competition;
g. Committed fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a contract for the City or any other government entity;
h. Failed to cooperate in a City debarment investigation. 

The Director or designee may issue an Order of Debarment in accordance with the SMC 20.70.050. The rights and remedies of the City under these debarment provisions are in addition to any other rights and remedies provided by law or under the Agreement.


26. Marine Exchange of Puget Sound Port Security Grant Program – Procurement and Purchasing Policies and Procedures.  
The Consultant shall comply with the applicable provisions of the Marine Exchange of Puget Sound Port Security Grant Program – Procurement and Purchasing Policies and Procedures, Attachment C.

 
27. Marine Exchange of Puget Sound Port Security Grant Program – Assurances
Prior to beginning the Work, the Consultant shall provide the following assurances:

Attachment D:  SBA Form 1623 – Certification Regarding Debarment, Suspension, and Other Responsibility Matters

Attachment E:  Certification Regarding Drug-Free Workplace Requirements

Attachment F:  U.S. Dept. of Commerce Form CD-511 – Certification Regarding Lobbying

Attachment G:  Standard Form 242D – Assurances – Non-Construction Programs


28. MISCELLANEOUS PROVISIONS.
A.  Amendments:  No modification of this Agreement shall be effective unless in writing and signed by an authorized representative of each of the parties hereto.

B. Binding Agreement:  This Agreement shall not be binding until signed by both parties.  The provisions, covenants and conditions in this Agreement shall bind the parties, their legal heirs, representatives, successors and assigns.

C. Reserved. 

D. General Requirement:  The Consultant, at no expense to the City, shall comply with all applicable laws of the United States and the State of Washington, the Charter and ordinances of the City of Seattle; and rules, regulations, orders and directives of their administrative agencies and the officers thereof.  Without limiting the generality of this paragraph, the Consultant shall specifically comply with the requirements of this Section.

E. Applicable Law/Venue:  This Agreement shall be construed and interpreted in accordance with the laws of the State of Washington.  The venue of any action brought hereunder shall be in the Superior Court of King County.

F. Remedies Cumulative:  Rights under this Agreement are cumulative and nonexclusive of any other remedy of law or in equity.

G. Captions:  The titles of sections or subsections are for convenience only and do not define or limit the contents.



H. Severability:  If any term or provision is determined by a court of competent jurisdiction to be invalid or unenforceable, the remainder of this Agreement shall not be affected, and each term and provision of this Agreement shall be valid and enforceable to the fullest extent permitted by law.

I. Waiver:  No covenant, term or condition or the breach thereof shall be deemed waived, except by written consent of the part against whom the waiver is claimed, and any waiver of the breach of any covenant, term or condition shall not be deemed to be a waiver of any preceding or succeeding breach of the same or any other covenant, term of condition.  Neither the acceptance by the City of any performance by the Consultant after the time the same shall have become due nor payment to the Consultant for any portion of the Services shall constitute a waiver by the City of the breach or default of any covenant, term or condition unless otherwise expressly agreed to by the City in writing.

J. Entire Agreement:  This document along with any exhibits and all attachments, and subsequently issued addenda, comprises the entire agreement between the City and the Consultant.  The solicitation (Request for Proposal or Solicitation for Qualifications), Addenda, Consultant’s Proposal, and Consultant’s WMBE Inclusion Plan, are each explicitly included as Attachments material to the Agreement.   Where there are conflicts between these documents, the controlling document will first be this Agreement as amended, the WMBE Inclusion Plan as adopted, the Consultant’s Proposal, then the City Solicitation documents.  In the event of conflict between contract documents and applicable laws, codes, ordinances or regulations, the most stringent or legally binding requirement shall govern and be considered a part of this contract to afford the City the maximum benefits.

K. Negotiated Agreement:  The parties acknowledge that this is a negotiated agreement, that they have had the opportunity to have this Agreement reviewed by their respective legal counsel, and that the terms and conditions of this Agreement are not to be construed against any party on the basis of such party’s draftsmanship.

L. No personal liability:  No officer, agent or authorized employee of the City shall be personally responsible for any liability arising under this Contract, whether expressed or implied, nor for any statement or representation made herein or in any connection with this Agreement.



IN WITNESS WHEREOF, in consideration of the terms, conditions and covenants contained herein, or attached and incorporated and made a part hereof, the parties have executed this Agreement by having they representatives affix their signatures below.

CONSULTANT						CITY OF SEATTLE

By______________________________________	By_________________________________
Signature		Date				Signature		Date
[bookmark: _GoBack]
________________________________________	
Type or Print Name					Erin Devoto
							Chief Technology Officer

________________________________________	
Title	

City of Seattle Business License Number:  
Washington State Unified Business Identifier Number (UBI):  


Attachment A: 	Consultant Inclusion Plan (tbd)

Attachment B:	Insurance Requirements and Transmittal Form





Attachment C: 	Marine Exchange of Puget Sound Port Security Grant Program – Procurement and 			Purchasing Policies and Procedures


 
Attachment D:  	SBA Form 1623 – Certification Regarding Debarment, Suspension, and Other 				Responsibility Matters




Attachment E:  	Certification Regarding Drug-Free Workplace Requirements





Attachment F: 	U.S. Dept. of Commerce Form CD-511 – Certification Regarding Lobbying




Attachment G:  	Standard Form 242D – Assurances – Non-Construction Programs



13 | Page
PRISEM R&D Contract 130067.docx

image2.emf
PRISEM R&D  Insurance Requirements Transmittal Form.docx


PRISEM R&D Insurance Requirements Transmittal Form.docx
 2013  CONSULTANT CONTRACT    INSURANCE REQUIREMENTS TRANSMITTAL FORM 

		FOR CITY USE ONLY: COMPLETE ALL YELLOW FIELDS



		Contract:   R&D for Visualization and Analysis of Cyber Attack Traffic Contract Number: 130067



		Contract  Manager: Ann Kelson Department: DoIT  Telephone: 206-684-0539







INSURANCE REPRESENTATIVE – ATTACH THIS FORM TO INSURANCE CERTIFICATION SUBMITTED TO THE CITY



 COMPLETE THESE FIELDS SO THAT WE MAY CONTACT YOU IF NECESSARY.

	NAME:      			POSITION:      

	NAME OF COMPANY         

	EMAIL:      		TELEPHONE:      		FAX:        



 SEND ORIGINAL CERTIFICATION WITH COPY OF CGL ADDITIONAL INSURED ENDORSEMENT OR BLANKET ADDITIONAL INSURED POLICY WORDING TO:      	THE CITY OF SEATTLE

                                               			ATTN: Ann Kelson                                              		 						P.O. BOX 94709 

                                               			SEATTLE, WA 98124-4709



 SEND COPY OF CERTIFICATION INCLUDING COPY OF ADDITIONAL INSURED PROVISION AS AN EMAIL ATTACHMENT IN ADOBE PDF FORMAT TO ann.kelson@seattle.gov .





The Consultant shall maintain continuously throughout the term of this Agreement, at no expense to the City, the following insurance coverage and limits of liability as checked below: 



A.	STANDARD INSURANCE COVERAGES AND LIMITS OF LIABILITY REQUIRED:  

 Commercial General Liability (CGL) or equivalent insurance including coverage for:

Premises/Operations, Products/Completed Operations, Personal/Advertising Injury

Contractual and Stop Gap/Employers Liability (coverage may be provided under a separate policy).  Minimum limit of liability shall be $ 1,000,000 each occurrence Combined Single Limit bodily injury and property damage (“CSL”) except:

— $ 1,000,000 each offense Personal/Advertising Injury

		— $ 1,000,000 each accident/disease Stop Gap/Employers Liability.

	      Automobile Liability insurance for owned, non-owned, leased or hired vehicles, as applicable.  The minimum limits shall be $1,000,000 CSL.  |_| MSC-90 and CA 99 48 endorsements required unless In-   transit Pollution coverage is covered under required Contractor’s Pollution Liability insurance. 

[bookmark: rcw"51"]	      Worker's Compensation insurance for Washington State as required by Title 51 RCW Industrial Insurance. 



B.	ADDITIONAL COVERAGES AND/OR INCREASED LIMITS: 

[bookmark: Text2]|_|  Umbrella or Excess Liability “follow form” insurance over primary CGL and Automobile Liability insurance limits, if necessary, to provide total minimum limits of liability of |_| $2,000,000 |_| or $      CSL.  These required total minimum limits of liability may be satisfied with primary limits or any combination of primary and umbrella/excess limits. 

[bookmark: Text1]|_|  Contractor’s Pollution Liability insurance with minimum limits of liability of |_|$1,000,000 |_| or $      CSL each claim.

|_|  Aviation Liability insurance with minimum limits of |_|$1,000,000 or |_| $      CSL each     occurrence.

|_|  Watercraft/P&I Liability insurance with minimum limits of |_|$1,000,000 or |_| $      CSL each occurrence.

|_|  Federal Maritime insurance with:

	|_| U.S.L.&H. minimum limits |_| $1,000,000 or |_| $     .  

	|_| Jones Act minimum limits |_| $1,000,000 or $     .

[bookmark: Check77][bookmark: Text3]|_|  Professional Liability (E&O/Technical E&O) insurance appropriate to the consultant’s profession.  The minimum limit shall be |_|$1,000,000 or |_| $      each claim.











ONLY PARAGRAPH I. OF THE FOLLOWING CONDITIONS APPLIES TO WASHINGTON STATE TITLE 51 INDUSTRIAL INSURANCE (WORKERS COMPENSATION):



C. CITY AS ADDITIONAL INSURED; PRODUCTS-COMPLETED OPERATIONS: As respects CGL and Automobile Liability insurance, and Contractor’s Pollution Liability insurance if required, the City of Seattle shall be included as an additional insured subject to a standard "Separation of Insureds" clause.  As respects CGL and (if required) Contractor’s Pollution Liability insurance, additional insured status for the City:

1.   Must be established either by an appropriate additional insured endorsement issued and attached to the policy or by appropriate blanket additional insured policy wording, and

2.   Shall be primary and non-contributory with any insurance or self-insurance coverage maintained by the City.



D. NO LIMITATION OF LIABILITY:  The limits of liability specified herein are minimum limits of liability only and, except for the policy limits, shall not be construed to limit the liability of the Consultant or any of the Consultant’s insurers.  The City shall be an additional insured as required in paragraph C. above as respects the total limits of liability maintained, whether such limits are primary, excess, contingent or otherwise.



E. SUBSTITUTION OF SUBCONSULTANT’S INSURANCE: If portions of the scope of work are subcontracted, the subconsultant or subcontractor may provide the evidence of insurance for the subcontracted body of work provided all the requirements specified herein are satisfied.



F. NOTICE OF CANCELLATION: Coverages shall not be canceled without at least thirty (30) days written notice to the City, except ten (10) days notice for non-payment of premium.



G. CLAIMS MADE FORM:  If any insurance policy is issued on a “claims made” basis, the retroactive date shall be prior to or coincident with the effective date of this Agreement.  The Consultant shall either maintain “claims made” forms coverage for a minimum of three years following the expiration or earlier termination of this Agreement, providing the City with a Renewal Certificate of Insurance annually; purchase an extended reporting period ("tail") for the same period; or execute another form of guarantee acceptable to the City to assure the Consultant’s financial responsibility for liability for services performed.



H. INSURER’S A.M. BEST’S RATING:  Each insurance policy shall be issued by an insurer rated A-: VII or higher in the A.M. Best's Key Rating Guide, unless a surplus lines placement by an licensed Washington State surplus lines broker, or as may otherwise be approved by the City.



I. SELF-INSURANCE:  The City acknowledges that the Consultant may employ self-insured and/or alternative risk financing and/or capital market risk financing programs for some or all of its coverages.  The term “insurance” wherever used herein shall include any such self-insured and/or alternative risk financing and/or capital market risk financing programs.  The Consultant shall be liable for any self-insured retention or deductible portion of any claim for which insurance is required.   



J. EVIDENCE OF INSURANCE (NOT APPLICABLE TO WASHINGTON STATE WORKERS COMPENSATION): The Consultant or its authorized representative shall deliver in the manner described an Acord Certificate and Additional Insured Endorsement or Blanket Policy Wording that complies with coverages, limits and conditions as required herein.  (NOTE: A Copy of the actual additional insured endorsement or blanket additional insured policy wording to the CGL policy MUST BE ATTACHED TO THE CERTIFICATE to verify additional insured status.)  









CGL INSURANCE WILL NOT BE APPROVED WITHOUT 

ADDITIONAL INSURED ENDORSEMENT 

OR 

BLANKET ADDITIONAL INSURED WORDING 

ATTACHED TO THE CERTIFICATE!
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Marine Exchange Purchasing Policies and Procedures.pdf
Marine Exchange of Puget Sound
Port Security Grant Program (PSGP)
Procurement and Purchasing Policies and Procedures

The policies and procedures established by this document, including additions and modifications that may
be required by changes in federal law, regulation or policy, shall be followed for all FY09 and/or FY10
PSGP funding to be managed and administered by Marine Exchange of Puget Sound, acting as Fiduciary
Agent (the “FA”).

Exceptions will be considered for entities with a history of successful participation in federal grant
programs, with no unresolved program and/or financial monitoring or audit findings, and which prefer to
use their established organizational purchasing policies and procedures. Exceptions will also be
considered for entities new to the grant process that already use procurement policies and practices that
comply with federal requirements. In either case, Subgrantees seeking to apply these exceptions shall
provide a copy of their current procurement policy and procedure for review and acceptance by the FA
prior to commencement of work or expenditure of federal funds. In the absence of such an authorized
exception, the provisions contained herein apply to all Subgrantees.

These policies and procedures supplement and are incorporated by reference into the Memorandum of
Agreement (the MOA) between the FA and all Subgrantees receiving PSGP FY09 or FY 10 funding.

A. Procurement Procedures and Requirements

1. Applicability. The provisions of this section apply to Subgrantees, contractors, and their
subcontractors as required by federal statue and regulation.

2. Codes of Conduct. No employee, officer, or agent of the Subgrantee shall participate in the selection,
award, management, or administration of a contract paid for by Federal funds if his or her participation
would involve a real or apparent conflict of interest. Such a conflict would arise if he or she, any member
of his or her immediate family, his or her partner, or an organization that employs any of those parties has
a financial or other interest in the firm selected for an award. Officers, employees, and agents of the
Subgrantee shall neither solicit nor accept gratuities, favors, or anything of monetary value from
contractors or subcontractors. Appropriate disciplinary action shall be taken for violations of the above
mentioned standards by officers, employees, or agents of the Subgrantee.

3. Competition.

a. All procurement transactions by Subgrantee and by Subgrantee’s contractors shall be conducted in a
manner to provide open and free competition to the maximum extent practical. The FA and
Subgrantee should be alerted to organizational conflicts of interest as well as noncompetitive practices
among contractors that may restrict or eliminate competition or otherwise restrain trade.

b. In order to ensure objective contractor selection and eliminate unfair competitive advantage,
contractors who develop or draft specifications, requirements, statements of work, invitations for bids,
and/or requests for proposals shall be excluded from competing for such procurements.

c. Awards shall be made to the bidder or offeror whose bid or offer is responsive to the solicitation and
is most advantageous to the Subgrantee when price, quality, and other factors are considered.
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Solicitations shall clearly set forth all requirements that the bidder or offeror shall fulfill in order for
the bid or offer to be evaluated by the Subgrantee.

d. Any and all bids or offers may be rejected when it is in the Subgrantee's interest to do so.

4. Allowable Costs. Only costs identified as “allowable costs” and meeting all accounting requirements

under Circular A-110, other applicable OMB Circulars, and PSGP FY10 Guidance may be incurred under

PSGP grants.

5. Procurement Requirements.

a. Procurers must avoid purchasing unnecessary items.

b. Where appropriate, an analysis is to be made of lease and purchase alternatives to determine which
would be the most economical and practical procurement for the federal government.

c. Solicitations for goods and services must provide all of the following:

(i)  Aclear and accurate description of the technical requirements for the material, product or
service to be procured. In competitive procurements, such a description shall not contain
features which unduly restrict competition.

(i)  Requirements that the bidder/offeror must fulfill and all other factors to be used in evaluating
bids or proposals.

(iii) Whenever practicable, a description of technical requirements in terms of functions to be
performed or performance required, including the range of acceptable characteristics or
minimum acceptable standards.

(iv) The specific features that bidders are required to meet when items are described in the
solicitation as "brand name or equal.”

(v) Acceptance, to the extent practicable and economically feasible, of products and services
dimensioned in the metric system of measurement.

(vi) Preference, to the extent practicable and economically feasible, for products and services that
conserve natural resources, protect the environment, and are energy-efficient.

d. Positive efforts shall be made to utilize small businesses, minority-owned firms, and women's

business enterprises, whenever possible. Procurers shall take all of the following steps to further this

goal.

(i)

(i)

Make information on forthcoming opportunities available and arrange time frames for purchases
and contracts to encourage and facilitate participation by small businesses, minority-owned
firms, and women's business enterprises.

Consider in the contract process whether firms competing for larger contracts intend to
subcontract with small businesses, minority-owned firms, and women's business enterprises.
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6.

(iii) Encourage contracting with consortiums of small businesses, minority-owned firms and
women's business enterprises when a contract is too large for one of these firms to handle
individually.

(iv) Use the services and assistance, as appropriate, of such organizations as the Small Business
Administration and the Department of Commerce's Minority Business Development Agency in
the solicitation and utilization of small businesses, minority- owned firms and women's business
enterprises.

The type of procuring instruments allowed are as follows: fixed price contracts, cost reimbursable
contracts, purchase orders, and incentive contracts. The "cost-plus-a-percentage-of-cost" or
"percentage of construction cost" methods of contracting shall not be used.

Contracts shall be made only with responsible contractors who possess the potential ability to perform
successfully under the terms and conditions of the proposed procurement. Consideration shall be
given to such matters as contractor integrity, record of past performance, financial and technical
resources, and accessibility to other necessary resources. Contracts with certain parties are restricted
by agencies' implementation of E.O.s 12549 and 12689, "Debarment and Suspension."

Subgrantee shall submit sole source justification for review and approval of the FA prior to
awarding any contract above Twenty-Five Thousand Dollars ($25,000) in value without going
through a competitive bid process.

Subgrantee shall submit any contract bid document packages for review and approval of the FA prior
to publicly advertising such a bid document for response by prospective bidders. The FA may waive
this requirement by electronic or other written means.

On request by the Federal awarding agency and/or FA, Subgrantee shall make pre-award review and
procurement documents, such as request for proposals or invitations for bids, independent cost
estimates, etc., available for review/audit.

Cost and price analysis. Some form of cost or price analysis shall be made and documented in the

procurement files in connection with every procurement action. Price analysis may be accomplished in
various ways, including the comparison of price quotations submitted, market prices and similar indicia,
together with discounts. Cost analysis is the review and evaluation of each element of cost to determine
reasonableness, allocability and allowability.

7.

Procurement records. Procurement records and files for purchases in excess of Twenty-Five

Thousand Dollars ($25,000) shall include the following at a minimum: (a) Basis for contractor or vendor
selection, (b) justification for lack of competition when sole-source bids are accepted, and (c) basis for
award cost or price, including for sole-source procurements.

8.

Contract provisions. The following provisions shall be included in all contracts. The following

provisions shall also be applied by contractors to subcontracts.

a.

Contracts in excess of One Hundred Thousand Dollars ($100,000) shall contain contractual
provisions or conditions that allow for administrative, contractual, or legal remedies in instances in
which a contractor violates or breaches the contract terms, and provide for such remedial actions as
may be appropriate.
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b. All contracts in excess of One Hundred Thousand Dollars ($100,000) shall contain suitable
provisions for termination by the Subgrantee, including the manner by which termination shall be
effected and the basis for settlement. In addition, such contracts shall describe conditions under
which the contract may be terminated for default as well as conditions where the contract may be
terminated because of circumstances beyond the control of the contractor.

c. Inacontract or subcontract for construction, assembly, or installation of a facility or infrastructure
that exceeds One Hundred Thousand Dollars ($100,000), the minimum requirements shall be as
follows:

(i) A bid guarantee from each bidder equivalent to five percent (5%) of the bid price. The "bid
guarantee™ shall consist of a firm commitment such as a bid bond, certified check, or other
negotiable instrument accompanying a bid as assurance that the bidder shall, upon acceptance of
his bid, execute such contractual documents as may be required within the time specified.

(i) A performance bond on the part of the contractor for one hundred percent (100%) of the
contract price. A "performance bond" is one executed in connection with a contract to secure
fulfillment of all the contractor's obligations under such contract.

(iii) A payment bond on the part of the contractor for one hundred percent (100%) of the contract
price. A "payment bond" is one executed in connection with a contract to assure payment as
required by statute of all persons supplying labor and material in the execution of the work
provided for in the contract.

(iv) When bonds are required in the situations described herein, the bonds shall be obtained from
companies holding certificates of authority as acceptable sureties pursuant to 31 CFR part 223,
"Surety Companies Doing Business with the United States."

(v)  All negotiated contracts for more than One Hundred Thousand Dollars ($100,000) awarded by
Subgrantees shall include a provision requiring that the Subgrantee, the FA, FEMA, the
Comptroller General of the United States, or any of their duly authorized representatives, shall
have access to any books, documents, papers and records of the contractor that are directly
pertinent to the contract and services rendered under the contract, for the purpose of making
audits, examinations, excerpts and transcriptions.

9. Contract administration. A system for contract administration shall be maintained to ensure
contractor conformance with the terms, conditions and specifications of the contract and to ensure
adequate and timely follow up of all purchases. Subgrantees shall evaluate contractor performance and
document, as appropriate, whether contractors have met the terms, conditions and specifications of the
contract.

B. Reimbursement Procedures for Subgrantee

1. Payment Policy.

a. Subgrantee understands and acknowledges that the PSGP is a reimbursement-based program. All
requests for reimbursement must reflect actual costs that have been incurred and services/items
received by the Subgrantee.
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3.

The FA will process payment requests as quickly as possible. In no case, however, is the FA
obligated to make payments to Subgrantee without having first received the funds from FEMA.

In order to receive reimbursements, Subgrantee must be current on required reports and
documentation required by the FA in accordance with its MOA with Subgrantee. Failure to meet
those requirements may result in rejection or delay of payment requests.

Requests for reimbursement must be submitted promptly. Reimbursement requests for payments
made more than six months previously may not be authorized.

Cost Share Payment Process. Different cost matching criteria apply to each of the grant years
administered by the FA. As a result, reimbursement payments will be made according to the
following protocols:

FY09 — Subgrantees that were awarded a seventy-five percent (75%) federal share of allowable
costs will be reimbursed for that seventy-five percent (75%) of allowable costs during the course
of the project, up to point the total cost reported reaches ninety percent (90%) of allowable costs.
The Subgrantee will pay the twenty-five percent (25%) cash match for which there is no
reimbursement. Subgrantees awarded a greater federal share (full or partial waiver) will be
reimbursed that percentage, up to point the total cost reported reaches ninety percent (90%) of
allowable costs. The balance of the federal share remaining will be reimbursed to the Subgrantee
after successful project close-out. Examples:

(i) For a $100,000 project with match, federal share is $75,000. For each $1,000 of allowable
cost expenditures reported with appropriate documentation, Subgrantee will receive $750 of
reimbursement. Reimbursements will stop when total costs reported reach $90,000 and
Subgrantee has received $67,500. The remaining reimbursement, $7,500, will be paid after
successful grant close-out.

(if) For a $100,000 project with match waiver, for each $1,000 of allowable cost expenditures
reported with appropriate documentation, Subgrantee will receive $1,000 of reimbursement.
Reimbursements will stop when total costs reported reach $90,000 and Subgrantee has
received $90,000. The remaining reimbursement, $10,000, will be paid after successful
grant close-out.

FY 10 — Subgrantee will be reimbursed for allowable costs during the course of the project, up to
ninety percent (90%) of allowable costs. The balance remaining will be reimbursed after
successful project close-out.

Request for Reimbursement. The Subgrantee shall use the “payment request” form to be

provided by the FA, which includes budget line item number, vendor or contractor name, item
description, and cost, and payment information. Adequate documentation for all costs — both federal
share and cash or in-kind match shall be attached, including but not limited to the following:

a.

Personnel and Fringe Benefits: Time and attendance records showing date, time period and/or hours,
payment rate consistent with rate shown on budget, and the type of service(s) provided. Time sheets
must be signed by the employee and by the supervisor or Subgrantee Project Manager.

Travel: Date, destination, reason for travel, and itemization of expenses, included but not limited to
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statement of mileage; air fare, train, ferry, taxi and/or parking, with receipts; and for overnight travel,
meals and lodging. Expense vouchers must include the signature of the employee or consultant and
supervisor.

Equipment and supplies: Purchase order authorization and validated vendor invoice including unit
cost and quantity, sales tax, shipping/delivery charges, any installation costs, associated software and
licenses, receiving records, and in the case of equipment, a statement that the equipment was received
in good order and is functioning properly.

Contracted or Consulting Services: Time and attendance records showing date, time period and/or
hours, payment rate consistent with rate shown on contractual agreement, and the type of service(s)
provided. Time sheets must be signed by the consultant and the Subgrantee Project Manager. In case
of organizations performing professional services, documentation must include a detailed billing
indicating the same information, including specific services provided, not just a reference to the
project.

Contracts for procurement and installation of equipment and/or for construction, assembly, or
installation of a facility or infrastructure: Must contain sufficient information such as that listed in
paragraphs c. and d. of this section to validate the service performed to the satisfaction of Subgrantee
and the FA.

Supplies and Other Operating Expenses and Equipment: Documentation must include purchase order
authorization, audited vendor invoices approved by the Project Director (and other higher authorizing
official, if appropriate). Subgrantee further agrees to maintain a current inventory of all project
equipment.

Higher approvals: If a purchase is of a type or dollar amount that ordinarily would require approval
of a higher authority according to Subgrantee policies, a copy of that approval shall also be submitted
as documentation.

Contracts and Purchases over One Hundred Thousand Dollars ($100,000): Reimbursement request
for any invoices against such a contract or other purchase must be signed by the Subgrantee Project
Manager verifying that the goods and/or services have been received and are in working order and
that the contract or purchase has not violated any terms of this document or the MOA.

FA Approval.

Within ten (10) days of receiving an invoice from a contractor, consultant, or vendor for goods or
services approved in the project budget(s) in Appendix B as amended, Subgrantee shall validate that
the invoice is accurate and proper and that the service has been completed or the goods have been
received. Subgrantee shall pay the invoice and send a request for reimbursement payment to the FA,
with documentation as described above.

Upon receiving the invoices, authorized FA personnel shall review Subgrantee’s request for
reimbursement. The FA’s Executive Director or Program Manager will also be authorized to
request additional information or clarification from Subgrantee. Response to such a request shall
not be unreasonably withheld by Subgrantee.
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Two signatures shall be required for all requests for payment to be processed. All reimbursement
requests will be approved by the FA PSGP Program Manager, which approval may be delegated in
the event of an extended absence by the Program Manager, and at least one officer of the FA.

Payment approval may be subject to on-site reviews by the FA; however, this provision will
ordinarily not be exercised except for payment in excess of Twenty-Five Thousand Dollars ($25,000)
or payments against contracts in excess of One Hundred Thousand Dollars ($100,000).

Causes for rejection of payment requests include but are not limited to the following:

(i) Isnot an allowable cost under Circular A-110 and did not receive approval by the FEMA
Program Manager.

(if)  Item or service could not be verified to exist and/or operate when requested.

(iii) Requested supporting documentation not supplied.

(iv) Budget amount is fully expended.

(v) Reports are not current in accordance with reporting requirements.

(vi) Vendor is debarred.

Payments.

The FA shall reimburse Subgrantee for approved, allowable, documented expenditures within fifteen
(15) business days of FA’s receiving both complete, acceptable documentation from Subgrantee and
corresponding funds from FEMA. Subgrantee may notify FA up to 30 days in advance of anticipated
payments and need for reimbursement, and if possible, FA will have funds on hand in order to make
reimbursements quickly.

Payments will be made by check or, when possible, by electronic transfer.
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Certification Regarding Debarment_sbaform_1623.pdf
Certification Regarding
Debarment, Suspension, and Other Responsibility Matters
Primary Covered Transactions

This certification is required by the regulations implementing Executive Order 12549, Debarment and Suspension, 13 CFR
Part 145. The regulations were published as Part VII of the May 26, 1988 Federal Register (pages 19160-19211). Copies of
the regulations are available from local offices of the U.S. Small Business Administration.

(BEFORE COMPLETING CERTIFICATION, READ INSTRUCTIONS ON REVERSE)

(1) The prospective primary participant certifies to the best of its knowledge and belief that it and its principals:

(@)

(b)

(©

(d)

Are not presently debarred, suspended, proposed for disbarment, declared ineligible, or voluntarily
excluded from covered transactions by any Federal department or agency;

Have not within a three-year period preceding this application been convicted of or had a civil judgment
rendered against them for commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (Federal, State, or local) transaction or contract under a
public transaction; violation of Federal or State antitrust statutes or commission of embezzlement, theft,
forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen

property;

Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal,
State, or local) with commission of any of the offenses enumerated in paragraph (1)(b) of this
certification; and

Have not within a three-year period preceding this application had one or more public transactions
(Federal, State, or local) terminated for cause or default.

(2) Where the prospective primary participant is unable to certify to any of the statements in this certification,
such prospective primary participant shall attach an explanation to this proposal.

Business Name

Date

By

Name and Title of Authorized Representative

Signature of Authorized Representative
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INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal, the prospective primary participant is providing the certification set out
below.

2. The inability of a person to provide the certification required below will not necessarily result in denial of participation
in this covered transaction. The prospective participant shall submit an explanation of why it cannot provide the
certification set out below. The certification or explanation will be considered in connection with the department or
agency's determination whether to enter into this transaction. However, failure of the prospective primary participant to
furnish a certification or an explanation shall disqualify such person from participation in this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed when the
department or agency determined to enter into this transaction. If is is later determined that the prospective primary
participant knowingly rendered an erroneous certification, in addition to other remedies available to the Federal
Government, the department or agency may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the department or agency to which this
proposal is submitted if at any time the prospective primary participant learns that its certification was erroneous when
submitted or has become erroneous by reason of changed circumstances.

5. The terms "covered transaction," "debarred," "suspended,” "ineligible," "lower tier covered transaction,"
"participant,” "person," "primary covered transaction," "principal,” "proposal,” and "voluntarily excluded," as used in this
clause, have the meanings set out in the Definitions and Coverage sections of the rules implementing Executive Order
12549. You may contact the department or agency to which this proposal is submitted for assistance in obtaining a copy
of those regulations (13 CFR Part 145).

6. The prospective primary participant agrees by submitting this proposal that, should the proposed covered
transaction be entered into, it shall not knowingly enter into any lower tier covered transaction with a person who is
debarred, suspended, declared ineligible, or voluntarily excluded from participation in this covered transaction, unless
authorized by the department or agency entering into this transaction.

7. The prospective primary participant further agrees by submitting this proposal that it will include the clause titled
"Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion--Lower Tier Covered Transactions,"
provided by the department or agency entering into this covered transaction, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a lower tier covered
transaction that it is not debarred, suspended, ineligible, or voluntarily excluded from the covered transaction, unless it
knows that the certification is erroneous. A participant may decide the method and frequency by which it determines the
ineligibility of its principals. Each participant may, but is not required to, check the Nonprocurement List.

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to
render in good faith the certification required by this clause. The knowledge and information of a participant is not required
to exceed that which is normally possessed by a prudent person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a covered transaction
knowingly enters into a lower tier covered transaction with a person who is suspended, debarred, ineligible, or voluntarily
excluded from participation in this transaction, in addition to other remedies available to the Federal Government, the
department or agency may terminate this transaction for cause or default.
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS
The grantee certifies that it will provide a drug-free workplace by:

(a) Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of
such prohibition;

(b) Establishing a drug-free awareness program to inform employees about—
(1) The dangers of drug abuse in the workplace;
(2) The grantee’s policy of maintaining a drug-free workplace;
(3) Any available drug counseling, rehabilitation and employee assistance programs, and
(4) The penalties that may be imposed upon employees for drug abuse violations occurring
in the workplace.

(c) Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

(d) Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will—
(1) Abide by the terms of the statement; and
(2) Notify the employer of any criminal drug statute conviction for a violation occurring in
the workplace no later than five days after each conviction;

(e) Notifying the agency within ten days after receiving notice under subparagraph (d)(2) from
an employee or otherwise receiving actual notice of such conviction;

(F) Taking one of the following actions, within 30 days of receiving notice under subparagraph
(d)(2), with respect to any employee who is so convicted—
(1) Taking appropriate personnel action against such an employee, up to and including
termination; or
(2) Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

(g) Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs (a), (b), (c), (d), (e) and ().

Typed Name and Title of Certification Official

Signature Date






image6.emf
Certification  Regarding Lobbying_dev01_002530.pdf


Certification Regarding Lobbying_dev01_002530.pdf
FORM CD-511
(REV 1-05)

U.S. DEPARTMENT OF COMMERCE

CERTIFICATION REGARDING LOBBYING

Applicants should also review the instructions for certification included in the regulations before completing this form. Signature on
this form provides for compliance with certification requirements under 15 CFR Part 28, “New Restrictions on Lobbying.” The
certifications shall be treated as a material representation of fact upon which reliance will be placed when the Department of
Commerce determines to award the covered transaction, grant, or cooperative agreement.

LOBBYING

As required by Section 1352, Title 31 of the U.S. Code, and
implemented at 15 CFR Part 28, for persons entering into a grant,
cooperative agreement or contract over $100,000 or a loan or loan
guarantee over $150,000 as defined at 15 CFR Part 28, Sections
28.105 and 28.110, the applicant certifies that to the best of his or her
knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid,
by or on behalf of the undersigned, to any person for influencing or
attempting to influence an officer or employee of any agency, a
Member of Congress in conncection with the awarding of any
Federal contract, the making of any Federal grant, the making of
any Federal loan, the entering into of any cooperative agreement,
and the extension, continuation, renewal, amendment, or
maodification of any Federal contract, grant, loan, or cooperative
agreement.

(2) If any funds other than Federal appropriated funds have been
paid or will be paid to any person for influencing or attempting to
influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a
member of Congress in connection with this Federal contract, grant,
loan, or cooperative agreement, the undersigned shall complete and
submit Standard Form-LLL, “Disclosure Form to Report Lobbying.”
in accordance with its instructions.

(3) The undersigned shall require that the language of this
certification be included in the award documents for all subawards at
all tiers (including subcontracts, subgrants, and contracts under
grants, loans, and cooperative agreements) and that all subrecipients
shall certify and disclose accordingly.

This certification is a material representation of fact upon which
reliance was placed when this transaction was made or entered into.
Submission of this certification is a prerequisite for making or
entering into this transaction imposed by section 1352, title 31, U.S.
Code. Any person who fails to file the required certification shall be
subject to a civil penalty of not less than $10,000 and not more
than $100,000 for each such failure occurring on or before
October 23, 1996, and of not less than $11,000 and not more
than $110,000 for each such failure occurring after October 23,
1996.

Statement for Loan Guarantees and Loan Insurance

The undersigned states, to the best of his or her knowledge
and belief, that:

In any funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee
of any agency, a Member of Congress, an officer or employee
of Congress, or an employee of a Member of Congress in
connection with this commitment providing for the United
States to insure or guarantee a loan, the undersigned shall
complete and submit Standard Form-LLL, “Disclosure Form
to Report Lobbying,” in accordance with its instructions.

Submission of this statement is a prerequisite for making or
entering into this transaction imposed by section 1352, title
31, U.S. Code. Any person who fails to file the required state-
ment shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each such failure occurring
on or before October 23, 1996, and of not less than $11,000
and not more than $110,000 for each such failure occurring
after October 23, 1996.

As the duly authorized representative of the applicant, | hereby certify that the applicant will comply with the

above applicable certification.

NAME OF APPLICANT

AWARD NUMBER AND/OR PROJECT NAME

PRINTED NAME AND TITLE OF AUTHORIZED REPRESENTATIVE

SIGNATURE

DATE
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OMB Approval No. 0348-0040

ASSURANCES - NON-CONSTRUCTION PROGRAMS

Public reporting burden for this collection of information is estimated to average 15 minutes per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of
information. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0040), Washington, DC 20503.

PLEASE DO NOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET.
SEND IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY.

NOTE: Certain of these assurances may not be applicable to your project or program. If you have questions, please contact the
awarding agency. Further, certain Federal awarding agencies may require applicants to certify to additional assurances. If such

As the duly authorized representative of the applicant, | certify that the applicant:

1.

is the case, you will be notified.

Has the legal authority to apply for Federal assistance
and the institutional, managerial and financial capability
(including funds sufficient to pay the non-Federal share
of project cost) to ensure proper planning, management
and completion of the project described in this
application.

Will give the awarding agency, the Comptroller General
of the United States and, if appropriate, the State,
through any authorized representative, access to and
the right to examine all records, books, papers, or
documents related to the award; and will establish a
proper accounting system in accordance with generally
accepted accounting standards or agency directives.

Will establish safeguards to prohibit employees from
using their positions for a purpose that constitutes or
presents the appearance of personal or organizational
conflict of interest, or personal gain.

Will initiate and complete the work within the applicable
time frame after receipt of approval of the awarding
agency.

Will comply with the Intergovernmental Personnel Act of
1970 (42 U.S.C. §84728-4763) relating to prescribed
standards for merit systems for programs funded under
one of the 19 statutes or regulations specified in
Appendix A of OPM's Standards for a Merit System of
Personnel Administration (5 C.F.R. 900, Subpart F).

Will comply with all Federal statutes relating to
nondiscrimination. These include but are not limited to:
(a) Title VI of the Civil Rights Act of 1964 (P.L. 88-352)
which prohibits discrimination on the basis of race, color
or national origin; (b) Title IX of the Education
Amendments of 1972, as amended (20 U.S.C. §81681-
1683, and 1685-1686), which prohibits discrimination on
the basis of sex; (c) Section 504 of the Rehabilitation

Previous Edition Usable

Authorized for Local Reproduction

Act of 1973, as amended (29 U.S.C. §794), which
prohibits discrimination on the basis of handicaps; (d)
the Age Discrimination Act of 1975, as amended (42
U.S.C. 886101-6107), which prohibits discrimination
on the basis of age; (e) the Drug Abuse Office and
Treatment Act of 1972 (P.L. 92-255), as amended,
relating to nondiscrimination on the basis of drug
abuse; (f) the Comprehensive Alcohol Abuse and
Alcoholism Prevention, Treatment and Rehabilitation
Act of 1970 (P.L. 91-616), as amended, relating to
nondiscrimination on the basis of alcohol abuse or
alcoholism; (g) 88523 and 527 of the Public Health
Service Act of 1912 (42 U.S.C. §8290 dd-3 and 290 ee-
3), as amended, relating to confidentiality of alcohol
and drug abuse patient records; (h) Title VIII of the
Civil Rights Act of 1968 (42 U.S.C. 883601 et seq.), as
amended, relating to nondiscrimination in the sale,
rental or financing of housing; (i) any other
nondiscrimination provisions in the specific statute(s)
under which application for Federal assistance is being
made; and, (j) the requirements of any other
nondiscrimination statute(s) which may apply to the
application.

Will comply, or has already complied, with the
requirements of Titles Il and Il of the Uniform
Relocation Assistance and Real Property Acquisition
Policies Act of 1970 (P.L. 91-646) which provide for
fair and equitable treatment of persons displaced or
whose property is acquired as a result of Federal or
federally-assisted programs. These requirements apply
to all interests in real property acquired for project
purposes regardless of Federal participation in
purchases.

Will comply, as applicable, with provisions of the
Hatch Act (5 U.S.C. 881501-1508 and 7324-7328)
which limit the political activities of employees whose
principal employment activities are funded in whole or
in part with Federal funds.

Standard Form 424B (Rev. 7-97)
Prescribed by OMB Circular A-102
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10.

11.

Will comply, as applicable, with the provisions of the Davis-
Bacon Act (40 U.S.C. 88276a to 276a-7), the Copeland Act
(40 U.S.C. 8276¢ and 18 U.S.C. §874), and the Contract
Work Hours and Safety Standards Act (40 U.S.C. §8327-
333), regarding labor standards for federally-assisted
construction subagreements.

Will comply, if applicable, with flood insurance purchase
requirements of Section 102(a) of the Flood Disaster
Protection Act of 1973 (P.L. 93-234) which requires
recipients in a special flood hazard area to participate in the
program and to purchase flood insurance if the total cost of
insurable construction and acquisition is $10,000 or more.

Will comply with environmental standards which may be
prescribed pursuant to the following: (a) institution of
environmental quality control measures under the National
Environmental Policy Act of 1969 (P.L. 91-190) and
Executive Order (EO) 11514; (b) notification of violating
facilities pursuant to EO 11738; (c) protection of wetlands
pursuant to EO 11990; (d) evaluation of flood hazards in
floodplains in accordance with EO 11988; (e) assurance of
project consistency with the approved State management
program developed under the Coastal Zone Management
Act of 1972 (16 U.S.C. 881451 et seq.); (f) conformity of
Federal actions to State (Clean Air) Implementation Plans
under Section 176(c) of the Clean Air Act of 1955, as
amended (42 U.S.C. 887401 et seq.); (g) protection of
underground sources of drinking water under the Safe
Drinking Water Act of 1974, as amended (P.L. 93-523);
and, (h) protection of endangered species under the
Endangered Species Act of 1973, as amended (P.L. 93-
205).

12.

13.

14.

15.

16.

17.

18.

Will comply with the Wild and Scenic Rivers Act of
1968 (16 U.S.C. 881271 et seq.) related to protecting
components or potential components of the national
wild and scenic rivers system.

Will assist the awarding agency in assuring compliance
with Section 106 of the National Historic Preservation
Act of 1966, as amended (16 U.S.C. §470), EO 11593
(identification and protection of historic properties), and
the Archaeological and Historic Preservation Act of
1974 (16 U.S.C. §8469a-1 et seq.).

Will comply with P.L. 93-348 regarding the protection of
human subjects involved in research, development, and
related activities supported by this award of assistance.

Will comply with the Laboratory Animal Welfare Act of
1966 (P.L. 89-544, as amended, 7 U.S.C. 882131 et
seq.) pertaining to the care, handling, and treatment of
warm blooded animals held for research, teaching, or
other activities supported by this award of assistance.

Will comply with the Lead-Based Paint Poisoning
Prevention Act (42 U.S.C. 884801 et seq.) which
prohibits the use of lead-based paint in construction or
rehabilitation of residence structures.

Will cause to be performed the required financial and
compliance audits in accordance with the Single Audit
Act Amendments of 1996 and OMB Circular No. A-133,
"Audits of States, Local Governments, and Non-Profit
Organizations."

Will comply with all applicable requirements of all other
Federal laws, executive orders, regulations, and policies
governing this program.

SIGNATURE OF AUTHORIZED CERTIFYING OFFICIAL

TITLE

APPLICANT ORGANIZATION

DATE SUBMITTED
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